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INTRODUCCION

En el siguiente informe se da a conocer la importancia del curso como forma de aprendizaje
acerca del proceso de enrutamiento y configuracion avanzado usando Switch para segmentar
la red a través de VLAN para enviar paquetes a la red de destino a través de equipos estos

conectados en la red LAN, pasando por capa 2 y capa 3.

Por medio de un componente préactico (laboratorio) se hace uso de Packet Tracer como
herramienta de simulacion de redes bajo el uso de tecnologia CISCO, desarrollando la
habilidad de configurar y administrar equipos de enrutamiento avanzado e implementando
protocolos; VLAN — IP ROUTE
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OBJETIVO

e Disefiar, instalar, configurar y administrar redes conmutadas

e Aprender a configurar y administrar los protocolos STP y LACP VTP

e Resolver problemas de red relacionados con; Administracion, Seguridad Yy
Escalabilidad en redes conmutadas

e Aprender a realizar resolucién de problemas en problemas de enrutamiento avanzados
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DESARROLLO DE LOS LABORATORIOS

CCNPv7.1_SWITCH_Lab6-1_FHRP_HSRP_VRRP_STUDENT

Topology
209.165.200.254
VLAN 99: 172.16.99.1 ' ~_VLAN 99: 172.16.99.2
ﬂ Fa0/11 Fa0/11
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Host A VLAN 99: 172.16.99.3 VLAN 99: 172.16.99.4 Hoat:B
VLAN 10 B B . VLAN 20
172.16.10.100/24 All Switch-to-Switch connections are 802.1q trunks 172.16.20.100/24
Gateway Addresses
VLAN Address
10 172.16.10.524
20 172.16.20.5/24
30 172.16.30.5/24
40 172.16.40.5/24
99 172.16.99.5/24
Objectives

e Configure inter-VLAN routing with HSRP and load balancing
e Configure HSRP authentication

e Configure HSRP interface tracking

e Configure VRRP

e Configure VRRP object tracking

Hot Standby Router Protocol (HSRP) is a Cisco-proprietary redundancy protocol for establishing a fault-
tolerant default gateway. It is described in RFC 2281. HSRP provides a transparent failover mechanism to the
end stations on the network. This provides users at the access layer with uninterrupted service to the
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network if the primary gateway becomes inaccessible.The Virtual Router Redundancy Protocol (VRRP) is a
standards-based alternative to HSRP and is defined in RFC 3768. The two technologies are similar but not
compatible.

This lab will offer configuration experience with both of the protocols in a phased approach.

Some of the configurations in this lab will be used in subsequent labs. Please read carefully before clearing
your devices.

Note: This lab uses the Cisco WS-C2960-24TT-L switch with the Cisco 10S image c2960-lanbasek9-mz.150-
2.SE6.bin and the Catalyst 3560V2-24PS switch with the Cisco I0S image c¢3560-ipservicesk9-mz.150-
2.SE6.bin. Other switches and Cisco 10S Software versions can be used if they have comparable capabilities
and features. Depending on the switch model and Cisco 10S Software version, the commands available and
output produced might vary from what is shown in this lab.

Required Resources

e 2 switches (Cisco 2960 with the Cisco |0S Release 15.0(2)SE6 C2960-LANBASEK9-M image or
comparable)

e 2 switches (Cisco 3560v2 with the Cisco |0S Release 15.0(2)SE6 C3560-IPSERVICESK9-M image or
comparable)

e Ethernet and console cables

e 4 PC's with Windows OS

1 Prepare for the Lab

1 Prepare the switches for the lab

Use the reset. tel script you created in Lab 1 “Preparing the Switch” to set your switches up for this lab.
Then load the file BASE.CFG into the running-config with the command copy flash:BASE.CFG
running-config. An example from DLS1:

DLS1# tclsh reset.tcl

Erasing the nvram filesystem will remove all configuration files! Continue?
[confirm]

[OK]
Erase of nvram: complete

Reloading the switch in 1 minute, type reload cancel to halt
Proceed with reload? [confirm]

*Mar 7 18:41:40.403: %SYS-7-NV_BLOCK INIT: Initialized the geometry of nvram

*Mar 7 18:41:41.141: %SYS-5-RELOAD: Reload requested by console. Reload
Reason: Reload command.

<switch reloads - output omitted>

Would you like to enter the initial configuration dialog? [yes/no]: n
Switch> en
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*Mar 1 00:01:30.915:
administratively down

SLINK-5-CHANGED: Interface Vlanl, changed state to

Switch# copy BASE.CFG running-config
[running-config]?
(594 bytes/sec)

Destination filename
184 bytes copied in 0.310 secs

2 Configure basic switch parameters.

Configure an IP address on the management VLAN according to the diagram. VLAN 1 is the default
management VLAN, but following best practice, we will use a different VLAN. In this case, VLAN 99.

Enter basic configuration commands on each switch according to the diagram.

DLS1 example:

DLS1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DLS1 (config) # interface vlan 99
DLS1 (config-if)# ip address 172.16.99.1 255.255.255.0

DLS1 (config-if)# no shutdown

The interface VLAN 99 will not come up immediately, because the Layer 2 instance of the VLAN does not yet
exist. This issue will be remedied in subsequent step

A continuacidon se muestra la que la configuracion ingresada en el switch (DLS1 por ejemplo), ya ha
tomado lugar. La correspondiente configuracion se establece en los otros switches:

-1 DLS1 + -0 X
File Edit View Terminal Tabs Help

dani@debia... KrDL51 K]DLSE # |ALS1 ¥ |ALS2 #
DLS1 (configl#end

DLS1#show

*¥MNoy 23 01:33:19.669: %SY5-5-CONFIG I: Configured from console by console
DLSl#show 1p interface brief

Interface IP-Address OK? Method Status Protocol
GlgabitEthernet/0 unassigned YES unset administratively down down
GigabitEthernet0/1 unassigned YES unset administratively down down
GigabitEthernet0/2 unassigned YES unset administratively down down
GigabitEthernet/3 unassigned YES unset administratively down down
GlgabitEthernetl/0 unassigned YES unset administratively down down
GigabitEthernetl/1 unassigned YES unset administratively down down
GigabitEthernetl/2 unassigned YES unset administratively down down
GigabitEthernetls/3 unassigned YES unset administratively down down
GlgabitEthernet2/0 unassigned YES unset administratively down down
GigabitEthernet2/1 unassigned YES unset administratively down down
GigabitEthernet2/2 unassigned YES unset administratively down down
GigabitEthernet2/3 unassigned YES unset administratively down down
GlgabitEthernet3/0 unassigned YES unset administratively down down
GigabitEthernet3/1 unassigned YES unset administratively down down
GigabitEthernet3/2 unassigned YES unset administratively down down
Vlan9g 172.16.959.1 YES manual down down I
e

(Optional) On each switch, create an enable secret password and configure the VTY lines to allow remote
access from other network devices.
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DLS1 example:

DLS1 (config) # enable secret class
DLS1 (
DLS1 (config-line) # password cisco
DLS1 (config-line)# login

config)# line vty 0 15

Note: The passwords configured here are required for NETLAB compatibility only and are NOT
recommended for use in a live environment.

En la siguiente imagen puede apreciarse la configuracién que sera establecida en el switch:

ultimo lab.txt - Mousepad
File Edit WView Text Document Mavigation Help

DLSZ

configure terminal

interface vlan 99

ip address 172.16.99,2 255,255,255.0
no shutdown

exit

ALS1

configure terminal

interface vlan 99

ip address 172.16.99.3 255.255.255.0
no shutdown

exit

ALSZ

configure terminal

interface vlan 99
ip address 172.16.99.4 255.255.255.0
no shutdown
exit

Note(2): For purely lab environment purposes, it is possible to configure the VTY lines so that they accept any
Telnet connection immediately, without asking for a password, and place the user into the privileged EXEC
mode directly. The configuration would be similar to the following example for DLS1:
DLS1 (config) # enable secret class
DLS1
DLS1
DLS1 (config-line) # privilege level 15

config)# line vty 0 15
config-line)# no login

(
(
(
(

a The access layer switches (ALS1 and ALS2) are Layer 2 devices and need a default gateway to send traffic
outside of the local subnet. The distribution layer switches will not use a default gateway because they
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are Layer 3 devices. Configure default gateways on the access layer switches. **The HSRP virtual IP
address 172.16.99.5 will be configured in subsequent steps.

ALS1 (config)# ip default-gateway 172.16.99.5

En la siguiente imagen puede verse que se ha configurado la puerta de
enlace para ALS1:

ALSl#show running-contilg

*Noy 23 §].42:09 978: $SYS-S-CONFIG I: Configured 1
LSl#show running-config | sectilon|gateway

ip default-gateway 172.16.99.5

3 E |

Step 3: Configure trunks and EtherChannels between switches.

EtherChannel is used for the trunks because it allows you to utilize both Fast Ethernet interfaces that are
available between each device, thereby doubling the bandwidth.

Note: It is good practice to shut down the interfaces on both sides of the link before a port channel is
created and then re-enable them after the port channel is configured.

a Configure trunks and EtherChannels from DLS1 and DLS2 to the other three switches according to the
diagram. The switchport trunk encapsulation {isl | dotlq} command is used because these switches
also support ISL encapsulation. A sample configuration is provided. Not all of the commands listed
below will be used on all devices. Repeat and reference chapter 2 labs if you still are having difficulty
with implementing trunking between devices.

DLS1
DLS1

config)# interface range fastEthernet 0/x - x
config-if-range) # switchport trunk encapsulation dotlg
DLS1 (config-if-range) # switchport mode trunk

DLS1 (config-if-range)# channel-group x mode desirable

DLS1 (config-if-range)# no shut

Creating a port-channel interface Port-channel x

—_— o~~~

Note: Repeat configurations on the other three switches.
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En esta imagen puede verse la configuracién que se ingresara a los
switches:

ultimo lab.txt - Mousepad
File Edit View Text Document Mavigation Help

Lp detault-gateway 172.16.599.5

STEP 3
Configure trunks
ALL SWITCHES

DLS1

configure terminal

interface range gi12/2-3
shutdown
switchport trunk encapsulation dotlg
switchport mode trunk
channel-group 14 mode desirable
interface range gi13/0-1
switchport trunk encapsulation dotlg
switchport mode trunk
channel-group 13 mode desirable
interface range gi13/2-3
switchport trunk encapsulation dotlg
switchport mode trunk
channel-group 12 mode desirable
interface range gi12/2-3
no shutdown
interface range g13/0-3
no shutdown
end

write memory

DLS2

configure terminal

interface range gi12/2-3

shutdown

switchport trunk encapsulation dotlg
switchport mode trunk

channel-group 22 mode desirable
interface range gi3/0-1

switchport trunk encapsulation dotlg
switchport mede trunk

channel-group 24 mode desirable
interface range gi13/2-3

switchport trunk encapsulation dotlg
switchoort mode trunk

Filetype: Mone | Line:51 Column: 0 Selection: 30 | OVR
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a. Verify trunking between DLS1, ALS1, and ALS2 using the show interface trunk command on all switches.

A continuacion, se muestra que se han configurado adecuadamente los enlaces troncales:

(-1 DLS1 + - 0O X
File Edit View Terminal Tabs Help

ol EBE Qe ¢ -2k

dani@debia... 3 |DL51 X |an2 3t |ALS1 3t |ALS2 %
DLS1#

DLS1#

DLSl#show interfaces trunk

Port Mode Encapsulation Status Mative vlan

Pol2 on 802.1q trunking 1

Pol3 on 802.1q trunking 1

Pol4d on B0Z2.1q trunking 1

(-] DLS2 + - 0O X
File Edit View Terminal Tabs Help

ol mRIQle®| & -2

dani@debia.. 3t |DLS1 s |DL52 % |ALST 3 |ALS2 X
DLS2#

DLS2#

DLS2#show interfaces trunk

Port Mode Encapsulation Status Mative vlan

Pol2 on 802.1q trunking 1

Po24 on 802.1q trunking 1

Po23 on 802.1q trunking 1

(-1 ALS2 + - 0O X
File Edit View Terminal Tabs Help

ol EBE Qe ¢ -2k

dani@debia.. 3t |DLS1 3t |DLS2 3t |ALS1 X |AL52 X
el24, changed state to up

ALS2#

ALS2#show interfaces trunk

Port Mode Encapsulation Status Mative vlan

Po34 on 802.1q trunking 1

Po24 on 802.1q trunking 1

Pol4d on B0Z2.1q trunking 1
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(=] ALS1 + - 0O X
File Edit View Terminal Tabs Help

[ 5 Q| &
dani@debia... 3 |DL51 3 |m52 X |ALS1 X |AL52 X
ALS1#
ALS1#
ALSl#show interfaces trunk
Port Mode Encapsulation Status Mative vlan
Po34 on 802.1q trunking 1
Pol3 on 802.1q trunking 1
Po23 on BOZ2.1q trunking 1

b. Verify the EtherChannel configuration

Se emite el comando “show etherchannel summary” para comprobar el estado de la agregacion de enlaces,
en este caso en DLS1, como se aprecia en la imagen:

(-] DLS1 + - 0O X
File Edit View Terminal Tabs Help

AN Q ? & P

b4 |Al.5'| b4 |AL52 b4

U - in use M - not 1n use, no aggregation
f - failed to allocate aggregator

M - not in use, minimum links not met

m - not in use, port not aggregated due to minimum links not met
u - unsuitable for bundling

w - walting to be aggregated

d - default port

A - formed by Auto LAG

Number of channel-groups in use: 3

NMumber of aggregators: 3

Group  Port-channel | Protocol Ports

—————— R e e R e TP
12 Pol2(sU) FagP G13/2(P) G13/3(P)

13 Po13(sU) PAQP Gi3/0(P)  Gi3/1(P) T—

14 Pol4(sU) FAgP G12/2(P) Gi2/3(P)

DLS1#] l

c.  Which EtherChannel negotiation protocol is in use here?

El protocolo que se esta usando para agregacion de enlaces es PAgP
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Step 4: Configure VTP on DLS2, ALS1 and ALS2.

b Change the VTP mode of ALS1 and ALS2 to client and VTP mode of DLS2 to server. A sample
configuration is provided.

ALS1 (config) # vtp mode client
Setting device to VTP CLIENT mode for VLANS.

d. Verify the VTP changes.

Se muestra aqui la configuracién que se establecid, en este caso el ejemplo es ALS2:

(-] ALS2 + - O X
File Edit View Terminal Tabs Help

TolBREBRIQle®| D

dani@debia.. # [DLS1 # |DLS2 # |ALS1T AlS2 b 1

*¥Noy 23 02:01:51.011: %GRUB-5-CONFIG WRITING: GRUB configuration™

d on disk. Please wailt...

*Mov 23 02:01:51.653: %GRUB-5-CONFIG WRITTEN: GRUB configuration was written to
disk successfully.

ALS2#

ALS2#

ALSZ#show wip status

VTP Version capable i1 to 3

VTP version running |

VTP Domain Mame

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled
Device ID 0031.3661.b100

Configuration last modified by G 0.0.0 at 0-0-00 0OQ:00:00

Feature WVLAN:

VTP Operating Mode : Client I
A Lmum 5 supported locally : IOO=

Number of existing VLANs : 5
Configuration Revision : 0
MDS digest ¢ Ox57 OxCD Ox40 Ox65 063 O0x59 0xd7 OxBD
Ox36 OxS0 OxdA Ox3E OxAS Ox69 Ox35 OxBC |
ALs2¢]

Step 5: Configure VTP on DLS1 and create VLANSs.
¢ Create the VTP domain on VTP server DLS1 and create VLANs 10, 20, 30, 40 and 99 for the domain.

NOTE: Switches default to vtp mode server. However, remember the base configuration modifies this
setting to vtp mode transparent.

DLS1 (config) # vtp domain SWLAB

DLS1 (config) # vtp version 2

DLS1 (config) # vtp mode server

Setting device to VTP Server mode for VLANS

DLS1 (config) # vlan 10
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name Finance
vlian 20

DLS1 (config-vlan) #
DLS1 (config-vlan) #
DLS1 (config-vlan) # name Engineering
DLS1 (config-vlan)# wvlan 30

DLS1 (config-vlan) # name Server-Farml
DLS1 (config-vlan) # vlan 40

DLS1 (config-vlan) # name Server-Farm2
DLS1 (config-vlan) # vlan 99

DLS1 (config-vlan) # name Management

Verify VLAN propagation across the SWLAB domain.

En la siguiente iméagen puede verse la configuracién que tomé DLS1 en cuanto a VTP:

(-] DLS1 + -0 X
File Edit View Terminal Tabs Help

ol sBEIQle @S-

dani@debia... Nnm 3% |pLs2 b4 |F'.LS1 b4 |AL52 4
DLS1#

DLS1#

DLS1#

DLS1#

DESES

DLSl#show wip status

VTP Version capable : 1 to 3

VTP version running )

VTP Domain Mame : SWLAB

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled

Device ID 0031 . 3605, 5500
Lontiguration last modiTied by B U.0.0 at 11-23-17 02:04:086

Local updater ID is 0.0.0.0 (no valid interface found)

Feature WLAN:

VTP Operating Mode : Server
: =
Number of existing VLANs 0 10
Configuration Revision : 5
MDS digest ¢ Dx38 Ox03 0x7C OxDO OxD4 Ox0S OxEl Ox=9
Ox8D Ox>B OxBl OxD2 Ox67 OxS9E Ox6B OxF& |
ESE: |

Y lo que recibio para VLANS:
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Step 6:

(=] DLS1 + -0 X%
File Edit View Terminal Tabs Help

oo | B Qe [ & D

dani@debia..] 3¢ | DLS1 X \Elz 3 |ALS1 3¢ |ALS2 3¢
H. . 1

Configuratio
MDS digest : Ox38 Ox03 Ox7C OxDO OxD4 0x05 OxEl 0x59
Ox8D Ox=B 0xBl 0OxD2 Ox&7 Ox9E OxE6B OxF&

DLS1#

Moy 23 02:04:39, 233: %LINK-3-UPDOWN: Interface V1an99, changed state to up

*¥Nov 23 02:04:40,.233: %LINEPROTO-S-UPDOWN: Line protocol on Interface V1an99, ch
anged state to up

DLSl#show wlan brief

YLAN Name Status Ports

1 default active Gi0/0, G10/1, Gi0/2, Gie/3
Gil/0, Gil1/1, Gils2, Gil/3

G12/0, G12/1
10 Finance active
20  Engineering active
30 Server-Farml active
40 Server-Farm2 active
99  Management active
ettt act/unsup
1003 trerf-default act/unsup
1004 fddinet-default act/unsup
1005 trbrf-default act/unsup |
DLS1#]
Configure access ports.

Configure the host ports of all four switches. The following commands configure the switch port mode
as access, place the port in the proper VLANs, and turn on spanning-tree PortFast for the ports. A
sample configuration is provided for you.

DLS2 (config) # interface fastEthernet 0/6
DLS2 (config-if) # switchport mode access
DLS2 (config-if) # switchport access vlan 40
DLS2 (config-if) # spanning-tree portfast
DLS2 (config-if) # no shutdown

Note: The switchport host command can be used to configure individual access ports. This command
automatically activates access mode, PortFast, and removes all associations of the physical switch port
with the port-channel interfaces (if there are any).
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En la siguiente imagen puede verse la configuracion que se ingresé al puerto Gil/3 en los switches,
tomando en cuenta el switch DLS2:

ultimo lab.txt - Mousepad
File Edit WView Text Document Mavigation Help

= —

end
write memory

STEP 6
Configure access ports

DLS1
configure terminal
interface g1l/4
switchport host
switchport access vlan 99
no shutdown
end
write memory

DLS2
configure terminal
interface gi11l/4
switchport host
switchport access vlan 40
no shutdown
end
write memory

ALS1
configure terminal
interface gi11/4
switchport host
switchport access vlan 10
no shutdown
end
write memory

ALSZ
configure terminal
interface gil/4
switchport host
switchport access vlan 20
no shutdown
end
write memory

Filetype: None | Line: 179 Colummn: 0 Selection: 215 | OVR

e Configure PC’s with the IP addresses shown in the topology diagram. Use the address ending in .5 as the
gateway address for the respective VLANSs.
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e. Ping from the Host A (VLAN 10) to Host D (VLAN 40). The ping should fail.
Are these results expected at this point? Why?

El ping falla por que no existe un gateway asociado a los hosts para que sus paquetes puedan
salir a otras redes. Ademas no esta configurado un enrutamiento en los switches que permita a
los paquetes ser trasladados de unared a otra.

Step 7: Configure HSRP interfaces and enable routing.

HSRP provides redundancy in the network. The traffic can be load-balanced by using the standby group
priority priority command. The ip routing command is used on DLS1 and DLS2 to activate routing capabilities
on these Layer 3 switches.

Each route processor can route between the various SVIs configured on its switch. In addition to the real IP
address assigned to each distribution switch SVI, assign a third IP address in each subnet to be used as a
virtual gateway address. HSRP negotiates and determines which switch accepts information forwarded to
the virtual gateway IP address.

The standby command configures the IP address of the virtual gateway, sets the priority for each group, and
configures the router for preemption. Preemption allows the router with the higher priority to become the
active router after a network failure has been resolved. Notice that HSRP is not used in the command syntax
to implement HSRP.

In the following configurations, the priority for VLANs 10, 20, and 99 is 150 on DLS1, making it the active
router for those VLANs. VLANs 30 and 40 have the default priority of 100 on DLS1, making DLS1 the standby
router for these VLANSs. DLS2 is configured to be the active router for VLANs 30 and 40 with a priority of 150,
and the standby router for VLANSs 10, 20, and 99 with a default priority of 100.

Note: Itis recommended that the HSRP group number be mapped to VLAN number.

DLS1 (config)# ip routing

DLS1 (config) # interface loopback 200

DLS1 (config-if) # ip address 209.165.200.254 255.255.255.0

*NOTE: This loopback is used only for the purpose of testing HSRP
state changes. Both DLS1 and DLS2 will have this loopback configured.

DLS1 (config)# interface vlan 99

DLS1 (config-if) # ip address 172.16.99.1 255.255.255.0
DLS1 (config-if) # standby 99 ip 172.16 99.5

DLS1 (config-if) # standby 99 preempt

DLS1 (config-if) # standby 99 priority 110

DLS1 (config-if) # exit

DLS1 (config)# interface vlan 10

DLS1 (config-if) # ip address 172.16.10.1 255.255.255.0
DLS1 (config-if) # standby 10 ip 172.16.10.5

DLS1 (config-if) # standby 10 preempt

DLS1 (config-if) # standby 10 priority 110

DLS1 (config-if) # exit
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DLS1
DLS1
DLS1
DLS1
DLS1
DLS1

config)# interface vlan 20

config-if)# ip address 172.16.20.1 255.255.255.0
config-if)# standby 20 ip 172.16.20.5
config-if)# standby 20 preempt

config-if)# standby 20 priority 110

config-if)# exit

—~ o~ o~~~ o~

DLS1 (config)# interface vlan 30

DLS1 (config-if) # ip address 172.16.30.1 255.255.255.0

DLS1 (config-if) # standby 30 ip 172.16.30.5

DLS1 (config-if) # standby 30 preempt

DLS1 (config-if) # exit

*NOTE: When the priority command is not present on the L3 interface,
the HSRP priority value defaults to 100.

DLS1
DLS1
DLS1
DLS1

config)# interface vlan 40

config-if)# ip address 172.16.40.1 255.255.255.0
config-if)# standby 40 ip 172.16.40.5
config-if)# standby 40 preempt

—~ o~~~

DLS2 (config) # ip routing

DLS1 (config)# interface loopback 200

DLS1 (config-if) # ip address 209.165.200.254 255.255.255.0

*NOTE: This loopback is used only for the purpose of testing HSRP
state changes. Both DLS1 and DLS2 will have this loopback configured.

DLS2 (config)# interface vlan 99

DLS2 (config-if)# ip address 172.16.99.2 255.255.255.0
DLS2 (config-if) # standby 99 ip 172.16.99.5

DLS2 (config-if) # standby 99 preempt

DLS2 (config-if) # exit

DLS2 (config)# interface vlan 10

DLS2 (config-if) # ip address 172.16.10.2 255.255.255.0
DLS2 (config-if) # standby 10 ip 172.16.10.5

DLS2 (config-if) # standby 10 preempt

DLS2 (config-if) # exit

DLS2 (config)# interface vlan 20

DLS2 (config-if) # ip address 172.16.20.2 255.255.255.0
DLS2 (config-if) # standby 20 ip 172.16.20.5

DLS2 (config-if) # standby 20 preempt

DLS2 (config-if) # exit

DLS2 (config)# interface vlan 30

DLS2 (config-if) # ip address 172.16.30.2 255.255.255.0
DLS2 (config-if) # standby 30 ip 172.16.30.5
DLS2 (config-if) # standby 30 preempt
DLS2 (config-if) # standby 30 priority 110
DLS2 (config-if) # exit
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DLS2 (config)# interface vlan 40

DLS2 (config-if)# ip address 172.16.40.2 255.255.255.0
DLS2 (config-if) # standby 40 ip 172.16.40.5

DLS2 (

)
config-if)# standby 40 preempt
DLS2 (config-if) # standby 40 priority 110

A continuacién se muestra la configuracién que serad ingresada en los
switches:

ultimo lab.txt - Mousepad
File Edit View Text Document WNavigation Help

end
write memoryl

STEP 7
Configure HSRP and Routing

DLS1
configure terminal
interface loopback 200
1p address 209.165.200.254 255.255.255.0
interface vlan 99
1p address 172.16.99.1 255.255.255.0
standby 99 1p 172.16.99.5
standby preempt
standby 99 priority 110
interface vlan 10
ip address 172.16.10.1 255.255.255.0
standby 10 1p 172.16.10.5
standby 10 preempt
standby 10 priority 110
interface vlan 20
ip address 172.16.20.1 255.255.255.0
standby 20 1p 172.16.20.5
standby 20 preempt
standby 20 priority 110
interface vlan 30
1p address 172.16.30.1 255.255.255.0
standby 20 1p 172.16.30.5
standby 30 preempt
interface vlan 40
ip address 172.16.40.1 255.255.255.0
standby 40 1p 172.16.40.5
standby 40 preempt
end
write memory

DLSZ2

ip routing

interface loopback 200

ip address 209.165.200.254 255.255.255.0
interface vlan 99

1p address 172.16.99.2 255.255.255.0

et amdbyg OO 1 1T 18 00 o
L]

Filetype: None | Line: 218 Column: 12 | OVR
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From Host A (VLAN 10) ping the HSRP virtual gateway address of 172.16.10.5.
C:\>ping 172.16.10.5

Pinging 172.16.10.5 with 32 bytes of data:

Reply from 172.16.10.5: bytes=32 time=lms TTL=127
Reply from 172.16.10.5: bytes=32 time<lms TTL=127
Reply from 172.16.10.5: bytes=32 time=1lms TTL=127
Reply from 172.16.10.5: bytes=32 time<lms TTL=127

Ping statistics for 172.16.10.5:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 1lms, Average = 0ms

Now, start a continuous ping using the —t option to the loopback interface 209.165.200.254. The following is
from Host A (VLAN 10) to the address 209.165.200.254. This continuous ping will be used to analyze the loss
of connectivity experienced as result HSRP failover demonstration in coming in future steps.

C:\>ping 209.165.200.254 -t

Pinging 209.165.200.254 with 32 bytes of data:

Reply from 209.165.200.254: bytes=32 time=lms TTL=127
Reply from 209.165.200.254: bytes=32 time<lms TTL=127
Reply from 209.165.200.254: bytes=32 time=lms TTL=127
Reply from 209.165.200.254: bytes=32 time<lms TTL=127
<output omitted>

Aqui se puede ver la salida del comando ping en la estacién cliente:
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(=] HostA 4+ _ O X
File Edit View Terminal Tabs Help

. EJ %% ﬁ% czr ﬂj‘ E@] \éﬁ ,é} EH

DLS1 £ |DLS2 £ |ALS1T £ |ALS2 E[Hﬂstﬁ. #

CNS :

MAC v 00:50:79:66:68: 01
LPORT : 10180

RHOST:PORT @ 127.0.0.1:101681
MTL: c 1500

HostA= ping 172.16.10.1

84 bytes from 172.16.10.1 icmp_seq=l tt1=255 time=3.815 ms
84 bytes from 172.16.10.1 icmp_seq=2 tt1=255 time=4.005 ms
~C

HostA= ping 172.16.10.5

84 bytes from 172.16.10.5 icmp_seq=l tt1=255 time=2.178 ms
84 bytes from 172.16.10.5 icmp_seq=2 tt1=255 time=3.537 ms
84 bytes from 172.16.10.5 icmp_seq=3 t11=255 time=3.916 ms
~C

HostA= ping 209.165.200.254

84 bytes from 209.165,200.254 icmp_seq=l 1t1=255 time=2.974 ns
84 bytes from 209.165.200.254 icmp_seq=2 tt1=255 time=4.400 ms
84 bytes from 209.165.200.254 icmp_seq=3 1tt1=255 time=3.665 ms
84 bytes from 209.165,200.254 icmp_seq=4 111=255 time=2.500 ms
84 bytes from 209.165,200.254 icmp_seq=5 111=255 time=2.928 ns

HostA=

Step 8: Verify the HSRP configuration.

In the output below, the last two digits (XX) in the MAC address (0000.0c07.acXX) correspond with the HSRP
group number. The MAC address is 0000.0c07.acOa. The last two hexadecimal digits are Oa. These equate to
decimal # 10. Our HSRP configuration is group 10.

a Issue the show standby command on both DLS1 and DLS2.

DLS1# show standby
VlanlO - Group 10
State is Active
2 state changes, last state change 00:01:36
Virtual IP address is 172.16.10.5
Active virtual MAC address is 0000.0c07.acOa
Local virtual MAC address is 0000.0cO07.aclOa (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.560 secs
Preemption enabled
Active router is local
Standby router is 172.16.10.2, priority 100 (expires in 10.704 sec)
Priority 150 (configured 150)
Group name is "hsrp-v110-10"
V1an20 - Group 20
State is Active
2 state changes, last state change 00:01:27

(defa Note that both the active priority and configured
priority are shown.

We configured the priority for this group at 150
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Virtual IP address is 172.16.20.5
Active virtual MAC address is 0000.0c07.acl4
Local virtual MAC address is 0000.0c07.acld4 (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.192 secs
Preemption enabled
Active router is local
Standby router is 172.16.20.2, priority 100 (expires in 8.784 sec)
Priority 150 (configured 150)
Group name is "hsrp-vV120-20" (default)
V1an30 - Group 30
State is Standby
1 state change, last state change 00:01:10
Virtual IP address is 172.16.30.5
Active virtual MAC address is 0000.0c07.acle
Local virtual MAC address is 0000.0c07.acle (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.160 secs
Preemption enabled
Active router is 172.16.30.2, priority 150 (expires in 9.392 sec)
Standby router is local
Priority 100 (default 100)
Group name is "hsrp-v130-30" (default)
Vlan40 - Group 40
State is Standby
1 state change, last state change 00:01:37
Virtual IP address is 172.16.40.5
Active virtual MAC address is 0000.0c07.ac28
Local virtual MAC address is 0000.0c07.ac28 (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.624 secs
Preemption enabled
Active router is 172.16.40.2, priority 150 (expires in 7.920 sec)
Standby router is local
Priority 100 (default 100)
Group name is "hsrp-V140-40" (default)
V1an99 - Group 99
State is Active
2 state changes, last state change 00:10:23
Virtual IP address is 172.16.99.5
Active virtual MAC address is 0000.0c07.ac63
Local virtual MAC address is 0000.0c07.ac63 (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.416 secs
Preemption enabled
Active router is local
Standby router is 172.16.99.2, priority 100 (expires in 9.216 sec)
Priority 150 (configured 150)
Group name is "hsrp-vV199-99" (default)
DLS1#

DLS2# show standby
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V1lanl0O - Group 10
State is Standby
1 state change, last state change 00:05:09
Virtual IP address is 172.16.10.5
Active virtual MAC address is 0000.0c07.acOa
Local virtual MAC address 1is 0000.0c07.acOa (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 1.488 secs
Preemption enabled
Active router is 172.16.10.1, priority 150 (expires in 8.624 sec)
Standby router is local
Priority 100 (default 100)
Group name is "hsrp-vV110-10" (default)
Vlan20 - Group 20
State is Standby
1 state change, last state change 00:05:03
Virtual IP address is 172.16.20.5
Active virtual MAC address is 0000.0c07.acl4
Local virtual MAC address is 0000.0c07.acld4d (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.336 secs
Preemption enabled
Active router is 172.16.20.1, priority 150 (expires in 8.640 sec)
Standby router is local
Priority 100 (default 100)
Group name is "hsrp-V120-20" (default)
Vl1lan30 - Group 30
State is Active
2 state changes, last state change 00:05:26
Virtual IP address is 172.16.30.5
Active virtual MAC address is 0000.0cQ07.acle
Local virtual MAC address is 0000.0cO07.acle (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.416 secs
Preemption enabled
Active router is local
Standby router is 172.16.30.1, priority 100 (expires in 9.120 sec)
Priority 150 (configured 150)
Group name is "hsrp-V130-30" (default)
V1an40 - Group 40
State is Active
2 state changes, last state change 00:12:58
Virtual IP address is 172.16.40.5
Active virtual MAC address is 0000.0c07.ac28
Local virtual MAC address is 0000.0c07.ac28 (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.592 secs
Preemption enabled
Active router is local
Standby router is 172.16.40.1, priority 100 (expires in 8.800 sec)
Priority 150 (configured 150)
Group name is "hsrp-V140-40" (default)
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V1an99 - Group 99

State is Standby
1 state change,
Virtual IP address is 172.16.99.5

Active virtual MAC address is 0000.0c07.ac63
Local virtual MAC address is 0000.0c07.ac63

Hello time 3 sec,
Next hello sent in 0.112 secs

Preemption enabled
Active router is 172.16.99.1,

last state change 00:05:29

hold time 10 sec

Standby router is local
Priority 100
Group name is "hsrp-v199-99" (default)

DLS2#

(default 100)

priority 150

(vl default)

b Issue the show standby brief command on both DLS1 and DLS2.
DLS1# sh stand bri

Interface
IP

V110
172.16.10.5
V120
172.16.20.5
V130
172.16.30.5
V140
172.16.40.5
V199
172.16.99.5

Grp
10
20
30
40

99

Pri

150

150

100

100

150

DLS2# sh stand bri

Interface
IP

V110
172.16.10.5
V120
172.16.20.5
V130
172.16.30.5
V140
172.16.40.5
V199
172.16.99.5

Grp
10
20
30
40

99

Pri

100

100

150

150

100

—

P

P

indicates configured to preempt.

State Active
Active local
Active 1local
Standby 172.16.30.2
Standby 172.16.40.2

Active 1local

Standby

172.16.10.2

172.16.20.2

local

local

172.16.99.2

indicates configured to preempt.

State Active
Standby 172.16.10.1
Standby 172.16.20.1
Active local
Active local

Standby 172.16.99.1

Standby

local

local

172.16.30.1

172.16.40.1

local

(expires in 11.408 sec)

Virtual

Virtual

Ahora se presenta la salida del comando “show standby brief” en los
switchces de distribucién:
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(<] DLS1 I
File Edit View Terminal Tabs Help
B Qe &
DLS1 X |DL52 X |AL51 X |AL52 3 |Husm X
DLSl#conf t
Enter configuration commands, one per line. End with CNTL/Z.
DLS1 (configl#ip roul
DLS1 (configl#ip routin
DLS1(configl#ip routing
DLS1(config)#show standby brief
% Invalid input detected at '™' marker.
DLS1 (configl#end
DLSl#show standb
Moy 23 03:19:21.698: %SYS-5-CONFIG I: Configured from console by console
DLSl#show standby brief
P indicates configured to preempt.
I
Interface Grp Pri P State  Active Standby Virtual IP
V11D 10 110 P Active Tlocal 172.16.10.2 172.16.10.5
Vizo 20 110 P Active Tlocal 172.16.20.2 172.16.20.5
V130 30 100 P Standby 172.16.30.2 local 172.16.30.5
V140 40 100 P Standby 172.16.40.2 local 172.16.40.5
V1igg 99 110 Active Tlocal 172.16.99.2 172.16.99.5 |
VESE: |

© 2017 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.

Page 250f193




(] DLS2
File Edit View Terminal Tabs Help

TR Qe @ @

DLS1 £ [DLSZ 3 ]F\LS1 £ |ALS2

DLS2#
DLS2#
DLS2#conf g

e

% Invalid input detected at '*' marker.

DLS2#conf t
Enter configuration commands, one per line. End with CNTL/Z.
DLSZ(configl#ip routin
DLSZ(configl#ip routing
DLS2(configl#end
DLS2#show standb
*#MNoy 23 03:19:33.499: %5YS-5-CONFIG I: Configured from console
DLS2¢show standby brief
P indicates configured to preempt.

I
Interface Grp Pri P State Active Standby
V1lg 10 160 P Standby 172.16.10.1 local
Vizo 20 100 P Standby 172.16.20.1 local
V130 30 110 P Active Tlocal 172.16.30.1
V140 40 110 P Active Tlocal 172.16.40.1
V1go 93 100 Standby 172.16.99.1 local
DLS2#

4+ - 0O X

¥ |HostA - 4

by console

Virtual IP
172.16.10.5

Which router is the active router for VLANs 10, 20, and 99? Which is the active router for 30 and 40?

Paralas VLANs 10, 20 y 99, el router activo es DLS1. Para las VLANs 30
DLS2

y 40 el router activo es

What is the default hello time for each VLAN? What is the default hold time?

El hello time por defecto es 3 segundos, el hold time es de 10 segundos

How is the active HSRP router selected?

El router con mayor prioridad es el elegido.

f. Usethe show ip route command to verify routing on both DLS1 and

DLS1# show ip route | begin Gateway
Gateway of last resort is not set

DLS2.

172.16.0.0/16 is variably subnetted, 10 subnets, 2 masks
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172.16.10.0/24 is directly connected, V1anlO
172.16.10.1/32 is directly connected, V1anlO
172.16.20.0/24 is directly connected, V1an20
172.16.20.1/32 is directly connected, V1an20
172.16.30.0/24 is directly connected, Vl1an30
172.16.30.1/32 is directly connected, Vl1an30
172.16.40.0/24 is directly connected, Vl1an40
172.16.40.1/32 is directly connected, Vl1an40
172.16.99.0/24 is directly connected, Vl1an99
172.16.99.1/32 is directly connected, Vl1an99
209.165.200.0/24 is variably subnetted, 2 subnets, 2 masks
C 209.165.200.0/24 is directly connected, Loopback200
L 209.165.200.254/32 is directly connected, Loopback200
DLS1#

oo o Qe Q

Aqui se muestra la tabla de enrutamiento de DLS1:

(] DLS1 + -0 X
File Edit View Terminal Tabs Help

To BRBEIQle®| D

DLS1 X |DL52 4 |AL51 b4 |AL52 b4 |Hnstﬁ -4
L 172.16.99.1/32 1s directly connected, Vlang@
200,165.200.0/24 1s variably subnetted, 2 subnets, 2 masks
C 209.165.200.0/24 1s directly connected, Loopback200
L 209.165.200.254/32 1s directly connected, Loopback200
DLS1#
DLS1#
DLS1#
DLS1#
DLS1#

DLSl#show 1p route | begin Gateway
Gateway of last resort 1s not set

172.16.0.0/16 1s variably subnetted, 10 subnets, 2 masks
172.16.10.0/24 is directly connected, Vlanld
172.16.10.1/32 is directly connected., Vlanl®
172.16.20.0/24 is directly connected. Vlan20
172.16.20.1/32 1s directly connected, Vlan20
172.16.30.0/24 is directly connected, Vlan30
172.16.30.1/32 is directly connected., Vlan30
172.16.40.0/24 is directly connected. Vlan40
172.16.40.1/32 1s directly connected, Vlandd
172.16.99,.0/24 is directly connected, Vlang9
172,16.99.1/32 is directly connected., V1an99
209.165.200.0/24 1s varlably subnetted, 2 subnets, 2 masks
C 209.165.200.0/24 15 directly connected, Loopback200 |
L

| T i T I e Y Y i T I |

200.165,.200,254/32 1s directly connected, Loopback200

VESE: |
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Step 9: Verify connectivity between VLANs.

Verify connectivity between VLANs using the ping command with a —t option from Host D (VLAN 40) to the
other hosts and servers on the network. Keep the ping running to evaluate loss of connectivity that will
occur in Step 11.

The following is from the Host D(VLAN 40) to the 209.165.200.254 address.
C:\>ping 209.165.200.254 -t

Pinging 209.165.200.254 with 32 bytes of data:

Reply from 209.165.200.254: bytes=32 time=lms TTL=127
Reply from 209.165.200.254: bytes=32 time<lms TTL=127
Reply from 209.165.200.254: bytes=32 time=lms TTL=127
Reply from 209.165.200.254: bytes=32 time<lms TTL=127
<output omitted>

Aqui se presenta la prueba de conectividad desde el HostD hacia los
demés hosts:

(] HostD + _0OXx
File Edit View Terminal Tabs Help

o s R Q™| D

< | ALS2 # |HostA # |HostB # [HostC ﬁ[HastD o>

HostD=

HostD= ping 172.16.10.100 -c 3

84 bytes from 172.16.10.100 icmp_seq=1 tt1=63 time=4,392 ms
84 bytes from 172.16.10.100 icmp_seq=2 tt1=63 time=6.233 ms
84 bytes from 172.16.10.100 icmp_seq=3 tt1=63 time=5.109 ms

HostD= ping 172.16.20.100 -c 3

172.16.20.100 icmp_seq=l timeout

172.16.20.100 icmp_seq=2 timeout

84 bytes from 172.16.20.100 icmp_seq=3 tt1=63 time=5.426 ms

HostD= ping 172.16.40.100 -c 3

172.16.40.100 icmp_seq=1 ttl=64 time=0.001 ms
172.16.40.100 icmp_seq=2 tt1=64 time=0.001 ms
172.16.40.100 icmp_seq=3 ttl=64 time=0.001 ms

HostD= ping 172.16.89.100 -c 3

172.16.99.100 1cmp_seq=l timeout

172.16.99.100 icmp_seq=2 timeout

84 bytes from 172.16.99.100 icmp_seq=3 tt1=63 time=3.415 ms

HostD= ping 209.165.200.254 -c 3

84 bytes from 209.165.200.254 icmp_seq=1 tt1=255 time=2.233 ms
84 bytes from 209.165.200.254 icmp_seq=2 tt1=255 time=1.830 ms
84 bytes from 209.185.200.254 icmp_seq=3 1t1=255 time=1.905 ms

HostD=
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Step 10: Verify HSRP functionally.

a Verify HSRP by disconnecting the trunks to DLS2. You can simulate this using the shutdown command
on those interfaces.

DLS2 (config) # interface range fastEthernet 0/7 - 12

DLS2 (config-if-range)# shutdown

Output to the console at DLS1 should reflect DLS1 becoming the active router for VLANs 30 and 40.

g. Verify that DLS1 is acting as the backup default gateway for VLANs 30 and 40 using the show standby
brief command. DLS1 is now the active HSRP router for all VLANs and the standby router is unknown.

DLS1# sh stand bri

Interface
IP
V110

172.16.10.

V120

172.16.20.

V130

172.16.30.

V140

172.16.40.

V199

172.16.99.

5

Grp
10
20
30
40

99

Pri

150

150

100

100

150

P indicates configured to preempt.

|
p

P

State

Active

Active

Active

Active

Active

Active

local

local

local

local

local

Standby
unknown
unknown
unknown
unknown

unknown

Virtual

Aqui se aprecia el cambio de topologia y el registro de acciones con
el resultado sobre HSRP en DLS1:
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elﬁfﬂt window" Help| 1°7° BREEdt View Text Document Navigzion Ei€)
| File Edit View Terminal Tabs Help

B Q| < M| ¢ | @

|
II:.:ILS1 # | DLS2 £ |ALST ¥ |ALS2 £ |HostA x| >

4

C 172.16.30.0/24 is directly connected. V1an30

L 172.16.30.1/32 1s directly connected, Vlan30

C 172.16.40.0/24 is directly connected, Vlandd

L 172.16.40.1/32 is directly connected., Vlan40

C 172.16.99.0/24 is directly connected. V1an99

L 172.16.99.1/32 1s directly connected, Vlang@
200,165.200.0/24 1s variably subnetted, 2 subnets, 2 masks

C 209.165.200.0/24 1s directly connected, Loopback200

L 209.165.200.254/32 1s directly connected, Loopback200
DLS1#

DLS1#

DLS1#show stand
*MNovy 23 03:33:45.745: %HSRP-5-STATECHANGE: VlandQ Grp 40 state Standby -= Activ

g
DLSl#show standby bre
*¥MNov 23 03:33:47.501: %HSRP-5-STATECHANGE: Vlan30 Grp 30 state Standby -> Activ

e
DLSl#show standby brief

P indicates configured to preempt.

I
lInterface Grp Pri P State  Active Standby Virtual IP
V110 10 110 P Active Tlocal unknown 172.16.10.5
V120 20 110 P Active local unknown 172.16.20.5
V130 30 100 P Active local unknown 172.16.30.5
V140 40 100 P Active local unknown 172.16.40.5
(V199 99 110  Active Tlocal unknown 172.16.99.5
VESE: |

Repeat this process by bringing up the DLS2 trunks and shutting down the DLS1 interfaces.
Use the show standby brief command to see the results.

Note: If both DLS1 and DLS2 have links to the Internet, failure of either switch will cause HSRP to
redirect packets to the other switch. The functioning switch will take over as the default gateway to
provide virtually uninterrupted connectivity for hosts at the access layer.

Go back to Host A and Host D. The ping to 209.165.200.254 should still be running. Evaluate the loss of
connectivity the hosts experienced during the HSRP state change. The users should experience minimal
service disruption as a result of the HSRP state change.

Step 11: Apply HSRP authentication using MD5.

Now that we have successfully implemented default gateway redundancy in our network, we should think
about securing the HSRP communication between member devices. HSRP authentication prevents rogue
routers on the network from joining the HSRP group. Without authentication a rogue router could join the
group and claim the active role. The attacker would then be able to capture all the track forwarded to
attacker’s device. HSRP authentication can be configured using plain text or MD5. MDS5 is the preferred
method. Using MD5 key, a hash is calculated on HSRP messages.
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DLS1 (config) # int vlan 10
DLS1 (config-if) # standby 10 authentication ?

WORD Plain text authentication string (8 chars max)
md5 Use MD5 authentication
text Plain text authentication

DLS1 (config-if) # standby 10 authentication md5 ?
key-chain Set key chain
key-string Set key string

With MD5 authentication, you can choose between a configuration using the key string or a key chain. Key
chains offer more options and security because you can have lifetime parameters associated with the
different keys. For simplicity, we will configure HSRP authentication using the key string option.

DLS1 (config-if) # standby 10 authentication md5 key-string ?
0 Specifies an UNENCRYPTED key string will follow
7 Specifies a HIDDEN key string will follow
WORD Key string (64 chars max)

DLS1 (config-if) # standby 10 authentication md5 key-string ciscol23

*Mar 1 22:22:34.315: %HSRP-4-BADAUTH: Bad authentication from
172.16.10.2, group 10, remote state Active

Building configuration...

Compressed configuration from 5405 bytes to 2494 bytes[OK]

¥Nov 23 03:37:42,205: %5YS-5-CONFIG I: Configured from console by console

¥Nov 23 03:37:43.205: %GRUB-5-CONFIG WRITING: GRUB configuration i1s being updat
ed on disk. Please walt...

¥Nov 23 03:37:43.236: %HSRP-4-BADAUTH: Bad authentication from 172.16.10.2, gro
up 10, remote state Standby

DLS1#

DLS1#

¥Nov 23 03:37:43.862: %GRUB-5-CONFIG WRITTEN: GRUB configuration was written to

disk successfully.
= B¥ |

Notice as soon as this command was entered on DLS1 that we received a “bad authentication” message
display to the console screen. HSRP authentication is not yet configured on DLS2 therefore we expect for
the HSRP process to be disrupted. The output of the show standby brief command below confirms
that DLS2 is no longer the standby router for group 10. The standby router shows unknown.

DLS1# sh stand bri
P indicates configured to preempt.

Interface Grp Pri P State Active Standby Virtual IP
V110 10 110 P Active local unknown

172.16.10.5

V120 20 110 P Active 1local 172.16.20.2

172.16.20.5
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V130 30 100 P Standby 172.16.30.2

local
172.16.30.5
v140 40 100 Standby 172.16.40.2 local
172.16.40.5
V199 99 110 P Active 1local

172.16.99.2
172.16.99.5
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Ahora se muestran los pasos anteriores en DLS1:

{DLS1l#show standby brief
P indicates configured to preempt.

. I

Interface Grp Pri P State  Active Standby Virtual IP
(V110 10 110 P Active Tlocal unknown 172.16.10.5
V120 20 110 P Active local 172.16.20.2 172.16.20.5
V130 30 100 P Standby 172.16.30.2 local 172.16.30.5
V140 40 100 P Standby 172.16.40.2 local 172.16.40.5
Vigg 99 110 Active Tlocal 172.16.99.2 172.16.99.5
VESE: |

Now configure HSRP authentication for interface VLAN 10 on DLS2.

DLS2 (config-if) # standby 10 authentication md5 key-string ciscol23

*Mar 1 22:24:04.165: SHSRP-5-STATECHANGE: V1anlO Grp 10 state Active ->
Speak

*Mar 1 22:24:14.349: SHSRP-5-STATECHANGE: V1anlO Grp 10 state Speak ->
Standby

Refer to the above output. Once the HSRP authentication with the correct key string were added to DLS2,
the HSRP state changed.

Verify the HSRP status of VLAN 10 on DLS1 and DLS2. DLS1 should be the active router for VLAN 10 while
DLS2 is the standby.

DLS1# sh stand bri

P indicates configured to preempt.

|
Interface Grp Pri P State Active Standby Virtual IP
V110 10 110 P Active local 172.16.10.2
172.16.10.5
V120 20 110 P Active 1local 172.16.20.2
172.16.20.5
V130 30 100 P Standby 172.16.30.2 local
172.16.30.5
V140 40 100 Standby 172.16.40.2 local
172.16.40.5
V199 99 110 P Active local 172.16.99.2

172.16.99.5

LALLM DWW DLGIIUU}' (R |

P indicates configured to preempt.

I

Interface Grp Pri P State  Active Standby Virtual IP
vilg 16 110 P Active Tlocal 172.16.10.2 172.16.10.5
Viza 20 110 P Active Tlocal 172.16.20.2 172.16.20.5
V130 30 100 P Standby 172.16.30.2 local 172.16.30.5
V140 40 100 P Standby 172.16.40.2 local 172.16.40.5
Vigg 89 110 Active Tlocal 172.16.99.2 172.16.99.5
DLs1#
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Continue configuring HSRP authentication on the remaining HSRP groups used in this lab scenario.

CHALLENGE:
On one of the groups, implement HSRP authentication using a key chain instead of a key string.

Step 12: Configure HSRP interface tracking.

Interface tracking enables the priority of a standby group router to be automatically adjusted, based on the
availability of the router interfaces. When a tracked interface becomes unavailable, the HSRP priority of the
router is decreased. When properly configured, the HSRP tracking features ensures that a router with an
unavailable key interface will relinquish the active router role.

Refer to the network topology, we will track availability to the 209.165.200.254 destination. Loopback 200
is configured with this address and is used for testing HSRP interface tracking concepts.

HSRP can perform object and interface tracking. Configure an IP SLA reachability test on DLS1. Also create
an object that tracks this SLA test. HSRP will then be configured to track this object and decrease the
priority by a value that will cause an HSRP state change.

DLS1# conf t

DLS1 (config)# ip sla 10

DLS1 (config-ip-sla)# icmp-echo 209.165.200.254

DLS1 (config-ip-sla-echo)# frequency 5

DLS1 (config-ip-sla-echo)# ip sla schedule 10 life forever start-time now
DLS1 (config) # track 100 ip sla 10

DLS1 (config)# int vlan 10

DLS1 (config-if) # standby 10 track 100 decrement 70

DLS1 (config-if) # exit

Verify SLA configuration using the show ip sla configurationandthe show ip sla
statistics command
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([DLS1 K]DLSZ £ |ALST ¥ |ALS2 £ |HostA #x | >

DLS1#
DLS1#
DLSl#show 1p sla config
IP SLAs Infrastructure Engine-III
Entry number: 10
Owner:
Tag:
Operation timeout (milliseconds): 5000
Type of operation to perform: icmp-echo
Target address/Source address: 209,165.200.254/0.0.0.0
Type Of Service parameter: 0x0
Request size (ARR data portion): 28
Data pattern: OxABCDABCD
Verify data: No
Vrf MName:
Schedule:
Operation frequency (seconds): S5 (not considered if randomly scheduled)
Mext Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE
Randomly Scheduled : FALSE
Life (seconds): Forever
Entry Ageout (seconds): never
Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Threshold (milliseconds): 5000 |

Cistribution Statistics:
--More-- JJ

Verify HSRP tracking configuration using the show standby command.

To test the HSRP tracked object, shut down the loopback 200 interface. Notice the messages displayed to
console screen concerning the tracked object 10. More significantly, notice the HSRP state change that
happened as a result of the failure of the SLA test.

DLS1 (config)# int lo 200

DLS1 (config-if) # shut

*Mar 1 23:29:32.072: STRACKING-5-STATE: 1 interface Lo200 line-protocol
Up—->Down

*Mar 1 23:29:34.077: SLINK-5-CHANGED: Interface Loopback200, changed
state to administratively down

*Mar 1 23:29:35.084: SLINEPROTO-5-UPDOWN: Line protocol on Interface
Loopback200, changed state to down

*Mar 1 23:29:43.707: STRACKING-5-STATE: 100 ip sla 10 state Up->Down
*Mar 1 23:29:46.207: $SHSRP-5-STATECHANGE: V1anlO Grp 10 state Active ->
Speak

*Mar 1 23:29:57.691: $HSRP-5-STATECHANGE: V1anlO Grp 10 state Speak ->
Standby
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Puede verse aqui como la configuracién del tracking, al recibir un cambio en
el objeto hace que el estado de HSRP también se adecte a este
comportamiento:

] DLS1 + - O X
File Edit View Terminal Tabs Help

OB EQOE| ¢ D

|DL51 # |DLs2 # |ALST # |ALS2 # |HostA #x | >

Start Time: Start Time already passed
Group Scheduled : FALSE
Randomly Scheduled : FALSE
Life (seconds): Forever
Entry Ageout (seconds): never
Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Threshold (milliseconds): 5000
Distribution Statistics:

DLSl#conf

Enter configuration commands, one per line. End with CNTL/Z.
DLS1 (config)#i 0
DLSL(config-i{)#shu
DLS1 (config-1i4)#shutdown
DLS1 (config-1
*Nov 23 03:46:21.092; %LINK-5-CHAMGED: Interface Loopback200, changed state to
administratively down

*¥Mov 23 03:46:22 092: %LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback2

Sl(config-if)#
Mov 23 03:46:27.928: STRACK-6-STATE: 100 ip sla 10 state Up -> Down
Sl({config-if)#

Mov 23 03:46:29.385: %HSRP-5-STATECHANGE: VWlanl® Grp 10 state Active -= Spea
Sl(config-if)#

Mov 23 03:46:41.295: %HSRP-5-STATECHANGE: V1anlO Grp 10 state Speak -= Stand |

Issue the show standby vlan 10 on DLS1 command to view how the new priority value.

DLS1# sh stand vlan 10
Vlanl0 - Group 10
State is Standby
4 state changes, last state change 01:33:49
Virtual IP address is 172.16.10.5
Active virtual MAC address is 0000.0c07.ac0Oa
Local virtual MAC address is 0000.0cO07.aclOa (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.752 secs
Authentication MD5, key-string
Preemption enabled
Active router is 172.16.10.2, priority 100 (expires in 9.488 sec)
Standby router is local
Priority 80 (configured 110)
Track object 100 state Down decrement 30
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Group name is "hsrp-V110-10" (default)
Ahora se ve el nuevo valor que recibié la configuracién en HSRP:

-] DLS1 4+ _ O X
File Edit View Terminal Tabs Help |

OO R R QM| D

[ 1
< | DLS1T # |DLS2 #£ |ALS1T &£ |ALS2 #£ |HostA & | >

00, changed state to down
DLS1 (config-1f)#
*¥Nov 23 03:46:27.928: %TRACK-6-STATE: 100 ip sla 10 state Up -= Down
DLS1 (config-1f)#
*¥MNov 23 03:46:20.385: %HSRP-5-STATECHANGE: V1lanl® Grp 10 state Active -» Speak
DLS1 (config-1if)#
*Nov 23 03:46:41.295: %HSRP-5-STATECHANGE: Vlanl® Grp 10 state Speak -= Standby
ODLS1(config-1f)#end
DLSl#show standb
[¥*Nov 23 03:48:46.460: %5YS-5-CONFIG_I: Configured from console by consoley
|DLS1#show standby vlan 10
Vlanl® - Group 10
State is Standby
4 state changes, last state change 00:02:07
Virtual IP address is 172.16.10.5
Active virtual MAC address is 0000.0c07.acOa (MAC Mot In Use)
Local virtual MAC address is 0000.0cO7.ac0a (vl default)
Hello time 3 sec, hold time 10 sec
Mext hello sent in 2,432 secs '
Authentication MDS, key-string
| Preemption enabled
Active router 1s 172.16.10.2, priority 100 (expires in 11.664 sec)

Priority 40 (configured 110) .
Track object 100 state Down decrement 70
Group name is “hsrp-V110-10" (default) l

]LSlﬂ

Part 1: Implement VRRP.

Background: Your company is merging with another company that does not have all Cisco devices deployed
in their campus network. As a result, you need to change your first hop redundancy protocols from a
proprietary solution to an industry standard solution. In preparation for the next phase of this lab, remove
all HSRP configurations. Issuing the command no standby [group #] on the switched virtual interface (SVI)
will remove all HSRP commands configured on that SVI.

In the next phase of this lab, we will use the Virtual Router Redundancy Protocol (VRRP). VRRP is an industry
standard protocol that has many similarities to HSRP. HSRP elects an active and standby router to
participate in the HSRP process, while VRRP elects a Master and Backup. Although referred to by different
names, the operational concepts of the VRRP master and backup are similar to the HSRP active and standby
respectively.

Both HSRP and VRRP operation requires the use of a virtual router IP address, but VRRP can use an address
assigned to an interface on the device. In this case, the device automatically assumes the master role and
ignores the priority value in its role election process. Recall that preemption in HSRP must be explicitly
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configured. VRRP uses preempt by default. The next lab will demonstrate the commands necessary to run
VRRP in a campus switched network.

Step 1: Implement VRRP on DLS1 and DLS2.

Assign the VRRP protocol to the switched virtual interfaces. DLS1 will be the master for VLANs 10, 20, and
99. DLS2 will be the master for VLANs 30 and 40. The priority values default to 100, with a higher priority
being preferred.

NOTE: The IP address shown in the example below has previously been configured in earlier steps of the lab.
It is displayed here to show a complete configuration.

DLS1
DLS1
DLS1
DLS1

config)# interface VlanlO

config-if)# ip address 172.16.10.1 255.255.255.0
config-if)# vrrp 10 ip 172.16.10.5

config-if)# vrrp 10 priority 150

—~ o~ o~ o~

Aqui se ve un ejemplo de la configuracién ingresada en DLS1:
mgb‘ Tools" ﬂjﬁﬂhwbqjg[lyue File Edit View Text Dntume&t Nﬂwigz,?tl
I o — = 2

File Edit View Terminal Tabs Help

B Qo M| & -2

I 1
< |DL51 # |DL52 # |ALS1 # [ALS52 24 |HostA # |

DLSL(config-if)# vrrp 20 ip 172.16.20.5

[DLS1(config-1f)# vrrp 20 priority 150

DLS1(config-1if)# interface vlan 99

DLSL(config-if)# ip address 172.16.99.1 255,255.255.0

DLSL(config-if)# vrrp 99 ip 172.16.99.5

DLS1(config-1if)# vrrp 99 priority 150

DLS1(config-1f)z

[DLSL (config-1if)#

[¥*Mov 23 03:54:04.715: %VRRP-6-STATECHANGE: V110 Grp 10 state Init -= Backup
*#Mov 23 03:54:04, 718: %VRRP-6-STATECHANGE: V110 Grp 10 state Init -= Backup
*Movy 23 03:54:04 810: %VRRP-6-STATECHANGE: V120 Grp 20 state Init -= Backup
[*Mov 23 03:54:04,909; %VRRP-6-STATECHANGE: V1989 Grp 99 state Init -= Backup
DLSL(config-if)#end

DLS1#wr

Building cunfiﬁuratinn. i _ _ ,
Compressed configuration from 5375 bytes to 2510 bytes

*Nov 23 03:54:06.618: %5YS-5-CONFIG I: Configured from console by console[OK]
DLS1#

*Mov 23 03:54:08.327: %VRRP-6-STATECHANGE: V110 Grp 10 state Backup -= Master
*Nov 23 03:54:08.419: %VRRP-6-STATECHANGE: V120 Grp 20 state Backup -=> Master '
*MNov 23 03:54:08.495: %GRUB-5-CONFIG WRITING: GRUB configuration is being updat
led on disk. Please wait...

*Mov 23 03:54:08.528: %VRRP-6-STATECHANGE: V199 Grp 99 siate Backup -= Master
DLS1# [
*MNov 23 03:54:09.148: %GRUB-5-CONFIG WRITTEN: GRUB configuration was written 1
disk successfully.

DLSlﬂ .

|__I

L=

*Only use the vrrp x priority command on the interfaces in which you desire this switch to be the
master forwarder.

Repeat these commands as necessary to implement VRRP on all SVIs on DLS1 and DLS2 switches.
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Verify VRRP operation using the following show commands: show vrrp. Ensure DLS1 is the master for
VLANSs 10, 20 and 99 and backup for VLANs 30 and 40, and DLS2 is the master for VLANs 30 and 40 and
backup for VLANs 10, 20, and 99.

DLS1# show vrrp

Vlanl0 - Group 10
State is Master
Virtual IP address is 172.16.10.5
Virtual MAC address is 0000.5e00.010a
Advertisement interval is 1.000 sec
Preemption enabled
Priority is 150
Master Router is 172.16.10.1 (local), priority is 150
Master Advertisement interval is 1.000 sec
Master Down interval is 3.414 sec

Vlan20 - Group 20
State is Master
Virtual IP address is 172.16.20.5
Virtual MAC address is 0000.5e00.0114
Advertisement interval is 1.000 sec
Preemption enabled
Priority is 150
Master Router is 172.16.20.1 (local), priority is 150
Master Advertisement interval is 1.000 sec
Master Down interval is 3.414 sec

V1an30 - Group 30
State is Backup
Virtual IP address is 172.16.30.5
Virtual MAC address is 0000.5e00.011e
Advertisement interval is 1.000 sec
Preemption enabled
Priority is 100
Master Router is 172.16.30.2, priority is 150
Master Advertisement interval is 1.000 sec
Master Down interval is 3.609 sec (expires in 3.475 sec)

V1an40 - Group 40
State is Backup
Virtual IP address is 172.16.40.5
Virtual MAC address is 0000.5e00.0128
Advertisement interval is 1.000 sec
Preemption enabled
Priority is 100
Master Router is 172.16.40.2, priority is 150
Master Advertisement interval is 1.000 sec
Master Down interval is 3.609 sec (expires in 2.930 sec)

V1an99 - Group 99
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State i1s Master

Virtual IP address is 172.16.99.5

Virtual MAC address is 0000.5e00.0163

Advertisement interval is 1.000 sec

Preemption enabled

Priority is 150

Master Router is 172.16.99.1 (local), priority is 150
Master Advertisement interval is 1.000 sec

Master Down interval is 3.414 sec

View the show vrrp output on DLS2.

DLS2# sh vrrp

VlanlO - Group 10
State is Backup
Virtual IP address is 172.16.10.5
Virtual MAC address is 0000.5e00.010a
Advertisement interval is 1.000 sec
Preemption enabled
Priority is 100
Master Router is 172.16.10.1, priority is 150
Master Advertisement interval is 1.000 sec
Master Down interval is 3.609 sec (expires in 3.097 sec)

V1lan20 - Group 20
State i1s Backup
Virtual IP address is 172.16.20.5
Virtual MAC address is 0000.5e00.0114
Advertisement interval is 1.000 sec
Preemption enabled
Priority is 100
Master Router is 172.16.20.1, priority is 150
Master Advertisement interval is 1.000 sec
Master Down interval is 3.609 sec (expires in 2.736 sec)

V1an30 - Group 30
State is Master
Virtual IP address is 172.16.30.5
Virtual MAC address is 0000.5e00.011le
Advertisement interval is 1.000 sec
Preemption enabled
Priority is 150
Master Router is 172.16.30.2 (local), priority is 150
Master Advertisement interval is 1.000 sec
Master Down interval is 3.414 sec

V1an40 - Group 40

State is Master
Virtual IP address is 172.16.40.5
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Virtual MAC address 1is 0000.5e00.0128
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 150

Master Router is 172.16.40.2
Master Advertisement interval is 1.000 sec
Master Down interval is 3.414 sec

V1an99 - Group 99
State is Backup

(local),

Virtual IP address is 172.16.99.5
Virtual MAC address is 0000.5e00.0163
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 100

Master Router is 172.16.99.1,
Master Advertisement interval is 1.000 sec

Master Down interval is 3.609 sec

priority is 150

priority is 150

(expires in 3.206 sec)

You can also use the show vrrp brief command to view a summary of the VRRP configuration.

DLS1# show vrrp brief

Interface
addr
V110

172.16.10.

V120

172.16.20.

V130

172.16.30.

V140

172.16.40.

V199

172.16.99.

DLS2# show vrrp brief

Interface
addr
V110

172.16.10.

v120

172.16.20.

V130

172.16.30.

V140

172.16.40.

V199

172.16.99.

5

Grp Pri Time

10 150
20 150
30 100
40 100
99 150
Grp Pri
10 100
20 100
30 150
40 150
99 100

3414

3414

3609

3609

3414

Time

3609

3609

3414

3414

3609

Own Pre

Y

Own Pre
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State

Master
Master
Backup
Backup

Master

State

Backup
Backup
Master
Master

Backup

Master

172.

172.

172.

172.

172.

16.

16.

16.

l6.

16.

Master

172.

172.

172.

172.

172.

16.

16.

16.

16.

16.

addr

10.1

20.1

30.2

40.2

99.1

addr

10.1

20.1

30.2

40.2

99.1
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Ahora, se muestra el comando “show vrrp brief” en DLS1 y DLS2:
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<|DL51 b4 IDLsz b4 |AL51 b4 |AL52 b4 |Hnsm X (>
*Nov 23 03:54:04.715: %VRRP-6-STATECHANGE: V110 Grp 10 state Init -> Backup
*Nov 23 03:54:04,718: %VRRP-6-STATECHANGE: V110 Grp 10 state Init -> Backup
*Nov 23 03:54:04,810: %VRRP-6-STATECHANGE: V120 Grp 20 state Init -> Backup
*Nov 23 03:54:04,900: %VRRP-6-STATECHANGE: V199 Grp 99 state Init -> Backup
DLS1 (config-if)#end
DLS1#wr

Compressed
*MNov 23 03
DLS1#

*Nov 23 03

DLS1#

nterface
110

:54:06.618: %SYS-5-CONFIG I: Configured from

154:08,327: %VRRP-6-STATECHANGE: V110 Grp 10
*MNoy 23 03
*MNov 23 03:
ed on disk.
*MNov 23 03

*Nov 23 03:
disk successfully.
1 n £

Building configuration...

configuration from 5375 bytes to 2510 bytes
console by consolel0K]

state Backup -= Master
54:08.419: %VRRP-6-STATECHANGE: V120 Grp 20 state Backup -> Master
54:08.495: %GRUB-5-CONFIG WRITING: GRUB configuration is being updat
Please walt...

54:08.528: %VRRP-6-STATECHANGE: V199 Grp 99 state Backup -> Master

54:09.148: %GRUB-5-CONFIG WRITTEN: GRUB configuration was written to

Grp Pri Time Own Pre State Master addr Group addr
10 150 3414 Y Master 172.16.10.1 172.16.10.5
20 130 3414 Y Master 172.16.20.1 172.16.20.5
99 150 3414 Y Master 172.16.99.1 172.16.89.5
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DLS2(config-if)# end
DLS2#write memory
Building configuration...

DLS2#
DLS2#
DLS2#
ed on disk. Please wait...

disk successfully.

DLSZ(config-1f)# vrrp 30 priority 150
OLSZ2(config-if)# interface vlan 40
DLS2(config-if)# ip address 172.16.40.2 255,255.255.0
DLSZ(config-1fl# vrrp 40 1p 172.16.40.5
DLSZ(config-1f)# vrrp 40 priority 150

Compressed configuration from 5156 bytes to 2402 bytes
*¥Noy 23 03:55:02,316: %5YS-5-CONFIG I:

4+ _ 0O X

# HostA ¥ | >

Configured from console by console[OK]

*Moy 23 03:55:03.974: %GRUB-5-CONFIG WRITING: GREB configuration is being updat

*¥Mov 23 03:35:04, 680: %GRUB-5-CONFIG WRITTEN: GRUB configuration was written to |

DLS2#
DLS2# '
DLS2#
Pl Se#show vrrp Driet
Tnterface Grp Pri Time Own Pre State Master addr Group addr
ElBH 30 130 3414 Y Master 172.16.30.2 172.16.30.5
140 40 150 3414 Y Master 172.16.40.2 172.16.40.5 l
DLS2z

Step 2: Configure VRRP tracking.

As you may recall from earlier, HSRP can perform interface tracking and object tracking. VRRP can only
perform object tracking. As with the HSRP scenario, we are simulating connectivity to the 209.165.200.254
address in the cloud. Create an object that tracks the line protocol status of the interface loopback 200 with
this address. Once the object is created, configure VRRP to track the object and to decrease the priority to a
value that would cause a state change between the Master and Backup devices. Recall that we configured
the priority values to 150 on the Master devices. The Backup devices priority defaults to 100. To cause the
state change, we would need to decrease the priority by at least 60. A sample configuration is provided for

you below.

DLS1 (config)# track 1 int loop 200 line-protocol
DLS1 (config-track)# int vlan 99
DLS1 (config-if) # vrrp 99 track 1 decrement 60
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*Novy 23 04.00:37.044: %GRUB-5-CONFIG WRITTEN: GRUB configuration was written to
disk successfully.
DLSl#show tran
DLSl#show track
DLSl#show track 7
<1-1000= Track number
application Application objects

brief Brief output
interface Interface objects
ip IP objects

1pv6 IPvE objects

list list objects

resolution  Resolution of tracked parameters
stub-object stub objects

summary Object summary

timers Polling interval timers

| Output modifiers

L =

DLSl#show track 1
Track 1
Interface Loopback200 line-protocol
Line protocol is Down ((hw admin-down))
1 change, last change 00:01:15
Tracked by:
VRRP V1an29 99 |
DLS1

CHALLENGE:
Step 3: Alternative option for VRRP configuration

Remove the VRRP commands from the interfaces and implement VRRP using the IP addresses assigned to
the SVIs.

NOTE: The IP addresses shown in the examples below have previously been configured in earlier steps of the
lab. They are displayed here to show a complete configuration.

e On DLS1, configure VRRP using the IP addresses assigned to interfaces VLAN 10 as the virtual router IP. A
sample configuration is provided for you below.

e Do not configure the VRRP priority.

DLS1 (config)# interface V1anlO
DLS1 (config-if) # ip address 172.16.10.1 255.255.255.0
DLS1 (config-if)#vrrp 10 ip 172.16.10.1

e On DLS2, use the IP address assigned to interfaces VLAN 30.
DLS2 (config)# interface V1an30
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DLS2 (config-if) # ip address 172.16.30.2 255.255.255.0
DLS2 (config-if) # vrrp 10 ip 172.16.30.2

e Observe VRRP results. DLS1 should automatically become the Master for VLAN 10 and Backup for VLAN
30.

e DLS2 should become the Master for VLAN 30 and become the backup for VLAN 10.

Step 3: End of Lab

Do not save your configurations. The equipment will be reset for the next lab.

Device Configurations:
Below are the final configurations for each switch.

DLS1:

DLS1# show run | exclude !
Building configuration...

Current configuration : 3392 bytes
version 15.0
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
hostname DLS1
boot-start-marker
boot-end-marker
enable secret 5 $1$iH7ySKmmpYHeHJIXQezv2wRIctX/
no aaa new-model
system mtu routing 1500
ip routing
no ip domain-lookup
ip domain-name CCNP.NET
key chain HSRP-CHAIN
key 1
key-string cisco456
spanning-tree mode pvst
spanning-tree extend system-id
vlan internal allocation policy ascending
track 1 interface Loopback200 line-protocol
track 100 ip sla 10
interface Loopback200
ip address 209.165.200.254 255.255.255.0
interface Port-channell
switchport trunk encapsulation dotlg
switchport mode trunk
interface Port-channel?2
switchport trunk encapsulation dotlg
switchport mode trunk
interface Port-channel3
switchport trunk encapsulation dotlg
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switchport mode trunk

interface FastEthernet0/1

shutdown

interface FastEthernet0/2

shutdown

interface FastEthernet0/3

shutdown

interface FastEthernet0/4

shutdown

interface FastEthernet0/5

shutdown

interface FastEthernet0/6

switchport access vlan 99

switchport mode access

spanning-tree portfast

interface FastEthernet0/7

switchport trunk encapsulation dotlg
switchport mode trunk

channel-group 1 mode desirable
interface FastEthernet(0/8

switchport trunk encapsulation dotlqg
switchport mode trunk

channel-group 1 mode desirable
interface FastEthernet0/9

switchport trunk encapsulation dotlg
switchport mode trunk

channel-group 2 mode desirable
interface FastEthernet0/10

switchport trunk encapsulation dotlg
switchport mode trunk

channel-group 2 mode desirable
interface FastEthernet0/11

switchport trunk encapsulation dotlg
switchport mode trunk

channel-group 3 mode desirable
interface FastEthernet0/12

switchport trunk encapsulation dotlg
switchport mode trunk

channel-group 3 mode desirable
interface FastEthernet0/13

shutdown

interface FastEthernet0/14

shutdown

interface FastEthernet0/15

shutdown

interface FastEthernet0/16

shutdown

interface FastEthernet0/17

shutdown

interface FastEthernet0/18

shutdown

interface FastEthernet0/19

shutdown

interface FastEthernet0/20

shutdown

interface FastEthernet0/21

shutdown
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interface FastEthernet0/22

shutdown

interface FastEthernet(0/23

shutdown

interface FastEthernet0/24

shutdown

interface GigabitEthernet0/1

shutdown

interface GigabitEthernet0/2

shutdown

interface Vlanl

no ip address

shutdown

interface V1anlO

ip address 172.16.10.1 255.255.255.0
vrrp 10 ip 172.16.10.5

vrrp 10 priority 150

interface V1an20

ip address 172.16.20.1 255.255.255.0
vrrp 20 ip 172.16.20.5

vrrp 20 priority 150

interface V1an30

ip address 172.16.30.1 255.255.255.0
vrrp 30 ip 172.16.30.5

interface V1an40

ip address 172.16.40.1 255.255.255.0
vrrp 40 ip 172.16.40.5

interface V1an99

ip address 172.16.99.1 255.255.255.0
vrrp 99 ip 172.16.99.5

vrrp 99 priority 150

vrrp 99 track 1 decrement 60

ip http server

ip http secure-server

ip sla 10

icmp-echo 209.165.200.254

frequency 5

ip sla schedule 10 life forever start-time now
line con O

exec-timeout 0 O

logging synchronous

line vty 0 4

password cisco

login

line vty 5 15

password cisco

login
end

DLS1#

DLS2:

DLS2# show run | exclude !
Building configuration...
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Current configuration : 3175 bytes

version 15.0
no service pad

service timestamps debug datetime msec

service timestamps log datetime
no service password-encryption
hostname DLS2

boot-start-marker
boot-end-marker

enable secret 5 $1$FN15S$.TMoHwkzsahidv1ZImuBPO

no aaa new-model

system mtu routing 1500

ip routing

no ip domain-lookup

ip domain-name CCNP.NET

key chain HSRP-CHAIN
key 1

key-string cisco456

spanning-tree mode pvst
spanning-tree extend system-id

vlan internal allocation policy
interface Loopback200
ip address 209.165.200.254 255
interface Port-channell
switchport trunk encapsulation
switchport mode trunk
interface Port-channel?2
switchport trunk encapsulation
switchport mode trunk
interface Port-channel3
switchport trunk encapsulation
switchport mode trunk
interface FastEthernet0/1
shutdown

interface FastEthernet0/2
shutdown

interface FastEthernet0/3
shutdown

interface FastEthernet0/4
shutdown

interface FastEthernet0/5
shutdown

interface FastEthernet0/6
switchport access vlan 40
switchport mode access
spanning-tree portfast
interface FastEthernet0/7
switchport trunk encapsulation
switchport mode trunk
channel-group 1 mode desirable
interface FastEthernet0/8
switchport trunk encapsulation
switchport mode trunk
channel-group 1 mode desirable
interface FastEthernet0/9
switchport trunk encapsulation
switchport mode trunk

msecC

ascending

.255.255.0

dotlg

dotlqg

dotlg

dotlqg

dotlg

dotlg
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channel-group 2 mode desirable
interface FastEthernet0/10

switchport trunk encapsulation dotlg
switchport mode trunk

channel-group 2 mode desirable
interface FastEthernet0/11

switchport trunk encapsulation dotlg
switchport mode trunk

channel-group 3 mode desirable
interface FastEthernet0/12

switchport trunk encapsulation dotlg
switchport mode trunk

channel-group 3 mode desirable
interface FastEthernet0/13

shutdown
interface FastEthernet0/14

shutdown
interface FastEthernet0/15

shutdown
interface FastEthernet0/16

shutdown
interface FastEthernet0/17

shutdown
interface FastEthernet0/18

shutdown
interface FastEthernet0/19

shutdown
interface FastEthernet0/20

shutdown

interface FastEthernet0/21

shutdown

interface FastEthernet0/22

shutdown

interface FastEthernet0/23

shutdown

interface FastEthernet0/24

shutdown

interface GigabitEthernet0/1

shutdown

interface GigabitEthernet0/2

shutdown

interface Vlanl

no ip address
shutdown

interface V1anlO

ip address 172.16.10.
vrrp 10 ip 172.16.10.5
interface V1an20

ip address 172.16.20.
vrrp 20 ip 172.16.20.5
interface V1an30

ip address 172.16.30.
vrrp 30 ip 172.16.30.5
vrrp 30 priority 150
interface V1an40

ip address 172.16.40.
vrrp 40 ip 172.16.40.5

N

255.255.255.0

N

255.255.255.0

N

255.255.255.0

N

255.255.255.0
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ALS1:

vrrp 40 priority 150
interface V1an99

ip address 172.16.99.2 255.255.255.0
vrrp 99 ip 172.16.99.5
ip http server

ip http secure-server
line con O

exec-timeout 0 O
logging synchronous
line vty 0 4

password cisco

login

line vty 5 15

password cisco

login
end

DLS2#

ALS1# show run | exclude !
Building configuration...

Current configuration : 2302 bytes
version 15.0
no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
hostname ALS1
boot-start-marker
boot-end-marker

enable secret 5 $1$XhgASUgBJw/pOfDf.5XeSWE3SwO0
no aaa new-model

system mtu routing 1500
no ip domain-lookup

ip domain-name CCNP.NET
spanning-tree mode pvst
spanning-tree extend system-id
vlan internal allocation policy ascending
interface Port-channell

switchport mode trunk

interface Port-channel?2

switchport mode trunk

interface Port-channel3

switchport mode trunk

interface FastEthernet(0/1

shutdown

interface FastEthernet0/2

shutdown

interface FastEthernet0/3

shutdown

interface FastEthernet0/4

shutdown

interface FastEthernet0/5
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shutdown

interface FastEthernet0/6
switchport access vlan 10
switchport mode access
spanning-tree portfast

interface FastEthernet0/7
switchport mode trunk
channel-group 1 mode desirable

interface FastEthernet(0/8
switchport mode trunk
channel-group 1 mode desirable

interface FastEthernet0/9
switchport mode trunk
channel-group 2 mode desirable

interface FastEthernet0/10
switchport mode trunk
channel-group 2 mode desirable
interface FastEthernet0/11
switchport mode trunk
channel-group 3 mode desirable
interface FastEthernet0/12
switchport mode trunk
channel-group 3 mode desirable
interface FastEthernet0/13
shutdown

interface FastEthernet0/14
shutdown

interface FastEthernet0/15
shutdown

interface FastEthernet0/16
shutdown

interface FastEthernet0/17
shutdown

interface FastEthernet0/18
shutdown

interface FastEthernet0/19
shutdown

interface FastEthernet0/20
shutdown

interface FastEthernet0/21
shutdown

interface FastEthernet0/22
shutdown

interface FastEthernet0/23
shutdown

interface FastEthernet0/24
shutdown

interface GigabitEthernet0/1
shutdown

interface GigabitEthernet0/2
shutdown

interface Vlanl

no ip address

interface V1an99

ip address 172.16.99.3 255.255.255.0
ip default-gateway 172.16.99.5
ip http server
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ALS2:

ip http secure-server
line con O
exec-timeout 0 O
logging synchronous
line vty 0 4
password cisco
login

line vty 5 15
password cisco
login

end

ALS1#

ALS2# show run | exclude !
Building configuration...

Current configuration : 2312 bytes
version 15.0
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
hostname ALS2
boot-start-marker
boot-end-marker
enable secret 5 $1S$p6PNS$SsW8CgvvOPVCkyhezwxB720
no aaa new-model
system mtu routing 1500
no ip domain-lookup
ip domain-name CCNP.NET
spanning-tree mode pvst
spanning-tree extend system-id
vlan internal allocation policy ascending
interface Port-channell
switchport mode trunk
interface Port-channel?2
switchport mode trunk
interface Port-channel3
switchport mode trunk
interface FastEthernet0/1
shutdown
interface FastEthernet0/2
shutdown
interface FastEthernet0/3
shutdown
interface FastEthernet0/4
shutdown
interface FastEthernet0/5
shutdown
interface FastEthernet0/6
switchport access vlan 20
switchport mode access
spanning-tree portfast
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interface FastEthernet0/7
switchport mode trunk
channel-group 1 mode desirable
interface FastEthernet(0/8
switchport mode trunk
channel-group 1 mode desirable
interface FastEthernet0/9
switchport mode trunk
channel-group 2 mode desirable
interface FastEthernet0/10
switchport mode trunk
channel-group 2 mode desirable
interface FastEthernet0/11
switchport mode trunk
channel-group 3 mode desirable
interface FastEthernet0/12
switchport mode trunk
channel-group 3 mode desirable
interface FastEthernet0/13
shutdown
interface FastEthernet0/14
shutdown
interface FastEthernet0/15
shutdown
interface FastEthernet0/16
shutdown
interface FastEthernet0/17
shutdown
interface FastEthernet(0/18
shutdown
interface FastEthernet0/19
shutdown
interface FastEthernet0/20
shutdown
interface FastEthernet0/21
shutdown
interface FastEthernet0/22
shutdown
interface FastEthernet0/23
shutdown
interface FastEthernet0/24
shutdown
interface GigabitEthernet0/1
shutdown
interface GigabitEthernet0/2
shutdown
interface Vlanl
no ip address
shutdown
interface V1an99
ip address 172.16.99.4 255.255.255.0
ip default-gateway 172.16.99.5
ip http server
ip http secure-server
line con O
exec-timeout 0 O
logging synchronous
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line vty 0 4
password cisco
login

line vty 5 15
password cisco

login
end
ALS2#
CCNPv7.1_SWITCH_ Lab6-2 HSRPv6_STUDENT
Topology
Lo0O
2001:db8:cafe:201::2/64
S0/0/0 &
2001:db&:cafe:10::/64 2001:db&:cafe:14::/64
S0/0/0
S0/0/1
EIGRP 1
(Routers and
L3 switches)
2001:db8:cafe:20::/64 2001:db8:cafe:212::/64

DLS2

DLS1
DLS2 IPs 1Ps: 2001085 CAFE: :D2/64

M/
X=99,100,110,120,200 _{lc [[c X=99 100,110,120,200

Link-local Address (allinterfaces)
R1-FE80::1 DLS1-FE80::D1

FoO/1 | ALST Int VLANIS: 2001 DES.CAFE 99 A1/64
R2-FES80::2 DLS2-FE80::D2

R3—FES0:3  ALS1—FE80:A1 I:\
(VAN VLANNAME  PVeNetwork — VipMode | DLSL, DLS2— Server
99 Management  2001:DB8:CAFE:99::/64 Host B ALS1-Client
100 Servers 2001:DB8:CAFE:100::/64 VLAN 99 VTPDomain | SWITCHLAB
TSR — 2001:DB8:CAFE:110::/64 PVRST+ DLS1 Root for VLANS 99, 110, 120
. DLS2 Active for VLANs 100, 200
120  Office 2001:DB8:CAFE:120::/64
i HSRPVG DLS1 Active for VLANS 99, 110, 120
200 Voice 2001:DB8:CAFE:200::/64 DLS2 Active for VLANs 100, 200
Objective

e Configure inter-VLAN routing with HSRP for IPV6 to provide redundant, fault-tolerant routing to the
internal network.

e Configure HSRP object tracking

e Adjust HSRP times for optimization.
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Background
Hot Standby Router Protocol (HSRP) version 2 is a Cisco-proprietary redundancy protocol for establishing a
fault-tolerant default gateway. It is described in RFC 2281. HSRP provides a transparent failover mechanism
to the end stations on the network. This provides users at the access layer with uninterrupted service to the
network if the primary gateway becomes inaccessible. The Virtual Router Redundancy Protocol (VRRP) is a
standards-based alternative to HSRP and is defined in RFC 3768. The two technologies are similar but not
compatible. This lab focuses on HSRP.

Note: This lab uses Cisco ISR G2 routers running Cisco I0S 15.4(3) images with IP Base and Security
packages enabled, and Cisco Catalyst 3560 and 2960 switches running Cisco 10S 15.0(2) IP Services and
LAN Base images, respectively. The switches have Fast Ethernet interfaces, so the routing metrics for all
Ethernet links in the labs are calculated based on 100 Mb/s, although the routers have Gigabit Ethernet
interfaces. The 3560 and 2960 switches are configured with the SDM templates “dual-ipv4-and-ipv6 routing”
and “lanbase-routing”, respectively. Depending on the router or switch model and Cisco IOS Software
version, the commands available and output produced might vary from what is shown in this lab. Catalyst
3650 switches (running any Cisco I0S XE release) and Catalyst 2960-Plus switches (running any Cisco 10S
image) can be used in place of the Catalyst 3560 switches and the Catalyst 2960 switches.

Note(2): This lab's topology is based on the NETLAB Multi-Purpose Academy Pod (MAP). If your classroom
is using the standard Cuatro Switch Pod, the PC names may be different than displayed here. Consult with
your instructor.

Required Resources

1 switches (Cisco 2960 with the Cisco I0S Release 15.0(2)SE6 C2960-LANBASEK9-M image or

comparable)

e 2 switches (Cisco 3560 with the Cisco 10S Release 15.0(2)SE6 C3560-IPSERVICESK9-M image or
comparable)

e Ethernet and console cables

e 1PC

Part 1: Implement HSRP for IPv6

Step 1: Prepare the switches for the lab

Use the reset. tecl script you created in Lab 1 “Preparing the Switch” to set your switches up for this lab.
Then load the file BASE.CFG into the running-config with the command copy flash:BASE.CFG
running-config. An example from DLS1:

DLS1# tclsh reset.tcl ESTE COMANDO NO LO EJECUTA EL PKT V.7
Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
[OK]

Erase of nvram: complete
Reloading the switch in 1 minute, type reload cancel to halt

Proceed with reload? [confirm]

*Mar 7 18:41:40.403: %SYS-7-NV_BLOCK INIT: Initialized the geometry of nvram
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*Mar 7 18:41:41.141: %SYS-5-RELOAD: Reload requested by console. Reload Reason:
Reload command.
<switch reloads - output omitted>

Would you like to enter the initial configuration dialog? [yes/nol: n
Switch> en

*Mar 1 00:01:30.915: $LINK-5-CHANGED: Interface Vlanl, changed state to
administratively down
Switch# copy BASE.CFG running-config ESTE COMANDO NO LO EJECUTA EL PKT V.7

Destination filename [running-config]?
184 bytes copied in 0.310 secs (594 bytes/sec)

Step 2: Configure basic switch parameters.

Configure an IP address on the management VLAN according to the diagram. VLAN 1 is the default
management VLAN, but following best practice, we will use a different VLAN. In this case, VLAN 99.
Enter basic configuration commands on each switch according to the diagram. Each interface should be
configured with a global unicast address and a statically assigned link-local address. Please refer to the
table on the topology diagram for the address information.
DLS1 example:

DLS1# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
DLS1 (config)# interface vlan 99

DLS1 (config-if) # ipv6é address 2001:DB8:CAFE:99::D1/64 NO LO EJECUTA EL PKT
V.7
DLS1 (config-if) # ipv6é address fe80::dl link-local NO LO EJECUTA EL PKT V.7

DLS1 (config-if) # no shutdown

“® Dist . - S——— [EiEnEe

Physical | Config | QI | Atirbutes

105 Command Line Interface

DLS1 (config-if) § end

DLS1%

W8YS-5-CONFIG I: Configured from console by console
DLS1g conf t

Enter configuraticn commands, one per line. End with CHTL/Z.
DLS1 (config)# ipvé unicast-routing

% Invalid input detected at '*' marker.
DLEliconfig)§ ipvé unicast-routing

% Invalid input detected at '~' marker

DLS1 (config)§ ipvé un

% Invalid input detected at '~" marker.
DLS1{config)$ int viam 53

DLSl(config-if)# ipvé address Z001:DB28:CAFE:99::D1/64

§% Invalid input detected at '~" marker.

DLS1 {config-if)$ ipvEé address fe80::dl link-local
% Invalid input detected at '~' marker.

DLS1 (config-if)$# no shutdown

DLEl (config-if) § exit
DLS1 (config)# =

The interface VLAN 99 will not come up immediately, because the layer 2 instance of the vlan has not yet
been defined. This issue will be remedied in subsequent steps.
(Optional) On each switch, create an enable secret password and configure the VTY lines to allow remote
access from other network devices.

DLS1 example:

DLS1 (config) # enable secret class
DLS1 (config)# line vty 0 15
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DLS1 (config-line) # password cisco

DLS1 (config-line) # login
Note: The passwords configured here are required for NETLAB compatibility only and are NOT
recommended for use in a live environment.

Note(2): For purely lab environment purposes, it is possible to configure the VTY lines so that they accept
any Telnet connection immediately, without asking for a password, and place the user into the privileged
EXEC mode directly. The configuration would be similar to the following example for DLS1:

DLS1 (config) # enable secret class

DLS1 (config)# line vty 0 15

DLS1 (config-line) # no login

DLS1 (config-line) # privilege level 15

Step 3: Configure trunks and EtherChannels between switches.

EtherChannel is used for the trunks because it allows you to utilize both Fast Ethernet interfaces that are
available between each device, thereby doubling the bandwidth.

Note: It is good practice to shut down the interfaces on both sides of the link before a port channel is
created and then re-enable them after the port channel is configured; recall that BASE.CFG shut all
interfaces down.

a. Configure trunks and EtherChannels from DLS1, DLS2, and ALS1 according to the diagram. Use PaGP as
the negotiation protocol for EtherChannel configurations. **Refer to diagram for port channel numbers.

DLS1 (config) # interface range fastEthernet 0/1-2

DLS1 (config-if-range) # switchport trunk encapsulation dotlqg
DLS1 (config-if-range) # switchport mode trunk

DLS1 (config-if-range) # channel-group 1 mode desirable

DLS1 (config-if-range)# no shut

Creating a port-channel interface Port-channel 1

b. Verify trunking and EtherChannel configurations between all switches with the appropriate trunking and
EtherChannel verification commands.
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T ————— S RN S SpS
F . P =

[ Physical | confis | cu1 | Attributes

10S Command Line Interface

[

DLS1 (config-if-range) §
ALINEPROTO-5-UPDOWN: Line protocol on Interface FastZthernesO/1,
changed state to down

ALINEPROTO-5-UPDOWN: Line protocol cn Interface FastEthernez0/1,
changed state to up
~7
=
RLINEPROTO-5-UPDOWN: Line 1 on Inteczf FastEthernet0/2, . ?
changed state to down 141

ALINEPROTO-5-UPDOWN: Line protoccl on Interface FastEvhernet0/2,
changed state to up

DLS1(config-if-range)¢ channel-group 1 mode desirable
DLS1 (config-if-range) #
Creat

2 porc-channel interface Port-channal 1

SLINEPROTO~5~UPDOWN: Line protocel con Interface FastEthernesO/1,
changed state to down

YEC-5-CANNOT_BUNDLE2: Fa0/1 is not compatible with Pol and will
be suspended (crunk mode of Fa0/1 is trunk, Pol iz dynamic )

3550-24
DLs1

SLINEPROTO-5-UPDOWN: Line protoccl on Interface FastEthernet0/2,
changed state to down

AEC-S-CANNOT_BUNDLEZ: Fa0/Z 1s not compatible with Pol and will
be suspended (crunk mode of Fa0/2 is trunk, Pol is dynamic ) £

DLS1 (config-if-range)$ no shutdown 3

Copy || Paste

Host B

Step 4: Configure VTP on all switches according to the VTP information on the diagram.

a. A sample configuration is provided for you.
DLS2 (config) # vtp mode server
Setting device to VTP Server mode for VLANS

NOTE: Switches default to vtp mode server. However, remember the base configuration modifies this
setting to vtp mode transparent.

Repeat similar configurations on ALS1.

b. Verify the VTP changes.

Step 5: Configure VTP on DLS1.

a. Create the VTP domain on VTP server DLS1 and create VLANs 99, 100, 110, 120, 200, for the domain.
NOTE: Switches default to vtp mode server. However, remember the base configuration modifies this

setting to vtp mode transparent.

DLS1 (config) # vtp domain SWITCHLAB

DLS1 (config) # vtp version 2

DLS1 (config) # vtp mode server

Setting device to VTP Server mode for VLANS

DLS1 (config) # wvlan 99

DLS1 (config-vlan) # name Management
DLS1 (config-vlan) # vlan 100

DLS1 (config-vlan) # name Servers
DLS1 (config-vlan) # vlan 110

DLS1 (config-vlan) # name Guest

DLS1 (config-vlan) # vlan 120

DLS1 (config-vlan) # name office
DLS1 (config-vlan) # vlan 200

DLS1 (config-vlan) # name Voice
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b. Verify that VLANSs propagated to the other switches in the network.

[ ® pist d Il E=SEad )

| Physical | config | o1 | atwbutes

)

I0S Command Line Interface .

ol

5¥E-5-CONFIC I: Configurad from nscla by consola

=

guratien cormands, one per line. End with CHIL/Z. I ?
o n SWITCHLAE 191

rom WNULL to SWITCHLAB

Capy | Paste | Host

Step 6: Configure HSRPv6 interfaces and enable IPV6 routing with EIGRP.

HSRP provides redundancy in the network. Traffic can be load-balanced by using the standby group
priority priority command. The ipv6é unicast-routing command is used on DLS1 and DLS2 to
activate ipv6 routing capabilities on these Layer 3 switches.

Each route processor can route between the various SVIs configured on its switch. In addition to the real IP
address assigned to each distribution switch SVI, assign a third IP address in each subnet to be used as a
virtual gateway address. HSRP negotiates and determines which switch accepts information forwarded to the
virtual gateway IP address.

The standby command configures the IP address of the virtual gateway, sets the priority for each VLAN, and
configures the router for preemption. Preemption allows the router with the higher priority to become the
active router after a network failure has been resolved. HSRP version 2 must be implemented for support of
IPv6. This is accomplised by using the standby version 2 command on every interface required.

The standby x ipv6é autoconfig command, where X is the assigned HSRP group number, is used to
assign the group an automatically generated virtual ipv6 address.

DLS1 is configured to be the active router for VLANs 99, 110, and 120 with a configured priority of 110, and
the standby router for VLANs 100 and 200 with the default priority of 100.

DLS?2 is configured to be the active router for VLANs 100 and 200 with a configured priority of 110, and the
standby router for VLANs 99, 110, and 120 with a default priority of 100.

Note: It is recommended that the HSRP group number be mapped to VLAN number.

DLS1 (config) # ipv6é unicast-routing ESTE COMANDO NO LO EJECUTA EL PKT
V.7
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DLS1 (config) # ipv6é router eigrp 1 ESTE COMANDO NO ILO
V.7

DLS1 (config-router)# no shutdown

DLS1 (config-router)# router-id 1.1.1.1

DLS1 (config-router) # exit

DLS1 (config) # interface FastEthernet0/5

DLS1 (config-if) # no switchport

DLS1 (config-if) # ipv6é address FE80::D1 link-local
V.7

DLS1 (config-if)# ipv6é address 2001:DB8:CAFE:20::D1/64 NO
V.7

DLS1 (config-if) # ipv6 eigrp 1
V.7
DLS1
DLS1
DLS1
DLS1
DLS1
DLS1
DLS1
DLS1
V.7
DLS1 (config-if) # no shutdown

DLS1 (config-if) # exit

DLS1 (config) # interface vlan 100

DLS1 (config-if) # ipvé address 2001:DB8:CAFE:100::D1/64
PKT V.7

NO

ESTE COMANDO NO LO

config-if)# no shutdown
config-if) # exit

config)# interface wvlan 99
config-if) # standby version 2
config-if) # standby 99 ipv6é autoconfig
config-if)# standby 99 priority 110
config-if)# standby 99 preempt
config-if)# ipvé eigrp 1

A~ e~~~ o~~~ —~

ESTE COMANDO NO ILO

DLS1 (config-if) # ipv6é address FE80::D1 link-local NO
V.7

DLS1 (config-if) # standby version 2

DLS1 (config-if) # standby 100 ipvé autoconfig

DLS1 (config-if) # standby 100 preempt

DLS1 (config-if) # ipv6 eigrp 1 ESTE COMANDO NO LO
V.7

DLS1 (config-if) # no shutdown

DLS1 (config-if) # exit

DLS1 (config)# interface vlan 110

DLS1 (config-if)# ipv6é address 2001:DB8:CAFE:110::D1/64

PKT V.7

DLS1 (config-if) #

V.7

DLS1 (config—-if) #

DLS1 (config—-if) #

DLS1 (config—-if) #
( ) #
( ) #

ipv6é address FE80::D1 link-local NO
standby version 2

standby 110 ipvé autoconfig

standby 110 priority 110

DLS1 (config-if standby 110 preempt

DLS1 (config-if)# ipvé eigrp 1 ESTE COMANDO NO LO
V.7

DLS1 (config-if) # no shutdown

DLS1 (config-if) # exit

DLS1 (config)# interface vlan 120

DLS1 (config-if)# ipv6é address 2001:DB8:CAFE:120::D1/64
PKT V.7

EJECUTA EL PKT

LO EJECUTA PKT

LO EJECUTA PKT

EJECUTA EL PKT

EJECUTA EL PKT

NO LO EJECUTA

LO EJECUTA PKT

EJECUTA EL PKT

NO LO EJECUTA

LO EJECUTA PKT

EJECUTA EL PKT

NO LO EJECUTA
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DLS1 (config-if) # NO
V.7

DLS1 (config-if
DLS1 (config-if

( ) #
( ) #
DLS1 (config-if) #
( ) #
( ) #

ipv6 address FE80::D1 link-local

standby version 2
standby 120 ipv6é autoconfig
standby 120 priority 110
standby 120 preempt
ipvé eigrp 1

DLS1 (config-if
DLS1 (config-if
v.7

DLS1 (config-if) # no shutdown

DLS1 (config-if) # exit

DLS1 (config) # interface wvlan 200

DLS1 (config-if) # ipvé address 2001:DB8:CAFE:200::D1/64
PKT V.7

ESTE COMANDO NO IO

DLS1 (config-if) # ipv6é address FE80::D1 link-local NO
V.7

DLS1 (config-if) # standby version 2

DLS1 (config-if) # standby 200 ipvé autoconfig

DLS1 (config-if) # standby 200 preempt

DLS1 (config-if) # ipv6 eigrp 1 ESTE COMANDO NO LO
V.7

DLS1 (config-if) # no shutdown

DLS2 (config)# ipv6 unicast-routing ESTE COMANDO NO LO
V.7

DLS2 (config)# ipv6é router eigrp 1
V.7
DLS2
DLS2
DLS2
DLS2
DLS2
DLS2
V.7
DLS2 (config-if) # ipvé address 2001:DB8:CAFE:212::D2/64
PKT V.7

DLS2 (config-if)# ipv6 eigrp 1
V.7
DLS2
DLS2
DLS2
DLS2
V.7
DLS2
DLS2
DLS2
DLS2
V.7
DLS2
DLS2

ESTE COMANDO NO IO

config-router)# router-id 2.2.2.2
config-router)# no shutdown

config-router)# exit

config)# interface FastEthernet0/5
config-if) # no switchport

config-if)# ipvé address FE80::d2 link-local

~ e~ o~~~ —~

NO

ESTE COMANDO NO IO

config-if) # no shutdown

config-if) # exit

config)# interface wvlan 99

config-if)# ipvé address fe80::d2 link-local

—_— o~~~

NO

config-if
config-if
config-if
config-if

standby version 2
standby 99 ipv6é autoconfig
standby 99 preempt

) #
) #
) #
)# ipvé eigrp 1

P

ESTE COMANDO NO LO

config-if) # no shutdown

config-if) # exit

DLS2 (config)# interface vlan 100

DLS2 (config-if)# ipv6 address 2001:DB8:CAFE:100::D2/64
PKT V.7

Py

LO EJECUTA PKT

EJECUTA EL PKT

NO LO EJECUTA

LO EJECUTA PKT

EJECUTA EL PKT

EJECUTA EL PKT

EJECUTA EL PKT

LO EJECUTA PKT

NO LO EJECUTA

EJECUTA EL PKT

LO EJECUTA PKT

EJECUTA EL PKT

NO LO EJECUTA
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DLS2 (config-if) # ipv6é address FE80::D2 link-local NO LO EJECUTA PKT
V.7

DLS2 (config-if) # standby version 2

DLS2 (config-if) # standby 100 ipv6 autoconfig

DLS1 (config-if) # standby 100 priority 110

DLS2 (config-if) # standby 100 preempt

DLS2 (config-if) # ipv6 eigrp 1 ESTE COMANDO NO LO EJECUTA EL PKT
V.7

DLS2 (config-if) # no shutdown

DLS2 (config-if) # exit

DLS2 (config) # interface vlan 110

DLS2 (config-if) # ipvé address 2001:DB8:CAFE:110::D2/64 NO LO EJECUTA

PKT V.7

DLS2 (config-if) # ipv6 address FE80::D2 link-local NO LO EJECUTA PKT
V.7

DLS2 (config-if standby version 2

DLS2
DLS2
DLS2
V.7
DLS2 (config-if) # no shutdown

DLS2 (config-if) # exit

DLS2 (config)# interface vlan 120

DLS2 (config-if) # ipvé address 2001:DB8:CAFE:120::D2/64 NO LO EJECUTA

)
config-if)
config-if)
config-if)

standby 110 preempt

#

# standby 110 ipv6 autoconfig

#

# ipvé eigrp 1 ESTE COMANDO NO LO EJECUTA EL PKT

—~ o~~~

PKT V.7

DLS2 (config-if) # ipv6é address FE80::D2 link-local NO LO EJECUTA PKT
V.7

DLS2 (config-if) # standby version 2

DLS2 (config-if) # standby 120 ipvé autoconfig

DLS2 (config-if) # standby 120 preempt

DLS2 (config-if) # ipv6 eigrp 1 ESTE COMANDO NO LO EJECUTA EL PKT

v.7

DLS2 (config-if) # no shutdown

DLS2 (config-if) # exit

DLS2 (config)# interface wvlan 200

DLS2 (config-if) # ipvé address 2001:DB8:CAFE:200::D2/64 NO LO EJECUTA

PKT V.7
DLS2 (config-if)# ipv6é address FE80::D2 link-local NO LO EJECUTA PKT
V.7

DLS2 (config-if) # standby version 2

DLS2 (config-if) # standby 200 ipvé autoconfig

DLS1 (config-if) # standby 200 priority 110

DLS2 (config-if) # standby 200 preempt

DLS2 (config-if) # ipv6 eigrp 1 ESTE COMANDO NO LO EJECUTA EL PKT
V.7

DLS2 (config-if) # no shutdown
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SR, 22 4

[Physical | config | cuI | Attributes |

105 Command Line Interface

=

al=y

% Invalid input detected at '“" marker

DLSZ (config-if)§ ipvé address f£e20::dZ link-local
% Invalid input detected at '~' marker
DLSZ (config-1£)% ipvé address £e80::dZ link-local
% Invalid input detected at '*' marker
DLSZ (config-if)# standby version 2

% Invalid input detected at '*' marker

DLSZ (config-if)$ standby 95 ipv6 autoconfig
% HSRD version 2 iz required for IPvé support
DLS: $ standby 39 preempt

DLSZ {config-i£)# ipvé eigrp 1

% Invalid input detected at '~' marker

DLSZ {config-1£)% no shut

DLS2 (e ig=if)$# exit

DLSZ (config)$ end

DLs2%

%SYS-S-CONFIG_I: Configured from conscle by console

pLS28]

Copy

Step 7: Verify the HSRP configuration.
Issue the show standby command on both DLS1 and DLS2. Notice that the command to view HSRPv6

configuration is the same command used in implementing HSRPv4.
ESTE COMANDO NO MUESTRA NADA EN EL PKT

a.
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DLS1#
V.7

V1an99 - Group 99

sh standby

(version 2)

State is Active

4

state changes,

—~
Ve
1941
R2
~ T =
& L
191 1441
o
3560-24 60-24PS
DLS1 DLS2
296§ 241T
A1
PC-PT

last state change 00:05:05

Link-Local Virtual IPv6 address 1s FE80::5:73FF:FEAQ0:63

EUIG4)

Active virtual MAC address is 0005.73a0.0063

Local virtual MAC address is 0005.73a0.0063

Hello time 3 sec, hold time 10 sec

Next hello sent in 1.776 secs
Preemption enabled
Active router is local
Standby router is FE80::D2,

Priority 110

priority 100
(configured 110)

Group name is "hsrp-v199-99"

V1anl00 - Group 100

State is Standby

3

state changes,

(version 2)

(v2

(expires

(default)

last state change 00:04:45

Link-Local Virtual IPv6 address 1s FE80::5:73FF:FEAQ0:64

EUIG4)

Active virtual MAC address is 0005.73a0.0064

Local virtual MAC address is 0005.73a0.0064

Hello time 3 sec, hold time 10 sec

Next hello sent in 0.080 secs
Preemption enabled
Active router is FE80::D2,
MAC address is e840.406f.6e43

priority 110

(v2

(expires in 10.672

(conf auto

IPv6 default)

in 10.336 sec)

(conf auto

IPv6 default)

sec)
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Standby router is local
Priority 100 (default 100)
Group name is "hsrp-v1100-100" (default)
V1anll0 - Group 110 (version 2)
State 1s Active
4 state changes, last state change 00:04:59

Link-Local Virtual IPv6 address i1s FE80::5:73FF:

EUIG4)
Active virtual MAC address is 0005.73a0.006e
Local virtual MAC address 1is 0005.73a0.006e (v2
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.448 secs
Preemption enabled
Active router is local
Standby router is FE80::D2, priority 100 (expires
Priority 110 (configured 110)
Group name is "hsrp-v1110-110" (default)
V1anl20 - Group 100 (version 2)
State is Active
4 state changes, last state change 00:05:00

Link-Local Virtual IPv6 address i1is FE80::5:73FF:

EUIG4)
Active virtual MAC address is 0005.73a0.0064
Local virtual MAC address is 0005.73a0.0064 (v2
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.512 secs
Preemption enabled
Active router is local
Standby router is FE80::D2, priority 100 (expires
Priority 110 (configured 110)
Group name is "hsrp-V1120-100" (default)
V1an200 - Group 100 (version 2)
State is Standby
3 state changes, last state change 00:04:45

Link-Local Virtual IPv6 address 1is FE80::5:73FF:

EUI64)
Active virtual MAC address is 0005.73a0.0064
Local virtual MAC address is 0005.73a0.0064 (v2
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.352 secs
Preemption enabled

FEAO:6E (conf auto

IPvo default)

in 9.184 sec)

FEAO:64 (conf auto

IPv6 default)

in 9.840 sec)

FEAO:64 (conf auto

IPv6 default)

Active router is FE80::D2, priority 110 (expires in 9.856 sec)

MAC address is e840.406f.6e4d6
Standby router is local
Priority 100 (default 100)
Group name is "hsrp-v1200-100" (default)
DLS14#

Issue the show standby brief command on both DLS1 and DLS2.

DLS1# sh stand bri ESTE COMANDO NO MUESTRA NADA EN EL PKT V.7
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P indicates configured to preempt.

|
Interface Grp Pri P State Active Standby Virtual IP
V199 99 110 P Active 1local FE80::D2 FE80::5:73FF:FEAQ0:63
V1100 100 100 P Standby FE80::D2 local FE80::5:73FF:FEA0: 64
V1110 110 110 P Active 1local FE80::D2 FE80::5:73FF:FEAQ: 6E
V1120 100 110 P Active 1local FE80::D2 FE80::5:73FF:FEA0: 64
V1200 100 100 P Standby FE80::D2 local FE80::5:73FF:FEAQO: 64
DLS1#

DLS2# sh standby brief ESTE COMANDO NO MUESTRA NADA EN EL PKT V.7

P indicates configured to preempt.
|
Interface Grp Pri P State Active Standby Virtual IP
V199 99 100 P Standby FE80::D1 local FE80::5:73FF:FEAQ0:63
V1100 100 110 P Active local FE80::D1 FE80::5:73FF:FEAOQ: 64
V1110 110 100 P Standby FE80::D1 local FE80::5:73FF:FEAQ: 6E
V1120 100 100 P Standby FE80::D1 local FE80::5:73FF:FEAQ: 64
V1200 100 110 P Active 1local FE80::D1 FE80::5:73FF:FEAQ:64
DLS2#
] ] ™ o 23 ]
eos R, e voz " . =
[ physcal | config | cUT | Attbutes | [ Physical | config | QI | Attriutes
105 Command Line Interface 105 Command Line Interface
DLS51 (config-if)# ipveé eigrp 1 - % HSAP wersiocn 2 iz reguired for IPvé suppors -
- DLSZ (config-if)l# standby 5% preempt
% Invalid input detected at '~' marke:. DLE2 {config=if)§ ipvé eigep 1
DLSliceonfig-if)# no shut % Invalid input detected at '~ marker.
DLEl{config=if)$ end
DLS1® DLSZ (config-if)l# no shut
W8YE~5~CONFIG_I: Configured from console by conscle DLEZ (config=if) § exit
- DLEZ (configl# end
DLS1§ DLEZg#
DLS1l# sh standby &5¥5-5-CONFIGC_I: Configured from consola by consola
DLS1§ show standby
DLS1l# show standby brief DLEZ# sh stan br
P indicates configured tc pree=zpt. P indicates configured To preempt
I I
Interface Grp Dri P State Activa Standby Interface Crp Pri P State Rezive Standby
Virtual IP Virtual IP
DLS1# show standby brief DLEZ§ sh stan
P indicates configured to preespt. DLSZt sh standby
| DLE2# show standby
Interface Grp Pri P Ssate Reotive Standby DLE3§ show standby brisef
Virtual IP P indicates configured to preespt.
DLS1l$ I
DL51¢ show standby Interface Grp Pri P State Active Standby
DLE1# show standby Virgual IF
OLS1l# show standby brief — DL52% show standby brief
P indicates configured to preespt. P indicates configured o preespt.
| = ! =
Interface Grp Dri D State Active Standby Interface Grp Pri P Scate Renive Standby
Vvireual IP | 3 Virtual IP
DLS1§ - DLEZ g e
Copy || Paste | e COPY| | iRt

Referencing the above output, notice that the virtual IPv6 address for each HSRP group was
automatically generated using EUI-64 format and that the address is a link-local address. This
happened as a result of the standby x ipvé autoconfig command being entered on the
interface.

Part 2: Configure Interface Tracking.
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Step 1: Configure routers R1, R2, and R3.

a. Configure EIGRP version 6 routing between R1, R2, and R3. Use the global unicast addresses and link-
local addresses shown in the topology.

b. Manually set the router-id on these devices. Use the chart listed below.

R1 11.11.11.11
R2 12.12.12.12
R3 3.3.3.3

c. Verify connectivity throughout the network. If for some reason you do not have full connectivity, stop and
troubleshoot routing before continuing with the next step in the lab.

Step 2: Configure interface tracking with HSRPv6.

Interface tracking is used to monitor interfaces that affect HSRP operation. If DLS1 is the active router for
VLANSs 99,110 and 120 forwarding to destination address 2001:db8:café:201::2 (located at router R2) and the
connection between DLS1 and R1 is lost, DLS1 would have to reroute traffic over to DLS2. DLS2 would then
forward traffic to the specified destination.

In order to prevent this from happening, we will tell HSRP to track the interface connected to R1. If that
interface goes down, we will decrement the priority assigned to the interface by enough to cause DLS2 to
take over as the active router.

If no decrement value is configured as a part of the interface tracking configuration, the default decrement is
10. The default can be used as long as the standby forwarder has a priority that is within 10 of the active
forwarder.

DLS1 (config-if) # standby 99 track ? ESTE COMANDO NO MUESTRA NADA EN

Auto-Template
BVI

PKT V.7
<1-1000> Tracked object number
Async Async interface

Auto-Template interface
Bridge-Group Virtual Interface

CTunnel CTunnel interface

Dialer Dialer interface
FastEthernet FastEthernet IEEE 802.3
Filter Filter interface

Filtergroup Filter Group interface
GigabitEthernet GigabitEthernet IEEE 802.3z
GroupVI Group Virtual interface

Lex Lex interface

Loopback Loopback interface
Port-channel Ethernet Channel of interfaces
Portgroup Portgroup interface
Pos-channel POS Channel of interfaces
Tunnel Tunnel interface

Vif PGM Multicast Host interface

Virtual-TokenRing

Vlan
fcpa

Virtual TokenRing
Catalyst Vlans
Fiber Channel
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DLS1 (config-if) # standby 99 track fastEthernet 0/5 ? NO MUESTRA NADA
EN PKT

<1-255> Decrement value

<cr>

DLS1 (config)# interface vlan 99
DLS1 (config-if) # standby 99 track fastEthernet 0/5 30 NO MUESTRA NADA
EN PKT

DLS1 (config) # interface vlan 110
DLS1 (config-if) # standby 110 track fastEthernet 0/5 30 NO MUESTRA NADA
EN PKT

DLS1 (config) # interface vlan 120
DLS1 (config-if) # standby 120 track fastEthernet 0/5 30 NO MUESTRA NADA
EN PKT

NOTE: Repeat on DLS2 to track interface FO/5 for SVIs 100 and 200. Use a decrement value of
30.

e

| physcal | config | cut | Attrbutes |

105 Command Line Interface

1941
R2

-—

- _M" |
—
'

input detected at """

DLS1 iconfig-if) ¢ standby 33 track f£0/5-30

% Invalid input detected at '~' marker.

3560-24
DLS1

60-24PS
DLs2

29604 24TT

/|

alid input detected at '~'

£1# standby 39 trac
if)§ standby 8% ©

t datectad at '~'

LE1( g-if}# standby 9% track £0/5
DLS1 (config-1f]¢ exit —

b
PC-PT
Copy Paste Host &

Step 3: Test HSRPv6 tracked interfaces.
Configure interface FO/18 on ALS1 as an access port in VLAN 99.
Manually configure Host B with an IPv6 address with the 2001:db8:3115:99::/64 prefix
On Host B, start an extended ping using the command ping 2001:db8:café:201::2 -t

While the ping is running, move to DLS1 and shut down interface fa0/5. You should see an immediate HSRP
state change. The goal of HSRP operation is to provide end user(s) (Host B) with automatic backup default-
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gateway services. As a result of the HSRP state change, clients experience minimal disruption and require no

reconfiguration.

The following is from Host B (VLAN 99) to the R2 IPv6 loopback address.

C:\>ping 2001:db8:café:201::2 -t

Output omitted

® HostB | 5 -

Fhysical Config Desktop Attributes Software Services

NO REALIZA PING EN PKT

* B

3560-24 £50-24P5
DLS1 bLsz
.

DLS1 (config) # interface fastEthernet 0/5
DLS1 (config-if-range)# shutdown

Output to the console at DLS1 should reflect DLS2 becoming the active router for VLANs 99, 110 and 120.

Step 4: Verify that DLS2 is acting as the backup default gateway for VLANs 99, 110 and 120.

DLS2 is now the active HSRP router for all VLANs and the standby router is DLS1.

DLS1# sh stand bri

ESTE COMANDO NO MUESTRA NADA EN PKT

P indicates configured to preempt.

|
Interface Grp Pri P State Active Standby
V199 99 80 P Standby FE80::D2 local
V1100 100 100 P Standby FE80::D2 local
V1110 110 80 P Standby FE80::D2 local
V1120 100 110 P Active 1local FE80::D2
V1200 100 100 P Standby FE80::D2 local

DLS2# sh stand bri

Virtual IP

FE80::5:73FF:FEA0:63
FE80::5:73FF:FEAQ: 64
FE80::5:73FF:FEAQ: 6E
FE80::5:73FF:FEAQ: 64
FE80::5:73FF:FEA0:64

ESTE COMANDO NO MUESTRA NADA EN PKT

P indicates configured to preempt.
|
Interface Grp Pri P State Active Standby
V199 99 100 P Active local FE80::D1
V1100 100 110 P Active 1local FE80::D1
V1110 110 100 P Active local FE80::D1
V1120 100 100 P Standby FE80::D1 local
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Virtual IP
FE80::5:73FF:FEA0:63

FE80::5:73FF:FEA0:64

FE80::5:73FF:FEAQ: 6E

FE80::5:73FF:FEA0:64
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V1200 100

10S Command Line Interface

110 P Active

local

DLSI(config-if)# standby 120 track £0/5

DLS1(config-if)# standby 120 track £0/5 7
<cz>

DLS1(config-if)# standby 120 track £0/5

DLS1(config-if)# end

DLS1#

DLSL#

DLS1% conf ©

Enver configuration commands, one per line.
DLS1(config)# int £0/6

DLS1(config-if)# shut

administratively down
DLS1{config-1f)¢ end
DLS1#

DLS1g show stand bri

1
Interface Gzp Pri P State Active
Virzual IP

DLS1# show stand bri

|
Interface Grp Dri P Staze  Active
Virsual IF

pLs1#

$SYS~-5-CONFIG_I: Configured from console by conacle

End with CNTL/Z.

SLINK-5-CHANGED: Interface FastZthernet0/5, changed state to

4SYS-5-CONFIG_I: Configured from conscle by console

P indicates configured to preempt.

Standby

P indicates configured to preempt

Standby

Repeat this process by bringing up the DLS1 interface connecting to R1. Shut down the DLS2 interface

Copy

FE80::D1

=

1941

3560-24
DLS1

=,
PC-PT
Host B

connecting to R3. Use the show standby brief command to see the results.

Note: Since DLS1 and DLS2 have links to the Internet, failure of either switch will cause HSRP to redirect
packets to the other switch. The functioning switch will take over as the default gateway to provide virtually
uninterrupted connectivity for hosts at the access layer.

CHALLENGE: oOptimize HSRPV6 by adjusting the hello and hold timers used in HSRP communication
with the hello time adjusted to 50 milliseconds and hold time adjusted to 250 milliseconds on all HSRP

groups.

Step 5: End of Lab

Do not save your configurations. The equipment will be reset for the next lab.
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Topology

Loo:
10.1.202.1/32

S0/0/11
DCE

10.1.1.4/30

10.1.1.0/30

EIGRP 1
Routers

50/0/0

GLBP AVG
AVF1

GLBP
S0/0/1 AVE2

| Office VLAN 10:10.1.10.0/24
Server VLAN 20: 10.1.20.0/24
MgmtVLAN 99: 10.1.99.0/24

outer on a stick
FO/5

)
VLAN 10 E::ﬂ
_7
= L
PCCIP:10.1.10.102/24

DGWIP: 10.1.10.254

VLAN10
IP: 10.1.10.100/24
DGW:10.1.10.254

F0/18] vLAN 10

DLS1 10.1.99.3 10.1.99.254
DLS2 10.1.99.4 10.1.99.254
PCEIP: 10.1.10.101/24
ALS1 10.1.99.5 10.1.99.254 DGW IP: 10.1.10.254
Objectives

e Configure trunking, VTP, and inter-VLAN routing using router-on-a stick

e Configure GLBP
e Configure GLBP priorities
e Configure GLBP object tracking.

Background

Although HSRP and VRRP provide gateway resiliency for the standby members of the redundancy group, the
upstream bandwidth is not used while the device is in standby mode. Only the active router for HSRP and the
master for VRRP groups forward traffic for the virtual MAC. Resources associated with the standby router are
not fully utilized. Some load balancing can be accomplished with these protocols through the creation of
multiple groups and through the assignment of multiple default gateways, but this configuration creates an
administrative burden. Previous labs provided you with experience configuring HSRP and VRRP to act as
First Hop Redundancy Protocols. Gateway Load Balancing Protocol (GLBP) performs a similar function in
redundancy, but offers the capability to load balance over multiple gateways.

Page 710193
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GLBP is a Cisco-proprietary solution created to enable automatic selection and simultaneous use of multiple
available gateways in addition to automatic failover between those gateways. Multiple routers share the load
of frames that, from a client perspective, are sent to a single default gateway address.

Like HSRP and VRRP, an election occurs, but rather than a single active router winning the election, GLBP
elects an Active Virtual Gateway (AVG). The AVG assigns virtual MAC addresses to each of the routers in
the GLBP group (called Active Virtual Forwarders or AVFs). These virtual MAC addresses are then provided
to hosts in an algorithmic manner in response to ARP requests from hosts for the default gateway.

GLBP allows for simultaneous forwarding from routers participating in a GLBP group. GLBP can support up
to 4 routers in a group. GLBP also offers authentication and object tracking.

In this lab, you will set the network up by configuring trunking, VTP, VLANS, router-on-a-stick and EIGRP
routing. Once the network is set up, you will configure and verify GLBP.

Note: This lab uses Cisco ISR G2 routers running Cisco 10S 15.4(3) images with IP Base and Security
packages enabled, and Cisco Catalyst 3560 and 2960 switches running Cisco I0S 15.0(2) IP Services and
LAN Base images, respectively. The 3560 switches are being used only as layer 2 devices in this lab
topology. The switches have Fast Ethernet interfaces, so the routing metrics for all Ethernet links in the labs
are calculated based on 100 Mb/s, although the routers have Gigabit Ethernet interfaces. The 3560 and 2960
switches are configured with the SDM templates “dual-ipv4-and-ipv6 routing” and “lanbase-routing”,
respectively. Depending on the router or switch model and Cisco 10S Software version, the commands
available and output produced might vary from what is shown in this lab. Catalyst 3650 switches (running any
Cisco 10S XE release) and Catalyst 2960-Plus switches (running any release).

Note(2): The 3 switches in this topology are only being used to support layer-2 functions, so 3 Cisco 2960
switches are acceptable for this lab. All Inter-VLAN routing will be facilitated by implementing a router-on-a-
stick on R1 and R3.

Note(3): This lab's topology is based on the NETLAB Multi-Purpose Academy Pod (MAP). If your classroom
is using the standard Cuatro Switch Pod, the PC names may be different than displayed here. Consult with
your instructor.

Required Resources

e 2 Cisco 3560 with the Cisco 10S Release 15.0(2)SE6 C3560-IPSERVICESK9-M image or comparable
e 1 Cisco 2960 with the Cisco 10S Release 15.0(2)SE6 C2960-LANBASEK9-M image or comparable

e Three routers (This lab uses Cisco ISR G2 routers running Cisco 10S 15.4(3) images with IP Base and
Security packages enabled, or comparable)

e Ethernet and console cables
e 3 PC’s with Windows OS

Step 6: Prepare the switches for the lab

Use the reset. tel script you created in Lab 1 “Preparing the Switch” to set your switches up for this lab.
Then load the file BASE.CFG into the running-config with the command copy flash:BASE.CFG
running-config. An example from DLS1:

DLS1# tclsh reset.tcl

Erasing the nvram filesystem will remove all configuration files! Continue?
[confirm]
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[OK]
Erase of nvram: complete

Reloading the switch in 1 minute, type reload cancel to halt
Proceed with reload? [confirm]

*Mar 7 18:41:40.403: %SYS-7-NV_BLOCK INIT: Initialized the geometry of nvram

*Mar 7 18:41:41.141: %SYS-5-RELOAD: Reload requested by console. Reload
Reason: Reload command.

<switch reloads - output omitted>

Would you like to enter the initial configuration dialog? [yes/nol: n
Switch> en

*Mar 1 00:01:30.915: SLINK-5-CHANGED: Interface Vlanl, changed state to
administratively down

Switch# copy BASE.CFG running-config
Destination filename [running-config]?

184 bytes copied in 0.310 secs (594 bytes/sec)
DLS1#

Step 7: Configure basic switch parameters.

On each switch, configure an IP address on the management VLAN according to the diagram. VLAN 1 is the
default management VLAN, but following best practice, we will use a different VLAN. In this lab, VLAN 99 wiill
be used as the management VLAN.

DLS1 example:

DLS1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DLS1 (config) # interface wvlan 99

DLS1 (config-if)# ip address 10.1.99.3 255.255.255.0

DLS1 (config-if) # no shutdown
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DLS1#
DLS1§flash:-BASE CFG running-config

% Invalid input detected at '~' marker.

DLS1#tclsh

Translating "tclsh".. _domain server (255.255.255.255

% Unknown command or computer name, or unsble to find computer
address

DLS1#tclsh reses

\ % Invalid input detected at '~' marker.

DLS1§tclsh clear all

% Invalid input detected at '~' marker.

DLS1fconfigure terminal

Znter configuration commands, one per line. End with CHTL/Z.
DLS1{config) finterface vlan 38

DLS1(config-if) $ip address 10.1.95.3 255.255.255.0

DLS1 (config-if)#nc shutdown
DLS1 [config-if)# hd

Copy Paste

| Oop

The interface VLAN 99 will not come up immediately, because the Layer 2 instance of the VLAN does not yet
exist. This issue will be remedied in subsequent steps.

(Optional) On each switch, create an enable secret password and configure the VTY lines to allow remote
access from other network devices.

DLS1 example:

DLS1 (config) # enable secret class
DLS1
DLS1
DLS1 (config-line) # login

config)# line vty 0 15
config-line) # password cisco

(
(
(
(

Note: The passwords configured here are required for NETLAB compatibility only and are NOT
recommended for use in a live environment.

Note(2): For purely lab environment purposes, it is possible to configure the VTY lines so that they accept
any Telnet connection immediately, without asking for a password, and place the user into the privileged
EXEC mode directly. The configuration would be similar to the following example for DLS1:

DLS1 (config) # enable secret class
DLS1 (config) # line vty 0 15

DLS1 (config-line) # no login

DLS1 (config-line) # privilege level 15
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DLS1lgtclsh reset

% Inwvalid input detected at '~' marker.
DLS1lgteclsh clear 211

% Inwvalid input detected at '~' marker.

DLS1gconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DL51 (config) #interface wlan 33
DLELl (config-if) #ip address 10.1.33%.3 255.255.255.0

DLS1 ({conf fl#no shutdown

DLS1 (config-if) §end

DLS1§

%5¥5-5-CONFIG_I: Configured from conscle by conscle

DLS1lgconf t

Enter configuration commands, one per line. End with CNIL/Z.

DL51 (config) #enable secret class

Jgline vty 0 1S

—line)#password cisco

DL51 (config-line)$#login

DL31 (config-line)§ b

=]
B
0
=}
"

Copy Paste

O Top

Step 8: Configure trunks and EtherChannels between switches.

EtherChannel is used for the trunks because it allows you to utilize both Fast Ethernet interfaces that are
available between each device, thereby doubling the bandwidth.

Configure trunks and EtherChannels from DLS1, DLS2, and ALS1 according to the diagram. Use LACP as
the negotiation protocol for EtherChannel configurations. Remember that BASE.CFG has all interfaces shut
down, so don't forget to issue the no shutdown command.

Refer to diagram for port channel numbers.

Note: The switchport trunk encapsulation dotlg command is required on Cisco 3560 switches. It
is not required on Cisco 2960 switches.

DLS1
DLS1

config) # interface range fastEthernet 0/1-2
config-if-range) # switchport trunk encapsulation dotlg
DLS1 (config-if-range) # switchport mode trunk

DLS1 (config-if-range)# channel-group 1 mode active

DLS1 (config-if-range)# no shut

Creating a port-channel interface Port-channel 1

—_— o~~~
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DL51 {config-line) flogin ~
DLS1 (config-line) fexit

DLS1(config) #interface range fastEthernet 0/1-2

DLS1 {config-if-range) switchport trunk encaspsulation dotlg

DLS1 {config-if-range) §switchport mode trunk

DLS1 {config-if-rangel §
LLINEPROTC-5-UBDOWN: Line protecol on Interface FastEthernet0/1,
changed state to down

LLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernecO/l,
changed state to up

SLINEZPROTO-5-UBDOWN: Line protoccl on Interfzce FastEthernet0/Z,
changed state ta dawn

SLINEPROTC-5-UBDOWN: Line protocol on Interface FastEshernet0/Z,
changed state to up

DL51 {config-if-range) fchannel-group 1 mode active
DL51 {config-if-range] §

Crezting z p 1 inters: 11
. . . v
LINepROTA e monvaye 1 1 on Torareicg mages no
Copy Paste
[ 7op

Verify trunking and EtherChannel configurations between all switches with the appropriate trunking and
EtherChannel verification commands. Refer back to Chapter 3 labs as necessary.

Step 9: Configure VTP Client mode on DLS2 and ALS1.

A sample configuration is provided for you.

DLS2 (config)# vtp mode client
Setting device to VTP client mode for VLANS

- - - H
¥ pLs2 - m} X
Physical Config CLI Attributes
b
105 Command Line Interface i
changed state to up ~
3LINK-5-CHANGED: Interface FastEthernet0s1, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/s1,
changed state to up
r
SLINE-5-CHANGCED: Interface FastEthernet0/Z, changed state to up k
%LINEPROTO-5-UDDOWN: Line protocccl on Interface FastEthernet(0/Z, Il

changed state to up
3LINE-5-CHANGED: Interface FastEthernet0/18, changed state to up

SLINEFROTO-5-UPDOWN: Line protoccl on Interface FastEthernet(/18,
changed state to up

Switchren
Switchfconf t
Enter configuration commands, one per line. End with CNTL/Z.

Switch(config) #hostname DL5Z

DLSZ {config) #vtp mode client

Setting device to VIP CLIENT mode.

DLSZ {config) g hd

Copy Paste

[ Top

T T

Note: Switches default to vtp mode server. However, remember the base configuration modifies this setting
to vtp mode transparent.
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Step 10: Configure VTP and VLANs on DLS1.
Create the VTP domain on VTP server DLS1 and create VLANSs 10, 20, and 99 for the domain.

NOTE: Switches default to vtp mode server. Recall that the base configuration modifies this setting to vtp
mode transparent.

DLS1 (config)# vtp domain GLBP

DLS1 (config)# vtp version 2

DLS1 (config)# vtp mode server

Setting device to VTP Server mode for VLANS

B pLs1 - m} X

Physical  Config  CLT  Attributes

105 Command Line Interface

SLINEPROTC-5-UPDOWN: Line protocol on Interface FastEthernet0/2Z,
changed state te dovn

$EC-5-CANNOT_BUNDLEZ: Fal/2 is not compatible with Pol and will
be suspended (trunk mode of Fa0/Z is trunk, Pel is dynamic )

DLS1 (config-if-range) §no shut

DL51(config-if-range) §
SLINEPROTC-5-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed state to up

$LINEPROTG-5-UPDOWN: Line protocol on Interface FastEthernet0/Z,
changed state to up

DL51 (config-if-range) fen
% Ambiguous command: “"en"

DLS1 (config) $vip domain GLBE

Changing VIP domain name from NULL to GLBP

DLS1 {config) §vtp version 2

DLS1(config) §vep mode server

Device mode already VIR SERVER.

DLS1 {config) # v

Copy Paste

[ Top

DLS1 (config) # vlan 99

DLS1 (config-vlan) # name Management
DLS1 (config-vlan)# vlan 10

DLS1 (config-vlan) # name Office
DLS1 (config-vlan) # vlan 20

DLS1 (config-vlan) # name Server

( )

DLS1 (config-vlan exit

#
#
#
#
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3LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/2, ~
changed state to up

DLS1 {config-if-range) fen

% Ambiguous command: "en”

DLS1(config) #vtp domain GLBP

Changing VIP domsin name from NULL to GLBE
DLS1 {config) #vtp version 2

DLS1 {config) #vtp mode server

Device mode already VIP SERVER.

DLS1 {config) #

DLS1{config) #vlan 93

DL51 (config-vlan) #

SLINK-5-CHRNGED: Interface V1an33, changed state to up

3LINEPROTO-5-UPDOWN: Line protocol on Interfzce V1an3s, changed
state to up

DLS1 (config-vlan) $name Management

DLS1{config-vlan) #vlan 10

DL51 (config-vlan) fname office

DLELl (config-vlan) §vlan 20

DLS1 (config-vlan) §name server

DL31 ({config-vlan) fexit

DLS1 {config) £ hd

Copy Paste

O ep

Verify that VLANSs propagated to the other switches in the network.

Step 11: Configure switch access ports.

As the diagram illustrates, there are PCs connected to DLS1 fa0/6, DLS2 fa0/18, and ALS1 fa0/18. All PCs
connected to the lab topology will statically access VLAN 10. Additionally, configure spanning-tree portfast on
these switchports. The simplest way to do all of this is to use the switchport host macro. Also, don't
forget to issue the no shutdown command.

DLS1 (config) # interface FastEthernet 0/6
DLS1 (config-if)# switchport access wvlan 10
DLS1 (config-if)# switchport host

switchport mode will be set to access
spanning-tree portfast will be enabled
channel group will be disabled

DLS1 (config-if) # no shutdown
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SLINEPROTO-5-UPDCWN: Linme protocel on Interface Vl1an33, changed ~
state to up

DLS1{config-vlan)$name Management
DLS1lc -vlan)#vlan 10

DLS1¢ -vlan)fname office

DLS1{ -vlan)#vlan 20

DLS1{ —vlan)fname server

DLS1{c -vlan)fexit

DL31{config)#

DL51{config) #end

DL51%

%5YS-5-CONFIG_I: Configured from conscle by console

LCLSlfconf ©

Enter configuration commands, one per line. End with CNTL/Z.
Jginterface FastEthernet 0/§

DLS1{config-if) #switchport access vlan 10

DLS1{config-if) #switchport host

% Invalid input detected at '~' marker_

DLS1{config-if) fswitchpert
DLS1{con £i#no shut
DLS1{config-iz) g hd

O 1op

Repeat this configuration for interface fa0/18 on DLS2 and ALS1, and then verify the switchports on DLS1,
DLS2 and ALS1 are members of VLAN 10.

Step 12: Configure DLS1 and DLS2 trunking to the R1 and R3 router.

Configure DLS1 and DLS2 interface fa0/5 for trunking with the R1 and R3 router Gigabit Ethernet interface,
according to the topology diagram. An example from DLS1:

DLS1 (config)
DLS1 (config)
DLS1 (configqg)
DLS1 (configqg)

interface FastEthernet 0/5
switchport trunk encap dotlqg
switchport mode trunk

#
#
#
# no shutdown

¥ pist - O b4
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DLEl {config-vlan) évlan
DLS1 {config—vlan) §name
DL51 (config-vlan) gvlan
DLS1 {config-vlan) gname

10 P
office

20

Server

DL51 (config-wlan) gexit

DL5S1 (config) £

DLEl {config) #end

DLS1§

%5¥Y5-5-CONFIG_I: Configured from conscle by console

DLS1§conf ¢

Enter configuration commands, one per line. End with CNTL/Z.
DLS1 {config) #interface FastEthernet 0/6

DLS1 {config-if) §switchport access vlan 10

DLS1 {config-if) §switchport host

% Invalid input detected at '~' marker.

DLS1{config—if) §switchport
DLS1 (config-if) #no shut

DLS1 {config-if) §interface FastEthernet 0/5

DLS1 {config-if)# switchport trunk encap dotlg

DL51{config-if) #switchport mode trunk

DL51 (config-if) #no shut

DLS1 (config-if) g v

Copy Paste

[ op

L = r 7 4 S ~ |
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Note: The switchport trunk encapsulation dotlq command is required on Cisco 3560 switches. It
is not required on Cisco 2960 switches.

Step 13: Configure basic settings on R1, R2, and R3.

Configure basic settings on all three routers. An example for R1 follows:

Router> enable

Router# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # hostname Rl

Rl (config)# enable secret class

Rl (config)# line con 0

Rl (config-line)# logging synchronous
Rl (config-line)# line vty 0 4

Rl (config-line)
R1( )
R1( )
R1 (

# password cisco
config-line)# login
config-line) # exit
config) #
¥ - o x §

Physical  Config = CLI  Attributes

105 Command Line Interface

Z5EK bytes of non-volatile CONEigUraticn memory. P
243856K bytes of ATA System CompactFlash 0 (Read/Write)

--- System Configuration Dialeg ——-

Continue with configuration dialog? [yes/nol: n

Press RETURN to get started!

Routerren
Routerfconf t E
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) fhostname R1

Rl {config) §enable secret class

nfig)éline con 0

R1{config-line)flogging synchronous

21 ig-line)$line vty 0 4
21 ig-line)gpassword cisco
n1 ig-line)#login

21 fig-line)texic

21 {configl§ hd

L

Copy Paste

[Tep w
AT Il
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bytes of non-volatile configuration memory. ~
56K bytes of ATAR System CompactFlash 0 (Read/Write)

[r)

——— System Configuration Dialog -——

Continue with configuration dialeog? [yes/nol: n

Press BETUEN to get started!

Routerren

Routerfconf t

Enter configuration commands, one per line. End with CMNIL/Z.
Router {config) fhostname RZ

RZ (config) fensble secret class

Rz glgline con 0O

=t g-line) #logging synchronous
RZ g-line)fline wty 0 4

Rz g-line) $password cisco
RZ g-line)flogin
RZ g-line) fexit

22 (config) g v

{conf

Copy Paste

x| B R3 — m| o

1
I
li
]

Physical Config CL1 Attributes

105 Command Line Interface

Router>en

D Routerf#conf ¢

Enter configuration commands, one per line. End with CNIL/Z.
Router (config) fhostmane R32

% Invalid input detected at marker.
Router (config) $hostname BRI

L R3{config)fenable secret class

gi#line con 0O

g-line)#logging synchronous
g-line)#line vey 0 4

— R3(config-line) #passcrd cisco

% Invalid input detected at '"' marker.

e 22 (config-line) $password cisco
R3(config-line) $login exit

% Invalid input detected at '~' marker.

23 (config-line)#login
R3(config-line) gexit
— B2 (config) §] hd

Copy Paste
nfi
al
etti| []Top

Note: The passwords configured here are required for NETLAB compatibility only and are NOT
recommended for use in a live environment.

In addition to the basic settings on R2, configure interface Loopback 0 with the IP address 10.1.202.1/32

R2
R2
R2
R2

config)# interface loopback 0

config-if)# ip address 10.1.202.1 255.255.255.255
config-if) # no shut

config-if)# exit

P
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Routerren

Routerfconf t©

Enter configuration cormsnds, one per line. End with CNTL/Z.
Router (config) fhostname RZ
RZ(config) fenable secret class

2 £line con a

line) §logging synchronous
line)§line vty 0 4

line) ¢password cisco

BZ (config-line) #login

22 (config-line) fexit

RZ{configl§

0Z {config) $interface loopback 0

RZ lconfig-if) §
SLINE-5-CHANGED: Interface Loopback(, changed state to up

SLINEPROTO-S-UPDOWN: Line protoceol on Interface Loopback0,
changed state to up

22 (config-if)#ip address 10.1.202.1 255.255.255.255
if)gno shut

ig-if) gexit

BZ (config) & L

Copy Paste

[ on

Step 14: Configure the R1 and R3 Gigabit Ethernet interfaces for VLAN trunking.

Create a sub-interface for each VLAN. Enable each sub-interface with the proper trunking protocol, and
configure it for a particular VLAN with the encapsulation command. Assign an IP address to each sub-
interface from the table below. Hosts on the VLAN will use this address as their default gateway.

VLAN R1 R3

99 10.1.99.1/24 10.1.99.2/24
10 10.1.10.1/24 10.1.10.2/24
20 10.1.20.1/24 10.1.20.2/24

The following is a sample configuration for the Gigabit Ethernet 0/1 interface:

config)# interface GigabitEthernet0/1

config-if) # no shut

config)# interface GigabitEthernet0/1.10
config-subif)# description Office VLAN 10
config-subif)# encapsulation dotlg 10
config-subif)# ip address 10.1.10.1 255.255.255.0

config-subif)# description Server VLAN 20
config-subif)# encapsulation dotlg 20
config-subif)# ip address 10.1.20.1 255.255.255.0
config)# interface GigabitEthernet0/1.99
config-subif)# description Management VLAN 99
config-subif)# encapsulation dotlg 99
config-subif)# ip address 10.1.99.1 255.255.255.0

R1(
R1(
R1 (
R1 (
R1 (
R1 (
Rl (config)# interface GigabitEthernet0/1.20
R1 (
R1 (
R1 (
R1 (
R1 (
R1 (
R1 (
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Rli{config-subif) § o
4LINK-5-CHANGCED: Interface GigabitZthernetd/1.20, changed state
to up

ALINZPROTO-5-UFDOWN: Line protocel on Interface
GigabitEthernet0/1.20, changed state to up

(config-subif) #description Office VLAN 20

ip address 10.1.20.1 255.255.255.0

£)fexit

Jginterface CigabitEZthernetd/1. 5%

Rl{config-subif)#

SLINK-5-CHENGED: Interface GigabitEthernet0/1.39, changed state
to up

ig
ig

LLINZPRCTO-5-UBDOWN: Line protocel on Interface
GigabitEthernet0/1.99, changed state to up

if) fdescription Office VLAN 53
£)#encapsulaticn dotlg 33

£1#ip address 10.1.99.1 285_255.285.0

Copy Paste
[7op
T

| g3 - O *

#

.
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R3 (config) §interface GigaebitEthernet0ys1.20 A
B2 (config-subif)

5 SLINE-5-CHRNEED: Interface GigabitEthernetds1.Z0, changed state
to up

T SLINEFROTO-5-UPDOWH: Line protocol on Interface

o GigabitEthernet0/1.20, changed state to up

3 B3 (config-subif) §description Office VLAN ZO0

o B3 (config-subif) fencapsulation dotlg Z0

[ B2 {config-subif)#ip address 10.1.20.2 255.255.255.0

e R3 (config-subif) fexit

] B3 (configl#

3 B3 (config) $interface GigabitEthernet0/1.9%9

3 B3 (config-subif) &

5 $LINE-5-CHRNGED: Interface GigebitEthernet0/1.33, changed state
to U

L 12

tI SLINEPROTO-5-UBDCWN: Line protocol on Interface
GigabitEthernet0/1.33, changed state to up

o B3 (config-subif) #description Office VLAN 35

[ k] g-subif) fencapsulation dotlg 3%

e B3 (config-subif)#ip address 10.1.99.Z 255 255.255.0

3 B3 (config-subif) § w

L

L

L

L

= [Top

Now, move to the R3 router to repeat similar configurations. In order for the R3 router to provide load
balancing and redundancy VLAN 10, 20 and 99 networks, R3 must be configured to logically participate in the
network. Create a sub-interface for each VLAN. Enable each sub-interface with the respective trunking
protocol, and configure it for a particular VLAN with the encapsulation command. Assign an IP address to
each sub-interface from the table above. Hosts on the VLAN can use this address as their default gateway.

Use the show ip interface brief command to verify the interface configuration and status.

R1# show ip interface brief
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Interface IP-Address OK?
Embedded-Service-Engine0/0 unassigned YES
GigabitEthernet0/0 unassigned YES
GigabitEthernet0/1 unassigned YES
GigabitEthernet0/1.10 10.1.10.1 YES
GigabitEthernet0/1.20 10.1.20.1 YES
GigabitEthernet0/1.99 10.1.99.1 YES
Serial0/0/0 unassigned YES
Serial0/0/1 unassigned YES
Serial0/1/0 unassigned YES
Serial0/1/1 unassigned YES

L -
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Rl (config subif)femit
Rl (config) fexis
Rl

Rlishow ip interface brief

Interface IP-Rddress OK?
Protocol

GigabitEthernes0 /0 unassigned YES
administratively down dowa
GigabitEthernet0/1 unassigned vES
up

CigabitEthernes0/1.10 10.1.10.1 vES
up

CigabitEthernet0/1.20 10.1.20.1 YES
up

GigabitEthernet0/1.9% 10.1.383.1 YES
up

Serialds0/0 unassigned YES
administratively down dowa

Sexial0/0/1 unassigned YES
administratively down dowa

Vlanl unassigned vES

administratively dowa dowa
Rl§

%5YS-5-CONFIG_I: Configured from conscle by consocle

Method Status
unset

unset up
manual up
manual up
manual up
unset

unset

unset

[ Top

Copy

Method
unset
unset
unset
manual
manual
manual
unset
unset
unset
unset

Status
administratively
administratively
up

up

up

up
administratively
administratively
administratively
administratively

down
down

down
down
down
down

Protocol
down
down
up
up
up
up
down
down
down
down

Use the show vlans command on the R1 and R3 router to verify inter-vlan routing configurations. The
following is a sample output from router R1. Verify configurations on router R3.

R1# show vlans
Virtual LAN ID: 1

vLAN Trunk Interface:

(IEEE 802.1Q Encapsulation)

GigabitEthernet0/1

This is configured as native Vlan for the following interface(s)

GigabitEthernet0/1
Protocols Configured:
GigabitEthernet0/1 (1)
Other

17 packets,
19 packets,

Virtual LAN ID: 10
vLAN Trunk Interface:

Protocols Configured:

© 2017 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.

Native-vlan Tx-type:

Address:

5572 bytes input
1856 bytes output

Address:

Received:

(IEEE 802.1Q Encapsulation)
GigabitEthernet0/1.10

Received:

Untagged

Transmitted:

19

Transmitted:
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GigabitEthernet0/1.10 (10)
IP 10.1.10.1 0 0
Other 0 2

0 packets, 0 bytes input
2 packets, 92 bytes output

Virtual LAN ID: 20 (IEEE 802.1Q Encapsulation)
vLAN Trunk Interface: GigabitEthernet0/1.20
Protocols Configured: Address: Received: Transmitted:
GigabitEthernet0/1.20 (20)
Ip 10.1.20.1 0 0

Other 0 1

0 packets, 0 bytes input
1 packets, 46 bytes output

Virtual LAN ID: 99 (IEEE 802.1Q Encapsulation)
vLAN Trunk Interface: GigabitEthernet0/1.99
Protocols Configured: Address: Received: Transmitted:
GigabitEthernet0/1.99 (99)
Ip 10.1.99.1 0 0

Other 0 1

0 packets, 0 bytes input
1 packets, 46 bytes output

Step 15: Configure EIGRP routing in AS 1 for use with GLBP interface tracking.

Configure R1 serial interface s0/0/0 as shown in the topology diagram. Also configure EIGRP AS 1 for the
10.0.0.0 network. Below is an example of the configuration:

Rl (config)# int s0/0/0
Rl (config-if)# ip add 10.1.1.1 255.255.255.252
Rl (config-if) # no shut

Rl (config) # router eigrp 1
Rl (config-router) # network 10.0.0.0
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% Invalid input detected at '~' markex.

Rl#show
% Incomplete command.

Rlgshow v

% Ambiguous command: “"show v"

R1gshow?

show

n1gshow

% Incomplete command.

Rlgeconf t

Znter configuration commands, one per line. End with CNTL/Z.
R1{config) #int =/0/0/0

% Invalid input detected at '~' marker.
2l{config) #int 50/0/0

lconfig-if) #ip add 10.1.1.1 255.255.255.252
2liconfig-if)#no shuc E

SLINK-5-CHANGED: Interface Serial0/0/0, changed state to down
2l{config-if) frouter sigzp 1

R1{config-router] #network 10.0.0.0

Rl {config-router) | v

Copy Paste

[J7op

Configure R2 serial interface s0/0/0 and s0/0/1 and R3 serial interface s0/0/1 using the addresses shown in
the topology diagram, and configure EIGRP AS 1 for the 10.0.0.0 network.

Verify EIGRP neighbor adjacencies using the show ip eigrp neighbor command.

R1# sh ip eigrp neighbors
EIGRP-IPv4 Neighbors for AS(1)

H Address Interface Hold Uptime SRTT RTO Q Seqg

(sec) (ms) Cnt Num
3 10.1.99.2 Gi0/1.99 14 00:00:21 2 100 0 10
2 10.1.20.2 Gi0/1.20 10 00:00:21 1 100 0 11
1 10.1.10.2 Gi0/1.10 14 00:00:21 1 100 0 12
0 10.1.1.2 Se0/0/0 14 00:00:27 1 100 0 7

R2# sh ip eigrp neighbor
EIGRP-IPv4 Neighbors for AS(1)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

1 10.1.1.6 S5e0/0/1 11 00:01:59 4 100 0 9

0 10.1.1.1 5e0/0/0 10 00:02:10 1 100 0 14

R3# sh ip eigrp neighbor
EIGRP-IPv4 Neighbors for AS(1)

H Address Interface Hold Uptime SRTT RTO Q Seqg
(sec) (ms) Cnt Num

3 10.1.1.5 Se0/0/1 13 00:02:26 2 100 0 8

2 10.1.99.1 Gi0/1.99 11 00:02:29 1596 5000 O 17

1 10.1.20.1 Gi0/1.20 12 00:02:29 1596 5000 O 16

0 10.1.10.1 Gi0/1.10 13 00:02:29 1596 5000 O 15

Verify the routing table and ensure that R1 and R3 can ping the loopback 0 (10.1.202.0) network connected to
router R2. This network will be used to test the application of HSRP tracked interfaces.

R1# show ip route | begin Gateway
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Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 10 subnets, 3 masks

C 10.1.1.0/30 is directly connected, Serial0/0/0
L 10.1.1.1/32 is directly connected, Serial0/0/0
D 10.1.1.4/30

[90/2172416] via 10.1.99.2, 00:04:15, GigabitEthernet0/1.99
[90/2172416] via 10.1.20.2, 00:04:15, GigabitEthernet0/1.20
[90/2172416] via 10.1.10.2, 00:04:15, GigabitEthernet0/1.10

C 10.1.10.0/24 is directly connected, GigabitEthernet0/1.10
L 10.1.10.1/32 is directly connected, GigabitEthernet0/1.10
C 10.1.20.0/24 is directly connected, GigabitEthernet0/1.20
L 10.1.20.1/32 is directly connected, GigabitEthernet0/1.20
C 10.1.99.0/24 is directly connected, GigabitEthernet0/1.99
L 10.1.99.1/32 is directly connected, GigabitEthernet0/1.99
D 10.1.202.1/32 [90/2297856] via 10.1.1.2, 00:04:15, Serial0/0/0
L& - m} X
Physcal  Confg  CLL | Atiributes
105 Command Line Interface

Rliconfig-if) fno shut =

SLINE-5-CHRNCED: Interface Serial0/0/0, changed state to down

R1{config-if) frouter eigrp 1

Rl {config-router) fnetwork 10.0.0.0

Rl (config-router) fexit

Rl (config) fexit

Rlg

%5¥5-5-CONFIG_I: Configured from conscle by conscle

Rlgsh ip eigrp neighbors

IP-EIGRP neighbors for process 1

Rl#show ip route | begin Gateway

Gateway of last rescrt is not set

10.0.0.0/8 is variasbly subnetted, & subnets, ? masks

c 10.1.10.0/24 is directly connected, GigabitEthernetd/1_10

L 10.1.10.1/3% is directly connected, GigabitEthernetd/1_10

c 10.1.20 .0/24 is directly connected, GigabitEthernetd/1_Z0

L 10.1.20.1/3Z is directly connected, GigabitEthernetd/1_Z0

c 10.1.99 . 0/2Z4 is directly connected, GigabitEthernetd/1_359

) 10.1.99.1/32 is directly connected, GigabitEthernet0d/1.59

Rl# v

[ Top

R3# show ip route | begin Gateway
Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 10 subnets, 3 masks
D 10.1.1.0/30
[90/2172416] via 10.1.99.1, 00:05:09, GigabitEthernet0/1.99
[90/2172416] via 10.1.20.1, 00:05:09, GigabitEthernet0/1.20
[90/2172416] via 10.1.10.1, 00:05:09, GigabitEthernet0/1.10

C 10.1.1.4/30 is directly connected, Serial0/0/1

L 10.1.1.6/32 is directly connected, Serial(0/0/1

C 10.1.10.0/24 is directly connected, GigabitEthernet0/1.10

L 10.1.10.2/32 is directly connected, GigabitEthernet0/1.10

C 10.1.20.0/24 is directly connected, GigabitEthernet0/1.20

L 10.1.20.2/32 is directly connected, GigabitEthernet0/1.20

C 10.1.99.0/24 is directly connected, GigabitEthernet0/1.99

L 10.1.99.2/32 is directly connected, GigabitEthernet0/1.99

D 10.1.202.1/32 [90/2297856] via 10.1.1.5, 00:05:09, Serial0/0/1
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3LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/1.99, changed state to up

R2 (config-subif) #description ice VILAN 55

23 (config-subif) fencapsulation dotlg 3%
R3(config-subif) #ip address 10.1.99.2 Z55.255.255.0
R3 (config-subif) §

B3 (config-subif) fexit

R3 (config) fexit

R3§
$5YS-5-CONFIG_I: Configured from comscle by conscle

I

R3fshow ip route | begin Gateway
Gateway of last resort is not set

10.0.0.0/8 is wvarisbly subnetted, € subnets, Z masks
10.1.10.0/24 is directly connected, GigabitEthernet0/1.10
10.1.10.2/32 is directly connected, -10
10.1.20.0/24 is directly connected, -20
10.1.20.2/32 is directly connected, -20
10.1.95.0/24 is directly comnected, -89
10.1.99_2/32 is directly connected, GigabitEthernetl/s1_3%

Haoroeo

Copy Paste

OTep

From R1 and R3, ensure that you can ping the 10.1.202.1 destination address.

R1# ping 10.1.202.1
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.202.1, timeout is 2 seconds:
L

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
L - O b
Physical Config CLI Attributes
105 Command Line Interface
Ll
Rlgsh ip eigrp neighbors
IP-EIGRFP neighbors for process 1
Rlgshow ip route | begin Gateway
Gateway of last resort is not set
10.0.0.0/8 is wariably subnetted, & subnets, Z masks
c 10.1.10.0/24 is directly connected, GigabitEthernetl/1.10
L 10.1.10.1/32 is directly connected, GigabitEthernetl/1.10
c 10.1.20.0/24 is directly connected, GigabitEthernetl/1.20
L 10.1.20.1/32 is directly connected, GigabitEthernet0/1.20
c 10.1.53.0/24 is directly connected, GigabitEthernetl/1.35
L 10.1.59.1/32 is directly connected, GigabitEthernetl/1.35
Rl
Rlfping 10.1.202.1
Type escape sSequence to sbort.
Sending 5, 100-byte ICHMP Echos to 10.1.202.1, timecut is 2
seconds:
Success rate is 0 percent (0/5)
nig v
[ Top
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R3# ping 10.1.202.1
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ici 5 lcontig subif] fencapsulation dotlg 99 o

b R3i{config-subif) #ip address 10.1.99.2 2855.255.255.0
R3{config-subif)#

23 (config) fexit
EER
%5YS-5-CONFIC_I: Configured from conscle by console

R3gshow ip route | begin Gateway
Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, € subnets, 2 masks
10.1.10.0/24 is directly connected, GigsbitEthernec0/1.10
10.1.10.2/32 is directly connected, BigsbitEthernet0/1.10
10.1.20.0/24 is directly connected, BigsbitEthernst0/1.20
10.1.20.2/32 is directly connected, GigebitEthernet0/1.20
10.1.95.0/24 is directly connected, GCigebitEchernec0/Ll.33
10.1.95.2/32 is directly connected, GigsbitEthernec0/1.33

HoEaea

23#ping 10.1.202.1

Type escape Seguence to zhort.
Sending 5, 100-byte ICMP Eches to 10.1.202.1, timecut is 2
seconds:

]

[ op

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.202.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms

Step 16: Configure the routers for GLBP operation.

In this step you will configure a single GLBP group consisting of two members (R1 and R3). A GLBP group
can have as many as four members. A single member will be elected as the AVG, and then routers will be
designated as AVFs and their virtual MAC address will be distributed to hosts by the AVG in response to ARP
requests.

AVG election is based on highest GLBP priority. In case of a tie, the highest assigned IP address is used. The
glbp <grp #> priority interface configuration command can be used to modify the priority from the default of
100 in order to influence the election of the AVG. Should the AVG lose its role, the backup router with highest
priority will assume the role. If you desire for the original AVG router to reassume its role once it comes back
up, the glbp <grp #> preempt command must be configured.

The AVF is responsible for forwarding packets that are sent to the virtual MAC address assigned to that
gateway by the AVG. Forward preemption is used with the AVFs and allows another AVF to assume
responsibility for forwarding packets for an AVF that has lost its role or been disconnected. While AVG
preemption must be manually configured, AVF preemption is enabled by default.

However, the AVFs use a weighting value rather than a priority value. Weighting thresholds are defined in
conjunction with interface tracking. This functionality will be demonstrated later in the lab.

In this lab R1 will act as AVG and AVF1 and R3 will acts the AVF2. R1's GLBP priority will be modified to
ensure its election as AVG.

The standby address for each VLAN will be the host address 254; VLAN 10 will use 10.1.10.254, VLAN 20
will use 10.1.20.254.

The following is a sample GLBP configuration on R1.
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Rl (config)# interface GigabitEthernet0/1.10
Rl (config-subif)# glbp 10 ip 10.1.10.254

Rl (config-subif)# glbp 10 priority 150

Rl (config-subif)# glbp 10 preempt

Rl (config-subif)# exit

Rl (config)# interface GigabitEthernet0/1.20
Rl (config-subif)# glbp 20 ip 10.1.20.254

Rl (config-subif)# glbp 20 priority 150

Rl (config-subif)# glbp 20 preempt

Rl (config-subif)# exit

Rl (config)# interface GigabitEthernet0/1.99
Rl (config-subif)# glbp 99 ip 10.1.99.254

Rl (config-subif)# glbp 99 priority 150

Rl (config-subif)# glbp 99 preempt

é; - o - o X
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c 10.1.55.0/24 is directly connected, GigasbitEthernet0/1.35
L 10.1.99.1/32 is directly connected, GigabitEthernet0ds1.3%

Rlg
Rlgping 10.1.202.1

Type escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.202.1, timeout is 2
seconds:

Success rate is 0 percent (0/5)

R1#

Rlgconf t©

Enter configuration commands, one per line. End with CNTL/Z.
Rl {config)f#interface GigabitEthernet0/1.10

Rl {config-subif) #glbp 10 ip 10.1.10.254

% Invalid input detected at '~' marker.

R1{config-subif) §glbp 10 priority 150

% Invalid input detected st '~' marker.
Rl {config-subif) § W
[ Top

Except for the priority command, the same commands are used on the sub-interfaces on R3.

As a result of our configuration, we should see R1 router with the AVG role. Issue the show glbp command
for GLBP configuration analysis. Before examining the output, it might be useful to take note of the MAC
address of R1 and R3’s G0/1 interfaces.

R1# sho int g0/1 | i bia

Hardware is CN Gigabit Ethernet, address is acf2.¢523.7a09 (bia
acf2.c523.7a09)
R1#

R3# show int g0/1 | i bia

Hardware is CN Gigabit Ethernet, address is acf2.c518.0651 (bia
acf2.c518.0651)
R3#
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R1# show glbp

GigabitEthernet0/1.10 - Group 10
State is Active
1 state change, last state change 00:01:28
Virtual IP address is 10.1.10.254
Hello time 3 sec, hold time 10 sec
Next hello sent in 2.272 secs
Redirect time 600 sec, forwarder timeout 14400 sec
Preemption enabled, min delay 0 sec
Active is local
Standby is 10.1.10.2, priority 100 (expires in 7.840 sec)
Priority 150 (configured)
Weighting 100 (default 100), thresholds: lower 1, upper 100
Load balancing: round-robin
Group members:
acf2.c518.0651 (10.1.10.2)
acf2.c523.7a09 (10.1.10.1) local
There are 2 forwarders (1 active)

1 state change,

last state change 00:00:46

Redlrectlon enabled

i

Redirection enabled, 597.856 sec remaining (maximum 600 sec)

Time to live: 14397.856 sec (maximum 14400 sec)

weighting 100 (expires in 8.384
sec)

<output omitted>

The show glbp brief command can also be used to view a brief synopsis of GLBP operation.

R1# show glbp brief

Interface Grp Fwd Pri State Address Active router
Line 1 Standby router
Cne>=26i0/1.10 10 - 150 Active  10.1.10.254 local

Lineg->10.1.10.2

Gi0/1.20 20 - 150 Active 10.1.20.254 local
10.1.20.2
Gi0/1.20 20 1 - Active 0007.b400.1401 1local -
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Gi0/1.20 20 2 - Listen 0007.b400.1402 10.1.20.2 -

Gi0/1.99 99 - 150 Active 10.1.99.254 local

10.1.99.2

Gi0/1.99 99 1 - Active 0007.b400.6301 local -
Gi0/1.99 99 2 - Listen 0007.0400.6302 10.1.99.2 -

|
L3 - b X

Physical Config CLI Attributes

105 Command Line Interface

Slfcont t =~
Enter configuration commsnds, one per line. End with CNTL/Z.
Rl{config)#interface GigabitEthernet0/1.10

Rl{config-subif)fglbp 10 ip 10.1.10.254

% Invalid input detected at '"' marker.
Rl{config-subif)fglbp 10 priority 150
% Invalid input detected at '~' marker.

Rl{config-subif)fend
Rig
%5¥S-5-CONFIG_I: Configured from conscle by conscle

Rlgsho int g0/l | i bia
Rl#show glbp

% Invalid input detected at '~' marker.

Rl#show glbp brief

% Invalid input detected at '~' marker.

R1g] )

Copy Paste

[ Tep

The first line in the GLBP output shows the role of the AVG for group 10. The priority has been set to 150 for
this group and the state shows R1 as the active AVG. The virtual IP address is 10.1.10.254. The standby
AVG is 10.1.10.2 which is the R3 router.

Notice the next two lines also pertain to GLBP group 10. These lines detail information about the AVF. There
are two forwarders in this group. The virtual MAC addresses are 0007.b400.0a01 and 0007.b400.0a02.

The last hextet is 0a01. The first two hex characters, Oa equal 10 in decimal, which corresponds to the group
number. The last two digits (01) correspond to one of the four MAC addresses (01-04) that can be used in
GLBP operation.

The second line in the GLBP output displays information about the AVF. Line 2 shows that R1 is forwarding
packets for the MAC address ending in 01. Line 3 of the output shows that R1 is listening or in standby AVF
mode for the MAC address ending in 02.

Continue the analysis on the remaining lines of output for GLBP.
Which router is the active forwarder MAC Address 0007.b400.6302 for GLBP group 99?

What MAC address is the active forwarder for GLBP group 99 listening?
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Step 17: Verify PCs can reach R2 LO using the GLBP gateway

Configure the PCs with the IP Addresses shown in the topology diagram. The PCs used in this lab scenario
were given access earlier to VLAN 10. The gateway address is set to the GLBP virtual address 10.1.10.254.

This is the IPCONFIG output from SRV1 connected to DLS1 FO/6.

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::a940:91fe:38dd:dal0c%10
IPv4 Address. . . . « « . <« < . . :10.1.10.100

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 10.1.10.254

This is the IPCONFIG output from PC-B connected to ALS1 F0/18.

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::ee:d834:9d99:45e8%11
IPv4d Address. . . . .« « « <« « . . :10.1.10.101

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 10.1.10.254

This is the IPCONFIG output from PC-C connected to DLS2 F0/18.

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::24d3:c82d:93c4:f2e6%11
IPv4d Address. . . . . .« . . . . . :10.1.10.102

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 10.1.10.254

Verify that SRV1, PC-B, and PC-C can ping their default gateway. Upon successful ping of the gateway, view
the arp cache on each PC using the arp —a.

Output from SRV1
C:\Users\student>ping -n 3 10.1.10.254
Pinging 10.1.10.254 with 32 bytes of data:
Reply from 10.1.10.254: bytes=32 time=lms TTL=255

Reply from 10.1.10.254: bytes=32 time=lms TTL=255
Reply from 10.1.10.254: bytes=32 time=lms TTL=255

Ping statistics for 10.1.10.254:

Packets: Sent = 3, Received = 3, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1lms, Maximum = 1lms, Average = 1lms

C:\Users\student>arp -a
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Interface: 10.1.10.100 --- Oxa

Internet Address Physical Address

10.1.10.101 00-0c-29-80-cb-bb
10.1.10.102 00-0c-29-6a-07-e6
10.1.10.254 00-07-b4-00-0a-02
10.1.10.255 ff-ff-ff-ff-ff-ff
169.254.69.232 00-0c-29-80-cb-b6
224.0.0.22 01-00-5e-00-00-16
224.0.0.252 01-00-5e-00-00-fc
239.255.255.250 01-00-5e-7f-ff-fa

Type
dynamic
dynamic
dynamic
static
dynamic
static
static
static

The output of the arp cache reveals the 10.1.10.254 associated with GLBP virtual MAC address 00-07-b4-00-
0a-02. The first address to be issued to the first client request was the 00-07-b4-00-0a-02 MAC address.

NOTE: The MAC addresses and other output you receive will vary. The important thing to note is that
each router is listening for one MAC address either ending in 01 or 02 and that the AVG alternated
these MAC addresses in the ARP replies as part of the default round robin algorithm.

Now, move to PC-B and ping the default gateway address 10.1.10.254. View the arp cache using the arp —a

command.
What MAC Address has been issued to the PC-B client?

OUTPUT from PC-B

C:\Users\student>ping -n 3 10.1.10.254

Pinging 10.1.10.254 with 32 bytes of data:
Reply from 10.1.10.254: bytes=32 time=2ms TTL=255
Reply from 10.1.10.254: bytes=32 time=lms TTL=255
Reply from 10.1.10.254: bytes=32 time=lms TTL=255
Ping statistics for 10.1.10.254:
Packets: Sent = 3, Received = 3, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1lms, Maximum = 2ms, Average = 1lms
C:\Users\student>arp -a
Interface: 10.1.10.101 --- 0Oxb
Internet Address Physical Address Type
10.1.10.100 00-0c-29-15-ab-9d dynamic
10.1.10.102 00-0c-29-6a-07-e6 dynamic
10.1.10.254 00-07-b4-00-0a-01 dynamic
10.1.10.255 ff-ff-ff-ff-ff-ff static
11.0.0.5 00-0c-29-6a-07-e6 dynamic
224.0.0.22 01-00-5e-00-00-16 static
224.0.0.252 01-00-5e-00-00-fc static
239.255.255.250 01-00-5e-7f-ff-fa static
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Repeat these steps PC-C.

What virtual MAC address is being used by PC-C?

Move to R1 router and issue the show glbp brief command. Notice how the MAC addresses correlate to the
MAC address issued to the VLAN 10 clients.

R1>sh glbp brief

Interface Grp Fwd Pri State Address Active router Standby router
Gi0/1.10 10 - 150 Active 10.1.10.254 local 10.1.10.2
Gi0/1.10 10 1 - Active 0007.b400.0a01 local -
Gi0/1.10 10 2 - Listen 0007.b400.0a02 10.1.10.2 -
Gi0/1.20 20 - 150 Active 10.1.20.254 local 10.1.20.2
Gi0/1.20 20 1 - Active 0007.b400.1401 1local -
Gi0/1.20 20 2 - Listen 0007.b400.1402 10.1.20.2 -
Gi0/1.99 99 - 150 Active 10.1.99.254 local 10.1.99.2
Gi0/1.99 99 1 - Active 0007.b400.6301 1local -
Gi0/1.99 99 2 - Listen 0007.b400.6302 10.1.99.2 -
R1>
B r - [} L |
Physical ~ Config = CLI  Attributes il
105 Command Line Interface
Ll
Press RETURN to get started.
Ril>sh glbp brief
% Invalid input detected at '~' marker.
R1> w i
Copy Paste i
[ Top

The highlighted line above in the show glbp brief output shows that R1 is the active forwarder for the MAC
address 0007.b400.0a01 and the standby for the MAC address 0007.b400.0a02.
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Move to the R3 router and issue the show glbp brief command. Notice how the MAC addresses correlate to
the MAC address issued to the VLAN 10 clients.

R3>show glbp brief

Interface Grp Fwd Pri State Address Active router Standby router
Gi0/1.10 10 - 100 Standby 10.1.10.254 10.1.10.1 local
Gi0/1.10 10 1 - Listen 0007.p400.0a01 10.1.10.1 -
Gi0/1.10 10 2 = Active 0007.p400.0a02 1local =
Gi0/1.20 20 - 100 Standby 10.1.20.254 10.1.20.1 local
Gi0/1.20 20 1 - Listen 0007.p400.1401 10.1.20.1 -
Gi0/1.20 20 2 - Active 0007.p400.1402 1local -
Gi0/1.99 99 - 100 Standby 10.1.99.254 10.1.99.1 local
Gi0/1.99 99 1 - Listen 0007.p400.6301 10.1.99.1 -
Gi0/1.99 99 2 - Active 0007.p400.6302 1local -

R3>

The highlighted line above in the show glbp brief output shows that R3 is the active forwarder for the MAC
address 0007.b400.0a02 and the standby for the MAC address 0007.b400.0a01. With PC-C being issued the
MAC address 0007.b400.0a02, this demonstrates GLBPs ability to offer simultaneous forwarding and load
balancing from the R1 and R3 routing devices participating in GLBP.

The GLBP behavior demonstrated is based on the GLBP default load-balancing algorithm of round-robin. As
clients send ARP requests to resolve the MAC address of the default gateway, the AVG reply to each client
contain the MAC address of the next possible router in a round-robin fashion.

Load balancing options with GLBP are weighted, host dependent and round robin (default). The load
balancing algorithm can be changed using the interface configuration command glbp group load-
balancing[host-dependent | round-robin | weighted]

Step 18: Configure GLBP interface tracking.

If R1’s interface s0/0/0 goes down, clients using R1 as an AVF will not be able to reach the destinations
located off of the R2 router. Similarly, if R3’s serial interface s0/0/1 goes down, clients using R3 as an AVF
will not be able to reach the destinations located off of the R2 router.

GLBP interface tracking uses a weighting mechanism which is different than HSRP or VRRP. With GLBP,
two thresholds are defined: one lower threshold that applies when the router loses weight and one upper
threshold that applies when the router regains weight. The weighting mechanism offers more flexibility with
upper and lower thresholds defined over its counterparts HSRP and VRRP which only allow a single
threshold to be defined. If the router priority (or weight) falls below the threshold, the router loses its active
state. As soon as the router weight (or priority) exceeds the upper threshold, the router regains its active
state.

Because R1's s0/0/0 interface and R3's s0/0/1 interface affect GLBP forwarding operations, we will need to
configure tracking on these interfaces. Tracking with GLBP uses objects. The first step is to track the line
protocol status of R1’s serial interface s0/0/0. On R1, issue the following command:
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Rl (config)# track 15 interface s0/0/0 line-protocol

On R1, enter in sub-interface configuration mode for VLAN 10 and configure the weighting mechanism and
associate it with the track object number 15.

Consider the example configuration below.

In the first command, R1's g0/1.10 is configured with a glbp weight of 110 and lower threshold of 85 and an
upper threshold of 105. When the weight falls below the specified lower threshold, the R1 AFV is forced to
relinquish its role for the ACTIVE MAC address assigned to it.

In the second command, GLBP weighting is associated with the line protocol status of s0/0/0. If the line
protocol state changes, the weight configured for 110 will be decreased by 30 resulting in a weight of 80. R1
would then lose its AVF role until the weight exceeds the upper defined threshold of 105.

Rl (config)# interface gi0/1.10
Rl (config-subif)# glbp 10 weighting 110 lower 85 upper 105
Rl (config-subif)# glbp 10 weighting track 15 decrement 30

For testing purposes, on a PC that is using R1 as an AVF, start a continuous ping to the destination address
10.1.202.1. This will be useful to demonstrate the automatic failover of one AVF to the other when the tracked
object decrements the GLBP weight.

In this lab scenario, SRV1 uses R1 as its default gateway.
Output from SRV1

ping 10.1.202.1 -t

On R1, shut down the interface s0/0/0.

Rl (config)# int s0/0/0
Rl (config-if) # shutdown

Notice the console messages listed below.

*Jul 29 12:53:45.263: $TRACK-6-STATE: 15 interface Se0/0/0 line-protocol Up —-> Down
*Jul 29 12:53:45.263: $DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 10.1.1.2 (Serial0/0/0)
is down: interface down

*Jul 29 12:53:47.263: SLINK-5-CHANGED: Interface Serial0/0/0, changed state to
administratively down

*Jul 29 12:53:48.263: $LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to down

*Jul 29 12:54:19.835: $GLBP-6-FWDSTATECHANGE: GigabitEthernet0/1.10 Grp 10 Fwd 1 state
Active -> Listen

We see state change of the tracked interface and then the GLBP state of AFV 2 go from an active state to
listen.
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After the GLBP state change occurs, notice the ping output from the PC. The ping should continue without
fail. GLBP failed over automatically to the R3 device and the client experienced no disruption in service.

View the output of the show glbp command. Output has been omitted here to only show the output for group
10 since this was the only group in which we applied interface tracking.

R1# show glbp
GigabitEthernet0/1.10 - Group 10
State 1s Active
1 state change, last state change 18:04:27
Virtual IP address is 10.1.10.254
Hello time 3 sec, hold time 10 sec
Next hello sent in 0.288 secs
Redirect time 600 sec, forwarder timeout 14400 sec
Preemption enabled, min delay 0 sec
Active is local
Standby is 10.1.10.2, priority 100 (expires in 9.376 sec)
Priority 150 (configured)
Weighting 80, low (configured 110), thresholds: lower 85, upper 105
Track object 15 state Down decrement 30
Load balancing: round-robin
Group members:
acf2.¢518.0651 (10.1.10.2)
acf2.c523.7a09 (10.1.10.1) local
There are 2 forwarders (0 active)
Forwarder 1
State is Listen
2 state changes, last state change 00:05:52
MAC address is 0007.b400.0a01 (default)
Owner ID is acf2.c523.7a09
Redirection enabled
Preemption enabled, min delay 30 sec
Active i1s 10.1.10.2 (secondary), weighting 100 (expires in 10.592
sec)
Client selection count: 13
Forwarder 2
State is Listen
MAC address is 0007.b400.0a02 (learnt)
Owner ID is acf2.c¢c518.0651
Redirection enabled, 599.392 sec remaining (maximum 600 sec)
Time to live: 14399.392 sec (maximum 14400 sec)
Preemption enabled, min delay 30 sec
Active is 10.1.10.2 (primary), weighting 100 (expires in 10.368
sec)
Client selection count: 13
<output omitted>

The first part of the GLBP output deals with R1’s role as an AVG. The AVG role has not been affected by the
configuration we applied above. The highlighted portion shows the impact of the interface tracking and
weighting mechanism configurations. The weighting mechanism only affects the forwarder role in GLBP.
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Notice that R1 is no longer the forwarder for the MAC address 0007.b400.0a01. R1 shows the forwarder
roles for both MAC addresses in the listen state.

It is important to note that similar configurations should be applied on R1 for GLBP groups 20 and 99 for
consistency of operations. R3 would need to be configured to track the serial interface s0/0/1 and have the
weighting mechanism applied as appropriate. To limit the length and time required to perform this lab, these
steps have been omitted.

Activate R1 serial interface s0/0/0 using the no shutdown command.

On R1, shutdown the interface s0/0/0.

Rl (config)# int s0/0/0
Rl (config-if) # no shut

Use the show glbp command to ensure R1 resumed its AVF role.

Step 19: Configure GLBP authentication.

GLBP authentication is important to ensure that no rogue device is allowed join your GLBP group and
adversely affect GLBP operations by initiating attacks such as Man-in-the-Middle, etc. GLBP supports two
options for authentication: plain text authentication and MD5 authentication. MD5 authentication offers
greater security. Using MD5 authentication, a coordinated secret key is used to generate a keyed MD5 hash,
which is then included in GLBP packets sent back and forth. A keyed hash of an incoming packet is
generated and if the hash within the incoming packet does not match the generated hash the packet is
ignored.

Configure the R1 and R3 routers sub-interfaces to support MD5 authentication using the following command:
glbp <0-1023> Group Number authentication MD5 key-string cisco123

Rl (config) # interface GigabitEthernet0/1.10
Rl (config-subif)# glbp 10 authentication md5 key-string ciscol23

Rl (config) # interface GigabitEthernet0/1.20
Rl (config-subif)# glbp 20 authentication md5 key-string ciscol23

Rl (config)# interface GigabitEthernet0/1.99
Rl (config-subif)# glbp 99 authentication md5 key-string ciscol23

NOTE: The ciscol123 is used as the shared key password in this lab scenario.

When you added the commands for GLBP authentication to the R1 router, a GLBP state change occurred
because only one router was configured with authentication. Now move to R3 router and add glbp
authentication to each sub-interface using the same command with the respective glbp group number
and the same key-string shown above.

Verify the GLBP operation. Ensure that the R1 is still the AVG and both routers are participating as AVFs for
each configured GLBP group. If there is a problem, check the GLBP authentication configuration for errors.

Step 13: End of Lab

Do not save your configurations. The equipment will be reset for the next lab.
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CCNPv7.1_SWITCH_Lab7-1_NTP_STUDENT

Topology
VLAN 99: 172.16.99.1 VLAN 99: 172.16.99.2
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NTP Client NTP Client
VLAN 99: 172.16.99.3 VLAN 99: 172.16.99.4
All Switch-to-Switch connections are 802.1q trunks
Objective

e Configure network to synchronize time using the Network Time Protocol.
e Secure NTP using MD5 authentication and access-lists
e Verify NTP Operation

Background

NTP is designed to synchronize the time on network devices. NTP runs over UDP, using port 123 as both the
source and destination, which in turn runs over IP. NTP is used to synchronize timekeeping among a set of
distributed time servers and clients. A set of nodes on a network is identified and configured with NTP and the
nodes form a synchronization subnet, sometimes referred to as an overlay network. While multiple masters
(primary servers) may exist, there is no requirement for an election protocol. DLS1 is designated as the
authoritative time source in the lab environment. All other devices (DLS2, ALS1, and ALS2) should
synchronize to DLS1. NTP is subject is network attacks therefore, we will control the access to the DLS1
switch using NTP authentication and access-lists. The current version is NTP version 4 and is backwards
compatible with earlier versions.

Note: This lab uses the Cisco WS-C2960-24TT-L switch with the Cisco IOS image ¢c2960-lanbasek9-mz.150-
2.SE6.bin and the Catalyst 3560V2-24PS switch with the Cisco 10S image c3560-ipservicesk9-mz.150-
2.SE6.bin. Other switches and Cisco IOS Software versions can be used if they have comparable capabilities
and features. Depending on the switch model and Cisco I0S Software version, the commands available and
output produced might vary from what is shown in this lab.
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Required Resources

e 2 switches (Cisco 2960 with the Cisco I0S Release 15.0(2)SE6 C2960-LANBASEK9-M image or
comparable)

e 2 switches (Cisco 3560 with the Cisco I0S Release 15.0(2)SE6 C3560-IPSERVICESK9-M image or
comparable)

e Ethernet and console cables
1 Prepare for the Lab

1 Prepare the switches for the lab

Use the reset. tecl script you created in Lab 1 “Preparing the Switch” to set your switches up for this lab.
Then load the file BASE.CFG into the running-config with the command copy flash:BASE.CFG
running-config. An example from DLS1:

DLS1# tclsh reset.tcl

Erasing the nvram filesystem will remove all configuration files! Continue?
[confirm]

[OK]
Erase of nvram: complete

Reloading the switch in 1 minute, type reload cancel to halt
Proceed with reload? [confirm]

*Mar 7 18:41:40.403: %SYS-7-NV_BLOCK INIT: Initialized the geometry of nvram

*Mar 7 18:41:41.141: %SYS-5-RELOAD: Reload requested by console. Reload
Reason: Reload command.

<switch reloads - output omitted>

Would you like to enter the initial configuration dialog? [yes/no]l: n
Switch> en

*Mar 1 00:01:30.915: SLINK-5-CHANGED: Interface Vlanl, changed state to
administratively down

Switch# copy BASE.CFG running-config
Destination filename [running-config]?

184 bytes copied in 0.310 secs (594 bytes/sec)
DLS1#

2 Configure basic switch parameters.

Configure an IP address on the management VLAN according to the diagram. VLAN 1 is the default
management VLAN, but following best practice, we will use a different VLAN. In this case, VLAN 99.

a. Enter basic configuration commands on each switch according to the diagram.

DLS1 example:

DLS1# configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
DLS1 (config) # wlan 99

DLS1 (config-vlan) # name Management

DLS1 (config-vlan) # exit

DLS1 (config-if)# ip address 172.16.99.1 255.255.255.0

(
(
DLS1 (config) # interface vlan 99
(
DLS1 (config-if) # no shutdown

(Optional) On each switch, create an enable secret password and configure the VTY lines to allow remote
access from other network devices.

DLS1 example:

DLS1 (config) # enable secret class
DLS1
DLS1
DLS1 (config-line) # login

config)# line vty 0 15
config-line) # password cisco

(
(
(
(

Note: The passwords configured here are required for NETLAB compatibility only and are NOT
recommended for use in a live environment.

Note(2): For purely lab environment purposes, it is possible to configure the VTY lines so that they accept any
Telnet connection immediately, without asking for a password, and place the user into the privileged EXEC
mode directly. The configuration would be similar to the following example for DLS1:

DLS1 (config) # enable secret class

DLS1 (config) # line vty 0 15

DLS1 (config-line)# no login

DLS1 (config-line) # privilege level 15

b. Configure DLS2, ALS1, and ALS2 to use DLS1 as their default gateway.
DLS2 (config)# ip default-gateway 172.16.99.2

Step 1. Configure trunks and EtherChannels between switches.

EtherChannel is used for the trunks because it allows you to utilize both Fast Ethernet interfaces that are
available between each device, thereby doubling the bandwidth.

Note: It is good practice to shut down the interfaces on both sides of the link before a port channel is created
and then re-enable them after the port channel is configured. In the BASE configuration, all interfaces are
shut down, so you must remember to issue the no shutdown command.

a Configure trunks and EtherChannels from DLS1 and DLS2 to the other three switches according to the
diagram. The switchport trunk encapsulation {isl | dotlq} command is used because these switches
also support ISL encapsulation. A sample configuration has been provided to assist you with the trunking
and etherchannel configurations.

DLS1 (config) # interface range fastEthernet 0/7 - 8

DLS1 (config-if-range)# switchport trunk encapsulation dotlg
DLS1 (config-if-range)# switchport mode trunk

DLS1 (config-if-range)# switchport nonegotiate

DLS1 (config-if-range)# channel-group 1 mode desirable

DLS1 (config-if-range)# no shut
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Creating a port-channel interface Port-channel 1

Configure the trunks and EtherChannel from ALS1 and ALS2 to the other switches. Notice that no
encapsulation type is needed because the 2960 supports only 802.1q trunks. A sample configuration
has been provided to assist you with the trunking and etherchannel configurations.

ALS1 (config) # interface range fastEthernet 0/7 - 8
ALS]1 (config-if-range) # switchport mode trunk

ALS1 (config-if-range) # switchport nonegotiate

ALS1 (config-if-range) # channel-group 1 mode desirable
ALS1 (config-if-range) # no shut

Verify trunking between DLS1, ALS1, and ALS2 using the show interface trunk command on all
switches.

DLS1# show interface trunk

Port Mode Encapsulation Status Native vlan
Pol on 802.1qg trunking 1

Po2 on 802.1qg trunking 1

Po3 on 802.1qg trunking 1

Port Vlans allowed on trunk

Pol 1-4094

Po?2 1-4094

Po3 1-4094

Port Vlans allowed and active in management domain

Pol 1

Po2 1

Po3 1

Port Vlans in spanning tree forwarding state and not pruned
Pol 1

Po2 1

Po3 1

Issue the show etherchannel summary command on each switch to verify the EtherChannels. In
the following sample output from ALS1, notice the three EtherChannels on the access and distribution
layer switches.

ALS1# show etherchannel summary

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer?
U - in use f - failed to allocate aggregator
M - not in use, minimum links not met
u - unsuitable for bundling
w - waiting to be aggregated
d - default port
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Number of channel-groups in use: 3

Number of aggregators: 3

Group Port-channel Protocol Ports

—————— - -
1 Pol (SU) PAgP Fa0/7 (P) Fa0/8 (P)

2 Po2 (SU) PAgQP Fa0/9 (P) Fa0/10 (P)

3 Po3 (SU) PAgP Fa0/11(P) Fa0/12 (P)

Which EtherChannel negotiation protocol is in use here?

El protocolo de negociacidn de agregacidon de enlaces es PagP

File Edit WView TE[HHHET"ﬂﬂJb Teip

DLS1 DLS2 3% |(ALS1 b4 |AL52 4
*Nov 23 04:51:18.497: %LINEPROTO-S5-UPDOWN:] Line protocol on Interface Port-chann

el24, changed state to up

DLS2¢show etherchannel summary

Flags: D - down P - bundled in port-channel

- stand-alone s - suspended

- Hot-standby (LACP only)

Layer3 5 - Layer2

- 1n use M - not in use, no aggregation
- failed to allocate aggregator

Step 2:

-+ 0T H
1

- not in use, minimum links not met

- not in use, port not aggregated due to minimum links not met
unsuitable for bundling

- walting to be aggregated

- default port

o€ Cc 3 X

& - formed by Auto LAG

Mumber of channel-groups in use: 3

Mumber of aggregatopes =
Group Port-channel] Protocol Ports
------ R e =t R T T T TP
12 Pol2(sU) PAgP G13/2(P) Gi3/3(P) |
23 Po23(SU) PAgP Gi2/2(P) Gi2/3(P)
24 Po24 (sSU) PAgP G13/0(P) G13/1(P)

S

tem clock .

a The system clock can be set using a variety of methods. The system clock can be manually set, the time
can be derived from an NTP source or from a subset of NTP (SNTP). It is important that all of your
devices have accurate timestamps for use in systems reporting and for tracking validity of X.509
certificates used in Public Key Infrastructure and for event correlation in attack identification.

DLS1# show clock
*00:24:31.647 UTC Mon Mar 1 1993
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DLS1 #The show clock command displays what time is currently set on the device.

On DLS1, manually reconfigure the system clock using the clock set command from privileged
exec mode of operation.

Note that the time you set should be the Coordinated Universal Time value.

DLS1# clock set ?
hh:mm:ss Current Time

DLS1# clock set 14:45:00 ?
<1-31> Day of the month
MONTH Month of the year

DLS1# clock set 14:45:00 29 ?
MONTH Month of the year

DLS1# clock set 14:45:00 29 July ?
<1993-2035> Year

DLS1# clock set 14:45:00 29 July 2015

DLS1#

*Jul 29 14:45:00.000: $SYS-6-CLOCKUPDATE: System clock has been
updated from 00:03:21 UTC Mon Mar 1 1993 to 14:45:00 UTC Wed Jul 29
2015, configured from console by console.

Verify that the system clock has been updated.

DLS1# show clock
14:45:33.755 UTC Wed Jul 29 2015

The default timezone is UTC. Change the default timezone to your current timezone and your standard
time offset. For this example the system will be set for US Central Standard Time (CST) with a 6 hour
negative offset. The -6 is the difference in hours from UTC for US Central Standard Time. Use clock
timezone zone hours-offset command in global configuration.

DLS1# conf t
Enter configuration commands, one per line. End with CNTL/Z.
DLS1 (config) # clock timezone ?

WORD name of time zone

DLS1 (config) # clock timezone CST ?
<-23 - 23> Hours offset from UTC

DLS1 (config)# clock timezone CST -6 ?
<0-59> Minutes offset from UTC

<cr>

DLS1 (config) # clock timezone CST -6
DLS1 (config) #
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Jul 29 14:46:26.620: %$SYS-6-CLOCKUPDATE: System clock has been updated
from 14:46:26 UTC Wed Jul 29 2015 to 08:46:26 CST Wed Jul 29 2015,
configured from console by console

e Thecommand clock summer-time command can be used to automatically switch between
standard time and daylight saving time. If you do not use this command, the system will default to using
daylight savings rules for the United States.

DLS1 (config) # clock summer-time ?
WORD name of time zone in summer

DLS1 (config)# clock summer-time CDT °?
date Configure absolute summer time
recurring Configure recurring summer time

DLS1 (config)# clock summer-time CDT recurring ?
<1-4> Week number to start
first First week of the month
last Last week of the month
<cr>

DLS1 (config) # clock summer-time CDT recurring

DLS1 (config) #

Jul 29 14:47:20.249: %SYS-6-CLOCKUPDATE: System clock has been updated
from 08:47:20 CST Wed Jul 29 2015 to 09:47:20 CDT Wed Jul 29 2015,
configured from console by console]

Verify clock settings using the show clock command with the keyword detail.

DLS1# show clock detail

09:48:11.679 CDT Wed Jul 29 2015

Time source is user configuration

Summer time starts 02:00:00 CST Sun Mar 8 2015
Summer time ends 02:00:00 CDT Sun Nov 1 2015

The clock setting should reflect the current local time, adjusted for daylight savings as appropriate.

Setting the clocks manually is not considered an accurate method of tracking time and events in networks. It
is also not a scalable solution to manually configure time on all network devices. The Network Time Protocol
(NTP) allows the network device to poll an authoritative time source for synchronization.
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En las imagenes que se presentan a continuacion se muestra la configuracion de la zona horaria en
COT a -5 horas de UTC, y luego el ajuste del reloj:

%LSlicunfigJ#cluck timezone COT -5 |
contigl®

Nov 23 00:07:07.694: %5YS-6-CLOCKUPDATE: System clock has been updated from 00:0
7:07 UTC Thu MNov 23 2017 to 19:07:07 COT Wed Mowv 22 2017, configured from consol
e by console.

|DLSlLoontigliaxid

DL9l#clock set 00:05:10 23 NOVEMBER 2017
NovV 23 o0 o o 113, soTo o oI Lroeontigured from console by console
DLSl#clock set 00:05:10 23 MOVEMBER 2017

DLS1#

Nov 23 05:05:10.000: %5YS-6-CLOCKUPDATE: System clock has been updated from 19:0
7:36 COT Wed Mov 22 2017 to 00:05:10 COT Thu Mowv 23 2017, configured from consol
e by console.

VESE: |

DLSl#show clock

00:05:49.109 BT Thu Nov 23 2017
DLS1#

DLS1#

DLSl#show clock detail
00:06:19.523 COT Thu Nov 23 2017
(Time source 1s user configuration
ESE: |

Step 3: Configure NTP.

NTP is used to make sure all network devices in the campus are synchronized. Time accuracy can be derived
from three different external sources: Atomic clock, GPS receiver, and accurate time source. NTP
synchronizes using UDP port 123. All of the devices must be configured with NTP.

a. Configure DLS1 as the authoritative time source in the campus network by using the ntp master
command.

DLS1 (config) # ntp master ?
<1-15> Stratum number

<cr>

This command should only be used if you do not have a reliable external reference clock. We will use
ntp master stratum number command in global configuration mode. The stratum number
should be configured with a high number in the event that there is more reliable NTP source available. A
machine running NTP automatically chooses the machine with the lowest stratum number that is
configured to communicate with using NTP as its time source. The lower the stratum number the more
trustworthy the accuracy of the time source.

DLS1 (config)# ntp master 10

Aqui se muestra la configuracién establecida en DLS1:

DLS1 (configl#ntp master 10
:DLSl{cnnfigJ#exit

LU T BT S

b. Configure DLS2, ALS1, and ALS2 to synchronize to DLS1 using the ntp server A.B.C.D ( IP address of
peer ) command. NTP synchronization should always refer to the most stable interface. Loopback
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interfaces are considered always up interfaces and therefore, the best choice for NTP synchronization.
Also, the local time zone should be configured on each local device. Also, configure these devices with
the same time zone and summer time configuration as on DLS1.

DLS2 (config)# ntp server ?

A.B.C.D IP address of peer

WORD Hostname of peer

X:X:X:X::X 1IPv6 address of peer

ip Use IP for DNS resolution

ipvo Use IPv6 for DNS resolution

vrf VPN Routing/Forwarding Information

DLS2 (config)# ntp server 172.16.99.1

DLS2 (config) # clock timezone CST -6

*Jul 29 14:50:38.980: %$SYS-6-CLOCKUPDATE: System clock has been
updated from 14:50:38 UTC Wed Jul 29 2015 to 08:50:38 CST Wed Jul 29
2015, configured from console by console.

DLS2 (config) # clock summer-time CDT recurring

DLS2 (config) #

Jul 29 14:50:54.247: %$SYS-6-CLOCKUPDATE: System clock has been updated
from 08:50:54 CST Wed Jul 29 2015 to 09:50:54 CDT Wed Jul 29 2015,
configured from console by console.

Aqui se puede apreciar la configuracién que se establecié en DLS2 por
ejemplo:

¥Nov 23 05:04:30.532: %5YS-5-CONFIG I: Configured from console by console
;0LS2#configure terminal

sEnter configuration commands, one per line. End with CNTL/Z.

DLSZ(config)#clock time

DLSZ(configl#clock timezone COT -5

DLSZ(configl#ntp

l*Nov 23 05:14:18.742: %5Y5-6-CLOCKUPDATE: System clock has been updated from 05:
[14:18 UTC Thu Nov 23 2017 to 00:14:18 COT Thu Nov 23 2017, configured from conso
le by console,

'DLS2(configl#ntp server 172.16.99.1

DLS2(config)#f]

NOTE: Ensure that these commands are repeated on ALS1 and ALS2.

Step 4. Verify NTP .

On DLS2, ALS1, and ALS2, use the show ntp status command to verify if these device clocks have
synchronized to DLS1.
DLS2# show ntp status
Clock is synchronized, stratum 11, reference is 172.16.99.1
nominal freq is 119.2092 Hz, actual freq is 119.2092 Hz, precision is 2**17
reference time is D96366D1.B4DD4BA4 (09:50:57.706 CDT Wed Jul 29 2015)
clock offset is -0.2067 msec, root delay is 2.03 msec
root dispersion is 195.31 msec, peer dispersion is 1.55 msec
loopfilter state is 'CTRL' (Normal Controlled Loop), drift is -0.000000002 s/s
system poll interval is 64, last update was 165 sec ago
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Outputs for ALS1 and ALS2 should be similar to the output displayed above for DLS2.

The stratum will be +1 from the stratum value used on the master in the network. In this lab scenario, we use
ntp master 10. This indicates a stratum of 10 + 1 = 11. The stratum 11 is indicated in the show output.

NOTE: NTP may take up to 5 minutes to synchronize.
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Aqui se puede apreciar el cambio que entregé NTP server a sus clientes:

(-1 ALS2 + -0 X
| File Edit View Terminal Tabs Help

i [
| DLS1 #£ |DLS2 #£ |ALS1 &8 | ALS2 b4

[27:17 COT Wed Nowv 22 2017 to 00:27:17 COT Thu MNev 23 2017, configured from conso
{le by console.

|ALs2(config)#end

\ALS2#wr

[Building configuration...

\Compressed configuration from 4811 bytes to 2229 bytes

i*Nuv 23 05:27:19.661: %S5YS-5-CONFIG I: Configured from console by console[OK]
ALS2#

¥MNoy 23 05:27:20.866: %GRUB-5-CONFIG_WRITING: GRUB configuration 1s being update
{d on disk. Please wait...

*¥Noy 23 05:27:21.539: %GRUB-5-CONFIG WRITTEN: GRUB configuration was written to
ldisk syccessfully,

ALS2#show ntp status

Clock is unsynchronized, stratum 11, reference 1s 172.16.99.1

nominal freq is 1000.0003 Hz, actual freq is 1000.0003 Hz, precision is 2¥*17
ntp uptime 1s 15600 (1/100 of seconds), resolution is 1000

reference time is DDCODABA.S777A23F (00:27:22,341 COT Thu MNov 23 2017)

clock offset 1s 3.1399 msec, root delay is 3.33 msec

root dispersion is 203.94 msec, peer dispersion is 187.54 msec

loopfilter state is 'FREQ' (Drift being measured), drift is 0.000000000 s/s
system poll interval is 64, last update was 12 sec ago.

ALS2#

ALS2#

ALS2#

ALS2# l

|ALSZ2¢

= |

Part 2: Secure NTP Operation using Access-Lists and Authentication

Step 1: Secure NTP Operation using Access-Lists and Authentication

NTP operation can be secured using MD5 authentication. Authentication is enabled with the ntp
authenticate command. The authentication keys are defined with ntp authentication-key
command. The number specifies a unique NTP key. Valid keys are identified using the ntp-trusted-key
command. It is important to note that NTP does not authenticate clients. NTP authenticates the source.
Devices can still respond to unauthenticated requests. For this reason, access lists should be used in
conjunction with NTP authentication to restrict NTP access.

a. Configure NTP authentication on DLS1 and DLS2.

DLS1 (config) # ntp authenticate
DLS1 (config)# ntp authentication-key 1 md5 P@55word
DLS1 (config) # ntp trusted-key 1
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DLS1#

DLSl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DLS1(configl#ntp authenticate

DLSL(configl#ntp authentication-key 1 md5 P@S5Sword
DLSL(configl#ntp trusted-key 1

DLS1 (config)#l]

Use the show ntp status command to verify that clock is still synchronized (note that it could take 5
minutes to resynchronize. The system clock is not reset, just the NTP relationship). If the clock shows
unsynchronized, the client has not successfully authenticated.

DLS2# show ntp status

Clock is synchronized, stratum 11, reference is 172.16.99.1

nominal freq is 119.2092 Hz, actual freq is 119.2092 Hz, precision is 2**17
reference time 1s D9636A49.B36724F9 (10:05:45.700 CDT Wed Jul 29 2015)

clock offset is -0.3060 msec, root delay is 2.50 msec

root dispersion is 68.07 msec, peer dispersion is 0.10 msec

loopfilter state is 'CTRL' (Normal Controlled Loop), drift is -0.000000003 s/s

system poll interval is 128, last update was 12 sec ago.

b. Repeat these commands on ALS1 and ALS2. Verify that the device clocks are synchronized using the
appropriate show command.

Aqui se muestra que DLS2 harealizado la sincronizacion después de autenticarse:

DLS2¢show run E
DLS2#show running-config | se A
Mov 23 05:42:28.867: %5YS-5-CONFIG I: Configured from console by console P
DLS2¢show running-config | section ntp

ntp authentication-key 1 mdS 12292542471C03162E 7

ntp authenticate

ntp trusted-key 1

ntp update-calendar

ntp server 172.16.99.1

DLS2#show ntp status

Clock is synchronized, stratum 11, reference 1s 172.16.99.1

nominal freq i1s 1000.0003 Hz, actual freq is 999.5003 Hz, precision 1s 2**¥1§
ntp uptime is 195700 (1/100 of seconds), resolution is 1001

reference time is DDCODE3D.CAG94169 (00:42:21.790 COT Thu Nov 23 2017)

clock offset 1s 7.5149 msec, root delay 1s 3.29 msec

root dispersion i1s 7946.34 msec, peer dispersion 1s 7937.51 msec

loopfilter state is 'CTRL' (Normal Controlled Loop), drift is 0.000499999 s/s
system poll interval is 64, last update was 62 sec ago.

DLs24

Step 2: Control NTP Access using Access-Lists

Time Servers can provide synchronization services in all directions to other devices in your network. A rogue
NTP server to come in and falsify time on your network. Also, a rogue device could send a large number of
bogus synchronization requests to your server preventing it from servicing legitimate devices. Configure an
access-list so that polling can only come from members of the 172.16.0.0/16 network. NTP masters must
allow “peer” access to source with IP address 127.127.x.1. This IP address is the internal server address
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created by the NTP master command. The local router synchronizes using this IP. View the output for the

show ntp associations command. If your device is configured as NTP master, then you must allow

access to source IP of 127.127.x.1. This is because 127.127.x.1 is the internal server that is created by the

ntp master command. The value of the third octet varies between platforms.

DLS1# show ntp associations

address ref clock st when poll reach delay offset disp
*~127.127.1.1 .LOCL. 9 12 16 377 0.000 0.000 0.226
* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured
DLS1#

Use the following commands to ensure that only devices on the 172.16.0.0 /16 network are able to poll or

send requests to the NTP server. The ntp access-group peer command allows the devices to

synchronize itself to remote systems that pass the access-list. Time synchronization and control queries are

allowed.

DLS1# conf t

Enter configuration commands, one per line. End with CNTL/Z.
DLS1 (config) # access-list 1 permit 127.127.1.1

DLS1 (config)# access-list 2 permit 172.16.0.0 0.0.255.255

)
DLS1 (config) #
DLS1 (config) # ntp access-group ?
peer Provide full access
query-only Allow only control queries
serve Provide server and query access

serve-only Provide only server access

DLS1 (config) # ntp access-group peer 1

DLS1 (config)# ntp access-group serve-only 2
DLS1 (config)# end

DLS1#

This command references the source address listed in access-list 2 to determine if NTP services will
rendered to the requesting device.

Aqui se puede ver la configuracion de la ACL para NTP en DLS1:
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|DLS1#show ntp associations
|

| address ref clock st when poll reach delay offset disp
*¥~127.127.1.1 LLOCL. 9 €] 16 377 0.000 0.000 0,245
| ¥ sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured

[DLSl#access-1ist 1 permit 127.127.1.1
% Invalid input detected at '~' marker.

IDLSl#cunfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
[DLS1 (config)#accessli

[DLS1 (config)#access-list 1 permit 127.127.1.1

DLS (configl#access-list 2 permit 172.16.0.0 ©.0.255.255
DLS1 (configl#ntp access-group peer 1

DLS1 (configl#ntp access-group serve-only 2

DLS1 (config)#f]

Step 3: Verify NTP on all devices.

Use the show ntp associations, show ntp status, show clock detail commands to verify
synchronization and configurations across the campus network.

DLS1# show ntp status

Clock is synchronized, stratum 10, reference is 127.127.1.1

nominal freq is 119.2092 Hz, actual freq is 119.2092 Hz, precision is 2**17

reference time 1is D963700D.38FAF326 (10:30:21.222 CDT Wed Jul 29 2015)

clock offset is 0.0000 msec, root delay is 0.00 msec

root dispersion is 0.48 msec, peer dispersion is 0.25 msec

loopfilter state is 'CTRL' (Normal Controlled Loop), drift is 0.000000000 s/s

system poll interval is 16, last update was 15 sec ago.

DLS1# show ntp associations

address ref clock st when poll reach delay offset disp
*~127.127.1.1 .LOCL. 9 0 16 377 0.000 0.000 0.244
* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured
DLS1#

DLS1# show clock detail

10:31:16.453 CDT Wed Jul 29 2015

Time source is NTP

Summer time starts 02:00:00 CST Sun Mar 8 2015
Summer time ends 02:00:00 CDT Sun Nov 1 2015
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(=] DLS1 + - 0O X%
File Edit View Terminal Tabs Help

DLS1 ® iDLsz ® |AL51 ® |m52 ®

DLS1(config)#access-1ist 2 permit 172.16.0.0 0.0,255.255

DLS1 (configl#ntp access-group peer 1

DLS1(configl#ntp access-group serve-only 2

DLS1 (config)#end

DLS1#

DLS1#

DLS1#

DLS1#

Mow 23 05:50:03.793: %5YS-5-CONFIG I: Configured from console by console
DLSl#show ntp status

Clock i1s synchronized, stratum 10, reference is 127.127.1.1

nominal freq is 1000.0003 Hz, actual freq is 1000.0003 Hz, precision 1s 2¥*16
ntp uptime i1s 240600 (1/100 of seconds), resolution is 1000

reference time is DDCOEOL4.DO3ACOCT (00:50:12.813 COT Thu Mov 23 2017)

clock offset i1s 0.0000 msec, root delay is ©.00 msec

root dispersion 1s 0.32 msec, peer dispersion 1s 0.24 msec

loopfilter state is 'CTRL' (Mormal Controlled Loop). drift is 0.000000000 s/s
system poll interval is 16, last update was 5 sec ago.

DLSl#show ntp assoclations

address ref clock st  when poll reach delay offset disp
*-127.127.1.1 LLOCL., 9 14 16 377 0.000 0.000 0.245
¥ gys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured

DLSl#show clock detail
00:50:31.611 COT Thu Nov 23 2017
Time source is NTP

DLS1#

Compare the output on DLS2 to ALS1 and ALS2 devices.

DLS2# show ntp status

Clock is synchronized, stratum 11, reference is 172.16.99.1

nominal freq is 119.2092 Hz, actual freq is 119.2092 Hz, precision is 2**17
reference time 1is D9636FBE.B4569C10 (10:29:02.704 CDT Wed Jul 29 2015)

clock offset is 0.3609 msec, root delay is 1.99 msec

root dispersion is 7.82 msec, peer dispersion is 3.64 msec

loopfilter state is 'CTRL' (Normal Controlled Loop), drift is -0.000000003 s/s
system poll interval is 128, last update was 170 sec ago.

DLS2#

DLS2# show ntp associations

address ref clock st when poll reach delay offset disp
*~172.16.99.1 127.127.1.1 10 176 128 376  1.990 0.360 3.642
* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured
DLS2#

DLS2# show clock detail

10:32:02.545 CDT Wed Jul 29 2015

Time source is NTP

Summer time starts 02:00:00 CST Sun Mar 8 2015
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Summer time ends 02:00:00 CDT Sun Nov 1 2015

(] DLS2 + _ O X
File Edit View Terminal Tabs Help
DLS1 3% | DLS2 % |ALS1 % |AL52 ®

nominal freq is 1000.0003 Hz, actual freg is 999.5003 Hz, precilsion 1s 2**16
ntp uptime 1s 196700 (1/100 of seconds), resolution 1s 1061

reference time 1s DDCODE3D.CAG94169 (00:42:21.790 COT Thu Mov 23 2017)

clock offset is 7.5149 msec, root delay is 3.29 msec

root dispersion 1s 7946.34 msec, peer dispersion 1s 7937.51 msec

loopfilter state is 'CTRL' (Mormal Controlled Loop)., drift is 0.000499998 s/s
system poll interval is 64, last update was 62 sec ago.

DLS2#

DLS2#

DLS2#show ntp status

Clock 1s synchronized, stratum 11, reference is 172.16.99.1

nominal freq is 1000.0003 Hz, actual freq is 999.5003 Hz, preclsion 1s 2**¥16
ntp uptime 1s 247400 (1/100 of seconds), resolution is 1001

reference time is DDCEDE3D.CAG94169 (00:42:21.790 COT Thu Mov 23 2017)

clock offset is 94,9766 msec, root delay 1s 3.29 msec

root dispersion 1s 7953.94 msec, peer dispersion 1s 5.54 msec

loopfilter state is 'CTRL' (Mormal Controlled Loop). drift is 0.000499998 s/s
system poll interval is 64, last update was 568 sec ago.

DLS2#show ntp assoclations

address ref clock st  when poll reach delay offset disp
*-172.16.99.1 127.127.1.1 10 33 54 17 2,835 94,976 5.543

¥ gys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured
DLS2#show clock detail
00:52:00.358 COT Thu Nov 23 2017
Time source 1s NTP |
iy |

ALS1# show ntp status

Clock is synchronized, stratum 11, reference is 172.16.99.1

nominal freq is 119.2092 Hz, actual freq is 119.2093 Hz, precision is 2**17
reference time 1is D9636FCD.C3C21CD9 (10:29:17.764 CDT Wed Jul 29 2015)

clock offset is -2.6199 msec, root delay is 2.16 msec

root dispersion is 13.73 msec, peer dispersion is 67.34 msec

loopfilter state is 'CTRL' (Normal Controlled Loop), drift is -0.000000145 s/s
system poll interval is 64, last update was 225 sec ago.

ALS1#

ALS1# show ntp associations

address ref clock st when poll reach delay offset disp
*~172.16.99.1 127.127.1.1 10 229 64 370 2.165 -2.619 67.347

* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured
ALS1#

ALS1# show clock detail

10:33:12.625 CDT Wed Jul 29 2015

Time source is NTP

Summer time starts 02:00:00 CST Sun Mar 8 2015
Summer time ends 02:00:00 CDT Sun Nov 1 2015
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(=] ALS1 + - 0O X
File Edit View Terminal Tabs Help

DL51 # |DL52 H [HLS’I b4 ]ﬁLSZ #

ALS1#

ALS1#

ALS1#

ALS1#

ALS1#

ALS1#

ALS1#

ALS1#

ALS1#

ALSl#show ntp status

Clock 1s synchronized, stratum 11, reference is 172.16.99.1

nominal freq is 1000.0003 Hz, actual freq is 999.5003 Hz, preclsion 1s 2**¥16
ntp uptime 1s 231200 (1/100 of seconds), resolution is 1001

reference time is DDCEDE3S.1BSEBBSA (00:42:13.107 COT Thu MNov 23 2017)

clock offset 1s 6.8197 msec, root delay is 3.27 msec

root dispersion 1s 7947.12 msec, peer dispersion 1s 4.22 msec

loopfilter state is 'CTRL' (Mormal Controlled Loop). drift is 0.000499998 s/s
system poll interval is 64, last update was 599 sec ago.

ALSl#show ntp assoclations

address ref clock st  when poll reach delay offset disp
*-172.16.99.1 127.127.1.1 10 62 54 17 2,633 6£.819 4,229

¥ gys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured
ALSl#show clock detail
00:52:20,270 COT Thu Nov 23 2017
Time source 1s NTP |
ALS1#)

ALS2# show ntp status

Clock is synchronized, stratum 11, reference is 172.16.99.1

nominal freq is 119.2092 Hz, actual freq is 119.2093 Hz, precision is 2**17
reference time 1is D9636E71.F02399BE (10:23:29.938 CDT Wed Jul 29 2015)

clock offset is -5.3988 msec, root delay is 1.81 msec

root dispersion is 18.57 msec, peer dispersion is 195.04 msec

loopfilter state is 'CTRL' (Normal Controlled Loop), drift is -0.000000103 s/s
system poll interval is 64, last update was 624 sec ago.

ALS2#

ALS2# show ntp associations

address ref clock st when poll reach delay offset disp
*~172.16.99.1 127.127.1.1 10 306 64 360 1.811 -5.398 195.04

* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured
ALS2#

ALS2# show clock detail

10:34:04.084 CDT Wed Jul 29 2015

Time source is NTP

Summer time starts 02:00:00 CST Sun Mar 8 2015
Summer time ends 02:00:00 CDT Sun Nov 1 2015

116
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DLS1 b4 |DL52 ® |AL51 % [ALsz %

ALS2#

ALS2#

ALSZ2#

ALS2#

ALS2#

ALS2#

ALSZ2#

ALS2#

ALS2#

ALSZ#show ntp status

Clock 1s synchronized, stratum 11, reference is 172.16.99.1

nominal freq is 1000.0003 Hz, actual freq is 999.7445 Hz, preclsion 1s 2*%¥17
ntp uptime 1s 164900 (1/100 of seconds), resolution is 1001

reference time 1s DDCOEDESC. 95F02F23 (00:43:08.585 COT Thu MNov 23 2017)

clock offset 1s -25.1039 msec, root delay i1s 3.30 msec

root dispersion 1s 7946.35 msec, peer dispersion 1s 4.22 msec

loopfilter state is 'CTRL' (Mormal Controlled Loop)., drift is 0.0002557356 s/s
system poll interval is 64, last update was 558 sec ago.

ALSZ#show ntp assoclations

address ref clock st  when poll reach delay offset disp
*-172.16.99.1 127.127.1.1 10 34 54 17 3.048 -25.103 4,225

¥ gys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured
ALS2#show clock detail
00:52:36.744 COT Thu Nov 23 2017
Time source 1s NTP I
aLs2#)

Step 4: End of Lab.

Save your configurations. The equipment should be in the correct end state from this lab for Lab 7-2, SNMP.
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CCNPv7.1_SWITCH_Lab7-2_SNMP_STUDENT

Topology
VLAN 99: 172.16.99.1 VLAN 99: 172.16.99.2
NTP Server NTP Client
Host C
VLAN 99
172.16.99.100/24
o
o
y——=
ALS1 Fa0/12 Fa0/12
NTP Client NTP Client
VLAN 99: 172.16.99.3 VLAN 99: 172.16.99.4
All Switch-to-Switch connections are 802.1q trunks
Objective

o Configure an SNMP View

e Configure SNMP version 2c
e Configure SNMP version 3
e Verify SNMP operation

Background

The Simple Network Management Protocol (SNMP) is an application layer protocol that facilitates the
exchange of management information between an agent and a management server. SNMP enables network
administrators to monitor and manage network performance, find and solve network problems, and plan for
network growth. SNMP management workstations can ask (get) for the value of a specific object identifier
(OID) from the management information base (MIB) maintained by SNMP agents. The Manager can also
configure (set) specific variable values in an OID. Additionally, the agent can send notifications (traps or
informs) when an event occurs or threshold is reached (simply put, an inform is a trap that must be
acknowledged by the manager). Like any powerful tool, SNMP can be dangerous if not used properly, and
securing the protocol and its uses are critical.

There are three SNMP versions. SNMPV3 is considered the most secure because it offers authentication and
encryption, where SNMP versions 1 and 2 offer neither. SNMP access can also be limited using an access
control list.

In this lab you will configure SNMP v3 on the distribution layer switches and SNMP v2c on the access layer
switches. The network should still be configured and operating based on the configurations that you applied in
Lab 7-1 Synchronizing NTP in the campus network. All SNMP communications will be carried on the
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Management VLAN (VLAN 99), and agent access will be restricted to the IP address of the Network
management Server (HOST C).

Note: This lab uses Cisco Catalyst 3560 and 2960 switches running Cisco 10S 15.0(2) IP Services and LAN
Base images, respectively. The 3560 and 2960 switches are configured with the SDM templates “dual-ipv4-
and-ipv6 routing” and “lanbase-routing”, respectively. Depending on the switch model and Cisco IOS Software
version, the commands available and output produced might vary from what is shown in this lab. Catalyst
3650 switches (running any Cisco IOS XE release) and Catalyst 2960-Plus switches (running any supported
Cisco I0S image) can be used in place of the Catalyst 3560 switches and the Catalyst 2960 switches.

Required Resources

e 2 switches (Cisco 2960 with the Cisco I0S Release 15.0(2)SE6 C2960-LANBASEK9-M image or
comparable)

e 2 switches (Cisco 3560 with the Cisco I0S Release 15.0(2)SE6 C3560-IPSERVICESK9-M image or
comparable)

e Ethernet and console cables

e 1 PC (Windows Host with a Static IP) with Network Monitoring software (the free version of
ManageEngine MIB Browser is used in this lab
Part 2. Prepare for the Lab

This lab uses the existing configurations from Lab 7-1 Synchronizing NTP in the Campus Network. The
NTP functionality and security is not critical to perform this lab. However, you will need L2 trunking configured.

Step 1: Configure host access for Host C

Configure DLS1 interface FO/6 for access to VLAN 99 and configure Host C with the IP address
172.16.99.100/24 with a default gateway of 172.16.99.1. Verify Host C can ping all four switch management
interfaces.

Part 3: Configure general SNMP parameters
In this part you will configure general SNMP parameters that will be used by all four switches.

Step 1: Configure general SNMP information

Configure general values to identify the device, it's location, and a point of contact. Configure this with
appropriate values on all four switches:

DLS1 (config) # snmp-server location DLS1 Rack 1
DLS1 (config) # snmp-server contact Student
DLS1 (config) # snmp-server chassis-id Cisco 3560v2 SN FTX2222222
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changed state to up

DLS1{config) #snmp-server location DLS1 Rack 1
% Invalid input detected at '~' marker.
DLS1({config)# snmp-server contact Student

% Invalid input detected at '~' marker.
DLS1(configi# snmp-server?

snmp-server

DLS1{config) §snmp-server location DLS1 Rack 1
% Invalid input detected at '~' marker.
DLS1{configl# snmp-server comtact Student

% Invalid input detected at '~' marker.

% Invalid input detected at '~ marker.

DLS1 (config)§

Copy Paste

[ 1ep

L I T P R VS R ¥ P Py prpey )

Step 2: Configure access-lists for SNMP.

Configure an access list on each switch. This ACL will be used to specify exactly where SNMP get and set
messages should be coming from. In this lab, the 172.16.99.0/24 network is the management network.

Configure this ACL on all four switches:

DLS1 (config) # ip access-list standard NMS-SERVERS
DLS1 (config-std-nacl)# permit 172.16.99.0 0.0.0.255

DLS1 (config-std-nacl) # exit
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% Invalid input detected at '"' marker.

CL31 (config)§ snmp-server contact Student

% Invalid input detected at '~' marker.

DLS51 (configl# snmp-server?
snmp-server
DLEl (config) #snmp-server location DLS1 Rack 1

% Invalid input detected at '~' marker.

DLS1 (config)# snmp-server contact Student

% Invalid input detected at '~' marker.

% Invalid input detected at '~' marker.

(config)#ip access-list standard NMS-SERVERS
fig-std-nacl) gpermit 172.16.539.0 0.0.0.255
g-std-nacl) fexit

DLS1 (config) &

Copy

[ Top

Paste
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Step 3: Configure an SNMP view.

Access to the MIB is open access by default, and any authorized user can read or change the value of any
OID in the MIB. Besides the ACL, you should also configure SNMP VIEWSs. A view specifically allows or
disallows access to certain parts of the MIB, which can provide both security and help control CPU utilization
by limiting large SNMP polls.

The MIB is large and there are many different branches and variables, so how the views are configured really
depends on how the NMS is implemented versus other SNMP access to the system. Views should be created
and configured to contain those variables required by the different entities that might use SNMP to access
your devices.

The output below is a basic view configuration that follows Cisco's guidance for OID access located at
http://www.cisco.com/en/US/docs/ios-xml/ios/snmp/configuration/12-4t/nm-snmp-cfg-snmp-support.html.
The commands specify the "root" of the MIB tree and then further specifies sub-branches that are excluded.
Configure this view on all four switches.

DLS1 (config) #snmp-server view NMS-LIMIT iso included

( )
DLS1 (config) #snmp-server view NMS-LIMIT 1.3.6.1.2.1.4.21 excluded
DLS1 (config) #snmp-server view NMS-LIMIT 1.3.6.1.2.1.4.22 excluded
DLS1 (config) #snmp-server view NMS-LIMIT 1.3.6.1.2.1.4.35 excluded
DLS1 (config) #snmp-server view NMS-LIMIT 1.3.6.1.2.1.3 excluded
DLS1 (config) #snmp-server view NMS-LIMIT 1.3.6.1.6.3.15 excluded
DLS1 (config) #snmp-server view NMS-LIMIT 1.3.6.1.6.3.16 excluded
DLS1 (config) #snmp-server view NMS-LIMIT 1.3.6.1.6.3.18 excluded
¥ pLsi - m| X
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DLS1 (config) fsnmp-server view NMS-LIMIT 1.3.6.1.2.1.4.22 excluded

% Invalid input detected ;t, "' marker.

DL51 (config) §snmp-server view NMS-LIMIT 1.3.6.1.Z2.1.4.35 excluded

% Invzlid input detected ;t 't marker.

DLS1 {config) §snmp-server view NMS-LIMIT 1.3.6.1.2.1.3 excluded

% Invalid input detected ;t, "' marker.

LL51 {config) #snmp-server wview NMS-LIMIT 1.3.8.1.&.3.15 excluded

% Invalid input detected ;t, "' marker.

DLS51 (config) §snmp-server view NMS-LIMIT 1.3.6.1.&8.3.1¢ excluded

% Invalid input detected ;t '~' marker.

DLSl{config) §snmp-server view NMS-LIMIT 1.3.6.1.6.3.18 excluded

% Invalid input detected ;t, "' marker.

DLS1 (config) £ v

Copy Paste

[ op

The OID values in the above configuration correspond to the following:

Note: iso in the text below refers to the root of the MIB tree

1.3.6.1.2.1.4.21 is (iso-1).(org-3).(dod-6).(internet-1).(mgmt-2).(mib2-1).(ip-4).(ipRoute Table-21).
1.3.6.1.2.1.4.21 is (iso-1).(org-3).(dod-6).(internet-1).(mgmt-2).(mib2-1).(ip-4).(ipNetToMediaTable-22).
1.3.6.1.2.1.4.21 is (iso-1).(org-3).(dod-6).(internet-1).(mgmt-2).(mib2-1).(ip-4).(ipNetToPhysical Table-35).
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1.3.6.1.2.1.3 is (iso-1).(org-3).(dod-6).(internet-1).(mgmt-2).(mib2-1).(atTable-3)

1.3.6.1.6.3.15 is (is0-1).(org-3).(dod-6).(internet-1).(snmpv2-6).(snmpModules-3).(snmpUsmMIB-15)
1.3.6.1.6.3.16 is (is0-1).(org-3).(dod-6).(internet-1).(snmpv2-6).(snmpModules-3).(snmpVacMMIB-16)
1.3.6.1.6.3.18 is (is0-1).(org-3).(dod-6).(internet-1).(snmpv2-6).(snmpModules-3).(snmpCommunityMIB-18)

The NMS-LIMIT view above will protect some of the SNMP credentials from accidental exposure
(nsmpUsmMIB, snmpVacmMIB, snmpCommunityMIB) and deny access to the Routing Table (ipRouteTable),
the ARP table (atTable), and the deprecated ipNetToMediaTable and ipNetToPhysicalTable OIDs.

Part 4. Configure DLS1 and DLS2 for SNMPv3

Step 1: Configure SNMP groups.

SNMP groups are a construct that allows for users and views to be associated with one another.

Included as a part of the group configuration for SNMPv3 is the security model (no auth, auth, or priv),
optional associated read, write, and inform views, and optional access-list controlling source addresses in the

group.
In the output below, a group called ccnp-switch3 is created to use SNMPvV3, the security features

implemented by the group, the read view of NMS-LIMIT and is restricted by the ACL NMS-SERVERS.
Configure this on both DLS1 and DLS2. An example from DLS1:

DLS1 (config) # snmp-server group ccnp-switch3 v3 priv read NMS-LIMIT access
NMS-SERVERS

»
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% Invalid input detected at '~' marker._ A
DLSl (config) #snmp-server view NMS-LIMIT 1.2.6.1.2.1.23 excluded
% Invalid input detected at '~' marker._

DLS1 (config) #snmp-server view NMS-LIMIT 1.3.6.1.6.3.15 excluded

% Invalid input detected at '~' marker.

DL31 (config) #snmp-server view NMS-LIMIT 1.3.6.1.6.3.16 excluded

% Inwvalid input detected at '~' marker.
DLS1 (config) §snmp-server view NMS-LIMIT 1.3.6.1_6.3. 18 excluded
% Inwvalid input detected at '~' marker.

DLS1(config)
DLS1(config) §snmp-server group ccnp-switch3 v3 priv read NMS-
LIMIT access NM5-SERVERS

% Invalid input detected at '~' marker.

DLS1(config) s

Copy Paste
O1op

Step 2: Configure SNMP users.

Configure users on DLS1 and DLS2. They will use an SNMPv3 user who is a part of the group ccnp-
switch3. They will authenticate using SHA with password cisc0123, and will encrypt using AES 128 with a
password of cisco123. Configure this on both DLS1 and DLS2. An example from DLS1:
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DLS1 (config) # snmp-server user student ccnp-switch3 v3 auth sha ciscol23 priv
aes 128 ciscol23
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DLS1 (config) §snmp-server view NMS-LIMIT 1.3.6.1.6.3.15 excluded
% Invalid input detected at '~' marker.

LLS1 (config) §snmp-server view NMS-LIMIT 1.3.6.1.&.3.18 excluded

% Invalid input detected at "' marker.

DLS1 (config) §snmp-server view NMS-LIMIT 1.3.6.1.6.3.18 excluded

% Invalid input detected at '~' marker.

DLS1 (config)$
DLS1 {config) #samp-ssrver group ceap-switch3 v3 priv read NMS-
LIMIT access NMS5-SERVERS

% Invalid input detected at '~' marker.

DLS1 (config) §snmp-server user student conp-switch3 v3 auth sha
ciscolZd priv aes 128 ciscol23

% Invalid input detected at '~' marker.
DL51 (config) & hd
[ Top

Note: This command will not show in the running configuration after it is entered.

After configuring the user, you should see this SYSLOG message:

Configuring snmpv3 USM user, persisting snmpEngineBoots. Please Wait...

Step 3: Configure SNMP trap receiver

Configure the NMS server traps will be sent to. As a part of this command, specific traps or sets of traps to
send can be specified. If no traps are specified, this receiver will be forwarded all traps that are enabled. This
particular configuration needs to be coordinated with the network management system and network
monitoring requirements for the organization.

Configure 172.16.99.100 as a trap receiver for DLS1 and DLS2 For simplicity, do not configure any trap limits.
Configure this on both DLS1 and DLS2. An example from DLS1:

DLS1 (config) # snmp-server host 172.16.99.100 traps version 3 priv student
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DLS1 {config) #snmp-server view NMS-LIMIT 1.3.6.1.%.3.1¢ excluded A

% Invalid input detected at '*' marker_

DLS1 {config) #snmp-server view NMS-LIMIT 1.3.6.1.%.3.18 excluded

% Invalid input detected at '~' marker.

DL51 {config) &
DL51 {config) §snmp-server group conp-switch3 v3 priv read NMS—
LIMIT access NMS-SERVERS

% Invalid input detected at '*' marker_

DLS1{config) §snmp-server user student ccnp-switch3 v3 suth sha
ciscolZ3 priv aes 128 ciscoli3

% Invalid input detected at '~' marker.

DLS1 (config) §snmp-server host 172.16.95.100 traps version 3 priv

student

% Invalid input detected at '~' marker.

DL51 {config) ] hd
[ Top

Step 4: Configure Interface Index Persistence.

Network monitoring systems record throughput and other interface statistics using SNMP polling. Each
interface is referenced by its unique index number, which is dynamically assigned by the IOS upon boot. The
index of each interface can be determined with the command show snmp mib ifmib ifindex. The dynamic
assignment aspect of this can be problematic for documentation. Therefore, it is a good idea to instruct the
system to keep a persistent list of interfaces rather than a dynamic one. The use of this command creates a
file stored in NVRAM. Configure this on both DLS1 and DLS2. An example from DLS1:

DLS1 (config) # snmp-server ifindex persist
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DL51 (config) §snmp-server view NMS-LIMIT 1.3.6.1.6.3.18 excluded

% Invalid input detected at '~' marker.

DLS1 (config) #
DL51 (config) §snmp-server group ccop-switch3 v3 priv read NMS-
LIMIT access NMS-SERVERS

% Inwvalid input detected at '~' marker.

DLS1 (config) §snmp-server user student ccnp-switch3 v3 auth sha
cisceolZ23 priv aes 128 ciscoli3

% Invalid input detected at '~' marker.

DLS1 (config) #snmp-server host 172.16.33.100 traps version 3 priv
student

% Invalid input detected at '~' marker.

DL51 (config) §snmp-server ifindex persist

% Invalid input detected at marker.

DLS1 (configl g

[ op

Step 5: Enable SNMP Trap Sending

This final command actually enables the forwarding of traps to the configured trap receivers. As a part of this
command, traps can be limited (as they can be in the snmp-server host command). Once again this will need

to be coordinated with the network management system and network monitoring requirements for the
organization. Configure this on both DLS1 and DLS2. An example from DLS1:

DLS1 (config) # snmp-server enable traps

L i

% Invalid input detected at '~' marker.
DLS1 (config) § hd
[ 7op

o X
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DLS1 (config) £ 7
DLS1 (config) #snmp-server group ccnp-switch3 v3 priv read NMS-
LIMIT access NMS-SEZRVERS

% Invalid inmpur detected zt '~' marker_

DLS1 (config) #snmp-server user student cenp-switchd v3 auth sha
ciscol3 priv aes 128 ciscolZ3

% Invalid inmpur detected zt '~' marker_
DLS1 (config) ¢snmp-server host 172.16.99.100 traps version 3 priv
student

% Iavalid input detscted st '"' marksr.
DLS1(config) #snmp-server ifindex persist
% Iavalid input detscted st '"' marksr.

DLS1(config) #snmp-server enable traps

Verify SNMP configuration.

To very quickly verify that traps are being sent, issue the command debug snmp packets and then enter
configuration mode. You should see debug output indicating a packet was sent:
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DLS1# debug snmp packets

SNMP packet debugging is on

DLS1#

DLS1# conf t

Enter configuration commands, one per line. End with CNTL/Z.

DLS1 (config) #

Jul 30 18:27:05.274:

sysUpTime.0 = 37646

snmpTrapOID.0 = ciscoConfigManMIB.2.0.1

ccmHistoryEventEntry.3.7 = 1

ccmHistoryEventEntry.4.7 = 2
ccmHistoryEventEntry.5.7 = 3
DLS1 (config) # end
DLS1# undebug all
¥ pLst - O X
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DLE1 (config) snmp-server enable traps =
& Invzalid input detected at '"' marker.
DLS1 (config) #end
DLS1#
%5¥5-5-CONFIG _I: Configured from conscle by console
DLS1§debug samp packets
% Invelid input detected at '~' marker.
DLS1fconf t©
Enter configuration commands, one per line. End with CNTIL/Z.
DLS1 (config) #ens
% Invalid input detected at '~' marker_
DL51 (config) #end
DLS1$
%5¥S5-5-CONFIG_I: Configured from conscle by consocle
DLSlf#undebug a1l
A1l possible debugging has been turned off
DL51§ <
Copy Paste
[7op

Use the show snmp command to view configuration information for SNMP:

DLS1#

show snmp

Chassis: Cisco 3560v2 SN FTX2222222
Contact: Student

Location: DLS1 Rack 1

0 SNMP packets input

0

0
0
0
0

Bad SNMP version errors

Unknown community name

Illegal operation for community name supplied
Encoding errors

Number of requested variables

SNMP: Queuing packet to 172.16.99.100
Jul 30 18:27:05.274: SNMP: V2 Trap, reqgid 1, errstat 0, erridx 0
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0
0 Get-request PDUs
0 Get-next PDUs
0 Set-request PDUs

0 Input gqueue packet drops
1 SNMP packets output

Number of altered variables

(Maximum queue size 1000)

0 Too big errors (Maximum packet size 1500)

No such name errors

Bad values errors

Response PDUs
Trap PDUs
SNMP global trap: enabled

0
0
0 General errors
0
1

SNMP logging: enabled

Logging to 172.16.99.100.162, 0/10, 1 sent, 0 dropped.

SNMP agent enabled

Ll ® pLs - m} x
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DLS1(monfig) #and
DLS1§
%5YS-5-CONFIG I: Configured from conscle by console
DLS1#debug snmp packets
% Invalid input detected at '~' marker.
DLSlgconf &
Enter configuration commands, cne per line. End with CNTL/Z.
DL5S1(config) #ens
% Invalid input detected at '~" marker.
DL5S1(config) #end
DLS1§
®5YS-5-CONFIG_I: Configured from conscle by console
DLSlf#undebug all
211 possible debugging has been turned off
DLS1%
DLS1l#shov snmp
%5NMP zgent not enabled
DLs1g|
[ Top

Use the show snmp view command:

DLS1# show snmp view

cac view pimMIB - included read-only active

cac _view msdpMIB - included read-only active

cac _view ip - included read-only active

cac _view ospf - included read-only active

cac _view bgp - included read-only active

cac _view dotldBridge - included read-only active

cac_view ipMRouteStdMIB - included read-only active

cac_view igmpStdMIB - included read-only active

cac_view ipForward - included read-only active
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cac_view
cac_view
cac view
cac view
cac view
cac_view
cac_view
cac_view
cac view
cac view
cac_view
cac_view
cac_view
cac_view
cac_view
cac_view
cac_view
cac_view
cac_view
cac_view
cac_view
cac_view
cac_view
cac_view
cac_view
cac_view
NMS-LIMIT
NMS-LIMIT
NMS-LIMIT
NMS-LIMIT
NMS-LIMIT
NMS-LIMIT
NMS-LIMIT
NMS-LIMIT
vlidefault
vlidefault
vlidefault
vlidefault
vlidefault
vldefault

*tv.FFFFF
FFFFFFF.F

*tv.FFFFF
FFFFFFF.F
volatile

ipTrafficStats - included read-only active
ospfTrap - included read-only active
sysUpTime.0 - included read-only active
ciscoPingMIB - included read-only active
ciscoStpExtensionsMIB - included read-only active
ciscoIpSecFlowMonitorMIB - included read-only active
ciscoPimMIB - included read-only active
ciscoMgmt.187 - included read-only active
ciscoEigrpMIB - included read-only active
ciscoCefMIB - included read-only active
ciscoIpMRouteMIB - included read-only active
ciscoIPsecMIB - included read-only active

cospf - included read-only active
ciscoExperiment.101 - included read-only active
ciscoletfIsisMIB - included read-only active
ifIndex - included read-only active

ifDescr - included read-only active

ifType - included read-only active
ifAdminStatus - included read-only active
ifOperStatus - included read-only active
snmpTraps.3 - included read-only active

snmpTraps.4 included read-only active
snmpTrapOID.
snmpMIB.1.4.
1ifEntry.20

cciDescriptionkEntry.l - included read-only active

0 - included read-only active
3.

0 - included read-only active
included read-only active

iso - included nonvolatile active
at - excluded nonvolatile active

snmpUsmMIB - excluded nonvolatile active
snmpVacmMIB - excluded nonvolatile active
snmpCommunityMIB - excluded nonvolatile active
ip.21 - excluded nonvolatile active

ip.22 - excluded nonvolatile active

ip.35 - excluded nonvolatile active

iso - included permanent active

internet - included permanent active
snmpUsmMIB - excluded permanent active
snmpVacmMIB - excluded permanent active
snmpCommunityMIB - excluded permanent active
ciscoMgmt.252 - excluded permanent active

FFF.FFFFFFFEF.FFFFFFFF.FFFFFFFEF . FFFFFFFF . FFFFFFEFE . FFFFFFFF . FFFFFFEFF . FFFFEFFFE . F
FFFFFFF.FFFFFFFF.FFFFFFFEF.FFFFFFFF.FFFFFFFFOF iso - included volatile active
FFF.FFFFFFFF.FFFFFFFF.FFFFFFFF.FFFFFFFF.FFFFFFFF . FFFFFFFF.FFFFFFFF . FFFFFFEFF.F
FFFFFFF.FFFFFFFF.FFFFFFFF.FFFFFFFF.FFFFFFFFOF 150.2.840.10036 included
active
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DLS1#debug snmp packets o

% Invalid input detected at '~' marker.

DLS1fconf t©
Enter configuration commands, one per line. End with CNTL/Z.
DL51{config) fens

% Invalid input detected at '~' marker.

DLS1 (config) §end
DLS1#
%S5YS-5-CONFIG_I: Configured from conscle by conscle

DLS1#undebug all

211 possible debugging has been turned off
DL31#

DLS1#show somp

%5SMME agent not ensbled

DL31#

DLS1#show somp view

% Invalid input detected at '~' marker_

DLS1# v

[ Tep

Verify SNMP groups.

DLS1# show snmp group

groupname: ccnp-switch3 security model:v3 priv
contextname: <no context specified> storage-type: nonvolatile
readview : NMS-LIMIT writeview: <no writeview
specified>

notifyview: *tv.FFFFFFFF.FFFFFFFF.FFFFFFEEF.F

row status: active access-list: NMS-SERVERS

DLS1#
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DLS1Econt t o
Enter configuration commands, one per line. Zad with CNTL/Z.
DLS1{config) fens

% Invalid input detected at marker.

DLS1 {config) fend
DLS1§
%5Y¥Y5-5-CONFIG_I: Configured from conscle by console

DLSlgundebug all

211 possible debugging has been turned off
DLS1¢

DLS1gshow snmp

%5MMP zgent not enzbled

DLS1¢

DLS1¢show snmp view

% Invalid input detected =t '~' mazker.
DLS1l#show snmp group

% Invalid input detected at '~' marker.

DL31E 2

O Top

Verify SNMPv3 users:

DLSl#show snmp user

User name: student

Engine ID: 800000090300E840406F7283
storage-type: nonvolatile active
Authentication Protocol: SHA

Privacy Protocol: AES128

Group-name: ccnp-switch3

¥ pLst — m} X
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% Invalid input detected at '~' marker. ~

DLS1 {config) fend
DLS1%
%5¥5-5-CONFIG_I: Configured from console by console

DLS1#undebug all

211 possible debugging has been
DLS1#

DLS1§show snmp

%5SNMFP agent not ensbled

DLS1§

DLS1#show snmp view

% Invalid imput detected st '~' markez.
DLS1#show somp group
% Invalid input detected at '~' marker.

DLS1§show snmp user

% Invalid input detected at '~' marker.

DLS1% hd

Copy Paste

O 1op
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Step 7: Configure MIBBrowser software

This lab uses the free tool "MIBBrowser" from ManageEngine for verification. Other tools that will listen for
traps at are acceptable substitutes as well.

On the MIBBrowser file menu, select Edit and Settings. Select the SNMP version 3 radio button, select
“Save V3 Settings to file and then click ADD.

[] MibBrowser s_ [

General | Mib Settings | Template Settings|
SHMP Wersion

D vl © v @ v3
General Options Get Bulk Options
Tirne Out 5 :I
— || Max Repetitions | 59
Retries i} :I
; Mon Repeaters | o
Encading 1S08858_1 E
W3 Opti
[ validate Broadcast Address [0
Context Mame
et Mask
Context ID
W3 Settings
[] 5et EnginelD For Adding %3 entry

[ 5ave ¥3 Settings to Database Database Settings

User... Secur... Auth... PrivP... Auth... Priv P... Targe... Targe... Engin... Entity

Add hdodify Delete

On the SnmpParameterPanel, fill in the values for the SNMPv3 user:

3 - -
Eﬂ SnmpParameterPanel &

W3 Parameters

Target Host | 172.16.99.1 Target Port 161
User Marme | student Security Level | Auth,Priv |~
Auth Protocol | SHA E Auth Password| *asrasss

Ftiv Protocol | CFE-AES-128 B Priv Password | *rsxannal

Cantext Mame Engine ID

[0]54 ” Cancel H Apply l

e Target Host: IP Address of DLS1 (172.16.99.1)
e User Name: student
e Security Level: Auth,Priv
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e Auth Protocol: SHA

e Auth Password: cisco123

e  Priv Protocol: CFB-AES-128
e Priv Password: cisco123

Once the values are entered, then, click ok. Click Add again and add DLS2 (172.16.99.2) with the same
values.

Once values are added for both devices, select DLS1’s entry and click OK.

student Auth,... SHA CFB-A.., **

Restore Defaults ’ 0K ” Cancel ]

Step 8: Verify SNMP TRAP Operation

Run MibBrowser. Select View and then Trap Viewer from the File Menu. The TrapViewer window will open.

Uncheck the "Authenticate v1/v2c traps (Community). Click into the Community field and change 'public'
to 'ccnp-switch3' and click the add button.

[ Authenticate ¥l v2c traps (Communityd 7] Enahle Logging | Log Format|2|

[7] Authenticate w3 Trap [] Enahle Mail
Port 162 TrapList IZ| Add Cel
Community cenp-switch3| TrapParser
[ s ] Stop Show Details CeieeEnty  |[ ParserEaitor |
‘ xma H Traps: Olnform: 0 | Status : Mot Listening for Traps |

Finally, click Start. TrapViewer is now listening for traps.

Go to the command prompt at DLS1 and DLS2 and enter configuration mode. You should see at least two
SNMPv3 traps collected in the TrapViewer. This validates that traps are being sent to the designated host.
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-
" TrapViewer E@Iﬂ
N -
Class Type Source Date Message
Clear | v3 Trap | 17216991 [Thulul30 13:35:37 ... |iso.org.dod.internet. .
Clear | v3 Trap | 17216.99.2  [Thulul3013:35:43 ... |iso.org.dod.internet. .
Authenticate vinvZe traps (Community) Enable Logging | Log Format
Authenticate v3 Trap Enable Mail Configure Mail
Port 162 TrapList 162:ccnp-switch3 IZI Add el
Cornrnunity | conp-swikchs TrapParser Load
Start ’ Stop ” Show Details ” Delete Entry ] FarserEditar
| o " Traps: 2 Inform ;0 | Status ; Listening for Traps
o

Step 9: Verify SNMP GET Operation

Move the TrapViewer window out of the way (do not close it) and click on the main MibBrowser window.
Under the "Loaded MibModules" category, expand SNMPv2-MIB, internet, mgmt, mib-2, and system and
then select sysLocation. Right click and select GET. You should see the system location information you
configured previously appear in the center window.

File  Eait [UE0Y operations  Help

2EdE® IS RS i eE 820 & H| 0w

4y Loaded MibModules

& IANAITyRe-MIE Host 172.16.99.1 Port 161
& RFC1213-MIB . § .
& IF-MIB Community FRERTE Write Community
| ER - =R Setvalue El
E, internet
=3 mgrnt Device Type
E ?%";j’mm Device Type Identified Mot Avaiable C Reload

Mone |z|

B sysDescr
W sysObjectiD

Suggested 0IDs

B sysUpTime Object 1D .Is0.0rg.dod.internet.mamt. mib-2 system, sysLocation. 0
Loading WIES mibsiRFC1213-MIB imibsUF-MIE i
MIB(s) Loaded Successfully.
Sent GET requestto 17216991 161
sysLocation.0 DLS1 Rack 1
| L snmp
L3 snmpvz e
Syntax DisplayString ( SIZE (0., 255 ) Status current
AcCESS read-vwite Reference
Index
OhjectID 1.3.6.1.2.1.1.6
@ E "The physical location of this node (e.g., ‘telephone +
D wloset, 3rd floor'). If the location is unknown, the £l
Glohal Yiew [ x

Click on Edit, then Settings. Select the second SNMPv3 entry and click OK, then repeat the above steps to
verify SNMPv3 is working with DLS2.
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o
rl sysLocation.0

H sysLocatio DLS1 Rack1
e sysSemices Reguest Failed: Error: Request Timed Outto 172.16.93.1

i3 sysORLastChange ||| gent GET requestto 17216.99.2 161

+ [ sysORTable
w1 snmp

sysLocation.0

DLS2 Rack 1

2 snmpvz equest Failed: Eror Request Timed Outto 172.16.99.2

Part 5: Configure ALS1 and ALS2 for SNMPv2c

Step 1: Configure SNMP Community String.

SNMPv2c using a community-string based authentication. Access can be limited further by using an access

list. Create a read-only community named ccnp-switch2 that is limited by the NMS-SERVERS ACL and
restricted to the view NMS-VIEW that was created earlier. Configure this on both ALS1 and ALS2. An

example from ALS1:

ALS1 (config) # snmp-server community ccnp-switch2 view NMS-LIMIT ro NMS-

SERVERS

B ALt

Physical Config CLI Attributes

105 Command Line Interface

Press RETURN to get started.

ALS1»en
ALSl§conf t©

HNMS-SERVERS

% Invalid input detected at '~' marker.

ALS1 (config)§

Enter configuration commands, one per line. End with CNTL/Z.
ALS]1 (config) §snmp-server community ccnp-switchZ wiew MMS-LIMIT ro

W

Copy

[ Top

—r = = T T = - >

Step 2: Configure SNMP trap receiver

Configure the NMS server traps will be sent to. As a part of this command, specific traps or sets of traps to

send can be specified. If no traps are specified, this receiver will be forwarded all traps that are enabled. This

particular configuration needs to be coordinated with the network management system and network

monitoring requirements for the organization.

Configure 172.16.99.100 as a trap receiver using SNMPv2c and the community ccnp-switch2. Configure this

on both ALS1 and ALS2. An example from ALS1:
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Step 3:

Network monitoring systems record throughput and other interface statistics using SNMP polling. Each

ALS]1 (config) # snmp-server host 172.16.99.100 version 2c ccnp-switch2

B a5t — m]

Physical Config cL Attributes

105 Command Line Interface

ALS1>en

2ALS1§conf t

Enter configuration commands, one per line. End with CNTL/Z.

AL51 (config) $snmp-server community cenp-switchZ view NMS-LIMIT ro
NMS-SERVERS

% Invalid input detected at '~' marker.

ALS1 (config) #snmp-server host 172.16.99.100 wversion Zc conp-
switchz

% Invalid input detected at '~' marker.

ALS1 {config) § hd

[ en

Configure Interface Index Persistence.

interface is referenced by its unique index number, which is dynamically assigned by the IOS upon boot. The

index of each interface can be determined with the command show snmp mib ifmib ifindex. The
dynamic assignment aspect of this can be problematic for documentation. Therefore, it is a good idea to
instruct the system to keep a persistent list of interfaces, rather than a dynamic one. The use of this

command creates a file stored in NVRAM. Configure this on both ALS1 and ALS2. An example from ALS1:

ALS1 (config) # snmp-server ifindex persist

B alst - m} b

Physical Config CLI Attributes

105 Command Line Interface

~
ALSl>en
ALSlgconf t
Enter configuraticn commands, cne per line. End with CNTL/Z.
ALS1(config) fsnmp-server community conp-switehZ view NMS-LIMIT zo
MMS-SERVERS
% Invalid input detected at '~' marker.
ALS1 (config) #snmp-server host 172.16.99.100 wersion Zc conp-
switchZ
% Invalid input detected at '~' marker.
ALS1(config)snmp-server ifindex persist
% Invalid input detected at '~' marker.
ALS1 (config)$ v

[ Top
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Step 4: Enable SNMP Trap Sending

This final command actually enables the forwarding of traps to the configured trap receivers. As a part of this
command, traps can be limited (as they can be in the snmp-server host command). Once again this will need
to be coordinated with the network management system and network monitoring requirements for the
organization. Configure this on both ALS1 and ALS2. An example from ALS1:

ALS1 (config) # snmp-server enable traps

Step 5: Verify SNMP configuration.

To very quickly verify that traps are being sent, issue the command debug snmp packets and then enter
configuration mode. You should see debug output indicating a packet was sent:
ALS1# debug snmp packets
SNMP packet debugging is on
ALS1#
ALS1l# conf t
Enter configuration commands, one per line. End with CNTL/Z.
ALS1 (config) #
Jul 30 18:57:17.770: SNMP: Queuing packet to 172.16.99.100
Jul 30 18:57:17.770: SNMP: V2 Trap, reqid 1, errstat 0, erridx 0
sysUpTime.0 = 878054
snmpTrapOID.0 = ciscoConfigManMIB.2.0.1
ccmHistoryEventEntry.3.5 = 1
ccmHistoryEventEntry.4.5 = 2
ccmHistoryEventEntry.5.5 = 3
ALS1 (config) # end
ALS1# undebug all

B as - m} *

Physical Config CLI Attributes

105 Command Line Interface

AL51»en

AL51fcont ¢

Enter configuration commands, one per line. End with CNTL/Z.
2L51 (config) §snmp-server community conp-switch? view MMS-LIMIT ro
NMS-SERVERS

% Invalid input detected a2t '"~' marker.

AL51 (config) ¢snmp-server host 172 .16.93 100 version Zc conp-
switch

% Invalid input detected at '~' marker.
AL51 (config) §snmp-server ifindex persist

% Invalid input detected at '~' marker.

ALS51 (config) #snmp-server enable traps

% Invalid input detected at '~' marker.
AL51 (config) § hd
[7op

At this point, look at the TrapViewer window and you should see a v2c trap was received.
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Source Date Message

Clear v3 Trap 172,16.99.1 Thu Jul 30 13:35:37 ... |.iso.org.dod.internet...
Clear w3 Trap 172,16.99.2 Thu Jul 30 13:35:43 ... |.iso.org.dod.internet...
Clear w2 Trap 172,16,99,3 Thu Jul 30 13:58:12 ... |.iso.org.dod.internet...

Use the show snmp command to view configuration information for SNMP:

ALS1# show snmp
Chassis: Cisco 2960 SN FTX4444444
Contact: Student
Location: ALS1 Rack 1
0 SNMP packets input
0 Bad SNMP version errors

0 Unknown community name

0 TITllegal operation for community name supplied

0 Encoding errors

0 Number of requested variables

0 Number of altered variables

0 Get-request PDUs

0 Get-next PDUs

0 Set-request PDUs

0 Input queue packet drops (Maximum queue size 1000)

1 SNMP packets output
0 Too big errors (Maximum packet size 1500)
No such name errors
Bad values errors
General errors
Response PDUs
Trap PDUs
SNMP global trap: enabled

R O O OO

SNMP logging: enabled

Logging to 172.16.99.100.162, 0/10, 1 sent, 0 dropped.
SNMP agent enabled
ALS1#
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Physical Config CLI Attributes

105 Command Line Interface

% Invalid input detected at '~' marker.

ALS1 (config) #snmp-server host 17Z_16.99_ 100 versiom Zc cconp—
switechZ

&% Invalid input detected at '~' marker.
ALS1 (config) #snmp-server ifindex persist
% Invalid input detected at '~' marker.

RLS1 (config) #snmp-server enable traps

% Invalid input detected at '~' marker._

ALE1 (config) §

2LS1(config) fend

2L31%

%5YS-5-CONFIG I: Configuzed from comscle by conscle

ALS1%

RLS1f#show snmp

%5NMP agent not enabled

21514 v

[ Top

Use the show snmp community command (community will be repeated for each VLAN, noted by the

@[vlan #]):

ALS1l# show snmp community

Community name: ccnp-switch?
Community Index: ccnp-switch?2
Community SecurityName: ccnp-switch?2

storage-type: nonvolatile active access-list: NMS-SERVERS

Community name: ccnp-switch2@l
Community Index: ccnp-switch2@l
Community SecurityName: ccnp-switch?2

storage-type: read-only active access-list:

Community name: ccnp-switch2@1002
Community Index: ccnp-switch2@1002
Community SecurityName: ccnp-switch?2

storage-type: read-only active access-list:

Community name: ccnp-switch2@1003
Community Index: ccnp-switch2@1003
Community SecurityName: ccnp-switch?2

storage-type: read-only active access-list:

Community name: ccnp-switch2@1004

NMS-SERVERS

NMS-SERVERS

NMS-SERVERS
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Community Index: ccnp-switch2@1004
Community SecurityName: ccnp-switch?2

storage-type: read-only active access-list:

Community name: ccnp-switch2@1005
Community Index: ccnp-switch2@1005
Community SecurityName: ccnp-switch?2

storage-type: read-only active access-list:

Community name: ccnp-switch2@99
Community Index: ccnp-switch2@99

Community SecurityName: ccnp-switch?2

storage-type: read-only active access-list:

ALS1#

0

“

ALST

Physical Config CLI Attributes

105 Command Line Interface

switchZ

% Invalid input detected at '~' marker.

ALSl{config) §snmp-server ifindex persist

% Invalid input detected at '~' marker.

ALSl (config) §snmp-server enable traps

% Invalid input detected at '~' marker.

2151 (config) §

2151 (config) #end

ALS1#

%SY¥YS-5-CONFIG_I: Configured from conscle by conscle

LLS1#

ALSlishow snmp

%5NMP agent not enzbled
ALSlishow snmp community

% Invalid input detected at '~' marker.

ALS1#

Copy

[ Top

Step 6: Verify SNMP TRAP Operation

MibBrowser's TrapViewer should still be open and listening for traps, and you should have already seen a

NMS-SERVERS

NMS-SERVERS

NMS-SERVERS

trap from ALS1. Go into configuration mode on ALS2 and verify a trap is received.
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Source Date Message
Clear w3 Trap 172,16,99,1 Thu Jul 30 13:35:37 ... [iso.org.dod.internet., .,
Clear w3 Trap 172,16,99.2 Thu Jul 30 13:35:43 ... [.iso.org.dod.internet, .,
Clear wZc Trap 172,16,99.3 Thu Jul 30 13:58:12 ... .iso.org.dod.internet., ..
Clear w2c Trap 172.16,99.4 Thu Jul 30 14:05:07 ... [.iso.org.dod.internet. .
N Clear w2c Trap 172.16,99.4 Thu Jul 30 14:05:09 .., [iso.org.dod.internet., .,

Step 7: Verify SNMP GET Operation

Next to verify GET operations in SNMPv2c are working, go back to the Settings screen (edit>settings) and
change the radio button selection from v3 to v2 and click OK.

Esj Mibﬂmrseﬂm_!_ u
 General’| mib Settings | Template Settings |
SMMP Yersion
vl @ w2t w3
General Options Get Bulk Options

Once you click OK you will be returned to the main screen. Here the host settings fields will be available for
editing . In the Host field, type 172.16.99.3 (ALS1), and in the Community field, type ccnp-switch2. Under the
"Loaded MibModules" category, expand SNMPv2-MIB, internet, mgmt, mib-2, and system and then select
sysLocation. Right click and select GET. You should see the system location information you configured

previously appear in the center window. Repeat this process for ALS2 (172.16.99.4) to verify SNMPvc is
configured correctly on this device.

sysLocation.0 ALS1 Rack
Request Failed: Error: Request Timed Qutto 172.16.95.3
5 oY hange Sent GET requestto 172.16.99.4 1 161
- sysORTahle sysLocation.0 ALS2 Rack 1
<1 snmp Request Failed: Errar: Request Timed Outto 172.16.99.4

Step 8: End of Lab

Do not save your configurations. The equipment will be reset for the next lab.

CCNPv7.1_SWITCH_Lab8-1_IP_SLA_SPAN_STUDENT

Topology
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DLS1 VLAN 99: 172.16.99.1/24
1 VLAN 100: 172.16.100.1/24

‘ VLAN 200: 172.16.200.1/24
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Objectives
e Configure trunking, VTP, and SVIs.

e Implement IP SLAs to monitor various network performance characteristics.

o Implement Remote SPAN

Background

Cisco I0S IP service level agreements (SLAs) allow users to monitor network performance between Cisco
devices (switches or routers) or from a Cisco device to a remote IP device. Cisco I0S IP SLAs can be applied
to VolP and video applications as well as monitoring end-to-end IP network performance.

The SPAN feature allows you to instruct a switch to send copies of packets seen on one port, multiple ports,
or an entire VLAN to another port on the same switch. Moreover, the Remote SPAN (RSPAN) feature takes
the SPAN feature beyond a single switch to a network, allowing you to remotely capture traffic on different
switches in the network. This is extremely useful in campus networks where a sniffer may not be located at
the desired traffic capture point. In addition, this allows you to permanently place a sniffer in the campus
network to SPAN traffic as necessary or when troubleshooting situations arise

In this lab, you configure trunking, VTP, and SVIs. You configure IP SLA monitors to test ICMP echo network
performance between DLS1 and each host. You also configure IP SLA monitors to measure jitter between
DLS1 and the access layer switches ALS1 and ALS2. Finally, you will set up an RSPAN and capture traffic.

Note: This lab uses the Cisco WS-C2960-24TT-L switch with the Cisco 10S image c2960-lanbasek9-mz.150-
2.SE6.binand the Catalyst 3560V2-24PS switch with the Cisco 10S image ¢3560-ipservicesk9-mz.150-
2.SE6.bin. Other switches and Cisco I0S Software versions can be used if they have comparable
capabilitiesand features. Depending on the switch model and Cisco 10S Software version, the commands
available and output produced might vary from what is shown in this lab.

Required Resources
e 2 switches (Cisco 2960 with the Cisco 10S Release 15.0(2)SE6C2960-LANBASEK9-M image or
comparable)

e 1 switches (Cisco 3560 with the Cisco I0S Release 15.0(2)SE6C3560-IPSERVICESK9-M image or
comparable)

e 2 PC’s with Windows OS. One of the PCs should be equipped with Wireshark Application
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e Ethernet and console cables
Part 6: Prepare for the Lab

Step 1: Prepare the switches for the lab

Use the reset. tcl script you created in Lab 1 “Preparing the Switch” to set your switches up for this lab.
Then load the file BASE.CFG into the running-config with the command copy flash:BASE.CFG
running-config. An example from DLS1:

DLS1# tclsh reset.tcl

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
[OK]

Erase of nvram: complete

Reloading the switch in 1 minute, type reload cancel to halt
Proceed with reload? [confirm]

*Mar 7 18:41:40.403: %SYS-7-NV_BLOCK INIT: Initialized the geometry of nvram

*Mar 7 18:41:41.141: %SYS-5-RELOAD: Reload requested by console. Reload Reason:
Reload command.

<switch reloads - output omitted>

Would you like to enter the initial configuration dialog? [yes/nol: n
Switch>en

*Mar 1 00:01:30.915: SLINK-5-CHANGED: Interface Vlanl, changed state to
administratively down

Switch# copy BASE.CFG running-config
Destination filename [running-config]?

184 bytes copied in 0.310 secs (594 bytes/sec)
DLS1#

Step 2: Configure basic switch parameters.

Configure an IP address on the management VLAN according to the diagram. VLAN 1 is the default
management VLAN, but following best practice, we will use a different VLAN. In this case, VLAN 99.

Enter basic configuration commands on each switch according to the diagram.

DLS1 example:

DLS1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
DLS1 (config) # interface vlan 99

DLS1 (config-if)# ip address 172.16.99.1 255.255.255.0

DLS1 (config-if) # no shutdown

The interface VLAN 99 will not come up immediately, because the broadcast domain it is associated with
(VLAN 99) doesn’t exist on the switch. We will fix that in a few moments.

(Optional) On each switch, create an enable secret password and configure the VTY lines to allow remote
access from other network devices.
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DLS1 example:

DLS1 (config) # enable secret class
DLS1
DLS1
DLS1 (config-line)# login

config)# line vty 0 15
config-line)# password cisco

(
(
(
(

Note: The passwords configured here are required for NETLAB compatibility only and are NOT
recommended for use in a live environment.

Note(2): For purely lab environment purposes, it is possible to configure the VTY lines so that they accept
any Telnet connection immediately, without asking for a password, and place the user into the privileged
EXEC mode directly. The configuration would be similar to the following example for DLS1:

DLS1 (config) # enable secret class

DLS1 (config) # line vty 0 15

DLS1 (
DLS1 (config-line) # privilege level 15

config-line)# no login

Note: The %PKI-6-AUTOSAVE message tells you that your BASE.CFG has been saved as the startup-config, so
a simple reload will revert the switch back to BASE configuration

a. Configure default gateways on ALS1 and ALS2. These are access layer switches operating as Layer 2
devices and need a default gateway to send traffic from their management interface to other networks.
Configure both ALS1 and ALS2. An example from ALS1 is shown:

ALS]1 (config)# ip default-gateway 172.16.99.1

Step 3: Configure host PCs.

Configure PCs Host A and Host B with the IP address and subnet mask shown in the topology. Host A is in
VLAN 100 with a default gateway of 172.16.100.1. Host B is in VLAN 200 with a default gateway of
172.16.200.1.

Step 4:Configure trunks and EtherChannels between switches.

Configure trunking according to the diagram. LACP is used for EtherChannel negotiation for these trunks.
Examples from DLS1 and ALS1 are shown. Configure all the switches with the channel groups shown in the
topology:

Configure the trunks and EtherChannel from DLS1 to ALS1 and ALS2.

DLS1 (config)# vlan 666

DLS1 (config-vlan) # name NATIVE DO _NOT USE

DLS1 (config-vlan) # exit

DLS1 (config) # int ran £0/7-10

DLS1 (config-if-range)# switchport trunk encapsulation dotlg
DLS1 (config-if-range)# switchport trunk native vlan 666
DLS1 (config-if-range)# switchport nonegotiate

DLS1 (config-if-range) # switchport mode trunk

DLS1 (config-if-range) # exit

DLS1 (config) # int ran £0/7-8

DLS1 (config-if-range)# channel-group 1 mode active

DLS1 (config-if-range)# description EtherChannel to ALS1
DLS1 (config-if-range)# no shut
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DLS1
DLS1
DLS1
DLS1
DLS1
DLS1

config-if-range) # exit

config)# int ran £0/9-10

config-if-range)# channel-group 2 mode active
config-if-range) # description EtherChannel to ALS2
config-if-range)# no shut

config-if-range) # exit

—~ o~ o~~~ o~

Configure the trunks and EtherChannel between ALS1 and ALS2.

ALS1
ALS1
ALS1
ALS1

config)# interface range fastEthernet 0/11 - 12
config-if-range) # switchport mode trunk
config-if-range)# channel-group 3 mode active
config-if-range) #no shut

P

Step 5: Configure VTP on ALS1 and ALS2.
Change the VTP mode of ALS1 and ALS2 to client.

ALS1 (config)# vtp mode client
Setting device to VTP CLIENT mode.

ALS2 (config)# wvtp mode client
Setting device to VTP CLIENT mode.

Step 6: Configure VTP on DLS1.
Create the VTP domain on DLS1, and create VLANs 100 and 200 for the domain.

DLS1 (config) # vtp domain SWPOD
DLS1 (config)# vtp version 2

DLS1
DLS1
DLS1
DLS1
DLS1
DLS1
DLS1
DLS1

config)# vlan 99

config-vlan)# name Management
config-vlan)# wvlan 100
config-vlan)# name Finance
config-vlan)# wvlan 200
config-vlan)# name Engineering
config-vlan)# exit

config) #

#
#
#
#

~ o~ o~~~ o~~~

Step 7: Configure access ports.
Configure the host ports for the appropriate VLANs according to the diagram.

ALS1
ALS1
ALS1
ALS1

config)# interface fastEthernet 0/6
config-if) # switchport mode access
config-if)# switchport access vlan 100
config-if) # no shut

P

ALS2
ALS2
ALS2
ALS1

config)# interface fastEthernet 0/6
config-if) # switchport mode access
config-if)# switchport access vlan 200
config-if)# no shut

P
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Step 8: Configure VLAN interfaces and enable routing.

On DLS1, create the SVIs for VLANs 100 and 200. Note that the corresponding Layer 2 VLANs must be

configured for the Layer 3 SVIs to activate. This was done in Step 6.

DLS1
DLS1
DLS1
DLS1

P

config)# interface wvlan 100
config-if)# ip address 172.16.100.1 255.255.255.0
config-if) # interface wvlan 200
config-if)# ip address 172.16.200.1 255.255.255.0

The ip routing command is also needed to allow the DLS1 switch to act as a Layer 3 device to route between
these VLANSs. Because the VLANS are all considered directly connected, a routing protocol is not needed at
this time. The default configuration on 3560 switches is no ip routing.

DLS1 (config) # ip routing

Verify the configuration using the show ip route command on DLS1.

DLS1# show ip route
Gateway of last resort is not set

QB Qe Q

DLS1#

172.16.
172.16.
172.16.
172.16.
172.16.
172.16.

| begin Gateway

172.16.0.0/16 is variably subnetted,

6 subnets,

99.0/24 is directly connected, V1an99
99.1/32 is directly connected, V1an99

100
100
200
200

.0/24
.1/32
.0/24
.1/32

is
is
is
is

directly
directly
directly
directly

connected,
connected,
connected,
connected,

V1anl00
V1anl00
V1an200
V1an200

2 masks

Run the following Tcl script on DLS1 to verify full connectivity. If these pings are not successful, troubleshoot.
DLS1l#tclsh

foreach address {

172.
172.

172
172

172.
172.

172
o

l6.
l6.
.16.
.16.
16.
16.
.16

99.1
99.101
99.102
100.1
200.1
100.101

.200.101

ping $address }

Part 7: Configure Cisco IOS IP SLA

Step 1: Configure Cisco IOS IP SLA responders.

IP SLA responders are Cisco I0OS devices that support the IP SLA control protocol. An IP SLA responder
uses the Cisco IOS IP SLA Control Protocol for notification configurationand on which port to listen and
respond. Some operations, such as ICMP echo, do not require a dedicated IP SLA responder.

Use the ip sla responder command on ALS1 and ALS2 to enable sending and receiving IP SLAs control

packets.
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Note: This command replaces the ip sla monitor responder command. All commands that used to begin with
“ip sla monitor” now begin with “ip sla” (without “monitor”). Configure this on both ALS1 and ALS2. An
example from ALS1:

ALS1 (config)# ip sla responder

Configure ALS1 and ALS2 as IP SLA responders for UDP jitter using the ip sla responder udp-echo
ipaddress command. Specify the IP address of DLS1 VLAN 1 to act as the destination IP address for the
reflected UDP traffic on both ALS1 and ALS2. Configure this on both ALS1 and ALS2. An example from
ALS1:

ALS1 (config)# ip sla responder udp-echo ipaddress 172.16.99.1 port
5000

Step 2: Configure the Cisco IOS IP SLA source to measure network performance.

IP SLA uses generated traffic to measure network performance between two networking devices.

On DLS1, create an IP SLA operation and enter IP SLA configuration mode with the ip sla operation-number
command.

DLS1 (config)# ip sla 1
DLS1 (config-ip-sla) #

Configure an IP SLA ICMP echo operation using the icmp-echo command in IP SLA configuration mode. The
IP SLA ICMP echo operation does not require a dedicated Cisco IOS IP SLA responder (the destination
device can be a non-Cisco device, such as a PC). By default, the ICMP operation repeats every 60 seconds.
On DLS1, for ICMP echo operation 1, specify the IP address of Host A as the target. For ICMP echo
operation 2, specify the IP address of Host B as the target.

DLS1 (config-ip-sla)# icmp-echo 172.16.100.101
DLS1 (config-ip-sla-echo) # exit

DLS1 (config)# ip sla 2
DLS1 (config-ip-sla)# icmp-echo 172.16.200.101
DLS1 (config-ip-sla-echo) # exit

Jitter means inter-packet delay variance. UDP-based voice traffic associated with IP phone and PC softphone
applications at the access layer require strict adherence to delay and jitter thresholds. To configure an IP SLA
UDP jitter operation, use the udp-jitter command in IP SLA configuration mode. By default, the UDP jitter
operation repeats every 60 seconds.For UDP jitteroperation 3, specify the destination IP address of the ALS1
VLAN 99 interface as the target. For operation 4, specify the destination IP address of the ALS2 VLAN 99
interface as the target. The IP SLA communication port is 5000 for both operations.

DLS1 (config) # ip sla 3
DLS1 (config-ip-sla)# udp-jitter 172.16.99.101 5000
DLS1 (config-ip-sla-jitter)# exit

DLS1 (config)# ip sla 4
DLS1 (config-ip-sla)# udp-jitter 172.16.99.102 5000
DLS1 (config-ip-sla-jitter)# exit

Schedule the IP SLAs operations to run indefinitely beginning immediately using the ip sla schedule global
configuration mode command.

DLS1 (config)# ip sla schedule 1 life forever start-time now
DLS1 (config)# ip sla schedule 2 life forever start-time now
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DLS1 (config)# ip sla schedule 3 life forever start-time now
DLS1 (config)# ip sla schedule 4 life forever start-time now

Step 3: Monitor IP SLAs operations.

View the IP SLA configuration for IP SLA 1 on DLS1.The output for IP SLA 2 is similar.

DLS1# show ip sla configuration 1
IP SLAs Infrastructure Engine-III
Entry number: 1
Owner:
Tag:
Operation timeout (milliseconds): 5000
Type of operation to perform: icmp-echo
Target address/Source address: 172.16.100.101/0.0.0.0
Type Of Service parameter: 0x0
Request size (ARR data portion): 28
Verify data: No
Vrf Name:
Schedule:
Operation frequency (seconds): 60 (not considered if randomly
scheduled)
Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE
Randomly Scheduled : FALSE
Life (seconds): Forever
Entry Ageout (seconds): never
Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Threshold (milliseconds): 5000
Distribution Statistics:
Number of statistic hours kept: 2
Number of statistic distribution buckets kept: 1
Statistic distribution interval (milliseconds): 20
Enhanced History:
History Statistics:
Number of history Lives kept: 0
Number of history Buckets kept: 15
History Filter Type: None

What type of operation is being performed with IP SLA 1?

SLA de IP puede recopilar historial y capturar estadisticas. De forma predeterminada, el historial de
una operacién de SLA de IP, cuando el tipo de operacién es eco de ruta ICMP, se crea una entrada
para cada salto a lo largo de la ruta que la operacidn necesita para llegar a su destino.

View the IP SLA configuration for IP SLA 3 on DLS1.The output for IP SLA 4 is similar.

DLS1# show ip sla configuration 3
IP SLAs Infrastructure Engine-IIT
Entry number: 2

Owner:
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Tag:
Operation timeout (milliseconds): 5000
Type of operation to perform: icmp-echo
Target address/Source address: 172.16.200.101/0.0.0.0
Type Of Service parameter: 0x0
Request size (ARR data portion): 28
Verify data: No
Vrf Name:
Schedule:
Operation frequency (seconds): 60 (not considered if randomly
scheduled)
Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE
Randomly Scheduled : FALSE
Life (seconds): Forever
Entry Ageout (seconds): never
Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Threshold (milliseconds): 5000
Distribution Statistics:
Number of statistic hours kept: 2
Number of statistic distribution buckets kept: 1
Statistic distribution interval (milliseconds): 20
Enhanced History:
History Statistics:
Number of history Lives kept: 0
Number of history Buckets kept: 15
History Filter Type: None

What type of operation is being performed with IP SLA 37

SLA de IP Las operaciones de conexién de Protocolo de control de transmision (TCP) admiten direcciones
IPv4 e IPV6.

Display global information about Cisco IOS IP SLAs on DLS1.
DLS1# show ip sla application

IP Service Level Agreements
Version: Round Trip Time MIB 2.2.0, Infrastructure Engine-III

Supported Operation Types:
icmpEcho, path-echo, path-jitter, udpEcho, tcpConnect, http
dns, udpditter, dhcp, ftp, video, udpApp, WsSpAppP

Supported Features:
IPSLAs Event Publisher

IP SLAs low memory water mark: 9359471
Estimated system max number of entries: 6855
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Estimated number of configurable operations: 6817

Number of Entries configured 4
Number of active Entries H
Number of pending Entries 0
Number of inactive Entries : 0

Time of last change in whole IP SLAs: 13:54:00.025 CDT Fri Jul 31 2015
Display information about Cisco 10S IP SLA responders on ALS1. The ALS2 output is similar.

ALSl#show ip sla responder

General IP SLA Responder on Control port 1967

General IP SLA Responder is: Enabled

Number of control message received: 26 Number of errors: 0
Recent sources:

172.16.99.1 [14:17:28.775 CDT Fri Jul 31 2015]
172.16.99.1 [14:16:28.780 CDT Fri Jul 31 2015]
172.16.99.1 [14:15:28.776 CDT Fri Jul 31 2015]
172.16.99.1 [14:14:28.781 CDT Fri Jul 31 2015]
172.16.99.1 [14:13:28.777 CDT Fri Jul 31 2015]

Recent error sources:

Permanent Port IP SLA Responder
Permanent Port IP SLA Responder is: Enabled

udpEcho Responder:
IP Address Port
172.16.99.1 5000

Display IP SLA statistics on DLS1 for IP SLA 1. The IP SLA 2 output is similar.
DLS1# show ip sla statistics 1

IPSLAs Latest Operation Statistics

IPSLA operation id: 1
Latest RTT: 1 milliseconds
Latest operation start time: 14:17:00 CDT Fri Jul 31 2015
Latest operation return code: OK
Number of successes: 26
Number of failures: 0
Operation time to live: Forever

From this output, you can see that the latest round-trip time (RTT) for SLA operation Index 1 (icmp-echo) is 1
millisecond (ms). The number of packets sent successfully from DLS1 to PC Host A was 26, and there
wereno failures.

Display IP SLA statistics on DLS1 for IP SLA 3. The IP SLA 4 output is similar.
DLS1# show ip sla statistics 3

IPSLAs Latest Operation Statistics
IPSLA operation id: 3

Type of operation: udp-jitter
Latest RTT: 3 milliseconds
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Latest operation start time: 14:18:01 CDT Fri Jul 31 2015
Latest operation return code: OK
RTT Values:
Number Of RTT: 10 RTT Min/Avg/Max: 3/3/5
milliseconds
Latency one-way time:
Number of Latency one-way Samples: O
Source to Destination Latency one way Min/Avg/Max: 0/0/0
milliseconds
Destination to Source Latency one way Min/Avg/Max: 0/0/0
milliseconds
Jitter Time:
Number of SD Jitter Samples: 9
Number of DS Jitter Samples: 9
Source to Destination Jitter Min/Avg/Max: 0/1/1 milliseconds
Destination to Source Jitter Min/Avg/Max: 0/1/1 milliseconds
Packet Loss Values:
Loss Source to Destination: 0
Source to Destination Loss Periods Number: 0
Source to Destination Loss Period Length Min/Max: 0/0
Source to Destination Inter Loss Period Length Min/Max: 0/0
Loss Destination to Source: 0
Destination to Source Loss Periods Number: 0
Destination to Source Loss Period Length Min/Max: 0/0
Destination to Source Inter Loss Period Length Min/Max: 0/0
Out Of Sequence: 0 Tail Drop: O
Packet Late Arrival: 0 Packet Skipped: O
Voice Score Values:
Calculated Planning Impairment Factor (ICPIF): O
Mean Opinion Score (MOS): O
Number of successes: 27
Number of failures: 0
Operation time to live: Forever

From this output, you can see that the latest RTT for SLA operation Index 3 (udp-jitter) is 3 ms. Jitter time
from source to destination and from destination to source is averaging 1 ms, which is acceptable for voice
applications. The number of packets sent successfully from DLS1 to ALS1 was 27, and there were no
failures.

Disable interface VLAN 99 on ALS1 using the shutdown command.

ALS]1 (config)# interface wvlan 99
ALS1 (config-if) # shutdown

Allow a few minutes to pass and then issue the show ip sla statistics 3 command on DLS1. The output
should look similar to the following.

DLS1# show ip sla statistics 3
IPSLAs Latest Operation Statistics

IPSLA operation id: 3
Type of operation: udp-jitter
Latest RTT: NoConnection/Busy/Timeout
Latest operation start time: 14:22:01 CDT Fri Jul 31 2015

150



Latest operation return code: No connection
RTT Values:
Number Of RTT: O RTT Min/Avg/Max: 0/0/0
milliseconds
Latency one-way time:
Number of Latency one-way Samples: O
Source to Destination Latency one way Min/Avg/Max: 0/0/0
milliseconds
Destination to Source Latency one way Min/Avg/Max: 0/0/0
milliseconds
Jitter Time:
Number of SD Jitter Samples: O
Number of DS Jitter Samples: O
Source to Destination Jitter Min/Avg/Max: 0/0/0 milliseconds
Destination to Source Jitter Min/Avg/Max: 0/0/0 milliseconds
Packet Loss Values:
Loss Source to Destination: 0
Source to Destination Loss Periods Number: 0
Source to Destination Loss Period Length Min/Max: 0/0
Source to Destination Inter Loss Period Length Min/Max: 0/0
Loss Destination to Source: 0
Destination to Source Loss Periods Number: 0
Destination to Source Loss Period Length Min/Max: 0/0
Destination to Source Inter Loss Period Length Min/Max: 0/0
Out Of Sequence: 0 Tail Drop: O
Packet Late Arrival: 0 Packet Skipped: O
Voice Score Values:
Calculated Planning Impairment Factor (ICPIF): O
Mean Opinion Score (MOS): O
Number of successes: 29
Number of failures: 2
Operation time to live: Forever

If there is a connectivity problem between IP SLA source DLS1 and responder ALS1 or ALS2, the
communication to the responder will be lost and statistics will cease to be collected, except for the number of
failed tests.

Note: The IP SLA itself is an additional task that must be performed by the switch CPU. A large number of
intensive SLAs could create a significant burden on the CPU, possibly interfering with other switch functions
and having detrimental impact on the overall device performance. Therefore, you should carefully evaluate
the benefits of running IP SLAs. The CPU load should be monitored after the SLAs are deployed to verify that
they do not stress the device’s CPU above safe limits.

Re-enable ALS1's interface vlan 99 before continuing.

Part 8: Switch Port Analyzer (SPAN) Feature

SPAN is tool that allows for monitoring and troubleshooting a network. There are different variations of the
SPAN tool. There is local SPAN, Remote Span, and VLAN span. Local Span allows an administrator to
monitor traffic from a source and have it sent to a destination port on the same switchrunning a protocol
analyzer on the same switch. The source and destination port used to create the monitor session must be on
the same switch. Remote SPAN allows the source and destination ports to be on different switches. In order
for this to work, it uses a vlan configured only for remote span functionality. The source port then places the
transmitted or received data onto the remote span vlan. The remote span vlan is carried across trunks. The

151



receiving switch takes the data sourced from the remote vlan and sends it to the destination port running the
protocol analyzer.

In this lab, we will demonstrate the use of remote SPAN (RSPAN). VLAN 300 will be created and used as the
remote span VLAN. We will set up a monitoring session for the host connected to port fa0/6 on switch ALS1.
Ultimately, the destination port will be the host connected to fa0/6 of ALS2. The ALS2 host is collect the
transmit and receive data using Wireshark.

Step 1: Configure Remote SPAN (RSPAN).

Create the RSPAN VLAN on DLS1 using the VLAN 300 command from global configuration mode.

DLS1 (config) #vlan 300
DLS1 (config-vlan) #name REMOTE SPAN
DLS1 (config-vlan) #remote-span

Use theshow vlan remote-spancommand to verify the vlan 300 is configured correctly and is designated
as the remote-span vlan. Ensure that the VLAN propagates across the VTP Domain

with show vlan brief command. Use the show interface trunk command to ensure the RSPAN VLAN
is allowed on the trunks. The RSPAN VLAN should not be a DATA VLAN. Its purpose is strictly for carrying
the monitored traffic across trunk links from one switch to another.

Verify the output on DLS1.

DLS1#show vlan brief | include active

1 default active Fa0/1, Fa0/2, Fa0/3,
Fa0/4

99 Management active

100 Finance active

200 Engineering active

300 REMOTE SPAN active

666 NATIVE DO NOT USE active

DLS1#

Verify the output on ALS1.

ALS1l# show vlan brief | include active

1 default active Fa0/1, Fa0/2, Fa0/3,
Fa0/4

99 Management active

100 Finance active Fa0/6

200 Engineering active

300 REMOTE_SPAN active

666 NATIVE DO NOT USE active

ALS1#

Now configure the monitor session on ALS1 with a source interface of fa0/6 and a destination of remote vlan
300. Because the captured traffic must traverse the local switch to a remote switch, we must use the remote
VLAN as the destination.
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ALS1 (config) #monitor session 1 source interface Fa0/6
ALS]1 (config) #monitor session 1 destination remote wvlan 300

Verify the configuration using theshow monitorcommand.

ALS1# show monitor
Session 1

Type : Remote Source Session
Source Ports :

Both : Fa0/6
Dest RSPAN VLAN : 300

Move to the ALS2 switch and configure it to collect the desired traffic. The source port on ALS2 will be the
remote span vlan 300 and the destination port will be the Engineering client connected to port fa0/6.

It is important to note that the PC-B host should be running a protocol analyzer to view the contents of the
captured traffic and perform traffic analysis. Both transmit and receive traffic of the source port will be
captured. The configuration can be modified to only capture transmit or receive traffic if necessary.

Configure ALS2 for the remote span session.

ALS2 (config) #monitor session 10 source remote vlan 300
ALS2 (config) #monitor session 10 destination interface Fa0/6

Our configuration shows the use of a different session number than the one used on ALS1. The session
numbers do not have to match from device to device.

Verify the configuration using the show monitor command. The source port should show VLAN 300 and the
destination port should be interface fa0/6.

ALS2#show monitor
Session 10

Type : Remote Destination Session
Source RSPAN VLAN : 300
Destination Ports : Fa0/6
Encapsulation : Native
Ingress : Disabled

Use the show interfaces fa0/6 to command to view the status of the interface. Notice from the output
the line protocol is down. When a port is used as a destination in monitoring session, it cannot be used to

transmit and receive regular network traffic.
ALS2# show interface £0/6
FastEthernet(0/6 is up, line protocol is down (monitoring)
Hardware is Fast Ethernet, address is 5017.f£f84.0a86 (bia
5017.££84.0a86)
<output omitted>
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Step 2: Test RSPAN operation

On PC-B, turn on Wireshark and capture all interface traffic.

In order to test the RSPAN configuration implemented on ALS1 and ALS2, we need to generate traffic from
the source host, PC-A.

O

O

O

O

Initiate a ping from PC-A to the 172.16.99.102 address
Open a web browser. Browse to the following url: http://172.16.99.1
From ALS2, initiate a ping to PC-A, 172.16.100.101.

From DLS1, initiate a ping to PC-A, 172.16.100.101.

In the Wireshark application that is running on PC-B, select the STOP button then use the Statistics >
Converstion List > IPv4 menu to view the IPv4 conversations contained in the capture. You will see that
172.16.200.101 (the address of PC-B) is not involved in any conversations except for traffic to 224.0.0.252
and 172.16.200.255.

e —
! IPv4 Conversations: Local Area Connection

IPvé Conversations: 7
Address A 4 AddressB 4 Packets 4 Bytes 4 Packets A—B 4 Bytes A—B 4 Packets A—B 4 Bytes A-B

172161001 17216100101 14 1452 7 726 7 1

1721698102 17216100101 a8 1732 9 866 9 &

17216100101 224.0.0.252 8 512 8 512 0

17216100101 17216.100.255 38 3588 38 3588 0

17216991 17216100101 20 1964 8 797 12 11
(| 17216200101 224.0.0.252 4 256 4 256 0

17216.200101 172.16.200.255 6 552 6 552 0

Step 3: End of Lab

Do not save your configurations. The equipment will be reset for the next lab.

Topology

CCNPv7.1_SWITCH_Lab 10-1_Securing_Layer2 STUDENT
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http://172.16.99.1/

HSRP Gateway Addresses
VLAN IP Address
IntVLSS a9 172,16 22 1124 Inc VL3
172.16.99.3124 172.16.99.4i24
IntVL100 100 IntVL100
g 172.16.100.3124 172,186,100 4724
4o Int VL200 ) 102 16 300 144 Int VL200
172.165.99.50/24 172.16.200.3124 172.16.200.4124

DLS2

Fad/11

Faldi12

DHCP
Server
{Host C}

IntVL99
172.16.99.6/24

IntVLER
17216955124

FalM2

All Switch-to-Switch Connections ——

Are802.10 trunks Users on Fali15 - 0724
VLAN 200: STUDENTS

Users on Fali1s - 0124
VLAN100: STAFF

:—'
VLAN 100
172.16.100.50124

VLAN 200
172.16.200,50/24

Objectives

e Prepare the Network.

e Implement Layer 2 network security features.

e Prevent DHCP spoofing attacks.

e Prevent unauthorized access to the network using AAA.

Background

A fellow network engineer that you have known and trusted for many years has invited you to lunch this week.
At lunch, he brings up the subject of network security and how two of his former co-workers had been
arrested for using different Layer 2 attack techniques to gather data from other users in the office for their own
personal gain in their careers and finances. The story shocks you because you have always known your
friend to be very cautious with security on his network. His story makes you realize that your business
network has been cautious with external threats, Layer 3—7 security, firewalls at the borders, and so on, but
insufficient at Layer 2 security and protection inside the local network.

When you get back to the office, you meet with your boss to discuss your concerns. After reviewing the
company’s security policies, you begin to work on a Layer 2 security policy.

First, you establish which network threats you are concerned about and then put together an action plan to
mitigate these threats. While researching these threats, you learn about other potential threats to Layer 2
switches that might not be malicious but could threaten network stability. You decide to include these threats
in the policies as well.

Other security measures need to be put in place to further secure the network, but you begin with configuring
the switches against a few specific types of attacks, including MAC flood attacks, DHCP spoofing attacks, and
unauthorized access to the local network. You plan to test the configurations in a lab environment before
placing them into production.
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Note: This lab uses Cisco Catalyst 3560 and 2960 switches running Cisco 10S 15.0(2) IP Services and LAN
Base images, respectively. The 3560 and 2960 switches are configured with the SDM templates “dual-ipv4-
and-ipv6 routing” and “lanbase-routing”, respectively. Depending on the switch model and Cisco IOS Software
version, the commands available and output produced might vary from what is shown in this lab. Catalyst
3650 switches (running any Cisco 10S XE release) and Catalyst 2960-Plus switches (running any supported
Cisco I0S image) can be used in place of the Catalyst 3560 switches and the Catalyst 2960 switches.

Note: This lab uses the Cisco WS-C2960-24TT-L switch with the Cisco IOS image ¢c2960-lanbasek9-mz.150-
2.SE6.bin and the Catalyst 3560V2-24PS switch with the Cisco 10S image ¢3560-ipservicesk9-mz.150-
2.SE6.bin. Other switches and Cisco I0S Software versions can be used if they have comparable capabilities
and features. Depending on the switch model and Cisco I0S Software version, the commands available and
output produced might vary from what is shown in this lab.

Required Resources
e 2 switches (Cisco 2960 with the Cisco I0S Release 15.0(2)SE6 C2960-LANBASEK9-M image or
comparable).

e 1 switches (Cisco 3560 with the Cisco I0S Release 15.0(2)SE6 C3560-IPSERVICESK9-M image or
comparable).

e 3 PC’'s with Windows OS. One of the PCs should be equipped Wireshark, WinRadius, and Tftpd32
software.

e Ethernet and console cables

Part 9. Prepare for the Lab
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Step 1: Prepare the switches for the lab

Use the reset. tel script you created in Lab 1 “Preparing the Switch” to set your switches up for this lab.
Then load the file BASE.CFG into the running-config with the command copy flash:BASE.CFG
running-config.

Step 2: Configure basic switch parameters.

a. Loading BASE.CFG should have set the hostname, IP domain name, and shut down all of the interfaces
on each switch.

b. Configure enable secret, and VTY passwords. As with previous labs, if NETLAB compatibility is required,
use class as the enable secret and cisco as the VTY password.

c. Configure interface VLAN 99 on each switch with the management IP address shown in the topology
diagram.

d. Configure the access layer switches (ALS1 and ALS2) to use a default gateway IP address of
172.16.99.1.

e. Configure basic (unauthenticated) NTP in the network. Use DLS1 as the NTP master and have DLS2,
ALS1, and ALS2 synchronize to 172.16.99.3.

f.  Configure 802.1q trunking between the switches according to the diagram (Note that there are no
EtherChannels in this topology). Create and then use VLAN 666 as the native VLAN for all trunks. Also
turn off switchport negotiation on all trunks.

Configure all four switches. An example of DLS1 and ALS1 configuration follows:

DLS1# clock set 14:55:00 3 August 2015
DLS1# config t

DLS1 (config) # clock timezone CST -6
DLS1 (config) # clock summer-time CDT recurring
DLS1 (config)# ntp master 10

DLS1 (config) # enable secret class

DLS1 (config) # enable secret class

DLS1 (config)# line vty 0 15

DLS1 (config-line) # password cisco

DLS1 (config-line)# login

DLS1 (config-line) # exit

o~~~ o~ o~~~ o~
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DLS1 (config) # interface vlan 99

DLS1 (config-if)# ip address 172.16.99.3 255.255.255.0

DLS1 (config-if) # no shutdown

DLS1 (config-if) # exit

DLS1 (config) # vlan 666

DLS1 (config-vlan) # name NATIVE DO _NOT USE

DLS1 (config-vlan) # exit

DLS1 (config) # interface range fastethernet 0/7 - 12

DLS1 (config-if-range)# switchport trunk encapsulation dotlg

DLS1 (config-if-range)# switchport mode trunk
(
(
(
(

)
DLS1 (config-if-range)
DLS1 (config-if-range)
)
)

switchport trunk native vlan 666
switchport nonegotiate

no shut

exit

DLS1 (config-if-range
DLS1 (config-if-range

id
id
id
#

Physcal | Config | CL1 | Attributes

105 Command Line Interface
Switch (config) § i
Switch{config) g
Switch (confiqg) fntp master 10

% Imvalid imput detected at "*"' markar.

Switch (config) gline vty 0 16

Switchicoafig-line) dpasawssd ciscs

Switch (config-line) flogin

Switchiconfig-line) faxit

Switch {config) §

Switch{config) fintesface vlan 59

Gwitch (config-i1f)fip address 17 . 1&.85.2 Bb.ZBb.ZEL.0Q
Switch{coafig—if) Ine shurdoun

LifeEat

m

lan) fexitc

toh (config-v
Switeh{conflg) @
Switchi{config) §
Switeh (config) fincerface ramge fascethernse 077 - 132
Switch {config-if-range) fawitchport trunk encapsulation dotlg
Switch{cenfig-Lf-rangs) favwitchport mode teunk

[ Top
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Physical | cenfig | CU1 | Amribules

1065 Command Line Int=rfac=

SLTHEFAOTO-S-UPDOEH: Lime protocol on ITntesface FascEthernetd/1lI,
changed state to down

RLINEFROTIO-E5-U0DDOWN: Line protocol on Intarface FascEthernecd/ lZ,
changed =tate to up

LCDE-4-HATIVE VLAN MISMATCH: Nacive VLA mi=match discovered on
FaseEthernsel/7 [666], with Switch FaptEthernsels7 (1),

SCDE=-4-HATIVE VLAN MISMATCH: Native VLAN mimmatch discoversd on
FascEthernec0/ /8 (666), with Switch FascEthernsc0s3 (1.

YCOP-4-HATIVE_VLAN MISMATCH: Wative VLAN mismatch discovered on
TagtEthernatld/% (EEE), with Switch FastEtharnacOs% {1).

COP-4-HATIVE VLAN MISMATCH: Native VLAN miamacch diacowvarsd on
FastEthermetd/10 (EE68), with Switch FastEthernesd/10 (1.

SCOP-4-HATIVE VLAN MISMAICH: Hativae VLAN mismatch diacovared on
FastEthern=t0/11l [(€E66), with Switch FastEthern=t0/11 i(l].

SCDP-4-HATIVE VLAN MISMATCH: Haciwve VLAN mi=match discovered on E |
FascEthernaed/17 [666), with Switcsh FTasscErheraswd/s1l7 (1)

[ Top

ALS1 (config) # enable secret class
ALS1 (config)# line vty 0 15

ALS1 (config-line) # password cisco
ALS]1 (config-line)# login

ALS1 (config-line)# exit

ALS]1 (config)# interface vlan 99
ALS]1 (config-if) # ip address 172.16.99.5 255.255.255.0
ALS1 (config-if) # no shutdown

ALS1 (config-if) # exit

ALS]1 (config)# ip default-gateway 172.16.99.1
ALS1 (config) # ntp server 172.16.99.3
ALS1 (config) # clock timezone CST -6
ALS1 (config) # clock summer-time CDT recurring

ALS1 (config)# vlan 666

ALS1 (config-vlan) # name NATIVE DO NOT USE

ALS1 (config-vlan) # exit

ALS1 (config) # interface range fastethernet 0/7 - 12
ALS]1 (config-if-range) # switchport mode trunk

ALS]1 (config-if-range) # switchport trunk native vlan 666
ALS1 (config-if-range
ALS1 (config-if-range
ALS1 (config-if-range

# switchport nonegotiate
# no shut
# exit

)
)
)
)
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Prysesl | Confg | T Atwbules |
105 Command Line Interface

T 1 11 T

% Imvalic input detsctsd at "' Dazksxz.

Switek |comfic) fhostnams ALSL
A1 deandfigi d

RELEL {configl &

ALE1 {canfagi

AIE1ldconfigl #a2nable sscretn class
ALE1l(canfaigiflice wby O 1%
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g. Verify trunking and spanning-tree operations using the show interfaces trunk and show spanning-tree
commands. Which switch is the root bridge?

ALS1

h. For ALS1 and ALS2, which trunks have a role of designated (Desg), Alternate (Altn), and Root?
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Para la vlan 666 ALS1 es root

Step 3: Configure VTP on DLS2, ALS1, and ALS2.

Change the VTP mode of ALS1 and ALS2 to client. An example from ALS1:

ALS1 (config)# wvtp mode client
Setting device to VTP CLIENT mode.
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Change the VTP mode of DLS2 to server with no further configuration:

DLS2 (config) # vtp mode server
Setting device to VTP SERVER mode.
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Step 3: Configure VTP on DLS1.

Create the VTP domain on DLS1, and create VLANs 99, 100, and 200 for the domain.

DLS1 (config) # vtp domain SWPOD
DLS1 (config) # vtp version 2

DLS1 (config) # vlan 99
DLS1 (config-vlan) # name Management
DLS1 (config-vlan)# wvlan 100
DLS1 (config-vlan name STAFF

(
DLS1 (config-vlan name STUDENTS
DLS1 (config-vlan
DLS1 (config) #}

)
) #
DLS1 (config-vlan)# vlan 200
) #
) #
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Step 4: Configure host PCs.

Configure PCs Host A, B, and C with the IP address and subnet mask shown in the topology. Host A is in
VLAN 100 with a default gateway of 172.16.100.1. Host B is in VLAN 200 with a default gateway of
172.16.200.1. Host C is in VLAN 99 with a default gateway of 172.16.99.1.
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Step 5: Configure access ports.

Configure the host ports for the appropriate VLANs according to the diagram. Configure this on DLS1, ALS1,
and ALS2. An example from ALS1 is below (all ports on ALS1 should be in VLAN 100, all ports on ALS2
should be in VLAN 200):

ALS1 (config) # interface range fa0/6, fa0/15 - 24
ALS1 (config-if-range)# switchport mode access
ALS1 (config-if-range)# switchport access vlan 100
ALS1 (config-if-range) # spanning-tree portfast

( ) #

ALS1 (config-if-range no shut

SWarning: portfast should only be enabled on ports connected to a

single

host. Connecting hubs, concentrators, switches, bridges, etc... to
this

interface when portfast is enabled, can cause temporary bridging
loops.

Use with CAUTION
%$Portfast will be configured in 10 interfaces due to the range command

but will only have effect when the interfaces are in a non-trunking
mode.
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Step 6: Configure Spanning-Tree Root switches

Configure DLS1 to be the primary root for VLANs 99 and 100 and secondary root for VLAN 200. Configure
DLS2 to be the primary root for VLAN 200 and the secondary root for VLANs 99 and 100.

DLS1 (config) # spanning-tree vlan 99,100 root primary
DLS1 (config) # spanning-tree vlan 200 root secondary

DLS2 (config)# spanning-tree vlan 99,100 root secondary
DLS2 (config)# spanning-tree vlan 200 root primary
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Step 7: Configure Routing and HSRP on DLS1 and DLS2.

On the DLS switches, create the SVIs for VLANs 100 and 200 using the addresses specified in the topology
diagram. Further, configure HSRP with preemption on all three networks. Configure DLS1 with a priority of
150 for VLAN 99 and 100, and DLS2 with a priority of 150 for VLAN 200. Configure this on DLS1 and DLS2.
An example from DLS1 is below:

DLS1 (config)# ip routing

DLS1 (config)# interface wvlan 100

DLS1 (config-if) # ip address 172.16.100.3 255.255.255.0
DLS1 (config-if) # standby 100 ip 172.16.100.1

DLS1 (config-if) # standby 100 priority 150

DLS1 (config-if) # standby 100 preempt

DLS1 (config-if) # exit

DLS1 (config)# interface vlan 200

DLS1 (config-if)# ip address 172.16.200.3 255.255.255.0
DLS1 (config-if) # standby 200 ip 172.16.200.1

DLS1 (config-if) # standby 200 preempt

DLS1 (config-if) # exit

DLS1 (config)# interface vlan 99

DLS1 (config-if) # standby 99 ip 172.16.99.1

DLS1 (config-if) # standby 99 priority 150

DLS1 (config-if)
DLS1 (config-if)

standby 99 preempt
exit

#
#
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Verify the configuration using the show vlan brief, show vtp status, show standby brief, and show ip
route command on DLS1. Output from DLS1 is shown here.

DLS1# show vlan brief

VLAN Name

1 default
Fa0/4

Fa0/14
Fa0/18
Fa0/22

Gi0/2

100 staff

200 Student

1002 fddi-default
1003 trcrf-default
1004 fddinet-default
1005 trbrf-default

How many VLANSs are active in the VTP domain?

tres vlan

active

active
active
act/unsup
act/unsup
act/unsup
act/unsup

Fa0/1, Fa0/2, Fa0/3,
Fa0/5, Fa0/6, Fa0/13,
Fa0/15, Fa0/16, Fa0/17,
Fa0/19, Fa0/20, Fal0/21,

Fa0/23, FaO/24, Gi0/1,
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DLS1# show vtp status
VTP Version capable
VTP version running
VTP Domain Name

VTP Pruning Mode

VTP Traps Generation

Device ID

1t
1

o 3

SWLAB

Dis
Dis
e84

abled
abled
0.406£.7280

Configuration last modified by 0.0.0.0 at 8-3-15 14:56:12

Local updater ID is 172.16.99.3 on interface V199

VLAN interface found)

Feature VLAN:

VTP Operating Mode HI
Maximum VLANs supported locally 01
Number of existing VLANs : 9
Configuration Revision 3

MD5 digest
0x0C

0xB7

DLS1# show standby brief

Interface

IP

V199
172.16.99.1
V1100
172.16.100.1
V1200
172.16.200.1

Grp
99
100

200

erver
005

(lowest numbered

0xE2 0x62 0xBC OxCE 0Oxlo OxF3 0xBC

0x6D 0x84 0x63 OxF2 0x38 0x55 0xB9

P indicates configured to preempt.

Pri P State

Active

150 Active 1local

150 P Active 1local

Standby
172.16.99.4

172.16.100.4

100 P Standby 172.16.200.4 local

Virtual

What is the active router for VLANs 1 and 100? DLS1 What is the active router for VLAN 200? DLS2

DLS1# show ip route | begin Gateway
Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 6 subnets, 2 masks
.1l6.
16.
16.
.16.
16.
16.

172

172

QB Qe Q

172.
172.

172.
L 172.

99.0/24 is directly connected, V1an99
99.3/32 is directly connected, V1an99

100.0/24
100.3/32
200.0/24
200.3/32

is
is
is
is

directly
directly
directly
directly

connected, V1anlO00
connected, V1anl00
connected, V1an200
connected, V1an200

What would be the effect on virtual interface VLAN 100 if VLAN 100 had not been created?

Pues no abria ningun efecto si la vlan no se crea porq no habria trafico atraves de ella
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Part 2: Implement Layer 2 network security features.

Specify verification methods and mitigation techniques for attack types.

Complete the following table with the appropriate verification methods and mitigation approaches for the
attack types specified in the left column.

Step 8: Storm Prevention

When packets flood the local area network, a traffic storm occurs. This could degrade network performance.
Storm control features help to protect against such an attack. Storm control is typically implemented at the
access layer switch ports to mitigate the effects of a traffic storm before propagating to the network. Storm
control can also be implemented on trunk interfaces, including port-channel interfaces, to protect distribution-
layer devices from traffic saturation, which could have a much broader impact on the network.

Storm control can detect and mitigate storms of broadcast, unicast, or multicast traffic. As a part of the
configuration, you must specify what qualifies as a storm; either a rising and falling threshold based on the
percentage of an interface's bandwidth used (the storm is recognized when X% of the interface bandwidth is
used, and seen to be abated when Y% of the interface bandwidth is used), or based on rising and falling
thresholds measured in either bits-per-second (bps) or packets-per-second (pps).

Storm Control Command Options

0-100 0-100 Omitt Falling and Rising is
Rising Threshold Falling Threshold the high/low mark
. 0-10,000,000,000 0-10,000,000,000
storm-control [unicast | broadcast | bps [k|m|g] Rising [k|m|g] Falling
multicast | level Threshold Threshold
0-10,000,000,000 0-10,000,000,000
pps [k]|m]g] Rising [k|m|g] Falling
Threshold Threshold

To accurately configure these levels, you must know the amount of these traffic types flowing in your network
during peak hours.

When a traffic storm is detected and storm control is configured, the default response is to silently filter the
traffic. Storm control can optionally be configured to either shutdown the interface receiving the traffic storm or
to send an SNMP trap to the NMS.

a. Enable broadcast storm control on ports 0/6 and 0/15 - 0/24 on ALS1 with the parameters listed below. If
any storm is detected, an SNMP trap will be sent.

1) Unicast storms will be noted at 65% bandwidth usage, and abated at 35% bandwidth
2) Broadcast storms will be noted at 1000 pps and abated at 300pps
3) Multicast storms will be noted at 40% bandwidth usage and abated at 25% bandwidth

ALS1 (config) # interface range FastEthernet 0/6, £0/15-24
ALS1 (config-if-range) # storm-control unicast level 65 35
ALS1 (config-if-range) # storm-control broadcast level pps 1k 300
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ALS1 (config-if-range) # storm-control multicast level 40 25
ALS]1 (config-if-range) # storm-control action trap
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ALS1l>en

Password:

ALS1lfoomnf t©

EZnter configuration commanda, one per line End with CHNIL/E.
ALS] [configl g

ALE] [comfigh £

ALS1 (configl fintecface range FastEthermet 076, £0/15-24

ALS] [eonfig-if-range) fstorm-control unicase levyel 65 35

% Invalid input detected at "~ marker.

ALE]l [config=if-range) #stomm-control broadcast level pps

-

% Invalid input detected at "~" marker.

ALE] ([config-if-rangs ) fstorm-control multicast leawvel 40 26

2 Invalid input detected At """ marker.

ALS1 (config-if-range) fetorm-control action trap

% Invalid input detected at """ marker.

ALS1 (config-if-ramge)

b. Verify the configuration with the show storm-control command. The output below is showing the
information for just fO/6; leaving the interface designation off would show configuration information for all
storm-control configured interfaces.

ALS1# show storm-control £0/6 unicast

Interface Filter State Upper Lower Current
Fa0/6 Forwarding 65.00% 35.00% 0.00%
ALS1# show storm-control £0/6 broadcast

Interface Filter State Upper Lower Current
Fa0/6 Forwarding 1k pps 300 pps 0 pps
ALS1# show storm-control £0/6 multicast

Interface Filter State Upper Lower Current
Fa0/6 Forwarding 40.00% 25.00% 0.00%
ALS1#

Step 9: Demonstrate Storm Control Operation

To demonstrate the effects of storm control, configure unicast storm control on DLS1 interfaces FO/7 and F0/8
with purposely low numbers and then generate traffic from ALS1 that will cause the threshold to be exceeded.
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a. AtDLS1, configure FO/7 and FO/8 with the following:

DLS1 (config) #int ran £0/7-8

DLS1 (config-if-range) #storm-control unicast level bps 750 300
DLS1 (config-if-range) #storm-control action shut

DLS1 (config-if-range) #exit
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b. AtALS1, issue the command ping 172.16.99.3 repeat 1000.

C.

Within a few seconds you will see a SYSLOG message on DLS1 indicating that a storm had been
detected and the interfaces shut down.

Aug 3 15:44:38.333: %PM-4-ERR DISABLE: storm-control error detected
on Fa0/7, putting Fa0/7 in err-disable state

Aug 3 15:44:38.358: $STORM CONTROL-3-SHUTDOWN: A packet storm was
detected on FaO/7. The interface has been disabled.

Aug 3 15:44:39.339: SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet(0/7, changed state to down

Aug 3 15:44:40.363: SLINK-3-UPDOWN: Interface FastEthernet0/7,
changed state to down

Aug 3 15:45:09.572: %PM-4-ERR DISABLE: storm-control error detected
on Fal0/8, putting Fa0/8 in err-disable state

Aug 3 15:45:09.597: $STORM CONTROL-3-SHUTDOWN: A packet storm was
detected on Fa0/8. The interface has been disabled.

Aug 3 15:45:10.579: SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/8, changed state to down

Aug 3 15:45:11.602: SLINK-3-UPDOWN: Interface FastEthernet0/8,
changed state to down

Reset the storm control configuration on DLS1 FO/7 and F0/8. Because the interfaces are now shutdown
due to an ERR-DISABLE, you have to manually reset them by issuing the shutdown and no shutdown
commands. While you do this, remove the storm control from the interfaces.

DLS1 (config) #int ran £0/7-8
DLS1 (config-if-range) #shutdown
DLS1 (config-if-range) #no storm-control unicast level bps 750 300
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DLS1 (config-if-range) #no storm-control action shut
DLS1 (config-if-range) #no shutdown
DLS1 (config-if-range) #exit

Step 10: Configure Basic Port Security.

To protect against MAC flooding or spoofing attacks, configure port security on the VLAN 100 and 200 access
ports. Because the two VLANSs serve different purposes—one for staff and one for students—configure the
ports to meet the different requirements.

The student VLAN must allow MAC addresses assigned to a port to change, because most of the students
use laptops and move around within the network. Set up port security so that only one MAC address is
allowed on a port at a given time. This type of configuration does not work on ports that need to service IP
phones with PCs attached or PC’s running virtual machines. In this case, there would be two allowed MAC
addresses. To enable security on a port, you must first issue the switchport port-security command by
itself.

The staff MAC addresses do not change often, because the staff uses desktop workstations provided by the
IT department. In this case, you can configure the staff VLAN so that the MAC address learned on a port is
added to the configuration on the switch as if the MAC address were configured using the switchport port-
security mac-address command. This feature, which is called sticky learning, is available on some switch
platforms. It combines the features of dynamically learned and statically configured addresses. The staff ports
also allow for a maximum of two MAC addresses to be dynamically learned per port.

a. Enter the configuration for the student access ports on ALS2. To enable basic port security, issue the
switchport port-security command.

Note: By default, issuing the switchport port-security command by itself sets the maximum
number of MAC addresses to 1, and the violation mode to shutdown. It is not necessary to specify the
maximum number of addresses, unless it is greater than 1.

ALS2 (config) # interface range fastethernet 0/6, £0/15 - 24
ALS2 (config-if-range) # switchport port-security
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Verify the configuration for ALS2 using the show port-security interface command.

ALS2# show port-security interface £0/6

Port Security : Enabled
Port Status : Secure-up
Violation Mode : Shutdown
Aging Time : 0 mins
Aging Type : Absolute
SecureStatic Address Aging : Disabled
Maximum MAC Addresses 1

Total MAC Addresses 1
Configured MAC Addresses : 0

Sticky MAC Addresses : 0

Last Source Address:Vlan : 000c.2911.a33a:200
Security Violation Count : 0

Step 11: Configure Additional Port Security Parameters.

Enter the configuration of the staff ports on ALS1. First, enable port security with the switchport
port-security command. Use the switchport port-security maximum

# of MAC addresses command to change the maximum number of MAC addresses to 2, and use the
switchport port-security mac-address sticky command to allow the two dynamically learned
addresses to be added to the running configuration.

ALS1 (config) # interface range fastethernet £0/6, £0/15 - 24
ALS]1 (config-if-range) # switchport port-security
ALS1 (config-if-range) # switchport port-security maximum 2
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ALS1 (config-if-range)# switchport port-security mac-address sticky
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This time two MAC addresses are allowed. Both will be dynamically learned and then added to the

running configuration.

b. Verify the configuration using the show port-security interface command.
ALS1#sho port-security int £0/6

Port Security

Port Status

Violation Mode

Aging Time

Aging Type

SecureStatic Address Aging
Maximum MAC Addresses
Total MAC Addresses
Configured MAC Addresses
Sticky MAC Addresses
Last Source Address:Vlan
Security Violation Count

Enabled
Secure-up
Shutdown
0 mins
Absolute
Disabled
2

1

0

1
000c.2915.ab9%d:100
0

Step 12: Configure Error Disabled Port Automatic Recovery

Once a violation occurs on a port, the port will transition to an error disabled state. The only way to clear a
port that has been error disabled is to perform a shutdown command and then a no shutdown on the
interface. This method, of course, requires manual intervention by an administrator.

Error disabled ports can be configured to automatically recover from port security violations with the use of
the errdisable recovery cause command. An interval can be configured so that after a specified time the

port will automatically clear the violation.

The command to verify the error disable configuration is the show errdisable recovery.
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Configure the switch to automatically recover an error disabled port caused from a port security violation.
Notice there are many different options for which you can configure error disable recovery. However, we will
configure it only for port-security violation.

ALS1 (config) # errdisable recovery cause ?
all Enable timer to recover from all error causes
arp-inspection Enable timer to recover from arp inspection error

disable state

bpduguard Enable timer to recover from BPDU Guard error
channel-misconfig (STP) Enable timer to recover from channel misconfig error
dhcp-rate-limit Enable timer to recover from dhcp-rate-limit error
dtp-flap Enable timer to recover from dtp-flap error
gbic-invalid Enable timer to recover from invalid GBIC error
inline-power Enable timer to recover from inline-power error
link-flap Enable timer to recover from link-flap error
loopback Enable timer to recover from loopback error
mac-limit Enable timer to recover from mac limit disable state
pagp-flap Enable timer to recover from pagp-flap error
port-mode-failure Enable timer to recover from port mode change
failure
pppoe-ia-rate-limit Enable timer to recover from PPPoE IA rate-limit
error
psecure-violation Enable timer to recover from psecure violation error
psp Enable timer to recover from psp
security-violation Enable timer to recover from 802.1x violation error
sfp-config-mismatch Enable timer to recover from SFP config mismatch
error
small-frame Enable timer to recover from small frame error
storm-control Enable timer to recover from storm-control error
udld Enable timer to recover from udld error
vmps Enable timer to recover from vmps shutdown error

ALS1 (config) # errdisable recover cause psecure-violation

Configure the recovery interval for 30 seconds. If no recovery interval is specified, the recovery time defaults
to 300 seconds.

ALS1 (config) # errdisable recovery interval ?
<30-86400> timer-interval (sec)
ALS1 (config) # errdisable recovery interval 30

Use the show errdisable recovery command to view the configuration.

ALS1# show errdisable recovery
ErrDisable Reason Timer Status
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arp-inspection Disabled

bpduguard Disabled
channel-misconfig (STP) Disabled
dhcp-rate-limit Disabled
dtp-flap Disabled
gbic-invalid Disabled
inline-power Disabled
link-flap Disabled
mac-limit Disabled
loopback Disabled
pagp-flap Disabled
port-mode-failure Disabled
pppoe-ia-rate-limit Disabled
psecure-violation Enabled
security-violation Disabled
sfp-config-mismatch Disabled
small-frame Disabled
storm-control Disabled
udld Disabled
vInps Disabled
Psp Disabled

Timer interval: 30 seconds

Interfaces that will be enabled at the next timeout:

Part 10: Configure IPv4 DHCP snooping

DHCP spoofing is a type of attack primarily where an unauthorized device assigns IP addressing and
configuration information to hosts on the network.

IPv4 DHCP servers reply to DHCPDISCOVER frames. These frames are generally BROADCAST, which
means they are seen all over the network. The attacker replies to a DHCP request, claiming to have valid
gateway and DNS information. A valid DHCP server might also reply to the request, but if the attacker’s reply
reaches the requestor first, the invalid information from the attacker is used. This can lead to a denial of
service or traffic interception.

The process we will use to see this work is to first verify that the DHCP DISCOVER is broadcast everywhere,
and then enable DHCP snooping to see this being stopped.

To do this, we will use Tftpd32's DHCP server function.
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Step 1: Verify DHCP Broadcast Operation
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On DLS1, issue the ip helper-address 172.16.99.50 command under interface VLAN 200.

Reassign interface f0/6 on ALS1 to VLAN 200.

On Host A, run Wireshark and have it collect on its ethernet interface. In the filter bar, type bootp and
press enter (this filters the output to show only packets related to DHCP).

Filter: bootp IZI Expression.. Clear Apply Save

On Host B, reconfigure the network interface to use DHCP. You should see that Host B receives an IP
address and other DHCP information.

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : GOOD-DHCP.SRV

Link-local IPv6 Address . . . . . : fe80::b8ee:7ffd:e885:8423%10
IPv4d Address. . . . .« « « <« « . . :172.16.200.150

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . :172.16.200.1

Return to Host A and you should see the DHCP traffic in the capture window.
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If Host A were an attacker, it could craft DHCP server OFFER messages or other DHCP sever messages to
respond to Host B’ s DHCP request.

To help protect the network from such an attack, you can use DHCP snooping.

Step 2: Configure DHCP Snooping

DHCP snooping is a Cisco Catalyst feature that determines which switch ports are allowed to respond to
DHCP requests. Ports are identified as trusted or untrusted. Trusted ports permit all DHCP messages, while
untrusted ports permit (ingress) DHCP requests only. Trusted ports can host a DHCP server or can be an
uplink toward a DHCP server. If a rogue device on an untrusted port attempts to send a DHCP response
packet into the network, the port is disabled. From a DHCP snooping perspective, untrusted access ports
should not send any DHCP server responses, such as a DHCPOFFER, DHCPACK, or DHCPNAK.

Configuring DHCP Snooping on a single switch is very simple. There are additional considerations when
configuring DHCP Snooping at the access layer of a multi-layer enterprise network. By default switches that
pass DHCP requests on to another switch will insert option-82 information, which can be used for various
management functions.

When a switch receives a DHCP frame that has option-82 information on an untrusted interface, the frame will
be dropped. The ip dhcp relay information trust-all command is one way to work around this
default behavior. It is not necessary to enable DHCP snooping on the distribution layer switches, although this
would allow DLS1 and DLS2 to trust ALS1 and ALS2 as relay agents.

a. Configure DLS1 and DLS2 to trust relayed DHCP requests (Option 82 preset with giaddr field equal to
0.0.0.0). Configure this on DLS1 and DLS2. An example from DLS1 is below:

DLS1 (config) # ip dhcp relay information trust-all

b. Configure ALS1 and ALS2 to trust DHCP information on the trunk ports only, and limit the rate that
requests are received on the access ports. Configuring DHCP snooping on the access layer switches
involves the following steps:

e Turn snooping on globally using the ip dhep snooping command.

e Configure the trusted interfaces with the ip dhcp snooping trust command. By default, all
ports are considered untrusted unless statically configured to be trusted. * Very Important * : The
topology used for this lab is not using EtherChannels. Remember that when an EtherChannel
created, the virtual port channel interface is used by the switch to pass traffic; the physical
interfaces (and importantly their configuration) is not referenced by the switch. Therefore, if this
topology was using EtherChannels, the ip dhcp snooping trust command would need to be
applied to the Port Channel interfaces and not to the physical interfaces that make up the bundle.

e Configure a DHCP request rate limit on the user access ports to limit the number of DHCP requests
that are allowed per second. This is configured using the ip dhcp snooping limit rate
rate in pps. This command prevents DHCP starvation attacks by limiting the rate of the DHCP
requests on untrusted ports.

e Configure the VLANs that will use DHCP snooping. In this scenario, DHCP snooping will be used on
both the student and staff VLANS.

Configure this on ALS1 and ALS2. An example from ALS1 is below:

ALS1
ALS1
ALS1
ALS1

config)# ip dhcp snooping

config)# interface range fastethernet 0/7 - 12
config-if-range)# ip dhcp snooping trust
config-if-range) # exit

Py
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ALS1 (config) # interface range fastethernet 0/6, £0/15 - 24
ALS1 (config-if-range)# ip dhcp snooping limit rate 20

ALS1 (config-if-range)# exit

ALS1 (config) # ip dhcp snooping vlan 100,200

[ eysical | config | o [ awirimstes |
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Verify the configurations on ALS1 and ALS2 using the show ip dhcp snooping command.

ALS2# show ip dhcp snooping

Switch DHCP snooping is enabled

DHCP snooping is configured on following VLANSs:

100,200

DHCP snooping is operational on following VLANs:

100,200

DHCP snooping is configured on the following L3 Interfaces:

Insertion of option 82 is enabled
circuit-id default format: vlan-mod-port
remote-id: 5017.££84.0a80 (MAC)
Option 82 on untrusted port is not allowed
Verification of hwaddr field is enabled
Verification of giaddr field is enabled
DHCP snooping trust/rate is configured on the following Interfaces:

Interface Trusted Allow option Rate limit (pps)
FastEthernet0/6 no no 20

Custom circuit-ids:
FastEthernet0/7 yes yes unlimited
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Custom circuit-ids:

FastEthernet0/8 yes yes unlimited
Custom circuit-ids:

Interface Trusted Allow option Rate limit (pps)

FastEthernet0/9 yes yes unlimited
Custom circuit-ids:

FastEthernet0/10 yes yes unlimited
Custom circuit-ids:

FastEthernet0/11 yes yes unlimited
Custom circuit-ids:

FastEthernet0/12 yes yes unlimited

Custom circuit-ids:
<...OUTPUT OMITTED...>

Step 3: Verify IPv4 DHCP Snooping Operation

To verify DHCP Snooping is working, re-run the test conducted to observe DHCP operation without DHCP
snooping configured. Ensure WIRESHARK is still running on HOST_A. Issue the ipconfig /renew
command on HOST _B. In this case, the DHCPDISCOVER should NOT be seen at HOST_A.

Once validated, change ALS1 f0/6 back to VLAN 100 and make sure HOSTA and HOSTB have valid static IP
addresses assigned.

Will DHCP replies be allowed to ingress access ports assigned to VLAN 2007

No Habra replicas de informacion

How many DHCP packets will be allowed on Fast Ethernet 0/16 per second?
3

Part 11: Configure AAA

AAA stands for Authentication, Authorization, and Accounting. The authentication portion of AAA is concerned
with the user being positively identified. Authentication is configured by defining a list of authentication
methods and applying that list to specific interfaces. If lists are not defined, a default list is used.

To demonstrate this we will use AAA to validate users attempting to log into the VTY lines of our network
devices. The AAA server will be a radius server on Host C (172.16.99.50) connected to DLS1's FO/6 . There
are many different radius server alternatives, but for this lab the program WinRadius is used.

Step 1: Configure Switches to use AAA to secure VTY line access

As it stands, all of the switches should have a statically assigned password of cisco on the VTY lines. This is
not a scalable configuration. It requires a single known password, and manual modification of each switch
individually as well as controlled dissemination of that single known password. Using centralized
authentication is a much simpler method, where each user uses their own unique username and password.

Ensure that Host C has connectivity to the gateway and all four switches.
Make the following configuration changes to all four switches:

a. lIssue the aaa new-model global configuration command to enable AAA
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ALS1 (config) # aaa new-model

¥ levalzd imput detscted at ! mErksz.
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apeess-liat

ALSL [cemfig) §

Copy Hasie

AAA no funciona en packet en esos switch
Configure a local user named lastditch with a privilege level of 15 and a password of $cisco123&
ALS1 (config) # username lastditch privilege 15 password $ciscol23&

Configure the radius server to use authentication port 1812, accounting port 1813 and the shared key
WinRadius

ALS1 (config)# radius server RADIUS

ALS1 (config-radius-server) # address ipv4 172.16.99.50 auth-port 1812
acct-port 1813

ALS1 (config-radius-server) # key WinRadius

ALS1 (config-radius-server) # exit

Configure the AAA authentication method REMOTE-CONTROL to use the radius server and to fallback to
the local database

ALS1 (config) # aaa authentication login REMOTE-CONTROL group radius
local

Configure the VTY lines to use the REMOTE-CONTROL authentication method

ALS]1 (config)# line vty 0 4
ALS1 (config-line) # login authentication REMOTE-CONTROL
ALS1 (config-line) # exit
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CCNPv7.1_SWITCH_Lab 10-2_Securing VLANs_STUDENT

Topology
HSRP Gateway Addresses
VLAN IP Address VLAN Purpose
1 172.16.1.1/24 150 Server-farm
100 172.16.100.1/24 151 Isolated
200 172.16.200.1/24 152 Community
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Objectives

e Secure the server farm using private VLANSs.
e Secure the staff VLAN from the student VLAN.

e Secure the staff VLAN when temporary staff personnel are used.

Background

In this lab, you will configure the network to protect the VLANSs using router ACLs, VLAN ACLs, and private
VLANS. First, you will secure the new server farm (Host C) by using private VLANS. Service providers use
private VLANs to separate different customers’ traffic while utilizing the same parent VLAN for all server
traffic. The private VLANS provide traffic isolation between devices, even though they might exist on the same
VLAN.

You will then secure the staff VLAN from the student VLAN by using a RACL, which prevents traffic from the
student VLAN from reaching the staff VLAN. This allows the student traffic to utilize the network and Internet
services while keeping the students from accessing any of the staff resources.

Lastly, you will configure a VACL that allows a host on the staff network to be set up to use the VLAN for
access but keeps the host isolated from the rest of the staff machines. This machine is used by temporary
staff employees.

Note: This lab uses Cisco Catalyst 3560 and 2960 switches running Cisco 10S 15.0(2) IP Services and LAN
Base images, respectively. The 3560 and 2960 switches are configured with the SDM templates “dual-ipv4-
and-ipv6 routing” and “lanbase-routing”, respectively. Depending on the switch model and Cisco IOS Software
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version, the commands available and output produced might vary from what is shown in this lab. Catalyst
3650 switches (running any Cisco 10S XE release) and Catalyst 2960-Plus switches (running any supported
Cisco I0S image) can be used in place of the Catalyst 3560 switches and the Catalyst 2960 switches.

Required Resources

e 2 switches (Cisco 2960 with the Cisco I0S Release 15.0(2)SE6 C2960-LANBASEK9-M image or
comparable)

e 2 switches (Cisco 3560 with the Cisco I0S Release 15.0(2)SE6 C3560-IPSERVICESK9-M image or
comparable)

e 4PCs
e FEthernet and console cables

Prepare the switches for the lab

The instructions in this lab assume that the switches are running using the final configuration from Lab 10-1
"Securing Layer 2 Switches".

Part 12: Configure private VLANS.

Private VLANSs are an option when you have multiple devices in the same broadcast domain, but need to
prevent them from communicating from each other. A good example is in a server farm where the servers do
not need to receive other server's broadcast traffic.

In a sense, private VLANSs allow you to sub-divide the layer 2 broadcast domain. You are able to associate a
primary VLAN with multiple secondary VLANS, while using the same IP address space for all of the devices.

Secondary VLANSs are defined as one of two types; either COMMUNITY or ISOLATED. A secondary
community VLAN allows the hosts within the VLAN to communicate with one another and the primary VLAN.
A secondary isolated VLAN does not allow hosts to communicate with others in the same isolated VLAN.
They can only communicate with the primary VLAN.

A primary VLAN can have multiple secondary community VLANs associated with it, but only one secondary
isolated VLAN.

Step 1. Configure VTP

VTP version 2 does not support PVLANS, so any switches that must host a PVLAN port have to be in
transparent mode and the PVLANSs have to be manually configured. VTP version 3 does support PVLANS, so
the configuration only has to be done in one place.

a. Convert all switches to VTP version 3, and configure a VTP password of cisco123. Configure all four
switches. An example of DLS1 configuration follows:

DLS1 (config) # vtp version 3
Aug 4 12:39:11.944: %SW_VLAN-6-OLD_CONFIG FILE READ: Old version 2
VLAN configuration file detected and read OK. Version 3
files will be written in the future.
DLS1 (config) # vtp password ciscol23
Setting device VTP password to ciscol23
DLS1 (config) # exit

b. Configure DLSL1 to be the primary switch for VLANSs.

DLS1# vtp primary vlan
This system is becoming primary server for feature vlan
No conflicting VTP3 devices found.
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Do you want to continue? [confirm]

DLS1#

Aug 4 12:40:44.680: oSW VLAN-4-VTP_ PRIMARY SERVER CHG: e840.406f.7280
has become the primary server for the VLAN VTP feature

DLS1#

Step 2: Configure the Primary Private VLAN

C.

b.

Based on the topology diagram, VLAN 150 will be used as the VLAN for the new server farm. On VTP
server DLS1, add VLAN 150, name the VLAN server-farm and exit vlan config mode. This allows VLAN
150 to be propagated to the other switches in the network. In addition, configure DLS1 as the root
bridge for VLANs 150, 151, and 152.

DLS1 (config)# wvlan 150

DLS1 (config-vlan) # name SERVER-FARM

DLS1 (config-vlan)# exit

DLS1 (config) # spanning-tree vlan 150-152 root primary

Once this is complete, verify that VLAN 150 is preset in the database on DLS2.

Step 2: Configure interface VLAN 150 at DLS1 and DLS2:

DLS1 (config)# interface wvlan 150
DLS1 (config-if)# ip address 172.16.150.1 255.255.255.0

DLS2 (config)# interface wvlan 150
DLS2 (config-if) # ip add 172.16.150.2 255.255.255.0

Step 3: Create the PVLANs on the VTP server

d.

Configure the new PVLANs on DLS1. Secondary PVLAN 151 is an isolated VLAN, while secondary PVLAN
152 is used as a community PVLAN. Configure these new PVLANs and associate them with primary VLAN
150.

DLS1 (config) # vlan 151
DLS1 (config-vlan) # private-vlan isolated
DLS1 (config-vlan) # exit
DLS1 (config) # vlan 152
DLS1 (config-vlan) # private-vlan community
DLS1 (config-vlan) # exit
DLS1 (config)# vlan 150
DLS1 (config-vlan) # private-vlan primary
DLS1 (config-vlan) # private-vlan association 151,152
DLS1 (config-vlan) # exit

(c

DLS1 (confiqg) #

Verify the PVLANs propagate to the other switches.

DLS2# show vlan brief | include active
1 default active Fa0/1, Fa0/2, Fa0/3,
Fa0/4
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99 Management active

100 STAFF active
150 SERVER-FARM active
151 VLANO151 active
152 VLANO0152 active
200 STUDENTS active
666 NATIVE DO NOT USE active

f. Verify the creation of the secondary PVLANs and their association with the primary VLAN using the show
vlan private-vlan command. Note that no ports are currently associated with these VLANs. This is
expected behavior.

DLSl#show vlan private-vlan

Primary Secondary Type Ports
150 151 isolated
150 152 community

DLS2# show vlan private-vlan

Primary Secondary Type Ports
150 151 isolated
150 152 community

Step 4: Configure support for routing of PVLANSs

The private-vlan mapping interface configuration command permits PVLAN traffic to be switched through
Layer 3. Normally you would include all the secondary VLANS to allow for HSRP to work, but for this example
we will not include a mapping VLAN 151 on DLS2 so we can demonstrate the isolation of VLAN 151.
Configure these commands for interface VLAN 150 on DLS1 and DLS2.

DLS1 (config)# interface vlan 150
DLS1 (config-if) # private-vlan mapping 151-152
DLS1 (config-if) # end

DLS2 (config)# interface vlan 150
DLS2 (config-if) # private-vlan mapping 152
DLS2 (config-if) # end

Will hosts assigned to ports on private VLAN 151 be able to communicate directly with each other?

Al volver un servidor VTP DLS1, se agrega la VLAN 150 y asigha un nombre a la granja de servidores
VLAN . Esto permite que la VLAN 150 se propague a los otros conmutadores en la red. Ademas,
configure DLS1 como puente raiz para las VLAN 150, 151y

152.
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Step 5: Configure host access to PVLANSs

g. On DLS1, configure interface FastEthernet 0/6 so it is in private-vlan host mode and has association to
VLAN 150:

DLS1
DLS1
DLS1
DLS1

config)# interface fastethernet 0/6

config-if) # switchport mode private-vlan host

config-if)# switchport private-vlan host-association 150 152
config-if)# exit

P

h. Use the show vlan private-vlan command and note that the ports configured are currently associated
with these VLANSs.

DLS1l#show vlan private-vlan

Primary Secondary Type Ports
150 151 isolated
150 152 community Fa0/6

i. On DLS2, configure the Fast Ethernet ports that are associated with the server farm private VLANSs. Fast
Ethernet port 0/6 is used for the secondary isolated PVLAN 151, and ports 0/18—0/20 are used for the
secondary community VLAN 152. The switchport mode private-vian host command sets the mode on
the interface and the switchport private-vlan host-association primary-vlan-id secondary-vlan-id
command assigns the appropriate VLANs to the interface. The following commands configure the
PVLANSs on DLS2.

DLS2 (config) # interface fastethernet 0/6

DLS2 (config-if) # switchport mode private-vlan host

DLS2 (config-if) # switchport private-vlan host-association 150 151
DLS2 (config-if) # exit

DLS2 (config) # interface range f£a0/18 - 20

DLS2 (config-if-range)# switchport mode private-vlan host

DLS2 (config-if-range)# switchport private-vlan host-association 150
152

As servers are added to Fast Ethernet 0/18-20, will these servers be allowed to hear broadcasts from
each other? Explain.

Al estar dentro del rango de la VLAN , proporciona que conectividad a los diferentes host de la
red en donde estos pueden intercomunicarse y en enviar informacion.

j- Use the show vlan private-vlan command and note that the ports configured are currently associated
with these VLANS.

DLS2# show vlan private-vlan

Primary Secondary Type Ports

150 151 isolated Fa0/6
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150 152 community Fa0/18, Fa0/19, Fa0/20

Configure HOST C on DLS1 interface f0/6 with the IP address 172.16.150.50/24. Use 172.16.150.1 as the
default gateway address.

Configure HOST D on DLS2 interface f0/6 with the IP address 172.16.150.150/24. Use 172.16.150.1 as
the default gateway address.

Step 6: Verify PVLANSs are working

m.

p.

From HOST C, try to ping the following addresses - they should all work: 172.16.150.1 (DLS1),
172.16.150.2 (DLS2), 172.16.99.5 (ALS1).

From HOST C, try to ping HOST D (172.16.150.150). This should NOT work.

From HOST D, try to ping the following addresses - they should all work: 172.16.150.1 (DLS1),
172.16.99.5 (ALS1).

From HOST D, try to ping 172.16.150.2 (DLS2). This should NOT work.

Part 14: RACLSs.

You can use router access control lists (RACLS) to separate the student and staff VLANS. In this lab scenario,
write an ACL that allows the staff VLAN (100) to access the student VLAN (200), and deny student VLAN
access to the staff VLAN.

Step 1: Write an extended IP access list

Write an ACL that meets the requirement and assign the access list to the appropriate VLAN interfaces on
DLS1 and DLS2 using the ip access-group acl-num {in | out} command.

DLS1 (config) # access-list 100 permit tcp 172.16.200.0 0.0.0.255 172.16.100.0 0.0.0.255
established

DLS1 (config) # access-list 100 permit icmp 172.16.200.0 0.0.0.255 172.16.100.0
0.0.0.255 echo-reply

DLS1 (config) # access-list 100 deny ip 172.16.200.0 0.0.0.255 172.16.100.0 0.0.0.255
DLS1 (config) # access-list 100 permit ip any any

DLS1
DLS1
DLS1 (config-if) # exit

config)# interface vlan 200
config-if)# ip access-group 100 in

(
(
(
(

DLS2 (config) # access-list 100 permit tcp 172.16.200.0 0.0.0.255 172.16.100.0 0.0.0.255
established

DLS2 (config)# access-list 100 permit icmp 172.16.200.0 0.0.0.255 172.16.100.0
0.0.0.255 echo-reply

DLS2 (config) # access-list 100 deny ip 172.16.200.0 0.0.0.255 172.16.100.0 0.0.0.255
DLS2 (config) # access-list 100 permit ip any any

DLS2
DLS2 (config-if) # ip access-group 100 in
DLS2 (config-if) # exit

config)# interface vlan 200

(
(
(
(

Check the configuration using the show ip access-list and show ip interface vlan vian-id commands.

DLS1# show access-lists
Extended IP access list 100
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10 permit tcp 172.16.200.0 0.0.0.255 172.16.100.0 0.0.0.255
established

20 permit icmp 172.16.200.0 0.0.0.255 172.16.100.0 0.0.0.255 echo-
reply

30 deny ip 172.16.200.0 0.0.0.255 172.16.100.0 0.0.0.255

40 permit ip any any

DLS1# show ip interface vlan 100

V1anl00 is up, line protocol is up
Internet address is 172.16.100.3/24
Broadcast address is 255.255.255.255
Address determined by non-volatile memory
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Multicast reserved groups joined: 224.0.0.2
Outgoing access list is not set
Inbound access list is 100
<output omitted>

After the access list has been applied verify the configuration in one of the following ways. Option 1
using real hosts is preferred.

Option 1:

Lab 10-1 finished with ALS1 FO/6 assigned to VLAN 200. Change this assignment to VLAN 100. Host A
should be connected to ALS1 FO/6 and assigned the IP address 172.16.100.50/24 with default gateway
172.16.100.1 from Lab 10-1. If not, set Host A up with those parameters.

Host B should be connected to ALS2 FO/6 from Lab 10-1 as well, but its last configuration in that lab was
to use DHCP, so assign a static IP address Connect host PC-B to ALS2 port Fa0/6 in student VLAN 200
and assign it IP address 172.16.200.50/24 with default gateway 172.16.200.1.

Ping the staff host from the student host. This ping should fail. Then ping the student host from the staff
host. This ping should succeed.

Option 2: On ALS1 set up a simulated host in VLAN 100 and one in VLAN 200 by creating a VLAN 100 and
200 interface on the switch. Give the VLAN 100 interface an IP address in VLAN 100. Give the VLAN 200
interface an IP address in VLAN 200. The following is a sample configuration on ALS1.

ALS1 (config)# int wvlan 100
ALS1 (config-if) # ip address 172.16.100.100 255.255.255.0

ALS1 (config)# int wvlan 200
ALS1 (config-if) # ip address 172.16.200.200 255.255.255.0

Ping the interface of the gateway for the staff VLAN (172.16.100.1) with a source of staff VLAN 100
(172.16.100.100) and then ping with a source of student VLAN 200. The pings from the student VLAN
should fail.

ALS1# ping 172.16.100.1 source v1100

Type escape sequence to abort.
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Sending 5, 100-byte ICMP Echos to 172.16.100.1, timeout is 2 seconds:
Packet sent with a source address of 172.16.100.100

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/205/1007
ms

ALS1# ping 172.16.100.1 source v1200

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.100.1, timeout is 2 seconds:
Packet sent with a source address of 172.16.200.200

.U.U.

Success rate is 0 percent (0/5)

What does a U signify in the output of the ping command?

El resto de commandos no se déja ejecutar para poder hacer ping de extreme a extreme y estos
obtengan conectividad en lared.

Part 15: Configure VACLSs.

Configure the network so that the temporary staff host cannot access the rest of the staff VLAN, yet still be
able to use the default gateway of the staff subnet to connect to the rest of the network and the ISP. You can
accomplish this task by using a VLAN ACL (VACL).

For this scenario, Host C (DLS1 Fast Ethernet 0/6) will act as a temporary staff PC, therefore the VACL must
be placed on DLS1.

Step 1: Configure DLS1 F0/6 and Host C

S.

Change the configuration of DLS1 FO/6 so that the interface is associated with VLAN 100. To keep things
tidy, also remove the private vlan mapping on the interface as well:

DLS1 (config) #interface £0/6

DLS1 (config-if) #switchport mode access

DLS1 (config-if) #switchport access wvlan 100

DLS1 (config-if) #no switchport private-vlan host-association 150 152
DLS1 (config-if) #exit

Change the configuration of HOST C so that it is using the IP address 172.16.100.150/24 with the default
gateway set as 172.16.100.1

Step 2: Configure and apply the VACL

u.

Configure an access list on DLS1 called temp-host using the ip access-list extended name command. This
list defines the traffic between the host and the rest of the network. Then define the traffic using the
permit ip host ip-address subnet wildcard-mask command. Note that you must be explicit about what
traffic to match -- this isn't a traffic filtering ACL, it is a traffic matching ACL. If you were to leave the
second line of the example below out, pings would work.
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DLS1 (config)# ip access-list extended temp-host

DLS1 (config-ext-nacl)# permit ip host 172.16.100.150 172.16.100.0
0.0.0.255

DLS1 (config-ext-nacl)# permit icmp host 172.16.100.150 172.16.100.0
0.0.0.255

DLS1 (config-ext-nacl)# exit

v. The VACL is defined using a VLAN access map. Access maps are evaluated in a numbered sequence. To
set up an access map, use the vlan access-map map-name seq# command. The following configuration
defines an access map named block-temp, which uses the match statement to match the traffic defined
in the access list and denies that traffic. You also need to add a line to the access map that allows all
other traffic. If this line is not added, an implicit deny catches all other traffic and denies it.

DLS1 (config)# vlan access-map block-temp 10
DLS1 (config-access-map) # match ip address temp-host
DLS1 (config-access-map) # action drop

DLS1
DLS1
DLS1

)
config-access-map)# vlan access-map block-temp 20
config-access-map) # action forward
config-access-map)# exit

—~ e~ o~~~ —~

w. Define which VLANs the access map should be applied to using the vlan filter map-name vlan-list vian-
ID command.

DLS1 (config) # vlan filter block-temp vlan-list 100
x. Verify the VACL configuration using the show vlan access-map command on DLS1.
DLS1# show vlan access-map
Vlan access-map "block-temp" 10
Match clauses:
ip address: temp-host
Action:
drop
Vlan access-map "block-temp" 20
Match clauses:

Action:
forward

Step 3: Test the VACL

y. From HOST C, try to ping to HOST A on ALS1 (172.16.100.50). The ping should fail.
z. From HOST C, try to ping the default gateway (172.16.100.1). The ping should fail.
aa. From HOST C, try to ping Host D (172.16.200.50). The ping should succeed.

Step 4: End of Lab

Do not save your configurations. The equipment will be reset for the next lab.
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CONCLUSIONES

Aprender a configurar dispositivos de red avanzados en entorno I0S para aplicar a la

solucion de problemas en infraestructura tecnologica.

Gracias a la practica se pudo observar y aprender como se configura una red atraves de
switching basado en protocolos avanzados de capa 2 pasando por capa 3 otorgando

conectividad entre los host de la red

Adquirir habilidades de gestion de redes orientadas hacia el mundo profesional y corporativo,
ademas necesarios para planificar, implementar, asegurar, mantener y solucionar problemas

de redes convergentes.

Entender el funcionamiento de un sistema de enrutamiento avanzado y su importancia a la

hora de implementar en una red de datos.

Configurar y administrar dispositivos de Networking mediante el estudio y la practica de

ejercicios , basados en protocolos de enrutamiento avanzado

Entender el enrutamiento inter vilan como una mayor velocidad del trafico de red, ya que al no
usarse toda la capacidad de la red, el router permite una comunicacién de las subredes que
pasan a través de sus interfaces, hay menos retardo debido a la distancia fisica ya que hay

menos cables.

Adquirir el conocimiento para poder configurar los switch Cisco, y familiarizarse con los menus

del mismo y sus comandos principales como avanzados.

Capacidad de configurar Inter-VLANSs y enlaces troncales en una red de area local a traves
de switches 2960 - 3560 de cisco
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