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GLOSARIO

ROUTER: Un Router —también conocido como enrutador, es un dispositivo que
proporciona conectividad a nivel de red o nivel tres en el modelo OSI. Su funcién
principal consiste en enviar o encaminar paquetes de datos de una red a otra, es
decir, interconectar subredes, entendiendo por subred un conjunto de
maquinas IP que se pueden comunicar sin la intervencion de un encaminador
(mediante puentes de red o un switch), y que por tanto tienen prefijos de red
distintos.

SWITCH: Es el dispositivo digital l6gico de interconexion de equipos que opera en
la capa de enlace de datos del modelo OSI. Su funcion es interconectar dos 0 mas
host de manera similar a los puentes de red, pasando datos de un segmento a
otro de acuerdo con ladireccion MAC de destino de lastramasen la red y
eliminando la conexion una vez finalizada ésta.

OSPF: Primer Camino Mas Corto, es un protocolo de
red para encaminamiento jerarquico de pasarela interior o Interior Gateway
Protocol (IGP), que usa el algoritmo SmoothWall Dijkstra enlace-estado (Link State
Advertisement, LSA) para calcular la ruta idonea entre dos nodos cualesquiera de
un sistema autébnomo.

VLAN: Acronimo de virtual LAN (red de area local virtual), es un método para
crear redes logicas independientes dentro de una misma red fisica.

ACCESS LIST: es un concepto de seguridad informatica usado para fomentar la
separacion de privilegios. Es una forma de determinar los permisos de acceso
apropiados a un determinado objeto, dependiendo de ciertos aspectos del proceso
gue hace el pedido.

NAT: es un mecanismo utilizado por routers IP para intercambiar paquetes entre
dosredes que asignan mutuamente direcciones incompatibles. Consiste en
convertir, en tiempo real, las direcciones utilizadas en los paquetes transportados.
También es necesario editar los paquetes para permitir la operacion
de protocolos que incluyen informacion de direcciones dentro de la conversacion
del protocolo.
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INTRODUCCION

La era digital en la que vivimos, es el reflejo de la evolucién que han tenido las
redes de computadoras a nivel mundial, aunque estos avances no sean tan
visibles para paises con un menor desarrollo tecnolégico, el envié de informacién
de manera digital se ha convertido en una herramienta fundamental e
indispensable en materia de negocios, educaciéon y hogar.

Un aspecto importante de esta evolucion tecnoldgica, es la convergencia que
observamos cuando algunas tecnologias previamente separadas como la voz
datos, utilizan los mismos recursos e interactlan entre si, ofreciendo mayor
productividad.

Las grandes empresas cuando experimentan una expansion de negocio y se ven
obligadas a hacer presencia en distintas zonas geograficas, recurren a la
tecnologia como un medio confiable, seguro y eficaz para interconectar todas sus
sedes.



OBJETIVOS

General:

Demostrar las habilidades adquiridas durante el tiempo de estudio de los mddulos
establecidos en los cursos CP CCNA1 |-2018 y CP CCNA2 1-2018, a través de
cuestionarios y casos practicos elaborados en la herramienta de simulacion
Packet Tracer.

Especificos:

v' Determinar los equipos requeridos para establecer la topologia de red.

v' Configurar los equipos y conectarlos de acuerdo a los requerimientos
establecidos en la guia de actividades.

v Poner en practica las habilidades y conocimientos adquiridos sobre
OSPFv2, enrutamiento, VLAN, NAT, Access Lists entre otros.

v' Elaborar el informe final, acompafiado de las respectivas evidencias de
configuracion de los dispositivos.



DESARROLLO DE LA PRUEBA DE HABILIDADES

1. CONFIGURAR EL DIRECCIONAMIENTO IP ACORDE CON LA
TOPOLOGIA DE RED PARA CADA UNO DE LOS DISPOSITIVOS QUE
FORMAN PARTE DEL ESCENARIO.

Figura 1. Topologia de red
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Fuente: EIl Autor.

Figura 2. Configuraciéon PC Internet

v
& Internet PC =8

physical | Config | Desktop | Custom Interface |

IP Configuration ‘

1P Configuration
©) DHCP @ Static

1P Address 209.165.200.230
Subnet Mask 255.255.255.248
Default Gateway 209.165.200.225
DNS Server
IPv6 Configuration 1
) DHCP ) Auto Config @ Static
IPvE Address ]
Link Local Address FEB80::201:42FF:FEC6:D846
IPv6 Gateway
| IPv6 DNS Server

AN

[l

Fuente: El Autor.



Figura 3. Configuracion Router (R1)

#Rr1

| Physical | Config ‘ CLI |

I0S Command Line Interface

If you require
enportlcisco. com.

rther assistance please contact us by sending email to

Cisce CISCCL341/KS (revision 1.0) wich 451520K/32768K bytes of memory.
Processor board ID FTX152400KS

2 Cigabit Ethernet interfaces

2 Low-speed serizl (sync/asyne) network interface(s)

DRAM configuration is €4 bits wide with parity disabled.

255K byves of non-volatile configuration memory.

245385€K byves of ATA System CompactFlash 0 (Read/Write)

--- System Configuration Dizleg ---

i| |continue with confiquration dialag? I[yessnal:
% Please answer 'yes' or 'mo’.
Continue with configuration dizleg? [yes/nel: no

Press RETURN to get started!

Router>en

foutergconfigure T

gure terminal

Znter configurasion commands, cne per line. End with CNTL/Z.
Router (config) $hostname B1

LFuente: El Autor.ﬁ

Figura 4.

Fr

| Physical | Config ‘ CLI |

10S Command Line Interface

Ciseo CISCO1941/KS (revision 1.0) with 491520K/3
Processor board ID FTK152400KS

2 Gigabit
2 Low-speed serial({sync/async) network interface(s)
DREM configuration is &4 bits wide with parity disabled.
l| |2s5K bytes of non-volatile configuration memory.
249856K bytes of ATR System CompactFlash 0 {Read/Write)

8K bytes of memory.

hernet interfaces

System Configuration Dialog ——-

Continue with configuration dialog? [yes/no]:
% Please answer 'yes' or 'no'.
Continue with configuration dialog? [yes/nol: no

URN to get started!

Routerzen

Routergconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
onfig) ghostname 21

g) ginterfa

gl #interface 50/0/0

#ip add 172 3121 1 255 255 255 252

m

LFuente: El Autor.



Figura 5.

#R1

J—

| Physical | Config | CLI |

105 Command Line Interface

gure t

gure terminal

Enter configuration commands, one per line. End with CNTL/Z.
21 (config) ¢interface £0/0/0

3Invalid interface type and number

21 (config) ¢interface s0/0/0

£)§ip ospf cost 7500

%5Y5-5-CONFIG_I: Configured from console by conscle

Rlgcopy r

Rlgcopy running-config s

Rlgcopy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

21

Fuente: El Autor.

Figura 6. Configuraciéon Router (R2)

e =

| Physical | Config ‘ CLI |

10S Command Line Interface

Routerzen

Enter configuration commands, one per line. End with CNTL/Z.
Zouter (config) ghostname 22

gl ginterface =070/0
add 172.31.21.
add 172.31.21.
sh

shutdown

RZ (config-if)#
&LINK-5-CHANGE

Interface Serizl0/0/0, changed state to up

22 (config-
SLINEDROTO:

UBDCWN: Line protocel on Interface Serial0/0/0, changed state to up

g gexic

gl ginterface =070/1

add 172.31.23.1 255.255.255.252
B

shusdown

Interface Serizl0/01, changed state to down

m

Fuente: El Autor.
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Figura 7.

&2

| Physical | Config ‘ CLI |

105 Command Line Interface

e R s e B S =T —TTETETTTETE T

22 (config-i

2
ROTO-5-UPDOWN: Line protocol on Inte

ce Serial0/0/0, changed state to up

ig-if)gexit

207071

172.31.23.1 255.255.255.252

shutdown

Interface Serial0/0/1, changed state to down
(config-if)#

config-if)fexit
config) ¢interface go/0

% Invalid input detected at '~' marker.

22 (config) ¢interface g0/0

#ip add 208 165 200 225 255 255 255 248
#no sh

#no shutdown

RZ (config-if) §
SLINK-5-CHANG!

: Inters

ce GigabitZthernet0/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state |E
to up

22 (config-if) § =

Fuente: El Autor.

Figura 8.

I = | B S |

| Physical | Config ‘ CLL |

10S Command Line Interface

22 (config) finterface g0/0 o
$ip add 2Z09.165.200.225 Z55.255.255.248

$no sh

#no shutdown

(config-if
22 (config-i

RZ (config-if
SLINK-5-CHANGI

£

: Inter

ce GigabitZthernet0/0, changed state to up

SLI
to up

ROTO-5-UPDOWN: Line protocol on Inte

ce Gigabi

hernet0/0, changed state

RZ (config-if) fexit
RZ (config) #interface g0/1
{config-if)#ip add 10.10.10.1 255.255.25§

% Invalid input detected st '~' marker.
Rz ¢ #ip add 10.10.10.1 255.255.255.0
$no sh

#no shutdown

2 (config-if

RZ (config-if)§
SLINK-5-CHANGI

: Inters

ce GigabitZthernet0/1, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed state
to up

RZ (config-if) fexit

RZ (config) £ =

Fuente: El Autor.
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Figura 9. Configuracion Router (R3)

To =

| Physical | Config | CLI |

I0S Command Line Interface

Routerren .
Routergco

Routergconfigure t©

Routergconfigure terminal

iguration commands, cne per line. End with CNTL/Z.
g) ¢hostname 23
cnfig) #inverface s0/0/1
#ip add 172.31.23.2 255.255.285.

M
w
[

Interface Serizl0/0/1, changed stase to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriall/0/1, changed state to up

R3(config-if)#interface 104

23 (config-ifl
$LINK-5-CHANGED: Intverfece Loopbackd, changed state to up

$LINEPROTO-5-UPDCHN: Line proveccl on Interface Loopbackd, chenged state to up

R3(config-if)#ip add 192.163.4.

Bad mask /24 for address 152.1&
add 152.16€8.4.

sh

shutdown -

B m oo

2
-4,
2

Fuente: E| Autor.

Figura 10.

# R3
= .
| Physical | Canfig ‘ CLI
10S Command Line Interface
e =
&T.INK-5-CHANG Interface Loopbackd, changed state to up
SLINEZPROTO-5-UPDOWN: Line protocol on Interface Loopbzck4, changed state to up
R3 (cor - #ip add 192 _.168.4.0 -0
Bad mask /24 for address 132 _ 163
23 add 132_168.4.1 -0
R3( sh
23 shutdown
23(config-if)f#interface 105
23 (config-if)#
&T.INK-5-CHANG Interface LoopbackS, changed state to up
SLINEZPROTO-5-UPDOWN: Line protocol on Interface LoopbzckS, changed state to up
R3¢ #ip add 192 _.168.5.1 55.255.0
23 $#no shutdown
onfig-ififincerface 108
Interface Loopbacké, changed state to up
$LINEZPROTO-5-UPDOWN: Line protocol on Interface Loopbacké, changed state to up Lk
R3¢ #ip add 1592.1€8.6.1 255.255.255.0 E
B3 )#n sh
B3 #n shutdown |-
23 ( 3| -
L

Fuente: El Autor.
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Figura 11.

# R3
ke |
| Physical | Config CLI |
105 Command Line Interface
A
$LINK-5-CHANG Interface LoopbackS, changed state to up
$LINZPROTO-S5-UPDOWN: Line protocol on Interface Loopback5, changed state to up
#ip add 192.168.5.1 255.255.255.0
onfig-if)#no shutdown
g¢interface 10&
231 g-if)$
SLINK-5-CHANGED: Interface Loopbacké, changed state to up
$LINZPROTO-5-UPDOWN: Line protocol on Interface Loopbacké, changed state to up
B3 (cor fi#ip add 192 .168.6.1 -0
B3 (cor #n sh
B3 (cor #n shutdown
R3(config-if) fexit
R3(config) gexit
R3g
%SYS-5-CONFIG_I: Configured from console by console
R3gcopy r
R3gcopy running-config s I
R3gcopy running-config startup-config
Destination filename [startup-configl? =
Building configuration. ..
[OK] -
M |=ag s
L

Fuente: El Autor.

Figura 12. Configuracion Switch (S1)

#s1 - =
'
| Physical | Config ‘ CLI |
I0S Command Line Interface
o
SLINK-5-CHRNGED: Interface FastZthernst(/6, changed state to up
3LINZDROTO-5-UPDOWN: Line protocol on Interface FastZthernet(/, changed state to
up
3LINK-5-CERNGED: Interface FastEthernst0/&, changed state to down
3LINZDROTO-5-UPDOWN: Line protocol on Interface FastZthernet(/, changed state to
down
SLINK-5-CHRNGED: Interface FastZthernst(/7, changed state to up
3LINZDROTO-5-UPDOWN: Line protocol on Interface FastZthernet(/7, changed state to
up
SLINK-5-CHRNGED: Interface FastZthernst(/4, changed state to up
3LINZPROTO-5-UPDOWN: Line protocol on Interface FastZthernet(/4, changed state to
up
Switchren
Switchiconf
Switchfconfigure terminal
Znter configuration commands, cne per line. End with CNTL/Z.
Switch (cor g) thostname S1 L
S1(conzig) § -
L

Fuente: El Autor.

13



Figura 13.

&s1
| Physical | Config ‘ CLI |
105 Command Line Interface

e T T T T T T T T T TS T T T T T T
down
$LINK-5-CHANGED: Interface FastEthernet0/7, changed state to up
$LINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet0/7, changed state to
up
%LINE-5-CHANGE Interface FastEthernet(/4, changed state to up
$LINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet0/4, changed state to
up
Switch¥en
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) §hostname S1
S1(config) fexit
S1g b
%SYS-5-CONFIG_I: Configured from console by console
copy *
Slg¢copy running-config s
Slg¢copy running-config startup-config £
Destination filename [startup-config]?
Building configuration. ..
[OK] L
51 ot

Fuente: El Autor.

Figura 14. Configuracion Switch (S3)

E . =
| Physical | Config ‘ CLI |

10S Command Line Interface

Cisce IOS Software, C2960 Software (CZ360-LANBASE-M), Version 12.2(25
SOFTHARE (fcl)

Copyright (c) 1386-2005 by Cisco Systems, Inc.

Compiled Wed 12-Oct-05 22:05 by pt_tesm

Press RETURN to get started!

RLINK-5-CHANGED: Interface FastEthernet0/19, changed state toc up

SLINZPROTO-5-UPDOWN: Line protocol on Interface FastZthernet0/15, changed state to
up

$LINK-5-CHANGED: Interface FastZthernet0/4, changed state to up

SLINEPROTO-5-UPDOWN: Line protocel on Interface FastZthernet0/4, changed state to
up

Switch>en

Switchicol M
Switchfconfigure t

Switchico gure terminal

Enter configuration commands, cne per line. End with CNTL/Z.
Switch(config) fhostname S3

S3(config)énc ip d

83 (config) no ip dom

53 (config) ne ip domsin-lockup

83 (config) § -

m

Fuente: El Autor.
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Figura 15.
'Q 53 F @Eg.‘
| Physical | Config ‘ CL[—’_

105 Command Line Interface

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/15, changed state to
up

SLINK-5-CHARNGED: Interface FastEthernet0/4, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/4, changed state to
up

Switchren

Switchgconf

Switchgconfigure t

Switchgconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) §hostname S3

S3(config) §no ip d

53 (config) §éno ip dom

S3(config) ¢no ip domain-lookup

S3 (config) gexit

53%

%S¥S-5-CONFIG_I: Configured from console by conscle

S3gcopy r

S3fcopy running-config s

S3fcopy running-config startup-config
Destination filensme [startup-configl?
Building configuration. . .

[OK]

S3¢ ot

Fuente: El Autor.

Figura 16. Configuracion Internet Server

# Internst Server =&

Physical

Configuration

I FastEthernet0 7 ]

Interface

IP Configuration
DHCP

Static

1P Address 10.10.10.10

Subnet Mask 255.,255.255.0

Default Gateway 10.10.10.1

DNS Server

IPv6 Configuration
) DHCP @) Auto Config @ Static

IPv6 Address /

Link Local Address FEBO::201:42FF:FEC3:EC2A

IPv6 Gateway

IPv6 DNS Server

Fuente: El Autor.
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2. CONFIGURAR EL PROTOCOLO DE ENRUTAMIENTO OSPFV2BAJO
LOS SIGUIENTES CRITERIOS.

Tabla 1. OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2 2222
Router ID R3 3.3.3.3
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales 128 Kb/s
Ajustar el costo en la métrica de S0/0 a 7500

Figura 17. Configuracion Router (R1)

& R1 = | B )

| Physical | Config ‘ CLL |

I0S Command Line Interface

from console by conso le

Copy Paste

Fuente: El Autor.
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Figura 18. Configuracion Router (R2)

®r2

= | B [ |

| Physical | Config ‘ CLI |

I0S Command Line Interface

SLINK-5-CHANGE

Interface Serizl0/0/1, changed

$LINEPROTO-5-UPDOWN: Line protocel on Interface
to up

$LINEPROTO-5-UPDOWN: Line protocel on Interface
to up

SLINK-5-CHANGED: Interface Serizl0/0/0, changed
SLINEPROTO-5-UPDOWN: Line protocol on Interface

SLINEPROTO-5-UPDOWN: Line protocol on Interface

state to up

CigabitEthernetd/1, changed state

CigabitEthernetd/0, changed state

state to up
Serial0f0/1, changed state to up

Serial0/0/0, changed state to up

figure terminal
configuration commands,
g) #router ospf 1
g-router)#router-id 2.2
onfig-router)f#netw
g-router)#network 172.31.21.0 0.0.0.3 arez 0

one per line. End with CNTIL/Z.

%05PF-5-ADJCHG: Process 1,

Nbr 1.1.1.1 on Serial0/0/0 from LOADING to

Fuente: E| Autor.

Figura 19.

& r2

5

| Physical | Config ‘ CLI |

10S Command Line Interface

FroTITTOUTE T
Enter configuration commands,
g) #router ospf 1
g-router)frouter-id 2.2.2.2
g-router) fnetw

cne per line. End with CNTL/Z.

g-router)f

%0SPF-5-ADJCHG: Process 1,

g-router)fpas
g-router)fpassive-interface gl/1
g-router) fexit

g) ¢interface s0/0/0

#ban

#bandwidth 128

#ip ospf cost 7500

fexit

BZ (config) fexit

R2¢

%5¥S-5-CONFIG_I: Configured from console by conscle

RZfcopy
Rifcopy ¢

RZfcopy running-config s

PZfcopy running-config startup-config
Destination filename [startup-config]?
Building conf
[OK]

R2§

Wer 1.1.1.1 on Serial0/0/0 from LOADING to

Fuente: EIl Autor.
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Figura 20.
# R2
| Physical | Config ‘ CLI |

105 Command Line Interface

e e TIME TSI WITIT TN

TrrTTTrETToT
g) ¢router ospf 1
g-router)$

RZg
%5Y5-5-CONFIG_I: Con:

om console by console

RZgconfigure t |
RZgconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.

g) ¢router ospf 1

g-router)#netw

g-router)f#network 172.31.23.0 0.0.0.3 ares 0

g-routerifdo show ip route connected

10.10.0/24 is directly connected, GigabitEthernet0/1
31.21.0/30 is directly connected, Serial0/0/0
.31.23.0/30 is directly connected, Serial0/0/1
209.165.200.224/29 is directly connected, GigabitEthernet0/0

RZg
%5Y5-5-CONFIG_I: Configured from console by conscle

R2fcopy ¢
RZfcopy running-config s
RZfcopy running-config startup-config

m

Destination filename [startup-configl?

Building configuration. ..

[0K] L4
RZ§ o

Fuente: EIl Autor.

Figura 21. Configuracion Router (R3)

®r3 ==

-

| Physical | Config ‘ CLI |

I0S Command Line Interface

2 Low-speed serizl (sync/asyne) network interface(s) -
DRAM configuration is €4 bits wide with parity disabled.

255K byves of non-volatile configuration memory.

245385€K byves of ATA System CompactFlash 0 (Read/Write)

Press RETURN to get started!

$LINK-5-CHENGED: Interface Serizl0/0/1, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriall/0/1, changed state to up

Enter configuration commands, one per line. End with CNTL/Z.

g) ¢router ospf 1

g-router) $router-id 3.3.3.3

g-router) #pas

onfig-router)#passive-interface g0/l

g-router) $netw

onfig-router)$network 172.31.23.0 0.0.0.3 area 0

g-router)$

02:25:51: %05PF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Serial0/0/1 from LOADING to
FULL, Loading Done

23 (config-router) m

Fuente: EIl Autor.
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Figura 22.
#R3
| Physical | Config ‘ CLI |

105 Command Line Interface

TeoTTTITrE—T
R3fconfigure terminal

ter configuration cormands, one per line. End with CNTL/Z.

config) grouter ospf 1

config-router] #router-id 3.3.3.3

config-router] f#pas

config-router) fpassive-interface go/1

config-router) §netw

config-router)fnetwork 172.31.23.0 0.0.0.3 area 0

config-router) £

02:25:51: %0SPF-5-ADJCHE: Process 1, Nbr Z.2.2.2 on Serial0/0/1 £rom LOADING to
FULL, Loading Done

23 (config-router) fexit
23 (config) ¢interface s0/0/0
3
3
23 (config-if) #ip ospf cost 7500

23 (config-if) fexit

23 (config) texit

R3¢

|| |+sts-s-conFIe I: Configured from console by conscle

R3gcopy r

R3gcopy running-config s

R3gcopy running-config startup-config
Destination filename [startup-config]?
Building configuration. ..

[0¥] Lo
R3¢ b

m

Fuente: EIl Autor.

3. VISUALIZAR TABLAS DE ENRUTAMIENTOY ROUTERS
CONECTADOS POR OSPFV2.

Figura 23. Router (R3)
# R2

Physical | Config | CLI ‘

105 Command Line Interface

I TS TOW - STSIIE0T

Press RETURN to get started.

Rzven
nz#show ip ospf nei
Rz#show ip ospf neighbor

m

Neighbor ID Pri State Dead Time Address Interface
1.1.1.1 o] FULL/ - :00:3% 172.31.21.1 Serizld/0/0
3.3.3.3 o] FULL/ - 00:00:3% 17z2.31.23.2 Serizld/o/1 -

R

i

Fuente: El Autor.
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Figura 24. Router (R3)

& R1

Physical | Config | CLI ‘

105 Command Line Interface

$LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/l, changed state
to up

SLINEPROTC-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.30, changed
state to up

SLINEPROTC-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.33, changed
state to up

SLINEPROTC-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.40, changed
state to up

SLINEPROTC-5-UPDOWN: Line protoecol con Interface GigabitEthernet0/1.200, changed
state to up

RLINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0, changed state to up

00:00:10: %0SPF-5-ADJCHG: Process 1, Mbr Z.
FULL, Loading Dene

on Seriald/0/0 from LOADING to

Alsen
Rlgshow ip ospf nei
Rlgshow ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
2.z.2.2 1] FULL/ - 00:00:37 172.31.21.2 Seriald/0/0
Rlg

\ (oo [ e | |

Fuente: El Autor.

Figura 25. Router (R3)

& r3

Physical | Config | CLI ‘

105 Command Line Interface

T OIS CUNy WWIF ERPUL Ty UL PTOY TOUTT ST S ITCIT

If you require further assistance please comtact us by sending emsil to
exportlcisco. com.

Cisce CISCO1341/KS (revisicn 1.0) with 451520K/3278EK bytes of memory.
Processor boazd ID FTX152400KS

2 Gigsbit Ethernet interfaces

2 Low-speed serial (sync/async) network interface(s)

DRAM configuration is 64 bits wide with parity dissbled.

255K bytes non-velatile configuraticn memery.

243856K bytes of ATA System CompactFlash 0 [Read/Write)

Press RETURN to get started!

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

$LINEPROTO-5-UPDOWN: Line protocel on Inter

ce Serial0/0/1, changed state to up

00:00:10: %0SPF-5-ADJCHG: Process 1, Mbr 2.2.2.% con Serisl0/0/1 from LOADING te
FULL, Loading Dene

23vshow ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
z.z.2.2 o FULL/ - 00:00:31 172.81.23.1 Seriald/0/1
23>

m

Euente: El Autor
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4. VISUALIZAR LISTA RESUMIDA DE INTERFACES POR OSPF EN
DONDE SE ILUSTRE EL COSTO DE CADA INTERFACE

Figura 26. Lista Resumida de Interfaces
& Rz — P " E=2c) )

‘Phymcall Config ‘ CLI|

10S Command Line Interface

I RZTENOW- IO UEPT e
Neighbor ID Dri  State Dead Time Address Interface
1.1.1.1 0 FULL; - 00:00:3% 172.81.21.1 Seriz10/0/0
3.3.3.3 o FULL; - 00:00:33 172.31.23.2 Seriz10/0/1

RZgshow ip ospf interface

Ser:al0/0/1 is up, lime protocol is up
Internet address is 172.31.23.1/30, Area 0 |
Process ID 1, Router ID 2.2.2.2, Network Type BOINT-TO-DOINT, Cost: &4
Transmit Delay is 1 sec, State BOINI-TO-POINT, Priority 0
o designated router on this network
Mo backup designated router on this network
Timer intervals configured, Hello 10, Desd 40, Waiz 40, Recransmic §
Hello due in 00:00:08

Index 1/1, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maimm is 1

Last flood scan time is 0 msee, maximm is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1
Ldjacent with neighbor 3.3.3.3

Suppress hells for 0 meighbor(s)

Serial0/0/0 is up, line protocel is up
Internet address is 172.31.21.2/30, Area 0
Process ID 1, Router ID 2.2.2.2, Network Type BOINT-TO-BOINT, Cast: 7500
Transmit Delay is 1 sec, State BOINI-TO-DOINT, Priarity 0
No designated router on this network
o backup designated router on this network
—More—-

I

Fuente: EIl Autor.

5. VISUALIZAR EL OSPF PROCESS ID, ROUTER ID, ADDRESS
SUMMARIZATIONS, ROUTING NETWORKS, AND PASSIVE
INTERFACES CONFIGURADAS EN CADA ROUTER.

Figura 27. OSPF Process ID.
® R2

[ Physical | config | cur |

I0S Command Line Interface

RZren
RZgshow ip protocols

Routing Protocol is "ospf 1"
Qutgoing update filter list for all interfaces is not set
Incoming update filter list for 21l interfaces is not set
Router ID 2.2.2.2
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum pash: 4
Routing for Networks:

172.31.21.0 0.0.0.3 azea 0
172.31.23.0 0.0.0.3 szea 0
ts):

Passive Interfac

GigebitEthernet0/1
Rousing Information Sources:

Gateway Distance Last Update

1111 110 00:21:38

z.z.2.2 110

3.3.3.3 110
Distance: (defsult is 110) £

Rzg -

Fuente: El Autor.
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6. CONFIGURAR VLANS, PUERTOS TRONCALES, PUERTOS DE
ACCESO, ENCAPSULAMIENTO, INTER-VLAN ROUTING Y SEGURIDAD
EN LOS SWITCHES ACORDE A LA TOPOLOGIA DE RED
ESTABLECIDA.

Figura 28. Switch (1)
#®s1 -

Physical | Config | CLI ‘

105 Command Line Interface

TTEST REIURN T UET STELTENT

Slfconfigure ©

Slfconfigure verminal

Enter configuraticn commands, one per line. ZEnd with CNTL/Z.
51iconfigl#no ip d

51iconfigl #no ip domain-

51(config) #no ip domain-1

51(configl #no ip domain-lookup

51(config) #vlan 30

51(config-vlan)#name Administracion

51(config-vlan)#vlan 40

51(config-vlan) #name Mercadeo

51(config-vlan) #vlan 200

51(config-vlan) #name Mantenimiento

51lconfig-vlan)§ -

L

Fuente: EIl Autor.

Figura 29.
# R2

Physical | Config | CLI ‘

105 Command Line Interface

Process ID 1, Router ID 2.2.2_2, Network Type POINT-TO-FOINT, Cost: 64 0
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router on this network
Timer intervals configured, Helle 10, Dead 40, Wait 40, Retransmit §
Hello due in 00:00:03
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1 I

Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 3.3.3.3
Suppress hello for 0 neighbor(s)
Serialo/0/0 is up, line protocol is up
Internet address is 172.31.21.2/30, Area 0
Process ID 1, Router ID 2.2.2.2, Network Type POINT-TO-BOINT, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router on this network
Timer intervals configured, Helle 10, Dead 40, Wait 40, Retransmit §
Hello due in 00:00:03
Index 2/2, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1
Suppress hells for 0 neighbor(s)
RZE

m

Fuente: EIl Autor.
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Figura 30. Switch (S3)

L& e

Physical | Config | CLI |

10S Command Line Interface

. End with QNTL/Z.

45Y5-5-CONFIG_I: Configured from console by console

Fuente: El Autor.

7. EN EL SWITCH 3 DESHABILITAR DNS LOOKUP

Figura 31. Switch (S3)
#s3 = | B |

| Physical |_Conﬂg | CLI |

10S Command Line Interface

53 (config-if)#ip add 192.168.39.3 255.255.255.0 o~
53 (config 1 #no sh

53 (config | #no shutdown

53 (config-if) fexit

53 {config) §ip def

53 (config) §ip default-gateway 132.168.33.1
53 {config) finterface falds 4

52 {config-if) #switchp

53 (config-if) #switchport m

53 (config-if) #switchport mode tr

| #switchport mode trunk

) #switchport trunk native vlan 1
53 (config | #interface £20/19

53 (config-if) §switchpo

|| |s3iconfig-if) #switchport m

33 (config-if) #switchport mode ac

53 (config-if) #switchport mode access

53 (config-if) fowit

53 (config-if) #switchport acc

53 (config-if) #§switchport access wlan 40

53 (config-if) fexit

l 53 (config)# no ip domain-lookup —
53 (config) g 2

i:uente: El Autor.
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8. ASIGNAR DIRECCIONESIP A LOS SWITCHES ACORDE A LOS
LINEAMIENTOS.

Figura 32. Switch (S1)

Physical | Config | CLI ‘

105 Command Line Interface

Siven -
Slfconf

Slfconfigure t

Slfconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.

S1{config)$no ip d

S1i{config)#nc ip domain-

S1{config)$no ip domain-1

S1{config)#nc ip domsin-lookup

config)#vlan 30

Administracion
40

Mercadeo

zo0
Mantenimiento

vlan) fname
config-vlan) fexit
config) #interface wvlan 30
S1{config-if)#

SLINK-5-CHANG!

Interface V1an30, changed state to up

S1{config-if)#ip add 192.168.99.2 255.255.255.0
$no sh

#no shutdown

fexit

config) #default-

config) #default-g

config) #ip de

m

mlt-gateway 192.168.99.1
{config) § =

Figura 33.
&1 =)

Physical | Config | CLI ‘

105 Command Line Interface

Slfconfigure ©
| |sitconfigure terminal

Enter configuration cormands, one per line. End with CNTL/Z.
(config) #interface £0/4

£)#switchport mode tr
£)#switchport mode trunk

1%

51(config-i
3LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/4, changed state to
down

LINEPROTO-5-UPDOWN: Line protocol on Interfzce FastEthernet0/4, changed state to
up

3LINEPROTO-5-UDDOWN: Line protocol on Interfzce V1an30, changed state to up -

LFuente: El Autor.
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Figura 34.

51

Physical | Config | CT‘

105 Command Line Interface

51 (config-i
ROTC-5-UPDOWN: Line provecel on Interface FastEthernes0/4, changed state oo

SLINEPROTO-5-UPDOWN: Line protocol
up

ce FastEthernes0/4, changed state o

SLINEPROTO-5-UPDOWN: Line protocel on Interface Vlan30, changed state to up

Sl
Sl
Sl
Sl
Sl
Sl )#switchport trunk nat vlan 1
Sl
81¢
Sl
Sl
Sl
Sl
Sl
Sl

£)#switchport trunk nac
vlan 1

) #switchpors mo

) #switchport mode

)#switchport modeac

)#switchport mode ac

£)#svitchport mode access

)#switchport access vlam 30

f)#interface range £20/1-3, £20/6, £20/8-24, gl/l-2
ce range not validated - commend rejected

51(configl #int range £a0/1-3, fa0/€, £a0/8-24, gl/l-2
interface range not validated - commend rejected L.
51 (config) 3 2

LFuente: El Autor.

Figura 35. Switch (S3)

| Physical | Config | <Ll |

10S Command Line Interface

Enter configuratvion commands, one per line. End with CNTL/Z.

5Y5-5-CONFIG_I: Configured from console by console

. one per line. End with CNTL/Z.

Interface Vian3o, changed state 5o up

SLINEPROTO-5-UPDOWN: Line protoeol on Interface V1an3, changed state to up

-
&5 leoneag ]

Fuente: E| Autor.

25



9. DESACTIVAR TODAS LAS INTERFACES QUE NO SEAN UTILIZADAS
EN EL ESQUEMA DE RED.

Figura 36. Switch (S1)
®s1 —

| Physical I Config ‘ CLI |

105 Command Line Interface

TTCoTTIgTRITErT=oE =S
511 ra fil
511 range fa

s1¢ ig)#interface range fastEthernet 0/1-3

s1¢ ig-if-range)#sh

51 (config-if-range) #shucdovn

%LINE-5-CHANCED: Interface FastEthernet0/1, changed state to administratively down

%LINE-5-CHEANCED: Interface FastEthernet0/2, changed state to administratively down

3LINK-5-CHANGED: Interfzce FastEthernes0/3, changed state to administrasively down
range) #interface range fastEIthernet 0/6

range) #sh

range) #shutdown

3LINK-5-CHANGED: Interfzce FastEthernes0/€, changed state to administrasively down
51(config-if-range] #inverface range fastEZthernes 0/8-24

range) #sh

51 (config-if-range) #shucdovn

m

%LINE-5-CHANCED: Interface FastEthernet0/8, changed state to administratively down
%LINE-5-CHEANCED: Interface FastEthernet0/3, changed state to administratively down ‘

%LINE-5-CHEANCED: Interface FastEthernet0/10, changed state to administratively
down

%LINR-5-CHANGED: Interface FastEthernet0/1l, changed state to administratively

down -

LFuente: El Autor.

Figura 37.
# 51

‘ Physical I Config ‘ CLI |

105 Command Line Interface

down o3

%LINR-5-CHANGED: Interface FastEthernet(0/1&, changed state to administratively
down

%LINR-5-CHEANGED: Interface FastEthernet0/17, changed state to administratively
down

%LINR-5-CHEANGED: Interface FastEthernet(0/18, changed state to administratively
down

%LINF-5-CHANGED: Interface FastEthernet(/13, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/20, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/21, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/22, changed state to administratively
down

%LINF-5-CHANGED: Interface FastEthernet0/23, changed state to administratively
down

%LINF-5-CHANGED: Interface FastEthernet0/24, changed state to administratively ,‘

LFuente: El Autor.
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Figura 38. Switch (S3)
ré?ss

| Phymca\l Config | CLI|

10S Command Line Interface

l#switchport m
)§switchport mode ac
V§switchport mode access
TEswit

l#switchport acec

53 (config-ifl#switchport access wlan 40
53 (config-if) fexit

53(config)$ no ip domain-lookup

53 (config) §interface ran

53(config) finterface range fa

53 (config) #interface range fastEthernet 0/1-3
53 (config-if-range) fsh

53 (config-if-range) #shutdown

53 {config-i
53 ({config-
33 (config-i

SLINE-5-CHRZNGED: Interface FastEthernetlds1, changed state to
administratively down

%LINE-5-CHANGED: Interface FastEthernetl/Z, changed state to
administratively down

SLINE-S-CHRNGED: Interface FastEthernetd/3, changed state to ‘E‘
administratively down |4

53 (config-if-zange)$ .

Fuente: El Autor.

Figura 39.
ré?ss

| Phymca\l Config | CLI|

10S Command Line Interface

%LINE-5-CHANGED: Interface FastEthernetl/3, changed state to s
administratively down

53 (config-if-range) fexit

S3{config)finterface range fastEthernet 0/5-18

53 ({config-if-range) #sh

53 ({config-if-range) #shutdown

%LINE-5-CHANGED: Interface FastEthernetl/5, changed state to
administratively down

®LINE-S-CHRNGED: Interface FastEthernet(/&, changed state to
administratively down

LINE-5-CHANGED: Interface FastEthernetl/7, changed state to
administratively down

%LINE-5-CHANGED: Interface FastEthernetl/8, changed state to
administratively down |

L

%LINE-5-CHANGED: Interface FastEthernetl/3, changed state to i
administratively down

LLINE-S5-CHANCED: Interface FastEthernetl/10, changed state to -

LFuente: El Autor.
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Figura 40.
EE [ESNEN=X)

| Physical | Config | CLI |

10S Command Line Interface

53 (config-if-range) fexit o~
53 (config) finterface range fastEthernet 0/20-24

53 (config-if-range) fsw

53 {config-if-range) §switchport

% Tncomplete command.

53 ({config-if-range) fsh

53 (config-if-range) #shutdown

2

state to

%LINE-5-CHANGED: Interface FastEthernet(/20, ch
administratively down

L

SLINE-5-CHANGED: Interface FestEthernet0/Z1, ch
sdministratively down

state to

SLINE-5-CHRZNGED: Interface FastEthernetdsZZ, changed state to
administratively down

SLINE-5-CHRNGED: Interface FastEthernet(/23, ch d state to
administratively down

$LINE-5-CHANGED: Interface FastEthernetdsZ4, ch d state To E|
administratively down

53 {config-if-range) § 2

Fuente: El Autor.

10.IMPLEMENT DHCP AND NAT FOR IPV4.

Figura 41. PC-A
= ST )

Physical | Config | Desktop ‘ Custom Interface|

IP Configuration

IP Configuration

@ DHCP ) Static

1P Address [192.168.30.31 |
|l subnet Mask |255.255.255.0 |

Default Gateway  |192.16€.30.1 |

DNS Server [10.10.10.11 |

IPv6 Configuration
) DHCP ) Auto Config @ Static

IPv6 Address S

Link Local Address FEBO::2E0:F9FF:FE75:C5C8

IPv6 Gateway

IPv6 DNS Server

i AL

Fuente: El Autor.
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Figura 42. PC-C
’Q PC-C

Physical rCDnﬁg | Desktop | Custom Interface |

IP Configuration
1P Configuration

@ DHCP () Static

IP Address [192.168.40.31
Il subnet Mask |255.255.255.0

Default Gateway ‘192.168.40‘1

DNS Server [10.10.10.11

IPv6 Configuration
) DHCP () Auto Config @ Static

IPv6 Address

Link Local Address FEB0::2E0:A3FF:FE57:959E

IPVE Gateway

IPvE DNS Server

‘

m

Fuente: El Autor.

40 PARA CONFIGURACIONES ESTATICAS.

Figura 43. Router (R1)
&P R1

‘ Physical | Config ‘ CLI ‘

105 Command Line Interface

TrosT==TUsTToOET

Rl>en
R1fip dhep exclude-address 192 168.30.1 132 168.30.30

% Invalid input detected at '~' marker.

Rlgcont

Rlgconfigure t

Rlgconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1{config)#ip dhcp exclude-address 192 .168.30.1 182 168_30.30

% Invelid input detected at '~' marker.
Bl(config) #ip dhep excluded-address 192.188.30.1 192.188.30.30

Rl{config)#ip dhcp excluded-address 192.168.40.1 1592.162.40.30
B1{config)$

Fuente: El Autor.
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Configurar DHCP pool para VLAN 30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Figura 44. Router (R1)
2 R1 R
Physical | Config | CLI ‘

10S Command Line Interface

Rlicont

Rlfconfigure t

Rliconfigure terminal

Enter configursticn commsnds, one per line. End with CNTL/Z.
2l (config) #ip dhep exclude-address 192.168.30.1 152.188.30.30

% Invalid input detected at '"' marker.

Rl(configl #ip dhcp excluded-address 192.168.30.1 182.163.30.30
Rl(configl #ip dhcp excluded-address 192.168.40.1 182.163.40.30
Rl(configl #ip dhcp pool Administracion

gl ¥

g)#dns-server 10.10.10.11

g) #domain-name ccna-unad.com

21 (dhep-co
21 (dhep-co

% Invalid input detected at '"' marker. N

21 (dhep-config) #domain-na
21 (dhep-config) #domain-name cena-und.com

% Invalid input detected at '~' marker.|

21 (dhep-config) #domain name cena-und.com

m

% Invalid input detected at '"' marker.

21 (dhep-config) #ip domain-name ccns-unad.com
21 (config) #defo -

Fuente: EI Autor.

Figura 45.
# Rl
Physical | Config | CLI ‘

105 Command Line Interface

21 (dhep-config) #dns-server 10.10.10.11 -
21 (dhep-config) #domain-name cena-unad.com

% Invalid input detected at '~' marker.

21 (dhep-config) #domain-na
21 (dhep-config) #domain-name cena-und.com

% Invalid imput detected at '~' marker.

21 (dhep-config) #domain name cena-und.com

% Invalid imput detected at '~' marker.

21 (dhep-config) #ip domain-name ccns-umad.com

Rl(config) #defo
Rl(config) §defau |

2l (config) #ip defa
2l (config) #ip defsult-router 152.185.30.1

% Invalid input detected at '~' marker.

Rl{config) #default-router 132.168.30.1

% Invalid input detected at '~' marker.

n

21 (config) #ip dhep peol Administracicn
21 (dhep-config) #default-router 192.163.30.1
21 (dhep-co

Fuente: Ef Autor. -
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Configurar DHCP pool para VLAN 40

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Figura 46. Router (R1)
#R1 " - . -
Physical | Config | cLI |

= [ [ |

10S Command Line Interface

T TETTpTOTTT TTE
R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) &

R1(dhcp-config) #ip dhep pool Mercadeo

Rl (dhcp-config) #dns-sexver 10.10.10.11

Rl {dhcp-config) #ip domain-name ccna-unad.com

Rl{config)#ip dhcp pocl Mercadeo =
Rl (dhcp-config) #default-router 192.168.40.1

Rl {dhcp-config) #network 152.168.40.0 255.25%
Rl (dhcp-config) # =

5.255.0

Fuente: EIl Autor.

13.CONFIGURAR NAT EN R2 PARA PERMITIR QUE LOS HOST PUEDAN
SALIR A INTERNET.
Figura 47. Router (R-2)

#R2 = | B |

Physical | Config ‘ CLI ‘

10S Command Line Interface

Press RETURN to get started.

RZ>conf
Rz>conft

m

RZ>conf
RZ>en

R2#conf

R2fconfigure ©

R2fconfigure terminal

Enter configuravion commands, one per line. End with CNTL/Z.
RZ(config)#ip mat in

RZ(config)#ip nat inside source static 10.10.10.10 209.165.200.224 o
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Figura 48. Especificar las interfaces en (R2)
&r kol

Physical | Caonfig | CLI ‘

105 Command Line Interface

RZ>conf

RZ>conft

RZ>conf

RZven

RZ§conf

RZfconfigure t

RZfconfigure terminal

ter configuration commands, one per line. End with CNTL/Z.
config) #ip nat in

config) #ip nat inside source static 10.10.10.10 Z09.165.200.224
config) §interface g0/0

config-if)#ip nat outside g

config-if)#ip nat outside go0/1

% Invalid input detected at '~' marker.

config-if)#ip nat outside
config-if)¢interface gi/1
config-i

J#ip nat inside
config-if)fewit

config) §interface g0/0
config-if)#ip nat ou
J#ip nat outside
)#interface g0/1
J#ip nat inside

m

| Cooor ] [reme ] ||

Fuente: El Autor.

Figura 49. Mostrar configuracion NAT en (R2)
[#r e

Physical | Config | CLI ‘

105 Command Line Interface

FooTTIgOTE—T

gqure terminal -
nter configuration commands, one per line. End with CNTL/Z.

g)#ip nat in

onfig) #ip nat inside source static 10.10.10.10 205_165.200.224

g) #¢interface go/0

£)#ip nat outside g

#ip nat outside go/1

% Invalid input detected at '~' marker.

ocutside

RZ (config) fexit
nz#
%5YS-5-CONFIC_I: Configured from console by conscle

RZ$show ip mat translations
Pro Inside global Inside local Outside local Cutside global
-—- 20%.1€5.200.234 10.10.10.10 -— -—-

m

ErLd -

Fuente: E| Autor.
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14. CONFIGURAR AL MENOS DOS LISTAS DE ACCESO DE TIPO
ESTANDAR A SU CRITERIO EN PARA RESTRINGIR O PERMITIR
TRAFICO DESDE R1 0 R3 HACIA R2.

Figura 50. Router (R-2)

FRr2 - = |l

| Physical | Config | CLI |

10S Command Line Interface

Press RETURN to get started.

ation commands, one per line. End with CNTL/Z.

1 permit 192.1%8.30.0 0.0.0.255
1 permit 192.1%8.40.0 0.0.0.255
1 permit 192.1%8.4.0 0.0.3.255

Fuente: El Autor.
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15.CONFIGURAR AL MENOS DOS LISTAS DE ACCESO DE TIPO
EXTENDIDO O NOMBRADAS A SU CRITERIO EN PARA RESTRINGIR O
PERMITIR TRAFICO DESDE R1 0O R3 HACIA R2.

Fuente 51. Router (R1)

®ri —

‘ Physical | Config ‘ CLI ‘

10S Command Line Interface

SLINEPROTO-5-UPDOWN- Line protocel on Interface GigabitEthernet0/1.33, changed
state to up

$LINIPROTO-5-UPDOWN: Line protocel on Interface GigabitEZthernet0/1.40, changed
state to up

SLINZPROTO-5-UFDOWN: Line protocel on Interface GigabitZthernet0/1.200, changed
state to up

$LINEPROTO-5-UFDOWN: Line protocel on Interface Serial0/0/0, changed state to up

00:00:10: %0SPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Serial0/0/0 from LOADING to
FULL, Loading Dene

f t

terminal

configuration cormands, one per line. K
fig) facces

g) faccess-list 10 permit 192_168.30.31
g) gacces

g)#access-list 120 permit udp any host 132.168.40.31 eq domain
{config) faccess-1list 120 permit tep any host 192.168.40.31 eq domsin

d with CNIL/Z.

n

| |* Invalid input detected st '~ marker.

g) #access-1ist 120 permit tep any host 192 168.40.31 eg smsp —

Fuente: El Autor.

Fuente 52. Router (R-3)
#R1

Physical | Config | CLI ‘

105 Command Line Interface
e B e R
state to up

T CT=TTgET
$LINEPROTC-5-UPDOWN: Line protocol con Interface GigabitEthernet0/1.200, changed
state to up

SLINEPROTC-5-UPDOWN: Line protocel on Interface Seriald/0/0, changed state to up

00:00:10: %0SPF-5-ADJCHG: Process 1, Wbr 2.2.2.2 on Serizl0/0/0 from LORDING to
FULL, Loading Dene

Rlsen
Rltconf ©

M |ritcons serminal
Enter configuration commands, cne per line. End with CNTL/Z.
R1(config) facces
Rl(config) faccess-1ist 10 permit 152.168.30.31

Il |2L(config) sacces
Rl(config) #access-1ist 120 permit udp any host 192.168.40.31 eq domain
Rl(config) faccess-1ist 120 permit tep any host 192.168.40.31 eq domein
% Invalid input desected at '~' marker.

Rl(config) #access-1ist 120 permit tep any host 132.1€8.40.31 eg smup
RL(
Rl (config) #interface s0/0/0

RL( ) #ip ace

RL( )#ip access-group 120 in L.

R1(

m

k.

Fuente: El Autor.
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16.VERIFICAR PROCESOS DE COMUNICACION Y RE

DIRECCIONAMIENTO DE TRAFICO EN LOS ROUTERS MEDIANTE EL
USO.

Figura 53. Ping y Traceroute. R-1 a R2
& EET)

Physical | Canfig | CLI ‘

105 Command Line Interface

21>

21>

2lren

nig
&LINK-5-CHANGE

: Interface Serial0/0/0, changed state to down
#LINEPROTO-5-UPDOWN: Line protocol on Imterface Serizl0s0/0, changed state te down
SLINK-5-CHANGED: Interface Serizl0f0/0, changed state to up

#LINEZPROTO-5-UPDOWN: Line protocol on Interface Serizl0/0/0, changed stcate To up

nigping 17

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.21.2, timeout is 2 seconds:
v

m

Suceess rate is 100 percent (5/5), round-trip min/avg/max = 1/6/17 ms

21g) -

Fuente: EIl Autor.

Figura 54. Ping y Traceroute R-2 a R-3
#r B

| Physical | Config ‘ cu |

10S Command Line Interface

SLINE-5-CHENGED: Interfzce Seriald/0/0, changed state to down

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to down

SLINK-5-CHANCE|

: Interface Serial0/0/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

R3ren
R2#ping 172.31.23.2

Type escape sequence to sbort.
Sending 5, 100-byte ICMP Echos to 172.31.23.2, timeout is 2 seconds:
1

m

Success rate is 100 percent (5/5), round-trip min/svg/msx = 1/5/8 ms

£ -

L

Fuente: EIl Autor.
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Figura 55. Desde Internet-PC to Default Gateway

& Internet PC ‘

| 0

Physical Config Desktop Custom Interface

—a=aa | ey | [ | [ ,—

P
Approximate round

Minimum

Command Promp!

—

.

Fuente: El Autor.

Figura 56. Desde la PC-A ala PC-B

& pc-A

P S N

Physical | Config | Desktop | Custom Interface

s L ——]

timed out.
timed out._
timed out._
timed out._

ping 1

Pinging 1

kets:
Approximate round trip ti
Minimum = 1ms,

m

-

Fuente: El Autor.
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Figura 57. Desde la PC-B ala PC-A

& pc-C

Physical Config Desktop Custom Interface

Command Prompt

1

P
Approximate round

Minimum

trip times in milli-se

1ims, A

1l

Fuente: El Autor.

17.TOPOLOGIA DE RED CONFIGURADA

Figura 58.

& Cisco Packet Tracer Student - C:\Users\GVALENCIA\Google Drive\UNAD 2018 NDiplomade de Profundizacion Cisco\Prueba De Habilidades CCNA.pkt
Fie Edt Options View Tools Extensions Help

=G

b= "2 EE A S 08

Logical [Root]

New Cluster

[

D 7

Set Tiled Background

Viewport

! Internsy Server

N NBER2N0IMI
Inzmet e |
e R0B N

. LoD Web Server
T e
RZ

172312103 2B 0
B gy ERR
= iy 13,
FEELT | e RE' 16 152.168.5.624
BMANGA
[
15016852 e T ’ 182,168,993
i
) wanso

-__f

cc

e

7
« it v | ©
Time: 02:44:45 | Power Cycle Devices Fast Forward Time Realtime
. - 2 Fire  lastStatus  Source Destination  Type  Color Time(sec) Periodic  Num
A 1. Bl S S SN SN SN S S D scenerion -
101 | | 1sr | lgsaow lasam | as1n | (2o | | zsn | IGeneric) Generic [ vew [ pelete ]
F -
.% = 1 ’ ‘Tnggle PDU List Wmdnwl —
[ 2811 | T — C
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18.CONCLUSIONES

Se logré la configuracion de la topologia sugerida en la prueba de
habilidades, aplicando los conocimientos y habilidades obtenidas durante el
Diplomado.

Con la configuracion de DHCP se pudo ahorrar tiempo en cuanto a la
configuracion y asignacion de direcciones IP.

Mediante la configuracién de las listas de acceso, pudimos permitir o
denegar el acceso de hosts a algunos servicios ofrecidos en red.

Se utilizdé la herramienta de simulacion Cisco Packet Tracer, como medio

para desarrollar la practica y puesta en marcha de habilidades adquiridas
durante el Diplomado.
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