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RESUMEN

El presente informe contiene el desarrollo de la prueba de habilidades practicas del
diplomado de profundizacién cisco (disefio e implementacion de soluciones
integradas LAN / WAN).

El mismo aborda las tematicas revisadas en los médulos CCNA | y CCNA Il del
curso antes mencionado, entre los que se destacan:

v
v

ANANENEN

Configuraciones basicas de SWITCH y ROUTERS

Configuracion de direccionamiento IP para los diferentes componentes de
una topologia de red

Configuracion del protocolo OSPF

Uso de las VLAN y su configuracion

Implementacion de DHCP y NAT

Aplicacion de listas de control de acceso

El desarrollo de la actividad se realiza bajo el montaje de una topologia de red en
el simulador Cisco Packet Tracer.



INTRODUCCION

El presente informe se entrega como evidencia del desarrollo de las actividades
concernientes a la evaluacion final (prueba de habilidades practicas) del curso
“Diplomado de profundizacién cisco (disefio e implementaciéon de soluciones
integradas LAN / WAN)”.

En el mismo se abordan de manera practica, a través del uso de la herramienta
Cisco Packet Tracer, las teméticas revisadas en los diferentes capitulos del
mencionado curso, buscando resolver situaciones de la vida real.



1.1 DESCRIPCION DEL ESCENARIO PROPUESTO

1.1 ESCENARIO

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades
de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada
uno de los dispositivos que forman parte del escenario, acorde con los
lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

1.2 TOPOLOGIA DE RED

@ I t t VLAN Direccionamiento Nombre
- nterne 30 192.168.30.0/24 Administracion
2 40 192.168.40.0/24 Mercadeo
FO0/0

209.165.200.230 . 209.165.200.224/29 200 192.168.200.0/24 Mantenimiento

BOGOTA

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

B/MANGA

192.168.99.3

llustracion 1 Topologia de la red



2. DESARROLLO DE LAS ACTIVIDADES

2.1 CONFIGURACION DIRECCIONAMIENTO IP

Configurar el direccionamiento IP acorde con la topologia de red para cada uno
de los dispositivos que forman parte del escenario.
Configuracion basica de los routers:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1

R1(config)#no ip domain-lookup

R1(config)#service password-encryption

R1(config)#enable secret class

R1(config)#line console ©

R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#line vty @ 15

R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#exit

R1(config)#banner motd #Prohibido el acceso no autorizado#
R1(config)#line console ©

R1(config-1line)#loggin synchronous

R1(config-line)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console
R1l#copy run start

Destination filename [startup-config]?

Building configuration...

10



[OK]

R1#
El mismo procedimiento fue aplicado a los routers R2 y R3.

Configuracién béasica de los switches

S1>

S1l>enable

Sl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#no ip domain-lookup

S1(config)#hostname S1

S1(config)#line console ©

S1(config-1line)#password cisco

S1(config-1line)#login

S1(config-line)#loggin synchronous

S1(config-line)#line vty @ 15

S1(config-line)#password cisco

S1(config-1line)#login

S1(config-line)#exi

S1(config)#enable secret class

S1(config)#service password-encry

S1(config)#tbanner motd #Prohibido el acceso no autorizadot

S3>enable

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#hostname S3

S3(config)#no ip domain-lookup

S3(config)#tenable secret class

S3(config)#line console ©

S3(config-1line)#password cisco
S3(config-1line)#login

S3(config-1line)#loggin synchrono
S3(config-1line)#line vty 0 15
S3(config-1line)#password cisco
S3(config-1line)#login

S3(config-1line)#end

S3#

%SYS-5-CONFIG_I: Configured from console by console

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#tservice password-encry

S3(config)#tbanner motd #Prohibido el acceso no autorizado#
S3(config)#end

S3#

%SYS-5-CONFIG_I: Configured from console by console

11
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Tabla de direccionamiento:

Tabla 1 Direccionamiento IP

_D|sp03|t Interfaz

ivo

R1 FO/0
S0/0/0
F0/0

R2 (:S.lmulac
ion
internet)
S0/0/0

4-?...'{"'

\ *’-"i B/MANGA

Direccioén IP

172.31.1.1

172.31.21.1

209.165.200.
225

172.31.23.1

12

Mascara de
subred

255.255.255.

0

255.255.255.

252

255.255.255.

248

255.255.255.

252

Gateway
predetermin
ado

N/A

N/A

N/A

N/A



255.255.255.

S0/0/1 172.31.21.2 259 N/A
255.255.255.

Lo4 10.10.10.10 255
R3 S0/0/1 172.31.23.2 322'255'255' N/A

Lo4 192.168.4.0 522'255'255' N/A

Lo5 192.168.5.0 522'255'255' N/A

Lo6 192.168.6.0 522'255'255' N/A
S1 192.168.99.2
S3 192.168.99.3
PC-A NIC 172.31.1.2 355'255'255' 172.31.1.1
PC-C IC 172.31.1.3 355'255'255' 172.31.1.1
PC - NIC 209.165.200. 255.255.255. 209.165.200.
Internet 230 248 225

R1(config)#interface fastEthernet 0/0

R1(config-if)#description Conecta al R1 (Medellin) a las VLAN 30
(Administracion) y 40 (Mercadeo)

R1(config-if)#ip address 172.31.1.1 255.255.255.0
R1(config-if)#no shutdown

R1l(config-if)#interface s0/0/0

R1(config-if)#description Conecta al R1 (Medellin) con R2(Bogota)
R1(config-if)#ip address 172.31.21.1 255.255.255.252
R1(config-if)#clock rate 128000

R1(config-if)#no shutdown

Rl(config-if)#

R1(config-if)#end
R1#
%SYS-5-CONFIG_I: Configured from console by console

R1#copy run start

Destination filename [startup-config]?
Building configuration...

[OK]

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#tinterface s@/0/0

R2(config-if)#description

% Incomplete command.

R2(config-if)#description Conecta al R2 (Bogota) y el R3 (Bucaramanga)
R2(config-if)#ip address 172.31.23.1 255.255.255.252
R2(config-if)#clock rate 128000

R2(config-if)#no shutdown

13



%LINK-5-CHANGED: Interface Serial@/e/0, changed state to down
R2(config-if)#interface s0/0/1

R2(config-if)#description Conecta R2(Bogota) con R1(Medellin)
R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface Serial@/e/1, changed state to up

R2(config-if)#end
R2#
%SYS-5-CONFIG_I: Configured from console by console

R2#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial@/0/1, changed state
to up

R2#copy run start

Destination filename [startup-config]?
Building configuration...

[OK]

R2#

R2(config)#interface fa@/0

R2(config-if)#description Salida a internet
R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface FastEthernet@/0, changed state to up

R2(config-if)#
R2(config)#interface lo4

R2(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state to
up

R2(config-if)#ip address 10.10.10.10 255.255.255.255
R2(config-if)#end

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#banner motd #Prohibido el acceso no autorizado#
R3(config)#interface s0/0/1

R3(config-if)#tdescription Conecta R3(Bucaramanga) a R2(Bogota)
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R3(config-if)#ip address 172.31.23.2 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface Serial@/e/1, changed state to up

R3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial@/@/1, changed state
to up

R3(config-if)#end
R3#
%SYS-5-CONFIG_I: Configured from console by console

R3(config)#interface lo4

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state to
up

R3(config-if)#ip address 192.168.4.0 255.255.255.255
R3(config-if)#

R3(config-if)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console

R3#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#interface lo5

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state to
up

R3(config-if)#ip address 192.168.5.0 255.255.255.255
R3(config-if)#interface lo6

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback6, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state to
up

R3(config-if)#ip address 192.168.6.0 255.255.255.255
R3(config-if)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console

15



R3#copy run start

Destination filename [startup-

Building configuration...
[OK]
R3#

2.2 CONFIGURACION OSPF

Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

config]?

OSPFv2 area 0
Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 2.2.2.2
Router ID R3 3.3.33
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 128 Kb/s
Ajustar el costo en la métrica de S0/0 a 7500

llustracion 3 Configuracion OSPF

Configuracién del protocolo OSPFv2:

R1(config)#trouter ospf 1

R1(config-router)#network 172.
R1(config-router)#network 172.

R1(config-router)tend

R2#configure terminal
Enter configuration commands,
R2(config)#trouter ospf 1

R2(config-router)#network 172.
R2(config-router)#network 172. 0 0.0.0.3
.31.21.0 0.0.0.3

0.224 0.0.

R2(config-router)#network 172

R2(config-router)#network 209.

R2(config-router)#

R3#configure terminal
Enter configuration commands,
R3(config)#trouter ospf 1

R3(config-router)#network 172.

R3(config-router)tt

31.1.0 0.0.0.255 area ©
31.21.0 0.0.0.3 area ©

one per line. End with CNTL/Z.

31.2.0 0.0.0.255 area 0
31.23. area 0
area ©
0.7 area ©

165.200.22

one per line. End with CNTL/Z.

31.23.0 0.0.0.3 area ©

16




BZfshow ip ocspf neighbor

Neighbor ID Pri State Dead Time Address Interface
172.31.23.2 a FULLS - 00:00:35 17E.31.23.2 Serizl0/0/0
172.31.21.1 a FULLS - 00:00:31 172_31.21.1 Serialld/ 071

RZgshow ip protocols

Routing Protocol is "ospf 1™
Cutgoing update filter list for =211 interfaces is not set
Incoming update filter list for all interfaces is not set
REouter ID 17Z2.31.23.1
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximim path: 4
Bouting for WNetworks:
172.31.2.0 0.0.0.255 area 0
172.31.23.0 0.0.0.3 gxrea O
172.31.21.0 0.0.0.3 area 0O
BEouting Informstion Sources:

Eateway Distance Last Update

172.81.21.1 110 00:08:1%

172.31.23.1 110 00:03:3%

172_31.23.2 110 00:03:38
Distance: (defsult is 110}

rz|

llustracion 4 Evidencia configuracion OSPF

Configuracién de ID para los router a través de direcciones loopback:

R1(config)#interface 1lo®@

Rl(config-if)#
%LINK-5-CHANGED: Interface Loopback®, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback®, changed state to
up

Ri(config-if)#ip address 1.1.1.1 255.255.255.255
R1(config-if)#

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface 1lo®@

R2(config-if)#ip address 2.2.2.2 255.255.255.255
R2(config-if)#end

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#interface 1lo®

R3(config-if)#ip address 3.3.3.3 255.255.255.255
R3(config-if)#end

17



Blfshow ip protocols

Bouting Protocol is "ospf 1™
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bouter ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stuk 0 nssa
Maximm path: 4
Routing for Metworks:
172.31.1.0 0.0.0.255 area 0
172.31.21.0 0.0.0.3 area 0
Bouting Information Sources:

Fateway Distance Last Update
1.1.1.1 110 00:0Z2:Z&
2.2.2.2 110 00:0Z2:Ze
3.3.3.38 110 00:0Z2:32
172.31.21.1 110 00:23:48
172.31.23.1 110 00:03:1%
172.31.23.2 110 00:21:08
Distance: (default is 110)
Hlg

llustracion 5 Configuracion de OSPF R1

REZfshow ip protocols

Bouting Protocol is "ogpf 17
Cutgoing update filter list for all interfaces i3 not set
Incoming update filter list for all interfaces i3 not set
Bouter ID Z2.2.2.2Z2
Number of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximim path: 4
RBouting for MNetworks:
172.31.2.0 0.0.0.255 area 0
172.31.23.0 0.0.0.3 area 0
172.31.21.0 0.0.0.3 arez 0
Bouting Information Sources:

Gateway Distance Last Update
1.1.1.1 1140 00:01:10
Z.2.Z2.2 110 00:01:10
3.3.3.3 110 00:01:1¢
172.31.21.1 110 00:22:32
172.31.23.1 110 00:02:03
172.31.23.2 110 00:15:52
Digstance: (default is 110)

llustracion 6 Configuracion OSPF R2

18



BE3fshow ip protocols

Bouting Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not sSet
Incoming update filter list for all interfaces is not set
Bouter ID 3.3.3.3
Humber of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximim path: 4
Bouting for Metworksa:
172.31.23.0 0.0.0.3 area 0
Bouting Information Sources:

Cateway Distance Last Update
1.1.1.1 110 00:-04:01
Z.Z.E.2 110 00:-04:01
3.3.3.3 110 00:-04:07
172.31.21.1 110 00:Z5:23
172.31.23.1 110 00:-04:54
172.31.23.2 110 O0:-22:43

Distance: (default is 110}

llustracion 7 Configuracion OSPF R3

Configuracion de interfaces LAN como pasivas:

Inicialmente se emite el comando passive-interface default en los routers
para que todas las interfaces pasen al modo pasivo:

R1(config)#router ospf 1

R1(config-router)#passi

R1(config-router)t#tpassive-interface default

R1(config-router)t

00:08:58: %0SPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Seriale/0/0 from FULL to
DOWN, Neighbor Down: Interface down or detached

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)t#tpassive-interface default

R2(config-router)t

00:09:33: %0SPF-5-ADJCHG: Process 1, Nbr 3.3.3.3 on Seriale/0/0 from FULL to
DOWN, Neighbor Down: Interface down or detached

R2(config-router)tt

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#trouter ospf 1
R3(config-router)t#tpassive-interface default

19



R3(config-router)#end
R3#
%SYS-5-CONFIG_I: Configured from console by console

Serisel0/0/1 is up, line protococl is up

Internet address is 172.31.23.2/30, Rrea 0

Frocess ID 1, Router ID 3.3.3.3, Network Type POINT-TO-POINT,
Cost: &4

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer interwvals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5

No Hellos (Passiwve interface)

Index 1/1, flcod gueues length 0

Hext 0x0{0)/0x0(0)

Last flood scan length is 1, maximm jis 1

Last flood scan time is 0 msec, maximum is 0 maec

Suppress hello for 0 neighbor(s)
nag

llustracion 8 Evidencia interfaces pasivas

Posteriormente se activa en cada router las interfaces adecuadas como
no pasivas:

R1(config)#trouter ospf 1
R1(config-router)#no passive-interface s0/0/0

20



FastEthernetl,/0 is up, line protococl is up

Internet address is 172.31.1.1/24, RArea 0

Process ID 1, Router ID 1.1.1.1, Wetwork Type BROADCRST, Cost: 1

Tranamit Delay iz 1 sec, State WAITING, Priority 1

No designated router on this network

Ao kackup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)

Index 1/1, flood gueue length O

Next O0x0(0)/0x0{d)

Last flood scan length is 1, maximim is 1

Last flood scan time is 0 msec, maximm is 0 maec

Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

S5eri=ld/ 0/0 is up, line protocol is up
Internet address is 172_31.21.1/30, Area 0
Process ID 1, Bouter ID 1.1.1.1, Metwork Type POINT-TO-BPOINTI, Cost: &4
Transmit Delay is 1 sec, State BPOINT-TO-POINT, Priocrity 0
No designated router on this network

No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, HRetransmit &5
Hellg due in 00:00:0%

Index Z/2, flood gqueue length O

NHext 0x0(0)/0x0(0)

Last flood scan length is 1, maximim is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 2_.2_.2_2

Suppress hello for 0 neighbor(s)

llustracion 9 Interfaces pasivas y no pasivas

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#no passive-interface s0/0/1
R2(config-router)#no passive-interface s0/0/0
R2(config-router)tend

R2#
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S5erizldys0/1 is up, line protocol is up
Internet address is 17Z.31.21.2/30, Areza O
Erocess ID 1, Router ID 2_.Z2.Z.2, Metwork Type PBOINT-TO-BOINT, Cost: &4
Transmit Delsay is 1 sec, State POINI-TO-POINT, Pricrity O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hellc due in 00:00:00
Index 171, £flood gueue length O
Next 0x0({0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Suppress hello for 0 neighboris)
Serizaldys0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Rrea O
Erocess ID 1, Router ID Z2.2.2.2, MNetwork Type POINT-TO-BOINT, Cost: &4
Transmit Delay is 1 sec, State POINT-TO-POINT, Pricrity O
Mo designated router on this network
g backup designated router con this pnetwork
Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:0&
Index 2/2, flood gueue length 0O
Next 0x0{0)/0x0{0)
Lzst flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximm is 0 msec
Heighbkor Count is 1 , AZdjscent neighbor count is 1
2djacent with neighbor 3.3.3.3
Suppress hello for 0 neighbor(s)

R3(config)#trouter ospf 1
R3(config-router)#no passive-interface s0/0/1
R3(config-router)#end

B3 -
&5YS-5-CONFIGC_I: Configured from conscle by conscle

RE3fcopy rum start

Destination filename [startup-configl?
Building econfiguration...

[CE]

BR3fshow ip ospf interface s30/0/1

Seriald/0f1 is up, line protoccol is up

Internet address is 172.31.23_2/30, Arez O

Process ID 1, Houter ID 3.3.3.3, Network Type BOINT-TO-POINT,
Cost: &4

Transmit Delay is 1 sec, State BOINT-TO-BOINT, Priocrity O

No designated router on this network

No backup designated router on this network

Timer interwvals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5

Hello due jin 00:00:01

Index 171, flood gqueue length 0

Next O0x0{0)/0x0{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Suppress hello for 0 neighbor(s)
B3
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Establecer el ancho de banda para enlaces seriales:

R1l(config)#interface s@/0/0
R1(config-if)#bandwidth 128
R1(config-if)#end

Blfshow interface s30/0/0

S5eri=ld/0/0 is up, line protocol is up (connected)
Hardware is HD&4570
Description: Conecta al Bl (Medellin) con RZ (Bogota)
Internet address is 172.31_Z1.1/30
MTUO 1500 bytes,m]ﬂf 20000 usec,
relisbkility Z55/255, txload 1/Z55, rxload 1,255

llustracion 10 Establecimiento de ancho de banda

R2(config)#interface s0/0/0
R2(config-if)#bandwidth 128

BZgshow interface 30,7070

Seriald/0/0 is up, line protocol is up (connected)
Hardware iz HD&4570

Description: Conecta al RZ (Bogota) vy el R3
Internet address is 172_.31_.23.1/730

MTUO 1500 bytes, |[BW 128 Ekit, |DLY 20000 usec,
reliaskility Z55/255, txload 1,255, rxload 17255

R2(config-if)#interface s0/0/1
R2(config-if)#bandwidth 128
R2(config-if)#end

RZ2fshow interface 30/0/1

Seri=ld/0/1 is up, line protocol is up (connected)
Hardware is HD&4570

Description: Conecta BZ (Bogota) con Bl (Medellin)
Internet address is 172_.31.21.2/730

MTU 1500 bytes, |BW 128 Ekit,| DLY 20000 usec,
reliskility Z55/255, txload 1/255, rxload 17255

R3(config)#interface s0/0/1
R3(config-if)#bandwidth 128
R3(config-if)#end

Serislds0/1 is up, line protococl is up (connected)
Hardware is HD&4570

Description: Conecta B3 (Bucaramanga) a BZ (Bogota)
Internet address is 172.31_Z23_Z/30

MTU 1500 bytes, |BW 128 Fkit,| DLY 20000 usec,
reliakility 2557255, txload 17255, rxload 1,255
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Ajustar el costo en la métrica en S0/0/0 (R1y R2)

Rl#tconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1l(config)#interface s@/0/0

R1l(config-if)#ip ospf cost 7500

R1(config-if)#end

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface s0/0/0

R2(config-if)#ip ospf cost 7500

R2(config-if)#end

Verificar informacién de OSPF

v Visualizar tablas de enrutamiento y routers conectados por OSPFv2

Rlfshow ip route ospf
172.31.0.0/16 is wariasbly subnetted, 32 subnets, Z masks
o 172.31.232.0 [110/15000] wia 172.31_Z1.Z, 00:03:1&, Seri=l0/0/0

nig

llustracion 11 Costo de la métrica

BEZfshow ip route ospf
172.31.0.0/16 is wvarisbkly subnetted, 3 subnets, Z masks
o 172.31.1.0 [110/782] wia 172.31.21.1, 00:33:31, Seri=l0 /0,71

BE3fshow ip route ospf

172.31.0.0/16 is warisbly subnetted, 3 subnets, Z masks
T72.31.1.0 [110/15€3] wia 17Z.31.23.1, 00:40:35, Serisl0/s0/1
T2.31.21.0 [110/156Z] wia 17Z.31.23.1, 00:40:35, Serisl0ys0/1

v Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de
cada interface

Se presenta error en la ejecucion del comando show ip ospf interface brief

RZgshow ip ospf interface brief

% Invalid input detected at '""' marker.

v Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive
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interfaces configuradas en cada router.

Blgshow ip protocols

Bouting Protococl is "ospf 1™
Cutgoing update filter list for a1l interfaces is not set
Incoming update £ilter list for all interfaces is not set
Bouter ID 1.1.1.1
Humber of areas in this router is 1. 1 normal 0 stuk 0 nssa
Maximm path: 4
Bouting for MNetworks:
172.31.1.0 0.0.0.Z55 area 0
172.31.21.0 0.0.0.3 area 0
Fassive Interface(s):

Vlanl
FastEthernetd,/0
FastEthernet0/1
Serial0ys0/1
Loopbackd
Bouting Information Sources:
Fateway Distance Last Update
1.1.1.1 110 00:-23:50
Z.2.2.2 110 00:15:30
3.3.3.3 110 00:-24:37
Distance: (default is 110}

llustracion 12 Configuracion de interfaces

REZfshow ip protocols

Bouting Protocol is "ogpf 1™
Cutgoing update £ilter list for all interfaces is not 3et
Incoming update £filter list for all interfaces is not set
Bouter ID Z2.Z2.2.2
Humber of areas in this router is 1. 1 normal 0 stubk 0 nasa
Maximm path: 4
Bouting for MNetworks:
172.31.2.0 0.0.0.255 area 0
172.31.23.0 0.0.0.3 area 0O
172.31.21.0 0.0.0.3 area 0O
Passive Interface(s):
Wlanl
FastEthernetl,/0
FastEthernetl/1

Loopbackd

Bouting Information Sources:
Fateway Distance Last Update
1.1.1.1 110 00:-19:52
2.2.2.2 110 00:15:3Z
3.3.3.3 110 00:20:3%3

Distance: {(default is 110)

llustracion 13 Informacién del protocolo OSPF
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R3gshow ip protocols

Bouting Protocol is "ospf 17
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces i3 not 3et
Router ID 3.3.3.3
Humber of areas in this router is 1. 1 norm=l 0 stubk 0 nssa
Maximm path: 4
Bouting for Metworks:
172.31.23.0 0.0.0.3 area 0
Faszziwve Interface(s):

Vlanl
FastEthernetd/ 0
FastEthernetl/1
Serial0ysOs0
Loopback(
Bouting Information Sources:
Fateway Distance Last Update
1.1.1.1 110 00:24:38
Z2.2.2.2 110 00:-20:18
3.3.3.3 110 00:25:25
Distance: (default is 110)

2.3 CONFIGURACION DE VLAN Y PUERTOS

Creacién de las VLANs

Sl#vlan database

% Warning: It is recommended to configure VLAN from config mode,
as VLAN database mode is being deprecated. Please consult user
documentation for configuring VTP/VLAN in config mode.

Si(vlan)#vlan 30
VLAN 30 added:
Name: VLANOO30
Si(vlan)#vlan 40
VLAN 40 added:
Name: VLANOO40
S1(vlan)#vlan 200
VLAN 200 added:
Name: VLANO200

Sl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#interface vlan 30

S1(config-if)#

%LINK-5-CHANGED: Interface V1an30, changed state to up

S1(config-if)#desc
S1(config-if)#description Administracion
S1(config-if)#end

S1#
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%SYS-5-CONFIG_I: Configured from console by console

Sl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#interface vlan 40

S1l(config-if)#

%LINK-5-CHANGED: Interface V1an40, changed state to up

S1(config-if)#descrip

S1(config-if)#description Mercadeo
S1(config-if)#interface vlan 200

S1(config-if)#

%LINK-5-CHANGED: Interface V1an200, changed state to up

S1(config-if)#desc

S1(config-if)#description Mantenimiento
S1(config-if)#end

S1#

%SYS-5-CONFIG_I: Configured from console by console

Sl#copy run start

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#interface vlan 40

S3(config-if)#

%LINK-5-CHANGED: Interface V1an4@, changed state to up

S3(config-if)#description Mercadeo
S3(config-if)#interface vlan 30

S3(config-if)#

%LINK-5-CHANGED: Interface V1an30, changed state to up
S3(config-if)#description Administracion
S3(config-if)#interface vlan 200

S3(config-if)#

%LINK-5-CHANGED: Interface V1an200, changed state to up

S3(config-if)#description Mantenimiento

27



Configuracién puertos troncales y de acceso

S1(config)#interface f0/3
S1(config-if)#switchport mode trunk

S1l(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet®/3, changed

state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet®/3, changed

state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface V1an30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface V1an4@, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface V1an200, changed state to up

S1(config-if)#switchport trunk native vlan 1

S1(config-if)#

S1(config)#interface f0/24
S1(config-if)#switchport mode trunk

S1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet®/24, changed

state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet®/24, changed

state to up

S1(config-if)#switchport trunk native vlan 1

S1(config-if)#

S1(config-if)#interface fo/1
S1(config-if)#switchport mode access

S1(config-if)#switchport access vlan 30
S1(config-if)#exit

Sl#configure terminal

Enter configuration commands, one per line.

S1(config)#interface f0/2
S1(config-if)#switchport mode access
S1(config-if)#exit

S1(config)#

S1(config)#tinterface range f0/4 - f0/24
S1(config-if-range)#tswitchport mode access
S1(config-if-range)ttexit

S1(config)#
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S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#interface f0/3

S3(config-if)#switchport mode trunk
S3(config-if)#switchport trunk native vlan 1
S3(config-if)#interface fo/2
S3(config-if)#switchport mode access
S3(config-if)#interface range f0/4 - fo/24
S3(config-if-range)#switchport mode access
S3(config-if-range)t#texit

S3#

%SYS-5-CONFIG_I: Configured from console by console

S3#copy run start

Destination filename [startup-config]?
Building configuration...

[OK]

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#interface fo/1
S3(config-if)#switchport mode access
S3(config-if)#switchport access vlan 30
S3(config-if)#exit

S3(config)#

Inter VLAN routing

Sl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#interface vlan 30

S1(config-if)#ip address 192.168.30.2 255.255.255.0
S1(config-if)#no shutdown

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.30.1
S1(config)#interface f0/3

S1(config-if)#switchport mode trunk

S3(config)#interface vlan 30

S3(config-if)#ip address 192.168.30.3 255.255.255.0
S3(config-if)#no shutdown

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.30.1
S3(config)#interface f0/3

S3(config-if)#switchport mode trunk
S3(config-if)#end

R1(config)#interface f0/0
R1(config-if)#no shutdown
R1(config-if)#exit
R1(config)#tinterface f0/0.30
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R1(config-subif)#ip address 192.168.30.1 255.255.255.0
R1(config-subif)#end

2.4 DESHABILITAR DNS LOOKUP EN S3

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#no ip domain-lookup

S3(config)#end

53fshow run | include domain-loockup
no ip domain-lookup
53

2.5 CONFIGURACION IP DE LOS SWITCHES

Sl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#interface vlan 1

S1(config-if)#ip address 192.168.30.2 255.255.255.0
S1(config-if)#no shutdown

S1(config-if)#exit

S3(config)#interface vlan 1

S3(config-if)#ip address 192.168.30.3 255.255.255.0
S3(config-if)#no shutdown

S3(config-if)#end

2.6 DESACTIVAR INTERFACES NO USADAS

Sl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#tinterface range fo0/4 - fo0/23
S1(config-if-range)#tshutdown

%LINK-5-CHANGED: Interface FastEthernet@/4, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet@/5, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet@/6, changed state to
administratively down
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%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

S1(config-if-range)#

S3(config)#interface range

FastEthernet®/7, changed state to

FastEthernet®/8, changed state to

FastEthernet@®/9, changed state to

FastEtherneto/10,

FastEtherneto/11,

FastEtherneto/12,

FastEtherneto/13,

FastEtherneto/14,

FastEtherneto/15,

FastEtherneto/16,

FastEtherneto/17,

FastEtherneto/18,

FastEtherneto/19,

FastEtherneto/20,

FastEtherneto/21,

FastEtherneto/22,

FastEthernet@/23,

fo/4 - f0/24
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changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

state to

state to

state to

state to

state to

to

state

state to

state to

to

state

state to

state to
state to
to

state

state to



S3(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEtherneto/4,

administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

%LINK-5-CHANGED:
administratively

down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

FastEthernet@/5,

FastEtherneto/6,

FastEtherneto/7,

FastEtherneto/8,

FastEtherneto/9,

FastEtherneto/10,

FastEtherneto/11,

FastEtherneto/12,

FastEtherneto/13,

FastEtherneto/14,

FastEtherneto/15,

FastEtherneto/16,

FastEtherneto/17,

FastEtherneto/18,

FastEthernete/19,

FastEtherneto/20,
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changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to



%LINK-5-CHANGED: Interface FastEthernet@/21, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet®/22, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet@/23, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet@/24, changed state to
administratively down
S3(config-if-range)#

2.7 IMPLEMENTAR DHCP Y NAT PARA IPV4

Configuracion DHCP R1
VLAN 30

R1l#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp pool ADMINISTRACION
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#tdefault-router 192.168.30.1
R1(dhcp-config)#domain-name ccna-unad.com

% Invalid input detected at '~' marker.

R1(dhcp-config)#

VLAN 40

R1(config)#ip dhcp pool MERCADEO
R1(dhcp-config)#netwo

R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#defaul
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#dns

R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#

Reserva de IPs para configuracion estatica

R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#
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Configuracién de NAT en R2

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.228 netmask
255.255.255.248

R2(config)#taccess-1list 1 permit 192.168.0.0 0.0.0.255
R2(config)#ip nat inside source list 1 pool INTERNET
R2(config)#interface s0/0/0

R2(config-if)#ip nat inside

R2(config-if)#interface s0/0/1

R2(config-if)#ip nat inside

R2(config-if)#interface f0/0

R2(config-if)#ip nat outside

R2(config-if)#

NAT estatico al servidor Web

R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229
R2(config)#interface s0/0/1

R2(config-if)#ip nat inside

R2(config-if)#interface f0/0

R2(config-if)#ip nat outside

Configuracion de listas de acceso

Configurar una lista de acceso para permitir que solamente el R1 acceda al R2
mediante telnet:

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#taccess-1list 101 permit tcp host 172.31.23.2 host 172.31.23.1 eq
telnet

R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#tinterface s@/0/0

R2(config-if)#ip access

R2(config-if)#ip access-group 101 in

R2(config-if)#line vty @ 15

R2(config-line)#login local

R2(config-1line)#

04:52:50: %0SPF-5-ADJCHG: Process 1, Nbr 3.3.3.3 on Seriale/e/0 from FULL to
DOWN, Neighbor Down: Dead timer expired
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04:52:50: %0SPF-5-ADJCHG: Process 1, Nbr 3.3.3.3 on Serial@/0/@ from FULL to
DOWN, Neighbor Down: Interface down or detached

R2(config-line)#

Permitir que los hosts de Internet tengan acceso WWW al servidor web
simulado en el R2 por medio del acceso a la direccion de NAT estética
(209.165.200.229).

R2(config)#access-1list 102 permit tcp any host 209.165.200.229 eq www
R2(config)#interface fo/0

R2(config-if)#ip access-group 102 in

R2(config-if)#

R2(config-if)#interface s0/0/0
R2(config-if)#ip access-group 102 in
R2(config-if)#

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#tinterface s0/0/1

R3(config-if)#ip access-group 102 in

R3(config-if)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console

R3#copy run start

Destination filename [startup-config]?
Building configuration...

[OK]

R3#

RZfshow access-lists
Standard IP access list 1
10 permit 192_.1€8.0.0 0.0.0.255
Extended IP access list 101
10 permit tcp host 172.31.23.2 hoat 1T72.31.23.1 eg telnet
Extended IF access list 102
10 permit tcp any any &g WWw
20 permit tcp any host Z09.165.Z00.22% eqg www
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