DIPLOMADO DE PROFUNDIZACION CISCO (DISENO E IMPLEMENTACION
DE SOLUCIONES INTEGRADAS LAN/WAN)

(Autor)
Marcela Villalba Vega_ 1069473481
Grupo: 203092_8

Tutor: Ing. Giovanni Bracho

PROGRAMA DE INGENIERIA ELECTRONICA

ESCUELA DE CIENCIAS BASICAS, TECNOLOGIAS E INGENIERIA

UNIVRSIDAD NACIONAL ABIERTA 'Y A DISTANCIA - UNAD
SAHAGUN, 28 de mayo de 2018



1. INTRODUCCION

Mediante este trabajo practico, se pretende hacer una configuracion para interconectar una
empresa que tiene sedes en distintas ciudades, a través de Packet Tracer y usando todo lo
aprendido durante el diplomado de Cisco se haré dicha configuracion que nos permite

poner en préactica todos los conceptos aprendidos en este curso.

La introduccién de un servidor de protocolo de configuracion dindmica de host (DHCP) en
la red local simplifica la asignacion de direcciones IP tanto a los dispositivos de escritorio
como a los maviles. El uso de un servidor de DHCP centralizado permite a las
organizaciones administrar todas las asignaciones de direcciones IP desde un Unico
servidor. Esta practica hace que la administracion de direcciones IP sea mas eficaz y

asegura la coherencia en toda la organizacion, incluso en las sucursales.

El rendimiento de la red es un factor importante en la productividad de una organizacion.
Una de las tecnologias que contribuyen a mejorar el rendimiento de la red es la division de
los grandes dominios de difusién en dominios mas pequefios. Por una cuestion de disefio,
los routers bloquean el trafico de difusion en una interfaz. Sin embargo, los routers
generalmente tienen una cantidad limitada de interfaces LAN. La funcion principal de un
router es trasladar informacién entre las redes, no proporcionar acceso a la red a las

terminales.

La funcidn de proporcionar acceso a una LAN suele reservarse para los switches de capa de
acceso. Se puede crear una red de area local virtual (VLAN) en un switch de capa 2 para
reducir el tamafio de los dominios de difusion, similares a los dispositivos de capa 3. Por lo
general, las VLAN se incorporan al disefio de red para facilitar que una red dé soporte a los
objetivos de una organizacion. Si bien las VLAN se utilizan principalmente dentro de las
redes de area local conmutadas, las implementaciones modernas de las VLAN les permiten
abarcar redes MAN y WAN.



2. OBJETIVOS
2.1 Objetivo General

Disefiar una red capaz de administrar la informacion de una empresa que tiene sede en
diferentes ciudades, utilizando packet Tracer.

2.2 objetivos especificos

e configurar la red para interconectar las ciudades.

o Disefiar el protocolo de enrutamiento, para dicha red.

e Establecer los dispositivos necesarios para el funcionamiento de la red.
e Realizar configuracion de dispositivos.

e Realizar pruebas para verificar su funcionamiento.



3. DESARROLLO DE ACTIVIDAD

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante seré el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

Topologia de red

ternet 192.168.30.0/24
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2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 2222
Router ID R3 3.3.33
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 128 Kb/s
Ajustar el costo en la métrica de S0/0 a 7500

Verificar informacion de OSPF

¢ Visualizar tablas de enrutamiento y routers conectados por OSPFv2

#
VISUALIZAR TABLAS DE ENRUTAMIENTO Y ROUTERS CONECTADOS POR OSPFV2
MEDELLIN BOGOTA BUCARAMANGA
MEDELLIN#sh, ip route BOGOTA#sh in route BUCARAMANGA#sh In route
Codes: C- connected,$ - static, - IGRP, R-RIP, M- Codes: C- connected, S - static, - 1GRP, R-RIP, M- mobile, | Codes: C-connected,S- static, - IGRP, R-RIP, M- mobile, B-
mobile, B- BGP B-BGP BGP
D - EIGRP, EX - EIGRP external, O - OSPF, 1A - OSPF D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter D-EIGRP, EX - EIGRP external, O - OSPF, |4 - OSPF inter area
inter area area N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA N1 - OSPF NSSA external type 1, N2 - OSPF NSSA type 2
external type 2 external type 2 E1 - OSPF external type 1, E2 - OSPF gxternaltype 2, E - EGP
£1 - OSPF external type 1, £2 - OSPF external type 2, £1 - OSPF external type 1, £2 - OSPF externaltype 2, € - i- 1518, L1-15-I5 level-1, L2- IS-15 level-2, ja - 1S-1S inter area
-EGP EGP * - candidate default, U - per-user static route, o - ODR
i~ 1815, L1-15-I5 level-1, L2- I15-IS level-2, ja - 1S-I5 i- 1515, L1-15-IS level-1, L2 - I15-IS level-2, ja - I5-IS inter P - periodic downloaded static route
E inter area area
4 #* - candidate default, U - per-user static route, o - # - candidate default, U - per-user static route, 0 - ODR | Gateway of last resort is not set
u 0DR P - periodic downloaded static route
z P - periodic downloaded static route 172.31.0.0/301s subngtted, 2 subnets
E Gateway of last resort is not set 0 17231.21.0[110/128]via 172.31.23.1,00:01:23,
a Gateway of last resort is not set Serialo/1/0
2 10.0.0.0/32 is sybpgetted, 1subnets C  172.31.23.0is directly connected, Serial0f1/0
w 172.31.0.0/30 is subngtied, 2 subnets C  10.10.10.10is directly connected, Loopback0 C 192.168.4.0/24 iz directly connected, Loopbackd
E C  172.31.21.0is directlyconnected, Serial0/0/0 172.31.00/30is subnetted, 2 subnets C 192.168.5.0/24is directly connected, Loopbacks
%) 0 172.31.23.0[110/15000]via 172.31.21.2,00:00:25, | C  172.31.21.0is directly connected, Serial0/1/0 C 192.168.6.0/24 s directly connected, Loopbacks
5 Serial0/0/0 C  172.31.23.0is directlyconnected, Serial0/0/0 0 192.168.30.0/24[110/129]via 172.31.23.1,00:01:23,
ﬂ C 192.168.30.0/24 s directly connected, 0 192.168.30.0/24[110/65]yig 172.31.21.1,00:00:10, Serialo/1/0
- FastEthernet0/0.30 Serial0/1/0 0 192.168.40.0/24[110/129]via 172.31.23.1,00:01:23,
C 192.168.400/24s directly chnnected, 0 192.168.40.0/24[110/65]yig 172.31.21.1,00:00:10, Serialo/1/0
FastEthernetd/0.40 Serial0/1/0 209.165.200.0/29 s subnefted, 1 subnets
C 192.168.99.0/24is directly connected, 209.165.200.0/29 is subnetied, 1 subnets O 209.165.200.224[110/65]via 172.31.23.1,00:01:23,
FastEthernetd/0 89 C 208165200224 is directly connected, Serialo/1/0
C 192.168.200.0/24 s directly connected, FastEthernet0/0 BUCARAMANGA#
FastEthernet0/0.200 BOGOTA#
209.165.200.0/29 is subnetied, 1 subnets
0 209.165.200.224[110/7501]via172.31.21.2,
00:00:25, Serialg/o/0
w | MEDELLINsh i ospf neighbor BOGOTA#sh ip ospf neighbor BUCARAMANGA#sh, ip ospf neighbor
0
E S Neighbor ID  Pri State Dead Time Address Neighbor I Pri, State Dead Time Address Neighbor D Prj State Dead Time Address
E = | Interface Interface Interface
8 H 22212 0 FULL/ - 00:00:35 17231.21.2 3333 0 FULL/ -  00:00:32 172.31.232 22212 0 FULL/ - 00:00:36 17231231
x 2 Serialo/0/0 Serialo/0/0 Seriald/1/0
8 MEDELLING 1111 0 FULL/ -  00:00:37 172.31.211 BUCARAMANGA%
Serial0/1/0




e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada interface

¢ Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada interface

costo de cada interface

BUCARAMANGA#sh ip gspf interface
Serial0f1/0is up, line protocol is up
Internet address is 172.31.23.2/30, Area
0

Process|D 1, Router ID 3.3.3.3, Network
Type POINT-TO-POINT, Cost: 64

Transmit Delay is 1sec, State POINT-TO-
POINT, Priority0

Mo designated router on this network
Mo backup designated router on this
network

Timer intervals configured, Hello 10,
Dead 40, Wait 40, Retransmit 5

Hello due in 00:00:09

Index 1/1, flood queue length 0

Mext 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1
Last flood scan time is 0 mseg, maximum
=0 msec

Meighbor Count is 1, Adjacent neighbor
countis 1

Adjacent with neighbar 2.2.2.2
Suppress hello for @ neighbor(s)

BOGOTA#hingsafinterface
FastEthernet0/0is up, line protocol is up
Internet address is 209.165.200.225/29, Area 0
Process 1D 1, Router D 2.2.2.2, Network Type BROADCAST, Cost: 1
Transmit Delayis 1sec, State OR, Priority 1
Designated Router {ID) 2.2.2.2, Interface address 205.165.200.225
No backupdesignated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit5
Hellodue in 00:00:02
Index 1/1, flood gueue length 0
Next 0x0{0)/0x0{0)
Lastflood scanlengthis 1, maximum is 1
Last flood scantime is 0 mseg, maximumis 0 msgg
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hellofor 0 neighbor(s)
Serial0/0/0is up, line pratocol is up
Internet address s 172.31.23.1/30, Area 0
Process 1D 1, Router D 2.2.2.2, Network Type POINT-TO-POINT, Cost: 7500
Transmit Delayis 1sec, State POINT-TO-POINT, Pricrity 0
No designated router on this network
No backupdesignated router on this netwaork
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit5
Hello due in 00:00:02
Index 2,2, flood gueue length 0
Next 0x0(0)/0x0(0)
Lastflood scanlengthis 1, maximum is 1
Last flood scantime is 0 mseg, maximumis 0 msgg
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 3.3.3.3
Suppress hello for 0 neighber(s)
Serial0/1/0is up, line protocol is up
Internet address is 172.31.21.2/30, Arza 0
Process ID 1, Router ID 2.2.2.2, Network Type POINT-TO-POINT, Cost: 54
Transmit Delayis 1sec, State POINT-TO-POINT, Pricrity 0
No designated router on this netwark
No backup designated router on this network
Timerintervals configured, Hello 10, Dead 40, Wait 40, Retransmit5
Hello due in 00:00:08
Index 3/3, flood queue length0
Next 0x0(0)/0x0(0)
Lastflood scanlengthis 1, maximum is 1
Last flood scantime is 0 mseg, maximumis 0 msgg
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacentwithneighbor 1.1.1.1
Suppress hellofor 0 neighbor(s)
BOGOTA#

BUCARAMANGA#sh ip ospf interface
Serial0f1/0is up, line protocol is up
Internet address is 172.31.23.2/30, Area0
ProcessID 1, Router ID 3.3.3.3, Network Type
POINT-TO-POINT, Cost: 64
Transmit Delay is 1sec, State POINT-TO-POINT,
Priority 0
No designated router on this netwark
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait
40, Retransmit 5
Hello due in 00:00:03
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is O mseg, maximum is 0 mseg
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 2.2.2.2
Suppress hello for 0 neighbor(s)




e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing Networks, and passive

interfaces configuradas en cada router.

Visualizar el OSPF Process 1D, Router ID, Address summarizations, Routing Networks, and passive interfaces configuradas en cada router
O3PFvZ es|aversion del protocolo OSPF que actusimente utilizamos en redes P
En este caso, el formatodel rguter 1D coincide con el formatode lzsdirecciones [P utilizadas n las interfaces por loquees posible utilizar |2 direccion |P de unainterfaz comorguter 1D, de maneratal que no es obligatorio configurar un router-idy el
sistma operativo puede tomar |2 direccian P deunzinterfaz para ser utilizadz enesta funcian.
Por este motivo, 2| momento de levantar el procesa de OSPFIz definician del guter IDsigus esta secuencia
5i hay router-id configurado, s2 utiliza ese rguter 0.
Sina hay rautar-id configurado se utiliza la direccian IP més zlta de |asinterfzces de |pgphack configuradas.
Si no hay interfaces deogphack configuradas, se toma la P mis slta de las interfaces fisicas que se encuentren operstivas (up) 2l momento de levanter &l proceso.
5i no hay interfaces fisicas operatives, &l proceso de OSPF no seinicia.
MEDELLIN#sh ip aspfdatabase BOGOTA#sh ip gspfdatabase BUCARAMANGA(confizidosh ip gspf data
D‘ OSFF Router with |0 (1.1.11) [Frocess 1D 1) OSFF Router with D (2.2.2.2) [FrocessID 1) OSFF Router with |0 (3.3.3.3) [Frocess 1D 1)
Y 9 Router LinkStates [Area0) Router LinkStates [Arez0) Router LinkStates [Area0)
@ o
3 E LinklD  ADVRouter Age  Sgg#  Checksum Linkcount LinklD  ADVRouter Age  Sgg®  Checksum Linkcount LinklD  ADVRouter Age  Sgg#  Checksum Linkcount
6: 3 (1111 1111 1543 0xB0O0ODOS (x0DB=da4 3233 3333 1484 0x80000002 0xD0a223e2 3333 3333 1581 0xB0000002 0xD0223e2
w £ 2222 2222 1543 0xB000000G 0x00dB285 1111 1111 1484 0xB00000QS 0x008=da 4 1111 1111 1581 0xB0000D0S 0x00Bzda 4
& 3333 3333 1543 0xB0000002 0xD0223e2 22212 2222 1484 0x80000006 0x004828 5 2222 2222 1581  (xB000ODOG 0xD0dB8285
o
DMERELLINEs g route BOGOTARSN g route BUCARANMANGARSN [ route
Codes: C- connected, S - static, | - IGRP, R- RIP, M- mobile, B- BGP Codes: C-connected, $-static, |- IGRP, R - RIP, M -mabile, B- BGP Codes: C- connected, 5 - static, | - IGRP, R- RIP, M - mobile, B- BGP
D-EIGRF, EX - EIGRP extemal, 0- O5PF, |A-O5PF inter arez D-EIGRF, EX -EIGRP extemal, 0- 0&PF, |A- OSPF interarez D-EIGRF, EX - EIGRP extemal, 0- O5PF, |A-O5PF inter are
N1-0SPFNSSAexternaltype 1, N2 - OSPF NSS4 external type 2 N1-0SPFNSSAexternaltype 1, N2 - OSPF NSSA external type 2 N1-0SPFNSSAexternaltype 1, N2 - OSPF NSS4 external type 2
E1-OSPFexternaltype 1, E2 - OSPFextemaltyps 2,E- EGP E1-0SPFgxtarnaltyps 1,E2 - OSPF extemaltype 2,E- EGP E1-0SPFexternaltype 1,E2 - OSPFextemaltyps 2,E- EGP
i-15-5, L1 - |5-5 levebd, [2- 1515 |evel-2, j2 - 1515 interarez i-15-15, L1-15-15 levebl, 12 - 1515 |evel-2, jz - 1515 interarea i-15-5, L1 - |5-5 levebd, 12 - 1515 |evel-2, j2 - 1515 interarea
L * - candidate default, L - per-user static route, 0 - ODR. * - candidate default, U - per-user static route,0 - ODR. * - candidate default, L - per-user static route, 0 - ODR.
‘o' P - periodicdownlozded staticroute P - periodicdownloaded staticroute P - periodicdownlozded staticroute
% Gateway of last resortis notset Gatewsy of |ast resortis notset Gateway of last resortis notset
Z 172.3100/30is subngtted, 2 subnets 10.0.00/32 is subnetted, 1 subnets 172.3100/30issubngtted, 2 subnets
utn € 172.31.210isdirectly connected, Serial D) € 10.10.10.10isdirectly connected, LoopbackD 0 172.3121.0[110/128]via 172.31.23.1, 00:30:55, Serial0/1/0
= 0 172.31.230 [110/15000] via 172.31.2 172.3100/20is subnetted, 2 subnets € 172.31230isdirectly connected, Serial0j1/0
=) C 192.168.30.0/24is directly connected, FastEthernet)/0.30 C  172.31.210isdirectly connected, Serial0f 1 C 192.168.4.0/24isdirectly connacted, Loopbackd
I:% C 241z directly connected, FastEtherne: € 172.21.22.0is directly connected, Se rial0/0)! C 192168 is directly connected, Loopbacks
N C 24izdirectly connected, FastEthernetD/0. C 192.168. isdirectly connected, Loopbacké
2 € 192.158.200.0/24 isdirectly connectad, FastEthernet/0.200 0 192.168. 24 [110//129] wia 172.31.23.1, 00:30:55, Serizly
H 0/23 issybngtted, 1subnets 0 192.168.40.0/24 [110/128] via 172.31.23.1, 00:30:55, Seriz|0/1C
] 0 209.165.200.224[110/7501] via 172.31.21.2, 00:29:23 Serizl0/0/0 C 209.165.200.224is dirsctlyconnectad, FastEthernet(/D 209.165.2000/29 is sybngttad, 1subnets
[ 0 209.165.200.224 [110/65] via 172.31.23.1, 00:30:55, Serizl0/1/0
‘= MEDELLINgsh ip route gspf BOGOTAR: p rautaasef
[ 172.3100/20is sybngtted, 2 subnets 0 192.168.300[110/65] yia 172.31.21.1, 00:30:18, Seri BUCARAMANGAZsh in raute aspf
E 0 172.31.230 [110/15000] via 172.31.21 2,00:29:52, Serisl0/0j¢ 0 192.168.400[110/65] via 172.31.21.1, 00:30:18, Seri 172.3100/20issubngttad, 2 subnets
E 209.165.2000/23 issybnatted, 1subnats 0 17231210 [110/128]via 172.31.23.1, 00:31:07, Serial(,
7 0 209.165.200224[110/7501] via 172.31.21.2, 00:29:52, Serizl0/0/0 0 192.168.300[110/129]yia 172.31 23 1, D0:3107, Serial()
w MEDELLIN® 0 192.168.40.0[110/129] iz 172.31.23.1, 00:31.07, Seri 0
g 209.165.2000/29 is sybnettad, 1subnets
[ O 209.165.200.224[110/65] via 172.31.23.1, 00:31:07, Serizl0/1/0
o
T
a4
router gapf 1 ! !
" routerd 1111 routergspf1 router gipf 1
1] log-2djacency-changes router-d222.2 routerid333.3
g g passive-interface FastEtnernatd |og-2djacency-changss |og-2djacency-changes
g | networc 72312100003 a2l network 172312100003 zrezd network 17231200003 zrezd
0 E network 192 168.30.00.00.285 zrez D network 17231200003 zrezd
H q :
C 30| network 1216840000028 zrezD netwark 209,165,200 2240.0.0.7arez0 BUCARANANGAS:h in route gapf
= e
1 LT
v ! 172.3100/30is5ubnzted, 2 subrets
5 o | VEDEANgS nrut g BOG0TAS nreute 0 17231200 [1H0/1IE]via 723123, 00403 Serl)
w0 | 1300 isgunene, dsbrets 0 192168300[L10/68]yis 723020, 00038 Serid 0 | O 132.183000010/128] i 1723122 D003 Sere
E V10 172.30130[L00/15000] iz 17230212, 003547, Seral 0 192.163400[110/85]via 17231201, 00:03:08, eril0f1j0 0 192.168.400110/128) yia 17230 33.1,00:03:33, Seria)
Ino - Ing:
o 209.165.2000/2 isgubngtted, Lsubnats 209.165.2000/23 isubngtted, 1subnats
el . 1erl .
0 209.065.200.224[110/7501via 172.3L.20.2,00:3547 Seriel 0 203165200 24[110/68] via 17231231, 000403 Serig




3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN
Routing y Seguridad en los Switches acorde a la topologia de red establecida.

Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.
Se configurar como subinterfaces a nivel de capa

TIERELLIVEz o interfece briet
P-Address  OK? Method Status Pratocol

unassigned  YESunset up w
FastEthernet0/030 192.168.30.1 YESmanuslup uw
FastEthernet0/040 192.168.40.1 YESmanuslup up
FastEthernet0/093 192.168.99.1 YESmanuslup up
FastEthernet0/0200 192168.200.1 YES manuzl up uw
FastEthernetd/l  unassigned  YESunset dministrativaly down dewn,
Serizlg 17231211 YESmanuzl up w
Serialg unassigned  YESunset administratively downgdgwn,
Vizn unassigned  YESunset sdministratively down down
Sl#sh ylzn brief
VLAN Name Status Ports

1 default

30 ADMINISTRACION

W
2 40 MERCADED
33 GESTION
200 MANTENIMIENTO active
1002 fddi-defeute active
1003 token-ring-default active
1004 fgdinar-default active
1005 trpet-defauit active
14
S3#sh ylan brisf
WLAN Name Ststus Ports
1 default active Fal)
F20/8,F20
12, F;
16, F20
20, F0/:
24
40 MERCADEQ active F20f1,F20/2
33 GESTION active
1002 fgdj-defeutt active
1003 token-ring-default active
1004 fddinet-default active
1005 trpet-default active
S1#sh running-confie
Building configuration.
Current configuration : 1159 bytes
!
version 12.1
no service timestamps log datetime mses
no service timestamps debug daterime mseg
no service password-encryption
!
hostname S1
!
enable password cisco
!
!
spanning-tree mode pyst
1
interface FastEthernetd/1
o accessylan 30
a SWitchport mode accass
-] !
8 !
@ interface FastEthernet0/2
)
3 ceessvian 30
@
-]
t
@ S3#sh running-gonfig
2 Building configuration.
Current configuration : 1103 bytes
'
version 12.1
no service timestamps log daterime msec
no service timestamps debug datetime MSes
no service passwerd-encryption
'
hostname 53
'
'
spanning-tree mode gyst
'
interface FastEtherner0/1
switchaors access yian 40
SWitchRorT mode access
'
interface FostEthernetty2
access ylan 40
MEDELLN#sh ipinterface brief
£ Interface IP-Address  OK? Method Status Protocal
5 FastEthernet0/0  unassigned  YES unset up w
-] FastEthernet0/0.30 192.168.30.1 YESmanualup un
o FastEthernet0/0.40 192.168.40.1 YESmanualup un
E FastEthernet0/0.98 192.168.99.1 YESmanualup w
; FastEthernet0/0.200 192.165.200.1 YES manual up up
- FastEthernet0/1  unassigned  YES unset administratively down down
g SerialD/0/0 17231211 YESmanualup up
£ Seriald/1/0 unassigned  YES unset administratively down down
Vianl unassigned _ YES unset_administratively down down.
c o enable password cisco enable password cisco
@ @ | enable password disco ! ]
25 | | '
= ‘é ' line vty 04 line iy 0 4
5 & | linevy04 passward cisco passward cisco
2 8 | passworddisco Iogin login
© = | login




4. En el Switch 3 deshabilitar DNS lookup

En el Switch 3 deshabilitar DNSlookup

no ip demain-logkup ‘ |

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

1. Asignar direcciones IP a los Switches acorde a los lineamientos.

N1 #

mariaca Vians

Ip addrass 192158992 2352553350
1

!

Sw3

martaca Viamea

I addrass 192155993 2552552550
]

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

S1(config)#interface range fastEthernet 0/4-23
S1(config-if-range)#no shutdown

S1(config-if-range)#do sh ip int bri

Interface IP-Address ~ OK? Method Status Protocol
FastEthernet0/1 unassigned  YES manual up up
FastEthernet0/2 unassigned  YES manual up up
FastEthernet0/3 unassigned  YES manual up up
FastEthernet0/4 unassigned  YES manual down down
FastEthernet0/5 unassigned  YES manual down down
FastEthernet0/6 unassigned  YES manual down down
FastEthernet0/7 unassigned  YES manual down down
FastEthernet0/8 unassigned  YES manual down down
FastEthernet0/9 unassigned  YES manual down down
FastEthernet0/10 unassigned  YES manual down down
FastEthernet0/11 unassigned  YES manual down down
FastEthernet0/12 unassigned  YES manual down down
FastEthernet0/13 unassigned  YES manual down down
FastEthernet0/14 unassigned  YES manual down down
FastEthernet0/15 unassigned  YES manual down down
FastEthernet0/16 unassigned  YES manual down down
FastEthernet0/17 unassigned  YES manual down down
FastEthernet0/18 unassigned  YES manual down down
FastEthernet0/19 unassigned  YES manual down down
FastEthernet0/20 unassigned  YES manual down down
FastEthernet0/21 unassigned  YES manual down down
FastEthernet0/22 unassigned  YES manual down down
FastEthernet0/23 unassigned  YES manual down down
FastEthernet0/24 unassigned  YES manual up up
Vlanl unassigned  YES manual administratively down down

VlIan99 192.168.99.2 YES manual up up
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S3#sh ip int brie

Interface IP-Address ~ OK? Method Status Protocol
FastEthernet0/1 unassigned  YES manual up up
FastEthernet0/2 unassigned  YES manual up up
FastEthernet0/3 unassigned  YES manual up up
FastEthernet0/4 unassigned  YES manual down down
FastEthernet0/5 unassigned  YES manual down down
FastEthernet0/6 unassigned  YES manual down down
FastEthernet0/7 unassigned  YES manual down down
FastEthernet0/8 unassigned  YES manual down down
FastEthernet0/9 unassigned  YES manual down down
FastEthernet0/10 unassigned  YES manual down down

7. Implementar DHCP and NAT for IPv4

8. Configurar R1 como servidor DHCP para las VLANs 30y 40.

Configurar R1 como servidor DHCP para las
VLANSs 30y 40.

ip dhcp excluded-address 192.168.30.1 192.168.30.30
ip dhcp excluded-address 192.168.40.1 192.168.40.30

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones estaticas

Configurar DHCP pool para VLAN 30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Reservar las primeras 30 direcciones IP de las VLAN 30
y 40 para configuraciones estaticas.

ip dhcp pool ADMINISTRACION
network 192.168.30.0 255.255.255.0
default-router 192.168.30.1
dns-server 10.10.10.11

ip dhcp pool MERCADEO

network 192.168.40.0 255.255.255.0
default-router 192.168.40.1
dns-server 10.10.10.11

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

Configurar NAT en R2 para permitir que los host
puedan salir a internet

R2(config)# interface s0/0/0
R2(config-if)# ip nat outside
R2(config-if)# interface s0/0/1
R2(config-if)# ip nat inside
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11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir o permitir
trafico desde R1 o R3 hacia R2.

Phrpwecad Aot i O S P iy S e

armmand Prompt

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.

|

S T T =i
]

Fhepsec Cnfeg Dl s S0 Ien prEy Sarves B e

ping desde un equipo de la vlan 30 que no es el 192.168.30.37 y esta denegando los
paquetes icmp debido a una lista de control de acceso chai bucaramanga
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13. Verificar procesos de comunicacion y redireccionamiento de trafico en los routers mediante el uso
de Ping y Traceroute.

Py o L] CHe- R E D Sl s e " Sl el

B eroallimmes
Ping desde vlan 40 hacia router de Bucaramanga.

_ogical Back [Root] |Naw C\uster”‘ love Object|/Set Tiled Background‘ u

}?E ‘ / / {

."{ L\ 4 ’_:‘C‘H z—;/)\_
_ o) 9 sooo 1723121030 J
BUCARAMANGA / MEDELLIN

£

A1 TS~ 129.168.99.3
o

129.168.99.2// . #3<

I}

- [N\
e 54 S \:!,

30-static 40 dhep

40 static
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4. CONCLUSIONES

Con este trabajo se logra disefiar una red capaz de interconectar una empresa con sede en
diferentes ciudades, donde se pudo asignar ip, configurar routers, switch para el

funcionamiento de la red.

Para configurar esta red fue necesario conocer cada una de los comandos de configuracion
de los dispositivos, asi como tener claro la funcion de redes VLAN. El router entre Vlan

ayuda a las redes conmutadas de forma local a comunicarse entre si.

Los routers no filtran trafico de manera predeterminada. El trafico que ingresa al router se
enruta solamente en funcion de la informacion de la tabla de routing. El filtrado de paquetes
controla el acceso a una red mediante el analisis de los paquetes entrantes y salientes y la
transferencia o el descarte de estos segun criterios como la direccion IP de origen, la
direccidn IP de destino y el protocolo incluido en el paquete. Un router que filtra paquetes
utiliza reglas para determinar si permite o deniega el trafico. Un router también puede

realizar el filtrado de paquetes en la capa 4, la capa de transporte.
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ANEXOS

- ¥ Serverl L_ u_‘gﬁ'ﬂ

Cﬁ&, s0/1/0 172.31.21.2/30

~— s0/0/0 172.31.23.1/30 -~
- (©) pHeP Static
-
Senert . TP Add 209.165.200.230
ress N . B
172.31.23.0/30 172.31.21.0/30 pocden
Subnet Mask 255.255.255.248
Default Gateway 0.0.0.0
= o
| ; s0/0/0 172.31.21.1/30 i DNS Server 0.0.0.0
BUCARAMANGA MEDELLIN Pv6 Configuration
() DHCP (7)) Auto Config Static
g Pv6 Address /

129.168.99.2
=gl
30-dhcp 30-static
40 dhep
s0/1/0 172.31.21.230
-~ s0/0/0 173
. =g
Serverl e
172.31.21.0/30 " A
= —
s ; s0/0/0 172.31.21.1/30 -’-;
BUCARAMANGA MEDELLIN

—
c1 . 120.168.09.3

129.168.99.2

40 3
)
30-dhcp 30-static

e 120.166.90.3

Physical | Config | Services | Desktop ‘ Programming | Attributes |

IP Configuration

Link Local Address FE80::201:97FF:FED0O:37CC

IPv6 Gateway
=
40 static IPvE DNS Server
Physical | config | CLI | Attributes

4n dhen

105 Command Line Interface

Cisco W5-C2850-24 (RC32300) processor (revision CO) with 21039K
bytes of memory.

Processor board ID FHEOE10ZOWC

Running Standard Image

24 FastEthernet/IEEE 802.3 interface(s)

63488K bytes of flash-simulated non-volatile configuration
MEMOTY .

Base ethernet MAC Address: 0003.E4E3.6ARY
Motherboard assembly number: 73-5781-09
Power supply part number: 34-0965-01
Motherboard serial number: FOC0610045Z
Power supply serial number: DABO&0S127D
Model revision number: CO

Motherboard revision number: A0

Model number: W5-C2850-24

System serial number: FHEO610Z0WC

Cisco Internetwork Cperating System Software

105 (tm) C2950 Software (C2950-TI6Q4L2Z-M), Version 12.1(22)ER4,
RELEASE SOFTWARE (fcl)

Copyright (c) 1886-2005 by cisco Systems, Inc.

Compiled Wed 18-May-05 22:31 by jharirba




® 06014 ® MEDELLIN e
Physical | Config = CLI Physical | Config | CLI
105 Command Line Interface 105 Command Line Interface
DUCULAF TIEUCLLINE
B0GOTRE i MEDELLING i

BOGOTAfsh ip rou

BOGOTAfsh ip route

Codes: C - connected, 5 - static, I - IGRP, B - RIE, M - mobile, B - BEP
D - EIGRP, EX - EIGRP external, O - 08PF, IR - OSPF inter area
N1 - QSPF NSSA external type L, NZ - CSPF NSSR external type
El - 0SPF external type 1, EZ - OSPF external type Z, E - EGP
i-I8-I8, L1 - I8-I§ level-l, LZ - IS-IS level-Z, iz - IS-IS inter area
* - cendidate defsult, U - per-user static route, o - ODR
P - periodic downloaded static route

Gatevay of last resort is not set

10.0.0.0/32 is subnetted, 1 subnets

MEDELLIN§SH IP ROD
MEDELLINESH IP ROUte
Codes: C - comnected, § - static, I - IGRE, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - CSPF, IA - OSPF inter area
N1 - OSPF NSSR externzl type 1, NZ - OSPF NSSR external type 2
El - OBPF external type 1, E2 - OSPF external type I, E - EGP
i - I5-18, 11 - IS-I8 level-1, L2 - I5-I5 level-Z, ia - I5-IS inter area
* - cendidate default, U - per-user static route, o - ODR
P - periodic dovnloaded static route

Gateway of last resort is not set

172.31.0.0/30 i3 subnetted, 2 subnets

C 10.10.10.10 is directly connected, Loopback( C 172.31.21.0 is directly comnected, Serial0/0/0

172.31.0.0/30 is subnetted, Z subnets 0 172.31.23.0 [110/15000] via 172.31.21.2, 00:16:20, Serial0/0/0
C 172.31.21.0 is directly connected, Serial0/1/0 C  152.168.30.0/%4 is directly connected, FastEthernet(/0.30
C 172.31.23.0 is directly connected, Serizl0/0/0 € 152.168.40.0/24 is directly connected, FastEthernet(/0.40
0 192.168.30.0/24 [110/65] via 172.31.21.1, 00:17:16, Serial0/1/0 ¢ 182.168.99.0/24 is directly connected, FastEIthernet0/0.99
0 192.1€8.40.0/24 [110/€5] wvia 172.31.21.1, 00:17:1¢, Serial0/1/0 € 182.168.200.0/24 is directly comnected, FastEthernet0/0.200

209.165.200.0/2% is subnetted, 1 subnmets E 209.165.200.0/29 is subnetted, 1 submets =
C 203.165.200.224 is directly commected, FastZthernet0/0 L4 0 209.185.200.224 [110/7501] via 172.31.21.2, 00:16:20, Serial0/0/0
BOGOTAE i MEDELLINg v

P BUCARAMANGA
' pogora Physical | Config | CLI
Physical | Config | €U i
105 Command Line Interface
105 Command Line Interface A

TOTOTET B
BOGOTAE BUCARRMENGA}
BOGOTAE BUCARAMANGA#SH IP INT BRI
BOGOTAE BUCARAMANGA#SH IP INT BRIef
BOGOTA# Interface IP-Address OK? Method Status Protocol
BOGOTA#
BOGOTA#
BOGOTRY FastEthernet(/0 unassigned Y25 unset administratively down down
BOGOTAE
BOGOTR# FastEthernet0/1 unassigned ¥ES unset administratively down down
BOGOTA#SH IP 03

BOGOTA#SH IP 0Spf NE
BOGOTA#SH ID 0Spf NEighbor

Neighbor ID Pri  State
3333 0 FOLL/ -
1111 0 FULL/
BOGOTA#

BOGOTAZ

BOGOTA#

BOGOTA#

BOGOTA#

BOGOTA$

BOGOTA|

Dead Time Address
00:00:37 172.31.23 2
00:00:33 172.31.21.1

Interface
Serial0/0/0
Serial0/L/0

Serial0/0/0 unassigned YES unset administratively down down
Serial0/1/0 172.31.23.2 ¥ES manual up up

TLoopbacké 192 168 4.1 ¥ES manual up up

Loopbacks 192.168.5.1 YES manual up up

Loopbacké 192.168.6.1 YES manual up up

Vlanl unassigned Y¥ES unset administratively down down i
BUCARAMANGA$ k%
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