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RESUMEN

En este documento se encontrara escrito todo el proceso que se realizé en la
actividad de habilidades practicas del diplomado como opcion de grado llamado
“Disefio e implementacion de soluciones integradas LAN / WAN”. Se evidenciara
toda creacion de la topologia en el software Packet Tracer y la configuracion de
todos los dispositivos que se mostraran en la topologia. Toda la configuracién
cumpliendo con los requerimientos que se plantearon en la guia de actividades.



INTRODUCCION

Las redes de datos representan un gran avance en la humanidad, permiten
comunicacién entre nosotros sin importar distancias, horarios, ubicacion, etc. Todo
este complejo sistema de comunicacién es posible por millones de dispositivos y
medios ubicados alrededor de todo el mundo.

La forma en que funcionan estos dispositivos y en la que permiten establecer
medios de comunicacion confiables es compleja de entender y se necesitan de
muchos conocimientos que se pretenden reafirmar una parte de ellos en esta
actividad.

En este documento se encontraran desarrollada la actividad préactica final donde se
pondran en evidencia la mayoria de los conocimientos adquiridos durante todo el
proceso de aprendizaje del diplomado.
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ACTIVIDAD

Descripcion del escenario propuesto para la prueba de habilidades

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

Topologia de red

Internet VLAN Direccionamiento Nombre
30 192.168.30.0/24 Administracion

40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

Fo/0 B/MANGA
Fosz4 | 802.1Q

192.168.99.3
192.168.99.2

1. Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario
2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0

11



Configuration Item or Task Specification

Router ID R1 1111
Router ID R2 2.2.2.2
Router ID R3 3.3.3.3
Configurar todas las interfaces LAN como

pasivas

Establecer el ancho de banda para enlaces | 128
seriales en Kb/s
Ajustar el costo en la métrica de S0/0 a 7500

Verificar informaciéon de OSPF

* Visualizar tablas de enrutamiento y routers conectados por OSPFv2

* Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface

* Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

4. En el Switch 3 deshabilitar DNS lookup
5. Asignar direcciones IP a los Switches acorde a los lineamientos.

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
7. Implement DHCP and NAT for IPv4
8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

12



Name: ADMINISTRACION

Configurar DHCP pool para DNS-Server: _10'10'10'11
Domain-Name: ccha-
VLAN 30
unad.com Establecer
default gateway.
Name: MERCADEO
Configurar DHCP pool para DNS-Server: _10'10'10'11
Domain-Name: ccha-
VLAN 40
unad.com Establecer

default gateway.

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en

para restringir o permitir trafico desde R1 o R3 hacia R2.

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a
su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

13. Verificar procesos de comunicacion y redireccionamiento de trafico en los

routers mediante el uso de Ping y Traceroute.

13




SOLUCION

Se coloca un servidor web “fisico” porque packet tracert no soporta habilitar el

servidor web del router 2

Se coloca un médulo HWIC-2T y uno HWIC-4ESW a cada uno de los router, para
poder establecer la conexion serial entre ellos y la conexién Ethernet con otros

dispositivos.

Se realizan las conexiones pertinentes.

-

Internety T30
Gig0/0

f-

5e0/0/1 I

RZ

Web Server

L] SEDfDﬂD

_ Fal/3
Fal/1 Fal/1

i
PC-A

Figura 1.Montaje de la topologia en simulador

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno

de los dispositivos que forman parte del escenario
Se configuran las direcciones ip acorde a la siguiente tabla.
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Gateway

Dispositivo Interfaz Direccion IP Mascara de subred predeterminado
R1 GO0/0 N/A

S0/0/0 (DCE) 172.31.21.1 255.255.255.252 N/A
R2 GO0/1 10.10.10.1 255.255.255.0 N/A

GO0/0 209.165.200.225 255.255.255.248 N/A

S0/0/0

(DCE) 172.31.23.1 255.255.255.252 N/A

S0/0/1 172.31.21.2 255.255.255.252
R3 S0/0/1 172.31.23.2 255.255.255.252 N/A

Lo4 192.168.4.1 255.255.255.0 N/A

Lo5 192.168.5.1 255.255.255.0

Lo6 192.168.6.1 255.255.255.0
S1 N/A Se hace por VLAN N/A
S3 N/A Se hace por VLAN N/A
PC-A NIC DHCP
Web server NIC 10.10.10.10 255.255.255.0 10.10.10.1
PC-C NIC DHCP

Tabla 1

Evidencia de configuracién general e IP de los dispositivos.

Physical | Config | Desktop | programming | Attrbutes
IP Configuration
_ DHCP @ static

() DHCP @ Static b

IP Address 209.165.200,230
P Address 10.10.10. 10|

Subnet Mask 255.255.255.248
Subnet Mask. 255.255.255.0

Defauit Gatenay 209.165.200,225
Default Gateway 10.10.10.1

DINS Server 0.0.0.0
DNS Server 0.0.0.0

IPv6 Configuration
IPvé Configuration

- ~) DHCP ) AutoConfig @ Static

© DHCP (© AutoConfig @ static

IPvs Address
IPv6 Address

Link Local Address FEB0::290: CFF:FEBL: 2076
Link Local Address FESD:: 260: 3EFFIFE29: 20D

IPvé Gateway
IPv6 Gateway

| 1PV DNS Server
IPu6 DNS Server
| [ 7op
[17op

Figura 2. Configuracion web server e internet pc.

S1y S3 se configuro solamente la configuracion inicial porque las IP se asignan
luego después de crear las VLAN.
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® 51

o B [ | 53

| Physical [ Config | €U | Atiributes

Physical | Config | CUI | Attributes

105 Command Line Interface

10S Command Line Interface

TINF=S—CHENGEDT T TE=TT TS,

changed state to up

Switchrenable
Switch#config

Enter configuration commsnds, one per line.
Switch(config) fne ip domsin-lookup
Switch(config) thostname 51

31 (config) fenable secret class

S1lconfig) #line con O
51(config-line)#pass cisco
S1(config-line)flogin
51{config-line)#line woy 0 4
S1(config-line)#pass cisco
51{config-line)#login
S1{config-line) fexit

51(config) #service password-encryption

51 (config) §banner motd $Aceeso prohibidod
51(configl#

S1(config)

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3,

Configuring from terminal, memory, or network

TENET TTITE TT UD

changed state to up

Switch>enable
Switchgconfig
Configuring from terminal,

[terminall?
End with CNTL/Z.

Switch(config) #hostname S3

S3(config) §line con 0
$3(config-line) fpass cisco
53(config-line) #login

il S3{config-line) fpass cisco
S3(config-line) #login
83 (config-line) gexit

m

L S3(consig) g

Enter configuration commands,
Switchlconfig)#no ip domain-lookup

53({config) fenable secret class

S3(config-line)§line wty 0 4

%LINK-5-CHANGED: Interface FastZthernet0/3,

%LINZPROTO-S-UPDOWN: Line protocol on Interface FastEthernet(/3,

memory,

§3{config) #service password-encryption
S3(confiq) fbanner motd $Acceso prohibidos

changed state to up

or network
one per line.

[terminall?
End with CNTL/Z.

Ctrl4F6 to exit CLI focus

Ctrl+F6 to exit CLI focus

[C1Tep

[ Top

Figura 3 Configuracién s1y s3

¥ RL [FEEESE =)

Physical | Config | CUI | Atmbutes

105 Command Line Interface

Routerrenzble
Routerfconfig

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) éno ip domain-lookup

Router (config) #hostname R1

Rl(config) #enable secret class

Rllconfig) #line con 0

Rl(config-line)§pass cisco

Rl(config-line) #login

Rl(config-line)#line vty 0 4

Rl(cenfig-line] #login

Login disabled on line 132, until 'password’ is set
Login disabled on line 133, until 'password' is set
Login disabled on line 134, uatil 'password' is set
Login disabled on line 135, until 'password' is set
Login disabled on line 136, uatil 'password' is set

Bl (config-line) #exit

RBliconfig) #service password-encryption

Rl (config) #banner movd $hccese prohibidod

Rliconfig) #int s0/0/0

Rl(config-if)$ip address 172.31.21 1 255.255.255.252
Rliconfig-if) fclock rate 128000

Rl(config-if) ¢description se conecta a RZ

Rl(iconfig-if) no shutdown

]

$LINK-5-CHANGED: Interface Serizl0/0/0, changed state to down
Bl(config-if)$ip route 0.0.0.0 0.0.0.0 s0/0/0

$Defsult route without gateway, if mot = point-to-point
interface, may impact performance

Rl(config)®

1

Cirl+F8 to exit CLI focus

[ 1op

Figura 4 Configuracién R1
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[ re |l e | B R2

— - —
Physical | Config | CUI | Attributes Physical | Config | CLI | Attibutes
105 Command Line Interface 105 Command Line Interface
oI

Router>enable o m

Routerfconfig ALINK-5-CHANGED: Interface Serial0/0/0, changed state to down

Configuring from terminal, memory, or network [terminal]? J#ine g0/0

Enter configuration commands, cone per line. End with CNTL/Z. )¢description conexion a2 ISP internet

g)#no ip domain-lookup
config) thostname RZ
g) enable secret class % Tnvalid input detected at '~ marker.

i
)#ip 209.165.200.225 255.255.255.248

)#ip addres 209.165.200.225 255.255.255.243
g-if)¢no shutdown

dissbled on line 132, until 'password' is set D: Interface GigabitEthernetd/0, chenged state to
dissbled on line 133, until 'password' is set
dissbled on line 134, until 'password' is set
dissbled on line 135, until 'password' is set SLINZPRCTG-5-UBDOWN: Line protocol on Interface M
dissbled on line 13§, until 'password' is set GigabitEthernes0/0, changed state to up

g-line) fexit

config) ¢service password-encryption 22 (config-if) #int gO/1
| g) tbanner motd SAcceso prohibidos F RZ g-if) #description conexion a servidor web
config) ¢int s0/0/1 a2 ( g-if)¢ip address 10.10.10.1 255.255.255.0
tdescription conecta con R1 az shutdown "

#ip address 172.31.21.2 255.255.255.25Z
(cenfig-if) ¢ne shutdown

I

Interface CigabitEthernet0/1, changed state to

g-imit
CHRNGED: Interface Serisl0/0/1, changed state to up L4 =M
SLINEPROTG-5-UPDGWN: Line protocol on Interface
SLINEPROTO-5-UPDOWN: Line protecel on Interface Serisl/0/l, GigabitEthernet0/1, changed state to up
| | |onanged scace co up
int 07070 nz g-if) fanit E

config-if) ¢descriprion conecta con R3 22 (config) #ip route 0.0.0.0 0.0.0.0 g0/0
#ip address 172.31.23.1 255.255.255.252 %Default route without gateway, if not & point-to-point
)#clock rate 128000 i face, may impact 2

#no shutdewn . B2 (config) ¥ -

i

[E1Top [[1Tep

Figura 5. Configuracion R2

PR3 — o | B ]

Physical | Config | CLI | Attributes Physical [ Config | CLI | Attributes
105 Command Line Interface 10S Command Line Interface
= changed state to up A
R3(config-if)§int lod
Routersanable
Routerfeonfig 23 (config-if)§
Configuring from terminal, memory, or network [terminall? SLINK-5-CHANGED: Interface Loopbacks, changed stcate to up

guration commands, one per line. End with CNTL/Z.
gi#no ip demsin-leckup

$LINZPAOTO-5-UPDOWN: Line protocel on Interface Loopbacks,
changed state to up
config) tensble secret class

g)¢line con O #ip =ddress 132 165 4.1 255.255.255.0

until 'password' is set ED: Interfzce Loopback$, changed state to up

until 'password’ is set
until 'password’ is set
until 'password’ is sev
until 'password’ is sev

$LINZPAOTO-5-UPDOWN: Line protocol on Interface Loopbacks,
changed state to up

diszbled on
g-line)feniz

gl $service password-encryption
config) ¢banner motd $Acceso prohibided
q) #int =0/0/1

) #description conexion a B2
$ip address 172.31.23.2 25
#no shusdewn

gint 106

R3(config-ifl#
SLINK-5-CHANGED: Interface Loopbacké, changed state to up

I

SLINEPAOTO-5-UPDOWN: Line protocol on Interface Loopbacks, —
¢ changed state to up
CHANGED: Tnterface Serial0/0/1, changed state to up

config-if)#ip address 192 168.6.1 255.255.255.0

SLINZDROTG-5-UEDOWN: Line protocol on Interface Serial0/0/1
changed state e up

g)#ip route 0.0.0.0 0.0.0.0 s0/0/1
#int 1o sDefzult route without gsteway, if mot a point-to-peint
may impact performance

£ -

[ 7ep O Top

Figura 6. Configuraciéon R3.
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2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0
Configuration Item or Task Specification

Router ID R1 1.1.1.1

Router ID R2 2.2.2.2

Router ID R3 3.3.3.3

Configurar todas las interfaces LAN como

pasivas
Establecer el ancho de banda para enlaces 128
seriales en Kb/s

Ajustar el costo en la métrica de S0/0 a 7500

Verificar informaciéon de OSPF

* Visualizar tablas de enrutamiento y routers conectados por OSPFv2

* Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface

* Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

Rl {config) #router ospf 1 RZ (config) #router ospf 1
Rltcunf:!.g-ruuterj#ruuter-:l.d 1.1.1.1 Rz (config-router) #network 172.31.21.0 0.0.0.3 arez 0
Bl {config-router) §network 172.31.21.0 0.0.0.3 zrea 0 RZ {config-router)$
Rl {config-router) gnetwork 192 168.30.0 0.0.0.255 area 0 00:00:58: %0SPF-5-ADJCHE: Process 1, Nbr 1.1.1.1 on Serial0/0/1
21 (config-router) fnetwork 192 168.40.0 0.0.0.255 area 0 from LOADING to FULL, Losding Done
Bl {config-router) fnetwork 132.1€3.200.0 0.0.0.255 area 0 RZ (config-router) fnetwork 172.31.23.
Rl {config-router) fpassive-interface g0/0.30 R2 (config-router) #network 172.31.23. 0.3 area 0
Bl (config-router) #passive-interface g0/0.40 R2 (config-router) #network 10.10.10.0 0.0.0.255 area 0
. . . - R2 ({config-router) #passive-interface g0s/0
Bl {config-router) fpassive-interface gl/0.200 2 lconfig-router) fint =0/0/1
Bl {config-router) fexit 2 (config-if) §bandwidth 128
R1(config)#int s0/0/0 2 (config-if) #int s0/0/0
. . - R2 (config-if) $bandwidth 128
Rl{config-if) ¢bandwidth 128 22 (monfig-if) #ine =0/0/1
Bl {config-if)#ip ospf cost 7500 RZ (config-if) #ip ospf cost 7500
Rl (config-if) 8| 22 (config-if) #

0 0.0.0.3 area 0
0 0.0,

Figura 7. Configuracion OSPF R1 Figura 8. Configuracion OSPF R2

B3 (config) §router ospf 1

R3{config-router) §router—-id 3.3.3.3

R3{config-router) §network 172_.31.23.0 0.0.0.3 area 0
R3{config-router) §network 172_.31.23.0 0.0.0.3 area 0
00:17:1%: %0SPF-5-ADJCHG: Process 1, Nbr Z2.2.2.2 on Serialds 071 £
R3{config-router) network 192.168.4.0 0.0.3_.255 area O
R3{config-router) §passive-interface lod
R3{config-router) §passive-interface lob
R3{config-router) §passive-interface lo&

B3 (config-router) fexit

B3 {config) §int s0/0/1

B3 (config-if) §bandwidth 128

B3 (config-if) §

Figura 9. Configuracion OSPF R3
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Physical | Config | CUI | Attibutes

Physical | Config | T | Attrbutes

105 Command Line Interface

Rz¢show ip ospf neig

Neighbor ID Pri  State Dead Time
3.3.3.3 FULL/ - 00:00:34
1111 o FULL/ - 00:00:30

RZgshow ip ospf interface

Serial0f0/1 is up, line protocsl is up
Internet address is 172.31.21.2/30, Ares O
Process ID 1, Reuser ID 2.2.2.2, Netwerk Type
Transmit Delay is 1 sec, Stave DOINT-TG-BOINT
No designated router on this network
¥o backup designated router om this network
Timer invervals configured, Hello 10, Dead 40

Hello due in 00:00:02
Index 1/1, flood queus length O
Wext 0x0(0)/0x0 (0}
Last flood scan lengeh is 1,
Last flood scan time is 0 msec,
Weighbor Count is 1 , Adjacent neighbor count
Adjacent with neighbor 1.1.1.1
Suppress hells for O neighbor(s)

Serial0/0/0 is up, line protocel is ug
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Reuter ID 2.2.2.2, Network Type
Transmit Delay is 1 sec, State POINT-TO-POINT
¥o designated router on this metwozk
¥o backup designated router on this network
Timer intervals configured, Hello 10, Dead 40

Helle due in 00:00:0%
Index 2/2, flood gueus length O
Hext 0x0(0)/0x0 (0}

Last flood scan lengeh is 1,

maximum is 1

maximum is 1
Last flood scan time is 0 msec, maximum is 0
Weighbor Count is 1 , Adjacent neighbor count

Adjacent with neighbor 3.3.3.3
Suppress hello for 0 neighboris)

GigebitZthernet0/l is up, line protocol is up
Internes address is 10.10.10.1/24, Rrea 0
Process ID 1, Reuter ID 2.2.2.2, Network Type
Tzansmit Delay is 1 sec, State DR, Pricrity 1
Designated Router (ID) 2.2
No backup designated router on this network

Timer intervals configured, Hello 10,
Hello due in 00:

lengnh 0

maximnm is 0 msee

Interface address 10.10.10.1

Dead 40, Wit 40,

105 Command Line Interface

Rzgshow ip protocals

Rddress Interface Routing Pratocal is "ospE 1"
17z.31.23.2 Serial0/0/0
17z.31.21.1 Serialofo/l

Router ID z

Muzber of areas in this router

Maxizum path: 4

Routing for Networks:
172.81.21.0 0.0.0.3 azrea 0
172.81.23.0 0.0.0.3 azrea 0
10.10.10.0 0.0.0.255 azrea 0

Passive Interface(s):

EOINT-TO-FOINT, Cost:
. Priority 0

7500

Cutgeing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

is 1. 1 normal 0 stub 0

, Wait 40, Retransmit §
GigabitEthernet0/0
Routing Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:05:24
2.z.2.2 110 00:18:07
is 1 3.3.3.3 110 00:13:58
I Distance: (default is 110}
RZgshow ip route ospf
192_168.2.0/32 is subnetted, 1 subnets
EOINT-TO-BOINT, Cost: 781 o 192_168.2.1 [110/782] wia 172.31.23.2, 00:18:27,
. Prioricy 0 192_168.5.0/32 is subnetted, 1 subnets
] 192_168.5.1 [110/782] wia 172.31.23.2, 00:18:17,
192_168.6.0/32 is subnetted, 1 subnets
, Wait 40, Retransmit § ] 192_168.6.1 [110/782] wia 172.31.23.2, 00:18:17,
©  192.168.30.0 [110/75011 via 172.31.21.1, 00:24:39,
©  192.168.40.0 [110/75011 via 172.31.21.1, 00:24:33,
©  192.168.200.0 [110/7501] wia 172.31.21.1, 00:24:33,

msee
is 1

RZgshow run
Building configuration. .

Currens configuration :
'

1652 byte

version 15.1

BRORDCAST, Cest: 1

no service cimestamps debug datet
service password-encryption
'

Retransmit 5
hostcname 22
'

s

no service cimestamps log dasetime msec

ime msee

nssa

m

Seri=10/0/0
Seri=10/0/0
Seri=10/0/0

Seri=10/0/1

Seri=10/0/1
Seri=10/0/1

Index A4 _maen

Cirl+F6 to exit CLI focus

Cirl+F6 to exit CLI focus

[ Top

mh

Physical | Config | CUI | Attributes |

105 Command Line Interface

R2#show ip protocels

Routing Protocol is "espf 1"
Outgoing update filter list for =ll interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID Z.
Nurber of areas in this router is 1.
Maximum path: 4
Routing for Networks:

172.31.21.0 0.0.0.3 area 0

172.31.23.0 0.0.0.83 area 0

10.10.10.0 0.0.0.255 area O
Passive Interface(s):

1 normsl 0 stub 0 nssa

GigebitEthernet0/0
Routing Information Sources:
Gateway Distance Last Update
1.1.1.1 110
zzz22 110
3.3.3.3 110
Distance: (default is 110)

R2gshow ip route ospf

192 1684 0/3Z is subnetted, 1 subnets
] 192 1€8.4.1 [110/782] wia 172.31.23.2, 00:18:27, Serial0/0/0
192 168 5 0/3Z is subnetted, 1 subnets
] 192 168.5.1 [110/782] wia 172.31.23.2, 00:18:17, Serial0/0/0
192 1686 0/3Z is subnetted, 1 subnets
] 192 168.6.1 [110/782] wia 172.31.23.2, 00:18:17, Serial0/0/0
] 192_.168.20.0 [110/7501] via 172.31.21.1, 00:24:39, Serizl0/0/1
] 192_.168.40.0 [110/7501] via 172.31.21.1, 00:24:39, Serizl0/0/1
] 192 .168.200.0 [110/7501] wiz 172.31.21.1, 00:24:33, Serial0/0/1

R2gshow run
Building configuration

Current configuration -
'

1654 byses

version 15.1
no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

'

hostnzme R2

'

m

Ctrl4F6 to exit CLI focus

[ Top

Figura 10. Verificacion OSPF R2.
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establecida.

Sl{config)$enable secret class
Sl(config)#line con 0
Sl{config-line)$pass cisco
Sl{config-line)glegin
Sl{config-line)£line vty 0 4
S1l(config-line) §pass cisco
Sl{config-line) #lcgin
Sl(config-line) $exit

Sl(config)$¢service password-encryption
Sl(config)¢banner motd $Accesec prchibidos$

3. Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red

S3(config) $¢enable secret class
S3(config)$line con O
S3(config-line) §pass cisco
S3(config-line)$login
S3(config-line)$line vty 0 4
S3(config-line) §pass cisco
§3(config-line) §login
S3(config-line) gexit

S3(config) §service password-encrypticn

S3(config) §banner motd $Acceso prcochibide$
Sliconfig)#vlan 30
51l {config-vlan) fname Zdministracion
51l {config-vlan)fvlan 40
51 {config-vlan) fname Mercadeo
51l {config-vlan) #vlan 200
5l {config-vlan) #name mantenimiento

53 (config) #int £20/3

51 (config)$int £0/3
S5l {config-if) #switchport mode trunk
52 (config-if) §switchport mode trunk

Sli{config-if)#switchport trunk natiwve wvlan 1 53 (conf j$switchport trunk native wlan 1
51 (config-if) fexit

51 {config) $int £0/24

S5l {config-iflfswitchport mode trumnk

51 {config-if] fswitchport trunk native wlan 1
51 {config-if)§

53 ({config) §vlan 30

53 ({config-vlan) fname Zdministracion
S3({config-vlan) $vlan 40

53 ({config-vlan) fname Mercadeo
S3({config-vlan) $vlan 200

53 (config-vlan) fname mantenimiento

52 (config) #int range £a20/1-2, fal/4-Z4, g0s1-2
52 (config-if-range) fswitchport mode access

53 (config-if-range) fint fals1l

52 (config-if) #switchport mode access

53 (config-if) #switchport access wlan 40

51 {config)#int range fal/1-2, fal/4-23, g0/ /1-2
Sl {config-if-range) fswitchport mode access

81 {config-if-range)fint £al/1

51 {config—if) #switchport mode access

S5l {config-if) #switchport access vlan 20

Figura 11. Configuracién vlan S3

Figura 12. Configuraciéon vlan S1

Rl {config)fint gl/0.30

Bl {config-subkif) §description Administracion LaN
Rliconfig-subif) fencapsulation dotlg 30

Bl {config-subif) §ip add 192_.168.30.1 255_255.255.0
Bl {config-subkif) gint gO0/0.40

Rl i{config-subif) §description Mercadeo LAN

Rl {config-subif) fencapsulation dotlg 40

Rl {config-subif) §ip add 192.168.40.1 255.255.255.0
Rli{config-subkif) gint g0/0.200

Bl {config-subif) §description Mantenimiento La&N

Bl {config-subkif) §encapsulation dotlg 200
Rliconfig-subif) gip add 1%2_.168.200.1 Z55.255.255.0
Bl {config-subkif) gint gl/0

Rl {config-if) #no shutdown
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4. En el Switch

3 deshabilitar DNS lookup

Physical | Config | CU | Attributes |
105 Command Line Interface
-

H
|
i Dress RETURN to get started!

Receso prohibide

User Access Verification
I Password:

S3renable
M Password:
I S3gconfig
I Configuring from terminzl, memory, or network [terminal]?

Enter configuration commands, cne per line. End with CNTL/Z.
| S3(config) éno ip domain-lookup
{l 53 (config) & -
I Cirl+F6 to exit CLT focus Copy

Copy to Clipboard
[ Top

Figura 14. Desactivacion DNS lookup en S3

Asignar direcciones IP a los Switches acorde a los lineamientos.

(®s

-

(® s

Fhysical | Config | CLI | Atmibutes |

105 Command Line Interface

T

interface GigabitEthern
switchport mode access
shutdown

'

interface GigabitEthern
switchport mode access
shutdown

'

interface Vlanl
no ip address
shutdown

'

interface Vlanzo0
mac-address 00e0.8faa.
ip address 133.168.200

i

ip default-gatewsy 152.
'

banner motd ~CAccesc pr

line con 0

et0/1

et0/Z

7701
.2 255.2355.355.0

168.200.1

chibido~C

Cirl+F6 to exit CLI focus

[ 7op

| Physical [ config | I | Attributes

105 Command Line Interface

interface Fastithernetl/24
switchport mode access
shutdown,

'

interface GigabitZthernet0s1l
switchport mode access
shutdown

!

interface GigabitZIthernet0/2
switchport mode access
shutdown

!

interface Vlanl

no ip address

shutdown

!

interface VlanZ00
mac-zddress 00e0.£3db. 4401
ip address 192.168.200.3 255.255.255.0
!

ip defasult-gsteway 192.168.200.1
'
banner motd ~CAccese prohibide~C
!

Ctrl+76 to exit CLI focus

[E] Top

Figura 15. Configuracion IP S3.




Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
Implement DHCP and NAT for IPv4
Configurar R1 como servidor DHCP para las VLANs 30 y 40.

Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estéticas.

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccha-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 30

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40

r.?m - )

| Physical | config | cur | Attributes

105 Command Line Interface

from LORDING to FULL, Loading Done -
Acceso prohibido

User Access Verification
Password:

Rlrenable

Password:

Rliconfig

Configuring from terminzal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
Bl {config) #ip dhep excluded-address 132.168.30.1 13Z.168.30.30
Bl {config) §ip dhcep excluded-address 132.168.40.1 15Z.16&8.40.30
21 (config)#ip dhep pool ADMINISTRACION

Bl {dhcp-config) #dns-server 10.10.10.11

Rl (dhcp-config) #domain-name ccna-unad.com

% Invalid input detected at '~' marker.

Rl (dhcp-config) #default-router 152_.1628.30.1

Rl (dhcp-config) #network 152_168.30.0 Z55.255.255.0
Rl (dhcp-config) §ip dhcp pool MERCADED

Rl (dhcp-config) #dns-server 10.10.10.11

Rl (dhcp—config) #domain-name ccna-unad.com

% Invalid input detected at '~' marker.

m

Rl {dhcp-config) #default-router 152_.1628.40.1
Rl ({dhep-config) fnetwork 152 _168.40.0 255.255.255.0
Rl (dhcp-config) # -

Citrl+F6 to exit CLI focus copy | [ Paste

[ Top

Figura 17. Configuracion DHCP R1.
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9. Configurar NAT en R2 para permitir que los host puedan salir a internet

B R2 =) )

Physical | Config | CLT | Attributes

105 Command Line Interface

TESSwOTTT
RZfconfig

Configuring from terminal, memory, or network [terminsl]?

er configuration commands, one per line. End with CNTL/Z.
config) fuser unad privilege 15 secret cisco

config) fip hitp server

% Invalid input detected at '~' marker.
RZ{config) #ip http atentication local

% Invalid input detected at '~' marker.

iconfig) #ip nat inside scurce static 10.10.10.10 203.1§5.200.223

config) #int gos/o
o g- #ip nat outside
config-if) #int g0/1
. config-if) #ip nat inside
RZ{config-if) fend

%5¥5-5-CONFIG_I: Configured from conscle by console

Rz#config

Configuring from terminal, memory, or network [terminall?
Enter configuraticn conmands, cne per line. End with CHTL/Z.
RZ (config) $acces-list

% Invalid input detected at '~' marker.
B2 {config) facces-list 1 permit 192.168.30.0 0.0.0.255
% Invalid input detected at '~' marker.

fig) gaccess-1list 1 permit 152.168.30.0 0.0
g) faccess-list 1sz.
g) faccess-list 182,
g) #ip nat pool 205
g) #ip nat inside scurce list 1 pool INTERNET

g e

m

Ctrl+F6 to exit CLI focus

[0 Top

Figura 18. Configuracién Nat en R2.

10. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para

restringir o permitir trafico desde R1 o R3 hacia R2.
B R2 —_— — EIEI_J‘

Physical | Config | CLI | Attributes

105 Command Line Interface

Aeceso prohibide -
User Access Verification
Password:

Rzrenzble

Password:

RIfeonfig

Configuring from terminal, memory, or network [terminall?
Enter configuration commands, one per line. End with CNTL/Z.
{config)#ip access-list

ncomplete command.

g)#ip access-list standard ADMINISTRACION-MERCADEO
g-std-nzcl)fpermit host 172.31.21.1

g-std-nacl)fexit

giéline voy 0 4

ig-line)§ -class ADMINISTRACION-MERCADEO

% Incomplete command.

g-line)#access-class ADMINISTRACION-MERCADEO in
g-line)gexitc

{eonfig) gend

RZE

45Y5-5-CONFIG I: Configqured from console by consol 2

Cols#s t it L1 fous

[

[ Top

Figura 19. Configuracion Listas de acceso R2.
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11.Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

i b |
B R2 = | B |-
Physical | Config | ClI | Attributes
105 Command Line Interface
Press RETUHEN to get started! gl
Zoeceso prohibido
User RZccess Verification
Dassword:
Rizenzble
Dassword:
BZfconfig
Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNIL/Z.
BZ (config) faccess—-1ist 101 permit tep any host Z05.165.200.22% eqg www
RZ (config) faccess-list 101 permit icmp any any echo-reply
i BZ {config)&int g0s0
BZ (config-if) #ip access—group 101 in
Rz (config-if)#int 50,5050
RZ (config-if) #ip access—group 101 out
BZ (config-if) #int s50/0/1
BZ (config-if)#ip access-group 101 ocut -
BZ (config-if) #int gi/1 A
RZ (config-if) #ip access—-group 101 ocut :_
22 (config-if) ¢ %
Cirl+F6 to exit CLI focus copy || Paste |
[T Top
L

Figura 20. Configuracion listas de acceso tipo extendido en R2.
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12.Verificar procesos de comunicacion y re direccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.

v
B R2 .
\
Physical | Config | CLI | Attributes
105 Command Line Interface
-
Rizenzhble
Dassword:
RIgping 172.81.21.1
Type escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.21.1, timeout is I seconds:
rrret
Success rate is 100 percent (5/5), round-trip minfavg/max = 1/3/8 ms
RZfping 172.31.23.2
Type escape seguence to zbort.
Sending 5, 100-byte ICMP Echos to 172.31.23.2, timeout is Z seconds:
rrret
Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/4 ms
RZfping Z09.165.Z00.230
Iype escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to 2059.165.200.230, timeout is 2
seconds:
[NERR
Success rate is 100 percent (5/5), round-trip minfavg/max = 0/3/1Z ms
RZfping 132_.1€8.Z00.2
Type escape sSequence to abort.
Sending 5, 100-byte ICMP Echeos to 192.168.200.2, timecut is Z seconds:
1
Success rate is &0 percent (3/5), round-trip minfavg/max = 1/1/1 ms
RZ¢ping 192.1€8.200.2
Type escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to 192.165.200.Z, timecut is Z seconds: i
rrret
Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/3 ms
RIZfping 19Z_1€2_Z00.3
Type escape seguence to zbort. T
Sending 5, 100-byte ICMP Echos to 192.168.200.3, timeout is Z seconds:
L
Success rate is &0 percent (3/5), round-trip min/favg/max = 1/Z/4 ms
\ RZE A
Cirl+F6 to exit CLI focus copy | [ Paste
[ Top
e

Figura 21. Verificacién de procesos en R2
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CONCLUSIONES

La configuracion de dispositivos CISCO son extremadamente variadas, permitiendo
dar acceso total, parcial o no a los diferentes usuarios y/o dispositivos.

El software Packet Tracer permite simular casi cualquier configuracion de red que
uno se pueda imaginar y de esta manera realizar ensayos o practicas que en
ocasiones se dificultan por no tener los dispositivos fisicamente.

Por medio de Packet Tracer se puede colocar en practica una cantidad de
conocimiento adquirido en los cursos de CCNA de CISCO.
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