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INTRODUCCCION

El presente trabajo permite que se pueda identificar el grado de compromiso, competencias

y habilidades que se adquirieron en el desarrollo de las diferentes fases del diplomado cisco
donde hubo varios escenarios tanto en la plataforma cisco como en la plataforma de
universidades nacional abierta y a distancia (UNAD), de forma competitiva se pudo exponer
las capacidades obtenidas de manera integral gracias a los campos de capacitacion en
tecnologia de redes informaticas pudiendo mostrar nivel de comprensiéon y solucién de
problemas relacionados con diversos aspectos de Networking.

Mediante el uso de la herramienta de simulacion packer tracer se pudo dar solucion al
escenario abajo expuesto donde refiere las necesidades de una empresa de telefonia donde se
debera configurar y conectar entre si cada uno de los dispositivos siendo el estudiante el
administrador de la red.
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Objetivos

» Lograr Configurar e interconectar entre si cada uno de los dispositivos que forman
parte del escenario.

» Conseguir ser el administrador de la red cumpliendo protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.
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Descripcion del escenario propuesto para la prueba de habilidades

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno de
los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas aspectos
que forman parte de la topologia de red.

Topologia de red

Internet

192.168.30.0/24 Administracion
| 192168.40.0/24 | Mercadeo
| 192.168.200.0/24 | imi

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

FO0 BIMANGA
Foiz4 | 802-1Q

—— 192.168.99.3
192.168.99.2

1. Configurar el direccionamiento IP acorde con la topologia de
red para cada uno de los dispositivos que forman parte del
escenario

L — -

| Physical | config | cur | Attributes |

10S Command Line Interface

R1(config) ¥ i
Rl({config)$

Rl(config) ¢en

% Ambiguous command: "en"

Rl (config)ghost R1

(1 Rl(config) #int g0/0

Rl(config-if)$ip address 172.31.21.0 255.255.0.0

® R3 B

~

[ Physical [ config | a1 [ Attributes |

10S Command Line Interface

Router>enable -
Routergconfigure terminal

Enter configuraticn commands, cone per line. End with CNTL/Z.

Router (config) §hostname R3

R3(config)#

R3(config)$host R3

R3(config) #int g0/0

R3(config-if) #ip address 172.31.23.0 255.255.0.0

R3(config-if) #no shutdown

R3(config-if) ¢
3LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
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2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes

criterios:
OSPFv2 area 0
Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 2.2.2.2
Router ID R3 3.3.3.3
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 128 Kb/s
Ajustar el costo en la métrica de So/0 a 7500

Agregamos las direcciones IP para cada uno de los Routers y también en ella
se agrega el ancho de banda de 128 Kb/s que es equivalente al comando

clock rate 128000

Bl {config-if)#
Rl {config-if) #int =s0/0/0
Bl {config-if) #noc shutdown

Bl {config-if)#clock rate 128000
Bl {config-if) #nc shutdown

Rl {config-if) #no shut

Bl {config-if) ¢

SLINE-5-CHANEED: Interface Serizld/ 0/0,
Bl{config-if) #ip address 1.1.1.1 255.255.255_252

changed state to down

Pagina 6 de 28



@ o
°g0
sidad Naciona

R2
Physical | Config | CLI | Attributes
105 Command Line Interface
Routerr»enzble

Bouterfconfigure terminal
Enter configuration commands,
Router (config) §hostname RZ
RZ( igi#
R2{
RZ{configl §int g0/0/1

%Invalid interface type and number
RZi{confiig)fint s0/0/1

R2 {config-if) §nc shutdown

one per line. End with CNIL/Z.

RZ{config-if) ¢

SLINE-S5-CHRNGED: Interface Serizll/ 0/1, changed state toc up
B2 {config-if)§ip address

SLINEFROTCO-S5-UPDOWN: Line protocol on Interface Seriald/ 041,
to up

command .

% Incomplet

#ip address Z2.2.Z.Z Z55.F55.Z55.252
$clock rate 128000
applies only to DCE interfaces

ReZi{confiiglfint s0/0/0

R2 {config-if) §nc shutdown
SLINE-5-CHRNGED: Interface Serislls0/0, changed state to down
RZlconfig-if)#ip address 2.Z2.2.2 Z255.255.255.

% 2.2.2.0 overlaps with Seriall/0/1

if) $clock rate 1ZB000

RZ {config-if) #no shutdown

RZ lconfig-if)§

changed state

m

Copy

)

Faste

[ Top

g-if)#int 30/0/1
B2 {config-if)#no shutdown

R3({config-if)§

3LINE-5-CHANGED: Interface Serialls0/1, changed state to up

R3{config-if)#ip address
$LINEPROTO-5-UBDOWN: Line protocol on Interface Serial0/0/1,

% Incomplete command.

B3 {config-if)#ip address 3.3.3.3 Z55.255.255.252
Bad mask /30 for address 3.3.3.3
R3{config-if) #ip address 3.3.3.3 255.255.255.0
R3{config-if)#clock rate 12800

This command applies only to DCE interfaces
R3(co g-if)#no shutdown
R3({config-if)§

changed state to up

_m,

Ahora realizamos la configuracion del OSPF a cada uno de los

Rlgconft t

Enter configuration commands,
Bl {config) frouter ospf 1

Rl {config-router) fnetwork 172.31.21.0 0_.0_.0_255 area 0
Bl (config-router) §

Bl {config-router) §

one per line.

End with CHNTL/Z.

Routers

=
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RZ»en

RZfconft t©

Enter configuration commands, one per line. End with CNTIL/Z.

B2 (config) #router ospf 1

QSPF process 1 cannot start. There must be at least one "up" IP interface
RZ (config-router) fnetwork 172.31.22.0 0.0.0.255 area 0

RZ (config-router)

B2 (config-router) §

m_

Biren
BE3fconf t
Enter configuration commands, one per line. End with CHTL/SZ.

B3 ({config) frouter ospf 1
B3 {config-router) fnetwork 172_31_Z232_.0 0.0.0_.255 area 0
B3 ({config-router)

B3 ({config-router)§ ETH
Asignamos las direcciones IP a los Loopback

BZ»en

RZgcont t

Enter configuration commands, one per line. End with CHNTL/Z.

B2 (config) #interface 1ol

RZ {config-if)#ip address 10.10.10.10 255.255.255.255

RZ (config-if) fend

RZ§

%5¥Y5-5-CONFIE I: Configured from console by console E

nzg &

E3xen

BE3fconf t

Enter configuration commands, one per line. End with CHIL/Z.

B3 (config) finterface lod

B3 {config-if) #ip address 192Z.1e8.4.0 Z55.255_Z55.255

B3 {config-if) #ip address 192Z.188.5.0 Z55.255_Z55_.255

R3{config-if) #ip address 192.1eB8.6.0 Z55.255_Z55.255

B3 {config-if) §end

=k}

%5Y5-5-CONFIE_I: Configured from console by console | =

nag -
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Direccionamiento IP de los Switch

Sl>en
Slgconf t©
Enter configuration commands, one per line. End with CHTIL/SZ.

51 (config) $host 51

51 {config) #int wlan 320

S5l{config-if) §ip address 132 _168.35%_2 Z55_255.255.0
5l {config-if) #exit

51 (config) #ip default—-gateway 132.1€8.1.1

51 {config)

m

S53%EN
S53fconft t

Enter configuration commands, one per line. End with CHNIL/Z.

53 (config) #host 53

53 ({config) #int wlan 40

53 {config-if)#ip address 192.168.95.3 2Z55.255.255.0
53 (config-if) fexit

53 (config) #ip default—gateway 1592 _.168.1_.3

53 (config) g

T

Configurar todas las interfaces LAN como pasivas

Bl»en
Blgconf ¢

Enter configuration commands, one per line. End with CHNIL/Z.

Bl {config) #router ospf 10

Bl {config-router) §passive-interface default

Bl {config-router) §end

=k g

%5¥5-5-CONFIG I: Configured from conscle by conscle

R1l§

RZgen

RZgconf ©

Enter configuration commands, one per line. End with CHTL/Z.
BZ (config) #router ospf 10

BZ (config-router) §passive—-interface default

BZ (config-router) §end

RZE

%5¥5-5-CONFI& I: Configured from conscle by conscle

RZE

BE3fen

R3gconf t

Enter configuration commands, one per line. End with CHNTL/Z.
B3 (config) §router ospf 10

B3 ({config-router) fpassive—interface default

B3 ({config-router) fend

B3

%5Y¥5-5-CONFIG I: Configured from conscle by conscle

R3§

.
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Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

R1§
Rl§show ip route
Codes: L - local, C - connected, 5 - static, B - RIF, M - mobile, B - BEP
D - EIGRP, EX - EIGRP externzl, © - QO5FF, IR - OSPF inter area
N1 - OSPF MS5AR external type 1, NZ - OSPF MNS5R external type Z
El - CSPF external type 1, EZ - OSPF externzl type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-1l, LZ - I5-I5 level-Z, iz - IS-I5 inter area
* - randidate default, U - per—user static route, o — CDR
P - periodic downloaded static route

Gateway of last resort is not set

1.0.0.0/8 is wariasbly subnetted, 2 subnets, Z masks

c 1.1.1.0/30 is directly connected, Serial0/0/0
L 1.1.1.1/32 is directly connected, Serizl0/0/0

172.21.0.0/16 is wvariably subnetted, Z subnets, Z masks
c 172.21.0.0/16 is directly connected, GigabitEthernet0/0
L 172.231.21.0/32 is directly comnected, GigabitEthernetd/0 []
R1g| | =
Rizen

RZgshow ip route
Codes: L - loezl, T - connected, 5§ - static, R - RIE, M - mobkile, B - BEE
o0 - EIGRF, EX - EIGRP extern=l, O - O5FF, IR - OS5PF inter area
H1 - QS5PF NS5A external type 1, W2 - 0QS5FF MN355R external type 2
El - OSPF externzl type 1, EZ - OSPF externzl type 2, E - EGP
i - I5-IS5, L1 - I5-IS lewel-1l, LZ - I5-IS level-Z, ia — I5-I5 inter area
* — candidate default, U - per—user static route, o - ODR
P - peripdic downloaded static route

Gateway of last resort is not set

2.0.0.0/8 is variably subnetted, 2 subnets, Z masks

c 2.2.2.0/30 is directly connected, Serial0/s/0/1
L 2.2.2.2/32 is directly connected, Serizlds0/1
10.0.0.0/32 is subnetted, 1 subnets
c 10.10.10.10/3Z is directly connected, Loopback0
azg| =

R3gshow ip route
Codes: L - loecal, C - connected, 5 - static, R - RIP, M - mokile, B - BGP
o - EIGRE, EX - EIGRP external, O - Q3PF, IZ - QS5FF inter area
H1 - QSPF HS5S5R externzl type 1, HNZ - OS5EF N55R externzal type Z
El - OSPF external type 1, EZ - 0OSEF external type Z, E - EGP
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-I5 level-Z, iz - I5-I5 inter =zrea
* - pandidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

Gateway of last resort is not set

3.0.0.0/8 iz warizbly subnetted, Z subnets, Z masks

c 3.3.3.0/24 is directly connected, Serizlds0/1

L 3.3.3.3/32 is directly connected, Serizl0 /0/1
152 _.168.6.0/32 is subnetted, 1 subnets

c 132 _168.€.0/32 is directly connected, Loopback4

R3§

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada
interface

El comando “show ip ospf interface brief” no se puede implementar en Packet
Tracer. Se puede utilizar el comando “show ip ospf interface”

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.
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Blgshow ip protocols

Bouting Protocol is "ospf 10"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not 3et
Router ID 172.31.Z1.0
Number of areas in this router is 0. 0 normal 0 stub 0 nasa
Maximim path: 4
Routing for Networks:
Passiwve Interface(s):

Vlianl
GigabitEthernetd/0
GigabitEthernetl/1
Seri=zl0/0/0
Seri=l0/0/1
Bouting Informstion Sources:
Fateway Distance Last Update

Distance: (default is 110}

Routing Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not 3et
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stub 0 nasa
Maximim path: 4
Routing for Networks:
172.31.21.0 0.0.0.255 area 0
Bouting Information Sources:
Fateway Distance Last Update
1.1.1.1 110 00:05:35
Distance: {(default is 110}

R1§
R1lE

m

BEZ2¢show ip protocols

Routing Protocol is "ospf 10"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID Z2.2.2.2
Number of areas in this router is 0. 0 normal 0 stuk 0 nssa
Maximim path: 4
Routing for Wetworks:
Passive Interface(s):
Vlanl
GigabitEthernet0,/0
FigabitEthernet(/1
Seriald/s0s0
Seriald /0,1
Routing Information Sources:
Fateway Distance Last Update
Distance: (default is 110}

Routing Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 10.10.10.10
Number of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximim path: 4
Routing for Networks:
172.31.22.0 0.0.0.255 area 0
Routing Information Sources:

Fateway Distance Last Update
Distance: (default is 110}
RZf
RZE
Rz

m
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R3¢show ip protocols

BEouting Protocol is "ospf 10"
Outgoing update filter list for all interfaces is not set
Incoming update £ilter list for all interfaces is not set
RBouter ID 172.31.23.0
Number of areas in this router is 0. 0 normal 0 stub 0 nssa
Maximim path: 4
BEouting for Metworks:
Pagsive Interfzce(s):
Vlanl
GigabitEthernet0/0
EFigabitEthernet0/1
Seriald/s0/0
Seriald/s0f1
BEouting Informstion Sources:
Distance
Distance: ({(default is 110}

EFateway Last Update

BEouting Protocol is "ospf 17
Outgoing update f£ilter list for all interfaces is not set
Incoming update £ilter list for all interfaces is not set
Bouter ID 3.3_3_3
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximim path: 4
Bouting for Networks:
172_.31.23.0 0.0_.0.255 area 0O
Routing Information Sources:

EFateway Distance Last Update
Distance: ({(default is 110}
R3§
nag|

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-
VLAN Routing y Seguridad en los Switches acorde a la topologia de red establecida.

Configuraciéon VLAN

Sl>en

Sl1fconft t©

Enter configuration commands, one per line.
Sl {config)f

Sl {config)$vlan 30

51 (config-vlan) §

SLINE-5-CHANGEED: Interface WVlan30, changed state to up

End with CNTIL/Z.

51 (config-vlan) gname DHCE-4
51 (config-vlan) §
51 (config-vlan) §

.

S5lishow wlan brief
VLAN Name Status Eorts
1 default actiwve Fa0/1, Fal/fZ,
Fal0/3, Fal/s4

Fal/5, Fal/g,
FalOs7, Falss

Fa0/3, Fa0/s10,
FaO/11, FaOs/12

Fa0/13, Fa0/s14,
FaO/15, Fal/le

FalO/s17, FaO/1l8,
FaO/13, FalO/sZ0

Fal0/21, FaO/2Z2,
FaO/f23, Fal/sZ4

Eighsl, Gigosz
30 CHCE-2 active
1002 fddi-default actiwve
1003 token-ring-default active
1004 fddinet-default actiwve
1005 trmet-default actiwve
s1g
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S3ren
53fconf t©
Enter configuration comm=nds, one per line. End with CNIL/Z.

83 ({config) #vlan 40
53 (config-vlan) g
$LINE-S5-CHRANGED: Interface V1and40, changed state to up

m

52 ({config-vlan) fname DHCE-C |

53 (config-vlan) # o

S53fshow vlan brief

VLAN Mame Status Ports

1 default actiwve Fa0/s1, Fal/Z,
FalO/s3, FalOs/4

Fal0/5, Fa0/g,
FaOs7, Fal/B

FalO/s%, Fa0/10,
Fal0/11, Fa0/12

Fa0/13, Fa0/714,
Fal0/15, Fal/1&

Fal0s17, Fa0/18,
Fal0s15%, Fa0/20

FaO/21, FaO/2Z2,
FaO/23, Fa0/24

Figh/s/1, Gighsz

40 CHCE-C active
1002 fddi-default active
1003 token-ring-default active [l
1004 fddinet-default active {=
1005 trmet-default active —
53¢ 20

Puertos Troncales

Sl»en
Slgconf t
Enter configuration commands, one per line. End with CHNIL/Z.

Sl {config) #interface £0/1
S5l lconfig-if) #switchport mode dynamic desirable

51 {config-if)
5LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to up

Sliconfig-if)

51¢
SLINEPROTO-5-UPDOWN: Line protococl on Interface FastEthernet0/3,
changed state to down

(LINEPROTO-5-UFDOWN: Line protocol on Interface FastEthernetl/3,
changed state to up

SLINEPROTO-5-UFDOWN: Line protocol on Interface V1an30, changed
state to up

Slgcont t

Enter configuration commands, one per line. End with CHIL/Z.
51 (config)$int £0/3

51 {config-if) fawitchport mode dynamic desirable

Sliconfig-if)$
$LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernetds3, |E
changed state to up
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S53{config-if)§
(LINEFROTO-5-UFDOWN: Line protocol on
changed state to up

(LINEFROTO-5-UFDOWN: Line protocol on
changed state to down

(LINEFROTO-5-UFDOWN: Line protocol on
changed state to up

(LINEFROTO-5-UFDOWN: Line protocol on
state to up

S3ren

S3fconf t

Enter configuration commands, one per line. End with CHIL/Z.
53 {config) #int £0/3

53 ({config-if) fawitchport mode dynamic desirabl

Interface FastEthernet(/3,

Interface FastEthernet(/3,

Interface FastEthernet(/3,

Interface WVlan40, changed

i

53 (config)#int £0/1
53 ({config-if) fawitchport mode dynamic

53 (config-if)
SLINEFROTO-5-UPDOWN: Line protocol on
changed state to up

desirabl

Interface FastEthernet0/1,

m

S5lgshow interfaces trunk

Portc Hode Encapsulation Status Natiwve wlan
Fal/s3 desirable n—-802_.1qg trunking 1

Port Vlians allowed on trunk

Fal/s3 1-1005

Portc Vlans allowed and active in management domain

Fals3 1,30

Port Vlans in spanning tree forwarding state and not
pruned

Fal/s3 1,30

s1¢|

53¢show interfaces trunk

Bort Mode Encapsulation Status Natiwve wvlan
Fal/s3 desirable n—-80Z_.1g trunking 1

Port Wlans allowed on trunk

Fal/s3 1-1005

Port Wlans allowed and active in management domain

Fal/s3 1,40

Port Vlans in spanning tree forwarding state and not
pruned

Fal/s3 1,40

53¢
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Puertos de enlace

51¢
Slgconf t©
Enter configuration commands, one per line. End with CHTL/Z.

51 {config) #interface £0/1

51 {config—if) §switchport access vlan 30
51 (config-if) §interface £0/3

51 {config-if) §switchport access vlan 30
51 (config-if) g

m

53¢
S53gconf t
Enter configuration commands, one per line. End with CHNTL/Z.

53 (config) §interface £0,/3

53 ({config-if) #switchport access wlan 30

% Access VLAWN does not exist. Creating vlan 30
53 (config-if) #switchport access wvlan 40

53 ({config-if)#interface £0/1

53 ({config-if) §awitchport access wvlan 40

53 (config-if) g

Sleshow wlan brief

VLEN Mame Status PBorts

1 defzault active F=0/2, F=0/4, Fa0/5, Fal/se
Fa0/7, Fa0/8, Fe=0/3, Fald/l0
F=0/11, Fal/12, Fa0/13, Fa0/14
F=0/15, Fal/l&, Fa0/17, Fa0/18
F=0/1%, Fal/20, Fal0/21, Fal/s22
F=0/23, Fal/24, Giglsl, Gigosz

30 CHCE-2 zctive Fal/1
1002 fddi-defzult zctive

1003 token-ring-default active

1004 fddinet-defaulc zctive

1005 trnet-default zctive

s1#|

S2fshow wlan brief
VLAN Name Status Ports

1 default active Fa0/2, FalOs4, Fals5, Fal/fe
Fz0/7, Fal/s8, Fe0/3, Fa0/10
Fa0/11, Fald/12, Fal/13, Fald/14
Fa0/s15, Fa0/16, Fal/l7, Fal/1l8
Fa0s13, Fald/2Z0, Fald/21, Fal/2Z
Fad/s23, Fa0/24, Gig0/1, Gig0d/2Z2

30 VLANOO30 active

40 DHCP-C active Fa0/1
1002 fddi-default sctive

1003 token-ring-default active

1004 fddinet-default sctive

1005 trmet-default active

sa|

lamiento e Inter-VLAN Routing

Bl {config) §

Bl (config) #interface gl/1.1

Bl (config-subif)

Bl (config-subif) fencapsulation dotldl 1

Bl (config-subif)

Rl {config-subif) #ip address 192.168.1.1 Z55.Z55.255.0
Bl (config-subif)$
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BZren

RZfconf t

Enter configuration commands, one per line. End with CHNTIL/Z.

BZ {config) #interface glys1.1

BZ (config-subif) fencapsulation dotl 1 =
B2 {config-subif) #ip address 1%2_168.1.2 255_255_.255.0 L=
BZ (config-subif) b
R3>en

R3gconf ©

Enter configuration commands, one per line. End with CHTIL/Z.

B3 (config) #interface glf1.2

B3 ({config-subif) fencapsulation dotld 1

B3 ({config-subif)fip address 132 _1&8.1.3

% Incorplete command. I3
B3 {config-subif)f#ip address 19%2_.1&8.1.3 255_255_.2%55.0 L=
D% (config-subif) g -

Rlgshow ip route
Codes: L - loczl, C - connected, 5 - static, R - RIF, M - mobkile, B - BGP
D - EIGRE, EX - EIGRF external, O - O0SPF, IR - OSEF inter area
N1l - OSPF NS55R externzl type 1, NZ - OSPF NS5R externzl type 2
El - OS5EF externzal type 1, EZ - O5PF external type Z, E - EGP
i - I5s-I5, L1 - I5-I5 lewvel-1l, Lz - I5S-I5 lewvel-Z, iz - I5-I5 inter zrea
* — candidate defsult, U - per—user static route, o — ODR
P - periodic downloaded static route

Gateway of last resort is not set

1.0.0.0/8 is wvarisbly subnetted, Z subnets, 2 masks

c 1.1.1.0/30 is directly connected, Serial0/0/0
L 1.1.1.1/32 is directly connected, S5erial0/ 00
172.31.0.0/1€ is wariably subnetted, I subnets, 2 masks

c 172.31.0.0/1¢€ is directly connected, GigabitEthernet0/0

L 172.31.21.0/32 is directly connected, GigabitEthernetl/0

Rlg -
RBlgshow ip int brief
Interface IP-hddress OE? Method Status Protocol
EigabitEthernet0/0 172.31.21.0 ¥ES manual up up
FigabitEthernet0/1 unassigned ¥YES unset administratiwvely down down
GigabitEthernetl0/1.1 192.168.1.1 ¥ES manual administratively down down
Serizl0/0/0 1.1.1.1 YES manual up up
Serizl0/ 0,1 unagsigned YES unset administratively down down
Vlanl unassigned YES unset administratiwvely down down
R1§ it
RZfshow ip int brief
Interface IP-Rddress OK? Method Status Protocol
GFigaebitEthernet0/0 unsssigned YES unset administratively down down
GFigaebitEthernet0/s1 unsssigned YES unset administratively down down
GigakitEthernetds1.1 15Z.1e8.1.2 YES manuzl sdministratively down down
Seri=zl0/s0/0 unassigned YES unset up up
SerizllysO0 1 Z.2.2.Z2 YES manual up up
Loopbackd 10.10.10.10 YES manual up up
Tlanl unassigned YES unset administratively down down
nzg =
B3fshow ip int brief
Interface IP-Rddress CE? Method Status Protocol
CigabitEthernetd/0 172.31.23.0 YES manual up down
GigebitEthernetl/1 unzssigned YES unset administratiwvely down down
GigebitEthernetl/1.2 152.1e8.1.3 YES menual sdministratively down down
Serizl0/0/0 unassigned ¥ES unset administratively down down
Seriald/0f1 3.3.3.3 ¥ES5 manual up up
Loopback4 1592.188.6.0 ¥ES5 manual up up
Loopbacks unassigned ¥ES unset up up
Loopbacke unassigned ¥ES unset up up
Vlanl unassigned ¥ES unset administratively down down E
R3§ -
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Seguridad en los Switches

Sl»en
Slgconf t
Enter configuration commands, one per line. End with CHIL/Z.

51 (configl #ip domain-name CCHA-lab.com
51 (config) fusername admin privilege 15 secret sshadmin
51 (config)#line wty 0 15
51 {(config-line) §transport input ssh
51 {config-line) #login local
51 {config-line) fexit
51 (configl §
51 (config) #crypto key generate rsa
The name for the keys will be: 51.CCHA-lab.com
Choose the size of the key modulus in the range of 380 to 2048
for your
Feneral Purpose EKewys. Choosing & key modulus greater than 512
may take
a few minutes.

How many bits in the modulus [512]: 1024
% Fenerating 1024 kit R5R keys, kevs will be non-exportable. ..
[OK]

51 (configi

m

S53xen
S53fconf t
Enter configuration commands, one per line. End with CHTL/Z.

53 (config)#ip domain-name CCHA-Lab.com
53 (config) fusername admin privilege 15 secret sshadmin
53 ({config)line wty 0 15
53 ({config-line) #transport input ssh
53 ({config-line)#login local
53 {config-line) fexit
53 (config) g
53 (config) fcrypto key generate rsa
The name for the keys will be: 53_CCHA-Lab.com
Choose the size of the key modulus in the range of 360 to 2048
for your
Feneral Purpose Keys. Choosing & key modulus greater than 512
may take
& few minutes.

How many bits in the modulus [512]: 1024
% Generating 1024 bit R5R keys, keys will be non-exportable...
[OK]

53 (config) §

4. En el Switch 3 deshabilitar DNS lookup

S53fconf t

Enter configuration commands, one per line. End with CHNTIL/SZ.
53 ({config) fnoc ip domain-lookup

53 ({config) fexit

53¢

%5¥S5-5-CONFIz I: Configured from conscle by conacle

S3§
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5. Asignar direcciones IP a los Switches acorde a los lineamientos.

51

51
51
51

Sl>en

Slgconf t©

Enter configuration commands,
{config) #host 51

5114

one per

config) #int wlan 320

{config-if)#ip address 152 _1&68.33_Z
{config-if) #exit

lconfig) #ip default-gateway 132 .1&8.
511

config) g

line.

P2
o
o
2]
(1]
o
P2
o
(4}
o

End with CHIL/Z.

m

53
53

53

S53xEN

53fcont t

Enter configuration commands,
{config) $host 53

{config) #int wlan 40

531
531
531

one per

config-if) §ip address 192 _168.99_.3
config-if) fexit

config) #ip default—-gateway 132 _1&8.
{config) g

line .

ka2
o
o
2]
(4}
(4}
R
o
(i3]
[}

End with CNTL/Z.

'1'1"1

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
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Sl>en

Slgcont t

Enter configuration commands, one per line.
51 ({config) finterface range fasEthernet 072

% Invalid input detected at "~' marker.

51 (config) §interface range £0/2
51 {config-if-range) §shutdown

%LINE-5-CHANEED: Interface FastEthernetl/Z,
51 {config-if-range) §interface range £0/4-23
51 (config- range) fshutdown

%LINE-5-CHANEED: Interface FastEthernetl/4,
2 LINE-5-CHANEED: Interface FastEthernetl/5,
2 LINE-5-CHANGED: Interface FastEthernetl/&,
#LINE-5-CHANGED: Interface FastEthernetl/7,
&LINE-5-CHANGED: Interface FastEthernetl/8,
SLINE-5-CHANGED: Interface FastEthernetl/3,
5LINE-5-CHANGED: Interface FastEthernetl/10,
5LINE-5-CHANGED: Interface FastEthernetl/11,
5LINE-5-CHANGED: Interface FastEthernetl/1Z,
%LINE-5-CHENGED: Interface FastEthernetl/13,
%LINE-5-CHENGED: Interface FastEthernetl/14,
%LINE-5-CHENGED: Interface FastEthernetl/15,
%LINE-5-CHENGED: Interface FastEthernetl/1l&,
% LINE-5-CHAENGED: Interface FastEthernetl/s17,
8LINE-5-CHRMNEED: Interface FastEthernet(/18,
§LINKE-5-CHANCED: Interface FastEthernet0/13,
&2LINK-5-CHANGED: Interface FastEthernetls 20,
SLINE-5-CHANEED: Interface FastEthernet0/Z21,
S LINE-S5—CHRNEED: Interface FastEthernet0/ZZ,

8LINE-5-CHRMNEED: Interface FastEthernet0/Z3,
51 {config-if-range)

End with CNTL,

changed

changed

state

state

changed state

changed state

changed state

changed state

changed state

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

changed

Itate

state

state

state

state

state

state

atate

state

state

Itate

state

state

state

FZ o

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

administratively

administratively

down

down

administratively down

administratively down

administratively down

administratively down

administratively down

administratively

administratively

administratively

administratively

administratively

administratively

administratively

administratively

administratiwvely

administratiwvely

administratively

administratively

administratively

administratiwvely

down

down

down

down

down

down

down

down

down

down

down

down

down

down
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Slgshow run
Building configuration...

Current configuration : 1833 bytes
!
version 12.2
no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
1
hostname 51
1
1
!
ip domain-name CCHA-lab.com
!
username admin secret § $1smERrsvReEy/CTmNb7D.ZHEfERZEQD
1
!
spanning-tree mode pwst
1
interface FastEthernet(/1
switchport access wlan 30
switchport mode dynamic desirable
1
interface FastEthernet(/2
shutdown
!
interface FastEthernet(/3
switchport access wlan 30
switchport mode dynamic desirable
1
interface FastEthernet(/4
shutdown
!
interface FastEthernet(0/5
shutdown
!
interface FastEthernet(/&
shutdown
1

interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown
!
interface
shutdown

FastEthernetl/7

FastEthernet(/8

FastEthernetl/5

FagtEthernetd/ 10

FastEthernet0/11

FagtEthernetl/ 12

FastEthernet0/13

FagtEthernetl/ 14

FastEthernet0/15

FagtEthernetl/ 18

FastEthernetl/17

FastEthernetl/18

FastEthernetl/13

FastEthernetl/20

shutdown
!

shutdown
1

shutdown
1

no ip address
shutdown
1

!

!

!

line con 0

!

line wty O 4
login local

line wty 5 15
login local

!
!
!
end

interface Vlanl

interface Vlan30
mac-address 00d40.beS9a.8501
ip address 19Z.1€8.95%.2 Z55.Z55.2Z55.0

transport input ssh

transport input ssh

interface FazatEthernetl/Z1
interface FastEthernet(/22
interface FastEthernet(/23

interface FastEthernet(/24
interface GigabitEthernetls1

interface GigabitEthernet0/Z

ip defsult—gateway 1%Z2.168.1.1
!
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S3»en
S3fconf t

& LINE-5-CHRNGED:

%LINE-5-CHANGED:

& LINE-5-CHRNGED:

5LINE-5-CHRNGED:

%LINE-5-CHANGED:

& LINE-5-CHRNGED:

SLINE-5-CHRNGED:

%LINE-5-CHANGED:

%LINE-5-CHANGED:

SLINE-5-CHRNGED:

&LINE-5-CHANEED:

%LINE-5-CHANGED:

SLINE-5-CHRNGED:

2LINE-5-CHRNGED:

%LINE-5-CHANGED:

& LINE-5-CHRNGED:

SLINE-5-CHRNGED:

%LINE-5-CHRNGED:

SLINE-S5-CHRNGED:

%LINE-5-CHRANGED:

SLINE-5-CHRNGED:

SLINE-5-CHRNGED:

Enter configuration commands,
53 (config)#interface range £0/2
53 (config-if-range) §shutdown

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

SS{ccnfig—if—rangehﬂ

one per line.

FastEthernetl/2,

53 (config-if-range) finterface range £0/4-Z4
53 (config-if-range) §shutdown

FastEthernetd/ /4,
FastEthernetl/5,
FzstEthernetl/&,
FastEthernetl/7,
FastEthernetl/8,
FastEthernetl/%3,
FastEthernetd/10,
FastEthernetd/11,
FastEthernetl/1Z,
FastEthernetd/13,
FastEthernetd/ 14,
FastEthernetl/15,
FazstEthernetl/1&,
FastEthernetd/17,

FastEthernetl/18,

FastEthernet0/13,

FastEthernetl/s20,

FastEthernetO/Z1,

FastEthernetl/Z2Z,

FastEthernet0/23,

FastEthernet0/Z4,

End with CNTL/Z._

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

administratively

administratively

administratively

gdministratively

administratively

administratively

edministratively

administratively

administratively

administratively

administratively

administratively

administratively

administratiwvely

administratively

administratively

administratively

administratively

administratively

administratively

administratively

administratively

down

down

down

down

down

down

down

down

down

down

down

down

down

down

down

down

down

down

down

down

down

down

REl¥»en
Rlgconf t

Enter configuration commands,

Configuramos el EIGRP

7. Implement DHCP and NAT for IPv4

Bl {config) frouter eigrp 1
Bl {config-router) fnetwork 172.31_21_.0 0_.0.0_255
Bl (config-router)fnetwork 1.1.1.1 0.0.0.Z55

Bl (config-router) fno auto—-sumary

% Inmwvalid input detected at "'

Bl {config-router) fno suto-summary
Bl (config-router) fnetwork 17Z.31_.21.5% 0.0.0.3
Rl {config-router) fno auto—sSummary
Bl {config-router) §

one per line.

End

marker.

with CHNTL/Z.

|mﬁ{
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RZ>

RZxen

BZfconf t

Enter configuration commands, one per line. End with CHTL/Z.

BZ (config) frouter eigrp 1

B2 (config-router) fnetwork 172.31.21.9 0.0.0_3

BZ (config-router) §

BZ (config-router) fredistribute static

B2 (config-router) fexit

RZ (config) $ip route 0.0.0.0 0.0.0.0 Z09.165_.200.Z2Z5
B2 (config) #

RE3ren

Rifconf t

Enter configuration commands, one per line. End with CHNTL/Z.

R3 (confiqg) #ip route 172.31.0.0 Z55.255.252.0 205.1&65.200.224

B3 (config) & hTE

Para asignar automéaticamente la informacion de direccion en la red, configure el R2 como
servidor de DHCPv4 y el R1 como agente de retransmision DHCP

RZ>

RZ»>en

RZfconf t

Enter configuration commsnds, one per line. End with CHNTIL/Z.
RZ (config) §router eigrp 1

BZ (config-router) #network 172_.31_21.% 0.0.0.3

RZ (config-router) §
RZ (config-router) fredistribute static
RZ (config-router) fexit

RZ (config)f#ip route 0.0.0.0 0.0.0.0 Z05_185.200.225
BZ (config) §

RZ (config) fexit

RZg

%5¥5-5-CONFIG I: Configured from consocle by conscle

R2fconf t
Enter configuration commands, one per line. End with CNTL/Z.
BZ (config) #ip dhcp excluded-address 172.31.21.0 152_1&8.0.9%
RZ (config) #ip dhcp excluded-address 132.1€8.1.1 152.1€8.1.3
RZ (config) #ip dhcp pool RIGL

RZ (dhcp—config) gnetwork 192.16€8.1.0 Z55.255
B2 (dhep-config) fdefault-recuter 192.165.1.1

% Invalid input detected at """ marker.

RZ (dhcp—config) g#default-router 192.168.1.1
R2 (dhcp-config) #dns-server 2Z05.185_200.225
BZ (dhcp-config) #domain-name ccna-lab.com

RZ (config)#ip dhcp pool R1GO

dhep-config) fnetwork 152.1€8.0.0 Z55.2
RZ (dhep-config) #default-router 192 _168_0.
BZ (dhcp-config) fdns—server 2Z05%_1&5.200_2Z25
RZ (dhep-config) #domain-name ccna-lab.com

S =

% Invalid input detected at """ marker.

RZ (dhcp—config) §
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FastEtherne

Connection-specific

Bhysical ARddress
Link-local IPBwe Rddress
IF Addr

Subnet Mask

BCripcont
FastEthernet(
Conne

Fhysical Address
Link-local IBwe Rddress

-TCR4

EaC:TCh4d

OC_CFR4 _7T31E

:CFFF:FER4

8. Configurar R1 como servidor DHCP para las VLANSs 30 y 40.

Agregamos las VLANSs 30 y 40 en el Router 1

® R (= [ B [

J
| YLAN Mumb
| Mgorithm Settings | |y A Hame
ROUTING |
| } VLAN No
[l | 1
] 0
J 40
200
\GigshitFthernen/i,| 1002
Serialfojo | 1003
Seriald/0/1 | 1008
| 1005
| i
Equivalent 105 Commands
Rl(wvlan)$

Physical | Config | cll | Attributes

VLAN Configuration

er 200
mantenimienta
| add | | Rremove
VLAN Name
default

administracion
mercadea
mantenimiento
fddi-default
token-ring-default
fddinet-default
trmet-default

SLINK-5-CHANGED: Interface

VLAN 200 modified:
Nzme: mantenimiento
Rlivlan)#

Vlan40, changed state to up

vlan 200 name mentenimiento

Rl=en
RBlgconf t
Enter configuration commands, one per lime. End with CNTL/Z.

Rl {config) #ip dhep pool DHCE-RAB

R1 (dhep-config) §2
defzult-router
dns-server
exit
network
no
option

Rl (dhep-config) #network 1592 _168.0.0 Z55_255.255.0
Bl {dhep-config) fdefaule

% Incomplete command.

Rlidhcp-config) f#default-router 17Z.31.21.0

g) #dns-server 8.8.8.8

Bl (dhep-config) fexit

Rl {dhcp-con

Bl (config) &do wr

Building configuration. ..

[CKE]
Rl {config) g

Defsult routers

Set name server

Exit from DHCP pool configurstion mode
Hetwork number and mask

Negate a command or set its defaults
Raw DHCP ocptions

m
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9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones

estaticas.

Configurar DHCP pool para VLAN
30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccha-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN
40

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccha-unad.com
Establecer default gateway.

Bl

Rl»en

Blgconf t

Enter configuration commands, one per line.
Bl (config) #ip dhcp pool administracion

Bl (dhcp-config) #dns-server 10.10.10.11
Rl (dhcp-config) fdomain-name ccna-unad.com

% Invalid input detected at "~' marker.

Rl {dhep-config) §default-router 172.31.21.0
Rl (dhcp-config) #domain-name cona-unad.com

% Invalid input detected at "' marker.

Rl (dhcp-config) #domain-name ccona-unad.com

% Invalid input detected at "~' marker.

End with CNIL/Z.

Rl {dhep-config) gnetwork 152 . 158.30.0 2Z55.255.255.0

m

Rl (dhep-config)

Rl (dhep-config) fexit

Bl {config) #ip dhcp pool mercadec

Rl {(dhcp-config) #dns—-server 10.10.10.11

Bl (dhep-config) §defaul-router 172 _31_21.0

% Invelid input detected at """ marker.

Bl (dhep-config) §defaul-router 132 _168.1.1

% Invelid input detected at """ marker.

Bl (dhep-config) §default-router 172_.31_Z1.0
Rl (dhep-config) §domain-name ccna-unad.com

% Invalid input detected at """ marker.

Bl {dhcp-config) §

m

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

Riren

RZfconf t

Enter configuration commands, one per line.
B2 (config) #interface gl/0
RZlconfig-if)#ip nat inside

RZ (config-if)#interface s0/0
%Invalid interface type and number
RZ (config) #interface s0/0/1

RZ (config-if)#ip nat ocutside

RZ (config-if) #interface s0/0/0

RZ (config-if)#ip nat ocutside

BZ (config-if) ¢

End with CNIL/Z.

m

Pagina 24 de 28



e%e
o °

l l ) °
g0

Universidad Nacional

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para

restringir o permitir trafico desde R1 o R3 hacia R2.

Rl>en
Rlgconf t©
Enter configuration commands, one per line. End with CHTIL/SZ.

Rl (config) #access-1list 1 deny 172.31_.Z1.0 0.0.0.255
Rl {config) #access-list 1 permit any

Bl {config) #int gl/0

Rl {config-if) §ip access—-group 1 out

Bl {config-if)§

m

Blfshow access-list

Standard IP access list 1
10 deny 172.31.21.0 0.0.0.255
20 permit any

m

B2 (config) faccess-list 1 deny 19%2_.168.1_.2 0.0_.0_255
RZ (config) #access-list 1 permit any

RZ (config)gint g0/1.1

RZ (config-subif) §ip access—-group 1 out

B2 (config—subif) §

R1lg o
RZxen

Rifconf t

Enter configuration commands, one per line. End with CHTL/Z.

m

RBZfshow access-list

Standard IP access list 1
10 deny 19%2_.168.1_.0 0.0.0_255
20 permit any

m

B3 {config) faccess—1list 1 deny 172.31.23.0 0.0.0.Z55
E3{config) $access—list 1 permit any

B3 (config) #int gls0

B3 {config-if)#ip access—-group 1 out

B3 {config-if) ¢

RIZE i
R3xen

R3fconf t©

Enter configuration commands, one per line. End with CNTL/Z._

m

RE3fshow access-list

Standard IP access list 1
10 deny 172_.31_22.0 0_.0_.0_255
20 permit any

nag

m
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12. Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde

R1 o R3 hacia R2.

13. Verificar procesos de comunicacion y redireccionamiento de
trafico en los Routers mediante el uso de Ping y Traceroute.

- m——y)
Yo .. -
Physca Conhy | Deekiep  Custom Intorface

P ———. —y —=
ommand Prompt

e

|

Myymacal | Conhg | Dexkliy Custem Interhace
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Conclusiones

> Se logré cumplir con los objetivos en lo concerniente a la configuracion e
interconexion entre si de cada uno de los dispositivos que forman parte del
escenario, acorde con los lineamientos establecidos para el direccionamiento IP.

» Se fomento el interés por el desarrollo profesional de los diferentes procesos que
involucra el mundo de las telecomunicaciones.
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