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Introduccion

La implementacién de una red, asi como su administracion y mantenimiento, hace necesario
que se pongan en marcha diferentes aspectos como son los lineamientos de direccionamiento IP,
protocolos de enrutamiento, topologias de red, entre otros elementos necesarios para un buen
funcionamiento de la misma. Es por ello que con este trabajo se pretende iniciar desde cero en la
construccién y ejecucion de una red de una empresa con sede en diferentes ciudades con el fin de

satisfacer las necesidades inherentes al &mbito tecnoldgico y de comunicacion.



Descripcion del escenario propuesto

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Bogota, Medellin y Bucaramanga, en donde el estudiante seré el administrador de la red, el cual
deberéa configurar e interconectar entre si cada uno de los dispositivos que forman parte del
escenario, acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de

enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

VLAN Direccionamiento Nombre
lnternet 30 192.168.30.0/24 Administracion
192.168.40.0/24 Mercadeo
192.168.200.0/24 Mantenimiento

Lo4 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

F0/0 BIMANGA
Foi24 | 802-1Q

192.168.99.3
192.168.99.2



Solucion

. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los

dispositivos que forman parte del escenario.

Se configura la red en el Sotfware Packet Tracer:
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Figura 1. Implementacion de la red en Packet Tracer

Se crea tabla de direccionamiento IP para su aplicacion.

Dispositivo Interfaz Direccién ip Mascara de
subred
R1 S0/0/0 172.31.21.1 255.255.255.252
R2 S0/0/0 172.31.21.2 255.255.255.252
S0/0/1 172.31.23.2 255.255.255.252
F 0/0 209.165.200.225 255.255.255.248
R3 S0/0/1 172.31.23.1 255.255.255.252
S1 Vlan 1 192.168.99.2 255.255.255.0
S2 Vlan 2 192.168.99.2 255.255.255.0
PC-A NIC DHCP DHCP
PC-B NIC DHCP DHCP
Internet Pc NIC 200.165.200.230 255.255.255.0
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Physical | Config | CLI Physical | Config | CLI
10s Command Line Interface I0S Command Line Interface
[=] (-]
ol . Press RETURN o d

Prass RETURN to get started.

YES unset administratively down down
YES unset administratively down down

¥ES manual up up

tion commands, one per line. End with CNIL/Z.
e = s z ¥ES manual up up =
dress 172.31.21.1 255.255.255.252 b |
Vlanl unassigned ¥ES unset adminisctratively down down E

=

Figura 2. Configuracion de Routers

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0
Configuration Item or Task Specification
Router ID R1 1111
Router ID R2 2.2.2.2
Router ID R3 3.3.3.3
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 128 Kb/s
Ajustar el costo en la métrica de SO0/0 a 7500

Se configura el protocolo OSPFv2 en todos los router con los criterios sefialados especificando

un namero de protocolo y el area 0
T e R

Physical | Config | CLI

I0s Command Line Interface

23
R1 (config-if)]

Figura 3. Protocolo OSPFv2



Verificar informacion de OSPF

Para verificar la informacion del protocolo de enrutamiento, se hace uso de los comandos:
Show ip protocols

Show ip ospf interface brief ( 0 el id de la interface)

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

R1 =127
Physical | config | CLI

10s Command Line Interface

R1(config-router]passive interface £0/0 i
% Invalid input detected at '~' marker.

A1 (config-router) épassive-interface £0/0
R1(config-router) fexic

R1(config)#interface 50/0/0

R1(config-if) sbandwidth 128

R1(cenfig-if)gend

RiE

45YS-5-CONFIG_I: Configured from console by console

Rigshow ip protacsls

Routing Protecol is "ospf 1"

Outgoing update filter liss for all interfaces is not set

Incoming update filter list for all interfaces is not set

Router ID 1.1.1.1

Number of areas in this router is 1. 1 normal 0 stub O nssa

Mapimm path: 4

Routing for Networks:
172.21.21.0 0.0.0.% ares 0

Passive Interfacel(s):
FastItharnse0/0

Routing Information Sources: F
Gateuay Distanes Last Tpdate L

Distance: (defauls is 110) b

RiE

TR = —
]
Physical | config | cLI Physical | Cﬂﬂﬁgm—

10S Command Line Interface

I0s Command Line Interface

Ares has no authentication o fl
SPF algorithm executed 2 times

Ares ranges are

Nurber of LSA 2. Checksum Sum 0x015154

Hurber of opague link L8A 0. Checksum Sum 0x000000
Nurber of DCbitless LSA 0

Nurber of indication LSA 0

Nurber of DoNstAge LSA 0

Flood list length 0

R2gshow ip protocols

asvensble
astenow ip protacols
Routing Pratecel is "esps L®
Outgoing updste filter list for all interfaces is mot set Routing Protocol is “osps 1%
Incoming updace filver 1ist for all interfaces is not set Gutgoing updste filter list for all interfaces is not set
Bouter 1D 3.2.2.2 Incoming update filter list for all interfaces is not set
Number of areas in this router is 1. 1 normal 0 stub 0 mess Router ID 3.3.3.3
Manimun path: 4 Numbez of sress in this router is 1. 1 mormal 0 stub O nass
Routing for Networks: Maximm path: 4
172.51.21.0 0.0.0.3 axea 0 Routing for Networis:
bassive Interface(s): 172.51.23.0 0.0.0.3 arsa 0
Fastzthernaco/o Routing Informaticn Scurces:
Routing Informstion Seurces: Distance Last Update
Betewey Distance Last Update 110
110 00:05:15 Ml 110 m
110 00:0a:13 L 110 goiiziae
(deszule 4= 110) Distance: (default is 110) 3

EEES

Copy Paste

Figura 4. Comandos para visualizar tablas de enrutamiento y router conectados por OSPF



Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada
interface

PR e
Physical | Config | CLI

10S Command Line Interface

Serial0/0/1 is up, line protecel is up (=}
Internet address is 172.31.21.2/30,
Process ID 1, Router ID 2.2.2.2,
Transmit Delay is 1 see,

Zrez 0

Wetwork Type POINT-TO-BOINT, Cost: 781

State DOINT-TO-TOTNT,

No designated router on this network

Mo backup designated router on this network

Timer intervsls configured, Hello 10, Dead 20,
Hello due in 00:-00:07

Index 2/2, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, meximum is 1

Last flood scan time is 0 msec,

Neighbor Count is 1

Briorisy 0

Wait 40, Retramsmit 5

maximum is 0 msec
, Rdjacent neighbor count is 1
Adjecent with neighbor 1.1.1.1

Suppress hello for 0 neighbor(s)

RZtshow ip ospf interface =0/0/0

Serial0/0/0 is up, line protocol is up
Internst sddress is 172.31.23.2/30, Area 0
Process ID 1, Router ID 2.2.2.2, Network Type DOINT-TO-BOINT, Cost: 781
Transmit Delay is 1 sec, State POINT-TO-TOINT,
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead &0, Wait 40, Retramsmic 5
Hello due in 00:-00:08
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, meximum is 1

Briority 0

Figura 5. Comando Show ip ospf interface serial0/0/0

Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing

Networks, and passive interfaces configuradas en cada router.

T e I T
Physical | Config | CLI Physical | Config | CLI
| 10S Command Line Interface 10S Command Line Interface
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit § = Hello due in 00-00-08 " ’ ' -
Hello due in 00:00:08 Index 171, flood gueue length O
Index 1/1, flood queue length 0
Wexe 0x0(0)/0x0(0)

Text 0x0(0) /0x0(0)
Last flood scan length is 1, maximm is 1

Last flood scan lengeh is 1, mamimm is 1

Last flood scan ctime is 0

Last fleod scan time is 0 mses,
msec, maximm is 0 msec

maximm is 0 msec
Neighbor Count is 1 , Adjacent neighbor count iz L

Neighbor Count is 1 , Adjscent meighbor count is 1
Adjacent with neighbor 3.3.3.3
Adjscent with neighbor 2.2.2. Suppress hello Zor O neighbor(s)
Suppress nello for 0 meignbor(s)
Rlishow ip protocols

R2gsho ip protocels
Routing Protocol is

=pf Outgoing updste filter list for a1l interfaces is not set
Outgoing update filter list for all interfaces is not set Incoming update filter list for all interfaces is not set
Incoming updete filter liss for all interfaces is not set Souter 1D 2.2.2.2

Router 1D 1.1.1.1

Routing Protoeol is "ospf 1"

Number of areas in this router is 1. 1 normal 0 stub 0 nssa

Nurber of areas in this router is 1. 1 normal 0 stub O nssa
Maximm path: 4

Manimum path: 4
Routing for Networks:
Routing for Netwezks: 172.31.21.0 0.0.0.3 azez 0
172.31.21.0 0.0.0.5 ares 0 172.51.23.0 0.0.0.5 ares 0
Passive Interface(s): Passive Interface(s):
FastZthernetd/0 FastZthernes0/0
Routing Informatien Sourees: Routing Information Sources:
Cateway Distance Lest Update Gateway Distance Lest Update
112 110 o . 1111 60320
z2.2.2 110 2.2.2.2 110 0:04
3353 110 £ 3333 110 00:02:13
Distance: (default is 110) Distance: (defaulc is 110]
Rie

m

EF

Figura 6. Comando Show ip protocols



3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN

Routing y Seguridad en los Switches acorde a la topologia de red establecida.

Se configuran las Vlan 30, 40 y 200 en los switch S1y S2, y se le asigna a cada
interface del switch la vlan correspondiente a traves del comando switchport mode

acces, switchport acces vlan #vlan:

— o
B e o g —— s ==
Physical | Config | CLI [ Physical | Config | CLI |

10S Command Line Interface 10S Command Line Interface

£2960 Software (C2360-LANBASE-M), Version 12.2(25)FX, RELZass

er line. End wich CNTL/Z |

| Copy Faste copy | [ Paste |

;’“““‘“—“__“__—_____—_M?SE T T S — [ (= i

Physical | Config | CLI |

I0s Command Line Interface
T

up
LINK-S-CHANGED: Interface FastEthernetOsZ, changed state To up

4LINZPROTO-5-UEDOWN: Line protocol on Interface FastEthernet(/Z, changed state to
up

LINK-S-CHANGED: Interface FastEthernet0/Z, changed state to down

4LINZPROTO-5-UEDOWN: Lins = e 072, changsd
davn

LINK-S-CHENGED: Int nge

4LINZPROTO-5-UEDOWN: Lins FastEche 073, changsd

up

Figura 7. Configuracion Vlan 30, Vlan 40y Vlan 200 en S1, S2 y S3

Para asignar puertos troncales que permitan la comunicacién de las mismas Vlan en
diferentes res se hace uso del comando switchport mode trunk en la interface que servira de

enlace troncal en ambos switches:
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Physical | config | cL1

physical | Config | cLI

| 105 Command Line Interface

10S Command Line Interface

S1ensble
Siscont term

SL(zontig)fintersace £0/3
S1(config-if) gswitchport mode Trumk

S1iconfig-if1%

Siiconfig-ifi§

Znter configuracion commands, one per line.

LLINZPROTO-5-UEDOWN: Line protocel on Interface FastSthernes0/3, changed state to

SLINZPROTO-S-UPDOWN: Line protecel on Interface Vlanl, changsd stats to up

Press RETURN to get sarsed.

Znd with ONTL/Z.

dovm.
Slensble
SLINEPROTO-$-UPDOWN: Line protecel on Interface Vianl, changed state to down Slgcont verm
Znter configuration commands, one par lina.
LLINZPROTO-5-UEDOWN: Line protocel on Interface FastSthernes0/3, changed state to S1(config) tinterface £0/24

S1(config-if)switchport mode truak
S1(config-if)gend

Znd with CNTL/Z.

s1¢
#5YS-5-CONFIC_I: Configured from console by console

i

Figura 8. Comando Switchport mode trunk para la interface con enlace troncal

Para la creacion de las subinterfaces para cada Vlan y su encapsulacion se hace uso del

comando encapsulation dotlq

Physical | Config | CLI

I0S Command Line Interface

Rl>enable e
Rifcont term
Enter configurevion commends, one per line. End with GNTL/Z.
Riiconfig) finterface £0/0.30
Bliconfig-subif) fencapsulavion dotlg 30
4 Invalid input detsctad se ‘o' marksr.
R1{config-subif) fencapsulatien dotlg 30
Bliconig-subif) fip addzess 192.168.30.1 255.255.265.0
R1iconfig-subif) finterface £0/0_40
R1lconsig-subi) sencapsulacion dotlg 40
Rl{config-subif) #ip address 192163 40 1 255.255.255.0
R1{config-subif) fenic
Rliconfig) tinterface £0/0
Rliconfig-ififno shucdown
Bliconfig-ifid
- Interface . changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface Fastichernes0/0, changed state o
up
aLn - Interface .30, changed state te up I
SLINEPROTO-5-UPDOWN: Line protocol on Interface Fastithernet/0.30, chenged state
o up
i Inzere 40 cnanged ezae o k|

Figura 9. Encapsulacio n de interfaces con el comando dotlq

4. En el Switch 3 deshabilitar DNS lookup

T —— e s
Physical | Config | CLI

10S Command Line Interface

$3 cond is nov available

Press RETURN to get started.

53>enable
S3%cont termi

Enter configurasion eommands, one per lime. End with CNTL/Z.
S3(config) no ip demain-lockup

S3(consig) ¢

I

Figura 10. No ip domain-lookup



5. Asignar direcciones IP a los Switches acorde a los lineamientos.

B5 o . = v R
Physical | Config | CLI Physical | Config | CLI

10S Command Line Interface 10S Command Line Interface

Ty CISTT=ySTen, T
Compiled Wed 12-0ct-05 22:05 by pt_tesm

Compiled Wed 12-0ct-05 22:05 by pt_team

Press RETURN to gst stazted! Eress RITURN to get started!

3L = T 071, changed state ta up %LINK-5-CHANGED: Interface FastEthernst0/1, changed state to up
*LINEPROTO-5-UPDOWN: Line protocel on Fastz 1, changed state to %LINZPROTC-5-UBDOWN: Line protocol on Interface FastZthernetd/1, changed state to
up up

ALINK-5-CHANGED: Interface Fastithernet(/3, changed state to up &L Tas 0/3, changed state to up
ALINEPROTO-S-UPDOWN: Line protocel on FastE 3, changed state to SLINEFROTG-5-UFDOHN: Line protocol on Interface FastEZthernet0/3, changed state to
up up

Switch>enzble Suitchrenable

Switch#configure terminal

Enter configuration commands, one per lime. End wish CNTL/Z. Enter configuration commands, one per lime. End with CNTL/Z.

Switch(config) $hostname 51 Switch (config) #hostname §3
51(config) $interface vian 1 i —

83 (config) éinterface vlen
Sliconfig-if)#ip address 152.165.55.2 285.285.255.0 83 (config-if) #ip address 192.163.33.3 255.255.255.0
51{config-if)$no shundown

S3(config-if) ¢éno shutdown

Switchiconfigure terminal

m
!

51(config-if)§

S3(config-if) ¢
SLINK-5-CHANCED: Interface Vlanl, changed state e up

SLINK-5-CHANGED: Intexface Vlanl, changed state to up

SLINEPROTO-5-UPDOWN- Line protocol on Interface Vlaml, changed state to up L

SLINEPROTC-5-UPDCWN: Line protocol on Interface Vianl, changed state to up =

Figura 11. Direccionamiento ip en Switches

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
Para desactivar interface se especifica la interface y se escribe el comando shutdown:

T N - E
Physical | Config | CLI Physical | config | CLI

10S Command Line Interface 10S Command Line Interface

[4] s3>enzble e
S3gshow run
Building configuracion...

Sivensble Current configuration : 1318 bytes
Slgcont termi '

Enter configuration commands, one per lime. 2nd with CNTL/Z. versiom 12.2

§1(config) #interface £0/2 no service timestamps log davetime msec
51 (config-if) ¢shutdawn no service Timestamps debug datetime msec

no serviee password-eneryptien
'

LI : Inters: chenged state to administratively down
S1(config-if) fexit hostname 53
S1(config)interface range £0/4-23 '
51 (config-if-range) ¢ shutdown '

3LI : Inzers 4, changed state to sdministravively down no ip domain-lackup

3LI : Inters 5, changed state to administratively down '
spanning-tree mede pvst
'

fes: Inters &, changed state to sdminiscracively down 3
interface FastZthernetd/l |

+L1 : Incers 7, changed state to adminiscravively down :
interface FastZthernet0/2

AL - Intez 5, changed state to adminisczacively down shutdewn

Jer: Inters S, changed state to adminissravively dewn interface FastEthernetd/a

sL - Intezz 10, chenged state to administzatively L interface FastEthernetd/d

dovn 15| shutdown =

Figura 12. Comando No Shutdown para desactivar interfaces



7. Implementar DHCP and NAT for IPv4

Para implementar DHCP se debe especificar las direcciones IP que seran excluidas y a
continuacion crear un DHCP pool con el nombre y la red correspondiente, asi como el

Gateway predeterminado, el DNS-Server y el Domain Name.

Name: ADMINISTRACION
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 30 Domain-Name: ccna-unad.com
Establecer default gateway.
Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.

En cuanto a la aplicacion de una NAT se debe especificar la interface interna y externa con
las direcciones IP correspondientes.

s = > = T e
o N == - i -
Physical | Config | CLI Physical | Config | CLI |

105 Command Line Interface 10S Command Line Interface

Figura 13. Creacion de un Dhcp pool e implementacion de Nat
8. Configurar R1 como servidor DHCP para las VLANSs 30 y 40.

Para configurar el R1 como servidor DHCP se especifica un pool de DHCP con las
redes que le corresponden a cada una de las Vlan y se excluyen aquellas que se desean

de forma estatica.



9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones estaticas.

Para reservar las primeras 30 direcciones se usa el comando: ip dhcp excluded-address

Rlrenable

Rlfconf ter

Enter configurastion commands, one per line. End with CNTIL/Z.
Bliconfig) f#ip dhcp excluded-address 132.1e8.30.1 152.188.30.320
Bl {config) #ip dhep excluded-address 1532 _168_40.1 132 _168_.40.30
Bl {config) #ip dhep pool ADMINISTRACICON

Figura 14. Reserva o exlusion de direcciones IP

N - - = = ——
Physical | Config | CLI Physical | Config Desktop = Custom Interface
10S Command Line Interface T TR e B il e
[Command Prompt

oy [[pas=_] B e |

Figura 15. Funcionamiento DHCP en la asignacion de direccion IP de la PC-A

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

Se hace uso del comando ip nat source, y después se especifica la interface que seré la
de entrada (inside) y la de salida (outside)

—
® R2 - — En)
Physical | Config | CU

10s Command Line Interface

[ coor ) [pase ] |F

Figura 16. Ip Nat inside source




11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir o

permitir trafico desde R1 o R3 hacia R2.

®rl > ————- ]| g

Physical | Config | CLI |

10S Command Line Interface

Figura 17. Creacion lista de acceso (ACL) tipo estandar

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio

en para restringir o permitir trafico desde R1 o R3 hacia R2.

-4 P L ———— T

Physical | Config | CLI

10S Command Line Interface

|
Figura 18. Creacion lista de acceso (ACL) tipo extendida



13. Verificar procesos de comunicacion y redireccionamiento de trafico en los routers

mediante el uso de Ping y Traceroute.

LI R e . e

10S Command Line Interface 10S Command Line Interface

>

Rienzble
Rirrracersuce 172.31.23.1

Type escape sequence to sbort.
Tracing the route to 172.31.23.1

Rl>enable
Rigping 172.31.23.1

Type escape sequence to sbort. 2 s112

2 312 N . 1 1zsizie 1msec  0msec 1 msec

Sending 5, 100-byve IGHP Schos ©0 172.51.23.1, vimeous is 2 seconds: ToEant jome D i
Riztracercuse 172.31.21.1

Suceess rate is 100 pezcent (5/S), rownd-trip min/avg/max = 2/10/45 ms Tiee seerpe ceauence ie smort.

Rifping 17231212 Tiacing the zowwe ta 173.31.71.1
1 17291212 1meec  Lmees 2 mesc
T e g ety 2 172.31.21.1 0 msec 2 msec 2 msec

Sanding §, 100-byte ICMP Zehos to 172.31.21.2, timscut is 2 ssconds:

Rirrracersuce 172.31.21.2
Type escape sequence to sbort.

Success rate is 100 percenc (S/5), round-trip min/avg/max = 1/1/4 ms Trieing the e to 172 51212

Rifping 17231211 1 17251212 12 msec 1 msec 1 msec
Rlstracerouse 172.31.23.1

Type escape sequence o sbeit.
Tracing the rouse to 172.31.23.1

Type escape sequence to sbors.
Sending 5, 100-byve ICMP Schos to 172.31.21.1, Timecut is 2 seconds: H

is 100 percan: © (5/5), round-crip min/avg/mex = 2/4/18 ms Y imratais
2 17z.3iza

R13

Copy Paste [ copy |[ raste |

H
gl |

New Cluster Move Ctie Set Ted Beckground Viewport |
+ Smdaton Parel ax
Eentint
Vs Timeise) LastDence AtDevice Type Info
L 0.000 ® o i
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™o L) o Il
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Fre LsstStsus  Souce Deste
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Figura 19. Comunicacion y redireccionamiento de trafico en routers — Uso de los comando ping y

traceroute.
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