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RESUMEN DEL INFORME

Se realiza esta actividad con el fin de demostrar el conocimiento adquirido en el curso
de la Universidad Nacional Abierta y a Distancia UNAD en convenio con CISCO
Networking Academy en el Diplomado Disefio e implementacion de redes LAN-WAN.
Se ejecutan funciones como la de verificar una conexion entre los dispositivos
proporcionada en la configuracion inicial de la topologia, se configura la ACL de los
Routers, con el objetivo de mitigar los ataques de forma remota y la verificacion de la
funcionalidad de las actividades ejecutadas con anterioridad. (ACL) para permitir el
acceso de direcciones IP especificas, lo que asegura que solo la computadora del
administrador tenga permiso para acceder al Router mediante telnet o SSH.
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DESARROLLO DE LA ACTIVIDAD

Descripcion del escenario propuesto para la prueba de habilidades

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno de
los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas aspectos
gue forman parte de la topologia de red.

Topologia de red

VLAN Direccionamiento Nombre

30 172.16.30.0/24 Docentes
40 172.16.40.0/24 |Administrativos
150 172.16.150.0/24 Soporte

172.31.21.0/30 e 172.31.23.0130

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

192.168.99.2
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onfigurar el direccionamiento IP acorde con la topologia de red para cada uno de
los dispositivos que forman parte del escenario

Claves: cisco y class

E Cisco Packet Tracer - ENUNAD_PERIODO_|_2018\cisco\Final\PruebaHabilidadesPracticas_leinyBolanos.pkt

Edit Extensions  Help

Il RO FORONON

[Root]

)
PCPT N

208.165.200.230 "N

Tools

File View

Options

Mew Cluster | [Move Object

BOGOTA |7 g e e = 10.10. 10.10/32
194
R2 ServerFT
L\\) WebServer
172.31.21.0/30 172.31.23.0/30
—
MEDELLIN | — -
5
1§41
1 1941
B/MANGA
802.1Q
192.168.99.7 Gt = e 192.168.99.3
296082411 2960f24TT
5]
VLAN 30
& i VLAM 40
PCPT PC-PT
DHCP DETE
£
Time: 00:43: 14 | |Power Cyde Devioes”Fast Forward Time
D] o o e am |
Configuracion R1:
-
Ll - - o X !
e
Physcal | Config LT Attributes VP
108 Command Line Interface
x
Rlvens
200.165.200.230 Fasswara:
S Rlgcontig ©
BDGUTA. = ——— 10.10.10.10/32 Enter configuration commands, one per line. End with CNTL/Z
R — o———
o - SESELLIN (enfig) sn ip demsia-ice
et MEDELLIN (config) #no ip domain-lockup
MEDELLIN (zonfig) fenanie ssores siase
EAIAGED 172.31,23.0/30 MEDELLIN (config)#line con 0
rEDeLLN (cone1g-1
MEDELLIN (con s
MEDELLIN 2 rcf; lfgiiii:]&z::iz:;;;:;mlngmn
MEDELLIN (config-line) tlogin
1 141 MEDELLTN (confiq-Line) $10m
B/MANGA MEDELLIN (config-line) $pass
80219 MEDELLIN (config-line) $password cisco
. - 5
192.168.99.2 e — — —g 192.168.99.3 -
2scofoarr saofoarr VEILLIN (sonfie) feeevice Desrierd-encrTETion
9] MEDELLIN (config)#banner motd # Prohibido el Acceso a NO Dersonal
aucorizad
Enter TEXT message. FEnd with the character '5°' hd
RTER - R R
PeT =
BHCP DHCP.
OTen
<

Time: q0s51:24 | Foner Cyce DeviceFast Frnard e
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Logical

4

Pc#’rx\

209.165.200.230 N,

BOGOTA |

172.31.21.0/30

MEDELLIN J

Physical  Config  CLT  Attributes

105 Command Line Interface

View|

interface Seriale/0/0

description Connection to R2
bandwideh 128

ip address 172.31.21.1 255.255.255.252
ip ospf cost 7500

clock rate 2000000

interface Serial0/0/1
bandwidsh 128

no ip address

clock rate 2000000
shutdown

'

interface FastSthernet0/1/0
switchport mode access
switchport nonegotiate

'

2960

DHEP

<

DHCP|

171
suitchport mode access
switchport nonegotiate

interface FastEthernet0/L/Z
switchpers mode access
switchpert nonegotiate

~

Ctrl+F6 to exit CLI focus

Times 01:22:42 | ‘iner Cyde DewcesHFast Forward Time)

O7op

Configuracion R2:

Logical

._JeinyBolanos.pkt

INew Cluster| [Move Object| Set Tied Background Viewport F

am

B R d - a X
— — 10.10.10,10/32 Physical  Config  CLI  Attributes
194 i
o ServerPT 105 Command Line Interface
WebServer ~
ERELAMED 172.31.25.0/%0 28 config t
Enter configuraticn commands, ome per line. Ind with CNTL/Z.
R2 {config) thostna
MEDELLIN J P— - R2 (config) #hostname BOGOTA
L BOGOTA {config) éno ip domain-lookup
s 1941 BOGOTA (config) éenable secres class
1 BOGOTA (config) éline con 0
w0 s 2000Th (contig-Line) Spassword cisco
BOGOTA (confjg-Line) tlogin
- . BOGOTA (contly-line) fexit
192.168.99.2 r —— 192.168.99.3 BOGOTA (config) #sex
BOGOTR (config) #sexvice pass
736: 41T 2980f24TT BOGOTA(config) #sexvice password-encryptica
BOGOTR2 (config) #bann
EOGOTA(sonfiy) thanner movd § Prohibide sl Acceso & Persenal Ne
Rucorizads 5
W B0COTA (montiy ¢
F 7 o VLAN 40 BOGOTA (cenfig) ¢
PCPT PCPT BOGOTR {config) ¢
- BOGOTA (config) ¢
DHCP o BOGOTA (config) ¢

Configuracion R3:

Logical

[Root]

AW

A
PCPT N,
209.165.200.230 \\
=

BOGOTA |

194!
172,31.21.0

Rr2
130
a

a1

Py

2ssofear

DHCP

Physical  Config  ClUI  Atfributes

10 Command Line Interface

T3fconfig
Znter configuration commands,
R3(config) thost

R3(config) thostname BUCARAMANGA
BUCARAMANGA (config) ¢no ip demain-loo
BUCARAMANGA (config) éno ip demain-lockup
BUCARRMANGA (config) fenable secret class
BUCARAMBNGA (config) #line con 0
BUCARAMANGA (config-line) fpassw

BUCARRMANGA (config-line) tpassword cisco
BUCARRMANGA (config-line) #login

J BUCARRMANGA (config-line)#line vey 0 4
BUCARAMANGA (config-line) gpassword cisco
BUCARAMBNGA (config-line) $login

BUCARRMANGA (config-line) fexit

BUCARBMANGA (config) fservice password-emcry

one per line

10.10.10.10/3
Server-RT
WebServer

172.31.23.0/30

1941
B/MANGA

192.168.99.3 BUCARAMAN
N0 autcrizades
B

IGA (config) &

BUCARAMANCA [config) 8

End with CNTL/Z.

BUCARAMANGA (config) fservice password-encryption
IGA (config) fbanner movd $Prohibido el acceso a personal

Ctrl+F6 to exit CLI focus

Paste
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PCPT N,
N,
209.165.200.230 N
b=
BocoTa [ g 10.19
194
R2 ServerPT
WebServer
172.31.21.0/30 172.31.23.0/30

192.168.99.3
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as_JeinyBolanos.pkt

Physca  Config  CLI  Attrbutes

105 Command Line Interface

Switch>ena
Swischéconfig v

Znter configuration commands, one per lime. End with CNTL/Z
Switeh(config) #no ip domai

Switch(config) #no ip domain

Switch(config)#no ip domain-lo

Switch(config)#no ip domain-lookup

Switeh(config) fhots

Switch(config) $host

Switch(config) #hostname 53

53(config)gno ip demain-lookup

S3(cenfig) fenable secret class

$3(config) #line con 0

53(config-line) $passwo

53 (eonfig-line) tpassword 0

S3(eenfig-line) login

53 {config-line) fexit

53(config) #service password—

53(config) #service password-encryption

S3(cenfig) #banner motd § Solo persemal autorizadoes
S3{config) 8

53(config) 8

s3teonfig) g hd

Crl+F6 to exit CLI focus Copy Paste

OTon

Pract inyBolanos.pkt

Logical [ e ]
12 =

PCPT N,
209.165.200.230 N,

Sy
BOGOTA [ g ==

194,
R2

172.31.21.0/30

MEDELLIN lﬁ} ]

1§41
1
802.1Q

192.168.99.2 e —
zgsn!Ecn-r 29s0fza1T
5]
VLAN 30
P F__#
PCFT PCPT
DHCP DHCP

<

Tane: 01:10:54 | [Power Cyde Devices|Fast Forward Time

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0

L had - m]

Physical Config CLI Attributes

% 105 Command Line Interface

Switchg

Switcht

Switch#

Switch#

Switch$

Switch#

Switch#

Switchg

Switch#

Switchgconfig t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config) #hostname S1
S1{config)#no ip domain-loo
Sliconfig)#no ip domain-lookup
51(config)fenable secret class
51lconfig)#line con O

S1{config-line) #password 0
S1{config-line)#login
Sliconfig-line) fexit
51(config)#service password-encryption
Sliconfig) #banner motd 3Solc persocnal autorizado$
S1(config)#

Sllconfig)#

Sl{config)#

S1{config)#

Ctrl+F6 to exit CLI focus Copy Pas

[ 1op

Configuration Item or Task

Specification

Router ID R1

1.11.1

Router ID R2

2.2.2.2

Router ID R3

3.3.3.3

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales en

128 Kb/s

Ajustar el costo en la métrica de S0/0 a

7500

Universidad Nacional
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carinformacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2
Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

Final\PruebaHabilidadesPracticas_JeinyBolanos.pkt

Logical Back BRI - - o 1% View
—to;‘) ;_EJ g Physical  Config  CLI  Attrbutes
Faraa 108 Command Line Interface
209.165.200.230 N, ! ~
rouser ospf 1
Y J router-id 1.1.1.1
pocorTy log-adjacency-changes

194 B b a1

R2 passive-i Cigabi 27134

Gigab. 0/1.4

=
network 172.31.21.0 0.0.0.3 area 0

network 152.1€8.30.0 0.0.0.255 area 0
network 152.1€8.40.0 0.0.0.255 area 0
network 152.1€8.200.0 0.0.0.255 area O
'

172.31.21.0/30

MEDELLIN
ip classless

'

ip flow-swport version 9
'

'

'

no edp run
!

banner motd
Prohibido el Acceso a NO Dersonal

~C Drohibido el Aecesc a NO Personal Rutorizado

Cirl+76 to exit CLI focus Copy Past=

Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de
cada interface

(B Cisco Packet Tracer - EAUNAD_PER

co\Final\PruebaHabilidadesPracticas_JeinyBolanos.pkt

Logical Back Roo | € RZ
—[ D/QCEJ g physical  Config ~ CLI  Attributes
—= F__ % 105 Command Line Interface
FeFT interface Seriall/0/0
~
209.165.200.230 description Comnection to R3
~ bandwidth 128
BOGOTA = — — — ip address 172.31.23.1 255.255.255.252
ip ospf cost 7500
o o clock rate 128000
Web '

interface Serial0/0/1

172.31.21.0/30 172.31. description Comnnection to Rl
bandwidth 128

ip address 172.31.2Z1.2 255.255.255.252
ip mat inside

\

interface Vlanl

ne ip address

shutdown

\

router cspf 1

router-id 2.2.2.2
log-adjacency-changes
passive-interface GigabitZtherneto/l
network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0
network 10.10.10.0 0.0.0_255 area 0

Ctrl+76 to exit CLI focus Copy

[ Top

<
Time: 01:19:23 | |Power Cyde Devioes”Fast Forward T\me|

D= swme

TS0 e o e e cecece

2001 | | 2011 | 81010x 8194GW | 820 | | 1280 | | 4321 | (Generic| Generic | 1841 26210 | 2811
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1A

T

209.165.200.230 "

BOGOTA .

194
RZ

172.31.21.0/30

L

Physical Config CLI Attributes

105 Command Line Interface

interface Seriall/0/0
bandwidth 128

no ip address

ip ospf cost 7500
clock rate 2000000
Si shutdown

Wi L

interface Seriald/0/1

128 description Connection to B2
bandwidth 128
ip address 172.31.23.2 255.255.255.252
|
interface Vlanl
1941 no ip address
aucad shutdown

i
router ospf L
router-id 3.3.3.3

192.168.99.2 192.1¢ log-adjacency-changes
2960 aTT sasoaarr passive-interface GigabitEthernes0/1
network 172.31.23.0 0.0.0.3 area 0
network 152.1€8.4.0 0.0.3.285 area 0
i
router ospf 3
log-adjacency-changes
pc_p'r PCPT Ctrl+F6 to exit CLI focus
DHCP DHCP

["1Ten

3. Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento, Inter-
VLAN Routing y Seguridad en los Switches acorde a la topologia de red establecida.

Configuracion S3:

Logical

s_leinyBolanos.pkt

¥s3

Physical  Config  CLT  Attrbutes

108 Command Line Interface

14 =

Pc#r‘\\

209,16

172,

5100230\\

BOGOTA l 10.10.10.10/3

194
Server-FT
WebServer
31.21.0/30 172.31.23.0/30

MEDELLIN =

192,168.99.2

<

L

1941
BUCARAMANGA

a1
1

202.1Q

S 6893
2060fearT ==
E

Dhcp DHCP

532

S3fconfig ©
Enter configuration commands,

one per line.

End with CNIL/Z.

53 (config) tconfig ©
% Invalid input detected at '~' marker

53 (config)$¢inverface vlan 150

53 (config-if)#ip add 172.1€.150.0 255.255.2585.0

Bad mask /24 for address 172.1&.150.0
S3(config-if)#no shucdewn

53 (config-if) ¢description SCPORTE

53 (config-if) §°2

sa

&5¥S-5-CONFIG_I: Configured f:uﬂ;[cunsule by conscle

S3gconfig t
Enter configuration commands, one per line. End with CNTL/Z.
53(config) #interface vlan 30

S3{config-if)#ip add 172.1€.30.0 255.255.255.0

Bad mask /24 for address 172.1€.30.0

53 ({config-if)¢no shucdewn

S3{config-if) ¢description DOCENTES

S3(config-if) -

s32

%5Y5-5-CONFIG_I: Configured from conscle by conscle

s3zcontig &
Enter configuration commands, one per line. End with CHIL/Z.
53 (config) ¢interface vlan 40

S3(config-if)gip sdd 172.16.40.0 255.255.255.0

Bad mask /24 for address 172.16.40.0

53 (config-if) ¢no shutdown

S3(config-if)fdescription ADMINISTRATIVOS

Time: 03:39:08. | |iner Cyde DevmesHFastmeardﬂme

53(config-if1$~2
s32

Cirl+F6 to exit OLI focus Copy.

Paste

Universidad Nacional
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Back [Root]

[New Cluster| [ave Object] setT|
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==
PCFT:\\
209.165.200.230 \\

Sor

BoGoTA |71 e ——— 10.10.10.10/32
194
R2 server-PT
WebServer
172.31.20.0/30 172.31.23.0/:0

MEDELLIN ~

1 1941
BUCARAMANGA

192.168.99.2 192.168.99.3

2ss0fo4TT ass0fa4T
E

VLAN 90
PCFT
DHCP DHCP:

Physcdl  Config O Atfributes

105 Command Line Interface

518
s1g

Slgconsig ©

Znter configuration commands, one per line
S1{config) #interface vlan 150
S1{config-if)#ip add 172.1€.150.0 255.255.255.0
Bad mask /24 for address 172.1€.150.0
S1{config-if)$no shutdown
S1{config-if)#description SOPORTE
S1(config-if)#-Z

45YS-5-CONFIG_I: Configured from console by consele
Slgconfig &

51(config) ¢interface viar 3
5liconfig-if)#ip add 172.16.30.0 255.255.255.0
Bad mask /24 for address 192.16.30.0
Sliconfig-if)#no shusdown

S1{config-if) fdescription DOCINTES
Sliconfig-12)#-Z

45Y¥S-5-CONFIG_I: Configured from conscle by comsols

Slgcenfig ©
Enter configuration commands, one per line
S1(config) ¢interface wlan 40
S1{(config-if)#ip add 172.1€.40.0 255.255.285.0
Bad mask /24 for address 172.1¢.40.0
S1{config-if)$no shutdown
S1{config-if)#description ADMINISTRATIVOS
S1{(config-if)#

End with CNTL/Z.

Enter configuration commafids, one per line. Znd with CNTL/Z.

End with CNTL/Z.

v

ver Cyde Dev\ces‘ ‘Fast Forward Time

Ctrl+F6 to exit CLI focus

Sl e e e T e

4. En el Switch 3 deshabilitar DNS looku

3

p

&
¥s3

PC#TR\

209.165.200,230 \\

S— 10.10
Server-FT
WebServer
172.31.21.0/30 172,323,030
802.1Q
152.168.95.2 i = —— ( 192.168.99.3
2s60f4T 29s0fesTT
g
VLN 30 ' VLAN 40
PCPT PCFT
He
<

==

Physicl | Confg | CU Atwibutes
105 Command Line Interface
~

Switchrena

Switchiconfig ©

Enter configuration commands, one per line. End with CNIL/Z.
Switch(config)$no ip domai

Switchiconfig)#nc ip domain

Switch(config)#no ip domain-lo

Switch(config)#no ip domain-lockup

Switchiconfig) thets

Switch(config)#host

Switch(config) #hostname S3

S3(configifne ip demsin-lookup

S53(config)#enable secret class

S3(config#line con 0

53({config-line)#passwo

S3(config-line) spasswerd 0

53{config-line) $login

S3(config-line)#exic

S3(configldservice password-

3(configlfservice password-encryprion

S3(config) #banner motd 5 Sclo perscnal sucorizados

S3(contigld

S3(coniigl®

S3(contig)d] v
Ciri 466 to et CL foaus

OTop

Universidad Nacion.
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gnar direcciones IP a los Switches acorde a los lineamientos.
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Logical
—[cﬁ :EJ Physical  Config LI Attributes
— F__
PCPT \\ 105 Command Line Interface
209.165.200.230 Slfconfig c -
Enter configuration cormands, one per line. Ind with CNTL/Z.
BDGDTA. —— — 10.10.10. 10| Sl(config)#interface vlan 150
19 Sliconfig-if)#ip add 172.1€.150.0 255.255.255.0
aa Server£T Bad mask /24 for address 172.16.150.0
\ebServer Sliconfig-if)¢no shutdewn
S1(config-if) #description SOPORTE
172.31.210/30 172.31.23.0/30 Slicensig-if)2-2
sie
%S¥S-5-CONFIG I: Configured from console by console
MEDELLIN
Slfconfig t
st Sncer configuration commands, ook per lins. Znd with CNTL/Z.
1 S1{config)#interface vlan 30
s S1(config-if)#ip add 172.1€.30.0 285.285.285.0
1Q Bad mask /24 for address 172.1€.30.0
_ _ S1{config-if)$ac shutdown
192.168.99.2 dhunt  —— ek 192.168.99.3 Sliconfig-if)gdescription DOCENIES
Soookoarr Slicenfig-if) 22
: 2s60fa4TT it
%S¥5-5-CONFIG_I: Configured from console by console
Slfconfig &
Enter configuration cormands, one per line. Ind with CNTL/Z.
r WED ', VLAN 40 Sllconfig)#interface vlan 40
PCPT PCPT 51(config-if)#ip add 172.1£.40.0 255.255.255.0
- Bad mask /24 for address 172.16.40.0
DHCP pree S1{config-if)fno shutdown
S1(config-if) fdescriprion ADMINISTRATIVOS .
< . 2l
Time: 02:13:59 | ‘inar Cyde Dev\ces"FastFumard‘ﬁme Cirl+F6 to exit CLI focus Copy Paste
A=~
L] e RSN SN S S S
Configuracion S3:
* - o x
Config  CUI  Atirbutes
L 105 Command Line Interface
Logical Back [Roof] Ewport
L Enter configuration commands, one per line. End with CNTL/Z ~
A S3(config)#interface vlan 150
& S3(config-if)#ip add 172.1€.150.0 255.255.255.0
— o, Bad mask /24 for address 172.1€.150.0
PCPT S3(config-if)gnc shutdown
o [y |53 consisi2) saemcriprion soporTz
S3(config-if) g~z
———— s32
BOSaTA | S5YS-5-CONFIG I: Configured from comsole by console
194!
R2 Serv S3fconfig ©
WebS | =nter configuration commands, one per line. End with CNTL/Z
172.31.21.0/30 172312 |S3tcenrigisinterrace vian 30
T S3(config-if)¢ip add 172.1€.30.0 255.255.255.0
Bad mask /24 for address 172.16.30.0
o 53 (config-if)#no shutdown
MEDELLIN i".‘ri S3(config-if)gdescription DOCENTES
a1 S3(config-if)e
1 1941 SLINK-5-CHANCED: Interface V1an30, changed state to up
BUCARAM:
802.10 SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlan30, changed
state to up
==y ==y oz
192,168.99.2 —— 192.168 S22
o 260l241T 4SYS-S-CONFIG I: Configured £rom comsole by console
E
S3gconfig ©
Enter configuration commands, one per line. End with CNTL/Z
S3(config)#interface vlan 40
VLAN 30 VLAN 40 S3(config-if)#ip add 172.1€.40.0 255.255.255.0
2255 —_— Bad mask /24 for address 172.1€.40.0
PCPT PCPT 53(config-ifienc shusdoun
e DHCP S3(config-if)¢description ADMINISTRATIVOS
S3(config-if)e
< ®LINK-5-CHANCED: Interface Vlan40, changed state to up
Time: 02:17:12 | pawer Cyde evices]Fast Farnard Time] SLINEPROTG-5-UPDGWN: Line provocol on Interface Vland0, changed
QZ.;.“ P’i P’i P”i p’i p’i Cirl+F6 to exit CLI focus Copy Paste

1941 | 2001 | | 2011 | @1910K  B1oHGW

5

828
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6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

o Packet Tracer - EA\UNAD_PERIOD!

Logical

Physical  Config  CLI | Attributes

am

PCPT N,
209.165.200.230 "N

BOGOTA

194!

R2
172.31.21.0/30

MEDELLIN

192.168.99.2
296042417
5

DHCP

ServerPT
WebServer

172.31.23.0/30

i ——— 10,10

105 Command Line Interface

=7
L
1941
BUC

192.168.99.3

2980247

VLAN 40
PCAT
DHCP

BUCKRAMANGAZconfig ©

Enter configuration commands, one per linme.
BUCKRAMANGE (config) #rcuter ospf L
BUCARAMANGA (config-router) fpassive-interface lod
BUC! (config ) #passive-i loS
BUCARAMANGA (config-router) fpassive-interface lo€
BUCARRMENGE [config-routex) g

End with CNTL/Z.

Cirl+F6 to exit CLI focus

Oop

Copy P

7. Implement DHCP and NAT for IPv4

e Q@

Logical

o\Final\PruebaHabilidadesPr

JeinyBolanos.pkt

©

[Roof] e cil

am

194!
R2

172.31.21.0/30

MEDELLIN

192.168.99.2
29s0feaTT
|

<

10.10.10.10/32

Server-PT
webserver

172.31.23.0/30

=
)

1941
BUCARAMANGA

192.168.99.3

Time: 00:04:07 | |Pqur Cyce DewcesHFast Forward Time|

® R

Physical ~ Config ~ CLI  Attributes

105 Command Line Interface

T service vimestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

hostname MEDELLIN

'

'

enable secret § $13mERr33cTiUIZGNCurQiFU.ZeCil

ip dhep excluded-address 172
ip dhep excluded-address 172

16,30
.1€.40

0 132.168.30.30
.0 1%2.183.40.30

ip dhep pool DOCINTES
network 172.1€.30.0 255.288.
default-router 172.16.30.1
dns-server 10.10.10.11

ip dhep pool ADMINISTRATIVOS
network 172.1€.40.0 255255
default-router 172.16.40.1
das-server 10.10.10.11

285.0

255.0

--More--

Cirl+7 to exit CLI focus Copy.

O

Paste




Logical

M

L
[Root]

am

N
209.165.200.230

BOG!

172.31.21.0/30

MEDELLIN

<

Attributes

Config  CLI

Physical

105 Command Ling Interface

MEDELLINg  CONFIG
Configuring from terminal, memory, or network [terminall?
Enter configuration commends, one per line. End with CNTL/Z.
MEDELLIN (config) #ip dhcp pool DOCENTES
MEDELLIN (dhcp-config)# network 192.1€8.30.0 255.255.255.0
MEDELLIN (dhcp-config)d defauls-router 152.168.30.1
MEDELLIN (dhcp-configl$ dns-server 10.10.10.11
MEDELLIN (dhcp-cenfig) #ip dhcp pool ADMINISTRATIVOS
MEDELLIN (dhcp-config)d network 152 1€5.40.0 255.255.255.0
MEDELLIN (dhcp-config)# default-router 152 1€8.40.1
—_— MEDELLIN (dhcp-config)# dns-server 10.10.10.11
[ ’-; MEDELLIN (dhcp-config) $EXIT
MEDELLIN (config) $EXIT
1941

MEDELLINg
BUCARAMANGA #5YS-5-CONFIG_I: Configured from console by console

~,
S
ora g ——— 10
194
R2 ServerPT

WebServer
172.31.23.0/30

MEDELLIN$SHOW RUN
192,168.99.3 Building configuration. .. T
Current configuraticn :
'

253¢ bytes

version 15.1
no service timestamps log datetime msec
no service timestamps debug datetime msec
service prion

Cirl+F6 to exit CLI foeus Copy Paste

O7ep

Time: 02:23:00 | |Puwar Cyde newcesHFastmeardﬂme
= [

-

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones

estaticas.

Configurar DHCP pool para VLAN 30

Name: DOCENTES
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Name: ADMINISTRATIVOS
DNS-Server: 10.10.10.11
Domain-Name: cena-unad.com
Establecer default gateway.

Logical

B R i - =]

Fhysical  Config QLI Attributes

A

PCPT '\,
~,
209.165.200.230 N

80GOTA ||

172.31.21.0/30

MEDELLIN

S
" e 10.10.10.10/32
194)

105 Command Line Interface

& Invalid input detected at '°' marker.

MEDELLIN#ip dhcp excluded-address 172.16.40.0 152.168.40.30

& Invalid input detected at '~° marker.
R Server-fT MEDELLIN$config
\WebServer Configuring from terminal, memory, or network [terminall?
Znter configuration commands, one per line. End with CNTL/Z
172.31.23.0/30 MEDELLIN (config) $ip dhep excluded-address 172.16.30.0

152.1€8.30.30
MEDELLIN (config) #ip dhcp excluded-address 172.1€.40.0
152.1€8.40.30

MEDELLIN (config) -2

MEDELLINE

$5YS-5-CONFIG_I: Configured from console by console

MEDELLIN}eopy
MEDELLINécopy Tu

MEDELLIN#zopy running-cenfig star
MEDELLTNjcopy running-config startup-config
Destination filename [startup-configl?
Builaing configuration...

[OK]
e

Ctrl4F6 to exit CLT focus % Copy Paste

[ 7ep

W
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10. Configurar NAT en R2 para permitir que los host puedan salir a internet

= ]
INew Cluster| [Move Object] ®r - _ o

Physical ~ Config  CUI  Atiributes

105 Command Line Interface

ip address 172.31.21.2 255.255.255.252

no ip address
shutdown

router ospf 1
router-id 2.2.2.2
1log-adjacency-changes
s :
network 172.81.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0
network 10.10.10.0 0.0.0.255 azea 0
'

1

285.285.285.248
ip nat inside source list 1 pool INTERNET

ip classless
ip route 0.0.0.0 0.0.0.0 GigabitEthernetd/D
I

ip flow-expors version §

Logical Back [Root]
4 =\
PCPT \\
209.165.200.230 N,
= ip nat inside
BOGOTA | ——— 10.10.10.10/32 .
194 interface Vianl
2 ServerT
Webserver
172.31.21.0/30 72.3123.0/0
MEDELLIN .-}r;
4
1 1941
BUCARAMANGA
202.10 N
192.168.99.2 o Pem——il J 192165993
2ssofeatT 29s0featT
E
VLAN 30 WLAN 40

ip nat pool INTERWET 209.1€5.200.225 209.165.200.228 netmask

ip nat inside source static 10.10.10.10 205 1€5.200.225

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.

PCPT N,
209.165.200.230
S
BOGOTA | e 10.10.3
194
R2 server-PT
Webserver
172.31.21.0/30 17231230/
MEDELLIN F’r;
a1
1 1941
BUCARAMANGA
0219
192.168.99.2 i i 152.168.95.3
2960f2aTT 2s60[24TT
5|
A, VN B VAN
PC-FT PCPT
DHeP oHeP

<

¥R
Physill | Config  CLI  Atirbutes
105 Command Line Interface
FOCOTAReonElg T ~

Znter configuration commands, one per lins. Snd wirh CNTL/Z.

BOGOTA(config) #ip access-list standare ADMIN
§ Invalid input devected at '*' marker.
BOGOTA(config) $ip access-list sandarD ADMIN
BOGOTA(config-std-nacl) épermiv host 172.31.21.1
BOGOTA (config-std-nacl) fexis
BOGOTA(config) #line viy 0 4
BOGOTA(config-line) faccess-class ADMIN in
B0GOTA (config=line) fexit

B0GOTA (config) fexit

LSYS-S-CONFIG I: Cenfigursd frem console by ssnsole

Crl+6 to exit CLT focus Copy Paste

OTon

Time: 03:11:59 | power cyce Devices]Fast Forward Time]

T L e ———
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12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

- E\UNAD_PERIODO cisco\Final\PruebaHabilidadesPracticas_JeinyBolanos.pkt

R2
Logical Back [Roof]
_l fLEJ g Physicall  Config  CLI  Attributes
: N 105 Command Line Interface
PCPT \\ BOGOTAE ~
209.165.200.230 N, BOGOTAE
. BOGOTAtconfig ©
s060TA [ g 10.10.10.10/32 Enter configuration commands, one per line. Ead with CNTL/Z.
BOGOTA (config) taccess-list 100 permit tcp any host
194] % Incomplete command.
R2 ServerPT BOGOTA (config) faccess-1ist 100 permit tcp any host
WebServer 208.165.299.2252q wn
172.31.21.0/30 172.31.23.0/30 -
5 Invalid input detected at '~' marker.
BOGOTA (config) #
-
S L2 i'?— BOGOTA (config) taccess—1ist 100 Permit top any host
a1 205.165.285.225 ag waw
1 1941 -
BUCARAMANGA % Invalid input detected at '*' marker.
BOGOTA (config) $access-1ist 100 PeZmit TGP any host
205.165.200.225 eg waw
EBIEET BOGOTA (config) taccess-list 100 permit icmp any echo-reply
% Invalid input detected at '~' marker.
BOCOTA (config) access-list 100 permit icmp any any echo-reply
BOGOTA (config)
LED Cirl+F6 to exit CLI focus Copy Paste
[

13. Verificar procesos de comunicacion y redireccionamiento de trafico en los routers
mediante el uso de Ping y Traceroute.

ket Tracer - E\UNAD_PERI o\Final\PruebaHabilidadesPracticas_JeinyBolanos.pkt

¥R

Logical Back [Root] port
L Physical  Config = CLI  Attrbutes
—l D/Q\, g 105 Command Line Interface
o =
TN Prohibido el Acceso a Persomal Ne Autorizade ~
209.165.200.230 \
User Access Verificavion
BOGOTA l
Password:
19 sorver]
erver
WobSen BOGOTA>en
Password:
172.31.21.0/30 172.31.23.0 Bassword:
Password:
% Bad secrets
MEDELLIN '-’
i BOGOTA>ena
far Password:
1 1841 BOGOTAfshow ip ospf neighbor
BUCARAMAN
Neighbor ID Pri  State Dead Time Address
192.168.99, Interface
5333 0wy - 00:00:32  172.31.23.2
Seriald/0/0
1 o FULL/ - 00:00:32  17z.3l.21.1
Serialo/o/L
BOGOTAR v
' VLAN 40 Cirl-+6 to exit CLI focus Copy paste
DHep TP
=
" O7op

Times 02:30:10 | [Power Cyele Devices| Fast Fanard Tine]
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CONCLUSIONES

Se implementan todas las habilidades obtenidas tedricas y practica, logrando
identificar una solucién a una empresa de tecnologia con tres sucursales en
diferentes ciudades alrededor del pais, de la siguiente forma:

e Identificar que dispositivos utilizar para la construccion de una topologia de
red.

e Realizar configuracion basica a dispositivos de comunicacion como Routers,
Switch, Servidores.

e Se realiza direccionamiento IP acorde con la topologia y protocolos de
enrutamiento.

e Configuracion de VLANS, routers como servidor dhcp.

¢ Implementacion DHCP y NAT en dispositivo de comunicacion.

e Determinar la configuracion necesaria para la implementacion de OPSFv2,
protocolo dinAmico de Routing.
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LINK CON ARCHIVO

https://drive.google.com/open?id=1wjs0i0Jq76YxPaX7P7ng6b1APzbCdFcd
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