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RESUMEN

Se ha dispuesto a realizar el desarrollo de un componente practico, dirigido a la
implementacion y el disefio de una red LAN/WAN. Utilizando las debidas técnicas
de configuracién de routing y swiching. Permitiendo desarrollar asi un sistema de
red funcional y eficiente. Con unas funciones y caracteristicas definidas y
programadas que facilitan la utilizacion y rendimiento de una red.

Se realizan di ententes tipos de configuraciones y maneras de implementar una red,
tales como la configuracion de red con IPv4 y con IPv6 implementando protocolos
como los DHCP y NAT para la IPv4 y configuraciéon como la OSPFv2.

Se realiza unas capturas de pantalla de los detalles de los para para la configuracion
de una red con el programa de simulacion packet tracer.



INTRODUCCION

Se ha dispuesto por parte de la UNAD el curso de profundizacién en redes LAN y
WAN, surgiendo de esta manera un convenio entre la UNAD y la empresa CISCO,
esto ha servido como complemento al conocimiento en el area de redes y
telecomunicaciones, esto aplica como opciéon de grado y de esto surge el
DIPLOMADO DE PROFUNDIZACION CISCO (DISENO E IMPLEMENTACION DE
SOLUCIONES INTEGRADAS LAN / WAN).

En esta actividad final han propuesto tratar los temas: configuracion de sistemas
de red soportados en VLAN, configuracion de control de ACL para IPv4,
implementacion de DHCP y NAT para IPv4, configuracion OSPFv2

Para esta actividad hacemos uso de la herramienta de simulacion cisco packet
tracer, ya que esta herramienta nos ayuda a desarrollar la parte practica a una
escala muy similar a la realidad.



OBJETIVOS

Objetivo General

Desarrollar de manera satisfactoria todas las actividades propuestas por el
DIPLOMADO DE PROFUNDIZACION CISCO (DISENO E IMPLEMENTACION DE
SOLUCIONES INTEGRADAS LAN / WAN), obteniendo asi todos los
conocimientos que nos ofrece el diplomado y poniéndolos en practica por medio
del simulador packer tracer

Objetivos Generales

- Realizar configuraciones de routers y swiches resolviendo problemas
relacionados con la configuracién de estos dispositivos.

- Configurar y controlar ACL para el protocolo de conexion IPv4 y
descubrir los medios utilizados para transportar datos a través de la red.



1. Descripcion Del Escenario Propuesto Para La Prueba De Habilidades

Escenario: Una empresa de Tecnhologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante serd el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

Topologia de la red

VLAN Direccionamiento Nombre

lnternet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

209.165.200. 230 ' 209.165.200.224/29

BOGOTA

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

B/IMANGA

192.168.99.3
192.168.99.2

Figura 1

1. Configurar el direccionamiento IP acorde con la topologia de red para
cada uno de los dispositivos que forman parte del escenario



2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.111
Router ID R2 22.2.2
Router ID R3 3.3.3.3

Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces 128 Kb/s
seriales en
Ajustar el costo en la métrica de S0/0 a 7500

Verificar informacion de OSPF
e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

3. Configurar VLANs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches acorde
a la topologia de red establecida.

4. En el Switch 3 deshabilitar DNS lookup

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

6. Desactivar todas las interfaces que no sean utilizadas en el esquema
de red.

7. Implementar DHCP and NAT for IPv4
8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

10



9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Name:
Configurar DHCP pool para ADMINISTRACI
VLAN 30 ON

DNS-

Server:
10.10.10

A1
Domain-Name:

C
cha- unad.com Establecer
default
gateway.

Name: MERCADEO
Configurar DHCP pool para DNS-Server:

VLAN 40 10.10.10.11

Domain-Name: ccha-
unad.com Establecer
default gateway.

10. Configurar NAT en R2 para permitir que los hosts puedan salir a
internet

11. Configurar al menos dos listas de acceso de tipo estandar a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

12. Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde
R1 o R3 hacia R2.

13. Verificar procesos de comunicacion y redireccionamiento de
trafico en los routers mediante el uso de Ping y Traceroute.

11




Desarrollo Del Proyecto

Solucidon Prueba de Habilidades Practicas CCNA
Armado de la Red

W Cisco Packet Tracer
Fle Edit Options View Tools Extensions Help

| IERNRIEEREET
Logical Back [Root] New Cluster| [Move Object] Set Tiled Backaround

<

Time: 02:09:25 | |Power Cyde Devices”Fast Forward T|me|
.’%'—n
FET —
|"-.|}////.f-"'55a5 )/
<
Z| E Copper Straight-Through

Figura 2

Inicializando y Cargando los Routers y Switches

Se procede a borrar las configuraciones de inicio y a recargar los dispositivos.
Para los Routers las tareas que realizo a continuacion son: borrar el archivo de

configuracion de inicio en todos los enrutadores. Del mismo modo se procede a
recargarlos.

12



Router R1

L — O

Physical Config CLI Attributes

105 Command Line Interface

Routerren

Bouterferase startup-config

Erasing the nvram filesystem will remowve all configuration files!
Continue? [confirm]

[CE]

Erase of nvram: complete

%5¥5-7-HV_BLOCE INIT: Imitialized the geometry of nvram
Routergreload

Froceed with reload? [confirm]

System Bootstrap, Versionm 15.1(4)M4, RELERSE SOFIWARE (£fcl)
Technical Support: http:/ www.cisco.com/techsupport

Copyright (c) 2010 by cisco Systems, Inc.

Total memory size = 512 MB - On-board = 512 MB, DIMMO = 0 MB
CISCO1l5%41/ES platform with 524288 Fbytes of main memory

Main memory is configured to €4/-1(0n-board/DIMMO) kit mode with
ECC disakled

Beadonly BROMMON initiali=ed

program load complete, entry point: 0x80203000, size: Oxlb340
program load complete, entry point: 0x80803000, size: Oxlb340

I05 Image Load Test

Digitally Signed Belease Software
program load complete, entry point: 0281000000, size: Ox2ZbblchiE
Self decompressing the image

Copy Paste

L Top

Figura 3
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Router R2

L " — O

Physical Config CLI Attributes

105 Command Line Interface

Routerren

Routerferase startup-config

Erasing the nvram filesystem will remowve all configuration files!
Continue? [confirm]

[CE]

Erase of nvram: complete

%5¥5-7-NV_BLOCE INIT: Imitialized the geometry of nvram
Routerfreload

Proceed with reload? [confirm]

System Bootstrap, Wersionm 15.1(4)M4, RELEASE SOFIWARE (£fcl)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 2010 by cisco Systems, Inc.

Total memory size = 512 MB - On-board = 512 MB, DIMMO = 0 MB
CISC015941/ES platform with 5242228 Fbhytes of main memory

Main memory is configured to &4/-1(0n-board/DIMM0O) bit mode with
ECC disakled

Readonly ROMMON initiali=ed

program load complete, entry point: 0x80803000, size: Oxlb340
program load complete, entry point: 0280203000, size: Oxlb340

I05 Image Load Test

Copy Paste

[]Top

Figura 4
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Router R3

Lt — O ¥

Physical Config CLI Attributes

105 Command Line Interface

Routerren ~
RBouterferase startup-config
Erasing the nvram filesystem will remove all configuration files!
Continue? [confirm]
[CE]
Erase of nvram: complete
$5¥YS-7-NV_BLOCE INIT: Initialized the geometry of nvram
Routerfreload
Proceed with reload? [confirm]
System Bootstrap, Version 15.1{(4)M4, RELEAZSE SOFTWARE (£fcl)
Technical Support: http://wwWww.cisco.com/techsupport
Copyright (c) 2010 by cisco Systems, Inc.
Total memory size = 512 MB - On-board = 512 MB, DIMMO = 0 MB
CISC015941/FES platform with 524288 Fbytes of main memory
Main memory is configured to &€4/-1 (On-board/DIMM0O) kit mode with
ECC disabled
Beadonly BROMMON initiali=zed
program load complete, entry point: 0280803000, size: Oxlb340
program load complete, entry point: 02808303000, size: Oxlb340
I05 Image Load Test

W

Copy Paste

[ Top

Figura 5

Se procede a borrar el archivo startup-config en todos los switches y se elimina la
antigua base de datos VLAN.

15



Switch S1

L] - O

Physical Config CLI Attributes

105 Command Line Interface

Switchren

Switchf#erase startup-config

Erasing the nvram filesystem will remowe all configuration files!
Continue? [confirm]

[CKE]

Erase of nvram: complete

§5¥Y5-7-NV_BLOCE INIT: Imitialized the geometry of nvram
Switchfdelete wlan.dat

Delete filename [vlan.dat]?

Delete flash:/vlan.dat? [confirm]

2Error deleting flash:/wvlan.dat (No such file or directory)

Switchfreload

Proceed with reload? [confirm]

C29&60 Boot Loader (C2560-HBOOT-M) Version 12 .2 (25r)FX, RELEASE
SOFTWRARE (£fcd)

Cisco W5-C25&60-24TT (RC32300) processor (revision CO0) with 21035E
bytes of memory.

29€0-24TT starting...

Base ethernet MAC Address: 00EQ.2FED.DBCS

¥modem file system is availakle.

Initiali=ing Flash...

flashfs[0]: 1 files, 0 directories

flashfs[0]: 0 orphaned files, 0 orphaned directories
flashfs[0] : Total bytes: &401&384

flashfs[0]: Bytes used: 4414521

flashfs[0] : Bytes available: 55&014€3

flashfs[0] : £flashfs fsck took 1 seconds.

--.done Initializing Flash.

Copy Paste

[]Top

Figura 6
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Switch S2

L — O

Physical Config CLI Attributes

105 Command Line Interface

Switch>en

Switchferase startup-config

Erasing the nvram filesystem will remowve all configuration files!
Continue? [confirm]

[CE]

Erase of nvram: complete

£5Y5-7-NV_BLOCE INIT: Initialized the geometry of nvram
Switchfdelete wlan.dat

Delete filename [vlan.dat]?

Delete flash:/wvlan.dat? [confirm]

%Error deleting flash:/vlan.dat {(Ho such file or directory)

Switchfreload

Froceed with reload? [confirm]

C2%3€0 Boot Loader (C23€0-HBOOT-M) Version 12.2(25r)FX, RELEASE
SOFTWARE (£fcd)

Cisco W5-C25&0-24TT (RC322300) processor (rewvision C0) with 21035E
bytes of memory.

25960-24TT starting. ..

Base ethernet MAC Rddress: 00%0_0CBl.LEDS

imodem file system is availakle.

Initiali=ing Flash...

flashfs[0]: 1 files, 0 directories

flashfs[0]: 0 crphaned files, 0 orphaned directories
flashfs[0] : Total bytes: &401&384

flashfs[0]: Bytes used: 4414521

flashfs[0] : Bytes available: 59c014&3

flashfs[0] : £flashfs f£sck took 1 seconds.

--.done Imnitializing Flash.

Copy Faste

L Top

Figura 7
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Configuraciéon Basica de los Dispositivos “Direccionamiento IPV4”

Tareas de configuracion para la Internet PC incluyendo: IP Address, Subnet Mask,
Default Gateway.

Configurando la Internet PC.

¥ |NTERMET PC — O x

Physical Config Desktop Attributes Software/Services

[P Configuration -

IF Configuration

i) DHCP (@ Static

1P Address 209.165.200.230 |
Subnet Mask |255.255.255.248 |
Default Gateway 209.165.200.225 |
DNS Server | |

IPveE Caonfiguration

i) DHCP () Auto Config (8 Static
IPv6 Address | | 7]
Link Local Address |FEEH:|: :2D0:97FF:FE7D: 46EA

|
|
IPvE Gateway | |
|

IPvE DNS Server |

(] Top

Figura 8
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Tareas de configuracion para R1 incluyendo: Disable DNS lookup, Nombre,
Interface S0/0/0, Default route.

Configurando R1.

L — O x

Physical Config CLI Attributes

105 Command Line Interface

Routerren A
Bouterfconft t

Enter configuration commands, one per line. End with CHTL/Z.

Bouter (config) #no ip domain-lookup
Router (config) #host Rl

Bl (config) #enakle secret class

Bl {config) #line con O

Bl {config-line) #pass cisco

Bl {config-line)#login

Bl {config-line)fline vty O 4

Bl {config-line) #pass cisco

Bl {config-line) #login

Bl {config-line) fexit

Bl {config) #service password-encryption
Bl {config) #int s0/0/0

Bl {config-if) #description conexion a B2
Rl {config-if)§ip add 172.31.21.1 255.255.
Bl {config-if) #clock rate 122000

Bl {config-if) #no shutdown

55.252

[

(LINE-5-CHARNGED: Interface Serialld/0/0, changed state to down

Bl {config-if) fexit

Bl{config)#ip route 0.0.0.0 0.0.0_.0 s0/0/0

(Default route without gateway, 1f not a point—-to-point

interface, may impact performance

Rl (config) g ”

Copy Paste

(] Top

Figura 9
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Tareas de configuracion para R2 incluyendo: Disable DNS lookup, Nombre,
Interface S0/0/0, Interface SO/0/1, Interface GO/O (Internet Simulado), Default route.

Configurando R2.

¥ R2 — O ot

*

Physical Config CLI Attributes

105 Command Line Interface

Router=en S
Bouterfconf t

Enter configuration commands, one per line. End with CHNTIL/Z.
Bouter (config)#no ip domain-loockup

Router {config) #host R2

RZ {config) fenakle secret class

RZ (config) #line con 0O

B2 (config-line) gpass cisco

B2 {config-line)#login

2 {config-line)#line vty O 4

{config-line) fpass cisco

{config-line) #login

{config-line) fexit

{config) #service password-encryption

RZ (config) #ip http server

% Inwvalid input detected at "' marker.

RZ {config) #banner motd #unauthorzed Access is Prohibited!#
RZ {config) fint s0/0/1

2 ({config-if) #description Conexion a R1
({config-if) gip add 172.31.21.2 2
{config—if) §no shut

I

I

5

1

55.

I

55.255.

W

[ b

B2 (config-ifid#
SLINE-5—CHANEZED: Interface Seriald/ 0,1, changed state to up

RZ (config-if) #
SLINEFROTO-5-UFDOWHN: Line protococl on Interface Serialdys 071,
changed state to up

B2 (config—if) #imnt sO,0,0
B2 (config—-if) §description Conexion a R3

I

5

1

55.

I

55.255.

B2 ({config-if) #ip add 172.31.23.1

B2 {config—-if) #clock rate 122000

RZ {config-if) #no shut]

SLINE-S5—CHANEZED: Interface Seriald/0/0, changed state to down b

Copy Paste

] Top

Figura 10
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¥ R2 - 0

Physical Config CLI Attributes

105 Command Line Interface

% Imvalid input detected at "*' marker.

B2 {config)#int gls0

B2 {config-if) #description Conexion a ISP

B2 (config-if) #ip add 205_1&5.200.225 Z55.255.255.24%
B2 {config-if) #no shut

B2 {config-if)#
2LINE-5-CHRNEZED: Interface GigabitEthermnetl/0, changed state to
up

SLINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernetl,/0, changed state to up

B2 {config-if) #int gl/1

B2 {config-if) #description Conexion a web server
B2 {config-if)f#ip add 10.10.10.1 255.255.255.0
B2 {config-if) #no shut

B2 {config-if)#
2LINE-5-CHRNEZED: Interface GigabitEthernetl/l, changed state to
up

B2 {config-if)#

SLINEPROTO-S5-TIPDOWN: Line protocol on Interface

Copy Paste

(] Tep

Figura 11
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¥ WEB SERVER — O >

Physical Config Services Desktop Attributes Software/Services

1P Configuration !

Interface FastEthernetl -
IF Configuration

() DHCP (® Static

IP Address |10.10.10.10 |
Subnet Mask |255.255.255.0 |
Default Gateway |10.10.10.1] |
DNS Server | |

IPvE Configuration

) DHCP () sutc Config (@) Static
IPvE Address | |7

IPvE Gateway |

|
Link Local Address \FES0::230:F2FF:FEDA: 6361 |
|
|

IPv6 DNS Server |

(] Top

Figura 12

Tareas de configuracion para R3 incluyendo: Disable DNS lookup, Nombre,
Interface Loopback 4, Interface Loopback 5, Interface Loopback 6, Default route.

22



Configurando R3.

e - O

Phyysical Config CLI Attributes

105 Command Line Interface

Houter>en

Routerfconf t©

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #no ip domain-lookup

Router (config) ghost R3

B3 ({config) $enakle secret class

R3{config)#line con O

R3({config-line) #pass cisco

R2{config-line)flogin

B3 ({config-line)fline vty 0 4

B3 {config-line) $pass cisco

R2{config-line)flogin

R3({config-line) f#exit

R3{config) §service password-encryption

R3{config) $banner motd #Unuthorized Rccess is Prohibited!g
R3{config) #int s0/0/1

B3 ({config-if) #description Conexion a R2
R3(config-if)#ip add 172_.31.23 2 255 _255.
R3({config-if) #no shut

]

5

[

55.

%]

R3({config-if)#
2LINE-5-CHAWNGEED: Interface Seriald/0/1l, changed state to up

B3 (config-if)#
SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/s0/1, changed state to up

B3 ({config-if) #int loopback 4

R3({config-if)#
2LINE-5-CHAWNGED: Interface Loopback4, changed state to up

2LINEFROTO-5-UPDOWN : Line protocol on Interface Loopback4, changed state to up

55.0

[

R3{config-if)#ip address 152.163.4.1 255.255.
B3 (config-if) g

Copy Paste

[ Top

Figura 13
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¥ R - O

h

Physical  Config  CLI  Attributes

105 Command Line Interface

B3 (config-if) #ip address 15%2_1€8.4_.1 255.255.255.0
R3 (config-if) #int loopback 5

R3{config-if)#
$LINE-5-CHARNGED: Interface Loopbackbd, changed state to up

§LINEFROTO-5-UPDOWN : Line protocol on Interface Loopbackb5, changed state to up

B3 ({config-if)#
R3 (config-if) #int loopback €

B3 ({config-if) g
SLINE-5-CHANGED: Interface Loopbacké&, changed state to up

S5LINEPROTO-5-UPDOWN: Line protocol on Interface Loopbacke, changed state to up

B3 {config-if) #ip address 152.1€8.&.1 255.255.255.0

B3 ({config-if) fexit

B3 {config) #ip route 0.0.0.0 0.0.0.0 s0/0/1

$Default route without gateway, if not a point—to-point interface, may impact
performance

R3 (config) §]

Copy Paste

[ Top

Figura 14

Tareas de configuracion para S1 incluyendo: Disable DNS lookup, Nombre.
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Configurando S1.

L — O ¥

Physical Config CLI Attributes

105 Command Line Interface

Switchren

Switchfcont ¢

Enter configuration commands, one per lime. End with CHIL/Z.
Switch (config) f#no ip domain-lookup

Switch (config) f#host 51

5l {config) #enakle secret class

5l {config)#line con O

S5l {config-line) $pass cisco

Sl{config-line)f$login

Sl {config-line)fline vty O 4

51 {config-line) $pass cisco

Sl {config-line)flogin

Sl {config-line) §service pass

Sl {config)#service password-encryption

51 (config) #banner motd #Unauthorized Access is Prohibited!$
51 {config) 4] v

Copy Paste

(] Top

Figura 15

Tareas de configuracion para S3 incluyendo: Disable DNS lookup, Nombre.
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Configurando S3.

B 53 — (|
Physical Config CLI Attributes
I0S Command Line Interface
Switchr>en
Switch#conf ©
Enter configuration commands, one per line. End with CHIL/SZ.
Switch{config)#no ip domain—loockup
Switch {config) fhost S3
S3lconfig) fenable secret class
53 {config) #line conld
% Imwvalid input detected at "' marker.
S3{configl)#line con 0O
53 (config—line) gpass cisco
S22 (config—linel#login
S22 {config-linelfline wty 0O 4
S3lconfig-line) §pass cisco
S3 (config—line) f#login
S22 {config—line) gexit
S3 lconfig) #service password—-encryption
S (config) #
Copy Paste
[ Tep
Figura 17
L — (|
Physical Config CLI Attributes
105 Command Line Interface
[Fres s HEIOEN oo O=C SrC=Sroe.
User Rooess Werification
Password:
S3rzen
Password:
S3gconft ©
Enter configuration commands, one per line. End with CHILSZ .
52 (config) #banner motd #Unaurhotized Rococess is Prohikbited!$
53 (config #
Copy Paste

O TDpFigura 16
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Verificacion de la Conectividad de la Red
Se usa el comando ping para probar la conectividad entre dispositivos de red.

Ping desde R1 a R2, S0/0/0

Rlgping 172.31.21.2

Type escape seguence to abort.

Sending 5, l00-byte ICMP Echos to 172.31.21.2, timeout is 2
seconds:

Success rate is 100 percent (5/3), round-trip minfavg/maxz = 1/1/4
ms

Rr1g|

Figura 18

Ping desde R3 a R2, S0/0/1

R3gping 172.31.23.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.23.2, timeout is
seconds:

(]

Success rate is 100 percent (5/5), round-trip min/avg/max
2/€/1% ms

3

Figura 19

27



Ping desde Internet PC a Puerta de Enlace Predeterminada

B |NTERMET PC — O ¥

Physical Config Desktop Attributes Software/Services

mmand Prompt

imes in milli-sec
Minimim = Oms, Maximum = lms, Average

[ Top

Figura 20
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Configuracion de Switch Security, VLANS e Inter VLAN Routing

Tareas de configuracién para S1 incluyendo: Crear la base de datos VLAN,
asignar la direccion IP de administracion, asignar la puerta de enlace
predeterminada, forzar la conexién troncal en la interfaz FO/3, forzar la conexion
troncal en la interfaz FO/24, configurar todos los demas puertos como puertos de
acceso, asignar FO/1 a la VLAN 30, apagar todos los puertos no utilizados.

Configurando S1.

L — O x

Physical Config CLI Attributes

105 Command Line Interface

TUnauthorized Access is Prohikbited!
User Access Verification
Password:

Slxen

Password:

Slgconf t©

Enter configuration commands, one per line. End with CHTL/Z.
5l {config) #vlan 30

Sl {config-vlan) #name administracion

Sl {config-vlan)fvlan 40

Sl {config-vlan) fname Mercado

5l (config-vlan)fwvlan 200

S5l {config-vlan) #fnama Mantenimiento

% Invalid input detected at """ marker.

S5l {config-vlan) fname Mantenimiento
Sl{config-vlan) fexit
51 (config) g v

Copy Faste

(] Top

Figura 21
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¥ 51 - O

Physical Config CLI Attributes

105 Command Line Interface

S5l {config) #int wlan 200
Sliconfig-if)#
(LINE-5-CHLNGED: Interface V1lan2dd, changed state to up

Sliconfig-if) ¢

Sl{config-if)#ip add 1%2_1l€3_.200_.2 Z55.
Sl {config-if)#no shutdown

5l {config-if) fexit

S5l {config) #ip default—gateway 152.1&23_200.1
51 {config)

S5l {config) #int £0,/3

5l {config-if) #switchport mode trunk

[
(1]
o
b
o
i
o]

Sliconfig-if)#
SLINEPROTO-5-UFDOWN: Line protocol on Interface FastEthernetl/3,
changed state to down

SLINEPROTO-5-UFDOWN: Line protocol on Interface FastEthernetl/3,
changed state to up

(LINEFROTO-5-UFDOWN : Line protocol on Inmterface V1lan20d, changed
state to up

5l {config-if) #switchport trunk natiwve Wlan 1
S1(config-if) 4|

Copy Paste

(] Top

Figura 22
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# 5 — O

&

Physical Config CLI Attributes

105 Command Line Interface

ol en

Password:

Slgcont ¢

Enter configuration commands, one per line. End with CHTL/Z.
Sl{config)#int £0/24

Sl{config-if)#switch port mode trunk

% Invalid input detected at "*' marker.

Sl{config-if)#switchport mode trunk

5l (config-if) #switchport trunk natiwve wlan 1

S5l {config-if) #int range fal/1-2, fal/4-23, gl0/s1-2
Sl{config-if-range) §swichport mode access

% Inwvalid input detected at "' marker.

Sl{config-if-range) §switchport mode access
Sl{config-if-range) #int £0/1

5l {config-if) #switchport mode access

S5l {config-if) #switchport access wlan 30
Sl{config-if)#int range £fal/2, £fal/4-23, gi/f1-2
Sl {config-if-range) § shutdown

(LINE-5—CHANGED: Interface FastEthernetl/2, changed state to
administratively down

Copy Paste

(] Top

Figura 23
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Tareas de configuracién para S3 incluyendo: Crear la base de datos VLAN,
asignar la direccion IP, asignar la puerta de enlace predeterminada, forzar la
conexion troncal en la interfaz FO/3, configurar todos los demas puertos como
puertos de acceso, asignar FO/1 a la VLAN 40, apagar todos los puertos no
utilizados.

Configurando S3.
¥ 53 — O >

Physical Config CLI Attributes

105 Command Line Interface

S52ren

Password:

S532fcont t

Enter configuration commands, one per line. End with CNILSZE.
S52{config) f#vlan 20

S52{config-vlan) fname administracion

S22 {config-vlan) fvlan 40

52 {config-vlan) fname Mercadeo

S2{config-vlan) fvlan Z00

S52{config-vlan) fname Mantenimiento

S22 {config-vlan) fexit

S52{config)#

S2{config) #int wvlan 200

S2{config-if) #

SLINE-5-CHRNGED: Interface WVlan200, changed state to up

SLINEPROTO-5-UPDOWN : Line protocol on Interface Vlian200, changed
state to up

52 {config-if) #ip add 1%2.1€2.200.32 255.255.255.0
83 {config-if) #no shut

83 lconfig-if) fexit

83 (config)fip default-gateway 15%2.1€2.200.1
S3{config) g

83 {config)fint £0,3

52 {config—if) #switchport mode trunk
S2{config—-if) #switchport trunk native wlam 1

52 {config-if) #int range £a0/,1-2, £al,/4-24,6 gl/1-2
S2{config-if-range) fswitchport mode access

52 {config-if-range)f

S2{config-if-range)fint £0,1

52 {config—if) #switchport mode access
S53{config-if) #switchport access wlan 40
S53{config-if) #int range £a0/,2, £als4-24, gls1-2
S53{config-if-range) #shut

SLIME-S-—CHRNEZED: Interface FastEthernetl/2,  changed state to e

Copy Paste

[ Top

Figura 24

32



Tareas de configuracion para R1 incluyendo: Configurar la subinterfaz 802.1Q .31
en GO/0, configurar la subinterfaz 802.1Q .33 en GO0/0, configurar la subinterfaz
802.1Q .99 en GO0/0, activar la interfaz G0/0.

Configurando R1.
¥ R1 — O b

Physical Config CLI Attributes

105 Command Line Interface

Rl# L
Rlfconf t

Enter configuration commands, one per line. End with CHTL/Z.

Bl (config) #int glO/s/1_30

Bl (config-subif) #description LA&AN administracion

Bl (config-subif) fencapsulation dotlg 30

Bl (config-subif) §ip add 15%2_1&8_.30.1 Z55.255_255.0
Bl (config-subif) gexit

Bl {config)#

Bl (config)#int glO/s1_40

Bl (config-subif) #description L&N Mercadeo

Bl (config-subif) §encapsulation dotlg 40

Bl (config-subif) §ip add 15%2_1&8_40.1 Z55.255_255.0

Bl (config-subif) gexit

Bl (config)#

Rl {config)g#int g0/s1_200

Rl (config-subif) g#description L&N Mantenimiento

Bl {config-subif) §encapsulation dotlg Z00

Bl {config-subif) §ip add 15%2_1&8_200.1 255_255_255.0
Bl (config-subif) gexit

Bl (config)#

Rl {config)f#int gl/1

Bl (config-if) #no shut

Bl{config-if) g
(LINE-5-CHAMEZED: Interface GFigabitEthernetl/l, changed state to
up

(LINEPFROTO-5-UPDOWH : Line protocol on Interface
FigabitEthernetl/1l, changed state to up

(LINE-5-CHARMZED: Interface GFigabitEthernetl/1.30, changed state

Copy Paste

[ Top

Figura 25
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Verificar la conectividad de la red
Se usa el comando ping para probar la conectividad entre los swiches y R1.
Ping desde S1 a R1 direcciéon VLAN 200

Slgping 152.1€8.200.1

Type escape sequence to abort.

Sending S5, 1l00-byte ICMP Echos to 152.1€8.200.1, timeout is 2
seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/0
ms

Slgping 192.1€8.200.1

Type escape seguence to abort.

Sending 5, 100-byte ICMP Echos to 152.1€8.200.1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1
ms

s1g|
Figura 26

Ping desde S3 a R1, direccion VALN 200
S3#ping 192.1€8.200.1

Type escape sequence to abort.

Sending S, 100-byte ICMP Echos to 152.1€8.200.1, timeout is 2
seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 0/1/3
ms

S3gping 152.1€8.200.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 152.1€8.200.1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/4
ms

Figura 27
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Pin desde S1 a R1, Direcciéon VLAN 30

Sl#ping 192.168.30.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.1€8.30.1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/4
ms

sig|
Figura 28

Ping desde S3 a R1, direccion VLAN 40

S3gping 192.1€2.40.1

Type escape sequence to abort.

Sending S, 100-byte ICMP Echos to 192.1€28.40.1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =
0/2/11 ms

s3g

Figura 29
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Configurar el Protocolo de Enrutamiento Dinamico OSPFv2

Tareas de configuracion para R1 incluyendo: ID de proceso OSPF, ID de
enrutador, anunciar redes conectadas directamente, establecer todas las
interfaces LAN como pasivas, cambiar el ancho de banda de referencia de costo
predeterminado para admitir calculos de interfaz Gigabit, establecer el ancho de
banda de la interfaz en serie, ajustar el costo métrico de S0/0/0.

Configurando OSPFv2 en R1.
L — O ¥
Config CLI

Physical Attributes

105 Command Line Interface

Bl {config)# -
Bl {config) &

Bl {config) #

Bl {config) &

Bl {config)#

Bl {config) &

Bl {config) #

Bl {config) #router ospf 1

Bl {config-router) frouter-id 1.1.1.1

Bl {config-router) #network 172.31_21.0
Bl {config-router) fnetwork 15%2_.1€8_30.0
Bl {config-router) fnetwork 15%2_1&8_40.0
Bl {config-router) fnetwork 15%2 _1&8_200.0
Bl {config-router)

0.0.0.3 area 0

0.0.0.255 area 0O
0.0.0.255 area 0
0.0.0.255 area 0

=1
Rl
Bl

Rl
Bl

Rl

{config-router) #passive—-interface gl/s1.
{config-router) #passive—-interface gl/S1.
{config-router) #passive—-interface gl/s1.
Bl
=N

config-router) fexit
config) &

{config) #int s0/0/0

{config-if) fbandwidth 128
R1{
=N

config-if) #ip ospf cost 7500
config-if) #

{config-if) ¢
Bl

config-if)#

30
40
200

Copy

Paste

(] Top

Figura 30
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Tareas de configuracion para R2 incluyendo: ID de proceso OSPF, ID de
enrutador, anunciar redes conectadas directamente, configurar la interfaz LAN
(Loopback) como pasiva, establecer todas las interfaces LAN como pasivas,
cambiar el ancho de banda de referencia de costo predeterminado para admitir
calculos de interfaz Gigabit, establecer el ancho de banda en todas las interfaces
seriales, ajustar el costo métrico de S0/0/0.

Configurando OSPFv2 en R2.
L v — O >

Physical Config CLI Attributes

105 Command Line Interface

Password: -
REifconf t©

Enter configuration commands, one per line. End with CHTL/Z.

B2 {config) #router ospf 1

B2 {config-router) frouter—-id 2.2_.2_2

B2 {config-router) fnetwork 172.31.21.0 0.0.0.3 area 0

B2 {config-router)f

07:20:08: %05PF-5-ADJCHE: Process 1, Nbr 1.1.1.1 on Serial0y/0/1
from LOADING to FULL, Loading Done

B2 {config-router) #network 172.31.23.0 0.0.0.3 area 0
B2 {config-router) #network 10.10.10.10 0.0.0.255 area 0
B2 {config-router)f

B2 (config-router) fpassive—-interface gl/1

B2 {config-router) fexit

B2 {config)#

B2 {config) #int s0/0/0

B2 (config-if) #bandwidth 128

B2 (config-if) ¢

B2 {config-if) #int s0,/0/1

B2 {config-if) #bandwidth 1282

B2 (config-if)

B2 {config-if) #int s0,/0/0

B2 {config-if) #ip ospf cost 7500

B2 {config-if) g v

Copy Paste

(] Top

Figura 31

Tareas de configuracion para R3 incluyendo: ID de proceso OSPF, ID de
enrutador, anunciar redes conectadas directamente, configurar la interfaz LAN
(Loopback) como pasiva, establecer todas las interfaces LAN (loopback) como
pasivas, cambiar el ancho de banda de referencia de costo predeterminado para
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admitir calculos de interfaz Gigabit, establecer el ancho de banda en la interface
serial.

Configurando OSPFv2 en R3.

L — O b4

Physical Config CLI Attributes

105 Command Line Interface

Password: .

Ri=en

Password:

BE3fconf t©

Enter configuration commands, one per line. End with CHNTL/Z.
B3 {config) #router ospf 1

B3 {config-router) #router—-id 3.3.3.3

B3 {config-router) fnetwork 172.31.23.0 0.0.0_.3 area 0

B3 {config-router) §

0%:-41:0&: %05PF-5-ADJCH=: Process 1, Nbr 2_.2.2.2 on Serial0ysa 1
from LOADING to FULL, Loading Done

B3 {config-router) fpassive—interface lod

% Invalid input detected at "*' marker.

B3 {config-router) fpassive—interface lod

B3 {config-router) §passive—-interface lob

B3 {config-router) §passive—interface lot

B3 {config-router) fexit

B2 {config)#

B3 {config)#int sO0/0/1

B3 {config-if) #bandwidth 128

B3 (config-if) g v

Copy Paste

[]Top

Figura 32

Verificacion de la informacion de OSPF

En siguiente es un ejemplo de la verificacién en el router R2
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Routers conectados por OSPFv2
¥ R2 - O

Physical Config CLI Attributes

105 Command Line Interface

s
SLINEPROTO-5-UPDOWN: Line protocol on Interface Serialldys0/1, changed state to up
(LINEFROTO-5-UPDOWN : Line protocol on Interface Seriald/0/0, changed state to up
0%:08:10: %05PF-5-ADJCHG: Process 1, Wbr 1.1.1.1 on Serialdy/0/1 from LOADING to
FULL, Loading Done
0%:50:41: %05PF-5-RDJCHG: Process 1, Wbr 3.3.3.3 on Serialdy/0/0 from LOADING to
FULL, Loading Done
unauthorzed Access is Prohibited!
User Access Verification
Password:
B2xen
Dassword:
B2fshow ip ospf neighbor
Heighkor ID Pri State Dead Time Zddress Interface
1.1.1.1 a FUOLLS - 00:00:37 172.31.21.1 Seriald/S0/1
3.3.3.3 a FUOLLS - 00:00:3¢ 172.31.23.2 Seriald/SOs0
nz 4| W
Copy Paste
(] Top
Figura 33
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Resumen de las interfaces OSPF que incluye una columna para el

Costo de cada Interfaz

is

¥R — O
Physical Config CLI Attributes
105 Command Line Interface
B2fshow ip ospf interface 4]
FigabitEthernetd/1l is up, line protocol is up
Internet address is 10.10.10.1/24, Area 0
Process ID 1, Router ID 2.2.2.2, Metwork Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State WAITING, Priocrity 1
No designated router on this network
HNo backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Ho Hellos (Passive interface)
Index 1/1, flood gqueue length O
Hext Ox0({0)/0x0 {0}
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Heighbor Count is 0, Adjacent neighbor count is O
Suppress hello for 0 neighbor(s)
Seriald/0/1 is up, line protocol is up
Internet address is 172.31.21.2730, RArea 0
Process ID 1, Router ID 2.2.2.2, Network Type POINT-TO-POINT, Cost: TEL
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0O
No designated router on this network
HNo backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:02
Index 2/2, flood gqueue length O
Hext 0x0{0)/0x0{0)
Last flood scan length is 1, maximam is 1
Last flood scan time is 0 msec, maximum is 0 msec
Heighbor Count is 1 , Adjacent neighbor count is 1
Zdjacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Seriald/O0 /0 is up, line protocol is up
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Router ID 2.2.2.2, Network Type POINT-TO-POINT, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
HNo backup designated router on this network
Timer interwals configqured, Hello 10, Dead 40, Wait 40, Betransmit 5 2
Copy Paste

[ Top

Figura 34
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OSPF Process ID, Router ID, Address summarizations, Routing
Networks, y passive interfaces configuradas en un Router

L") — O
Physical Config CLI Attributes
I0S Command Line Interface
At
R2¢
RZgshow ip protocols
Routing Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bouter ID 2.2.2.2
Humber of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximum path: 4
Bouting for Metworks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0
Dassiwve Interface(s):
GFigabitEthernet0/1
Routing Information Sources:
Fateway Distance Last Update
1.1.1.1 114 00:24:35
2.2.2.2 114 00:12:17
3.3.3.3 110 00:10:5%
Distance: (default is 110}
Rz
Copy Paste

[ Tep

Figura 35
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Mostrar solo las rutas OSPF

¥ Rz a
Physical Config CLI Attributes
105 Command Line Interface
Bouting for Networks:
172.31.21.0 0.0.0.3 area 0O
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0
Passive Interface(s):
GFigabitEthernetl/1
Routing Information Sources:
Fateway Distance Last TUpdate
1.1.1.1 00:24:39
2.2.2.2 00:12:17
3.3.3.3 00:10:5%9
Distance: (default is 110)
RZgshow ip route ospf
0 1%2.1€8.30.0 [110,/782] wia 172.31.21.1, 00:55:43, Serial0/ o/l
0 152.1€8.40.0 [110,/782] wia 172.31.21.1, 00:55:43, Serialds o/l
+] 152.1€8.200.0 [110/782] wia 172.31.21.1, 00:55:43, Serialdsa/1
RZgshow ip route ospf
0 152.1€8.30.0 [110,/782] wia 172.31.21.1, 00:56:08, Seriald o0/1
+] 152.168.40.0 [110/782] wia 172.31.21.1, 00:56:08, Serialdso/1
0 152 _168_200.0 [110/782]1 wia 172.31.21.1, 00:5&:08, Serialds0/1
Rzg
Copy Paste

[ Top

Figura 36
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Seccion OSPF de la configuracién en ejecucion

L

Physical Config CLI Attributes

105 Command Line Interface

interface GigabitEthernet0/0
description Conexion a ISP
ip address 205%.1€5.200.225 255_255_255_243
duplex auto
speed auto
1
interface GigabitEthernetO/1l
description Conexion a web server
ip address 10.10.10.1 255_255.255.0
duplex auto
speed auto
1
interface Serizld/ 070
description Conexion a R3
bandwidth 128
ip address 172.31.23.1 255.255.255_252
ip ospf cost T500
clock rate 122000
1
interface Seriall/s0/1
description Conexion a R1
bandwidth 128
ip address 172.321.21.2 255.255_255_252
clock rate 2000000
1
interface Vlanl
no ip address
shutdown
!
router ospf 1
router-id 2.2.2_.2
log-adjacency-changes
passive-interface GigakitEthernet0/1
network 172.31.21.0 0.0.0.2 area 0
network 172.31.23.0 0.0.0.3 area 0
—--More—-

Copy

[ Top

Figura 37
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Implementacién DHCP y NAT para IPv4

Tareas de configuracion para R1 incluyendo: Reservar las primeras 30 direcciones
IP en la VLAN 30 para configuraciones estaticas, reservar las primeras 30
direcciones IP en la VLAN 40 para configuraciones estaticas, crear una agrupacion
DHCP para la VLAN 30, crear una agrupacion DHCP para la VLAN 40.

Configurando R1 como el servidor DHCP para las VLAN 30 y 40.
¥ R1 — O X

Physical Config CLI Attributes

105 Command Line Interface

Bl=en .
Password:

Rlgconf t©

Enter configuration commands, one per line. End with CNTIL/Z.
Bliconfig)#ip dhcp excluded-address 15%2.1€8_30.1 1592_1c8.30_30
Bliconfig) #ip dhcp excluded-address 15%2_1€8_40.1 152_1&8_.30_40

Bl {config)g

Rliconfig) #ip dhep pool ARODMINISTRRCION

Bl {dhcp-config) §dns—-server 10.10.10.11

Bl {dhcp-config) fdomain-name ccna—unad.com

% Invalid input detected at "*' marker.

Bl {dhcp—-config) fdefault-router 1%2_168_30_.1

Bl {dhep-config) gnetwork 152 _.1€5.30.0 2Z55.255_255.0
Rl {dhcp-config) #

Bl {dhcp-config) §ip dhep pool MERCRADED

Bl {dhcp-config) §dns-server 10.10.10_11

Bl {dhcp-config) fdomain-name ccna-unad.com

% Invalid input detected at "*' marker.

Bl {dhcp-config) fdefault-router 1%2_168_40.1

Rl (dhcp-config) v

Copy Paste

[]Top

Figura 38
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Tareas de configuracion para R2 incluyendo: Crear una base de datos local con 1
cuenta de usuario, habilitar el servicio de servidor HTTP, configurar el servidor HTTP
para usar la base de datos local para la autenticacion, crear una NAT estatica para
el servidor web, asignar la interfaz interna y externa para la NAT estatica, configurar
la NAT dinamica dentro de la ACL privada, definir el grupo de direcciones IP publicas
utilizables, definir la traduccion dinamica de NAT.

Configurando NAT Estéatico y Dinamico en R2.

L — O ®

Physical Config CLI Attributes

105 Command Line Interface

A
$LINEFROTO-5-UPDOWN : Line protocol on Interface GigabitEthernet0/0, changed state to up
2LINEFROTO-5-UPDOWN : Line protocol on Interface GigabitEthernet0/1l, changed state to down
$LINEPROTC-5-UPDOWN : Line protocol on Interface GigabitEthernet0/1l, changed state to up
R2 (config) fuser webuser privilege 15 secret ciscol234s
B2 (config) #ip http server
% Invalid input detected at '*' marker.

R2 ({config) #ip http authentication local

% Invalid input detected at '*' marker.

B2 {config) #ip nat inside source static 10.10.10.10 20%.1€5.200_.22%5

R2 (config) #int gl/0

R2 {config-if)#ip mat outside

B2 (config-if)#int gl/1

B2 (config-if) #ip nat inside

R2 (config-if) faccess-list 1 permit 192.1€8.30.0 0.0.0.255

R2 (config) faccess-list 1 permit 152.1€2.30.0 0.0.0.255

B2 {config) gaccess—-1list 1 permit 152.1€8.40.0 0.0.0.255

R2 (config) faccess-1list 1 permit 152 _1€8_.4.0 0.0.3_255

R2 (config) #ip nat INTERMET 205.1€5.200.225 205_1€5.200_228 netmask 255_255_255_243

% Invalid input detected at '~' marker.

R2 (config) #ip nat pool INTERNET 20%.1e5.200.225 209.165.200.228 netmask 255.255.255.24%8
RZ (config) &

R2 (config) #ip nat inside source list 1 pool INTERMET

R2 (config) g W

Copy Paste

[ ep

Figura 39

45



Verificando DHCP y NAT estéatica.

Verificando que la PC-A haya adquirido la informacion IP del

servidor DHCP
Bpc-a

Physical Config Diesktop

Attributes Software/Services

1P Configuration
IP Configuration
@® DHCP
IF Address
Subnet Mask
Default Gateway
DNS Server
IPv6 Configuration
O pHee
IPvE Address
Link Local Address
IPvE Gateway

IPvG DNS Server

(O Aute Config (®) Static

|FESD: :201:96FF:FEVE: 8059

O Top

Figura 40
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Verificando que la PC-C haya adquirido la informacién IP del

servidor DHCP

Bopc-c

Physical Config Desktop

Attributes Software/Services

IP Configuration
1P Configuration
® DHCP
IP Address
Subnet Mask
Default Gateway
DNS Server
IPv6 Configuration

) DHCP
IPvE Address

Link Local Address
IPvE Gateway

IPv6 DNS Server

() static

() Auto Config (@ Static

DHCP request successful.

|FESD: 1250 CFFIFEG3:5B4C

[ op

Figura 41
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Verificando que la PC-A pueda hacer ping a la PC-C.

¥ pc-a - O X

Physical Config Desktop Attributes Software fServices

nd trip times in mill
Minimm = 10ms, Maximum = l&ms,

ping 19:

Pinging 1592._

time<lms TTL=127
time=13ms TTL=

L Top

Figura 42
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Configuracién y verficando listas de control de acceso (ACL)
restringiendo el acceso a las lineas VTY en R2

L") — O ¥

Physical Config CLI Attributes

105 Command Line Interface

changed state to up A

11:37:06: %05PF-5-ADJCHE: Process 1, Nbr 1.1.1.1 on Serial0/0/1
from LOARDING to FULL, Loading Done

11:37:06: %05PF-5-ADJCHE: Process 1, Nbr 3.3.3.3 on Serial0y/0/0
from LORDING to FULL, Loading Done
unauthorzed Access is Prohibited!

User Access Verification

Password:
Password:

R2=en

Password:

Rigconf t

Enter configuration commands, one per line. End with CHTL/Z.
B2 (config) #ip access-list standard ADMIN

B2 (config-std-nacl) $permit host 172.31.21.1
config-std-nacl) gexit

config) #

B2 ({config) #line wty O 4

B2 (config-line) faccess—class ADMIN in

B2 (config-line) g W

Copy Paste

(] Top

Figura 43
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Asegurando la Red del Trafico de Internet
¥ R2 - O

Physical Config CLI Attributes

105 Command Line Interface

Rigconf t©

Enter configuration commands, one per line. End with CHTL/Z.
R (config) #ip access-list standard ADMIN

B2 (config-std-nacl) §permit host 172.31.21.1
config-std-nacl) gexit

2 (config) #

2 {config) #line wty 0 4

config-line) faccess—class ADMIN in

B2 ({config-line)§

B2 ({config-line)§

R (config-line) faccess-1ist 101 permit tcp any host 205 .1€5.200.225% eq www
config) #

config) faccess—-1list 101 permit icmp any any echo-reply
B2 ({config) #int gl/0

B2 (config-if) #ip access—group 101 in

RZ(config-if)

B2 ({config-if)#int s0,/0/0

B2 (config-if)#ip access—group 101 out

RZ {config-if)#

B2 ({config-if)#int s0,/0/1

config-if) #ip access—group 101 out

2 (config-if) 4§

2 {config-if) #int gl/1

config-if) #ip access—group 101 out

RZ (config-if)#

Copy Paste

(] Top

Figura 44
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Verificando que la ACL esté funcionando
Ping PC-A

B opc_p

Physical Config Desktop Attributes Software/Services

mmand Prompt

ing 2

Pinging 2

Ping statistics

=1

ent = 4

Approximate round trip times in mill
Minimim = 2Zms, Maximam = 12Zms, hwver
ping 1 231

Pinging 1% 1

Ping statistic

= Fo

(] Top

Figura 45
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Ping PC-C

¥ INTERMET PC - O X

Physical Config Desktop Attributes Software/Services

ommand Prompt

unreachabkle .
unreachable .
unreachable .
unreachable .

unreachabkle .
unreachable .
unreachable
unreachalkl

L Top

Figura 46
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Desde R1, Ping a la Internet PC (Ping deberia tener éxito).
¥ R - O X

Physical Config CLI Attributes

105 Command Line Interface

from FULL to DOWMN, Neighbor Down: Interface down or detached A

(LINEFROTO-5-UFDOWN: Line protocol on Inmterface Serialdys0/0,
changed state to up

04:56:41: %05PF-5-ADJCHE: Process 1, Nbr 2.2.2.2 on Serial0y/0/0
from LOADING to FULL, Loading Done

User Access Verification

Password:

BEl=enakle
Password:
Blgping 205_1e5.200.230

IType escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 20%_.1&€5.200.230, timeout is 2
seconds :

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/5/13 ms

Bl W

Copy Paste

L Top

Figura 47
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Verificaciéon de la Informacion de las ACLs

Coincidencias que han recibido las listas de acceso.

RZgshow access-lists
Standard IP access list 1
10 permit 192.1€8.30.0 0.0.0.255
20 permit 152.1€8.40.0 0.0.0.255
30 permit 152.1€8.4.0 0.0.3.255
Standard IP access list ADMIN
10 permit host 172.31.21.1
Extended IP access list 101
10 permit tcp any host 205.1€5.200.229 eq www
20 permit icmp any any echo-reply (10 match(es))

r23|

Figura 48
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Diagrama de la Topologia de Red totalmente Funcional

E Cisco Packet Tracer - C\Users\eison\,OneDrive - Universidad Nacional Abierta y a Distancia\CISCOVFINAL\Evaluacion — Prueba de habilidades practicas CCMA.pkt

File Edit Options View Tools Extensions Help

: 00 6|l =@
Back [Root] New Cluster| [Move Object| Set Tiled Background

T
T —

1941
R2 Server-FT
WEE SERVER

1941
R3

2900k24TT

& .l
PCPT PCPT
PC-C

FC-A

<

Time: 34:06:28 | |Powa Cyde Devioes”Fast Forward Trne|

DI we & s

| L1941 ) | 2901 ) | 2911 | a19m| .§1m| | 1240 | | 4321 )

eS|

2811 | |

Genaﬂc Genaﬂr. 1841

Figura 49
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CONCLUSIONES

Realizando el desarrollo y practica de los principios basicos del routing y swiching
de CCNA, la meta fue poder culminar en su totalidad las actividades propuestas por
el diplomado y de esta manera entender los conceptos y tecnologias base de la una
red.

Podemos indicar que fue de gran ayuda el material de apoyo proporcionado por el
diplomado ya que nos ayudo a desarrollar las actitudes necesarias para planificar e
iImplementar redes pequefias con una variedad de aplicaciones.

Asi como se indica en el desarrollo de la prueba de habilidades practicas CCNA,
esta actividad practica se centré en el aprendizaje del funcionamiento de los routers
y swiches y sus funciones en una red, en esta actividad aprendimos y pusimos en
practica todos los conceptos y conocimientos que obtuvimos a lo largo del curso.
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