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INTRODUCCION

La evaluacion denominada “Prueba de habilidades practicas”, forma parte de
las actividades evaluativas del Diplomado de Profundizacion CCNA, y busca
identificar el grado de desarrollo de competencias y habilidades que fueron
adquiridas a lo largo del diplomado. Lo esencial es poner a prueba los niveles
de comprensién y solucion de problemas relacionados con diversos aspectos
de Networking.

A continuacién se elaboran dos escenarios correspondientes a la temética de
implementacion de soluciones soportadas en enrutamiento avanzado como
etapa final del curso Diplomado de Profundizacion CCNA.
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DESARROLLO DE LOS ESCENARIOS

ESCENARIO 1

>

1541

ISP
—

Laptop-PT

Laptop-PT
PLop Laptop21

Laptopz0

Lapkop-PT
Laptop31

TABLA DE DIRECCIONAMIENTO

Laptop-PT PC31

Laptop30

Server-PT
Serverd

. E ; Interfaces Direcci6n IP MERENE 6o Gatew:ily
administrador subred predeterminado
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D

Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
Fa0/0,100 | 192.168.20.1 255.255.255.0 N/D
R2 Fa0/0,200 | 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 N/D
Se0/0/1 10.0.0.9 255.255.255.252 N/D
Fa0/0 192.168.30.1 255.255.255.0 N/D
R3 2001:db8:130::9C0:80F:301 | /64 N/D
Se0/0/0 10.0.0.6 255.255.255.252 N/D
Se0/0/1 10.0.0.10 255.255.255.252 N/D
SW2 VLAN 100 | N/D N/D N/D
VLAN 200 | N/D N/D N/D
SW3 VLAN1 N/D N/D N/D
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CONFIGURACIONES ESCENARIO 1

CONFIGURACION BASICA R1

Router>en
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#hostname R1

R1(config)#no ip domain-lookup

R1(config)#enable secret class

R1(config)#line con 0

R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption

R1(config)#banner motd $ Acceso no autorizado o prohibido! $
R1(config)#

CONFIGURACION BASICA R2

Router>en
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#hostname R2

R2(config)#no ip domain-lookup

R2(config)#enable secret class

R2(config)#line con 0

R2(config-line)#password cisco

R2(config-line)#login

R2(config-line)#exit

R2(config)#service password-encryption

R2(config)#banner motd $ Acceso no autorizado o prohibido! $
R2(config)#

CONFIGURACION BASICA R3

Router>en
Router#tconf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#hostname R3
R3(config)#no ip domain-lookup
R3(config)#enable secret class
R3(config)#line con 0
R3(config-line)#password cisco
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R3(config-line)#login

R3(config-line)#exit

R3(config)#service password-encryption

R3(config)#banner motd $ Acceso no autorizado o prohibido! $
R3(config)#

CONFIGURACION BASICA SW2

Switch>en
Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#hostname SW2

SW2(config)#no ip domain-lookup

SW2(config)#enable secret class

SW2(config)#line con 0

SW2(config-line)#password cisco
SW2(config-line)#login

SW2(config-line)#exit

SW2(config)#service password-encryption
SW2(config)#banner motd $ Solo personal autorizado! $
SW2(config)#

CONFIGURACION BASICA SW3

Switch>en
Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#hostname SW3

SW3(config)#no ip domain-lookup

SW3(config)#enable secret class

SW3(config)#line con 0

SW3(config-line)#password cisco
SW3(config-line)#login

SW3(config-line)#exit

SW3(config)#service password-encryption
SW3(config)#banner motd $ Solo personal autorizado! $
SW3(config)#

TABLA DE VLAN Y PUERTOS

Dispositivo| VLAN Nombre Interf
az
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces
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TABLA DE ENLACES TRONCALES

Dispositivo Interfaz Dispositivo
local local remoto
SW2 Fa0/2-3 100

VLAN SW 2

SW2(config)#vlan 100
SW2(config-vlan)#name LAPTOPS
SW2(config-vlan)#vlan 200
SW2(config-vlan)#name DESTOPS
SW2(config-vlan)#

VLAN PUERTOS SW2 F0/2-3 Y F0/4-5

SW2(config)#int range f0/2-3
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 100
SW2(config-if-range)#exit

SW2(config)#int range f0/4-5
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 200
SW2(config-if-range)#exit

SW2(config)#

VLAN TRONCAL SW2

SW2(config)#int range f0/2-3
SW2(config-if-range)#switchport mode trunk

SW2(config-if-range)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed

state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed

state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed

state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed

state to up
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SW2(config-if-range)#

INTERFACE S0/0/0 ISP

Router(config)#int s0/0/0
Router(config-if)#ip address 200.123.211.1 255.255.255.0
Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Router(config-if)#

INTERFACE S0/0/0 -R1

R1(config)#int s0/0/0
R1(config-if)#ip address 200.123.211.2 255.255.255.0
R1(config-if)#no shutdown

R1(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

R1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to
up

R1(config-if)#exit

INTERFACE S0/1/0 -R1

R1(config)#int s0/1/0
R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
R1(config-if)#exit

INTERFACE S0/1/1 -R1

R1(config)#int s0/1/1
R1(config-if)#ip address 10.0.0.5 255.255.255.252
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
R1(config-if)#

INTERFACE S0/0/0 —R2
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R2(config)#int s0/0/0
R2(config-if)#ip address 10.0.0.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

R2(config-if)#exit

INTERFACE S0/0/1 -R2

R2(config)#int s0/0/1
R2(config-if)#ip address 10.0.0.9 255.255.255.252
R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
R2(config-if)#exit

INTERFACE S0/0/0 -R3

R3(config)#int s0/0/0
R3(config-if)#ip address 10.0.0.6 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

R3(config-if)#exit
INTERFACE S0/0/1 -R3

R3(config)#int s0/0/1
R3(config-if)#ip address 10.0.0.10 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

R3(config-if)#exit

INTERFACE FO0/0 -R3

R3(config)#int f0/0
R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

9
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed

state to up

R3(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64

R3(config-if)#no shutdown
R3(config-if)#

INTERFACE F0/0.100 —R2

R2(config)#int f0/0.100

R2(config-subif)#encap dotlq 100

R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#no shutdown

R2(config-subif)#exit

INTERFACE F0/0.200 —R2

R2(config)#int f0/0.200

R2(config-subif)#encap dotlq 200

R2(config-subif)#ip address 192.168.20.1 255.255.255.0
R2(config-subif)#no shutdown

R2(config-subif)#exit

R2(config)#

10
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ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
que forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

Internet VLAN Direccionamiento Nombre
- | 30 192.168.30.0/24 Administracion
| 40 192.168.40.0/24 Mercadeo
209.165.200.230 | 200 192.168.200.0/24 Mantenimiento

209.165.200.224/29

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

FO/0 Buenos Aires
For2e 802.1Q

192.168.99.3
192.168.99.2

11
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CONFIGURACIONES ESCENARIO 2

1. Configurar el direccionamiento IP acorde con la topologia de red
para cada uno de los dispositivos que forman parte del escenario

o
PC-PT "\x
Internet_Pc L. ,,.-f

*“\,\ ,..-F""J Sg:r'-.fer-P'T
-~ ekver(l
~ MIAMI e
-
\ -
1841
RZ
4--_:-{"
. - -
socotd [ 7 ' BLENOS AIRES
1841
i R3

PC-A

CONFIGURACION BASICA R1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA

BOGOTA(config)#no ip domain-lookup
BOGOTA(config)#enable secret class

BOGOTA(config)#line con 0

BOGOTA(config-line)#password cisco
BOGOTA(config-line)#login

12
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BOGOTA(config-line)#exit

BOGOTA(config)#service password-encryption
BOGOTA(config)#banner motd $ Acceso no autorizado o prohibido!! $
BOGOTA(config)#

CONFIGURACION BASICA R2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MIAMI

MIAMI(config)# no ip domain-lookup

MIAMI(config)#enable secret class

MIAMI(config)#line con 0

MIAMI(config-line)#password cisco
MIAMI(config-line)#login

MIAMI(config-line)#exit

MIAMI(config)#service password-encryption
MIAMI(config)#banner motd $ Acceso no autorizado o prohibido!! $
MIAMI(config)#

CONFIGURACION BASICA R3

Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BUENOSAIRES
BUENOSAIRES(config)#no ip domain-lookup
BUENOSAIRES(config)#enable secret class
BUENOSAIRES(config)#line con 0
BUENOSAIRES(config-line)#password cisco
BUENOSAIRES(config-line)#login
BUENOSAIRES(config-line)#exit
BUENOSAIRES(config)#service password-encryption
BUENOSAIRES(config)#banner motd $ Acceso no autorizado o prohibido!! $
BUENOSAIRES(config)#

CONFIGURACION BASICA S1

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1

S1(config)#no ip domain-lookup

S1(config)#enable secret class

S1(config)#line con 0

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#exit

13
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S1(config)#service password-encryption
S1(config)#banner motd $ Solo personal autorizado!! $
S1(config)#

CONFIGURACION BASICA S3

Switch>en
Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#hostname S3

S3(config)#no ip domain-lookup

S3(config)#enable secret class

S3(config)#line con 0

S3(config-line)#password cisco

S3(config-line)#login

S3(config-line)#exit

S3(config)#service password-encryption
S3(config)#banner motd $ Solo personal autorizado!! $
S3(config)#

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los

siguientes criterios:

OSPFv2 area 0
Configuration Item or Task Specification

Router ID R1 1.1.1.1
Router ID R2

5.5.5.5
Router ID R3

8.8.8.8
Configurar todas las interfaces LAN como
pasivas
Establecer el ancho de banda para enlaces
seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Verificar informacion de OSPF

BOGOTA(config)#router ospf 1
BOGOTA(config-router)#router-id 1.1.1.1

BOGOTA(config-router)#network 172.31.21.0 0.0.0.3 area 0
BOGOTA(config-router)#network 192.168.30.0 0.0.0.255 area 0
BOGOTA(config-router)#network 192.168.40.0 0.0.0.255 area 0
BOGOTA(config-router)#network 192.168.200.0 0.0.0.255 area 0

BOGOTA(config-router)#

14
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BOGOTA(config-router)#passive-interface f0/0.30
BOGOTA(config-router)#passive-interface f0/0.40
BOGOTA(config-router)#passive-interface f0/0.200
BOGOTA(config-router)#

BOGOTA(config)#int s0/0/0
BOGOTA(config-if)#bandwidth 256
BOGOTA(config-if)#ip ospf cost 9500
BOGOTA(config-if)#

MIAMI(config)#router ospf 1

MIAMI(config-router)#router-id 5.5.5.5

MIAMI(config-router)#network 172.31.21.0 0.0.0.3 area 0
MIAMI(config-router)#

00:16:21: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/1/0 from
LOADING to FULL, Loading Done

MIAMI(config-router)#network 172.31.23.0 0.0.0.3 area 0
MIAMI(config-router)#network 10.10.10.0 0.0.0.255 area 0
MIAMI(config-router)#
MIAMI(config-router)#passive-interface f0/1
MIAMI(config-router)#exit

MIAMI(config)#int s0/1/1

MIAMI(config-if)#bandwidth 256

MIAMI(config-if)#ip ospf cost 9500

MIAMI(config-if)#

BUENOSAIRES(config)#router ospf 1
BUENOSAIRES(config-router)#router-id 8.8.8.8
BUENOSAIRES(config-router)#network 172.31.23.0 0.0.0.3 area 0
BUENOSAIRES(config-router)#

00:25:00: %OSPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/0 from
LOADING to FULL, Loading Done

BUENOSAIRES(config-router)#network 192.168.4.0 0.0.3.255 area 0
BUENOSAIRES(config-router)#passive-interface lo4
BUENOSAIRES(config-router)#passive-interface 105
BUENOSAIRES(config-router)#passive-interface 106
BUENOSAIRES(config-router)#exit

BUENOSAIRES(config)#int s0/0/0
BUENOSAIRES(config-if)#bandwidth 256
BUENOSAIRES(config-if)#ip ospf cost 9500
BUENOSAIRES(config-if)#

15
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MIAMT (config)#router aospf 1

MIAMT (config-router) froucer-id 5. 5. 5.5

MIANT (config-router) fnetwork 172.31.E1.0 0.0.0.32 area O

MIAMT iconfig-router) #

O0:16:21: %05PF-L5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0yf1s0
from LOADING to FULL, Loading Done

MIANT (config-router) fnetwork 172Z_31_.E2.0 0.0.0.32 area O
MIAMNT (config-router) fnetwork 10.10.10.0 O.0.0_2Z55 area 0O
MIAMNT (config-router) #

MIAT (config-router) fpassive-inter face £0/,1

MIAMNT (config-router) fexit

MIAMT (config)#int =s0,151

MIAMI iconfig-if)fbandwidth 256

MIAMMT (config-ifl#ip ospf cost 9500

MIAMI (config-if)#

BOGOTA{config) frouter ospf 1
BOGOTA(config-router ) fronter-id 1.1.1_1
BOGOTA(config-router ) fnetwork 172.31.21.0 0.0.0.3 area 0
BOGOTA(config-router ) fnetwork 122.163_.30.0 0.0.0.255 area 0O
EOGOTA{config-router ) fnecwork 12Z.168_.40.0 0.0.0.E85 area 0
BOGOTA{config-router ) fnetwork 192.162_Z00.0 0.0.0_Z25E5E area 0
BOGOTA(config-router) §

EUENOSATRES (config) #frouater ospf 1

BEUENOSATRES (config-router) frouter-id 2. 8. 8.8

EUENOSATRES (config-router) fnetwork 172.31.23.0 0.0.0.32 area 0O
EUENOSATRES (config-router) #

oo:zE&:00: %05PF-L-ADJCHG: Process 1, WNbr 5. 5.5, 5 on Serial0ysOrs0
from LOADING to FULL, Loading Done

EUENOSATRES (config-router) fnetwork 192 168.4.0 0.0.3.Z55 area 0
BUENOSATRES (config-router) fpassive-interface lod

EUENOSATPRES (config-router) fpassive-interface lob

BUENOSATRES (config-router) frassive-interface loé

EUENOSATRES (config-router) fexit

BEUENOSAIRES (config) #int s0/050

EUENOSAIRES (config-if) fhandwidth 256

BUEMOSATRES (config-ififfip ospf cost 3500

16
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e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

HNIAMIf=show ip ospf neighbor

Neighbor ID Pri State Dead Time Address
Interface

1.1.1.1 u] FULLS - o0-o00: 34 172.31.21.1
Serialls1ls0

Z.g.2.8 u] FULLYS - o0-00:31 17E.21.23.E
Zerialdf1l/s1

MIAMIS]

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

MNIAMNTIH#=show ip ospf interface

FastEthernetOys]1l is up, line protocol i=s up
Internet address i=s 10.10_.10.10/24, Area O
Process I 1, Router ID 5. E_E5_ &, Metwork Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State WAITING, Priority 1
No desigmated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Betransmit &
No Hellos (Passiwve interface)
Index 171, flood cqueus length 0
Next 0x0{0) /0x0{0)
Last flood scan length is 1, maXimgm is 1
Last flood scan time is 0 msec, maXimam is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighboris)
Berialls1ls1 is up, line protocol is up
Internet address is 172.31.Z23.1/30, Area O
Process I 1, Router ID 5. E_L5_ &, Metwork Type POINT-TO-POINT, Cost: 2500
Tran=smit Delay is 1 sec, State POINT-TO-POIMT, Priority 0O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit &
Hello due in 00:00:00
Index Z/2, flood ogqueus length 0
Next 0x0(0)/0x0{0)
Last flood scan length is 1, maximam is 1
Last flood scan time is 0 msec, maxXimuam is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 5.8.5.8
Suppress hello for 0 neighboris)
Serialls1ls 0 is up, line protocol is up
Internet address is 172.31.Z21.E/30, Area O
Process I 1, Router ID 5. 5_5_5, Metwork Type POINT-TO-POINT, Cost: &4
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit &
Hello dus in 00:00:09
Index 3,3, flood cqueus length 0
Next 0x0(0)/0x0{0)
Last flood scan length is 1, maxXimgm is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbhor Count is 1 , Adjacent neighbor count is 1
Addjacent with neighbor 1.1.1.1
tuppress hello for 0 neighboris)
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e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router

router ospf 1

router-id L 5. 5.5
log-adjacency-changeas
passive-inter face FastEthernhetO/1
network 172.31.21.0 0.0.0.3 area 0O
network 172.31.23.0 0.0.0.3 area 0

network 10.10.10.0 0.0_.0_.2ZEE5 area 0O
1

3. Configurar VLANSs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches
acorde a latopologia de red establecida.

S1(config)#

S1(config)#int f0/3
S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#

S1(config)#int f0/24
S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#no shutdown

S1(config-if)#

S1(config)#int range fa0/1-2, fa0/4-24
S1(config-if-range)#switchport mode access
S1(config-if-range)#

S1(config)#int f0/1
S1(config-if)#switchport mode access
S1(config-if)#switchport access vlan 30
S1(config-if)#int range fa0/1-2, fa0/4-24
S1(config-if-range)#shutdown

S1(config)#int vlan 200
S1(config-if)#
%LINK-5-CHANGED: Interface VIan200, changed state to up

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#
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S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30

S3(config-vlan)#name ADMINISTRACION
S3(config-vlan)#vlan 40

S3(config-vlan)#name MERCADEO

S3(config-vlan)#vlan 200

S3(config-vlan)#name MANTENIMIENTO
S3(config-vlan)#exit

S3(config)#

S3(config)#int vlan 200

S3(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up
S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#

S3(config)#ip default-gateway 192.168.99.1
S3(config)#
S3#

S3(config)#int f0/3
S3(config-if)#switchport mode trunk
S3(config-if)#switchport trunk native vlan 1
S3(config-if)#

S3(config)#int range fa0/1-2, fa0/4-24
S3(config-if-range)#switchport mode access
S3(config-if-range)#

S3(config)#int f0/1
S3(config-if)#switchport mode access
S3(config-if)#switchport access vlan 40
S3(config-if)#int range fa0/1-2, fa0/4-24
S3(config-if-range)#shutdown

BOGOTA(config)#int f0/0.30
BOGOTA(config-subif)#description accounting LAN
BOGOTA(config-subif)#encapsulation dotlq 30
BOGOTA(config-subif)#ip address 192.168.30.1 255.255.255.0
BOGOTA(config-subif)#

BOGOTA(config)#int f0/0.40
BOGOTA(config-subif)#description accounting LAN
BOGOTA(config-subif)#encapsulation dotlq 40
BOGOTA(config-subif)#ip address 192.168.40.1 255.255.255.0
BOGOTA(config-subif)#

BOGOTA(config)#int f0/0.200
BOGOTA(config-subif)#description accounting LAN
BOGOTA(config-subif)#encapsulation dotlqg 200
BOGOTA(config-subif)#ip address 192.168.200.1 255.255.255.0
BOGOTA(config-subif)#
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4. En el Switch 3 deshabilitar DNS lookup

S3(config)#no ip domain-lookup

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#

S3(config)#ip default-gateway 192.168.99.1
S3(config)#

6. Desactivar todas las interfaces que no sean utilizadas en el
esquema de red.

S1(config-if)#int range fa0/1-2, fa0/4-24
S1(config-if-range)#shutdown

S3(config-if)#int range fa0/1-2, fa0/4-24
S3(config-if-range)#shutdown

7. Implement DHCP and NAT for IPv4

MIAMI(config)#user webuser privilege 15 secret cisco12345
MIAMI(config)#ip nat inside source static 10.10.10.10 209.165.200.229
MIAMI(config)#int f0/0

MIAMI(config-if)#ip nat outside

MIAMI(config-if)#exit

MIAMI(config)#int fO/1

MIAMI(config-if)#ip nat inside

MIAMI(config-if)#

MIAMI(config-if)#exit

MIAMI(config)#access-list 1 permit 192.168.30.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.40.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.4.0 0.0.3.255
MIAMI(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.229
netmask 255.255.255.248
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MIAMI(config)#

8. Configurar R1 como servidor DHCP para las VLANs 30y 40.

BOGOTA(config)#ip dnhcp pool ADMINISTRACION
BOGOTA(dhcp-config)#dns-server 10.10.10.11
BOGOTA(dhcp-config)#default-router 192.168.30.1
BOGOTA(dhcp-config)#network 192.168.30.0 255.255.255.0
BOGOTA(dhcp-config)#

BOGOTA(config)#ip dhcp pool MERCADEO
BOGOTA(dhcp-config)#dns-server 10.10.10.11
BOGOTA(dhcp-config)#default-router 192.168.40.1
BOGOTA(dhcp-config)#network 192.168.40.0 255.255.255.0
BOGOTA(dhcp-config)#

9. Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para
configuraciones estaticas.

BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
BOGOTA(config)#ip dhcp excluded-address 192.168.30.1 192.168.40.30
BOGOTA(config)#

10.Configurar NAT en R2 para permitir que los host puedan salir a
internet

MIAMI(config)#int f0/0
MIAMI(config-if)#ip nat outside
MIAMI(config-if)#exit
MIAMI(config)#int fO/1
MIAMI(config-if)#ip nat inside
MIAMI(config-if)#

11.Configurar al menos dos listas de acceso de tipo estandar a su
criterio en pararestringir o permitir trafico desde R1 o R3 hacia R2.

MIAMI(config)#access-list 1 permit 192.168.30.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.40.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.4.0 0.0.3.255
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MIAMI(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.229
netmask 255.255.255.248

MIAMI(config)#ip access-list standard ADMIN
MIAMI(config-std-nacl)#permit host 172.31.21.1
MIAMI(config-std-nacl)#exit
MIAMI(config)#line vty 0 4
MIAMI(config-line)#access-class ADMIN in
MIAMI(config-line)#

12.Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde
R1 o R3 hacia R2.

MIAMI(config)#access-list 100 permit tcp any host 209.165.200.229 eq www
MIAMI(config)#access-list 100 permit icmp any any echo-reply

13.Verificar procesos de comunicacion y redireccionamiento de trafico
en los routers mediante el uso de Ping y Traceroute.

MIaMIffzhow access—-lists
Standard IP access list 1
10 perwmit 19Z2.162._.30.0 0.0_0_2ZE&%5
z0 perwmit 122.163.40.0 0.0_0_2&5
20 permit 19Z.168.4.0 0.0_3_EEL
Standard IP access list ADMIN
10 perwmit host 17z2.31.21.1
Extended IP access list 100
10 permit tcocp any host EO0S_ 165 zZ00_Z23 eq s
Z0 permit icmp any any echo-reply

BOGOTAfping Z0%3_ 165 _z2Z00_ZZ0

Type escape sedquence to abort.

Sending &, 100-byte ICMP Echos to Z0O9_ 165 Z00_230, timeocuk is 2
seconds:

Success rate is 20 percent (4/5), round-trip minfavg/max = 175718
ms

BOGOTAE
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CONCLUSIONES

De acuerdo con los contenidos vistos dentro del curso Diplomado de
Profundizacion Cisco CCNA, se logra conceptualizar con claridad el térmiono
red, que es un conjunto de dispositivos conectados por medio de cables,
ondas, sefiales, y demas métodos de transporte de datos para compartir
informacion y servicios.

El protocolo DHCP es disefiado para ahorrar tiempo en la gestion de
direccionamiento IP en una red extensa. Este servicio se encuentra activo en
un servidor donde administra las direcciones de la red.
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