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Introduccioén

Por medio del presente trabajo, se pretende evidenciar por medio de
escenario practicos la implementacién de todos los conocimientos adquiridos
durante el proceso de formacién en el diplomado de profundizacion, son
amplios los conocimientos, las ensefianzas pero sobre todo el aprendizaje
adquirido redunda en buenos resultados profesionales en mi haber, el
seleccionar esta opcion de grado, afianza sustancialmente mis conocimientos
en un campo que a nivel laboral es pertinente solidificar la experiencia en el
campo, al tener materiales tan puntuales solidos y suficientes, como
estudiantes podemos garantizarnos un aprendizaje autbnomo, colaborativo, y
sobre todo orientado a la practica del conocimiento, me deja muchas
ensefianzas pero sobre todo me garantiza que el conocimiento en esta rama
tecnoldgica, tiene aun mucho mas que ampliarse, todo en pro y beneficio de
lograr solidificar un mayor conocimiento que redunde en mi caso personal en

mejores procesos de formacién hacia mis estudiantes.
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1. ESCENARIO No. 1

SITUACION

En esta actividad, demostrara y reforzara su capacidad para implementar
NAT, servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la
configuracion de direcciones IP, las VLAN, los enlaces troncales y las
subinterfaces. Todas las pruebas de alcance deben realizarse a través de ping
Unicamente.
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Figura 1-1: Topologia escenario 2.
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Tabla de direccionamiento

El . ., Mascara Gateway
administrador RS ECES Direccion IP de predeterminado
subred
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
Fa0/0,100 192.168.20.1 255.255.255.0 N/D
R2 Fa0/0,200 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 N/D
Se0/0/1 10.0.0.9 255.255.255.252 N/D
192.168.30.1 255.255.255.0 N/D
Fa0/0
R3 2001:db8:130::9C0:80F:301 /64 N/D
Se0/0/0 10.0.0.6 255.255.255.252 N/D
Se0/0/1 10.0.0.10 255.255.255.252 N/D
SW2 VLAN 100 N/D N/D N/D
VLAN 200 N/D N/D N/D
SW3 VLAN1 N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP
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Tabla de asignacion de VLAN y de puertos

Dispositivo | VLAN Nombre Interfa
z
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SwW3 1 - Todas las interfaces

Tabla de enlaces troncales

Dispositivo local | Interfaz local | Dispositivo remoto

SW2 Fa0/2-3 100

IMPLEMENTACION TOPOGRAFIA

le » . "
I el
DImsOe snasaeeasaean®

-
"i‘i--i. : Emty 7T Oepty

Fuente propia, Rodriguez Holman Diciembre 2018
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1.1.

Descripcién de actividades.

1.1.1. SW1VLANY las asighaciones de puertos de VLAN deben cumplir con

latabla 1.

Switch(config)#vlan100

Switch(config-vlan)#name VLANO0100
Switch(config-vlan)# vlan100
Switch(config-vlan)#name VLANO0200
Switch(config-vlan)#exit

Switch(config)#int range f0/2-3
Switch(config-if-range)#switchport mode access
Switch(config-if-range)# switchport access vlan 100
Switch(config-if-range)# int range f0/4-5
Switch(config-if-range)#switchport mode access
Switch(config-if-range)# switchport access vlan 200
Switch(config-if-range)# int f0/1

Switch(config-if)# switchport mode trunk
Switch(config-if)# int range fa0/6-24
Switch(config-if-range)#no shutdown
Switch(config-if-range)#exit

Switch(config)#

RESULTADO

Switch#tshow vlan

VLAN Name Status Ports

1 default active Fa0/6, Fa0/7, Fa0/8, Fa0/9
Fa0/10, Fa0/11, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/16, Fa0/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Fa0/24, Gig0/1
Gig0/2

100 VLANO100 active Fa0/2, Fa0/3
200 VLANO0200 active Fa0/4, Fa0/5
1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Trans1 Trans2
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1 enet 100001 1500 - - - - - 00
100 enet 100100 1500 - - - - - 00
200 enet 100200 1500 - - - - - 00
1002 fddi 101002 1500 - - - - - 00

1.1.2. Lainformacion de direccién IP R1, R2 y R3 debe cumplir con la tabla
1.

CONFIGURACION R2 (Router)

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to up

Router>ENABLE

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int f0/0.100
Router(config-subif)#encaptulation dot1Q 100
Router(config)#ip address 192.168.20.1 255.255.255.0
Router(config)#int f0/0.200
Router(config-subif)#encaptulation dot1Q 200
Router(config)#ip address 192.168.21.1 255.255.255.0
Router(config)#int f0/0

Router(config-if)#no shutdown

Router(config-if)#int s/0/0/0

Router(config-if)#ip address 10.0.0.2 255.255.255.252
Router(config-if)# int s/0/0/1

Router(config-if)#ip address 10.0.0.9 255.255.255.252
Router(config-if)#no shutdown

RESULTADO

interface FastEthernet0/0.100
encapsulation dot1Q 100

ip address 192.168.20.1 255.255.255.0
|

interface FastEthernet0/0.200
encapsulation dot1Q 200

ip address 192.168.21.1 255.255.255.0
|

interface FastEthernet0/1
no ip address
duplex auto
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speed auto

shutdown

I

interface Serial0/0/0

ip address 10.0.0.2 255.255.255.252
|

interface Serial0/0/1
ip address 10.0.0.9 255.255.255.252
|

interface Serial0/1/0
no ip address

clock rate 2000000
shutdown

|

interface Serial0/1/1
no ip address

clock rate 2000000
shutdown

|

interface Vlanl

no ip address
shutdown

|

router rip

version 2

network 10.0.0.0
network 192.168.20.0
network 192.168.21.0
|

ip classless
|

ip flow-export version 9

CONFIGURACION R1 (Router)

Router>ENABLE
Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)# int s/0/0/0

Router(config-if)#ip address 200.123.211.2 255.255.255.0
Router(config-if)#no shutdown

Router(config)# int s/0/1/0

Router(config-if)#ip address 10.0.0.1 255.255.255.252
Router(config-if)#no shutdown

Router(config)# int s/0/1/1

Router(config-if)#ip address 10.0.0.5 255.255.255.252
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Router(config-if)#no shutdown
RESULTADO

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/0/0

ip address 200.123.211.2 255.255.255.0
ip nat outside

I

interface Serial0/0/1

ip address 10.0.0.9 255.255.255.252
clock rate 2000000

I

interface Serial0/1/0

ip address 10.0.0.1 255.255.255.252
ip nat inside

clock rate 2000000

CONFIGURACION R3 (Router)

Router>ENABLE

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# ipv6 unicast-routing

Router(config)# int f0/0

Router(config-if)#ip address 192.168.30.1 255.255.255.0
Router(config-if)#ip address 2001:db8:130::9C0:80F:301/64
Router(config-if)#ipv6 dhcp server Vlanl
Router(config-if)#ipv6 nd other-config-flag
Router(config-if)#no shutdown

Router(config)# int s/0/0/0

Router(config-if)#ip address 10.0.0.6 255.255.255.252
Router(config-if)#no shutdown

Router(config)# int s/0/0/1

Router(config-if)#ip address 10.0.0.9 255.255.255.252
Router(config-if)#no shutdown

RESULTADO

interface FastEthernet0/0
ip address 192.168.30.1 255.255.255.0
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duplex auto

speed auto

ipv6 address 2001:DB8:130:9C0:80F:301:0:1/64
ipv6 nd other-config-flag

ipv6 dhcp server cisco

|

interface FastEthernet0/1
no ip address

duplex auto

speed auto

shutdown

!

interface Serial0/0/0

ip address 10.0.0.6 255.255.255.252
clock rate 2000000

!

interface Serial0/0/1

ip address 10.0.0.10 255.255.255.252
clock rate 2000000

!

interface Serial0/1/0

no ip address

clock rate 2000000

!

interface Serial0/1/1

no ip address

clock rate 2000000

1.1.3. Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30y PC31

deben obtener informacién IPv4 del servidor DHCP.

CONFIGURACION R2 (Router) - DHCP

Router(config)#ip dhcp pool Vlanl
Router(dhcp-config)#network 192.168.20.1 255.255.255.0
Router(dhcp-config)#default-router 192.168.20.1
Router(dhcp-config)# ip dhcp pool Vian2
Router(dhcp-config)#network 192.168.21.1 255.255.255.0
Router(dhcp-config)#default-router 192.168.21.1
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CONFIGURACION R3 (Router) - DHCP

Router(config)#ip dhcp pool Vianl
Router(dhcp-config)#network 192.168.30.1 255.255.255.0
Router(dhcp-config)#default-router 192.168.30.1
Router(dhcp-config)# ipv6 dhcp pool Vianl
Router(config-dhcpv6)# dns-server 2001:db8:130::
Router(config-dhcpveé)#exit

Router(config)#

i | ==
SR O RSt EREEeREe
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Fuente propia, Rodriguez Holman Diciembre 2018
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1.1.4. R1 debe realizar una NAT con sobrecarga sobre una direccién IPv4
publica. Asegurese de que todos los terminales pueden comunicarse
con Internet publica (haga ping a la direccion ISP) y la lista de acceso
estandar se [lama INSIDE-DEVS.

Router#CONFIGURE TERMINAL

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip nat pool INSIDE-DEVS 200.123.211.2 200.123.21.128 netmask
255.255.255.0

Router(config)#access-list 1 permit 192.168.0.0 0.0.255.255
Router(config)#access-list 1 permit 10.0.0.0 0.0.0.255
Router(config)#ip nat inside source list 1 int sO/0/0
Router(config)#ip nat inside source list 1 int s0/0/0 overload
Router(config)#int 0/1/0

Router(config-if)#ip nat inside

Router(config-if)#int 0/1/1

Router(config-if)#ip nat inside

Router(config-if)#int 0/0/0

Router(config-if)#ip nat outside

L S T A N Ny Sy fve e o -

Fuente propia, Rodriguez Holman Diciembre 2018
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1.1.5. R1 debe tener unaruta estatica predeterminada al ISP que se
configurd y que incluye esa ruta en el dominio RIPv2.

Router>ENABLE
Router#SHOW RUNNING-CONFIG
Building configuration...

Current configuration : 1260 bytes
version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
hostname Router

no ip cef

no ipv6 cef

spanning-tree mode pvst
interface FastEthernet0/0

no ip address

duplex auto

speed auto

shutdown

|

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/0/0




ip address 200.123.211.2 255.255.255.0
ip nat outside

I

interface Serial0/0/1

ip address 10.0.0.9 255.255.255.252
clock rate 2000000

I

interface Serial0/1/0

ip address 10.0.0.1 255.255.255.252
ip nat inside

clock rate 2000000

|

interface Serial0/1/1

ip address 10.0.0.5 255.255.255.252
ip nat inside

|

interface Vlanl

no ip address

shutdown

I

router rip

version 2

network 10.0.0.0

default-information originate

no auto-summary

ip nat pool 1 200.168.10.1 200.168.10.1 netmask 255.255.255.0
ip nat inside source list INSIDE-DEVS pool 1 overload
ip classless

ip route 0.0.0.0 0.0.0.0 Serial0/0/0

ip flow-export version 9

ip access-list standard INSIDE-DEVS
permit 192.168.20.0 0.0.0.255
permit 192.168.21.0 0.0.0.255
permit 192.168.30.0 0.0.0.255

line con 0

line aux O

linevty 04

login

end

1.1.6.R2 es un servidor de DHCP para los dispositivos conectados al
puerto FastEthernet0/O0.

RESULTADOS GENERADOS CONFIGURACION PUNTO
Building configuration...

Current configuration : 1330 bytes
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version 12.4

no service timestamps log datetime msec

no service timestamps debug datetime msec
no service password-encryption

|

hostname Router
!

ip dhcp excluded-address 192.168.20.1
ip dhcp excluded-address 192.168.21.1
|

ip dhcp pool vian100

network 192.168.20.0 255.255.255.0
default-router 192.168.20.1

ip dhcp pool vian200

network 192.168.21.0 255.255.255.0
default-router 192.168.21.1

!

no ip cef

no ipv6 cef

!

spanning-tree mode pvst

!

interface FastEthernet0/0

no ip address

duplex auto

speed auto

!

interface FastEthernet0/0.100
encapsulation dot1Q 100

ip address 192.168.20.1 255.255.255.0
!

interface FastEthernet0/0.200
encapsulation dot1Q 200

ip address 192.168.21.1 255.255.255.0
|

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

I

interface Serial0/0/0

ip address 10.0.0.2 255.255.255.252
|

interface Serial0/0/1
ip address 10.0.0.9 255.255.255.252
]

interface Serial0/1/0
no ip address
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clock rate 2000000
shutdown

1

interface Serial0/1/1
no ip address

clock rate 2000000
shutdown

|

interface Vlanl

no ip address
shutdown

|

router rip

version 2

network 10.0.0.0
network 192.168.20.0
network 192.168.21.0
1

ip classless

I

ip flow-export version 9
line con 0

I

line aux 0

!

linevty 04
login

!
end

1.1.7. El Servidor0 es s6lo un servidor IPv6 y solo debe ser accesibles para

los dispositivos en R3 (ping).

C:\>ping 192.168.20.2

Pinging 192.168.20.2 with 32 bytes of data:

Reply from 192.168.20.2: bytes=32 time=11ms TTL=127
Reply from 192.168.20.2: bytes=32 time<lms TTL=127
Reply from 192.168.20.2: bytes=32 time<lms TTL=127
Reply from 192.168.20.2: bytes=32 time<lms TTL=127

Ping statistics for 192.168.20.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0Oms, Maximum = 11ms, Average = 2ms
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C:\>
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1.1.8. La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de
Laptop3l, de PC30y obligacion de configurados PC31 simultaneas
(dual-stack). Las direcciones se deben configurar mediante DHCP y
DHCPvV6.

LAPTOP30 (2)

\>PING 192.168.30.4
Pinging 192.168.30.4 with 32 bytes of data:

Reply from 192.168.30.4: bytes=32 time=3ms TTL=128
Reply from 192.168.30.4: bytes=32 time<lms TTL=128
Reply from 192.168.30.4: bytes=32 time<lms TTL=128
Reply from 192.168.30.4: bytes=32 time<lms TTL=128

Ping statistics for 192.168.30.4:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 3ms, Average = 0ms

C\>
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LAPTOP 31 (3)

Packet Tracer PC Command Line 1.0
C:\>PING 192.168.30.2

Pinging 192.168.30.2 with 32 bytes of data:

Reply from 192.168.30.2: bytes=32 time=6ms TTL=128
Reply from 192.168.30.2: bytes=32 time=13ms TTL=128
Reply from 192.168.30.2: bytes=32 time=13ms TTL=128
Reply from 192.168.30.2: bytes=32 time=7ms TTL=128

Ping statistics for 192.168.30.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 6ms, Maximum = 13ms, Average = 9ms

C\>




26

1 Coon Pecet Trachr - DriTmogielioe (ME 1 € esonaonde /ALY Dnpermece Taadont o’ Enacicn | matmomer, b g 13 amams | a1

Fuente propia, Rodriguez Holman Diciembre 2018

1.1.9. Lainterfaz FastEthernet 0/0 del R3 también deben tener direcciones
IPv4 e IPv6 configuradas (dual- stack).

Router>ENABLE

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# ipv6 unicast-routing

Router(config)# int f0/0

Router(config-if)#ip address 192.168.30.1 255.255.255.0
Router(config-if)#ip address 2001:db8:130::9C0:80F:301/64
Router(config-if)#ipv6 dhcp server Vlanl
Router(config-if)#ipv6 nd other-config-flag
Router(config-if)#no shutdown

Router(config)# int s/0/0/0

Router(config-if)#ip address 10.0.0.6 255.255.255.252
Router(config-if)#no shutdown

Router(config)# int s/0/0/1

Router(config-if)#ip address 10.0.0.9 255.255.255.252
Router(config-if)#no shutdown

RESULTADO

interface FastEthernet0/0
ip address 192.168.30.1 255.255.255.0
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duplex auto

speed auto

ipv6 address 2001:DB8:130:9C0:80F:301:0:1/64
ipv6 nd other-config-flag

ipv6 dhcp server cisco

1.1.10. R1, R2 y R3 intercambian informacién de routing mediante RIP

version 2.

CONFIGURACION R2 (Router)

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#network 192.168.30.0
Router(config-router)# network 192.168.20.0
Router(config-router)# network 192.168.21.0
Router(config-router)# network 10.0.0.0

Router(config-router)# network 10.0.0.8

CONFIGURACION R1 (Router)

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#ip route 0.0.0.0 0.0.0.0 s0/0/0
Router(config)#router rip

Router(config-router)# network 10.0.0.4

Router(config-router)# network 10.0.0.0

Router(config-router)# default- information originate

CONFIGURACION R3 (Router)

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#network 192.168.0.0
Router(config-router)# network 10.0.0.8

Router(config-router)# network 10.0.0.4
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1.1.11. Verifique la conectividad. Todos los terminales deben poder
hacer ping entre siy ala direccion IP del ISP. Los terminales bajo el
R3 deberian poder hacer IPv6-ping entre ellos y el servidor.

Desde LAPTOP 3 HACIA R3- IPV6
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2. ESCENARIO No. 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada
uno de los dispositivos que forman parte del escenario, acorde con los
lineamientos establecidos para el direccionamiento I[P, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

VIAN Direcclonamiento Nombre

Internet

30 152.168.30.0/24 Administrackon
40 | 190.168400/24 |  Mercideo |
209.165.200.230 200 192.168,200.0/24 Martenimeento

Miami e Lo0 J web Server
] 10.10.10.10/32

172.31.23.0/30

Lod 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192,168.99.3

Figura 2-1:  Topologia escenario 2.
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2.1

2.2

Dispositivos requeridos.

3 Routers (Cisco 1841) con 2 puertos FastEthernet, 2 puertos Seriales
2 Switches (Cisco 2960)

1 Servidor (Genérico PT)

3 PCs con sistema operativo Windows 7, con tarjeta de red

Cables Serial y Ethernet

Configuracion de un PC pjnara ubicarlo como “Internet-PC” en la topologia

Desarrollo Escenario 2

2.2.1.1 Configurar el direccionamiento IP acorde con la topologia de
red para cada uno de los dispositivos que forman parte del escenario.

2.2.1.2 Configuracién basica de dispositivos

Configuracion de cada Router, Switch, equipos PC, Web Server basado en la
topologia solicitada.

AN N N N N N N SR NRN

R1: Denominado “BOGOTA”

R2: Denominado “MIAMI”

R3: Denominado “BUENOSAIRES”

S1: Denominado “S1”

S3: Denominado “S3”

Exec Password: holman

Console Access Password: ccna

Telnet Access Password: ccna
Encriptar contrasefias

MOTD banner: Prohibido personal no autorizado
A cada Switch deshabilitar DNS lookup
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CONFIGURACION INTERNET-PC
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2.2.1.3 CONFIGURACION SEGURIDAD ROUTER R1 A R3

R1-BOGOTA

Router#CONFIGURE TERMINAL

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#thostname bogota

bogota(config)#no ip domain-lookup

bogota(config)#enable secret holman

bogota(config)#line con 0

bogota(config-line)#password ccna

bogota(config-line)#login

bogota(config-line)#line vty 0 4

bogota(config-line)#password ccna

bogota(config-line)#login

bogota(config-line)#exit

bogota(config)#service password-encryption

bogota(config)# banner motd $ Unathorizad Access is prohibited $% Incomplete

command.

R2 - MIAMI

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#thostname miami

miami(config)#no ip domain-lookup

miami(config)#enable secret holman

miami(config)#line con 0

miami(config-line)#password ccna

miami(config-line)#login

miami(config-line)#line vty 0 4

miami(config-line)#password ccna

miami(config-line)#login

miami(config-line)#exit

miami(config)#service password-encryption
miami(config)#banner motd $ Unathorizad Access is prohibited $
miami(config)#
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R3 — BUENOSAIRES

Router>ENABLE

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname buenosaires
buenosaires(config)#no ip domain-lookup
buenosaires(config)#enable secret holman
buenosaires(config)#line con 0
buenosaires(config-line)#password ccna
buenosaires(config-line)#login

buenosaires(config-line)#line vty 0 4
buenosaires(config-line)#password ccna
buenosaires(config-line)#login

buenosaires(config-line)#exit

buenosaires(config)#service password-encryption
buenosaires(config)#banner motd S Unathorizad Access is prohibited S
buenosaires(config)#

buenosaires#

2.2.1.4 Configurar el protocolo de enrutamiento OSPFv2 bajo los
siguientes criterios.

Configuration Item or Task Specification
Router IDR1 1.1.1.1
Router ID R2
5.5.5.5
Router ID R3
8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales en | 256 Kb/s

Ajustar el costo en la métrica de SO/0 a 9500

2.2.1.5 CONFIGURACION DE SEGURIDAD A SWITCH, VLANS 802.1Q
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802.1Q - BOGOTA

bogota(config)#int f0/0.30

bogota(config-subif)#description accounting LAN
bogota(config-subif)#encapsulation dotlq 30
bogota(config-subif)#ip address 192.168.30.1 255.255.255.0
bogota(config-subif)#int f0/0.200
bogota(config-subif)#description accounting LAN
bogota(config-subif)#encapsulation dotlq 200
bogota(config-subif)#ip address 192.168.200.1 255.255.255.0
bogota(config-subif)#int f0/0.40
bogota(config-subif)#description accounting LAN
bogota(config-subif)#encapsulation dotlq 40
bogota(config-subif)#ip address 192.168.40.1 255.255.255.0

bogota(config-subif)#

Fuente propia, Rodriguez Holman Diciembre 2018

PRUEBA DE CONECTIVIDAD
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2.2.1.6 OSPFv2 Router 1 al 3.

OSPF AREA 0 -R1-BOGOTA

bogota(config-router)#router-id 1.1.1.1

bogota(config-router)#network 172.31.21.0 0.0.0.3 area 0
bogota(config-router)#network 192.168.30.0 0.0.0.255 area 0
bogota(config-router)#network 192.168.40.0 0.0.0.255 area 0
bogota(config-router)#network 192.168.200.0 0.0.0.255 area 0

bogota(config-router)#passive-interface f0/0.30
bogota(config-router)#

bogota(config-router)#passive-interface f0/0/30
%Invalid interface type and number
bogota(config-router)#exit

bogota(config)#int s0/1/0
bogota(config-if)#bandwith 128
bogota(config-if)#bandwidth 128
bogota(config-if)#ip ospf cost 7500
bogota(config-if)#

bogota#

bogota(config-if)#EXIT

bogota(config)#router ospf 1
bogota(config-router)#passive-interface f0/0.30
bogota(config-router)#passive-interface f0/0.40
bogota(config-router)#passive-interface f0/0.200
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bogota(config-router)#

OSPF AREA 0 - R2 - MIAMI

miami>enable

Password:

miami#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
miami(config)#router osfp 1

N

% Invalid input detected at "' marker.

miami(config)#router ospf 1
miami(config-router)#router-id 2.2.2.2
miami(config-router)#network 172.31.21.0 0.0.0.3 area 0
miami(config-router)#network 172.31.23.0 0.0.0.3 area 0
miami(config-router)#network 10.10.10.0 0.0.0.255 area 0
miami(config-router)#passive-interface f0/2
miami(config-router)#int s0/0/0
%Invalid interface type and number
miami(config)#int s0/1/1
miami(config-if)#bandwith 128
N

% Invalid input detected at "' marker.
miami(config-if)#bandwidth 128
miami(config-if)#ip ospf cost 7500
miami(config-if)#

OSPF AREA 0 - BUENOS AIRES
Password:

buenosaires>enable

Password:

buenosaires#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
buenosaires(config)#router ospf 1
buenosaires(config-router)#router-id 3.3.3.3
buenosaires(config-router)#network 172.31.23.0 0.0.0.3 area 0
buenosaires(config-router)#netwd

N

% Invalid input detected at " marker.
buenosaires(config-router)#netwo

% Incomplete command.

buenosaires(config-router)#network 192.168.4.0 0.0.3.255 area 0
buenosaires(config-router)#passive-interface lo4
buenosaires(config-router)#passive-interface 105
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buenosaires(config-router)#passive-interface 106
buenosaires(config-router)#exit
buenosaires(config)#int s0/1/1
buenosaires(config-if)#bandwidth 128
buenosaires(config-if)#

2.2.1.7 VERIFICAR INFORMACION DE OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

MIAMI

miami#show ip ospf neighbor

miami#show ip protocols

Routing Protocol is "ospf 1"

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 2.2.2.2

Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4

Routing for Networks:

172.31.21.00.0.0.3 area 0

172.31.23.0 0.0.0.3 area 0

10.10.10.0 0.0.0.255 area 0

Passive Interface(s):

FastEthernet0/1

Routing Information Sources:

Gateway Distance Last Update

2.2.2.2 110 00:08:43

Distance: (default is 110)

BOGOTA

bogota#show ip protocols

Routing Protocol is "ospf 1"

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1

Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4

Routing for Networks:
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172.31.21.00.0.0.3 area 0
192.168.30.0 0.0.0.255 area 0
192.168.40.0 0.0.0.255 area 0
192.168.200.0 0.0.0.255 area 0

Passive Interface(s):
FastEthernet0/0
FastEthernet0/0.30
FastEthernet0/0.40
FastEthernet0/0.200

Routing Information Sources:
Gateway Distance  Last Update
1111 110 00:01:05

Distance: (default is 110)

BUENOS AIRES

buenosaires#show ip protocols

Routing Protocol is "ospf 1"

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 3.3.3.3

Number of areas in this router is 1. 1 normal 0 stub 0 nssa

Maximum path: 4

Routing for Networks:
172.31.23.0 0.0.0.3 area 0
192.168.4.0 0.0.3.255 area 0
Passive Interface(s):
Loopback4

Loopback5

Loopback6

Routing Information Sources:
Gateway Distance Last Update
3.3.3.3110 00:04:48
Distance: (default is 110)

buenosaires#
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3. CONFIGURAR VLANS, PUERTOS TRONCALES, PUERTOS DE
ACCESO, ENCAPSULAMIENTO, INTER-VLAN ROUTING Y
SEGURIDAD EN LOS SWITCHES ACORDE A LA TOPOLOGIA DE
RED ESTABLECIDA.

CONFIGURACION S1

VLANS EN S1

S1(config)#vlan 30
S1(config-vlan)#name Administracion
S1(config-vlan)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#vlan 200
S1(config-vlan)#name Mantenimiento
S1(config-vlan)#

Fo/3

S1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

S1(config)#int f0/3

S1(config-if)#switchport mode trunk

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to up

S1(config-if)#switchport trunk native vlan 1

FO/24

Sl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#int f0/3

S1(config-if)#

S1(config-if)#int f0/24

S1(config-if)#switchport mode trunk

S1(config-if)#switchport trunk native vlan 1

S1(config-if)#no shutdown

PUERTOS EN MODO ACCESS

S1(config-if)#switchport trunk native vlan 1
S1(config-if)#int range fa0/1-2, fa0/4-24, g0/1-2
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S1(config-if-range)#switchport mode access
S1(config-if-range)#

PUERTO FO/2 - APAGADO DE PUERTOS

S1(config)#int f0/2

S1(config-if)#switchport mode access
S1(config-if)#switchport access vlan 30
S1(config-if)#int range fa0/2, fa0/4-24, g0/1-2
S1(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to
administratively down
%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to
administratively down
%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to
administratively down

MANTENIMIENTO DE VLAN

S1(config-if-range)#EXIT

S1(config)#int vlan 200

S1(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface V1an200, changed state
to up

S1(config-if)#ip add

% Incomplete command.

S1(config-if)#ip address 192.168.99.2 255.255.255.0

S1(config-if)#

CONFIGURACION S3

VLANS EN S3
s3>enable
Password:
s3#configureterminal
s3#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
s3(config)#vlan 30
s3(config-vlan)#name Administracion
s3(config-vlan)#vlan 40
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s3(config-vlan)#name Mercadeo
s3(config-vlan)#vlan 200
s3(config-vlan)#name Mantenimiento
s3(config-vlan)#

MANTENIMIENTO DE VLAN

s3(config-if)#

%LINK-5-CHANGED: Interface V1an200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface V1an200, changed state
to up

s3(config-if)#ip address 192.168.99.3 255.255.255.0

s3(config-if)#

PUERTA DE ENLACE S3 — VLAN MANTENIMIENTO

configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
s3(config)#ip default-gateway 192.168.99.1

s3(config)#

FO/3

s3(config)#int f0/3
s3(config-if)#switchport mode trunk
s3(config-if)#switchport trunk native vlan 1
N

% Invalid input detected at " marker.
s3(config-if)#switchport trunk native vlan 1
s3(config-if)#

PUERTOS EN MODO ACCESS
s3(config-if)#switchport trunk native vlan 1
s3(config-if)#int range fa0/1-2, fa0/4-24, g0/1-2
s3(config-if-range)#switchport mode access
s3(config-if-range)#

PUERTOS FO/2 — CONFIGURACION APAGADO

s3(config)#int f0/2

s3(config-if)#switchport mode access
s3(config-if)#switchport access vlan 40
s3(config-if)#int range fa0/2, fa0/4-24, g0/1-2
s3(config-if-range)#shutdown
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%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to
administratively down
%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to
administratively down

REALIZAR LA CONFIGURACION EN BOGOTA LA CONEXION DIRECTA A MIAMI.

RUTA DE S/0/1/0 — R1
Password:
bogota#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
bogota(config)#int s0/0/0
%Invalid interface type and number
bogota(config)#int s0/1/0
bogota(config-if)#exit
bogota(config)#int s0/1/0
bogota(config-if)#description connection a miami
bogota(config-if)#description connection to miami
bogota(config-if)#ip address 172.31.21.1 255.255.255.252
bogota(config-if)#clock rate 128000
This command applies only to DCE interfaces
bogota(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
bogota(config-if)#

RUTA DE SALIDA S/0/1/0 - R1

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
bogota(config-if)#IP ROUTE 0.0.0.0 0.0.0.0 S0/1/0
bogota(config)#

CONFIGURAR EN MIAMI LAS SIGUIENTES INTERFACES
Configurar conexion hacia BOGOTA
miami(config-if)#int s0/1/0
miami(config-if)#description connection to bogota
miami(config-if)#ip address 172.31.21.2 255.255.255.252
miami(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
miami(config-if)#

Configurar conexion hacia BUENOS AIRES
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miami(config)#int sO/1/1

miami(config-if)#description connection to buenosaires
miami(config-if)#ip address 172.31.23.1 255.255.255.252
miami(config-if)#clock rate 128000

This command applies only to DCE interfaces
miami(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
miami(config-if)#

Configurar conexién hacia MIAMI

buenosaires(config)#int s0/1/1
buenosaires(config-if)#description connection to miami
buenosaires(config-if)#ip address 172.31.23.2 255.255.255.252
buenosaires(config-if)#no shutdown

buenosaires(config-if)#
%LINK-5-CHANGED: Interface Serial0/1/1, changed state to up

buenosaires(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/1, changed state
to up

Interface FO/0 — MIAMI
iami>enable
Password:
miami#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
miami(config)#
miami(config)#int f0/0
miami(config-if)#ip address 209.165.200.225 255.255.255.248
miami(config-if)#not shutdown

Interface FO/2 — MIAMI

miami(config-if)#ip address 10.10.10.10 255.255.255.0
miami(config-if)#no shutdown

miami(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1,
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changed state to up
Configurar la conexion hacia MIAMI desde BUENOS AIRES

buenosaires(config)#int s0/1/1
buenosaires(config-if)#description connection to miami
buenosaires(config-if)#ip address 172.31.23.2 255.255.255.252
buenosaires(config-if)#no shutdown

buenosaires(config-if)#
%LINK-5-CHANGED: Interface Serial0/1/1, changed state to up

buenosaires(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/1, changed state
to up

Configurar loopbacks 4 -5 -6

buenosaires(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed
state to up

buenosaires(config-if)#ip adress 192.168.4.1 255.255.255.0
N

% Invalid input detected at "' marker.
buenosaires(config-if)#ip address 192.168.4.1 255.255.255.0
buenosaires(config-if)#

buenosaires(config-if)#
%LINK-5-CHANGED: Interface Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed
state to up

buenosaires(config-if)#ip address 192.168.5.1 255.255.255.0
buenosaires(config-if)#no shutdown
buenosaires(config-if)#

uenosaires(config-if)#
%LINK-5-CHANGED: Interface Loopback6, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed
state to up
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buenosaires(config-if)#ip address 192.168.6.1 255.255.255.0
buenosaires(config-if)#no shutdown

buenosaires(config-if)#

buenosaires#

%SYS-5-CONFIG_I: Configured from console by console

4. EN EL SWITCH 3 DESHABILITAR DNS LOOKUP

User Access Verification

Password:

s3>enable

Password:

s3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

s3(config)#no ip domain-lookup
s3(config)#

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

SwW1

Interface GigabitEthernet0/2
switchport mode access

shutdown

interface Vlanl

no ip address

shutdown

interface V1an200

mac-address 0001.4300.3301

ip address 192.168.99.2 255.255.255.0
banner motd ~C Unicamente Administrador de Red *"C
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line con 0

password 7 08224F4008
login

!

line vty 0 4

Si#

SW2

interface GigabitEthernet0/2
switchport mode access

shutdown

interface Vlanl

no ip address

shutdown

interface VIan200

mac-address 00d0.97a4.c001

ip address 192.168.99.3 255.255.255.0
ip default-gateway 192.168.99.1
banner motd ~C Unicamente Administrador de Red *C
linecon 0

password 7 08224F4008

login

line vty 0 4
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6. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

Configurar DHCP pool
para VLAN 30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

bogota>enable

Password:

bogota#configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

bogota(config)#ip dhcp excluded-address 192.168.30.1
192.168.30.30

bogota(config)#ip dhcp excluded-address 192.168.40.1
192.168.40.30

bogota(config)#ip dhcp pool Administracion
bogota(dhcp-config)#dns-server 10.10.10.11
bogota(dhcp-config)#domain-name cisco-ccna.com

N

% Invalid input detected at "' marker.
bogota(dhcp-config)#domain-name webserver

N

% Invalid input detected at *" marker.
bogota(dhcp-config)#default-router 192.168.30.1
bogota(dhcp-config)#network 192.168.30.0 255.255.255.0
bogota(dhcp-config)#

Fuente propia, Rodriguez Holman Diciembre 2018
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Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

bogota(dhcp-config)#default-router 192.168.30.1
bogota(dhcp-config)#network 192.168.30.0 255.255.255.0
bogota(dhcp-config)#ip dhcp pool Mercadeo
bogota(dhcp-config)#dns-server 10.10.10.11
bogota(dhcp-config)#default-router 192.168.40.1
bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
bogota(dhcp-config)#

Configurar DHCP pool
para VLAN 40

Fuente propia, Rodriguez Holman Diciembre 2018

7. Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para
configuraciones estaticas.

Unathorizad Access is prohibited

User Access Verification

Password:

bogota>enable

Password:

bogota#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
bogota(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
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bogota(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
bogota(config)#

8. Configurar NAT en R2 para permitir que los hosts puedan salir a
internet

miami>enable

Password:

miami#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
miami(config)#user webuser privilege 15 secret holman083108
miami(config)#ip http authentication local

miami(config)#ip nat inside source static 10.10.10.10 209.165.200.229
miami(config)#int f0/0

miami(config-if)#ip nat outside

miami(config-if)#int f0/2

miami(config-if)#ip nat inside

miami(config-if)#exit

miami(config)#access-list 1 permit 192.168.30.0 0.0.0.255
miami(config)#access-list 1 permit 192.168.40.0 0.0.0.255
miami(config)#access-list 1 permit 192.168.4.0 0.0.3.255
miami(config)#ip nat pool internet 209.165.200.225 209.165.200.229 netmask
255.255.255.248

miami(config)#

Verificacion de asignacion direccionamiento DHCP en VLANSs
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Fuente propia, Rodriguez Holman Diciembre 2018
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9. Configurar al menos dos listas de acceso de tipo estandar a su
criterio en pararestringir o permitir trafico desde R1 o R3 hacia R2.

%SYS-5-CONFIG_I: Configured from console by console

miami#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
miami(config)#access-list 100 permit tcp any host 209.165.200.229 eq www

miami(config)#access-list 100 permit icmp any any echo-reply
miami(config)#

10.Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde R1
o0 R3 hacia R2.

Password:

miami>enable

Password:

miami#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
miami(config)#ip access-list standart Administrator

N

% Invalid input detected at " marker.
miami(config)#ip access-list standart ADMIN
N

% Invalid input detected at " marker.

miami(config)#ip access-list standarD ADMINISTRATOR
miami(config-std-nacl)#PERMIT HOST 172.31.21.1
miami(config-std-nacl)#EXIT

miami(config)#line vty 0 4
miami(config-line)#access-class ADMINISTRATOR in
miami(config-line)#

miami#
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11.Verificar procesos de comunicacion y redireccionamiento de trafico

en los routers mediante el uso de Ping y Traceroute.

WEB-SERVER
miami#ping 10.10.10.10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.10.10.10, timeout is 2 seconds:
Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/3 ms
miami#

PC INTERNET

miami#ping 209.165.200.230

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 209.165.200.230, timeout is 2 seconds:
Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/3 ms
miami#

PC-C APC-A

C:\>PING 192.168.30.31

Pinging 192.168.30.31 with 32 bytes of data:

Reply from 192.168.30.31: bytes=32 time=11ms TTL=127
Reply from 192.168.30.31: bytes=32 time=11ms TTL=127
Reply from 192.168.30.31: bytes=32 time=12ms TTL=127
Reply from 192.168.30.31: bytes=32 time=11ms TTL=127

Ping statistics for 192.168.30.31:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 11ms, Maximum = 12ms, Average = 11ms
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12.Conclusiones

Se logro identificar un sinnimero de dispositivos activos de red, los cuales
en algunos conocimientos, no se tenia la certeza, de su funcionalidad y aun
mas de sus capacidades internas para mejorar los entornos de

comunicaciones actuales.

Se adquirieron conocimientos nuevos en el manejo y configuracion de
dispositivos activos de red, los cuales al hacer uso de configuraciones por
medio de instrucciones, amplian la capacidad de gestion y administracion de
los mismos, dejando a un lado el comdn gestor que es la interfaz grafica, la
cual en ocasiones evita que se aproveche en mayor capacidad las funciones

optimas de dichos dispositivos.

A nivel de los trabajos colaborativos, se puede afirmar que el grupo
consolidado, trabajo arduamente en la consecucion de los objetivos formativos
planteados, los diversos conocimientos de cada uno de los miembros y su
experticia mayor o menor, afianzan los conocimientos de todos nosotros,

trabajando con conocimientos obtenidos desde diferentes puntos de vista.
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