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INTRODUCCION

El presente documento contiene las actividades practicas propuestas en la fase final
del diplomado CCNA 1 y CCNA 2 cursado a lo largo del periodo, este recopila los
conocimientos adquiridos en cada una de las fases desarrolladas. La Certificacion
Cisco es un plan de capacitacion en tecnologia de redes informéaticas que la empresa
Cisco ofrece. Se divide en tres niveles, de menor a mayor complejidad: Cisco Certified
Network Associate, Cisco Certified Network Professional y Cisco Certified Internetwork

Expert, mas conocidos por sus siglas: CCNA, CCNP y CCIE.

El desarrollo del escenario propuesto se hizo bajo el programa Packet Tracer, en el
cual se llevo a cabo cada una de las tareas propuestas, con el objetivo de demostrar
las habilidades adquiridas y la aplicabilidad que tiene en el mundo laboral, recordando

siempre su importancia en la ingenieria de sistemas y carreras afines.
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DESARROLLO DE LOS ESCENARIOS

ESCENARIO 1

Laptop-PT Laptop-PT
Laptop20 Laptop21

Laptop-PT
Laptop31

TABLA DE DIRECCIONAMIENTO

Laptop30

o
Laptop-PT l;(é-:;T

Server-PT
ServerD

adminilsztlrador Interfaces Direcci6n IP Miflclf::(ii ¢ pre(i((}a?:fn‘:];:l};do
ISP So/o/o 200.123.211.1 255.255.255.0 N/D
Seo/o/o 200.123.211.2 255.255.255.0 N/D
R1 Seo/1/0 10.0.0.1 255.255.255.252 N/D
Seo/1/1 10.0.0.5 255.255.255.252 N/D
Fao/0,100 | 192.168.20.1 255.255.255.0 N/D
Ro Fao/0,200 | 192.168.21.1 255.255.255.0 N/D
Seo/o/0 10.0.0.2 255.255.255.252 N/D
Seo/0/1 10.0.0.9 255.255.255.252 N/D
Fao/o 192.168.30.1 255.255.255.0 N/D
R3 2001:db8:130::9C0:80F:301 | /64 N/D
Seo/o/0 10.0.0.6 255.255.255.252 N/D
Seo/0/1 10.0.0.10 255.255.255.252 N/D
SW2 VLAN 100 | N/D N/D N/D
VLAN 200 | N/D N/D N/D
SW3 VLAN1 N/D N/D N/D
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CONFIGURACIONES ESCENARIO 1

CONFIGURACION BASICA R1

Router>en
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#hostname R1

R1(config)#no ip domain-lookup

R1(config)#enable secret class

R1(config)#line con O

R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption

R1(config)#banner motd $ Acceso no autorizado o prohibido! $
R1(config)#

CONFIGURACION R2

Router>en
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#hostname R2

R2(config)#no ip domain-lookup

R2(config)#enable secret class

R2(config)#line con 0

R2(config-line)#password cisco

R2(config-line)#login

R2(config-line)#exit

R2(config)#service password-encryption

R2(config)#banner motd $ Acceso no autorizado o prohibido! $
R2(config)#

CONFIGURACION R3

Router>en
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#hostname R3
R3(config)#no ip domain-lookup
R3(config)#enable secret class
R3(config)#line con 0
R3(config-line)#password cisco
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R3(config-line)#login

R3(config-line)#exit

R3(config)#service password-encryption

R3(config)#banner motd $ Acceso no autorizado o prohibido! $
R3(config)#

CONFIGURACION SW2

Switch>en
Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#hostname SW2

SW2(config)#no ip domain-lookup

SW2(config)#enable secret class

SW2(config)#line con 0

SW2(config-line)#password cisco
SW2(config-line)#login

SW2(config-line)#exit

SW2(config)#service password-encryption
SW2(config)#banner motd $ Solo personal autorizado! $
SW2(config)#

CONFIGURACION SW3

Switch>en
Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#hostname SW3

SW3(config)#no ip domain-lookup

SW3(config)#enable secret class

SW3(config)#line con 0

SW3(config-line)#password cisco
SW3(config-line)#login

SW3(config-line)#exit

SW3(config)#service password-encryption
SW3(config)#banner motd $ Solo personal autorizado! $
SW3(config)#

TABLA DE VLAN Y PUERTOS

Dispositivo, VLAN Nombre Interf
az
SW2 100 LAPTOPS Fao/2-3
SW2 200 DESTOPS Fao/4-5
SW3 1 - Todas las interfaces
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TABLA DE ENLACES TRONCALES

Dispositivo Interfaz Dispositivo
local local remoto
SW2 Fao/2-3 100

VLAN SW 2

SW2(config)#vlan 100
SW2(config-vlan)#name LAPTOPS
SW2(config-vlan)#vlan 200
SW2(config-vlan)#name DESTOPS
SW2(config-vlan)#

VLAN PUERTOS SW2 F0/2-3 Y F0/4-5

SW2(config)#int range f0/2-3
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 100
SW2(config-if-range)#exit

SW2(config)#int range f0/4-5
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 200
SW2(config-if-range)#exit

SW2(config)#

VLAN TRONCAL SW2

SW2(config)#int range f0/2-3
SW2(config-if-range)#switchport mode trunk

SW2(config-if-range)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed

state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed

state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed

state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed

state to up
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SW2(config-if-range)#

INTERFACE S0/0/0 ISP

Router(config)#int s0/0/0
Router(config-if)#ip address 200.123.211.1 255.255.255.0
Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Router(config-if)#

INTERFACE S0/0/0 -R1

R1(config)#int s0/0/0
R1(config-if)#ip address 200.123.211.2 255.255.255.0
R1(config-if)#no shutdown

R1(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

R1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to
up

R1(config-if)#exit

INTERFACE S0/1/0 -R1

R1(config)#int s0/1/0
R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
R1(config-if)#exit

INTERFACE S0/1/1 -R1

R1(config)#int s0/1/1
R1(config-if)#ip address 10.0.0.5 255.255.255.252
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
R1(config-if)#

INTERFACE S0/0/0 -R2

8
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R2(config)#int s0/0/0
R2(config-if)#ip address 10.0.0.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

R2(config-if)#exit

INTERFACE S0/0/1 —-R2

R2(config)#int s0/0/1
R2(config-if)#ip address 10.0.0.9 255.255.255.252
R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
R2(config-if)#exit

INTERFACE S0/0/0 —-R3

R3(config)#int s0/0/0
R3(config-if)#ip address 10.0.0.6 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

R3(config-if)#exit
INTERFACE S0/0/1 -R3

R3(config)#int s0/0/1
R3(config-if)#ip address 10.0.0.10 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

R3(config-if)#exit

INTERFACE F0/0 -R3

R3(config)#int f0/0
R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

9
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

R3(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64
R3(config-if)#no shutdown
R3(config-if)#

INTERFACE F0/0.100 —R2

R2(config)#int f0/0.100

R2(config-subif)#encap dotlq 100

R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#no shutdown

R2(config-subif)#exit

INTERFACE F0/0.200 —R2

R2(config)#int f0/0.200

R2(config-subif)#encap dotlq 200

R2(config-subif)#ip address 192.168.20.1 255.255.255.0
R2(config-subif)#no shutdown

R2(config-subif)#exit

R2(config)#

10
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ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades
de Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador
de la red, el cual debera configurar e interconectar entre si cada uno de los
dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

VLAN Direccionamiento Nombre

Internet 0

%X~ 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

209.165.200.230 209.165.200.224/29
FO/0

172.31.21.0/30

S0/0

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

F0/0 Buenos Aires

For | 802:1Q

192.168.99.3

11
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OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.1.11
Router ID R2 5.5.5.5
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 256 Kb/s
Ajustar el costo en la métrica de SO/0 a 9500

Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2
e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada
interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing Networks,
and passive interfaces configuradas en cada router.

1. Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN
Routing y Seguridad en los Switches acorde a la topologia de red establecida.

2. En el Switch 3 deshabilitar DNS lookup

3. Asignar direcciones IP a los Switches acorde a los lineamientos.

4. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
5. Implement DHCP and NAT for IPv4

6. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

7. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones
estaticas.

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 30

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40

8. Configurar NAT en R2 para permitir que los host puedan salir a internet

9. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir
o permitir trafico desde R1 o R3 hacia R2.

10. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

12
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11. Verificar procesos de comunicacion y redireccionamiento de trafico en los routers

mediante el uso de Ping y Traceroute.

DESARROLLO ESCENARIO 2

Topologia

E Y
PCPT N
Internet PC \"\.

-

"Q,_//s!w

Web Server

1341
R2

Nota: es necesario adjuntar el servidor dado que no se soporta http

Habilitacion de DHCP en PC-A y PC-C

®pcp

Physical Config Desktop Programming Attributes

[P Configuration

IP Configuration

(®) DHCP () static

IP Address 169,254, 199,219

Subnet Mask 255.255.0.0

Default Gateway 0.0.0.0

DMS Server 0.0.0.0

IPv6 Configuration

(O DHCP (O auto Config ®) Static

IPvE Address |

Link Local Address | FEB0:: 200:CFF:FEC8:C7DB

IPvE Gateway |

IPv6 DINS Server |

13
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¥ pc.c

Fhysical Config Desktop Frogramming Attributes

[P Configuration

IF Configuration

® DHCP () Static

IP Address 169.254.161.133
Subnet Mask
Default Gateway 0.0.0.0
DMS Server 0.0.0.0
IPv6 Configuration

(O DHCP (O Auto Config

DHCP failed. APIPA is being used.

® Static

IPvE Address |

Link Local Address

|FESD: 1 2D0: 58FF:FE04:A185

IPvE Gateway |

1Py DINS Server |

? Internet PC

Physical Config Desktop Programming Attributes

[P Configuration

IP Configuration

() DHCP (®) Static

IP Address | 209, 165,200,230
Subnet Mask | 255.255.255.248
Default Gateway | 209,165,200.225
DNS Server [0.0.0.0

IPv6 Configuration

() DHCP () Auto Config

(@ Static

IPvE Address |

Link Local Address

|FEBD::24D:BFF:FE 12:DC82

IPvE Gateway |

[Pv6 DNS Server |

Configuracion inicial en R1

Router>enable
Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#no ip domain-lookup
Router(config)#hostname R1
R1(config)#line con 0
R1(config-line)#line vty 0 4
R1(config-line)#int s0/0/0

R1(config-if)#ip address 172.31.21.1 255.255.255.252

14
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R1(config-if)#
R1(config-if)#clock rate 128000
R1(config-if)#no shutdown

LA

Physical Config CLI Attributes

105 Command Line Interface

no] :
% Please answer 'yes' or 'mo'.

na] : no

Press RETUERN to get started!

Routerrenable
Bouterfconfigure terminal

Bouter (config) #no ip domain-loockup

Bouter (config) fhostname R1

Rl {config)#line con 0O

Rl{config-line)gline vty 0 4

Rl {config-line)gint s0/0/0

Rl{config-if)fip address 172.21.21.1 255.255.255.252
Rl (config-if)#

Rl {config-if) #clock rate 122000

Rl {config-if) #no shutdown

Rl (config-if) g

Enter configuration commands, one per line. End with CHNTIL/Z.

£ LINE-5-CHANEZED: Interface Seriall/ 0,0, changed state to down

Would you like to enter the initial configuration dialog? [yes/

Ctrl+F6 to exit CLT focus Copy

Configuracion inicial en R2

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname R2

R2(config)#line console 0

R2(config-line)#line vty 0 4

R2(config-line)#int s0/0/0

R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R2(config-if)#int s0/0/1

R2(config-if)#ip address 172.31.23.1 255.255.255.252
R2(config-if)#clock rate 128000

This command applies only to DCE interfaces

R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
15
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Physical Config CLI Attributes

105 Command Line Interface

Router (config) fhostname R2

B2 (config) #enable secret class

B2 (config) #line console O

B2 (config-line)fline vty 0 4

B2 (config-line) fint s0/0/0

B2 (config-if) g§ip address 172.31.21.2 255.255.255.252
B2 {config-if) fno shutdown

SLINE-5-CHANGED: Interface S5erialld/0/0, changed state to down
B2 (config-if) #int s0,/0/1
B2 (config-if) #ip address 172.31.23.1. 2Z55.255_255.252

£y

% Invalid input detected at "~" marker.

B2 (config-if) #ip address 172.31.23.1 255.255_.255_252
B2 (config-if) fclock rate 122000

This command applies only to DCE interfaces

B2 (config-if) #no shutdown

B2 {config-if)
5LINE-5-CHANGED: Interface S5erialld/0/1, changed state to up

SLINEPROTO-5-UPDOWN: Line protococl on Interface Seriald/sos1,
changed state to up W

Ctrl+F6 to exit CLI focus Copy Paste

R2(config)#int f0/0

R2(config-if)#description conection a ISP

R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)#no shutdown

16
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Physical Config CLI Attributes

105 Command Line Interface

B2 lconfig-if) #ip address 172_.31.23.1. 255_.255_.255.252 A

% Inwvalid input detected at '*' marker.

B2 lconfig-if) #ip address 172 _.31_.23.1 255_255_255.252
B2 {config-if) #clock rate 122000

This command applies only to DCE interfaces

B2 {config-if) #no shutdown

RZ (config-if)
SLINE-5-CHRNZED: Interface Seriald/s0/1, changed state to up

SLINEPROTO-5-UFDOWN: Line protocol on Inmterface Serialds0/1,
changed state to uﬂ

B2 {config-if) #int gl/0

%Invalid interface type and number

B2 {config)#int £0/0

B2 {config-if) §description conection a ISP

B2 {config-if) #ip address 205_1e5_200.225 255_.255_255 2482
B2 {config-if) #no shutdown

B2 {config-if) &
(LINE-5—CHRNEZED: Interface FastEthernetl/0, changed state to up

Ctrl+F6 to exit CLI focus Copy Paste

Configuracién de Web Server

B Web Server - m} *

Physical Config Services Desktop Programming Attributes

[P Configuration

TP Configuration

() DHCP ® Static

TP Address [10.10.10.10

Subnet Mask |255.255.255.D

Default Gateway | 10.10.10.1

DNS Server |EI.I1EI.IJ

IPv6 Configuration

() pHeP (O Auto Config (®) Static

1Pv6 Address [ [

Link Local Address |FESD::23D:F1FF:FE33:DBSD

|
|
IPv6 Gateway | |
|

1PvE DNS Server [

Configuracion en router 3

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname R3

R3(config)#line con 0

17
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R3(config-line)#line vty 0 4

R3(config-line)#int s0/0/1

R3(config-if)#ip add 172.31.23.2 255.255.255.252
R3(config-if)#no shutdown

L

Physical Config CLI Attributes

105 Command Line Interface

nol] - no

Press RETUERN to get started!

Router=enable
REouterfconfigure terminal

Bouter (config) #no ip domain-lookup

RBouter (config) #hostname B3

B3 (config) #enakble secret class

B3 ({config) #line con O

B3 (config-line)fline vty O 4

B3 ({config-line) f#int s0/0/1

B3 (config-if)#ip add 172.31.23.2 255.255.255.252
B3 ({config-if) fno shutdown

B3 (config-if)#

changed state to up

Enter configuration commands, one per line. End with CHTL/Z.

%LINE-5-CHLNGED: Interface Seriald/0/1, changed state to up

SLINEPROTO-5-UFDOWN : Line protococl on Inmterface Seriald/0/1,

Ctrl+F6 to exit CLI focus

R3(config-if)#ip add 192.168.4.1 255.255.255.0
R3(config-if)#no shut
R3(config-if)#int lo5

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback5, changed state to up

Copy

Paste

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state to up

R3(config-if)#ip add 192.168.5.1 255.255.255.0
R3(config-if)#no shut
R3(config-if)#int lo6

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback6, changed state to up

18
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state to up

R3(config-if)#ip add 192.168.6.1 255.255.255.0
R3(config-if)#no shut
R3(config-if)#

Configuracion S1

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Switch(config)#hostname S1

S1(config)#line console O

S1(config-line)#line vty o 4

N

% Invalid input detected at ' marker.
S1(config-line)#line vty 0 4

S1(config-line)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console

S1#copy running-config start
Destination filename [startup-config]?
Building configuration...

[OK]

S1#

L O
Physical Config CLI Attributes
105 Command Line Interface

T INv=lld INpDUC d=cEcted =T T=CR=C.
Sliconfig-line)#line vty 0 4
Sl{config-line) fexit
Sliconfig) fcopy running-config startup-config
% Inwvalid input detected at "*' marker.
Sliconfig)fcopy ru
% Inwvalid input detected at "*' marker.
Sli{config)fcopy running-config start
% Inwvalid input detected at "*' marker.
Sl{config)fexit
s1g
£5YS-5-CONFIG_I: Configured from console by conscle
Sl¢copy running-config start
Destination filename [startup-coniigl?
Building configuration...
[CE]
51¢

Ctrl+F6 to exit CLI focus Copy Paste

19



NI
CISCO

Cisco Networking Academy’

Mind Wide Open”

Configuraciones en R1
R1#enable

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#interface f0/0.30
R1(config-subif)#encapsulation dot1Q 30
R1(config-subif)#encapsulation dot1Q 30
R1(config-subif)#ip address 192.168.30.1 255.255.255.0
R1(config-subif)#exit

R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 172.31.21.0 0.0.0.3 area 0
R1(config-router)#network 192.168.30.0 0.0.0.3 area 0
R1(config-router)#network 192.168.40.0 0.0.0.3 area 0
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#passive-interface f0/0.30
R1(config-router)#passive-interface f0/0.40
R1(config-router)#passive-interface f0/0.200

%Invalid interface type and number
R1(config-router)#auto-cost reference-bandwidth 9500

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.

R1(config-router)#exit
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R1(config)#int s0/0/1

R1(config-if)#bandwidth 256

R1(config-if)#ip ospf cost 9500

R1(config-if)#

R1#

B R
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Mind Wide Open”

Rl

Rl
Rl

Rl
Rl
Rl

Rl
Rl

Rl
Rl

Rl
Rl
Rl

{config-subif) fencapsulation dotll 30
RL{
=N
R1{

config-subif) fexit
config) fexerouter ospf 1

{config-router) #router-id 1.1.1.1

{config-router) #network 172.31_.21.0 0.0.0.3 area 0
=N
{config-router) #network 152 _1€2.40.0 0.0.0.3 area 0
{config-router) fnetwork 152 _1&€2_.30.0 0.0_.0_.255 area 0
{config-router) #network 152 _1€2_.40.0 0_.0_0_255 area 0
=N
{config-router) #passive—-interface £0,/0_30
{config-router) #passive—interface £0,/0_40
R1l{
% Tnwvalid interface type and number
Bl {config-router) fauto—cost reference-bandwidth 5500
% O5PF: Beference bandwidth is changed.

config-router) fnetwork 15%2.1€8_.30.0 0.0.0.3 area 0

config-router) fnetwork 152 _.1€8_200.0 0_.0.0_255 area 0

config-router) #passive—-interface £0/0.200

Please ensure reference bandwidth is consistent across

all routers.

{config-router) fexit
{config) #int s0/0/1
=N

config-if)#int s0,/0/1

{config-if) fbandwidth 25&
{config-if)#ip ospf cost 5500
{config-if) g

Ctrl+F6 to exit CLI focus Copy Paste

Configuraciones en R2

R2>enable

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#router-id 5.5.5.5

R2(config-router)#network 172.31.21.0
R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.0 0.0.0.255 area 0
R2(config-router)#passive-interface g0/1

%Invalid interface type and number
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R2(config-router)#passive-interface s0/1

%Invalid interface type and number
R2(config-router)#passive-interface s0/0/1
R2(config-router)#auto-cost reference-bandwidth 9500
% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R2(config-router)#int s0/0/0

R2(config-if)#bandwidth 256

R2(config-if)#int s0/0/1

R2(config-if)#bandwidth 256

R2(config-if)#ip ospf cost 9500

R2(config-if)#exit

R2(config)#

¥ R

Y
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Rz loonLlg IoUCEL] FrOUCEr I S5.50.959-.0

% Inwvalid input detected at """ marker.

B2 (config-router) #router-id 5.5.5.5

B2 (config-router) fnetwork 172.31.21.0

B2 (config-router) gnetwork 172.31.21.0 0.0.0.3 area 0
B2 (config-router) fnetwork 172_.31.23.0 0.0.0.3 area 0O
B2 (config-router) fnetwork 10.10.10.0 0.0.0_.255 area 0
B2 (config-router) #passive—interface gl/1l

%Invalid interface type and number

B2 (config-router) #passive—-interface s0/1

%Invalid interface type and number

B2 (config-router) #passive—interface s0/0/1

B2 (config-router) fauto-cost reference-bandwidth SFDD
% O5PF: RBeference bandwidth is changed.

all routers.

B2 (config-router) §int s0,/0/0

B2 (config-if) fbandwidth 25&

B2 (config-if) #int s0,/0/1

B2 (config-if) fbandwidth 25&

B2 (config-if) #ip ospf cost 5500
B2 (config-if) fexit

B2 (config) #

Please ensure reference bandwidth is consistent across

Ctrl+F6 to exit CLI focus Copy

Configuracion en R3

R3>enable

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router)#router id 8.8.8.8

N

% Invalid input detected at "' marker.
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R3(config-router)#router-id 8.8.8.8
R3(config-router)#network 172.31.23.0 0.0.0.3 area 0
R3(config-router)#network 192.168.4.0 0.0.3.255 area 0
R3(config-router)#passive-interface lo4
R3(config-router)#passive-interface o5
R3(config-router)#passive-interface 106
R3(config-router)#auto-cost reference-bandwidth 9500
% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R3(config-router)#exit

R3(config)#int s0/0/1

R3(config-if)#bandwidth 256

R3(config-if

L — O

Physical Config CLI Attributes

105 Command Line Interface

R3irenable

Rigconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
B3 {config)frouter ospf 1

R3{config-router) frouter id 8.8.8.8

% Inwvalid input detected at '"~' marker.

B3 {config-router) frouter—-id 2.8.8.8
B3 {config-router) fnetwork 172.31.23.0 0.0.0.3 area 0
R3{config-router) fnetwork 152.1¢8.4.0 0.0.3.255 area 0
B3 {config-router) fpassive—interface lod
B3 {config-router) fpassive—-interface lob
R3{config-router) d¢passive—interface lotc
B3 {config-router) fauto—cost reference—bandwidth 3500
% QSPF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across
all routers.
B3 {config-router) fexit
B3 {config)#int s0/0/1
B3 ({config-if) §bandwidth 256
B3 {config-if) gexit
B3 {config)#

Ctrl+F6 to exit CLI focus Copy Paste

23



Nir
CIsco. Cisco Networking Academy’ Mind Wide Open”

Visualizar la lista resumida de interfaces por ospf en donde se ilustre el costo de la interface

B2gshow ip ospf interface

Serialds0/0 is up, line protocol is up

Internet address is 172.31.21.2/30, RArea 0

Process ID 1, Router ID 5.5.5.5, MNetwork Type POINT-TO-PBOINT,
Cost: €152

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5

Hello due in 00:00:08

Index 1/1, flood gueue length O

Hext 020{0) /020{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximam is 0 msec

Suppress hello for 0 neighbor(s)
nzg v

Ctrl+F6 to exit CLI focus Copy Paste

Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN
Routing y Seguridad en los Switches acorde a la topologia de red establecida.

S1>enable

Sl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30

S1(config-vlan)#name Administracion

S1(config-vlan)#vlan 40

S1(config-vlan)#name Mercadeo

S1(config-vlan)#vlan 200

S1(config-vlan)#name mantenimiento

S1(config-vlan)#exit
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Sl=enable

Slfconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
51 {config)#vlan 30

Sl {config-vlan) fname Rdministracion

S5l {config-vlan)fvlan 40

5l {config-vlan) fname Mercadeo

Sl {config-vlan)fvlan 200

Sl {config-vlan) fname mantenimiento

Sl {config-vlan)fexit

51 {config)

S1g

%5¥5-5-CONFIG_I: Configured from ccbscle by console

Sl b

Ctrl+F6 to exit CLI focus Copy Paste

S1(config-if)#ip add 192.168.99.2 255.255.255.0
S1(config-if)#no shut

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1
S1(config)#int fO/3

S1(config-if)#switchport mode trunk

S1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface V1an200, changed state to up
S1(config-if)#switchport

S1(config-if)#switchport trunk native vlan 1

S1(config-if)#int f0/24
S1(config-if)#switchport mode trunk

S1(config-if)y#switchport trunk native vian 1
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O

X

S5l {config-if) #no shut

Sl {config-if) fexit

Sliconfig) gip default-gateway 1592_1€8.595.1
Sliconfig) gint £0/3
Sliconfig-if)#switchport mode trunk

Sl{config-if)#

changed state to down

changed state to up

state to up

5l {config-if) #switchport
Sliconfig-if)#switchport trunk natiwve vlan 1
Sliconfig-if)#int £0/24

Sl ({config-if) #switchport mode trunk

51l {config-if) #switchport trunk native wvlan 1
Sliconfig-if)#

Sliconfig-if)¢ip add 152 .1€25.95.2 255.255.255.0

$LINE-5-CHRNEED: Interface V1an200, changed state to up

SLINEPROTCO-5-UPDOWH: Line protocol on Interface Vlan2dd,

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3,

SLINEPROTO-5-UPDOWH: Line protocol on Interface FastEthernet(/3,

changed

Ctrl+F6 to exit CLI focus

S1(config-if)#switchport
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#int f0/24
S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#exit

S1(config)#int range fa0/2, fa0/4-23, g0/1-2
S1(config-if-range)#switch mode access
S1(config-if-range)#int fa0/1
S1(config-if)#switch mode access
S1(config-if)#switch acces vlan

% Incomplete command.
S1(config-if)#switch access vlan

% Incomplete command.
S1(config-if)#switch access vlan 30
S1(config-if)#int range fa0/2, fa0/4-23, g0/1-2
S1(config-if-range)#shutdown

Copy

Paste

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to administratively down

%LINK-5-CHANGED: Interface FastEthernet0/7, changed state to administratively down
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%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

S1(config-if-range)#

Interface FastEthernet0/8, changed state to administratively down

Interface FastEthernet0/9, changed state to administratively down

Interface FastEthernet0/10, changed state to administratively down
Interface FastEthernet0/11, changed state to administratively down
Interface FastEthernet0/12, changed state to administratively down
Interface FastEthernet0/13, changed state to administratively down
Interface FastEthernet0/14, changed state to administratively down
Interface FastEthernet0/15, changed state to administratively down
Interface FastEthernet0/16, changed state to administratively down
Interface FastEthernet0/17, changed state to administratively down
Interface FastEthernet0/18, changed state to administratively down
Interface FastEthernet0/19, changed state to administratively down
Interface FastEthernet0/20, changed state to administratively down
Interface FastEthernet0/21, changed state to administratively down
Interface FastEthernet0/22, changed state to administratively down
Interface FastEthernet0/23, changed state to administratively down
Interface GigabitEthernet0/1, changed state to administratively down

Interface GigabitEthernet0/2, changed state to administratively down
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state to up My

S5l {config-if) #switchport

5l {config-if) #switchport trunk natiwve wvlan 1
51l {config-if) #int £0/24

Sl{config-if) #switchport mode trunk

Sl {config-if) #switchport trunk natiwve wvlan 1
5l {config-if) fexit

Sl {config)#int range £fal/s2, £al/4-23, gl/l-2
Sl{config-if-range) §switch mode access

Sl {config-if-range) #int £al/1l

5l {config-if) #switch mode access
Sliconfig-if) ¢switch acces vlad

% Incomplete command.

S5l {config-if) #switch access wlan

% Incomplete command.

Sl {config-if) #switch access wlan 30

S5l {config-if) #int range £fals2, fals4-23, gisfl-2
51 {config-if-range) §shutdown

2LINE-5-CHRNGED: Interface FastEthernetl/2, changed state to
administratively down

(LINE-5-CHRNGED: Interface FastEthernetl/4, changed state to
imini {val ioun

Ctrl+F6 to exit CLI focus Copy Paste

Configuracién en S3

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#vlan 30

Switch(config-vlan)#name administracion
Switch(config-vlan)#vlan 40

Switch(config-vlan)#name mercadeo

Switch(config-vlan)#vlan 200

Switch(config-vlan)#name mantenimiento
Switch(config-vlan)#exit

Switch(config)#int vlan 200

Switch(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan200, changed state to up
Switch(config-if)#ip add 192.168.99.3 255.255.255.0
Switch(config-if)#no shut
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Switch(config-if)#exit
Switch(config)#ip default-gateway 192.168.99.1

B cyvitcha
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changed state to up

Switchrenakle
Switchfconfigure terminal

Switch (config) gwvlamn 20

Switch (config—vlan) fname administracion

Switch ({config—wvlan)#wvlan 40J

Switchlconfig—wvlan) #name mercadeo

Switch (config—wvlan)#wvlan 200

Switch (config—vlan) f#fname mantenimiento
Switchlconfig—wvlan) fexit

Switchi{config)fint wlan 200

Switch(config—-if) g

SLINE-S—CHRNEED: Interface WlanZdd, changed state to up

state to up

Switchilconfig-if)l#ip add 152 .12 .53 _3 ZSS_ESS_ZSS_
Switch (config—41if£f) #fno shut

Switch (config—if) fexitc

Switchlconfig)f#ip default—gateway 15Z_1e2 .53 _1
Switch {config)#

Enter configuration commands, one per line. End with CHTL/,Z .

SELINEPROTO-S5-TUPDWH: Line protocol on Interface Wlian2oo,

changed

Cirl+F6 to exit CLI focus Copy

Configuraciones en rl1

R1>enable

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int f0/1.30

R1(config-subif)#encapsulation dotlg 30

N

% Invalid input detected at "' marker.
R1(config-subif)#interface f0/0.30
R1(config-subif)#encapsulation dot1Q 30
R1(config-subif)#ip add 192.168.30.1 255.255.255.0
R1(config-subif)#int f0/0.40

R1(config-subif)#ip add 192.168.40.1 255.255.255.0
R1(config-subif)#encapsulation dot1Q 40
R1(config-subif)#ip add 192.168.40.1 255.255.255.0
R1(config-subif)#int f0/0.200
R1(config-subif)#encapsulation dot1Q 200
R1(config-subif)#ip add 192.168.200.1 255.255.255.0

R1(config-subif)#exit
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*

Bl=enabkble

Blgconfigure terminal

Enter configuration commands, one per line. End with CHNTIL/Z.
Rl {config)f#int £0/1_30

Rl {config-subif) fencapsulation dotlg 30

% Inwvalid input detected at '=' marker._

Rl {config-subif) ginterface £0,/0_30

Rl (config-subif) fencapsulation dotld 20
Bl{config-subif)fip add 152.1€2.30.1 255.2
Rl (config-subif) $int £0/0.40
Rliconfig-subif)fip add 152.1e2.40.1 255.2
Rl {config-subif) fencapsulation dotld 40
Rliconfig-subif)fip add 152.1€8.40.1 255.255.2
Rl {config-subif) §int £0/0.200

Bl {config-subif) fencapsulation dotlQ 200

Rl {config-subif) §ip add 1%2.1€2.200.1 255.255.2585.0
Rl{config-subif) faxit]|

Rl {config)#

X1
mn
i
X1
[}
i
o

X1
(i3]
i
X1
i3]
i
]

%]
i3]
i
]

Cirl+Fe& to exit CLI focus Copy Paste

En el Switch 3 deshabilitar DNS lookup

e — O
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SLINEFROTO-5-UPDOWN: Line protocol on Interface Seriald/o/1,
changed state to down

SLINEFROTO-5-UPDOWN: Line protocol on Interface Seriald/o/1,
changed state to up

R3rconfigure terminal

% Invalid input detected at "~' marker.

R3renakle

B3fconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
B3 ({config)#no ip domain lookup

B2 {config)#
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Asignar direcciones IP a los Switches acorde a los lineamientos.

S1(config)#interface vlan 1
S1(config-if)#ip add 192.168.99.2 255.255.255.0

S1(config-if)#no shut

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#int vlan 1

Switch(config-if)#ip add 192.168.99.3 255.255.255.0
Switch(config-if)#no shut

Switch(config-if)#
%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

Switch(config-if)#exit
Switch(config)#ip default-gateway 192.168.99.1
Switch(config)#exit

Switch#
B Switch3 - O b
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Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch{config)gint vlan 1

Switch({config-if) #no shut

Switch{config-if)#
2LINE-5-CHRNGED: Interface WVlanl, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed
state SO0 up

Switch(config-if) gexit
Switch{config)#ip default-gateway 192.1€2.595.1
Switch(config) fexit
Switch#
rSYS—S—CDNFIG_I: Configured from consocle by consocle
W

Ctrl+F6 to exit CLI focus Copy Paste
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%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

%LINK-5-CHANGED:

S1(config-if)#int range fa0/2, fa0/4-23, g0/1-2
S1(config-if-range)#shutdown

B g

- O
Physical Config CLI Attributes
105 Command Line Interface
Sliconfig) finterface wlan 1
Sliconfig-if)¢ip add 1%2.1€3.5%.2 255.255.255.0
51 (config-if) #no shut
Sliconfig-if)g
®LINE-S5-CHARNGED: Interface Vlanl, changed state to up
SLINEFROTO-5-UPDOWN: Line protocol on Interface Wlanl, changed

state to up

S5l{config-if) gexic
Sli{config) gconfigure termina

% Invalid input detected at '*' marker.

51 {config) fconfigure terminal

% Invalid input detected at "' marker.

Sliconfig)ftinterface wlan 1
Sl{config-if) ¢ip add 1%2_.1€8.55.2 255.255_255.0
51 (config-if) #no shut

Sli{config-if) #int range fal/2, £fal/4-23,

g0/1-2

51 {config-if-range) #shutdo
51 (config-if-range) #

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#int range fa0/2, fa0/4-24, g0/1-2
S3(config-if-range)#shutdown
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Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively down
Interface FastEthernet0/4, changed state to administratively down
Interface FastEthernet0/5, changed state to administratively down
Interface FastEthernet0/6, changed state to administratively down
Interface FastEthernet0/7, changed state to administratively down
Interface FastEthernet0/8, changed state to administratively down
Interface FastEthernet0/9, changed state to administratively down
Interface FastEthernet0/10, changed state to administratively down

Interface FastEthernet0/11, changed state to administratively down
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%LINK-5-CHANGED
%LINK-5-CHANGED
%LINK-5-CHANGED
%LINK-5-CHANGED
%LINK-5-CHANGED
%LINK-5-CHANGED
%LINK-5-CHANGED
%LINK-5-CHANGED
%LINK-5-CHANGED
%LINK-5-CHANGED
%LINK-5-CHANGED
%LINK-5-CHANGED
%LINK-5-CHANGED
%LINK-5-CHANGED
%LINK-5-CHANGED

S3(config-if-range)#
S3#

. Interface FastEthernet0/12, changed state to administratively down
- Interface FastEthernet0/13, changed state to administratively down
- Interface FastEthernet0/14, changed state to administratively down
. Interface FastEthernet0/15, changed state to administratively down
- Interface FastEthernet0/16, changed state to administratively down
- Interface FastEthernet0/17, changed state to administratively down
. Interface FastEthernet0/18, changed state to administratively down
- Interface FastEthernet0/19, changed state to administratively down
- Interface FastEthernet0/20, changed state to administratively down
. Interface FastEthernet0/21, changed state to administratively down
- Interface FastEthernet0/22, changed state to administratively down
- Interface FastEthernet0/23, changed state to administratively down
. Interface FastEthernet0/24, changed state to administratively down
. Interface GigabitEthernet0/1, changed state to administratively down

. Interface GigabitEthernet0/2, changed state to administratively down

%SYS-5-CONFIG_I: Configured from console by console
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R1#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#ip dhcp pool admin
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#ip dhcp pool merca
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0

R1(dhcp-config)#

Configuraciones finales en R1
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S53fconfigure terminal
Enter configuration commands, one per line. End with CHTL/Z.
53 ({config) #int range £fals2, falys4-24, gifl-2
53 ({config-if-range) § shutdown
2 LINE-5-CHARNGED: Interface FastEthernetl/2, changed state to
administratively down
2LINE-5-CHARNGED: Interface FastEthernetd/4, changed state to
administratively down
(LINE-5-CHANGED: Interface FastEthernetd/5, changed state to
administratively down
2LINE-5-CHARNGED: Interface FastEthernetl/&, changed state to
administratively down
(LINE-5-CHARNGED: Interface FastEthernetd/7, changed state to
administratively down
2LINE-5-CHARNGED: Interface FastEthernetd/2, changed state to
administratively down
5LINE-S—CHANGED: Interface FastEtherneti/3, changed state to =
Ctrl+F6 to exit CLI focus Copy Paste
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Ll
Rl=enable
Blgconfigure terminal
Enter configuration commands, one per line. End with CHTIL/Z.
Bl {config) #ip dhep excluded-address 15%2_168.30.1 1%2_1&8_320_30
Bl {config) #ip dhecp excluded-address 15%2_168.40.1 1%2_1&8_40_30
Bl (config) #ip dhcp pool admin
Rl (dhep-config) #dns-server 10.10.10.11
Bl {dhep—config) #default-router 152 _162_30.1
Rl (dhep-config) #network 192 _1€5.30.0 255_255.255.0
Bl (dhcp—config) #ip dhcp pool merca
Rl (dhep-config) #dns-server 10.10.10.11
Bl {dhep—config) #default-router 152 _162_.40.1
Rl (dhep-config) #network 192 _1€5.40.0 255_255.255.0
Rl (dhcp-config) g bl

Ctrl+F6 to exit CLI focus Copy Paste

Configuraciones finales en R2

R2>enable

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#user webuser privilege 15 secret cisco12345
R2(config)#ip http server

N

% Invalid input detected at ' marker.
R2(config)#
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SLINEPROTO-5-UPDOWN: Line protocol on Inmterface SerialdysO/0,
changed state to down

SLINEPROTO-5-UPFDOWN: Line protocol on Inmterface SerialdysO/0,
changed state to up

Rizenable

RE2fconfigure terminal

Enter configuration commands, one per line. End with CHNTL/Z.
B2 (config) fuser webuser privilege 15 secret ciscol234s

B2 (config) #ip http serwver

% Inwvalid input detected at '*' marker.

B2 (config) # Y

Ctrl+F6 to exit CLI focus Copy Paste

Se debe tener en cuenta que se empled un servidor dentro de la topologia.

R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229
R2(config)#int f0/0

R2(config-if)#ip nat out

R2(config-if)#ip nat outside

R2(config-if)#int f0/1

R2(config-if)#ip nat inside

R2(config-if)#
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SLINEFROTO-5-UFDOWN: Line protocol on Interface Seriald/s0/0,
changed state to down

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serialdysa/0,
changed state to up

RZ=enable

Rigconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
B2 (config) fuser webuser privilege 15 secret ciscolZ34ls

B2 (config) #ip http serwver

% Invalid input detected at "*' marker.

B2 (config) #ip nat inside source static 10.10.10.10

20%.1€5.200_225

B2 (config) #int £0/0

B2 (config-if) #ip nat out

B2 (config-if) #ip nat outside

B2 (config-if)#int £0/1

B2 (config-if) #ip nat inside

B2 (config-if)# bl

Ctrl+F6 to exit CLI focus Copy Paste

R2(config-if)#access-list 1 permit 192.168.30.0 0.0.0.255

R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255

R2(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.228 netmask 255.255.255.248
R2(config)#ip nat inside source list 1 pool INTERNET

R2(config)#
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RZgconfigure terminal A
Enter configuration commands, one per line. End with CHTL/Z.

B2 (config) fuser webuser priwvilege 15 secret ciscoll34b

B2 ({config) #ip http serwver

% Invalid input detected at "*' marker.

B2 ({config) #ip nat inside source static 10.10.10.10

205 _.1€5.200.229

B2 (config) #int £0/0

B2 (config-if) #ip mat out

B2 (config-if) #ip nat outside

B2 ({config-if) #int £0/1

B2 ({config-if) #ip nat inside

B2 ({config-if)#

B2 ({config-if) faccess-list permit 15%2_1€8_30.0 0.0_0_255

% Imvalid input detected at "*' marker.

B2 ({config-if) faccess-list 1 permit 1%2_1&83_.30.0 0_0_.0_.255

B2 ({config) faccess—-1list 1 permit 1592_168.40.0 0.0.0.255

B2 (config) #ip nat pool IWNIERNET 20%.1€5.200_225 205_1€5.200.228

B2 (config) #ip nat inside source list 1 pool INTERNET

B2 {config) b

Ctrl+F6 to exit CLI focus Copy Paste

R2(config)#ip acces list

R2(config)#ip access-list standard ADMIN_S
R2(config-std-nacl)#permit host 172.31.21.1
R2(config-std-nacl)#exit

R2(config)#line vty 0 4

R2(config-line)#access-class ADMIN_S in
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B2 (config) #ip nat inside source static 10.10.10.10
205.1€5_200.225

B2 {config)#int £0/0

B2 {config-if) #ip nat out

B2 (config-if) #ip nat outside

B2 (config-if) ¢int £0/1

B2 (config-if) #ip nat inside

B2 (config-if) ¢

B2 (config-if) faccess-list permit 192 _.1€2.30.0 0.0_.0.255

e

% Invalid input detected at "*' marker.

B2 (config-if) faccess-1list 1 permit 192.1€2.30.0 O0_.0.0.255
B2 {config) faccess—-1list 1 permit 1592_1c8.40.0 0.0_.0_255

netmask 255.255.255.248

B2 (config) #ip nat inside source list 1 pool INTERMET
B2 {config)#ip acces list

B2 (config)#ip access-list standard ADMIN 5

B2 {config-std-nacl) fpermit host 172.31.21.1

B2 (config-std-nacl) #exit

D2 {configl#line wey 0 4|

RZ (config-line)faccess—class ADMIN 5 in

B2 {config-line)$

B2 (config) #ip nat pool INTIERNET 20%.1€5.200.225 205 _1€5.200.228

Ctrl+F6 to exit CLI focus Copy

R2(config)#access-list 101 permit tcp any host 209.165.200.229 eq www
R2(config)#access-list 101 permit icmp any any echo-reply
R2(config)#access-list 101 permit icmp any any echo-reply
R2(config)#int f0/0

R2(config-if)#ip access-group 101 in

R2(config-if)#int f0/0/0

%Invalid interface type and number

R2(config)#int s0/0/0

R2(config-if)#ip access-group 101 out

R2(config-if)#int s0/0/1

R2(config-if)#ip access-group 101 out

R2(config-if)#int f0/1

R2(config-if)#ip access-group 101 out

R2(config-if)#
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B2 (config-std-nacl) §permit host 172.31.21.1 A
B2 (config-std-nacl) fexit

B2 (config) #line wty O 4

B2 (config-line) faccess—class ADMIN 5 in

B2 (config-line) fexit

B2 (config) faccest-list 101 permit tcp any host 205.1€5.200.22% eg
WY

% Invalid input detected at "*' marker.

B2 ({config) faccess-1list 101 permit tcp any host 205%.1€5.200.225% eg
W

B2 (config) faccess-1list 101 permit icmp any any echo-reply

B2 (config) faccess-1list 101 permit icmp any any echo-reply

B2 (config) #int £0,/0

B2 (config-if) #ip access—group 101 in

B2 (config-if) &int £0,/0,0

%Invalid interface type and number

B2 (config) #int s0/0/0

B2 (config-if) #ip access—group 101 out

B2 (config-if) #int s0,/0/1

B2 (config-if) #ip access—group 101 out

B2 (config-if) #int fﬂfﬂ

B2 (config-if) #ip access—group 101 out

B2 (config-if) ¢ bl

Procesos de ping

R2#show access-lists

Standard IP access list 1

10 permit 192.168.30.0 0.0.0.255

20 permit 192.168.40.0 0.0.0.255

Standard IP access list ADMIN_S

10 permit host 172.31.21.1

Extended IP access list 101

10 permit tcp any host 209.165.200.229 eq www

20 permit icmp any any echo-reply
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B2 (config) #int sO/0/0 ~
R2{config-if)#ip access-group 101 ocut

B2 (config-if)#int s0/0/1

B2 (config-if)#ip access—group 101 out

B2 (config-if)#int £0/1

R2{config-if)#ip access-group 101 ocut

R2 (config-if)#

B2 (config-if)#exit

B2 (config) gexit

Rlg

%55YS-5-CONFIG I: Configured from console by conscole

RZg¢show access—-lists
Standard IP access list 1
10 permit 152 _.1€8.30.0 0.0.0.255
20 permit 152_.1€2.40.0 0.0.0.255
Standard IP access list ADMIN S
10 permit host 172_.31_21.1
Extended IP access list 101
10 permit tcp any host 20%.1€5.200.225% eg www
20 permit icmp any any echo-reply

R2g
Rz g
R2g W
Cirl+F& to exit CLI focus Copy Paste
® R1 — O

Physical Config CLI Attributes

105 Command Line Interface

Rl#ping 209.1€5.200.230

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.1€5.200.230, timeout is
seconds:

(8]

Success rate is 20 percent (4/5), round-trip min/favg/max = 1/&/23
ms
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CONCLUSIONES

La presente actividad, nos permitidé poner en practica los conocimientos adquiridos en
Packet Tracer, para los médulos de CCNA 1 y CCNA 2, durante el desarrollo pudimos
configurar diferentes dispositivos que integran una red, dentro de los cuales tenemos
SW, Routers, PC, Servidores, y diferentes conectores para siempre establecer la mejor
topologia, también se practicaron temas relacionados con asignacion de direcciones
IPs a cada uno de los equipos de la red, Creacion de Vlans y pruebas de conectividad

efectiva que se fueron realizando en cada uno de los escenarios.

Sin duda el aprendizaje adquirido sera importante para nuestro desempefio en el

campo profesional como ingenieros de sistemas.
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