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Resumen

Debemos conocer y adentrarnos en la nueva era de la tecnologia, en donde la
comunicacion ha escalado y generado demasiados avances, obligando a mas persona a
capacitarse interactuando con estos avances, en donde como usuarios utilizamos varias
herramientas en nuestros trabajos, en nuestra vida diaria y acortamos distancias.

En la Universidad Nacional Abierta Y a distancia quiere participar en brindar
profesionales que ayuden aportar a la sociedad con las herramientas infundadas en el
curso diplomado de Disefio e Implementacion de Soluciones Integradas LAN — WAN, a
través de la plataforma cisco estudios de fundamentos Networking y los Principios de
Enrutamiento a través de casos de estudio, aplicando conocimientos dentro del curso y
exploracion de CISCO CCNA alli se simulo las diferentes formas de administrar una red.
Después interactuamos con el médulo 2 CISCO CCNA esto nos permite conocer cOmo
administrar una red aplicando la configuracién del protocolo de enrutamiento OSPF,

entender al manejo y aplicarlo en Packet Tracer.

Palabras clave:

Networking anglicismo empleado en el mundo negocios hace referencia actividad
socioecondémica en la que profesionales y para formar relaciones empresariales, crear y

desarrollar oportunidades de negocio, compartir informacion y blsqueda de clientes.

Encapsulamiento. Ocultacion del estado o de los datos miembro de un objeto, de forma
gue so6lo es posible modificar los mismos mediante los métodos definidos para dicho

objeto.

Protocolo. Un protocolo es un conjunto de reglas usadas por computadoras para
comunicarse unas con otras a través de una red. Un protocolo es una convencion o
estandar que controla o permite la conexiéon, comunicacién, y transferencia de datos

entre dos puntos finales.






Introduccioén

En el curso se profundizo en CCNA, interactuando con informacién y se obtuvo
conocimientos en relacionados con Networking, generando practica y desarrollando
actividades basadas en problemas reales, configurando la red con funciones basica de
Routers, Servidores, Switches; seguridad en dispositivos de comunicacién, aplicacion de
routing, Vlans, configuracibon OSPF, implementacion DHCP, NAT, configuracion y

verificacion de ACL.

Todo se desarroll6 a través de la plataforma Cisco y se interactua con el programa
Packet Tracer, en el cual se llevé a cabo cada una de las tareas propuestas, con el

objetivo de demostrar las habilidades adquiridas.
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1.

Escenario 1

En esta actividad vamos a implementar NAT, servidor de DHCP, RIPV2 y el
routing entre VLAN, incluida la configuracién de direcciones IP, las VLAN, los
enlaces troncales y las subinterfaces.

[lustracion 1.

Laptop0

Laptop1

Laptop2

Laptop3

Tabla 1:

adminiEs:ltrador [ s e Més?l?::dde gs::gzi’m

ISP S0/0/0 200.123.2111 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D

R1 Se0/1/0 10.0.0.1 255.255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
Fa0/0,100 192.168.20.1 255.255.255.0 N/D

R2 Fa0/0,200 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 N/D
Se0/0/1 10.0.0.9 255.255.255.252 N/D
Fa0/0 192.168.30.1 255.255.255.0 N/D

R3 2001:db8:130::9C0:80F:301 /64 N/D
Se0/0/0 10.0.0.6 255.255.255.252 N/D
Se0/0/1 10.0.0.10 255.255.255.252 N/D

SW2 VLAN 100 | N/D N/D N/D
VLAN 200 | N/D N/D N/D

SW3 VLAN1 N/D N/D N/D
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PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP
Tabla 2: Tabla de asignacion de VLAN y de puertos
Dispositivo VLAN Nombre Interfaz
Sw2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces
Tabla 3: Tabla de enlaces troncales
Dispositivo Interfaz Dispositivo
local local remoto
SW2 Fa0/2-3 100

1.1 Configuraciones

Para las configuraciones se utilizara la tabla de direccionamiento, la tabla de enlaces

troncales, la tabla de asignacion de VLAN y de puertos.
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1.1.1 SW1 VLAN Yy las asignaciones de puertos de VLAN deben
cumplir con la tabla 1

SW2

Switch
Switch
Switch
Enter

Switch
Switch
Switch
Switch
Switch
Switch
FE5¥5-5

Switch
Buildi
[DE]
Switch
Enter
Switch
Switch

>
>ENABLE
FCONE T

configuration commands, one per line. End with CHTITL/SZ.

{config) #MAME LADPTOES
{config) gwvlan Z00
feonfig—wvlan) fnamse destops
{config—vlan) fexit
{config) fend

£

—CONFI&E T: Configured from conscole by consocle

Fwr
ng configuratiom. . .

focont t©

configuration commands, one per line. End with CHTL/Z.

({configl£int range £0/,2-3
{config-if-range) §sw

% Incomplete commarnd._
Switchl{config-if—-range) fawitchport mode ac
Switch{config-if-range) fswitchport mode access
Switchi{config-if-range) fawitchport accocess wlan 100
53 VLAN 4does not exist. Creating wlan 100

% Lcoccoe
Switch
Switch

{config-if-range) f#int range
{config—if—range) £aw

% Inmncomplete command._
Switchiconfig-if-range) fawitch port mode access

% Inva

Switch
Switch
Switch
Switch
Switch

SW3

& Invalid input detected at

Switch |

% Invalid input detected at

Switch |

£O4-5

lid imput detected at "' marker.

access wlan Z00

{config-—if—-range) fawitchport mode access
{config-if-range) fswitchport
{config—if—-range) fexit

{config) fend

£

config) §switchport acc

Y

config) §switchport acc

'~' marker.

'~'" marker.

Switch{config-if-range) f#switchport mode access
Switch(config-if-range) fswitchport Access wlan 1

Switch |
Switch |

config-if-range) fexit
config) §end

Switchg
§5Y5-5-CONFI: I: Configured from conscle by console

1.1.2 Los puertos de red que no se utilizan se deben

deshabilitar
SW2
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Switch»enable

Switch#conf ©

Enter configuration commands, one per line._ End with CHMIL/SZ_
Switchi{configl#int range £0,/6—Z4

Switchiconfig-if—range) fshutdown

SELINE-S—CHARMNMEZED: Interface FastEthernetl/,&, changed state to
administratiwvely down

FELINE-S—CHARNEED: Interface FastEthernetl/s7, changed state to
administratively down

ELINF-5—CHLAMNECED: Imnterface FastEthermnetl/s/8, changed state to
administratiwvely down

SELINE-5—CHAMNECED: Imterface FastEthermnetil/ /3, changed state to
administratively down

SELINE-S—CHARMNEZED: Interface FastEthernet0,/,10, changed state to
administratively down

SELINE-S5—CHARNEED: Interface FastEthernetld/11, changed state to
administratiwvely down

SELINE-S—CHARMNMEZED: Interface FastEthernet0/,1Z, changed state to
administratiwvely down

SLINFE-S—CHARNEED: Interface FastEthermnetl/s13, changed state to
administratively down

SLINE-S5—CHAMNECED: Imterface FastEthermnetl/s14, changed state to
administratively down

ESELINE-S—CHANECED: Imterface FastEthermnetls 15, changed state to
administratively down

SELINE-S5—CHARNEED: Interface FastEthernetld/1&, changed state to

SW3

gdministratively down

SLINE-5-CHANEED: Interface FastEthernet(0/20, changed state to
gdministratively down

(LINE-5-CHRWNEED: Interface FastEthernetl/Zl, changed state to
gdministratively down

(LINE-5-CHRWNEED: Interface FastEthernetl/2Z2Z, changed state to
gdministratively down

(LINE-5-CHRWNEED: Interface FastEthernetl/2Z3, changed state to
gdministratively down

Switch (config-if-range)

(LINE-5-CHRWNEED: Interface FastEthernetl/ ¢, changed state to
administratively down

(LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/&,
changed state to down

Switch (config-if-range) fexit

Switch (config) #end

Switch§

%55¥Y5-5-CONFI& I: Configured from conscle by conscle
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1.1.3 Lainformacién de direccion IP R1, R2 y R3 debe cumplir
con latabla 1.

R1

Routerr*enable

RBouterfcon t©

Enter configuration commands, one per line. End with CHTIL/SZ.
Router (config)fint a0,/0,/0

Router (config—if) #ip add

% Incomplete command._

Router (config-if) &ip address Z200.123_Z211.2 Z55_.255_255.0
Router (config—if) fexit

Router (configl#int 30,1/0

Router (config—if) #ip address 10.0.0.1 Z55_255_Z255_252
Router (config-if) gexit

Router (config)fint 30,/1/1

Bouter (config—if) #ip address 10_.0.0.5 Z55_2Z55_Z55_2Z52
Router (config—if) #exit

Bouter (config) #end

Bouterc§

ESY¥YS5-5-CONFIE_TI: Configured from conscle by conscle

R2

Router>enable

Bouterfconf t

Enter configuration commands, one per line. End with CHTIL/SZ.

Bouter {config)#int £0,,0_.100

Bouter (config—subif) £

SLINE-5—-CHANEED: Interface FastEthernetd/0.100 changed state to up
-a

Router {config-—subif) #ip address 1%2_.1e8.20.1 Z55.255_.2Z55

% Configuring IF routing on a L&MN subinterface is only allowed if
that

gubinterface is already configured as part of an IEEE 802.10, IEEE
g802.14,

or ISL wLa&M.

Bouter (config—subif) §exit

Bouter {config) #int £0,/,0_Z200

Bouter (config—subif) £

SLINE-5—-CHANEED: Interface FastEthernet0/0.200, changed state to up

Bouter (config—subkif) fencapsulation 4dtlg Z00

% Imwvalid input detected at "' marker.
Bouter (config—subif) #ip address 1532 _ 168_21.1 Z55_.Z55_.255.0

% Configuring IPF routing on a LAN subkinterface is only allowed if
that

subinterface is already configured as part of an IEEE S502.10, IEEE
80Z_14,

or ISL wLBM._

Router {config—subif) #exit
Bouter {config)#

R3
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( LINEPROTO-5-UFPDOWN: Line protocol on Interface FastEthernet0/1,

changed state to down

Eouter*enable
Routerfconfigure terminal

Enter configuration commands,
Router (config) fint
Router (config-if) #ip address 152 _.1¢2.20.1

£0/s0

Router (config—if) fexit

Router (config)gipve u

Router (config) fipve unicast-routing
Router (config) fint 30/050

Router {(config-if) #ip address 10_.0.0.&
Router (config—-if) gexit

Router (config) fint 30/051

Router (config-if) #ip address 10_.0.0.10

Bouter (config-if) fexit
Bouter (config) fend

Bouterg

S5¥5-5-CONFIG I:

one per line.

End with CHMILSZ.

-255.255.0

Configured from consocle by consocle

1.1.4 Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31,
PC30y PC31 deben obtener informacion IPv4 del servidor
DHCP.

e Se genera configuracion en desktop y seleccionamos DHCP

[lustracion 2.

B

Physical Cenfig Deskiop

Programming

PCO

Attributes

(@) DHCP

IP Address

Subnet Mask
Default Gateway
DNS Server

IPw6 Configuration
() DHCP

IPvS Address

Link Local Address.
IPvS Gateway

IPv5 DNS Server
B0Z.1X

[[] use 802 1X Security
Authentication
Username

Password

) Static

() Auto Config (@) Static

FEB0::201:C7FF:FE35:BBS5

DHCP failed. APIPA is being used.

] vop
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llustracion 3.

L2 Laptop0 = B

Physical Config Deskiop Programming Aftributes.

IP Configuration
(@) DHCP () Static DHCP failed. APIPA is being used.
IP Address 169.254,149.169

Subnet Mask

Default Gateway

DNS Server

IPvE Configuration

llustracion 4.

P Server() = B

Physical  Config  Services  Deskiop  Programming  Afftrbutes
—

® DHeP () static DHCP failed. APIPA i being used 2
IP Address 169.254.75.228

Subnet Mask 255.255.0.0

Defaut Gateway

DNS Server

IPvE Configuration

71 nHrD (1 futn Panfin (W) Ctatic

1.1.5 R1 debe realizar una NAT con sobrecarga sobre
una direccion IPv4 pablica. Asegurese de que
todos los terminales pueden comunicarse con
Internet pablica (haga ping a la direccién ISP) y la
lista de acceso estandar se llama INSIDE-DEVS.

R1 debe tener una ruta estéatica predeterminada al

ISP que se configurdé y que incluye esa ruta en el
dominio RIPv2.

R1
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Bouterr>enakble

RBouterfconf t©

Enter configuration commands, one per line. End with CHTL/SZ._
Bouter (configl#int 30,151
Bouter{config—if) #ip nat inside
BEouter (config-—if£) fexizt

Bouter (config)#imnt 30,150
Bouter{config—if) #ip nat inside
Bouter (config—if£) fexit

Bouter {(config)l#imnt s0/03,0
Bouter (config—if) #ip ocutside

% Imwalid input detected at """ marker.

Bouter (config—if£) fexit

Router {config) #ip nat pool INSIDE-DEWVS Z200.12=2.211._2 200.123_211.1:=2
netm=sk Z55.Z55.Z55.0

Bouter (config) #access—l1list 1 permit 132 _1€8_.0.0 0O0_0_Z5
Router {config) #access—list 1 permit 10.0.0.0 O.03_255.2
REouter (configlfip nat inside source list 1 interface =5
Bouter (config) #ip mat inside 3t

050 owerloa

% Imwvalid input detected at "' marker.

Fouter{confiigl#ip nat inside scurce static tep 13Z.1&e8.20.8& S50
Z00_123_Z211_.1 &0

Boutericonfiglf#router rip

Bouter (config-—router) gversion Z

Bouter (config-—router) fnetwork 10_0_.0_.0

Router {config-router) fexit

Router {config) fend

Routerf

ES5YS-5-CONFIEZ I: Configured from conscle by consocle

R1

Bouter (config) #ip nat inside source static teop 132.1e8.30.¢ 20
Z00.123.211.1 80

Bouter (config) #router rip

Bouter (config-router) §version 2

Bouter (config-router) gnetwork 10.0.0.0

Bouter (config-router) fexit

Bouter (config) fend

Bouter§

§5¥5-5-CONFIE I: Configured from console by conaole

Boutergshow ip nat tr

Pro Inside glokal Inside local Cutaide local Cutaide
glokbal

tep Z00.123_.211.1:80 132.168.30_8:-80 -——= -—=

Boutergshow ip nat sta

Total tranmslations: 1 (1 static, 0 dynamic, 1 extended)
Cutside Interfaces:

Inside Interfaces: Serizl0l 170 , Serizlid 171

Hits: 0 Misses: 0O

Expired translatiomns: 0

Dynamic mappings:
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1.1.6

1.1.7

1.1.8

R2 es un servidor de DHCP para los dispositivos conectados al
puerto FastEthernet0/0.

R2

Routerfconft ©
Enter configuration commmands, one per line . End with CHMNIL/Z.
PEouter (config) ip dhcocp excluded—address 10.0_0_2Z2 10_0_035

BEouter (configl #ip dhcocp pool INSIDE-—-DEWVS
BEouter (dhop—comnfig) Enetwork 13Z _1€8_Z0_.1 Z
PBouter (dhop—config) Enetwork 13Z _1€8_.Z1 .1 Z
PEouter (dhop—config) f#default—routexr 13Z_1&8
Router (dhocp—config) #dns—server O0_0_0_0
Router (dhocp—coconfigl f#exit

Router {comfig)
Router {comfig)
Router {comfig)
Router (comfig)
Router (comfig)
Router (comfig)
Router (comnfiog)
Router {config) fexit

Bouter§

ESYS-5-CONFIE T: Configured from conscle by conscle

LU R

R2 debe, ademas de enrutamiento a otras partes de la red,
ruta entre las VLAN 100 y 200.

R2

Bouter (dhep—config) #dns—server 0_.0.0_.0
Router (dhcp—config) #exit

Bouter (configl &

Bouter (config) g

Bouter {configl &

Bouter (config) g

Router (configl

Bouter (configl &

Bouter (config) g

Bouter (config) fexit

Bouter§

E5¥S5-5-CONFIG _I: Configured from conscle by console

Bouterfconft ©

Enter configurstion commands, one per line. End with CHNIL/SZ.
Bouter (config) int wlam 1007

Bouter (config—if) $ip address 1532 _168_2Z0_.1 Z55_255_255_.0
Router {config—-if) #exit

Bouter {config)fint wlan 200

Bouter{config—if) #ip address 192.1le8.21.1 Z55.2Z55.255.0
Bouter (config-if) #exit

Bouter {config) #aend

Router#

ES¥S—5-CONFIE I: Configured from consocle by conscle

El Servidor0 es sélo un servidor IPv6 y solo debe ser
accesibles para los dispositivos en R3 (ping).
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[lustracion 5.

Command Prompt

Packet Tracer SERVER Command Line 1.0
C-\>

ping
Packet Tracexr PC Ping

Usage: ping [n count |

C:-\>ping 152_.160.30_4

Pinging 1S2_.1€0.30.4 with 32 bytes of data:

1.1.9 LaNICinstalado en direcciones IPv4 e IPv6 de Laptop30, de
Laptop31, de PC30 y obligacion de configurados PC31
simultaneas (dual-stack). Las direcciones se deben configurar
mediante DHCP y DHCPv6.

[lustracion 6.
B Laplops - T A

Physical Config Desktop Programming Attributes
——
(@) DHCP () Static

IP Address

Subnet Mask 255.255.0.0
Default Gateway

DNS Server

IPvE Configuration

() DHCP (®) Auto Config () Static
IPvE Address :
Link Local Address FE&0::201:63FF.FEES:426B

IPvS Gateway

IPvE DNS Server

802.1X

[] use 802.1X Security
Authentication 105
Username

Password

“1 Top
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[lustracion 7.

14 Laptop3 = B

Physical Config Deskiop Programming Aftributes

(®) DHCP () Static (
IP Address

Subnet Mask

Default Gateway 0.0.0.0

DNS Server 0.0.0.0

IPvE Configuration

() DHCP (@ Auto Config () Static
IPvE Address )
Link Local Address. FE80::230:CFF-FEC3:E065
IPvG Gateway
IPvE DNS Server
[lustracién 8.
i pPC2 - Y EEd
Physical Config Desktop Programming Aftributes.
(®) DHCP ) static "
IP Address 79
Subnet Mask 255.255.00
Default Gateway 0.0.0.0
DNS Server 0.0.0.0
[PvE Configuration
() DHCP (®) Auto Config ) Static
IPv8 Address !
Link Local Address FEB0::240:BFF:FEES:CCB3

[lustracion 9. Pc3

® PC3 - 0

Physical  Cenfig  Ceskiop  Programming  Aftributes

(® DHCP () static l
P Address 169.254.138.96

Subnet Mask 255.255.0.0

Default Gateway 0.000

DNS Server 0.0.0.0

IPv6 Configuration

() DHep {® Auto Config () Static

IPv6 Address !

Link Local Address FES0::2D0:BAFF-FE13:8A60

IPvE Gateway
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R3

1.1.10 La interfaz FastEthernet 0/0 del R3 también deben tener

direcciones IPv4 e IPv6 configuradas (dual- stack).7

SLINEFROTO-5-UPDOWN: Line protococl on Inmterface Serizld/ 0/0, changed
State to up

SLINEFROTO-5-UPDOWN: Line protococl on Interface Serisldys0/1, changed
state to up

REouterr>enzsble

Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z._
Bouter (config) #ipve unicast-routing

Router (config) #int £0/50

Router (config-if) géipwve enzable

Bouter (config-if) fip address 132 .1e8.30.1 25
RBouter (config- lgipwve address Z001:db3: - 39
Bouter (config-if) #no shutdown

Router (config-if) #no shut

REouter (config-if) gexit

Router (config) fexit

Routerg

?SYS—&—CDNFIG_I: Configured from consocle by console

i

1.1.11R1, R2 y R3 intercambian informacion de routing mediante

RIP version 2.

R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta
predeterminada desde R1.

R1

Itate to up

FELINMEPROTO-S5-TUPDOWN: Line protococl ocn Inmterface Serizald,,00, changed
Itate to up

FELINMEPROTO-S5-TUPDOWN: Line protococl ocn Inmterface Seriald 1 51, changed
Itate to up

Aouter>enakble

Routerfconi ©

Znter configuration commands, one per line. End with CHILASZ.
Router (config) frouter rip

fouter (config-router) #fversion 2

Aouter {config-router) #fnetwork 10.0.0.0

Aouter {config-router)f# network 10.0.0.4

Aouter {config-router)# do show ip route connected

cC 10.0.0.0520 iz directly connected, Serizalds 1 0
cC 10.0.0.4,3230 iz directly connected, Serizalds 1l 1
cC Z00.1223.211.0724 iz directly connected, Serizlds 070

Aouter (config-router) fend
Router$
F5YS5-5-CONFIG I: Configured from conscle by conscle
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R2

SLINEFROTO-5-UPDOWN: Line protocol on Interface Serieldy 071,
state to down

SLINEFROTO-5-UPDOWN: Line protocol on Interface Serialldys 070,
state to down

SLINEFROTO-5-UPDOWN: Line protocol on Imterface Serizal0ys 070,
state to up

SLINEFROTO-5-UFDOWN: Line protocol on Imterface Serial0y 001,
state to up

REouterrenable
REoutergconf t

changed

changed

changed

changed

Enter configuration commands, one per line. End with CHIL/Z.

Router (config) #router rip
Router (config-router) fversion 2
REouter (config-router) fnetwork 10.0.0.0

REouter (config-router) fnetwork 10.0.0.8

BEouter (config-router) fdo show ip route connected
BEouter (config-router) fend

Bouterg

55Y5-5-CONFIG_I: Configured from conscle by consocle

R3

% Imvalid input detected at "' marker.

Router (config—1if) #fno shutdown

BEouter (config—if) #fno shut

BEouter {config—if) #fexit

Router (config) fexitc

Routerg

ES5Y¥S—-5-—CONFIGE I: Configured from conscle by conscle

Bouterenable

Bouterfconft t+«

Enter configuration comands, one per line. End with
Rourter (config) #router rip

Router (config—router) §versiomn 2
Router (config—router) fnetwork 10.0_.0_.0

REouter (config-—router) fnetwork 10_0_4a_8

REouter (config—router) fdo show ip route connected

i 10 0. 0_4,20 is directly comnnected, Seri=sl0//0,/0
= 10._.2_3_8/20 is directly connected, Serial0 0,1

Bouter (config-—router) fend
Bouterg

ESYS-5-—CONFIE I: Configured from conscle by conscle
|

CHTL/SZ .
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1.1.12 Verifique la conectividad. Todos los terminales deben poder
hacer ping entre siy a la direccion IP del ISP. Los terminales
bajo el R3 deberian poder hacer IPv6-ping entre ellos y el

servidor.
[lustracién 10. Lapton 2
Physical Config Deskiop Programming Adftricutes

mmand Line 1.0
87FF:FESE 14

Pinging

[lustracion 11. Lapton 3

Physical Config es&to Programming Attributes

with 32 bytes of data:

:2410:- b = e ms T

Reply from

g statist

m = Oms, Average =

[lustracion 12. Pc2

Physacal Config eskt Programmng Attribuies







2.Escenario 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de Miami,
Bogota y Buenos Aires, en donde el estudiante sera el administrador de la red, el cual
debera configurar e interconectar entre si cada uno de los dispositivos que forman parte
del escenario, acorde con los lineamientos establecidos para el direccionamiento IP,
protocolos de enrutamiento y demas aspectos que forman parte de la topologia de red.

llustracion 13.

VLAN Direccionamiento Nombre

Internet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

FO/0 Buenos Aires
Foi24 | 802-1Q

192.168.99.3
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2.1 Ejemplos Configurar el direccionamiento IP
acorde con latopologia de red para cada uno
de los dispositivos que forman parte del

escenario
Tabla 4.

Dispositivo |INTERFACE | DIRECCION IP I\S/IS:I;:QSA
:-\;C;UTER GI10/0 209.165.200.230 [ 255.255.255.248
R2 FA 0/0 209.165.200.225 [ 255.255.255.248
R2 S0/0/0 172.31.23.1 255.255.255.252
R2 S0/0/1 172.31.21.2 255.255.255.252
R2 LoO 10.10.10.10 255.255.255.255
R1 S 0/0/0 172.31.21.1 255.255.255.252
R1 FA 0/0.30 192.168.30.1 255.255.255.0
R1 FA 0/0.40 192.168.40.1 255.255.255.0
R1 FA 0/0.200 ([192.168.200.1 |255.255.255.0
R1 FA 0/0.99 192.168.99.1 255.255.255.0
R3 S0/0/1 172.31.23.2 255.255.255.252
R3 Lo4 192.168.4.1 255.255.255.0
R3 Lo5 192.168.5.1 255.255.255.0
R3 Lo6 192.168.6.1 255.255.255.0
Swi Vlan 99 192.168.99.2 255.255.255.0
SwW3 Vlan 99 192.168.99.3 255.255.255.0
PC-A Vlan 30 Dinamica Dinamica
PC-C Vlan 40 Dindmica Dindmica
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llustracién 14.
.

Fhwsical Config Deskbop FProgramming arribut=s

nfiguration

IF Cardfiguration

() DHCP () Static
1P address 155, 254, 238, 140
subret Mask D55, 255, 0.0

llustracion 15
=

Fhwzical Confia Deskion Programming arributes

omfiguration

IF Cardiguraton

- DHCF {2 Static DHCP Failed. AFTPA is being used.
IF address 1 54
Subret Mask 255. 255.0.0
llustracion 16
Frwsical —onfig Deskbon Programming artribut=s

IF Carfiguration

2 DHCP - Stmtic
P address | 203, 165. z00. 230
Subret Mask |25 285, 255, 242

Default Gatevweaw | 23, 165, 200, 2325
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R1

HouTer=emn

Bouterfcoconl T«

Enter configuration commands, on= pec line. End with CHTLSI.
Bouter {(config) #no ip domain—lookus

Bouter {config) fhostnam= R1

Bl (config) fenable s=ccet class

Bl iconfig)f#line con O

Bl {config—line) fpass cisco

Bl {config-line)#laogin

Bl {config—line)flin= vty O 4

Bl {config—line) fpass cisco

Bl {config—line)flogin

0l {config—lina) ffeodit

Bl {cenfig) fservice password—anccyption

Bl {config) #barmmer motd FDrohibido @l accesoc Ho Antorisadof
Bl {config) #inmt =0,0/0

Bl (config—if) #ip address 172.21.21.1 2ZE5.2EBEB.2BE.2ZEZ

Bl {cenfig—if) folock =ata 122000

Bl {config—if)#no =shut

R2

Houter>=en

HBouterfconf ©

Enter comfigurstion commands, one per line.
Houter (config) #fno ip domain—1ookas
Houter (config) fhostname RE

HZ iconfig) f#enakble secret Cclass

HZ iconfig)f#line console O

B2 jconfig-lime) fpass cisco

BZ iconrfig-line) plogin

B2 jconfig—line)fline wLy O 4

B2 jconfig-lime) fpass clsco

2 jconfig—line) #login

fconfig—line) fexic

fconfig) f=s=ervice passwordenccygkion

=

nd with CHTLSZ

I

fconfig) fbanner motd FFrohikbido =1 Bococesco No auborisados
(fconfig) fint =000

fconfig—dif) fip address 17Z.31.Z1.2 Z55.2Z55.Z55.252
(fconfig—3if) f#no =shat

| hHdmom
[ENT N T 5 Sk Y L N

RLINE-5—CHAMGCED: Imterface Seriall/ 0 /0, changed state to down
B2 {config—dif) Fimt =001

BE {config—if) fip addres=s 172 _31_322_.1 2E55.266.266_-2632

B2 jcoenfig—if) folock rate 122000

Thiszs commarnd applies only to DOE interfacos

02 {ccnfig—if) fno shut

B2 jconfig—if) §
SLINE-SE—CHRAMCED: Imterface Seriallds 0 1, rchanged state to up

SLINEPROTO-S—UPFDOMN - Laine protoool on Imterface Sacialdf o L,
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R3

HZ (config—if) §int gl 0

BE {config—if) fde=scription con=xion a ISP

02 {config—if) fip addrass 209_1&5_200_225 255 _2LL_2LE_2492
03 jconfig—if) o shuat

HI jconfig—if) §
SLINE-S—CHARNLCED : Inmterface EigabitEthernetls D, rchanged state to
ug

ALINEFEUTU-S5—UFIKHN: Line prococs on Incerfarce
ClgakitEthernetl/s 0, changed sStatce ©To up

llustracién 17 Web server
B wieb Server — O
Fhysical Config SEMVICES Desktop Frogramming Artributes

figuration

IP Corfiguration

{_) DHCF ®) Stafic

1P Address [10. 10.10.10
Subret Mask |255. 285, 285.0
Default Gareway | 10, 10.10.1

R3

Doutar>=amn

DouterffoontE

Enter conmfiguration comrands, ons per line. End with CHTLSE
Houter (comfig) fno ip dorasin-loolkuap

Houter (config) flhost R2

Bl iconfigl #enakble secret class

Blilconfigi#line comn O

Bl iconfig-linel#pass cisco

Bl iconfig-linme)#login

Ediconfig-line)f#line wow O 4

Bl iconfig-—lime) fpass cCclisco

B3 (config—linme) floglin

Bifconfig-line)jfexitc

=S I:l'_l:"'_:lg:l Bservice pa:‘.:‘.ucrﬂ—en:r !r"":_'?l:-l 1

B3 C!'_I:"'.:.‘Lg:l Bhanner morvd FProbhdididos acceso Ho aucorlzadod
Bl (config) #int =0,0,1

Bl i{config—if)f#ip add 172_.31._23.2 2Z55_.255.255.252

Bi {config—4if)#dno shut
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R3

K3 (coniig—ir)Fint Jlos

R3(config-if)s
SLINK-S-CHANGED: Interface Loopback4, changed state to up

SLINEPROTOC-S5-UPDOWN: Line protcocol on Interface Loopback4,
changed state to up

R3(config—-if)$#ip add 15S2.1€8.4.1 255.255.2585.0
R3 (config—if) #no shut
R3 (config—if) $int 1losS

R3 (config—-if) ¢
SLINK-S5-CHANGED: Interface Loopback5, changed state to up

SLINEPROTO-S5-UPDOWN: Line protocol on Interface Loopbacks5,
changed state to up

R3(config—-if)$#ip add 15S2_.1€8.5.1 255.255.255.0
R3 (config—if) #no shut
R3 (config—if) #int loe€

R3{config—-if)$
SLINKE-S-CHANGED: Interface Loopback€, changed state to up

SLINEPROTO-S-UPDOWN: Line protocol on Interface Loopbacké€,
changed state to up

R3 (config—-if) $ip add 1S2.1€8.€.1 255.255.255.0
R3 (config—if) #no shut

S1
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Switch™>an

Switchfconf t

Enter configuration commands, one per line. End with CHNIL/Z.
Switch({config)l$no ip domain-loockup

Switchi{config)fhost S1

Sliconfig)#enable secret class

Sl{config)#line console 0

Sliconfig-line)gpass cisco

Sl{config-line)g#line wvey 0 4

Sl ({config-line)gpass cisco

Sl {config=-line)flogin

El{config-line)fexit

Sl{config)d#service password-encryption
Sliconfig)dbanner motd $Prohibido accesc No autorizados
Sliconfig)dexit

Slg

8SYS-5-CONFIG I: Configured from comnscle by conscle

Slgcopy ru

Slgcopy running-config start

Slgcopy running-config startup-config
Destination filename [startup-config]?

2.2 Configurar el protocolo de enrutamiento
OSPFv2 bajo los siguientes criterios:

Tabla 5 OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2

5555
Router ID R3

8.8.8.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500
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R1

Rl=en
Password:
Rlgcont ¢t
Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #router ospf 1
Rl (config-router) grouter-id 1.1.1.1
Rl (config-router) gnetwork 172_31.21.0 0.0.0.3 area 0
Rl (config—-router) gnetwork 15S2_.1€8.30.0 0.0.0.3 area 0O
Rl (config-router) #nectwork 152.1€8.40.0 0.0.0.3 area 0O
Rl (config-router) #network 152.1€8.30.0 0.0.0.255 area 0O
Rl (config—router)$network 152.1€8.40.0 0.0.0.255 area 0O
Rl (config—-router)$network 152.1€8.200.0 0.0.0.255 area 0O
Rl (config-router) gpassive—interface g0/1.30
Rl (config-router) gpassive-interface gl/1.40
Rl (config-router) gpassive-interface gl/1.200
Rl (config-router) fauto-cost reference-bandwidth 7500
% OSPF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across
all routers.
Rl (config-router) gexic
Rl (config) #int s0/0/0
Rl (config—-if) #bandw
Rl (config—if) $bandwidth 128
Rl (config-if)$ip ospf cost 7500

R2

RZ=en
Password:
R2gcont ¢t
Enter configuration commands, one per line. End with CNTL/Z.
B2 (config) $router ospf 1
B2 (config-routar) $router-id 2.2 2.2
E2 (config=router) inetwork 172_.31.21.0 0.0.0.3 arsa 0O
K2 (config=router) inetwork 172.31.23.0 0.0.0.3 area 0O
R2 (config-router) $network 10.10.10.0 0.0.0.255 area 0
RZ (config-router) $passive—-interface gl/1
R (config-router) §auto-cost reference-bandwidth 7500
% OSPF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across
all routers.

B2 (config-router) $int s0/0/0

B2 ([config-if) $handwidth 128

B2 (config-if)#int =0/0/1

B2 (config-if) #bandwidch 128

B2 (config-if) #ip ospf cost 7500
R2 (config=if) §exit

R2 (config) &
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R3

R3=
R3>en
Password:
R3gconf ¢
Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) g¢router ospf 1
R3 (config-router)$router-id 3.3.3.3
R3 (config-router) $network 172.31.23.0
R3 (config-router)$network 152.1¢2.4.0
R3 (config-router) gpassive-interface lo4
R3 (config-router) g¢passive-interface los
R3 (config-router) gpassive-interface loé€
R3 (config-router) gauto-cost reference-bandwidth 7500
& OSPF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across
all routers.
R3 (config-router) $exit
R3 (config) $int s0/0/1
R3 (config-if) $bandwidth 128
R3 (config-if) gexic

.0.0.3 area 0O
.0.3.255 area 0

oo

2.3 Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

Rigshow ip ospf neig

Heighbor ID Fri State Dead Time Address Intecface
3.3.3.3 o FULLy = 00:00:30 172.31.28.2 Serial0/s0r1
L.l.1.1 ] FULLy - 00:00:33 172.31.21.1 Seriald/s0/0

2.4 Visualizar listaresumida de interfaces por OSPF en
donde se ilustre el costo de cada interface

R2
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R2g¢show ip ospf interface

Serial0d/0/0 is up, line protocol is up
Internet address is 172.31.21.2/30, Area 0
Process ID 1, Router ID 2.2.2.2, Network Type POINT-TO-POINT, Cost: 4857
Transmit Delay is 1 sec, State POINT-TO-POINT, Prioricy O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit S
Hello due in 00:00:00
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Serial0/0/1 is up, line protocol is up
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Router ID 2.2.2.2, Network Type POINT-TO-POINT, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network

2.5 Visualizar el OSPF Process ID, Router ID, Address
summarizations, Routing Networks, and passive
interfaces configuradas en cada router.

router ospf 1
router—jd 2. 2_2 .2
log—adjacency—changes
passiwve—interface EFigakbitEthernetld/s;1
aunto—ocost reference—kbandwidthh 7500
metwork 172 _31_.21.0 O.0_.0_.3 area 0O
metwork 1TZ_31_.232.0 O0.0_.0_.3 area 0O

metwork 10.10_.10.0 O_.0.0_255 area O

2.6 Configurar VLANS, Puertos troncales, puertos de
acceso, encapsulamiento, Inter-VLAN Routing y
Seguridad en los Switches acorde a latopologia de
red establecida.

S1
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Elgconf t

Encter configuration commands, one per linmne. End with CNTL/Z._
51 (config) #vlan 30

5l (config=vlan) fname Administracion

Sl (config-vlan)#vlan 40

Sl {config-vlan) #name Mercadeo

Sl (config-vlan)#vlan 200

Sli{config-vlan) fname Manteniento

Sliconfig-vlan) fexit

Enter configuration coomands, one2 per _ine. End with CNTL/ZI.
Sl (config) $§int vlan 2C0

Sl (config-if)¢

Sl (config-if)tint wvlar 200

Sl (config-if)¢ip add 152_1€8.55_2 255 _255_25£.0

S1 (config-if) tno shut

S1 (config-if) texit

51 (confiqg) g§ip default-gateway 1S2_.1€8.55.1

S1 (confiqg) g¢int £0/3

Sl (config-if) $svitckport mode trunk

Sl (config-if)$
SLINEPROTO-S-UPDOWN: Line protocol on Intexrface FastEthernet0/3,
changed state to down

SLINEPROTO-S5-UPDOWN: Line protocsl on Interface FastEthernetd/3,
changed state to up

SLINEPROTO-S—-UPDOWN: Line protocol on Interface Vian2l0, changed
state to uap

Sl (config-if) $svitckport trunk native vlan 1
Sl (config-if)¢int £C/24

Sl (config-if) ¢svitckport mode trank

Sl (config-if)tsvitcrpocrt trunk native vlan 1
S1 {config) §int range faO/2, fa0/4-23, g0O/1-2
Sl (config-if-range) #switch mode access

Sl (config-if-range)#int £al/1

Sl (config-if)$switch mode access

Sl ({config-if)$switch access vlian

Sl {config-if)$switch access wvlan 30

Sl ({config-if)gint range £a0/2, £a0/4-23, gd/1-2
Sl (config-if-range) ¢shutdown

S3
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53>en

Password:

S3gconf t©

Enter configuration commands, one per linme. End with CHTL/Z.
53 (config) §vlan 30

53 (config-vlan) dname Administracion
S3(config-vlan)#vlan 40

53 (config-vlan)fname Mercadeo

S3(config-vlan)fvlan 200

53 (config-vlan) $name Mantenimiento

53 ({config-vlan) fexit

53 (config) #int wvlan 200

S3({config-if)#

SLINE-5-CHRANGED: Interface V1ani0d0, changed state to up

SLINEFPROTO-5-UPDOWN: Line protocol on Interface V1ianZ200, changed
STate to up

S3 (config-if)#ip add 1592.1€8.55.3 255.255.255.0
S3(config-if)$no shut

S3(config-if)fexit

53 (config) §ip default-gateway 132.1€8.53.1

R1

Bl=en

Password:

Blgconf t

Enter configuration commands, one per line. End with CHTL/Z.
Rl (config) #int gl/1.30

Rl iconfig-subif) #encapsulation dotlg 30
Pl(config-subif)$ip add 152.1€8.30.1 255.255.255.0
Bl ({config-subif)fint gl/1.40

Rl (config-subif)$ip add 15%2.1e8.40.1 255.255.255.0
Bl (config-subif) #int g0/1.40

Bl (config-subif) fencapsulation dotlg 40

Bl (config-subif)$ip add 152 _1€8._40.1 255_255_255_0
Bl (config-subif) #int g0/1_200

Rl iconfig=subif) fencapsulation dotlg 200

Bl {config-subdif) #ip add 152.1€8.200.1 255.2585.255.0
Rl {config-subif) §exic
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2.7 En el Switch 3 deshabilitar DNS lookup
s3

Passwozrd:

S3fconf ©

Enter configuration commands, one per line. End with CHNTL/Z.
53 (config)$#no ip domain-lookup

S3(conficls

2.8 Asignar direcciones IP alos Switches acorde a
los lineamientos.
51
Sllconfig-if)#ip add 192.1€8.99.2 255.255.255.0
51 (config-if) $no shut
5] (config=if) fexit

%%icanfig—ifl#ip add 152.1e8.595.3 2Zbb5.2565.255.0
53 (config-if) #no shut

=s3 ({config—1if) #exit

s3{config)fip default—-gateway l32.lec.535.1

2.9 Desactivar todas las interfaces que no sean
utilizadas en el esquema de red.

S1

5l (config-if)$int range £al/2, fal/4-23, gO/1-2
5l (config-if-range) §shutdown

S3

S3(config) #int range faldy/2, £fad/4-24, gls/1-2
S3 (lconfig—if-range) fshutdown
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2.10 Implement DHCP and NAT for IPv4,
Configurar R1 como servidor DHCP para las
VLANSs 30y 40, Reservar las primeras 30
direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

R1

Rlgconf ¢©
Enter configuration commands, one per line. End with CNTL/Z.
Rl (config)#ip dhcp excluded-address 152.1€8.30.1 152.1€8.30.30
Rl (config)g¢ip dhcp excluded-address 152.1€8.40.1 152.1€8.40.30
Rl (config)¢ip dhep pool admin

Rl (dhcp-config) g¢dns-sexver 10.10.10.11

Rl (dhcp~config) ¢default~-router 152.1€8.30.1
Rl (dhcp-config) $network 152.1€8.30.0 255.2855.
Rl (dhcp-config) $ip dhcp pool merca

Rl (dhcp-config) $¢dns-sexver 10.10.10.11

Rl (dhcp-config) $default-router 152.1¢8.40.1
Rl (dhcp-config) snetwork 152.1€8.40.0 255.25

"
wm
o

w
n
wn
Q

S.

Tabla 6.

Name: ADMINISTRACION
Configurar DHCP pool para VLAN DNS-Server: 10.10.10.11

30 Domain-Name: ccna-unad.com
Establecer default gateway.

Name: MERCADEO

Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

40 Domain-Name: ccna-unad.com
Establecer default gateway.

2.11  Configurar NAT en R2 para permitir que los
host puedan salir a internet.

BE2>an

Password:

RE2gconf ¢

Enter configuration commands, one per line. End with CHNTL/Z.
R2 (config) user webuser privilege 15 secret ciscol2345

F2 (config) #ip http authentication local

.
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2.12  Configurar al menos dos listas de acceso
de tipo estandar a su criterio en para restringir
o permitir trafico desde R1 o R3 hacia R2.

R2

BZgconf ©

Enter configuration comrmands, one per l1lime End with CHNTL/SZE .
B2 (config) faccess—lli=se 1 parmit 152 _1€8 _30_0 O0_0_0_255

FEZ (config)facocess—lise 1 permit 1S2 _1€e28_.40_0 Oa_O_d3_255

FZ (config) #ip nat pool INTERMNET 205 _1€5_Z00_225 209 _.1€5._.200_2Z2Z8
netmask Z55.255.255.248

Rl (config) #ip nat inside source list 1 pool INITERNET

RZ>en

Password:

RZgconft ¢

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config)$ip access—list standard ADMIN S

R2 (config-std—nacl) $permit host 172.31.21.1

R2Z (config-std—nacl) gexitc

RZ (config)gline vey 0 4

R2 (config-line) gaccess—-class ADMIN S in

RZ2 (config-line)$g

2.13 Configurar al menos dos listas de acceso
de tipo extendido o nombradas a su criterio en
para restringir o permitir trafico desde R1 o R3
hacia R2.

R2

R2 (config) faccess—list Ll0l permit tcp any host 205.1€5.200.229 eqg www
B2 (comfig) faccess=listc 101l permit icorp any any echo—reply
B2 (comfig) #inmnt gls0

FZ (config—if)l#ip access—group 1031 in

F2 (comEfig—3if)f$int sO0,0/0

R (comfig—4if)#ip access—group 101l outc

Rl (comfig—4if)#Fint sO 0 L

B2 (config—3if)#ip access—group 101 out

B2 (config—if)#int gl,1

B2 (config—if)#ip access—group 101 out

B2 (config-if)$



42 Prueba de Habilidades Practicas Cisco

2.14  Verificar procesos de comunicacion y
redireccionamiento de trafico en los routers
mediante el uso de Ping y Traceroute.

R2

BEZgshow access—lists
Standard IP access list 1
10 permit 19Z.1le€2.20.0 O_0_0._
20 permit 1S9Z.1l€2.40.0 O_.0_.0._
Standard IP access list ADMIN S
10 permit host 172 .21 .21.1
Extended IP access list 101
10 permit tcp any host 205 _1€5_Z00_2Z2595 eqg wWwWww
20 permit icmp any any echo—replywy

(SN
i i
i i

R1

Rlgping 205.1€5.200.230

Type escape seguence to abort.
Sending 5, l100-byte ICMP Echos to 209_1€5.200.230, timeout is 2
seconds :

Success rate is 20 percent (4/5), round-trip min/Savg/max = 1l/€/23
ms



3.Conclusiones y recomendaciones

3.1 Conclusiones

Si validamos muy bien el proceso de configuracién en la topologia de Red el
direccionamiento queda bien enrutado permitiendo una solucién adecuada a los
escenarios planteados y generando una configuracion a los routers lo que permite reducir
ataques de forma remota.

Adicional permite el acceso de direcciones IP especificas asegura la computadora del
administrador para que obtenga permiso para acceder al router mediante telnet o SSH.

En cuantos al protocolo DHCP se disefié con el fin de ahorrar tiempo gestionando
direcciones IP para una topologia de red grande.

3.2 Recomendaciones

Se presentan como una serie de aspectos que se podrian realizar en un futuro para

emprender investigaciones similares o fortalecer la investigacion realizada.
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