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RESUMEN

En el presente trabajo se da solucion a la evaluacion final (prueba de habilidades
practicas CCNA de cisco) del diplomado de profundizacion cisco (disefio e
implementacion de soluciones integradas lan/wan), como opcién de grado de la
Universidad Nacional Abierta Y a Distancia — UNAD.

Por medio del estudio y el uso de tecnologia CISCO y su plataforma online tedrico
practica, donde se cuenta con simuladores de redes, igualmente en la plataforma
de estudios de UNAD, donde se adquieren los conocimientos para el desarrollo de
la presente actividad final, se describe el desarrollo de las actividades y se da
solucién a las mismas a través de la herramienta de Cisco Packet Tracer Version
7.1.1, se crea la topologia solicitada, se configuran los dispositivos solicitados en la
topologia de comunicacidn con los parametros proporcionados, se implementan las
soluciones de red solicitadas y se deja evidencia de dichas configuraciones por
medio de cddigo escrito, imagenes de pruebas y configuraciones, evidencias a
través de imagenes y codigo de las pruebas realizadas al finalizar las
configuraciones de los equipos, y pruebas finales del funcionamiento de la red
implementada.



ABSTRACT

In the present work, the final evaluation is given (cisco CCNA practical skills test) of
the cisco deepening course (design and implementation of integrated lan / wan
solutions), as a degree option of the Universidad Nacional Abierta Y a Distancia —
UNAD.

Through the study and use of CISCO technology and its practical theoretical online
platform, where there are simulators of networks, also in the UNAD study platform,
where we acquired the knowledge for the development of the present final activity,
we describe the development of the activities and solution to them through the Cisco
Packet Tracer Version 7.1.1 tool, the requested topology is created, the requested
devices are configured in the communication topology with the parameters provided,
the solutions are implemented of network requested and left evidence of such
configurations by means of written code, images of tests and configurations,
evidences through images and code of the tests performed at the end of the
configurations of the equipment, and final tests of the operation of the implemented
network.
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GLOSARIO

ACL.: listas de control de acceso. Forma de determinar los permisos de acceso. Se
usa para el filtrado de trafico y controlar su flujo a través de la red.

DHCP: (protocolo de configuracion de host dinamico). Protocolo que permite que
un equipo conectado a una red pueda obtener su configuracién en forma
dinamica. Sirve principalmente para distribuir direcciones IP en una red.

DIRECCION IP: es un numero que identifica, de manera logica y jerarquica, a una
Interfaz en red (elemento de comunicacion/conexién) de un dispositivo
(computadora, tableta, portatil, smartphone) que utilice el protocolo IP

ENRUTAMIENTO: proceso de transferencia de paquetes de datos entre redes que
son aprendidas al interconectarse entre ellas.

INTERFAZ (REDES): es el software especifico para un controlador de dispositivo
especifico con el fin de proporcionar a la capa IP una interfaz coherente con los
adaptadores de red que puedan estar presentes.

NAT: traduccién de direcciones de red. Esta disefiada para conservar direcciones
IP. Permite conexion a Internet a las redes de IP privada que usan direcciones IP
gue no estan registradas.

OSPF: (ElI camino mas corto primero) protocolo de enrutamiento interno. Cada
router aprende sobre los routers cercanos y sus direcciones. Asi cuando se envia
un paqguete lo hace por la ruta por la que tenga que dar menos saltos entre ellos.

PING: es una utilidad diagnostical en redes de computadoras que comprueba el
estado de la comunicacion del host local con uno o varios equipos remotos de una
red IP por medio del envio de paquetes ICMP de solicitud (ICMP Echo Request) y
de respuesta.

RED TRONCAL: red que permite la comunicacion de varias LAN o segmentos.

VLAN: (red de area local virtual). Tecnologia de nivel de capa 2 del modelo OSI
optimiza, protege y segmenta el trafico de una red.



INTRODUCCION

En la presente solucion de estudios de caso bajo el uso de tecnologia Cisco, que
comprende protocolos de routing dindmico (RIPv2, OSPF), configuracién de servers
DHCP, Network Address Translation (NAT), Listas de Control de Acceso (ACL).
Estas pueden implementarse en routers para aumentar la seguridad de una red o
implementar politicas de entrada y salida de paquetes para ciertos equipos
especificos.

Se configuran servidores DHCP, el cual es un protocolo de difusion que trabaja de
forma predeterminada en donde sus paquetes no pasan a través de enrutadores.
Un agente de retransmisiéon DHCP recibe cualquier difusion DHCP de la subred y la
reenvia a la direccion IP especificada en una subred distinta.

Las redes de datos que se usan en nuestras vidas cotidianas para aprender, jugar
y trabajar varian desde pequefias redes locales hasta grandes internetworks
globales. En el hogar, un usuario puede tener un router y dos o mas computadoras.
En el trabajo, una organizacion probablemente tenga varios routers y switches para
atender las necesidades de comunicacion de datos de cientos o hasta miles de
computadoras.



OBJETIVOS

General

Dar Solucion a los estudios de caso dispuestos bajo el uso de tecnologia CISCO,
donde se Implementaran todas las habilidades tedrico practicas adquiridas durante
el presente curso por parte de los futuros graduados del programa de ingenieria
de sistemas de la Universidad Nacional Abierta y a Distancia - UNAD.

Especificos

e Desarrollar la topologia solicitada de acuerdo a los lineamientos de
configuracion descritos.

e Realizar configuracion de los dispositivos solicitados en la topologia de
comunicacién con los pardmetros proporcionados.

e Configuracién de direcciones IP, las VLAN, los enlaces troncales y las
subinterfaces

e Implementar seguridad de red en los dispositivos solicitados.
e Creacion y configuracion de Vlans en la red desarrollada.

e Determinar la configuracion necesaria para la implementacion de OPSFv2,
protocolo dinamico de Routing.

e Implementar de DHCP y NAT en dispositivos solicitados.
e Implementar servidor de DHCP, RIPV2 y el routing entre VLAN.

e Verificacién de conectividad entre los dispositivos de las topologias
desarrolladas.
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DESCRIPCION DE LAS ACTIVIDADES

Escenario 1

Server-PT

Laptop-PT
Server0

Laptop0 Laptopl

P §7] -
PC-PT Laptop-PT

PC1 Laptop-PT Laptop-PT

Laptop31 Laptop30
Figura 1Topologia propuesta escenario 1

Tabla de direccionamiento

El ; : ., Mascar Gateway
administrad Interfac Direccion [P a de predetermina
or €S subre do

d
ISP S0/0/0 200.123.211.1 255.255.255.0 | N/D
Se0/0/0 | 200.123.211.2 255.255.255.0 | N/D
R1 Se0/1/0 | 10.0.0.1 255.255.255.25/ N/D
2
Se0/1/1 | 10.0.0.5 255.255.255.25 N/D
2
Fa0/0,10  192.168.20.1 255.255.255.0 | N/D
0
R2 Fa0/0,20  192.168.21.1 255.255.255.0 | N/D
0
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Se0/0/0 | 10.0.0.2 255.255.255.25/ N/D
2
Se0/0/1 | 10.0.0.9 255.255.255.25/ N/D
2
192.168.30.1 255.255.255.0 | N/D
=3 Fa0l0 1 5001:db8:130:9C0:80 | /64 N/D
F:301
Se0/0/0 | 10.0.0.6 255.255.255.25| N/D
2
Se0/0/1 | 10.0.0.10 255.255.255.25/ N/D
2
SW2 VLAN N/D N/D N/D
100
VLAN N/D N/D N/D
200
SW3 VLAN1 | N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP
Tabla de asignacion de VLAN y de puertos
Dispositiv | VLAN Nombre Interfa
0 z
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces

Tabla de enlaces troncales

Dispositivo

Interfaz

Dispositivo
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local local remoto

SW2 Fa0/2-3 100

Situacion

En esta actividad, demostrara y reforzara su capacidad para implementar
NAT, servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la
configuracion de direcciones IP, las VLAN, los enlaces troncales y las

subinterfaces. Todas las pruebas de alcance deben realizarse a través de ping
Gnicamente.

a de habilidades pra... |

File Edit Options View Tools Extensions Help

4 o : Laptop-PT
pC21 Laptop-FT LaptopF PC31
LaptopFT Laptop31 Laptop30
Laptop20 Laptop21

Figura 2Topologia desarrollada
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DESARROLLO DE LA ACTIVIDAD 1

1. SW1 VLAN y las asignaciones de puertos de VLAN deben cumplir con
la tabla 1.

SW2>enable
SW2#configure terminal
Enterconfigurationcommands, one per line. Endwith CNTL/Z.

SW2(config)#vlan 100
SW2(config-vlan)#name LAPTOPS
SW2(config-vlan)#exit

SW2(config)#vlan 200
SW2(config-vlan)#name DESTOPS
SW2(config-vlan)#exit

SW2(config)#interface range fa0/2-3
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vian 100
SW2(config-if-range)#no shut
SW2(config-if-range)#exit

SW2(config)#interface range fa0/4-5
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 200
SW2(config-if-range)#no shut
SW2(config-if-range)#exit

SW2(config)#interface fastEthernet 0/24
SW2(config-if)#switchport mode trunk
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SW2(config-if)#no shut

2. Los puertos de red que no se utilizan se deben deshabilitar.

SW2(config)#interface range fa0/6-24
SW2(config-if-range)#shut

3. Lainformacién de direccion IP R1, R2 y R3 debe cumplir con la tablal.

ISP>ena

ISP#conf t

Enterconfigurationcommands, one per line. Endwith CNTL/Z.
ISP(config)#interface s0/0/0

ISP (config-if)#ip address 200.123.211.1 255.255.255.0
ISP(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changedstate to down
ISP (config-if)#

Configuracién R1

R1>ena

R1#conf t

Enterconfigurationcommands, one per line. Endwith CNTL/Z.
R1(config)#interface se0/0/0

R1(config-if)#ip address 200.123.211.2 255.255.255.0
R1(config-if)#no shut

R1(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changedstate to up

%LINEPROTO-5-UPDOWN: Line protocolon Interface Serial0/0/0,
changedstate to up

R1(config-if)#exit

R1(config)#interface se0/1/0

R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changedstate to down
R1(config-if)#exit
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R1(config)#interface s0/1/1
R1(config-if)#ip address 10.0.0.5 255.255.255.252
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changedstate to down
R1(config-if)#exit
R1(config)#

Configuracién R2

R2#ena

R2#conf t

Enterconfigurationcommands, one per line. Endwith CNTL/Z.
R2(config)#int fa0/0.100

R2(config-subif)#ipaddress 192.168.20.1 255.255.255.0

% Configuring IP routingon a LAN subinterfaceisonlyallowedifthat
subinterfaceisalreadyconfigured as part of an IEEE 802.10, IEEE
802.1Q,

or ISL VLAN.

R2(config-subif)#no shut

R2(config-subif)#exit

R2(config)#interface fa0/0.100
R2(config-subif)#encapsulation dot1Q 100
R2(config-subif)#ipaddress 192.168.20.1 255.255.255.0
R2(config-subif)#exit

R2(config)#int fa0/0.200

R2(config-subif)#encapsulation dot1Q 200
R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#exit

R2(config)#int s0/0/0

R2(config-if)#ip address 10.0.0.2 255.255.255.252
R2(config-if)#no shut

R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changedstate to up

R2(config-if)#exit
%LINEPROTO-5-UPDOWN: Line protocolon Interface Serial0/0/0,
changedstate to up

R2(config)#int s0/0/1
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R2(config-if)#ip address 10.0.0.9 255.255.255.252
R2(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changedstate to down
R2(config-if)#exit
R2(config)#

Configuracién R3

R3>ena

R3#conf t

Enterconfigurationcommands, one per line. Endwith CNTL/Z.
R3(config)#int fa0/0

R3(config-if)#ipv6 enable

R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64
R3(config-if)#no shut

R3(config)#int sO/0/0

R3(config-if)#ip address 10.0.0.6 255.255.255.252
R3(config-if)#no shut

R3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changedstate to up

R3(config)#int s0/0/1

R3(config-if)#ip address 10.0.0.10 255.255.255.252
R3(config-if)#no shut

R3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
R3(config-if)#

%LINEPROTO-5-UPDOWN: Line protocolon Interface Serial0/0/1,
changedstate to up

R3(config-if)#exit

R3(config)#
R3#

4. Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30 y
PC31 deben obtener informaciéon IPv4 del servidor DHCP.

17



B Laptop20

Physical | Config

Desktop Frogramming

Attributes

nfiguration

IP Configuration

| @ DHCP

I IP Address
Subnet Mask
Default Gateway
DMNS Server

(") Static

o

5

68.20.2

]
[

o
(o)
L

)

253.2553.255.0

19

.168.20.1

(]

Figura 3 Habilitar DHCP en Laptop 20

& |aptop21

Physical | Config

Desktop Programming

Attributes

nfiguration

IP Configuration
@ DHCP

IP Address
Subnet Mask
Default Gateway

DMS Server

Figura 4 Habilitar DHCP en Laptop 21

Fhysical | Config

Desktop Programming

Attributes

IP Configuration

i@ DHCP

IP Address
Subnet Mask
Default Gateway

DNS Server

192.158.21.1

Figura 5 Habilitar DHCP en PC 20
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Physical I Canfig

Desktop Programming Attributes

IP Configuration

i@ DHCP

IP Address
Subnet Mask
Default Gateway

DNS Server

i) Static
192,168.21.3
255.255,255.0
192.168.21.1

0.0.0.0

Figura 6 Habilitar DHCP en PC 21

Physical I Config

| Desktop Programming I Attributes

IF Configuration

@) DHCP

IP Address
Subnet Mask
Default Gateway
DMS Server

IPv6 Configuration

() Static
192,168.30.5
255,255.255.0
192,168.30.1

0.0.0.0

Figura 7 Habilitar DHCP en Laptop 30
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Physical I Config Desktop Programming Attributes

IP Configuration

@ DHCP (7) Static

IP Address 192.1568.30.3
Subnet Mask 255.255.255.0
Default Gateway 192, 168.30.1
DMS Server 0.0.0.0

Figura 8 Habilitar DHCP en Laptop 31

Physical | Config Desktop Programming Attributes

[P Configuration

IP Configuration

@ DHCP () Static

IP Address 192.168.30.4
Subnet Mask 2535.255.255.0
Default Gateway 192, 168.30.1
DMNS Server 0.0.0.0

Figura 9 Habilitar DHCP en PC 30
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5.

Physical | Config Desktop Programming Attributes

[P Configuration

IP Configuration

@ DHCP ) Static

IP Address 192.168.30.2
Subnet Mask 255.253.255.0
Default Gateway 192.168.30.1

DMS Server

Figura 10 Habilitar DHCP en PC 31

RldeberealizarunaNATconsobrecargasobreunadirecciénIPv4publi
ca.Aseguresedequetodos los terminales pueden comunicarse con
Internet publica (haga ping a la direccion ISP) y la lista de acceso
estandar se llama INSIDE-DEVS.

R1>ena

R1#conft

Enterconfigurationcommands, one per line. Endwith CNTL/Z.
R1(config)#ipnat pool INSIDE-DEVS 200.123.211.3 200.123.211.254
netmask 255.255.255.0

R1(config)#access-list 1 permit 10.0.0.0 0.0.255.255
R1(config)#ipnat inside source list 1 pool INSIDE-DEVS overload
R1(config)#interface se0/1/0

R1(config-if)#ipnat inside

R1(config-if)#exit

R1(config)#interface se0/0/0

R1(config-if)#ipnat outside

R1(config-if)#exit

R1(config)#exit

R1 debe tener una ruta estatica predeterminada al ISP que se
configurd y que incluye esa ruta en el dominioRIPv2.

Ri1>ena
R1#conf
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Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router rip

R1(config-router)#network 192.168.20.1
R1(config-router)#network 192.168.21.1
R1(config-router)#network 200.123.211.2
R1(config-router)#network 192.168.30.1
R1(config-router)#network 10.0.0.0
R1(config-router)#network 10.0.0.4
R1(config-router)#network 10.0.0.8
R1(config-router)#version 2

R1(config-router)#no auto-summary
R1(config-router)#exit

R1(config)#

R2>ena

R2#conf

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router rip

R2(config-router)#network 192.168.20.1
R2(config-router)#network 192.168.21.1
R2(config-router)#network 200.123.211.2
R2(config-router)#network 192.168.30.1
R2(config-router)#network 10.0.0.0
R2(config-router)#network 10.0.0.4
R2(config-router)#network 10.0.0.8
R2(config-router)#version 2

R2(config-router)#no auto-summary
R2(config-router)#exit

R2(config)#

R2#

%SYS-5-CONFIG_I: Configured from console by console

R3>ena

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router rip

R3(config-router)#network 192.168.20.1
R3(config-router)#network 192.168.21.1
R3(config-router)#network 200.123.211.2
R3(config-router)#network 192.168.30.1
R3(config-router)#network 10.0.0.0
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R3(config-router)#network 10.0.0.4
R3(config-router)#network 10.0.0.8
R3(config-router)#version 2
R3(config-router)#no auto-summary
R3(config-router)#exit

R3(config)#

ISP(config)#router rip
ISP(config-router)#network 200.123.211.0
ISP(config-router)#network 10.0.0.0
ISP(config-router)#version 2
ISP(config-router)#no auto-summary

R2 es un servidor de DHCP para los dispositivos conectados al
puertoFastEthernet0/0.

R2>ena

R2#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip dhcp pool vilan100
R2(dhcp-config)#network 192.168.20.0 255.255.255.0
R2(dhcp-config)#default-router 192.168.20.1
R2(dhcp-config)#exit

R2(config)#ip dhcp pool vlan200
R2(dhcp-config)#network 192.168.21.0 255.255.255.0
R2(dhcp-config)#default-router 192.168.21.1
R2(dhcp-config)#exit

R2(config)#

. R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las
VLAN 100 y200.

R2>ena

R2#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip dhcp pool vian100

R2(dhcp-config)#network 192.168.20.0 255.255.255.0
R2(dhcp-config)#default-router 192.168.20.1
R2(dhcp-config)#exit

R2(config)#ip dhcp pool vian200

R2(dhcp-config)#network 192.168.21.0 255.255.255.0
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R2(dhcp-config)#default-router 192.168.21.1
R2(dhcp-config)#exit
R2(config)#

9. El Servidor0 es solo un servidor IPv6 y solo debe ser accesibles para los
dispositivos en R3 (ping).

Physical Config Services Desktop Programming Attributes

Command Prompt

Minimm =

Figura 11 Ping del server0 a R3 con IPv6

10. La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de
Laptop3l, de PC30 y obligacion de configurados PC31
simultaneas (dual-stack). Las direcciones se deben configurar
mediante DHCP y DHCPV6.

R2(config)#ip dhcp pool vilanl
R2(dhcp-config)#network 192.168.30.0 255.255.255.0
R2(dhcp-config)#default-router 192.168.30.1
R2(dhcp-config)#exit

11. La interfaz FastEthernet 0/0 del R3 también deben tener
direcciones IPv4 e IPv6 configuradas (dual- stack).

R3(config)#interface fa0/0
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R3(config-if)#ipv6 enable

R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64
R3(config-if)#no shut

12. R1, R2 y R3 intercambian informacion de routing mediante RIP version
2.

R1>ena

R1#conf

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router rip

R1(config-router)#network 192.168.20.1
R1(config-router)#network 192.168.21.1
R1(config-router)#network 200.123.211.2
R1(config-router)#network 192.168.30.1
R1(config-router)#network 10.0.0.0
R1(config-router)#network 10.0.0.4
R1(config-router)#network 10.0.0.8
R1(config-router)#version 2

R1(config-router)#no auto-summary
R1(config-router)#exit

R1(config)#

R2>ena

R2#conf

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router rip

R2(config-router)#network 192.168.20.1
R2(config-router)#network 192.168.21.1
R2(config-router)#network 200.123.211.2
R2(config-router)#network 192.168.30.1
R2(config-router)#network 10.0.0.0
R2(config-router)#network 10.0.0.4
R2(config-router)#network 10.0.0.8
R2(config-router)#version 2

R2(config-router)#no auto-summary
R2(config-router)#exit

R2(config)#

R2#

%SYS-5-CONFIG_I: Configured from console by console
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13.

R3>ena

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router rip
R3(config-router)#network 192.168.20.1
R3(config-router)#network 192.168.21.1
R3(config-router)#network 200.123.211.2
R3(config-router)#network 192.168.30.1
R3(config-router)#network 10.0.0.0
R3(config-router)#network 10.0.0.4
R3(config-router)#network 10.0.0.8
R3(config-router)#version 2
R3(config-router)#no auto-summary
R3(config-router)#exit

R3(config)#

R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta
predeterminada desde R1.

R1>ena

R1#conf

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router rip

R1(config-router)#network 192.168.20.1
R1(config-router)#network 192.168.21.1
R1(config-router)#network 200.123.211.2
R1(config-router)#network 192.168.30.1
R1(config-router)#network 10.0.0.0
R1(config-router)#network 10.0.0.4
R1(config-router)#network 10.0.0.8
R1(config-router)#version 2

R1(config-router)#no auto-summary
R1(config-router)#exit

R1(config)#

R2>ena

R2#conf

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router rip

R2(config-router)#network 192.168.20.1
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R2(config-router)#network 192.168.21.1
R2(config-router)#network 200.123.211.2
R2(config-router)#network 192.168.30.1
R2(config-router)#network 10.0.0.0
R2(config-router)#network 10.0.0.4
R2(config-router)#network 10.0.0.8
R2(config-router)#version 2
R2(config-router)#no auto-summary
R2(config-router)#exit

R2(config)#

R2#

%SYS-5-CONFIG_I: Configured from console by console

R3>ena

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router rip
R3(config-router)#network 192.168.20.1
R3(config-router)#network 192.168.21.1
R3(config-router)#network 200.123.211.2
R3(config-router)#network 192.168.30.1
R3(config-router)#network 10.0.0.0
R3(config-router)#network 10.0.0.4
R3(config-router)#network 10.0.0.8
R3(config-router)#version 2
R3(config-router)#no auto-summary
R3(config-router)#exit

R3(config)#

14. Verifigue la conectividad. Todos los terminales deben poder hacer
ping entre si y a la direccién IP del ISP. Los terminales bajo el R3
deberian poder hacer IPv6-ping entre ellos y el servidor.

Pin ISP a PC20
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Physical Config CLI Attributes

105 Command Line Interface

ISE»ena
ISPgping 192 _168.21.1

Type escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to 132.168.21.1, timecut is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = Z/

Figura 12 Ping de ISP a PC20

Ping Laptop 31 a ISP

Physical Config Desktop Programming Attributes

d Prompt

Ping statistics for
DPa ts nt =

ed 4
bpproximate round trip times in mil

r

Minimim = 1lms, Maximm =

Figura 13 Ping de Laptop 31 a ISP
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Ping PC30 a R1

Physical Config Desktop Programming Attributes

mand Prompt

v»ping 10.0.0.1 <

Pinging ] 0.0.1 with

Approximate round trip times in milli-
Minimim = Oma, Maximm = Zms, Avera

Figura 14 Ping del PC30 A R1
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DESCRIPCION DE LAS ACTIVIDADES

Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual deber& configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

lnternet VLAN Direccionamiento Nombre
30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
209.165.200.230 200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

F0/0 Buenos Aires

192.168.99.3

Figura 15 Topologia propuesta escenario 2

30



DESARROLLO DE LA ACTIVIDAD 2

1. Configurar el direccionamiento IP acorde con la topologia de red para
cada uno de los dispositivos que forman parte del escenario.

¥ Cisco Packet Tracer - E\UNADY2018-024DIPLOMADO DE PROFUNDIZACIONM CISCO\Final\Casos resueltos\Caso 2.pkt
File  Edit

Options  View

Tools  Extensions

Help

| = 2
’: Logical Mew Cluster| [Move Object||Set Tiled Background Viewpart
@ o ——
7 194
PCPT R.2-Miami
Internet PC Server BT
Web-Server
1941 1941
1-Bogota R.3-BuenosAires
——
2950024TT 2960F24TT
S\W1 S\W3
- -
PCPT PC-PT
PC-A PC-C

Figura 16 Topologia desarrollada

Nota: Si inserta a la topologia un servidor web, ya que el Router (R2)
no soporta el servicio http.
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Q Internet PC

DEMI\Desktop'Caso 2.pkt

Logic Physical Config

Desktop

Custom Interface

‘JX. IP Configuration

IP Configuration
() DHCP

® Static

IP Address

209.165.200.230

Subnet Mask

255.255.255.248

Default Gateway

209.165.200.225

DNS Server

IPv6 Configuration

(O DHCP (O Auto Config @ Static

IPv6 Address

Link Local Address

FE80::20C:85FF:FES8:CCT7B

IPvE Gateway

IPv6 DNS Server

Figura 17 Configuracion direccionamiento IP Internet PC

Q Cisco Packet Tracer Student - C:\Users\COORDINACION ACADEMN\Desktop\Caso 2.pkt

View

Q Web-Server

Physical  Config

IP Configuration

Services

Desktop Custom Interface

Interface | FastEthernet0 - |
IP Configuration

() DHCP @) Static

IP Address 10.10.10.10

Subnet Mask

255.255.255.0

Default Gateway

10.10.10.1

DNS Server

0.0.0.0

IPvE Configuration
(O DHCP () Auto Con

fig @ Static

IPv6 Address

Link Local Address

FE80::202:16FF:FEC4:96AA

IPvE Gateway

IPv6 DNS Server

Figura 18 Configuracion direccionamiento IP WebServer
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I Physical I Config | Desktop | Programming I Attributes |

[P Configuration
IP Configuration
@ DHCP @ Static
IP Address 169.254.174.210
Subnet Mask 255.255.0.0
Default Gateway 0.0.0.0
DMS Server 0.0.0.0

Figura 19 Configuracién direccionamiento IP PC-A

Physical | Config | Desktop Programming Attributes
[P Configuration

IP Configuration

@ DHCp ) static

IP Address 169.254.213.171

Subnet Mask 255.255.0.0

Default Gateway 0.0.0.0

DMS Server 0.0.0.0

Figura 20 Configuracion direccionamiento IP PC-C

Configuracion R1

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname R1-Bogota
R1-Bogota(config)#enable secret class

R1-Bogota(config)#line con 0

R1-Bogota(config-line)#pass cisco
R1-Bogota(config-line)#login
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R1-Bogota(config-line)#line vty 0 4
R1-Bogota(config-line)#login

% Login disabled on line 132, until ‘password'’ is set
% Login disabled on line 133, until 'password' is set
% Login disabled on line 134, until ‘password'’ is set
% Login disabled on line 135, until 'password' is set
% Login disabled on line 136, until ‘password'’ is set
R1-Bogota(config-line)#line vty 0 4
R1-Bogota(config-line)#pass cisco
R1-Bogota(config-line)#login
R1-Bogota(config-line)#exit
R1-Bogota(config)#service password-encryption
R1-Bogota(config)#int s0/0/0
R1-Bogota(config-if)#ip address 172.31.21.1 255.255.255.252
R1-Bogota(config-if)#clock rate 128000
R1-Bogota(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R1-Bogota(config-if)#exit

Configuracion R2

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostaname R2-Miami

N

% Invalid input detected at " marker.
Router(config)#hostname R2-Miami
R2-Miami(config)#enable secret class
R2-Miami(config)#line con 0
R2-Miami(config-line)#pass cisco
R2-Miami(config-line)#login
R2-Miami(config-line)#line vty 0 4
R2-Miami(config-line)#pass cisco
R2-Miami(config-line)#login
R2-Miami(config-line)#exit
R2-Miami(config)#service password-encryption
R2-Miami(config)#int s0/0/0
R2-Miami(config-if)#ip address 172.31.21.2 255.255.255.252
R2-Miami(config-if)#no shut

R2-Miami(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to up

R2-Miami(config-if)#int s0/0/1

R2-Miami(config-if)#ip address 172.31.23.1 255.255.255.252
R2-Miami(config-if)#clock rate 128000
R2-Miami(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
R2-Miami(config-if)#int g0/0

R2-Miami(config-if)#description conexion a ISP
R2-Miami(config-if)#ip address 209.165.200.225 255.255.255.248
R2-Miami(config-if)#no shut

R2-Miami(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to
up

%LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0, changed state to up

R2-Miami#

%SYS-5-CONFIG_I: Configured from console by console

R2-Miami(config)#int g0/1

R2-Miami(config-if)#int g0/1

R2-Miami(config-if)#ip address 10.10.10.1 255.255.255.0
R2-Miami(config-if)#no shut

Configuracion R3

Router>ena
Router#tconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname R3-BuenosAires

R3-BuenosAires(config)#enable secret class

R3-BuenosAires(config)#line con 0

R3-BuenosAires(config-line)#pass cisco

R3-BuenosAires(config-line)#login
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R3-BuenosAires(config-line)#line vty 0 4
R3-BuenosAires(config-line)#pass cisco
R3-BuenosAires(config-line)#login
R3-BuenosAires(config-line)#exit

R3-BuenosAires(config)#service password-encryption
R3-BuenosAires(config)#int sO/0/1

R3-BuenosAires(config-if)#ip address 172.31.23.2 255.255.255.252
R3-BuenosAires(config-if)#no shut

R3-BuenosAires(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1,
changed state to up

R3-BuenosAires(config-if)#int lo4

R3-BuenosAires(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4,
changed state to up

R3-BuenosAires(config-if)#ip address 192.168.4.1 255.255.255.0
R3-BuenosAires(config-if)#no shut
R3-BuenosAires(config-if)#int 105

R3-BuenosAires(config-if)#
%LINK-5-CHANGED: Interface Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5,
changed state to up

R3-BuenosAires(config-if)#ip address 192.168.5.1 255.255.255.0
R3-BuenosAires(config-if)#no shut
R3-BuenosAires(config-if)#int 106

R3-BuenosAires(config-if)#
%LINK-5-CHANGED: Interface Loopback6, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback®6,
changed state to up

R3-BuenosAires(config-if)#ip address 192.168.6.1 255.255.255.0
R3-BuenosAires(config-if)#no shut
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R3-BuenosAires(config-if)#

Configuracion SW1

Switch>ena

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch(config)#hostname SW1
SW1(config)#enable secret class
SW1(config)#line con 0
SW1(config-line)#pass cisco
SW1(config-line)#login
SW1(config-line)#line vty 0 4
SW1(config-line)#pass cisco
SW1(config-line)#login
SW1(config-line)#exit
SW1(config)#service password-encryption
SW1(config)#exit

SWi#

%SYS-5-CONFIG_I: Configured from console by console
SW1#copy running-config start
Destination filename [startup-config]?
Building configuration...

[OK]

SW1#

Configuracion SW3

Switch>ena

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch(config)#hostname SW3
SW3(config)#enable secret class
SW3(config)#line con 0
SW3(config-line)#pass cisco
SW3(config-line)#login
SW3(config-line)#line vty 0 4
SW3(config-line)#pass cisco
SW3(config-line)#login
SW3(config-line)#exit
SW3(config)#service password-encryption
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SW3(config)#exit
SW3#
%SYS-5-CONFIG_I: Configured from console by console

SW3#copy running-config start
Destination filename [startup-config]?
Building configuration...

[OK]

SW3#

Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2

5.5.5.5
Router ID R3

8.8.8.8
Configurar todas las interfaces LAN como
pasivas
Establecer el ancho de banda para enlaces
seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Configuracién R1

R1-Bogota>ena

Password:

R1-Bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1-Bogota(config)#router ospf 1
R1-Bogota(config-router)#router-id 1.1.1.1
R1-Bogota(config-router)#network 172.16.12.0 0.0.0.3 area 0
R1-Bogota(config-router)#no network 172.16.12.0 0.0.0.3 area 0
R1-Bogota(config-router)#network 172.31.21.0 0.0.0.3 area O
R1-Bogota(config-router)#network 192.168.30.0 0.0.0.3 area O
R1-Bogota(config-router)#network 192.168.40.0 0.0.0.3 area O
R1-Bogota(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1-Bogota(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1-Bogota(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1-Bogota(config-router)#passive-interface g0/1.30
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R1-Bogota(config-router)#passive-interface g0/1.40
R1-Bogota(config-router)#passive-interface g0/1.200
R1-Bogota(config-router)#auto-cost reference-bandwidth 9500

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R1-Bogota(config-router)#exit

R1-Bogota(config)#int s0/0/0

R1-Bogota(config-ify#bandwidth 256

R1-Bogota(config-if)#ip ospf cost 9500

R1-Bogota(config-if)#

Configuracién R2

R2-Miami>ena

Password:

R2-Miami#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2-Miami(config)#router ospf 1

R2-Miami(config-router)#router-id 5.5.5.5
R2-Miami(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2-Miami(config-router)#

00:45:01: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/0
from LOADING to FULL, Loading Done

R2-Miami(config-router)#network 172.31.23.0 0.0.0.3 area O
R2-Miami(config-router)#network 10.10.10.0 0.0.0.255 area 0O
R2-Miami(config-router)#passive-interface g0/1
R2-Miami(config-router)#auto-cost reference-bandwidth 9500
% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R2-Miami(config-router)#int s0/0/0
R2-Miami(config-if)#bandwidth 256

R2-Miami(config-if)#int sO/0/1

R2-Miami(config-if)#bandwidth 256

R2-Miami(config-if)#ip ospf cost 9500
R2-Miami(config-if)#exit

R2-Miami(config)#

Configuraciéon R3

R3-BuenosAires>ena

Password:

R3-BuenosAires#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3-BuenosAires(config)#router ospf 1
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R3-BuenosAires(config-router)#router-id 8.8.8.8
R3-BuenosAires(config-router)#network 172.31.23.0 0.0.0.3 area 0
R3-BuenosAires(config-router)#

00:56:40: %OSPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/1
from LOADING to FULL, Loading Done

R3-BuenosAires(config-router)#network 192.168.4.0 0.0.3.255 area 0
R3-BuenosAires(config-router)#passive-interface lo4
R3-BuenosAires(config-router)#passive-interface 105
R3-BuenosAires(config-router)#passive-interface 106
R3-BuenosAires(config-router)#auto-cost reference-bandwidth 9500
% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R3-BuenosAires(config-router)#exit

R3-BuenosAires(config)#int s0/0/1
R3-BuenosAires(config-if)y#bandwidth 256
R3-BuenosAires(config-if)#exit

R3-BuenosAires(config)#

Verificar informacién de OSPF
e Visualizar tablas de enrutamiento y routers conectados por OSPFv2
R2-Miami>ena

Password:
R2-Miami#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
8.8.8.8 0 FULL/ - 00:00:39 172.31.23.2 Serial0/0/1
1.1.1.1 0 FULL/ - 00:00:32 172.31.21.1 Serial0/0/0
R2-Miami#
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Figura 21 Visualizacion tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

R2-Miami#show ip ospf interface

Serial0/0/0 is up, line protocol is up

Internet address is 172.31.21.2/30, Area O

Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT,
Cost: 6152

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:04

Index 1/1, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is O msec

Neighbor Count is 1, Adjacent neighbor countis 1

Adjacent with neighbor 1.1.1.1
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Suppress hello for 0 neighbor(s)

Serial0/0/1 is up, line protocol is up

Internet address is 172.31.23.1/30, Area 0

Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT,
Cost: 9500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:03

Index 2/2, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1, Adjacent neighbor countis 1

Adjacent with neighbor 8.8.8.8

Suppress hello for 0 neighbor(s)

GigabitEthernet0/1 is up, line protocol is up

Internet address is 10.10.10.1/24, Area 0

Process ID 1, Router ID 5.5.5.5, Network Type BROADCAST, Cost: 95
Transmit Delay is 1 sec, State WAITING, Priority 1

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)

Index 3/3, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

R2-Miami#
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RZ-Miamifshow ip ospf interface

Seriald/0/0 is up, line protocol is up

Internet address is 172.31.21_.2730, Area 0

Frocess ID 1, Router ID 5.5.5.5, MNetwork Type PFOINT-TO-FOINT,
Cost: €152

Transmit Delay is 1 sec, State BPOINT-TO-POINT, PFriority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5

Hello due in 00:00:04

Index 1/1, flood gueue length O

Hext 0:0({0) /0=0{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1

Bdjacent with neighbor 1.1.1.1

Suppress hello for 0 neighbor(s)
Seriald/0/1 is up, line protocol is up

Internet address is 172.31.23.1/30, Area 0

Process ID 1, Router ID 5.5.5.5, MNetwork Type POINT-TO-POINT,
Cost: 5500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O W

Figura 22 Visualizacion lista resumida de interfaces por OSPF con ilustracién del costo de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

R2-Miami#show ip protocols

Routing Protocol is "ospf 1"

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 5.5.5.5

Number of areas in this router is 1. 1 normal O stub 0 nssa
Maximum path: 4

Routing for Networks:

172.31.21.00.0.0.3 area O

172.31.23.00.0.0.3 area 0

10.10.10.0 0.0.0.255 area 0

Passive Interface(s):

GigabitEthernet0/1

Routing Information Sources:

Gateway Distance Last Update

1.1.1.1 110 00:00:18

5.5.5.5110 00:18:43
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8.8.8.8 110 00:15:53
Distance: (default is 110)

R2-Miami#

g

Logical

aaa%

]

b

14l

B R2-Miami

Physical Config CLI Attributes

105 Command Line Interface

—Dxl

PO reESs Nello for U NeElgnoor o
R2-Miamig

RZ-Miamifshow ip protocols

Routing Protocol is "ospf 1"
Cutgoing update £ilter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 5.5.5.5
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0
Passive Interface(s):
GigabitEthernetd/1
Routing Informaticon Sources:

Fateway Distance Last Update

1.1.1.1 110 00:-00:18

5.5.5.5 110 00:18:43

3.8.8.8 114 00:15:53
Distance: (default is 110)

R2-Miamig

Figura 23 Visualizacién protocolos de routing por OSPF

R2-Miami#
R2-Miami#show ip route ospf
192.168.4.0/32 is subnetted, 1 subnets

0 192.168.4.1 [110/9501] via 172.31.23.2, 00:21:54, Serial0/0/1

192.168.5.0/32 is subnetted, 1 subnets

0O 192.168.5.1 [110/9501] via 172.31.23.2, 00:21:54, Serial0/0/1

192.168.6.0/32 is subnetted, 1 subnets

0 192.168.6.1 [110/9501] via 172.31.23.2, 00:21:54, Serial0/0/1
0 192.168.30.0 [110/6247] via 172.31.21.1, 00:31:11, Serial0/0/0
0O 192.168.40.0 [110/6247] via 172.31.21.1, 00:31:11, Serial0/0/0
0 192.168.200.0 [110/6247] via 172.31.21.1, 00:31:11, Serial0/0/0

R2-Miami#
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RI-Miamif#show ip route ospf
152.1€5.4.0/32 is subnetted, 1 subnets

o] 132.1€8.4.1 [110/3501]1 wia 172.31.23.2, 00:21:54,
Seriald/0/s1

152.1€8.5.0/32 is subnetted, 1 subnets
o] 152.1€8.5.1 [110/35011 wia 172.31.23.2, 00:21:54,
Seriald/0/s1

152.1€2.6.0/32 is subnetted, 1 subnets
o] 1532 _165.€.1 [110/35011 wia 172.31.23.2, 00:21:54,
Serialdsos1
o] 152 .163.30.0 [110/€247]1 wia 172.31.21.1, 00:31:11,
Seriald/os0
o] 152 .163.40.0 [110/6247]1 wia 172.31.21.1, 00:31:11,
Seriald/sO0/0
o 192 .1€8_.200.0 [110/€247] wvia 172.31.21.1, 00:31:11,

Seriald/sO0/0

R2-Miamig
R2-Miamig| v

Figura 24 Visualizacion ruta IP OSPF

3. Configurar VLANs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches
acorde a la topologia de red establecida.

SW1l>ena

Password:

SWl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW1(config)#vlan 30

SW1(config-vlan)#name Administracion
SW1(config-vlan)#vlan 40

SW1(config-vlan)#name Mercadeo

SW1(config-vlan)#vlan 200

SW1(config-vlan)#name Mantenimiento
SW1(config-vlan)#exit

SW1(config)#int vian 200

SW1(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up

SW1(config-if)#ip address 192.168.99.2 255.255.255.0
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SW1(config-if)#no shut

SW1(config-if)#exit

SW1(config)#ip default-gateway 192.168.99.1
SW1(config)#int fO/3
SW1(config-if)#switchport mode trunk

SW1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/3, changed state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/3, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan200,
changed state to up

SW1(config-if)#switchport trunk native vian 1
SW1(config-if)#int f0/24
SW1(config-if)#switchport mode trunk
SW1(config-if)#switchport trunk native vian 1
SW1(config-if)#int range fa0/2, fa0/4-23, g0/1-2
SW1(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/7, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/8, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/9, changed state to
administratively down
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%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:
administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

%LINK-5-CHANGED:

administratively down

Interface FastEthernet0/10, changed state to

Interface FastEthernet0/11, changed state to

Interface FastEthernet0/12, changed state to

Interface FastEthernet0/13, changed state to

Interface FastEthernet0/14, changed state to

Interface FastEthernet0/15, changed state to

Interface FastEthernet0/16, changed state to

Interface FastEthernet0/17, changed state to

Interface FastEthernet0/18, changed state to

Interface FastEthernet0/19, changed state to

Interface FastEthernet0/20, changed state to

Interface FastEthernet0/21, changed state to

Interface FastEthernet0/22, changed state to

Interface FastEthernet0/23, changed state to

Interface GigabitEthernetO/1, changed state to
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%LINK-5-CHANGED: Interface GigabitEthernet0/2, changed state to
administratively down
SW1(config-if-range)#

SW3>ena

Password:

SW3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW3(config)#vlan 30

SW3(config-vlan)#name administracion
SW3(config-vlan)#vlan 40

SW3(config-vlan)#name Mercadeo

SW3(config-vlan)#vlan 200

SW3(config-vlan)#name Mantenimiento
SW3(config-vlan)#exit

SW3(config)#vlan 200

SW3(config-vlan)#exit

SW3(config)#int vlan 200

SW3(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan200,
changed state to up

SW3(config-if)#ip address 192.168.99.3 255.255.255.0
SW3(config-if)#no shut

SW3(config-if)#exit

SW3(config)#ip default-gateway 192.168.99.1
SW3(config)#

SW3(config)#int fa0/3

SW3(config-if)#switchport mode trunk
SW3(config-if)#switchport trunk native vian 1
SW3(config-if)#int range fa0/1-2,fa0/4-24, g1/1-2
interface range not validated - command rejected
SW3(config)#

SW3#

%SYS-5-CONFIG_I: Configured from console by console

SW3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
SW3(config)#int range fa0/2, fa0/4-24, g0/1-2
SW3(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to
administratively down
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%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/7, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/8, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/9, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/10, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/11, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/12, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/13, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/14, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/15, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/16, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/17, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/18, changed state to
administratively down
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%LINK-5-CHANGED: Interface FastEthernet0/19, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/20, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/21, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/22, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/23, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/24, changed state to
administratively down

%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to
administratively down

%LINK-5-CHANGED: Interface GigabitEthernet0/2, changed state to
administratively down
SW3(config-if-range)#

En el Switch 3 deshabilitar DNS lookup

Switch>ena

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Switch(config)#hostname SW3

SW3(config)#enable secret class

SW3(config)#line con 0

Asignar direcciones IP a los Switches acorde a los lineamientos.
SW1(config-if)#ip address 192.168.99.2 255.255.255.0

SW1(config-if)#no shut
SW1(config-if)#exit
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SW1(config)#ip default-gateway 192.168.99.1

SW3(config-if)#ip address 192.168.99.3 255.255.255.0
SW3(config-if)#no shut

SW3(config-if)#exit

SW3(config)#ip default-gateway 192.168.99.1
SW3(config)#

Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

SW1(config-if)#switchport trunk native vian 1
SW1(config-if)#int f0/24
SW1(config-if)#switchport mode trunk
SW1(config-if)#switchport trunk native vian 1
SW1(config-if)#int range fa0/2, fa0/4-23, g0/1-2
SW1(config-if-range)#shutdown

SW3(config)#int fa0/3

SW3(config-if)#switchport mode trunk
SW3(config-if)#switchport trunk native vlan 1
SW3(config-if)#int range fa0/1-2,fa0/4-24, g1/1-2
interface range not validated - command rejected
SW3(config)#

SW3#

%SYS-5-CONFIG_I: Configured from console by console

SW3#conf t
Enter configuration commands, one per line. End with CNTL/Z.

SW3(config)#int range fa0/2, fa0/4-24, g0/1-2
SW3(config-if-range)#shutdown

Implement DHCP and NAT for IPv4

R1-Bogota(config)#ip dhcp excluded-address 192.168.30.1
192.168.30.30
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R1-Bogota(config)#ip dhcp excluded-address 192.168.40.1
192.168.40.30

R1-Bogota(config)#ip dhcp pool admin
R1-Bogota(dhcp-config)#dns-server 10.10.10.11
R1-Bogota(dhcp-config)#default-router 192.168.30.1
R1-Bogota(dhcp-config)#network 192.168.30.0 255.255.255.0
R1-Bogota(dhcp-config)#ip dhcp pool mercadeo
R1-Bogota(dhcp-config)#dns-server 10.10.10.11
R1-Bogota(dhcp-config)#default-router 192.168.40.1
R1-Bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
R1-Bogota(dhcp-config)#

R2-Miami(config)#ip nat inside source static 10.10.10.10
209.165.200.229

R2-Miami(config)#int g0/0

R2-Miami(config-if)#ip nat outside
R2-Miami(config-if)#int g0/1

R2-Miami(config-if)#ip nat inside

R2-Miami(config-if)#

Configurar R1 como servidor DHCP para las VLANs 30 y 40.

R1-Bogota(config)#ip dhcp excluded-address 192.168.30.1
192.168.30.30

R1-Bogota(config)#ip dhcp excluded-address 192.168.40.1
192.168.40.30

R1-Bogota(config)#ip dhcp pool admin
R1-Bogota(dhcp-config)#dns-server 10.10.10.11
R1-Bogota(dhcp-config)#default-router 192.168.30.1
R1-Bogota(NAT-config)#network 192.168.30.0 255.255.255.0
R1-Bogota(dhcp-config)#ip dhcp pool mercadeo
R1-Bogota(dhcp-config)#dns-server 10.10.10.11
R1-Bogota(dhcp-config)#default-router 192.168.40.1
R1-Bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
R1-Bogota(dhcp-config)#

Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.
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10.

11.

R1-Bogota(config)#ip dhcp excluded-address 192.168.30.1
192.168.30.30

R1-Bogota(config)#ip dhcp excluded-address 192.168.40.1
192.168.40.30

R1-Bogota(config)#ip dhcp pool admin
R1-Bogota(dhcp-config)#dns-server 10.10.10.11
R1-Bogota(dhcp-config)#default-router 192.168.30.1
R1-Bogota(NAT-config)#network 192.168.30.0 255.255.255.0
R1-Bogota(dhcp-config)#ip dhcp pool mercadeo
R1-Bogota(dhcp-config)#dns-server 10.10.10.11
R1-Bogota(dhcp-config)#default-router 192.168.40.1
R1-Bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
R1-Bogota(dhcp-config)#

Configurar NAT en R2 para permitir que los host puedan salir a internet

R2-Miami(config)#ip nat inside source static 10.10.10.10
209.165.200.229

R2-Miami(config)#int g0/0

R2-Miami(config-if)#ip nat outside
R2-Miami(config-if)#int g0/1

R2-Miami(config-if)#ip nat inside

R2-Miami(config-if)#

Configurar al menos dos listas de acceso de tipo estandar a su criterio
en para restringir o permitir trafico desde R1 o R3 hacia R2.

R2-Miami>ena

Password:

R2-Miami#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2-Miami(config)#ip access-list standard ADMIN
R2-Miami(config-std-nacl)#permit host 172.31.21.1
R2-Miami(config-std-nacl)#exit

R2-Miami(config)#line vty 0 4
R2-Miami(config-line)#access-class ADMIN in
R2-Miami(config-line)#

Verificacion de telnet
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R1-Bogota>ena

Password:

R1-Bogota#telnet 172.31.21.2
Trying 172.31.21.2 ...Open

User Access Verification

Password:
Password:
R2-Miami>ena
Password:
R2-Miami#exit

[Connection to 172.31.21.2 closed by foreign host]
R1-Bogota#
® Cisco Pad % fLtoaors T (en = e ]|
N _ —

| Physical | config | cl | atibutes |

105 Command Line Interface

User Reoeoess Verification

Pagsword:
Password:
BZ-Miamirena
Pagsword:
RZ-Miamigexit

[Connection to 172.31.21.2 closed by foreign host]
Rl1-Bogotaf
Rl1-Bogota$

Figura 25 Lista con tréfico restringido

Tools Extensions

Physical | Config | CLI | Attributes

10S Command Line Interface

Password:

R3-Buencsiires>ena
Password:
R3-BuenosAiresgtelnet 172.31.21.2
Trying 172:31:2222 :-. .

% Connection refused by remote host
R3-Buencsliresgexit

Figura 26 Lista con trafico restringido
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12. Configurar al menos dos listas de acceso de tipo extendido o nombradas
a su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

R2-Miami>ena

Password:

R2-Miami#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2-Miami(config)#access-list 101 permit tcp any host 209.165.200.229
eq www

R2-Miami(config)#access-list 101 permit icmp any any echo-reply
R2-Miami(config)#int g0/0

R2-Miami(config-if)#ip access-group 101 in
R2-Miami(config-if)#int s0/0/0

R2-Miami(config-if)#ip access-group 101 out
R2-Miami(config-if)#int s0/0/1

R2-Miami(config-if)#ip access-group 101 out
R2-Miami(config-if)#int g0/1

R2-Miami(config-if)#ip access-group 101 out

R2-Miami(config-if)#

13. Verificar procesos de comunicacion y redireccionamiento de trafico en
los routers mediante el uso de Ping y Traceroute.

Ping Internet Pc a SW1

55



Cisco Packet Tracer - DAUNADY2018-02\DIPLOMADO DE PROFUNDIZACION CISCOVFinaM\Casos resueltos\Caso 2.pkt
e —— - A—— - — N S—

U=

N Physical Config Desktop Programming Attributes
Logical

> unreachable._

Ping statistics for 19
Pa

Figura 27 Ping Internet Pc a SW1

Ping R1 a Internet pc

CLI Attributes

Physical Config

Logical

1AM

105 Command Line Interface

Rl-Bogotafping 205.165.200.230

Iype escape sSeguence to zbort.
Sending 5, 100-byte ICMF Echos to 203.165.200.230, timeout is 2
seconds:

Success rate is 100 percent
1/1&/78 ms

{5/5), round-trip min/avg/max =

El-Bogotafexit

Figura 28 Ping R1 a Internet pc

Tracert Internet PC
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B Cisco Packet Tracer - DAUNAD\2018-02\DIPLOMADO DE PROFUNDIZACION CISCO\Final\Casos resueltos\Caso 2.pkt -

BR=N=

Logical Physical | Config | Desktop | Programming | Atiributes

Tracing route to

1 0 ms ms ms
0 ms ms ms
3 0 ms ms ms
4 1 ms ma msa
5 0 ma ms ms
15 0 ma ms ms
0 ms ms ms3
0 ms ms ma
0 ms ms ms
0 ms ms ms
0 ms ms ms
0 ms ms ms
0 ms ms ms
0 ms ms ms
0 ms msa ms3
0 ms ma uE]
0 ms ma uE]
0 ms ma uE]
0 ms ms ms
0 ms ms ms
0 ms ms ms
0 ms ms ms
4 LI 0 ms ms ms
Figura 29 Tracert Internet pc
& R1-Bogota - O *
D Physical  Config  CLI
. Viey
10S Command Line Interface _—
-
-
Press RETURN to get started.
User Rkeocess Verification
Password:
Rl-Bogotarena
Password:
Rl-Bogotagping 172.31.21.2
Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.21.2, timeout is 2 seconds:
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Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/8 ms
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Figura 30 Ping R1 a R2
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Ping R2 a R3

- 4
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D Physical Config  CLI

105 Command Line Interface

Press EETURN to get started.

User Access Verification
Password:

RZ-Miamirena
Password:
R2-Miamif#ping 172.31.23.2

Iype escape segquence to abort.
Sending 5, 100-byte ICHP Echos to 172.31.23.Z, timeout is 2

Success rate is 100 percent (5/5), round-trip min/avg/max =

< R2-Miamig

seconds:

1/2/8 ms

Figura 31 Ping R2 a R3

Ping Internet PC a R2

5.3 Internet PC

Physical Config Desktop  Custom Interface

Figura 32 Ping Internet PC a R2
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Ping Web Server a R2

5;3 Web-Server

N |

Physical Config Services Desktop  Custom Interface
-~
Figura 33 Ping Web Server a R2
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Figura 34 Ping PC-A a PC-C
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Figura 35 Ping PC-C a PC-A

Conexion por Navegador Web desde internet pc a web server

Command Prompt
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¥ |nternet PC - O

|: Physical Config Desktop Programming Attributes

\Web Browser

< >

URL |http:/{209, 165,200,229 Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities.
Mind Wide Open.

Figura 36 Conexién por Navegador Web desde internet pc a web server
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CONCLUSIONES

Con el desarrollo de esta actividad de habilidades practicas como trabajo final del
diplomado de profundizacion Disefio y Solucion de problemas WAN / LAN, se realiza
un namero amplio de tareas importantes para el buen desarrollo de los ejercicios
propuestos, en este se ejecutan funciones como la de verificar una conexion entre
los dispositivos proporcionada en la configuracién inicial de la topologia, Todo lo
anterior utilizando el software de simulacion Packet Tracer, para el modelamiento y
la conectividad LAN, comprobados con los comandos ping y tracer.

Lo anterior haciendo énfasis en los conocimientos adquiridos a lo largo de este
diplomado de profundizacion, correspondientes a los aspectos basicos y elementos
de las redes de telecomunicaciones y técnicas de conmutacién. Entre algunos de
es0s temas se encuentran los protocolos, servicios de seguridad de redes, modelos
capa OSl y TCP/IP, configuracion de dispositivos y enrutamientos, entre otros.
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