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INTRODUCCION

En el trabajo se dara la solucion a dos escenarios propuestos como examen final de habilidades
practicas pertenecientes al Diplomado De Profundizacion Cisco , Disefio E Implementacion De

Soluciones Integradas LAN / WAN. Donde se pone a prueba las habilidades a futuros ingenieros.

Durante el trabajo se abordaran las técnicas para comprension y solucién de problemas
relacionados con diversos aspectos de Networking . Tales como inicializacion de dispositivos de
red, configuracion bésica de routers, servidores, switches; seguridad de dispositivitos de
comunicacion, aplicacion de routing, Vlans, configuracion OSPF, implementacion DHCP, NAT,

verificacion ACI.

Se evidenciara el paso a paso del desarrollo de dichos problemas.



Universidad Nacional
4 s Abierta y a Distancia
o afer]ee

ci1sco. Cisco Networking Academy

OBJETIVOS

OBJETIVO PRINCIPAL

v" Implementar todas habilidades practica , tedricas y experimentales por parte de los

participantes , en busca de identificar y aplicar soluciones aun caso 0 situacion

Networking.

o > W D oE

OBJETIVOS ESPECIFICOS

Identificar que dispositivos utilizar para construccion de una topologia red.
Inicializar dispositivos Networking.

Realizar configuraciones basicas a dispositivos Routers, swich, Servidores.
Implementar seguridad en switch, elaboracion de Vlans

Determinar la configuracion necesaria o propuesta



Universidad Nacional
. e Abierta y a Distancia
g0 alvaln
cisco. Cisco Networking Academy”

Descripcion de escenarios propuestos para la
prueba de habilidades

Escenario 1

ptop-PT Laptop-PT
Laptop0 Laptopl

vy
PC-PT 5

Server-PT
PC1 PC31

Server0

Laptop-PT Laptop-
Laptop31 Laptop30
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adminiEs:ltrador e Drematin e Miﬂ:l?::d e pre(fez:Zivn\:?Zado
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/0/1 10.0.0.1 255.255.255.252 N/D
Se0/1/0 10.0.0.5 255.255.255.252 N/D
Fa0/0,100 192.168.20.1 255.255.255.0 N/D
R2 Fa0/0,200 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 N/D
Se0/0/1 10.0.0.9 255.255.255.252 N/D
Fa0/0 192.168.30.1 255.255.255.0 N/D
R3 2001:db8:130::9C0:80F:301 /64 N/D
Se0/0/0 10.0.0.6 255.255.255.252 N/D
Se0/0/1 10.0.0.10 255.255.255.252 N/D
Sw2 VLAN 100 N/D N/D N/D
VLAN 200 | N/D N/D N/D
SwW3 VLAN1 N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP
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Tabla de asignacion de VLAN y de puertos

Dispositivo, VLAN Nombre Interf
az
SW?2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces

Tabla de enlaces troncales

Dispositivo Interfaz Dispositivo
local local remoto
Sw2 Fa0/2-3 100

Situacion

En esta actividad, demostrara y reforzard su capacidad para implementar
NAT, servidor de DHCP, RIPVZ y el routing entre VLAN, incluida la
configuracion de direcciones IP, las VLAN, los enlaces troncales y las
subinterfaces. Todas las pruebas de alcance deben realizarse a través de ping
Unicamente.

Descripcion de las actividades

e SW1 VLAN y las asignaciones de puertos de VLAN deben cumplir con la tabla 1.

e Los puertos de red que no se utilizan se deben deshabilitar.

e Lainformacion de direccion IP R1, R2 y R3 debe cumplir con la tabla 1.

e Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30 y PC31
deben obtener informacion IPv4 del servidor DHCP.

e R1deberealizar una NAT con sobrecarga sobre una direccion IPv4 publica.
Asegurese de que todos los terminales pueden comunicarse con Internet
publica (haga ping a la direccion ISP) y la lista de acceso estandar se llama
INSIDE-DEVS.

e R1 debe tener una ruta estatica predeterminada al ISP que se configuré
yque incluye esa ruta en el dominio RIPv2.

e R2 es un servidor de DHCP para los dispositivos conectados al puerto
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FastEthernet0/0.

e R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las VLAN
100y 200.

e El Servidor0O es sdlo un servidor IPv6 y solo debe ser accesibles para los
dispositivos en R3 (ping).

e La NIC instalado en direcciones IPv4 e [Pv6 de Laptop30, de Laptop31,
de PC30 y obligacion de configurados PC31 simultaneas (dual-stack).
Las direcciones se deben configurar mediante DHCP y DHCPv®6.

o Lainterfaz FastEthernet 0/0 del R3 también deben tener direcciones [Pv4
e IPv6 configuradas (dual- stack).

e R1,R2yR3intercambian informacién de routing mediante RIP version 2.

e R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta predeterminada
desde R1.

e Verifique la conectividad. Todos los terminales deben poder hacer ping entre
siy ala direccion IP del ISP. Los terminales bajo el R3 deberian poder hacer
[Pv6-ping entre ellos y el servidor.

DESARROLLO DE ACTIVIDAD.

Dispositivos requeridos.
e 3 Router (cisco 1841) con 2y tres puertos seriales
e 2 Swiches (cisco 2960)
e 1 servidor genérico (Generico pt)
e 4 pc, con tarjeta de red.

e 4 portétiles.

1. Configurar e la topologia de red para cada uno de los dispositivos, acorde a la tabla de

direcciones recomendada por el escenario.
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Paso 1. Configuracion ISP

Tabla #. Configuracién Basic ISP

Elementos de configuracion

Especificaciones

NOMBRE ISP
Contrasefia encriptado- privilegios class
Contrasena-consola/acceso internet cisco

Banner MOTD

Acceso no autorizado esta prohibido

Interfaz S0/0/0

Descripcion ISP

IPv4 de capa 3.

Direccion : 200.123.211.1
Mascara sub red:255.255.255.0
Reloj: 128000

Interfaz activar

Ruta predeterminada

Configurar una ruta predeterminada s0/0/0
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Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname ISP

ISP(config)#

ISP>en

ISP#config t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#enable secret class

ISP(config)#service password-encryption

ISP(config)#line con 0

ISP(config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#logging synchronous

ISP(config-line)#exit

ISP(config)#line vty 0 15

ISP(config-line)#password cisco

ISP(config-line)#login exit

ISP(config-line)#banner motd $ acceso solo a personal autorizado $
ISP(config)#int s0/0/0

ISP(config-if)#ip address 200.123.211.1 255.255.255.0
ISP(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
ISP(config-if)#

ISP#

%SYS-5-CONFIG_I: Configured from console by console

Routerxenable
Boutergconfigure terminal

afer]ee
ci1sco. Cisco Networking Academy

Enter configuration commands, one per line. End with CHTL/Z.

Bouter (config) #hostname ISP
ISP (config) ¢



Universidad Nacional
4 s Abierta y a Distancia
-] ® [ ]

ci1sco. Cisco Networking Academy

ISP>EM

ISPiconfig t

Enter configuration commands, one per line.
ISP (config) #enable secret class

ISP (config) §service password-encrytion

End with CHNIL/Z.

% Invalid input detected at "' marker.

I5F (config) §service password-encryption
ISP (config)#line con 0

ISP (config-line) fpassword cisco

I5F (config-line) #login

ISP (config-line) flogging synchronous
ISP (config-line) fexit

ISP (config) §line vty O 15

ISP (config-line) fpassword cisco

I5FP (config-line) §login exit

% Invalid input detected at """ marker.

ISP (config-line) fbanner motd % acceso solo a personal autorizado %

I5F (config)#int s0/0/0
ISP (config-if) #ip address Z00.123_.211.1 Z55_.255_Z55.0
ISP (config-if) #no shutdwon

% Invalid input detected at """ marker.

ISP (config-if) #no shutdown

SLINE-5-CHANGED: Interface Serialld/0/0, changed state to down
ISP (config-if) #

ISEE
§5¥5-5-CONFIG _I: Configured from consocle by console

Paso 2. Configuracién R1

Tabla #. Configuracion Basic R1

Elementos de configuracion

Especificaciones

NOMBRE R1
Contrasefia encriptado- privilegios class
Contrasefia-consola/acceso internet cisco

Banner MOTD

Acceso no autorizado esta prohibido

Interfaz SO/0/0

Descripcion R1

IPv4 de capa 3.

Direccion : 200.123.211.1
Mascara sub red:255.255.255.0
Reloj: 128000

Interfaz activar
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Interfaz S0/1/0

Interfaz S0/1/1

Descripcion R1

IPv4 de capa 3.

Direccion : 10.0.0.1

Mascara sub red:255.255.255.252
Reloj: 128000

Interfaz activar

Descripcion R1

IPv4 de capa 3.

Direccion : 10.0.0.5

Mascara sub red:255.255.255.252
Reloj: 128000

Interfaz activar

Ruta predeterminada

Configurar una ruta predeterminada s0/0/0

Router>enable
Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#hostname R1
R1(config)#

R1>en

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#enable secret class

R1(config)#service password-encryption
R1(config)#line con 0

R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#logging synchronous
R1(config-line)#exit

R1(config)#line vty 0 15

R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#exit

R1(config)#banner motd $ acceso solo a personal autorizado $
R1(config)#int s0/0/0

R1(config-if)#ip address 200.123.211.2 255.255.255.0
R1(config-if)#no shutdown

R1(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
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R1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

R1(config-if)#int s0/1/0
R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
R1(config-if)#

R1(config-if)#int s0/1/1

R1(config-if)#ip address 10.0.0.5 255.255.255.252
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
R1(config-if)#Paso 3. Configuracion R2

Tabla #. Configuracion Basic R2

Elementos de configuracion Especificaciones
NOMBRE R2
Contrasefia encriptado- privilegios class
Contrasefia-consola/acceso internet cisco
Banner MOTD Acceso no autorizado esta prohibido
Interfaz SO/0/0 Descripcion R2
IPv4 de capa 3.

Direccion : 10.0.0.2

Mascara sub red:255.255.255.252
Reloj: 128000

Interfaz activar

Interfaz S0/1/0 Descripcion R2

IPv4 de capa 3.

Direccion : 10.0.0.9

Mascara sub red:255.255.255.252
Reloj: 128000

Interfaz activar

Interfaz FO/0/0(internet simulado) Descripcion R2 -SW2

IPv4 de capa 3.

Direccion : 192.168.20.1
Mascara sub red:255.255.255.0

Ruta predeterminada Configurar una ruta predeterminada s0/0/0
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Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R2

R2(config)#

R2>en

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#enable secret class

R2(config)#service password-encryption

R2(config)#line con 0

R2(config-line)#password cisco

R2(config-line)#login

R2(config-line)#logging synchronous

R2(config-line)#exit

R2(config)#line vty 0 15

R2(config-line)#password cisco

R2(config-line)#login

R2(config-line)#exit

R2(config)#banner motd $ acceso solo a personal autorizado $
R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#int s0/0/0

R2(config-if)#ip address 10.0.0.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

R2(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
R2(config-if)#int s0/0/1

R2(config-if)#ip address 10.0.0.9 255.255.255.252

R2(config-if)#no shutdwon

N

% Invalid input detected at "' marker.
R2(config-if)#

R2(config)#int f0/0
R2(config-if)#ip address 192.168.20.1 255.255.255.0
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R2(config-if)#

afer]ee
ci1sco. Cisco Networking Academy

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up

R2(config-if)#
R2#
%SYS-5-CONFIG_I: Configured from console by console

Routerr»enable
BEouterfconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.

Bouter (config) $hostname B2
BZ (config) §

RZren
BEZfconfig t

BZ (config) §enable secret class

BZ (config) §service password-encryption
B2 (config) #line con O

BZ (config-line) fpasaword cisco

BZ (config-line) #login

B2 (config-line) #logging synchronous

B2 (config-line) fexit

BZ (config) #line wty O 15

BZ (config-line) §pasaword cisco

BZ (config-line) #login

B2 (config-line) fexit

BZ ({config) $banner motd % acceso solo a personal autorizado %
BZ (config) fexit

mTs

BZgconfig t

Enter configuration commands, one per line. End with CHTIL/Z.

RZ {config)#int 3050/0
B2 {config-if) #ip address 10.0.0.2 255_255_255_Z52
B2 {config-if) #no shutdown

RZ (config-if)
2LINE-5-CHRMEED: Interface Serialdys0/0, changed state to up

RZ (config-if) §
SLINEPROTO-5-UFDOWN: Line protocol on Interface Serial0/0/0,

Enter configuration commands, one per line. End with CHTL/Z.

changed state to up
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RZ
RZ
RZ

BZ
RZ
RZ

RZ

{config-if) #int =30/0/1
{config-if) #ip address 10.0.0.% Z55_Z55
{config-if) #no shutdwon

{config) #int £0/0
{config-if) #ip address 192 _168.20.1 255.
{config-if) #no shutdown

(config-if) ¢

afer]ee
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SLINE-5-CHRNGED: Interface FastEthernet0/0, changed state to up

SLINEFROTO-5-UPDOWHN: Line protocol on Interface FastEthernet0/0, changed state to

up

Paso 3. Configuracion R3

Tabla #. Configuracion Basic R3

Elementos de configuracion

Especificaciones

NOMBRE R3
Contrasefia encriptado- privilegios class
Contrasena-consola/acceso internet cisco

Banner MOTD

Acceso no autorizado esta prohibido

Interfaz S0/0/0

Interfaz S0/0/1

Interfaz FO/0/0(internet simulado)

Descripcion R2

IPv4 de capa 3.

Direccion : 10.0.0.6

Mascara sub red:255.255.255.252
Reloj: 128000

Interfaz activar

Descripcion R2

IPv4 de capa 3.

Direccion : 10.0.0.10

Mascara sub red:255.255.255.252
Reloj: 128000

Interfaz activar

Descripcion R3 -SW3

IPv4 de capa 3.

Direccion : 192.168.30.1
Mascara sub red:255.255.255.0
2001:db8:130::9C0:80F:301/64

Ruta predeterminada

Configurar una ruta predeterminada s0/0/0
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Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R3

R3(config)#

R3>en

R3#config t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#enable secret class

R3(config)#service password-encryption

R3(config)#line con 0

R3(config-line)#password cisco

R3(config-line)#login

R3(config-line)#logging synchronous

R3(config-line)#exit

R3(config)#line vty 0 15

R3(config-line)#password cisco

R3(config-line)#login

R3(config-line)#exit

R3(config)#banner motd $acceso solo a personal autorizado $
R3(config)#exit

R3#

%SYS-5-CONFIG_I: Configured from console by console
R3#config t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#int s0/0/0

R3(config-if)#ip address 10.0.0.6 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
R3(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
R3(config-if)#int s0/0/1

R3(config-if)#ip address 10.0.0.10 255.255.255.252
R3(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
R3(config-if)#int f0/0

R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up
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Routerrenakle

Routerfconfigure terminal

Enter configuration commands, one per line. End with CHTIL/Z.
Bouter (config) #hostname B3

B3 {config) $

E3zen

B3gconfig t

Enter configuration commands, one per line. End with CHNTIL/Z.
B3 {config) #enable secret class

B3 {config) §gervice password-encryption

B3 {config)#line con 0

B3 {config-line) fpassword cisco

B3 {config-line) #login logging synchronous

% Invalid input detected at "' marker.

B3 {config-line) flogin

B3 {config-line) flogging synchronous
B3 {config-line) fexit

B3 {config)#int wty O 15

% Invalid input detected at "' marker.

B3{configi#line vty 0 15

B3 {config-line) fpassword cisco

B3 {config-line) flogin

B3 {config-line) fexit

B3 {config) #banner motd %accesoc solo a personal autorizado %
B3 {config) §exit

R3E

B3fconfig t

Enter configuration commands, one per line. End with CHNIL/Z.
B3 (config) #int s0/0/0

B3 (config-if) #ip address 10.0.0.& Z55.255.Z55_.252

B3 ({config-if) fno shutdown

B3 {config-if) §
5LINE-5-CHRNEED: Interface Seriald/0/0, changed state to up

B3 {config-if) §
SLINEFROTO-5-UPDOWN: Line protocol on Interface S5eri=ld/0/0, changed

B3 (config-if) #int 30/70/1

B3 (config-if) §ip address 10.0.0.10 255_.255.255.252
B3 ({config—if) #fno shutdown

% Invalid input detected at "' marker.

RE3lconfig-if) #ip address 132.1€8.30.1 255.255.255.0
B3 {config-if) #no shutdown

B3{config-if)
2LINE-5-CHRMEED: Interface FastEthernetl/0, changed state to up

state to up
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Paso 4. Configuracion SW2

Tabla #. Configuracién Basic SW2

Elementos de configuracion Especificaciones

NOMBRE SW?2

Contrasefia encriptado- privilegios class

Contrasena-consola/acceso internet Cisco

Banner MOTD Acceso no autorizado esta prohibido
Switch>en
Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Switch(config)#hostname SW2

SW2(config)#ENABLE SECRET CLASS
SW2(config)#SERVICE PASSWORD-ENCRYPTION
SW2(config)#line con 0

SW2(config-line)#password cisco

SW2(config-line)#login

SW2(config-line)#logging synchronous

SW2(config-line)#exit

SW2(config)#line vty 0 15

SW2(config-line)#password cisco

SW2(config-line)#login

SW2(config-line)#exit

SW2(config)#banner motd $ acceso solo a personal autorizado $
SW2(config)#end

SW2#

%SYS-5-CONFIG_I: Configured from console by console
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Switch»en

Switchfconfig t

Enter configuration commands, one per line. End with CHTL/Z.
Switch({config) #no ip domain-lookup

Switch({config) #hostname 5WZ

SWZ (config) #EMABLE SECRET CILASS

5WzZ (config) #5ERVICE PASSWORD-ENCEYETION

SWZ (config)#line con 0O

SWZ (config-line) fpassword cisco

5WZ (config-line) #login

EWZ (config-line) flogging synchronous

SWZ (config-line) fexit

Wz (config)#line wty O 15

SWZ (config-line) fpassword cisco

SWZ (config-line) flogin

SWZ (config-line) fexit

5WZ (config) #banner motd % acceso solo a personal autorizado $
SWZ (config) §end

SWZg

%5¥5-5-CONFI& I: Configured from conscle by console

Paso 5. Configuracion SW3

Tabla #. Configuracion Basic SW3

Elementos de configuracion Especificaciones

NOMBRE SW3

Contrasefia encriptado- privilegios class

Contrasefia-consola/acceso internet Cisco

Banner MOTD Acceso no autorizado esta prohibido
Switch>en
Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch(config)#hostname SW3
SWa3(config)#enable secret class
SW3(config)#service password-encryption
SW3(config)#line con 0
SW3(config-line)#password cisco
SW3(config-line)#login
SW3(config-line)#logging synchronous
SW3(config-line)#exit

SW3(config)#line vty 0 15
SW3(config-line)#password cisco
SW3(config-line)#login
SW3(config-line)#exit
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SW3(config)#banner motd $ Acceso solo a personal autorizado $
SW3(config)#end

SW3#

%SYS-5-CONFIG_I: Configured from console by console

SW3#

Switch¥»en

Switchfconfig t

Enter configuration commands,

Switch({config) #no ip domain-lookup

Switch|{config)#hostname SW3

SW3 ({config) #enakle secret class

SH3(config) §service password-encryption
SW3lconfigi#line con 0O

W3 (config-line) §password cisco

SW3{config-line) flogin

SH3{config-line) flogging synchronous
SH3{config-line) fexit

W3 (configigline wey 0O 15

SW3 ({config-line) fpassword cisco

SH3{config-line) flogin

SH3{config-line) fexit

5¥W3 (config) #banner motd $ Acceso solo a personal autorizado $

SW3{config) §end

SH3g

one per line.

$5¥5-5-CONFIG _I: Configured from conscle by consocle

SWag

End with CNTL/Z.
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Paso 6. Tabla de asignacion de VLAN y de puertos

Dispositivo, VLAN Nombre Interf
az
Sw2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SwW3 1 - Todas las interfaces
SW2#config t

Enter configuration commands, one per line.

SW2(config)#vlan 100
SW2(config-vlan)#name LAPTOPS
SW2(config-vlan)#end

SW2#

End with CNTL/Z.

%SYS-5-CONFIG_I: Configured from console by console

SW2#config t
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Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#vlan 200

SW2(config-vlan)#name DESTOPS

SW2(config-vlan)#end

SW2#

%SYS-5-CONFIG_I: Configured from console by console

SWZg{config t

Enter configuration commands, one per line. End with CHTL/Z.

SWZ (config) §vlan 100

SWZ (config-vlan) fname LLFTOES

SWZ (config-vlan) fend

SHZ§

%5¥5-5-CONFIG_I: Configured from consaole by console

SWZgconfig t

Enter configuration commands, one per line. End with CHTL/Z.

SWZ (config) §vlan 200

SWZ (config-vlan) #name DESTOES

SWZ (config-vlan) fend

SHZ§

%5¥5-5-CONFIG_I: Configured from consaole by console

SW2#

SW2#config t

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#interface range fa0/2-3
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 100
SW2(config-if-range)#end

SW2#

%SYS-5-CONFIG_I: Configured from console by console
SW2#config t

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#interface range fa0/4-5
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 200
SW2(config-if-range)#end

SW2#

%SYS-5-CONFIG_I: Configured from console by console
SW2#config t

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#interface range fa0/6-24
SW2(config-if-range)#shutdown

afer]ee
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SWZgconfig t

Enter configuration commands, one per lime. End with CHIL/Z.
SWE (config) #interface range f£fal/2-3

SWZ (config-if-range) §awitchport mode access

ESWE (config-if-range) awitchport access wlan 100

SWZ (config-if-range) $end

SWZg

%5¥5-5-CONFIG_I: Configured from consocle by console

SWZgfconfig t

Enter configuration commands, one per line. End with CHTIL/Z.
SWZ (config) #interface range £fal/4-5

SWZ (config-if-range) §awitchport mode access

SWE (config-if-range) §awitchport access wlan 200

SWZ (config-if-range) §end

SWZE

%5¥5-5-CONFIZ I: Configured from conscle by console

SHZgconfig t

Enter configuration commands, one per line. End with CHTIL/Z.
SWZ (config) #interface range fal/&6-24

EWZ (config-if-range) §shutdown

2LINE-5-CHRMEED: Interface FastEthernetl,/¢, changed state to administratiwvely down

VLAN MName Status Borts

1 default actiwve Fal/l, Fal/&, Fal/7, Fal/ 8
Fal/%, Fa0/10, Fal/s11, Fal/ 12z
Fal/13, Fa0/14, Fa0/15, Fal/le
Fal/s17, Fa0/18, Fa0/1%, Fal/sZzZ0
Fal/Z1, Fa0/2Z, Fal/23, Fal/s24

100 LAEFTOES actiwve FaO/sZ, Fald/3
200 DESTOES actiwve Fal/4, Fal/5
1002 fddi-default actiwve

10032 token-ring-default actiwve

1004 fddinet-default actiwve

1005 trmet—-default actiwve

Switch>en

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Switch(config)#hostname SW3

SW3(config)#enable secret class

SW3(config)#service password-encryption

SW3(config)#line con 0

SW3(config-line)#password cisco

SW3(config-line)#login

SW3(config-line)#logging synchronous
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SW3(config-line)#exit

SW3(config)#line vty 0 15

SW3(config-line)#password cisco

SW3(config-line)#login

SW3(config-line)#exit

SW3(config)#banner motd $ Acceso solo a personal autorizado $
SW3(config)#end

SW3t#

%SYS-5-CONFIG_I: Configured from console by console

Switchr»en

Switchiconfig t

Enter configuration commands, one per line. End with CHNTL/Z._
Switch (config) fno ip domain-lookup

Switch (config) #hostname 5W3

SW3 (config) #enable secret class

SW3 (config) §service password-encryption

SW3 (config)#line con O

SW3 (config-line) §pasaword cisco

SW3 (config-line)#login

SW3 (config-line) $logging synchronous

SW3 (config-line) fexit

SW3 (config)#line wty 0 15

SW3 (config-line) #pasaword cisco

SW3 (config-line) #login

SW3 (config-line) fexit

SW3 (config) #banner motd % Accesoc soclo a perscnal autorizado $
SW3 (config) #end

SW3g

%5¥5-5-CONFIG _I: Configured from conaole by console

SW3#en

SWa3t#config t

Enter configuration commands, one per line. End with CNTL/Z.
SW3(config)#vlan 1

SW3(config-vlan)#exit

SW3(config)#int range fa0/1-24
SW3(config-if-range)#switchport mode access
SW3(config-if-range)#switchport access vlan 1
SW3(config-if-range)#exit

SW3(config)#

SW3(config)#int range fa0/7-24
SW3(config-if-range)#shutdown
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SW3gen
SW3gconfig t
Enter configuration commands,

one per line. End with CHTIL/Z.

SW3 (config) §vlan 1

SW3 (config-vlan) fexit

S5W32 (config) #int range fa0/1-24

W3 (config-if-range) §awitchport mode access
EW3 (config-if-range) §awitchport access wlan 1
SW32 (config-if-range) fexit

SH3 (config) ¢

SW3 (config) #int range fa0/7-24

SW3 (config-if-range) §shutdown

SW3gshow wlan brief

afer]ee
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VLAN Name Status Borts
1 default active Fal/s2, Fal/f3, Fals4, Fal/sh
Fal/&, Fals7, Fad/8, Fald/%9
Fal/s10, FalO/11, Fa0/12, Fals13
Fal/s14, Fal/15, Fal/s1&, Fads17
Fal/18, Fa0/1%, Fa0/20, Fal/z21
Fal/22, Fal/sf23, Fal/s24
1002 fddi-default active
1003 token-ring-default active
1004 fddimet-default active
1005 trmet—-default active
Tabla de enlaces troncales
Dispositivo Interfaz Dispositivo
local local remoto
SW2 Fa0/2-3 100
SWa3t#config t

Enter configuration commands, one per line. End with CNTL/Z.
SW3(config)#int fO/1

SW3(config-if)#switchport mode trunk

SW3(config-if)#end

SW3t#

%SYS-5-CONFIG_I: Configured from console by consol

sWag

SW3fconfig t

Enter configuration commands,
SW3 (config) #int £0/1

SW3 (config-if) #awitchport mode trunk

SW3 (config-if) §end

SW3ag

%5¥5-5-CONFIG_I: Configured from console by console

one per line. End with CHTL/Z.
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SW2#config t

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#int f0/1

SW2(config-if)#switchport mode trunk

SHZIgconfig t

Enter configuration commands, one per line. End with CHTIL/Z.
SWZ (config) #int £0/1

SWZ (config-if) #awitchport mode trunk

PASO 7. Configuracion de las VLAN en los router

R2>en

Password:

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#inte f0/0.100
R2(config-subif)#encapsulation dot1Q

% Incomplete command.
R2(config-subif)#encapsulation dot1Q 100
R2(config-subif)#ip address 192.168.20.1 255.255.255.0
% 192.168.20.0 overlaps with FastEthernet0/0
R2(config-subif)#int f0/0.200
R2(config-subif)#encapsulation dot1Q 200
R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#int f0/0

R2(config-if)#no shutdown

R2(config-if)#

afer]ee
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RZzen
Password:
RZfconfig t

Enter configuration commands, one per line. End with CHTL/Z.

B2 (config) #inte £0,/0_.100

BZ (config—subif) fencapsulation dotl

% Incomplete command.

BZ (config—subif) fencapsulation dotly 100

RZ (config-subif) §ip adress 19Z.168.20.1.Z55_.255_Z55.0

% Invalid input detected at """ marker.

BZ (config-subif) §ip address 13Z.168.20.1.Z55_255_Z55.0
% Invalid input detected at """ marker.

BZ (config-subif) §ip address 15Z.168.20.1 Z55_255_Z55.0
% 192_168.20.0 overlaps with FastEthernet0/0

BZ (config-subif) §int £0,/0.200

B2 (config—subif) fencapsulation dotly Z00

BZ (config-subif) §ip address 15Z.168.21.1 Z55_.255_Z55.0

BZ (config—subif) §int 050

% Invalid input detected at "' marker.

BZ (config—subif) §int £0/0
B2 (config-if) fno shutdown
BZ (config-if)#

R3>en
Password:
R3#config t

Enter configuration commands, one per line. End with CNTL/Z.

R3(config)#ipv6 unicast-routing

R3(config)#int f0/0

R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64
R3(config-if)#ipv6 dhcp server vlan_1

R3(config-if)#ipv6 nd other-config-flag

R3(config-if)#no shutdown

R3(config-if)#
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Eiren

Password:

RE3fconfig t©

Enter configuration commands, one per line. End with CHTL/Z.
B3 (config) #ipwve unicast-routing

R3{config)$#int £0/0

B3 (config-if) #ip address 13Z2.168.30.1 Z55.255_2Z55.0

B3 ({config-if) #ipwve address 2001:4bk8:130:-:5%C0:80F:-301/64
E3({config-if) §ipve dhcp server wlan 1

R3{config-if) #ipve nd cther-config-flag

B3 (config-if) #no shutdown

R3({config-if) ¢

PASO 8. Configuracion de la NAT

R1>en

Password:

R1#config t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128 NETMASK
255.255.255.0

R1(config)#access-list 1 permit 192.168.0.0 0.0.255.255
R1(config)#access-list 1 permit 10.0.0.0 0.0.0.255
R1(config)#ip nat inside source list 1 int s0/0/0 overload
R1(config)#int s0/1/0

R1(config-if)#ip nat inside

R1(config-if)#int s0/0/0

R1(config-if)#ip nat inside

R1(config-if)#ip nat outside

R1(config-if)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console
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Rl>en

Password:

Blgconfig t

Enter configuration commands, one per line. End with CHNTIL/Z.

Rl {config)#ip nat pool INSIDE-DEVS Z200.123.211.2 Z200.123_.211.1258 NETMASE
Z55_Z55.255.0

Bl {config) #access—-list 1 permit 192 _168.0.0 0_.0_255_255

Bl{config) faccess—-l1liat 1 permit 10.0.0.0 0_.0.0_.255

Bli{config)#ip nat inside source list 1 int 30/0/0 oveload

% Invalid input detected at "' marker.

Bli{config)#ip nat inside source list 1 int s30/0/0 overload
Bl {config)#int 30170

Bl {config-if) #ip nat inside

Bl{config-if) #int =0,/0/0

Bl {config-if) #ip nat inside

Bl iconfig-if) #ip nat outside

Bl {config-if) #end

B1g

%5¥5-5-CONFIG _I: Configured from consocle by console

PASO 8. Configuracion de la ruta estatica predeterminada al ISP

ISP#config t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#ip nat inside source static tcp 192.168.30.6 80 200.123.123.211.1 80
ISP(config)#router rip

ISP(config-router)#version 2

ISP(config-router)#ip rpute 0.0.0.0 0.0.0.0 s0/0/0
ISP(config-router)#network 10.0.0.4
ISP(config-router)#network 10.0.0.0
ISP(config-router)#default-information originate
ISP(config-router)#end

ISP#

%SYS-5-CONFIG_I: Configured from console by console

ISP#
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ISDf#config t©

Enter configuration commands, one per line. End with CHTIL/Z.

afer]ee
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ISP (config)#ip nat inside source static tep 132 _16B.30.€ 80 Z00.123.123.Z11.1 80

% Invalid input detected at "~' marker.

ISP (config)#ip nat inside source static tep 192.168.30.¢€ 80 Z200.123.123.Z211.1 80

% Invalid input detected at "~' marker.

ISP {config) #router rip
ISP {config-router) fversion 2
ISPi{config-router)§ip rpute 0.0.0.0 0.0.0.0 =s0/0/0

% Invalid input detected at "~' marker.

ISP {config-router) frouter rip

ISP {config-router) fnetwork 10.0.0.4

ISP {config-router) fnetwork 10.0.0.0

ISP {config-router) fdefault-information ocriginate
ISP {config-router) fend

ISEE

£5¥5-5-CONFIG I: Configured from conscle by conscle

PASO 9. Configuracion del servidor DHCP en R2

R2>en

Password:

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip dhcp excluded-address 10.0.0.2 10.0.0.9
R2(config)#ip dhcp pool INSIDE-DEVS
R2(dhcp-config)#network 192.168.20.1 255.255.255.0
R2(dhcp-config)#network 192.168.21.1 255.255.255.0
R2(dhcp-config)#default-router 192.168.1.1
R2(dhcp-config)#dns-server 0.0.0.0
R2(dhcp-config)#exit

R2(config)#
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Biren
Password:
RZfconfig ¢t

Enter configuration commands, one per line. End with CHNTIL/Z.

BZ (config) #ip dhcep excluded-address 10.0.0.2 10.0.0.%5
BZ (config) #ip dhcp pool INSIDE-DEVS

RZ (dhcp-config) #network 132 _.1658.20.1 2Z55.255_255.0

BZ (dhep-config) fnetwork 192 _168.21.1 Z55.2Z55_255.0

BZ (dhep—config) fdefaul -router 152 168.1.1

% Inwvalid input detected at "~' marker.

BZ (dhep—config) fdefault-router 192 _.168.1.1
B2 (dhep—config) fdns—server 0.0.0.0

RZ (dhep-config) fexit

BZ (config) g
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PASO 10. Configuracion de R2 debe, ademds de enrutamiento a otras partes de la red, ruta entre

VLAN 100 Y 200

R2(config)#int vlan 100

R2(config-if)#ip address 192.168.20.1 255.255.255.0

% 192.168.20.0 overlaps with FastEthernet0/0
R2(config-if)#exit

R2(config)#int vlan 200

R2(config-if)#ip address 192.168.21.1 255.255.255.0

% 192.168.21.0 overlaps with FastEthernet0/0.200
R2(config-if)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#router rip
R2(config-router)#version 2
R2(config-router)#network 192.168.30.0
R2(config-router)#network 192.168.20.0
R2(config-router)#network 192.168.21.0
R2(config-router)#network 10.0.0.0
R2(config-router)#network 10.0.0.8
R2(config-router)#

R2(config-router)#
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BZ (dhep—config) fdefault-router 192 _168.1.1

BZ (dhep-config) §dns—server 0.0_.0.0

Bz (dhep-config) fexit

BZ (config) #int wlan 100

BZ (config-if) #ip address 1932.168.20.1 Z55.2Z55_255.0
% 192 _168.20.0 overlaps with FastEthernet0/0

o

2 lconfig-if) #exit

BZ (config) #int wvlan Z00

BZ (config-if) §ip address 192 _168.2Z1.1 255_25

% 192 _168.21_.0 overlaps with FastEthernet0/0.200

B2 (config-if) §end

RZf

§5¥5-5-CONFIG _I: Configured from consocle by console

oo

5_.255.0

RZfconfig t©
Enter configuration commands, one per line. End with CHTL/Z.
BZ (config)#router rip

B2 (config-router) §version 2

BZ (config-router) gnetwork 15%2_168.30.0
BZ (config-router) fnetwork 1532 _168_.20.0
B2 (config-router) #network 1532 _168.21.0
B2 (config-router) fnetwork 10.0_.0.0

BZ (config-router) network 10.0_0_8

BZ (config-router) §

B2 (config-router) §

R3>en

Password:

R3#config t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router rip

R3(config-router)#version 2

R3(config-router)#network 192.168.0.0
R3(config-router)#network 10.0.0.8

R3(config-router)#network 10.0.0.4

R3(config-router)#exit

R3(config)#

R3»en

Password:

BE3fconfig t

Enter configuration commands, one per line. End with CHNTL/Z.
B3 (config) #router rip

B3 (config-router) $version 2

B3 (config-router) fnetwork 152_168.0.0
B3 (config-router) $network 10.0.0_8

B3 ({config-router) fnetwork 10.0.0_4

B3 (config-router) fexit

B3 (config)
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PASO 10. Verifique la conectividad. Todos los terminales deben poder hacer ping entre siy a la
direccion IP del ISP. Los terminales bajo el R3 deberian poder hacer IPv6-Ping entre ellos y el
servidor.

Logical [Root] New Cluster Move Object Set Tiled Background Viewport

Escenario 1

-
PC-PT Laptop-FT Laptop-2T L ot PC-PT  Server-BT
aptop-PT Laptop e
PC21  Laptop20 Laptop21 Laptop31 Laptop30 PC31 Serverd &
B
< [ m =
Time: 00:44:05 I Power Cycle Devices Fast Forward Time Realtime

- Scenario 0 J |Fire Last Status Source Destination Type
SR> &F S [ ) [5 Fﬁ| &2 ® sucestl w2
[ Routers ]| e ooy (2L « Delete @  Successful R3 5P ICMP
—— @ Failed ISP R2 ICMP
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«
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Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la red, el cual
debera configurar e interconectar entre si cada uno de los dispositivos que forman parte del
escenario, acorde con los lineamientos establecidos para el direccionamiento [P, protocolos

de enrutamiento y demas aspectos que forman parte de la topologia de red.

m |ntel’net VLAN Direccionamiento

Nombre

e 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
209.165.200.230 200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

F0/0 Buenos Aires

192.168.99.3
192.168.99.2

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los

dispositivos que forman parte del escenario

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.1.11
Router ID R2
5.5.5.5
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Router ID R3
8.8.8.8

Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces serialesen | 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada
interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-
VLAN Routing y Seguridad en los Switches acorde a la topologia de red establecida.

4. En el Switch 3 deshabilitar DNS lookup

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
7. Implement DHCP and NAT for [Pv4

8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones
estaticas.

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.
Name: MERCADEO

Configurar DHCP pool para VLAN DNS-Server: 10.10.10.11

40 Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 30

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

11. Configurar al menos dos listas de acceso de tipo estdndar a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.
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12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio
en para restringir o permitir trafico desde R1 o R3 hacia R2.

13. Verificar procesos de comunicacion y redireccionamiento de trafico en los routers
mediante el uso de Ping y Traceroute.

Desarrollo de la actividad.
Dispositivos requeridos:
v" 3 Routers (Cisco 1841) con 2 puertos FastEthernet, 2 puertos Seriales
v' 2 Switches (Cisco 2960)
v" 3 PCs con sistema operativo Windows 7, con tarjeta de red
v' Cables Serial y Ethernet
v' Cisco Packet Tracer Student v6.1

Inicializacion de dispositivos

a. Montaje de la topologia Indicada

-d,.J
=]

Interfget PC
J--_.._)"
e
1841
Miami
— — F
Oy Oy
41 1841
gota Buenos Aires

PC3

PC4
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Parte 1. Establecer la configuracion basica de los dispositivos.

Paso 1. Configuracion bésica pc de internet

Tabla #. Configuracion Basic internet pc

Elementos de configuracion | Especificaciones
Ip address 209.165.200.230
Subnet mask 255.255.255.248
Default gateway 209.165.200.225

Fuente. Elaboracién personal

Figura #. Configuracion Basic internet PC

afraln
cisco. Cisco Networking Academy

f Internet PC

Physical Config . Desktop | Custom Interface

IP Configuration
IF Configuration

(O DHCP (® Static

IP Address 209,165,200.230

Subnet Mask 255,255 255 248

Default Gateway 209.165.200.225

OMS Server

IPv6 Configuration
() DHCP (O Auto Config (@ Static

IPvE Address

Link Local Address FEB0::206:2AFF:FEB4:735EB

IPvE Gateway

IPvE DNS Server
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Paso 2. Configuracién R1/Bogota

Tabla #. Configuracién Basic R1/Bogota

ci1sco. Cisco Networking Academy

Elementos de configuracion

Especificaciones

NOMBRE R1/Bogota
Contrasefia encriptado- privilegios class
Contrasefia-consola/acceso internet Cisco

Banner MOTD Acceso no autorizado esta prohibido
Descripcion R1/Bogota- R2/Miami (R1-R2)
IPv4 de capa 3.

Interfaz S0/0/0 Direccion : 172.31.21.1

Mascara sub red:255.255.255.252
Reloj: 128000
Interfaz activar

Ruta predeterminada

Configurar una ruta predeterminada s0/0

Fuente. Elaboracién personal

Router>enable

Router#fconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1

R1(config)#enable secret class

R1(config)#line console 0
R1(config-line)#password cisco
R1(config-line)#login
R1(config-line)#exit
R1(config)#line vty 0 4
R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption

R1(config)#banner motd S Acceso no autorizado esta prohibido $
R1(config)#int sO/0/0

R1(config-if)#description R1-R2

R1(config-if)#ip address 172.31.21.1 255.255.255.252
R1(config-if)#clock rate 128000

This command applies only to DCE interfaces




Universidad Nacional
4 s Abierta y a Distancia
-] ® [ ]

R1(config-if)#clock rate 128000
This command applies only to DCE interfaces
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R1(config-if)#exit

R1(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0

R1(config)#

Figura #. Configuracion Basic para R1

afer]ee
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# Bogota — O >
Physical Config CLI
I0S Command Line Interface
Ll
Routerrenable
Bouterfconfigure terminal
Enter configuration commands, one per line. End with CHIL/Z.
Bouter (config) $hostname Rl
Bl (config) #enable secret class
Bl {config) §line console O
Bl {config-line) fpassword cisco
Bl {config-line) flogin
Bl {config-line) fexit
Bl (config)gline vty O 4
Bl {config-line) fpassword cisco
21 {config-line) #login|
Bl {config-line) fexit
Bl (config) §service password-encryption
Bl (config) §banner motd % Accesoc no autorizado esta prohibkido %
Bl {config)&int s0,/0/0
Bl {config-if) #description BR1-RZ
BEliconfig-if)#ip address 172.31.21.1 Z55.
Bl {config-if) #clock rate 128000
This command applies only to DCE interfaces
Bl {config-if) #clock rate 128000
This command applies only to DCE interfaces
Bl {config-if) #no shutdown
5LINE-5-CHANGED: Interface Seri=l(0/0/0, changed state to down
Bl {config-if) #exit
Bl ({config)§ip route 0.0.0.0 0.0.0.0 =s0/0/0
Bl {config) g W
Trrmas Pacta

Fuente. Elaboracién personal
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Paso 3. Configuracion R2/Miami

Tabla #. Configuracion Basic R2/Miami

ci1sco. Cisco Networking Academy

Elementos de configuracion

Especificaciones

NOMBRE R2/Miami
Contrasefia encriptado- privilegios class
Contrasena-consola/acceso internet Cisco

Banner MOTD

Acceso no autorizado esta prohibido

Interfaz S0/0/1

Descripcion R2/Miami-R1/Bogota (R2-R1)
IPv4 de capa 3.

Direccion : 172.31.21.2

Mascara sub red:255.255.255.252

Interfaz activar

Interfaz S0/0/0

Descripcion R2/Miami-R3/Buenos Aires
(R2-R3)

IPv4 de capa 3.

Direccion : 172.31.23.1

Mascara sub red:255.255.255.252
Interfaz activar

Interfaz FO/0/0(internet simulado)

Descripcion R2/Miami- PC Internet
IPv4 de capa 3.

Direccion : 209.165.200.225
Mascara sub red:255.255.255.248

Interfaz FO/0/1(internet simulado)

Descripcion R2/Miami-Web Server
IPv4 de capa 3.

Direccion : 10.10.10.10

Mascara sub red:255.255.255.0

Ruta predeterminada

Configurar una ruta predeterminada f 0/0

Fuente. Elaboracién personal
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R2>en
R2#config t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#no ip domain-lookup
R2(config)#tenable secret class
R2(config)#line console 0
R2(config-line)#password cisco
R2(config-line)#login
R2(config-line)#exit
R2(config)#exit

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#line vty 0 4
R2(config-line)#password cisco
R2(config-line)#login
R2(config-line)#exit
R2(config)#service password-encryption
(
(

R2(config)#banner motd #El acceso no autorizado est prohibido!#

R2(config)#ip http sever

AN

% Invalid input detected at 'A" marker.

R2(config)#int s0/1

%lInvalid interface type and number

R2(config)#int s0/0/1

R2(config-if)#description R2-R1

R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#exit

R2(config)#int sO/0/0

R2(config-if)#description R2-R3

R2(config-if)#ip address 172.31.23.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#exit

R2(config)#int f0/0/0

%Invalid interface type and number

R2(config)#int f0/0

R2(config-if)#description R2-Internet

R2(config-if)#ip address 209.165.200.230 255.255.255.248
R2(config-if)#no shutdown

R2(config-if)#int fO/1

R2(config-if)#description R2-Web server
R2(config-if)#ip addres 10.10.10.1 255.255.255.0
R2(config-if)#no shutdown

R2(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

afer]ee
ci1sco. Cisco Networking Academy




Universidad Nacional
4 e Abierta y a Distancia
-] ® [ ]

R2(config-if)#exit

R2(config)#ip route 0.0.0.0 0.0.0.0 f0/0
R2(config)#

R2#

Figura #. Configuracion Basic para R2

& Miami

Physical Config  CLI

I0S Command Line Interface

afer]ee
ci1sco. Cisco Networking Academy

Riren
RZgconfig t©

RZ {config) fno ip domsin-lookup

RZ (config) #enable secret class

RZ {configigline console 0O

RZ (config-line) fpassword cisco

BZ (config-line) §login

RZ (config-line) fexit

B2 (config) fexit

RZg

%5YS5-5-CCNFI& I: Configured from conscle by conscle

BZgline vey O 4

% Inwvalid input detected at "' marker.
RZIfconfig t

RZ (configif#line vty 0O 4

RZ (config-line) épassword cisco

BZ (config-line) §login

RZ (config-line) fexit

BZ (config)f3ervice password-encryption

RZ (configl #ip http sewver

% Inwvalid input detected at '"~' marker.

BZ (config)fint s30/1

%Invalid interface type and number

B2 {configi#int 30/0/1

RZ (config-if) §description RZ-R1

BZ (config-if)#ip address 172.31.Z1.2 Z55.255.255.252
BZ (config-if) #no shutdown

RZ {config-if)

RZ (config-if)#

RZ (config-if) fexit

B2 {config)gint s0/0/0

RZ (config-if) #description RZI-R3

BZ (config-if) #ip address 172.31.23.2 255.2Z55_255_252
RZ (config-if) #no shutdown

Enter configuration commands, one per line. End with CNTL/Z.

Enter configuration commands, one per line. End with CNTIL/Z.

2LINE-5-CHRNEED: Interface Seriald/0/1, changed state to up

$LINEEROTO-5-UBDOWN: Line protocol on Interface Serialld/ 071,

RZ (config) §banner motd $E1 acceso no autorizado est prohibidolg

changed state to up
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$LINE-5-CHANEZED: Interface Serizl0,/0/0, changed state to down
BZ (config-if) #exit
BZ (config) #int £0/0/0
%Invalid interface type and number
BZ (config) gint £0/0
RZ (config-if) fdescription RZ-Internet
BZ (config-if) #ip address 205.165.Z00_.230 Z255_255_Z55.248
BZ (config-if) #no shutdown
BZ (config-if)
$LINE-5-CHARNEZED: Interface FastEthernetl/0, changed state to up
BZ (config-if) #int £0/1
BZ (config-if) #description RZ-Web server
BZ (config-if) #ip addres 10.10.10.1 255.Z55.255.0
B2 (config-if) #no shutdown
RZ (config-if)#
SLINE-5—CHRNGED: Interface FastEthernetls1, changed state to up
RZ (config-if) #exit
BZ (config)#ip route 0.0.0.0 0.0.0.0 £0/70
BZ (config) &
BRI
%5¥5-5-CONFIG I: Configured from conscle by conscle
amar =3
Fuente. Elaboracion personal
Paso 4. Configuracion Web Server
Tabla #. Configuracion Basic Web Server
Elementos de configuracion | Especificaciones
Ip address 10.10.10.1
Subnet mask 255.255.255.0
Default gateway 10.10.10.1
Fuente. Elaboracion personal
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Figura #. Configuracion Basic Web Server

f Server(

Physical Config Services Desktop Custom Interface

Subnet Mask
Default Gateway

DMNS Server

TOweA Cranfimratinn

Fuente. Elaboracién personal

IP Configuration X

Interface FastEthernetl -
IP Configuration

() DHCP (® Static

IP Address 10.10.10.1

255.255.255.0

10.10.10.1]

Paso 5. Configuracién R3-Buenos aires.

Tabla #. Configuracién Basic R3/Buenos Aires

Elementos de configuracion Especificaciones

NOMBRE R3/Buenos aires

Contrasefia encriptado- privilegios class

Contrasefia-consola/acceso internet Cisco

Banner MOTD Acceso no autorizado esta prohibido

Descripcion R3/Buenos Aires-
R2/Miami(R3-R2)

Interfaz S0/0/1 IPv4 de capa 3.
Direccion : 172.31.23.2
Mascara sub red:255.255.255.252
Interfaz activar

Loopback interface 4 IPv4 de capa 3.

Direccién : 192.168.4.1
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Mascara sub red:255.255.255.0

Loopback interface 5

IPv4 de capa 3.
Direccién : 192.168.5.1
Mascara sub red:255.255.255.0

Loopback interface 6

IPv4 de capa 3.
Direccién : 192.168.6.1
Mascara sub red:255.255.255.0

Ruta predeterminada

Configurar una ruta predeterminada S 0/0/1
0.0.0.00.0.0.0 S0/0/1

Fuente. Elaboracion propia.

R3>en

R3#configt

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#no ip domain-lookup

R3(config)#tenable secret class
R3(config)#line console 0
R3(config-line)#password cisco
R3(config-line)#login
R3(config-line)#exit
R3(config)#line vty 0 4
R3(config-line)#password cisco

R3(config-line)#login

R3(config-line)#exit

R3(config)#service password-encryption

R3(config)#tbanner motd #El acceso no autorizado est prohibido!#
R3(config)#int s0/0/1

%lInvalid interface type and number

R3(config)#int s0/0/0

R3(config-if)#description R3-R2

R3(config-if)#ip address 172.31.23.2 255.255.255.252
R3(config-if)#no shut

R3(config-if)#tint lo4

R3(config-if)#ip add 192.168.4.1 255.255.255.0

R3(config-if)#no shut

R3(config-if)#int lo5

R3(config-if)#ip add 192.168.5.1 255.255.255.0

R3(config-if)#no shut

R3(config-if)#

R3(config-if)#int lo6

R3(config-if)#ip add 192.168.6.1 255.255.255.0

R3(config-if)#no shut

R3(config-if)#exit

R3(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0

R3(config)#
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Figura #. Configuracion Basic R3
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Ff Buenos Aires

Physical Config  CLI

I0S Command Line Interface

BE3ren
B3gconfig t©

B3 (config) #no ip domain-lookup
B3 (confiig) fensble secret class
R3 ({config)fline console 0O

B3 (config-line) §pasasword cisco
B3 (config-line) §login

B3 (config-line) §exit

B2 lconfig)£#line vty 0 4

E3lco g-line) §password cisco
B3 ({config-line) flogin

B3 (config-line) fexit

B3 (confiqg) #service password-encryption

B2 lconfig)int s0/0/1

%Inwvalid interface type and number

R3 ({config)#int s0/0/0

B3 (config-if) #description R3-RZ

R3 (config-if)$#ip address 172_31_23_2 Z55_Z55_255_25Z
B3 (config-if) #no shut

B3 (config-if)§
B3 (config-if)§

B3 (config-if)#int lod

B3 (config-if)$
SLINE-5-CHRENGED: Interface Loopback4, changed state to up

2LINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackd,

B2 (config-if)#int lo4
B3 (config-if)$#ip =add 192.le8.4.1 Z55.255.255.0
B3 (config-if) #no shut

R2 (config-if)#int lob
R3(config-if)#ip add 192 .168.5.1 Z5
R2 (config-if) #no shut

R3 (config-if)§

R2 (config-if)#int lod

I
ra
o
[
ra
o
[
=)

B3 l{config-if)$
SLINE-5-CHANEED: Interface Loopbacké, changed state to up

SLINEFROTO-5-UPDOWN: Line protocol on Interface Loopbacke,

B3 (config-if) #int lotd

B3 ({config-if)#ip add 192.1e8.&8.1 Z55.255.Z55.0
B3 (config-if) #no shut

B3 (config-if) fexit

B3 (config) §#ip route 0.0.0.0 0.0.0.0 =0/0/0

R3 (config) §

SLINEEROTO-5-UPDOWN : Line protocol on Interface Serizldys 070,

Enter configuration commands, one per line. End with CNTL/Z.

B3 (confiqg) Ebanner motd £E1 acceso no autorizado est prohibido!lg

SLINE-5-CHANGED: Interface Seri=li/s0/0, changed state to up

changed state to up

changed state to up

changed state to up

Fuente. Elaboracion propia.

[
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Paso 6. Configuracion S1

Tabla #. Configuracion Basic S1
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Elementos de configuracion Especificaciones

NOMBRE S1

Contrasefia encriptado- privilegios class

Contrasefia-consola/acceso internet Cisco

Banner MOTD Acceso no autorizado esta prohibido

Fuente. Elaboracion propia.

Switch>EN
Switch#CONFIG T
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1
S1(config)ttenable secret class
S1(config)#line console 0
S1(config-line)#password cisco
S1(config-line)#login
S1(config-line)#line vty 0 4
1(config-line)#tpassword cisco
1(config-line)#login
S1(config-line)#service password-encryption
S1(config)tbanner motd #EI acceso no autorizado est prohibido!#
S1(config)texit
1#

w n

(9]

Figura #. Configuracion Basic S1

Switch>EN

SwitchfCONFIE T

Enter configuration commands, one per line. End with CNTL/Z.
Switch({config) fghostname 51

51 {config) fenzble secret class

51 {config) $line consocle 0

Sliconfig-line) #password cisco

51 {config-line) #login

Sliconfig-line) #line vty 0 4

Sli{config-line) #password cisco

51 {config-line) #login

51 {config-line) §service password-encryption

51 {config) #banner motd £E1 acceso no sutorizado est prohibidol!g
51 {config) fexit

S51¢

%S5¥S-5-CONFIG_I: Configured from conscle by conscle

T

Fuente. Elaboracion propia.

Pacte
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Paso 7. Configuracion S3

Tabla #. Configuracion Basic S3
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Elementos de configuracion

Especificaciones

NOMBRE S3
Contrasefia encriptado- privilegios class
Contrasefia-consola/acceso internet Cisco

Banner MOTD

Acceso no autorizado esta prohibido

Fuente. Elaboracion propia.

Switch>EN
Switch#CONFIG T
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch(config)#thostname S3
S3(config)ttenable secret class
S3(config)tline console 0
S3(config)tline console 0
S3(config-line)#password cisco
S3(config-line)#login
3(config-line)#line vty 0 4

)

)

wv n

3(config-line)#password cisco

3(config-line)#login

S3(config-line)#service password-encryption

S3(config)#tbanner motd #EI acceso no autorizado est prohibido!#
S3(config)ttexit

3

wv

wn

Figura #. Configuracion Basic S3



e®e
a ®
o

A @] Universidad Nacional
s MY Abierta y a Distancia
eg®

Switch*»EN

Switch§CONFIG T

Enter configuration commands, one per line. End with CNIL/Z.
Switch(config) #no ip domain-loockup

Switchi{config) #hostname 53

53 (config) #enable secret class

53 (config)#line console 0O

33 (config-line) #enable secret ciscu-l

53 (config) flogin

% Inwvzlid input detected at '"~' marker.
53 (config) flogin
% Invalid input detected at '~' marker.

53 (config) #line conscle 0

83 ({config-line) password cisco

53 (config-line) #login

53 ({config-line)#line vty 0 4

83 ({config-line) password cisco

53 (config-line) #login

53 (config-line)fservice password-encryption

53 (config) §banner motd £E1 acceso no autorizado est prohibidol#
53 (config) fexit

52

%5¥5-5-CONFIG_I: Configured from conscle by conscle

Fuente. Elaboracion propia.

Paso 8. Verificacion De Conectividad (simulacién)

Figura #. Conectividad béasica de la res

Q Cisco Packet Tracer Student

File Edit Options View Tools Extensions Help

— E-Ei!ji'lf\f]|,0,0,°

Lﬂgical [Root] Mew Cluster Move Object Set Tiled Background

= [—

Viewport

Nmie
cisco. Cisco Networking Academy”

A J

-
PC Internet

—-

Serverl

Buenos Aires

Swifch0

PC1 PCZ2
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Paso 9. Verificacion con ping la conectividad entre dispositivos.

Tabla #. Conectividad entre dispositivos de red.

afer]ee
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De A Direccion IP Resultados de ping.
R1 R2, SO/0/1 172.31.32.2 Succesful(exitoso)
R2 R3, S0/0/1 172.31.23.2 Succesful(exitoso)
Internet pc Default Gateway 209.165.200.225 Succesful(exitoso)

Fuente. Elaboracion propia.

Figura #. ping R1 - R2

Blren
Password:
Blfping 172_.31_.31_.2

Type escape sequence to abort.

Success rate is 0 percent (0/5)

n1g

Sending 5, 100-byte ICMP Echos to 172.31_321_.2, timeout is 2 seconds:

Fuente. Elaboracion propia.

Figura #. ping R2 — R3

BZzen
Password:
BZgping 172_31_.23.2

Type escape sSegquence to abort.
Sending 5, 100-kbyte ICMP Echos to 17Z2.31_.23_2, timeout is 2

Success rate is 100 percent (5/5), round-trip min/avg/max

nzg

s

seconds:

1/4/17 ms

Fuente. Elaboracion propia.

Cinnw
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Figura #. ping internet PC — default Gateway
':’ Internet PC

Physical Config Desktop Custom Interface

—rl | ———— || | — | [ T

Fuente. Elaboracion propia.

Parte 2. configuracion del protocolo en enrutamiento OSPFv2 bajo los criterios
recomendados.

OSPFv2 area 0
Tabla #. Configuracion OPV éarea 0

Configuration Item or Task _ Specification
Router ID R1 1111
Router ID R2
5.5.5.5
Router ID R3
8.8.8.8

Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en | 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500
Fuente: Guia PRUEBA DE HABILIDADES CCNA. Recuperado de: https://1drv.ms/b/s!AmlJYei-NT1Inld9g3plaoaVvK5f

Paso 1. Configuracion OSPFv2 en R1.

R1>en

Password:

Password:

R1#configt

Enter configuration commands, one per line. End with CNTL/Z.
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R1(config)#router ospf 1
R1(config-router)#router-id 1.1.1.1

X X

1(config-router)#network 172.31.21.0 0.0.0.3 area 0
1(config-router)#tnetwork 192.168.30.0 0.0.0.255 area 0

R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#network 192.168.99.0 0.0.0.255 area 0
R1(config-router)#passive-interface default

R1(config-router)#no passive-interface s0/0/0
R1(config-router)#auto-cost reference-bandwidth 1000

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R1(config-router)#exit

R1(config)#int sO/0/0

R1(config-if)#bandwidth 128

)
)
)
1(config-router)#network 192.168.40.0 0.0.0.255 area 0
)
)
)
)

R1(config-if)#fexit
R1(config)#

(
(
R1(config-if)#ip ospf cost 7500
(
(

Figura #. Configuracion OSPFv2 en R1
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Rl
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Zoceso no autorizado esta prohibkido

User Rcocess Verification

Pagsword:

Bl»en

Pzssword:

Pagsword:

Rléconfig t

Enter configuration commands, one per line. End with CHNTL/Z.
Rl (config) #router ospf 1

Bl (config-router) router-id 1.1.1_.1

Rl {config-router) fnetwork 17Z2.31.21.0 0.0.0.3 area 0

Bl (config-router) fnetwork 152 _.168_.30.0 0.0.0_.255 area 0
Rl {config-router) fnetwork 152.168.40.0 0.0.0.255 area 0
Rl (config-router) fnetwork 152 _1e8_200.0 0.0.0_.255 area 0
Rl {config-router) énetwork 192 _168.%3%_.0 0.0_.0_.255 area 0

(config-router) fpassive-interface default

{config-router) no passive-interface s0/0/0
R1{
% OS5PF: Beference bandwidth is changed.

config-router) fautoc—cost reference-bandwidth 1000

Plezse ensure reference bandwidth is consistent across z2ll routers.

{config-router) fexit

(config) #int 30/0/0
{config-if) §bandwidth 128
({config-if) #ip ospf cost 7500
B1(
R1{

config-if) exit
config) #

Fuente. Elaboracion propia.
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Paso 2. Configuracion OSPFv2 en R2.

R2>en

Password:

R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#frouter ospf 1

R2(config-router)#router-id 2.2.2.2
R2(config-router)#network 172.31.21.00.0.0.3 area 0
R2(config-router)#network 172.31.23.00.0.0.3 area 0
R2(config-router)#network 10.10.10.0 0.0.0.255 area 0

)
)

el

2(config-router)#passive-interface f0/1

el

(
(
(
(
(
2(config-router)#auto-cost reference-bandwidth 1000
R2(config-router)#exit
R2(config)#int sO/0/1
R2(config-if)#bandwidth 128
R2(config-if)#int s0/0/0
R2(config-if)#tbandwidth 128
R2(config-if)#ip ospf cost 7500
R2(config-if)#exit

R2(config)#

Figura #. Configuracion OSPFv2 en R2
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Password:
Password:

Rixen

Dagsword:

RZfconfig t

Enter configuration commands, one per limne. End with CNTL/Z.
RZ (config) frouter ospf 1

RZ (config-router) frouter-id
BZ (config-router) fnetwork 17
RZ (config-router)

03:24:44: %05PF-5-RADJCHG: Process 1, Hbr 1.1.1.1 on Serisl0/0/1 from LOADING to
FULL, Loading Done

.2.2.2
-231.21.0 0.0.0.3 area O

Z
z

BZ (config-router) fnetwork 172.31_.23.0 0.0.0.3 area 0
RZ (config-router) fnetwork 10.10.10.0 0.0.0.255 area 0
RZ (config-router) §passive-interface £0/1
RZ (config-router) fauto-cost reference-bandwidth 1000
% OSEF: Reference bandwidth is changed.

Plezse ensure reference bandwidth is comsistent across all routers.
RZ {config-router) fauto-cost reference-bandwidth 1000
RZ (config-router) fexit
RZ{config)fint =0/0/1
BZ (config-if) §bandwidch 128
RZ (config-if) §int s0/0/0
BZ (config-if) §bandwidth 128
RZ (config-if)§ip ospf cost 7500
RZ (config-if) fexit
BZ (config) §

Fuente. Elaboracion propia.
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Paso 2. Configuracion OSPFv2 en R3.

R3>en

R3#config t

Enter configuration commands, one per line. End with CNTL/Z.

R3(config)#router ospf 1

R3(config-router)#router-id 3.3.3.3

R3(config-router)#network 172.31.23.00.0.0.3 area 0

R3(config-router)#

R3(config-router)#network 192.168.4.0 0.0.3.255 area O

3(config-router)#passive-interface lo4

(
(
(
(

el

R3(config-router)#passive-interface lo5
R3(config-router)#passive-interface lo6
R3(config-router)#auto-cost reference-bandwidth 1000
R3(config-router)#exit

R3(config)#int sO/0/1

%lInvalid interface type and number

R3(config)#int s0/0/0

R3(config-if)#tbandwidth 128

R3(config-if)#exit

R3(config)#

—_ — — — — — — —

Figura #. Configuracion OSPFv2 en R3

’5 Buenos Aires — O

Physical Config  CLI

105 Command Line Interface

User Access Verification
Password:

E3»en

Password:

R3#config ﬂ

Enter configuration commands, one per line. End with CHTL/Z.

B3 (config) frouter ospf 1

B2 (config-router) frouter-id 3.3.3.3

B2 {config-router) fnetwork 172.31.22.0 0.0.0.2 area 0

B3 {config-router)

03:32:37: %0S5PF-5-ADJCHG: Process 1, Wbr 2.2.2.2 on Serialds/0/0 from LOADING to
FULL, Loading Done

B2 {config-router) fnetwork 152.168.4.0 0.0.3.255 area 0
B2 {config-router) fpassive-interface lod
B3 {config-router) §passive-interface loS
R3 {config-router) fpassive-interface loéd
B2 (config-router) fauto-cost reference-bandwidth 1000
% OS5PF: Reference bandwidth is changed.
Plezase ensure reference bandwidth is comnsistent across zll routers.
B3 (config-router) fexit
R3{config)§int s0/0/1
%#Invalid interface type and number
B3 (config) #int 30/0/0
B2 {config-if) fbandwidth 128
B3 {config-if) fexit
B3 {config) §

Fuente. Elaboracion propia
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Verificacion OSPF.
Paso 1. Visualizar tablas de enrutamiento y routers conectados en OSPFV2.
R1 usando en comando.

Figura #. visualizacion tablas enrutamiento R1 conectado OSPFv2

BEl>en
Password:
Blgshow ip ospf neig

Neighbor ID Eri State Dead Time Lddress Interface
2.2.Z2.2 a FOLLS - 00:00:30 172.31.21.:2 Serial0/0/0
n1g

Fuente. Elaboracion propia

R2 usando en comando.

Figura #. Visualizacion tablas enrutamiento R2 conectado OSPFv2
RZzen

Password:

BEZfshow ip ospf neig

Neighbkor ID Bri State Dead Time Rddress Interface
3.3.3.38 a FULLS - 00:00:3¢ 172.31.23.2 Seriald/s0s0
1.1.1.1 a FULLS - 00:00:31 172.31.21.1 Serizalld 0/ 1
nzg

Fuente. Elaboracion propia

R3 usando en comando.

Figura #. Visualizacion tablas enrutamiento R3 conectado OSPFv2
BE3gshow ip ospf neig

Neighbor ID Eri State Dead Time 2ddress Interface
Z.2.Z2.2 a FULLS - 00:00:38 172.31.23.2 Serialdys0/ 0
nag

Fuente. Elaboracion propia

Paso 2. Visualizar lista resumida interface OSPFV?2.

R1 usando en comando.
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Figura #. Visualizacion lista interface R1 por OSPFv2

Rlgshow ip ospf interface

S5erizl0/0/0 is up, line protocol is up
Internet address is 172.31.21.1/30, RArea 0

Transmit Delay is 1 sec, State BOINT-TO-BOINT, Pricrity 0O

Ho designated router on this network

No backup designated router on this network

Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello dues in 00:00:07

Index 1/1, flood gueue length 0

Hext 0x0(0)/0x0{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximim is 0 msec

Neighkor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor Z2.2_.2.2Z2

Suppress helloc for 0 neighboris)

n1g

Process ID 1, Bouter ID 1.1.1.1, Metwork Type POINT-TO-POINT, Cost: 7500

=

Fuente. Elaboracion propia

R2 usando en comando.

Figura #. Visualizacion lista interface R2 por OSPFv2
BZ2fshow ip ospf interface

Seriall/0/1 is up, line protocol is up
Internet address is 172_31_Z1_.Z/30, Rrea 0
Brocess ID 1, Bouter ID 2.Z2.Z.Z, NWNetwork Type POINT-TO-POINT, Cost: o4
Transmit Delay is 1 sec, State POINT-TO-POINI, Pricrity 0O
No designated router on this network
Ho backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:04
Index 11, flood gueue length 0
Wext 0x0(0)/0x0{0)
Last flood scan length is 1, maximm is 1
Last flood scan time is 0 msec, maximim is 0 msec
Heighbor Count is 1 , Rdjacent neighbor count is 1
2djeacent with neighbkor 1.1.1.1
Suppress hello for 0 neighbori(s)
Seri=l0/0/0 is up, line protocol is up
Internet address is 172.31.Z3.Z/30, Rrea O
Brocess ID 1, Bouter ID 2_Z2.Z2_.Z, WNetwork Type BOINT-TO-BOINT, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINI, Pricrity 0O
No designated router on this network
No backup designated router on this network
——Hore--

=1

.

Fuente. Elaboracion propia

R3 usando en comando.
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Figura #. Visualizacion lista interface R3 por OSPFv2

R23fshow ip cspf interface

Serizld/0/0 is up, line protocol is up
Internet address is 172_31_.23_2/30, Area 0

Transmit Delay is 1 sec, S5tate BOINT-TC-POINT, Priocritcy O
No designated router on this network
No backup designated router on this network

Hello due in 00:00:07

Index 1/1, flood gueue length 0O

Next Ox0{0)/0x0{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximim is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighkor Z.2.2.2

Suppress hello for 0 neighbor(a3)

Loopbackd4 is up, line protocol is up
Internet address is 132Z.165.4.1/24, Area 0

Loopbkack interface is treated as a stub Host
Loopbacks is up, line protocol is up

Internet address is 132 _.168.5.1/24, Area 0
--More--

Process ID 1, Router ID 3.3.3.3, Hetwork Type PBOINTI-TO-POINT,

Process ID 1, Bouter ID 3.3.3.3, MHetwork Type LOOPBACE, Cost:

afer]ee
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Cost: @47

Timer intervels configured, Hello 10, Dead 40, Wait 40, Retransmit 5

a

Fuente. Elaboracion propia

s

Paso 3. Visualizar el OSPF Process ID, Router 1D, Address summarizations, Routing

Networks, and passive interfaces configuradas en cada router.

R1 usando en comando.

Figura #. Visualizar el OSPF Process ID, Router 1D, Address summarizations, Routing Networks, and passive interfaces configuradas en cada

router. R1

Blf#show ip protocols

Bouting Protocol is "ospf 1™

Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximim path: 4
Routing for Networks:
172.31.21.0 0.0.0.28 area O
152.168.30.
152.168.40. -0.25
152.168.200.0 0.0.0.255 area 0
152.168.95%.0 0.0.0.255 area 0
Passive Interface(s):
Vlanl
FastEthernet0/s0
FastEthernetl/,1
Bouting Informstion Sources:

[ |
[ |

Fateway Distance Last Update

1.1.1.1 110 00:23:58

Z.Z2.Z.2 110 00:21:41

3.3.3.8 110 00:21:05
——More——

~~~. Fuente. Elaboracion propia
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R2 usando en comando.

Figura #. Visualizar el OSPF Process ID, Router 1D, Address summarizations, Routing Networks, and passive interfaces configuradas en cada
router. R2
RZfshow ip protocols

Bouting Protococl is "ospf 1™
Cutgoing update filter list for all interfaces i3 not set
Incoming update filter list for all interfaces is not set
Boputer ID Z2_.2_2_Z
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximim path: 4
Bouting for Wetworks:
172.31.21.0 0.0.0.3 area 0
172_31_.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0O
Pazsive Interface(s):

FastEthernetl/1

Bouting Information Sources:
Fateway Distance Last Updzate
1.1.1.1 110 00:07:-37
2. E.Z2.2 110 00:Z5:21
3.3.3.8 110 00:Z8:-44

Distance: (default is 110)

Do

Fuente. Elaboracion propia

R3 usando en comando.

Figura #. Visualizar el OSPF Process ID, Router 1D, Address summarizations, Routing Networks, and passive interfaces configuradas en cada

router. R3

R3gshow ip protocols

Routing Protocol is "ospf 1™
Cutgoing update £filter list for all interfaces is not set
Incoming update £filter list for all interfaces is not set
Router ID 3.3.3.3
Number of zrezss in this router is 1. 1 nocrmal 0 stubk 0 nasa
Maximum path: 4
Bouting for Hetworks:
172.31.23.0 0.0.0.23 area 0O
132.168.4.0 0.0_.3_255 area 0
Passive Interface(s):

Loopbackd

Loopbacks

Loopbacké

Bouting Information Sources:

Fateway Distance Last Update
1.1.1.1 1140 00:05:0%
Z.2.2.2 110 00:00:52
3.3.3.3 110 00:00:15

Distance: (def=zult is 110}

nagl

~n~r. Fuente. Elaboracion propia
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Parte 3. Configurar VLANSs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches acorde a la
topologia de red establecida.

Parte 4. En el Switch 3 deshabilitar DNS lookup

Parte 5. Asignar direcciones IP a los Switches acorde a los lineamientos.

Parte 6. Desactivar todas las interfaces que no sean utilizadas en el esquema
de red.

Parte 7. Implementa DHCP an NAT for IPVA4.

Parte 8. Configurrar R1 como servidor DHCP para las VLANs 30y 40

Parte 9. Reservar las primeras 30 direccines ip de las VLAN 30 Y 40 para configuraciones
estaticas.

NMame: ADMINISTRACION
Configurar DHCP pool para VLAN DMS-Server: 10.10.10.11

30 Domain-Name: ccna-unad.com
Establecer default gateway.
Mame: MERCADEO
Configurar DHCP pool para VLAN DMS-Server: 10.10.10.11

40 Domain-Name: ccna-unad.com
Establecer default gateway.

R1{config)#

Rl(contig)#ip dhcp excluded-address 192.168.38.1 192.168.38.38
Rl(contig)#ip dhcp excluded-address 192.168.48.1 192.168.48. 38
R1{config)#ip dhcp pool Administracion
R1(dhcp-config)#dns-server 18.18.18.11
R1(dhcp-config)#default-router 192.168.38.1
R1({dhcp-config)#network 192.168.38.8 255.255.255.8
R1({dhcp-config)#ip dhcp pool Mercadeo
R1(dhcp-config)#dns-server 18.18.18.11
R1(dhcp-config)#default-router 192.168.48.1
Rl({dhcp-config)#network 192.168.48.8 255.255.255.8
R1({dhcp-config)#exit

Parte 10. Configurar NAT en R2 para permitir que los host puedan salir a internet
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R2#config t

Enter configuration commands, one per line. End with CNTL/Z.
R2({config)#user webuser privilege 15 secret ciscol2345
R2({config)#ip http server

% Invalid input detected at """ marker.
R2({config)#

Como no se puede utilizar los comandos IP, http server se emplea un servidor dentro de la
topologia.

R2({conftig)#

R2({contig)#ip nat inside source static 18.18.18.18
289.165.2e8.229

R2{config)#int fe/@

R2({config-if)#ip nat outside

R2{config-if)#int f@/1

R2({config-if)#ip nat inside

RZ2{config-if)#

Parte 11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir trafico desde R1 o R3 hasta R2.

R2(config)#access-list 1 permit 192.168.38.8 ©.8.8.255
R2(config)#access-list 1 permit 192.168.48.8 8.8.8.255
R2(config)#ip nat pool INTERNET 289.165.288.225 289.165.288.228
netmask 255.255.255.248

R2(config)#ip nat inside source list 1 pool INTERNET

R2(config)#exit

R2#
®5YS-5-CONFIG_I: Configured from console by console

R2(config)#ip access-list standard ADMIN S
R2({config-std-nacl)#permit host 172.31.21.1
R2(config-std-nacl)#exit

RZ(config)#line vty @ 4
R2(config-line)#access-class ADMIN S in
RZ(config-line)#

Parte 12. verificar procesos de comunicacion y re direccionamiento de trafico en los routers
mediante el uso de ping Traceroute.
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AZfshow ascoess-liat
Standard IP access list 1
10 permit 192_.1&E_30.0 0.0.0_2
20 permit 19Z2_.1&eE_40.0 0.0.0_2
Standard IF access list ADMIN S
10 parmit host 17Z2.21.21.1
Extended IP access list 101
10 permit tcp any host Z05_.165_200_Z229 eqg www
20 permit icmp any any echo-reply

neg

afraln
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CONCLUSIONES

Con el desarrollo de esta actividad, se desarrollaron numeras tareas importantes para el
buen desarrollo de los ejercicios propuestos, en este se ejecutan funciones como la de
verificar una conexion entre los dispositivos proporcionada en la configuracion inicial de
la topologia.

Se configura la ACL de los Routers, esto con el objetivo de mitigar los atagues de forma
remota y por supuesto no podria faltar la verificacion de la funcionalidad de las
actividades ejecutadas con anterioridad.

OSPF es un protocolo que gestiona un sistema autbnomo (AS) en areas, estas son
grupos légicos de routers cuya informacion se puede resumir para el resto de la red. Los
protocolos DHCP esta disefiado fundamentalmente para ahorrar tiempo gestionado
direcciones IP en una red grande, y se encuentran activos en un servidor donde se
centraliza la administracion de las direcciones IP de la red.
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