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INTRODUCCION

La evaluacion final denominada prueba de habilidades practicas, perteneciente
al Diplomado de profundizacién CISCO, la cual busca que, a través de la solucién
de los ejercicios propuestos, los estudiantes pongan en practica los niveles de
conocimiento y habilidades adquiridos a lo largo del diplomado.

Todo esto dando solucién a dos escenarios propuestos, realizando los procesos
de configuracion utilizando la herramienta Packet Tracer, en los cuales como
profesionales demostraremos las capacidades y conocimiento adquiridos,
mediante la configuracion de cada uno de los dispositivos, describiendo su paso
a paso, y su desarrollo, como también se verificard la conectividad de los
dispositivos, por medio del uso del comando ping, traceroute, show ip route. Etc.
También se abordardn y se mostrara evidencia en la configuracion de direccion
IP, VLAN, implementacion de NAT, servidor DHCP, RIPV2.



Escenario 1

Topologia:

Server-PT

i y7} -
PC-PT Laptop-PT  Laptop-PT
Server)

PC1 Laptop0 Laptopl

Laptop-PT Laptop-PT
Laptop31 Laptop30

Tabla de direccionamiento

El | ; Di i6n IP Méscara de Gateway
administr | Interface s IEEERn subred predeterminad
ado 0
i
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D

Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
Fa0/0,100 192.168.20.1 255.255.255.0 N/D
R2 Fa0/0,200 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 N/D
Se0/0/1 10.0.0.9 255.255.255.252 N/D
192.168.30.1 255.255.255.0 N/D
Fa0/0 2001:db8:130::9C0:80 /64 N/D
R3
F:3
01
Se0/0/0 10.0.0.6 255.255.255.252 N/D
Se0/0/1 10.0.0.10 255.255.255.252 N/D




SW2 VLAN 100 | N/D N/D N/D
VLAN 200 | N/D N/D N/D
SW3 VLAN1 N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP
Tabla de asignacién de VLAN y de puertos
Dispositivo VLAN Nombre Interfaz
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces
Tabla de enlaces troncales
Dispositivo Interfaz Dispositivo
local local remoto
SW2 Fa0/2-3 100

Situacion

En esta actividad, demostrara y reforzard su capacidad para implementar
NAT, servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la
configuracion de direcciones IP, las VLAN, los enlaces troncales y las
subinterfaces. Todas las pruebas de alcance deben realizarse a través de
ping Unicamente.




Topologia escenario 1.

Descripcién de los actividades

« SWI1 VLAN Yy las asignaciones de puertos de VLAN deben cumplir
con la tabla 1.

Configurar el SW2y SW3:

SW2:

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#vlan 100

Switch(config-vlan)#name LAPTOPS
Switch(config-vlan)#int range f0/2-3
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport access vian 100
Switch(config-if-range)#exit

Switch(config)#vlan 200

Switch(config-vlan)#name DESTOPS
Switch(config-vlan)#int range f0/4-5
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport access vian 200
Switch(config-if-range)#int fO/1
Switch(config-if)#switchport mode trunk



Switch(config-if)#int range f0/6-24
Switch(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/7, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/8, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/9, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/10, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/11, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/12, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/13, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/14, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/15, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/16, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/17, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/18, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/19, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/20, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/21, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/22, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/23, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/24, changed state to



administratively down
Switch(config-if-range)#

SWa3:

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#vlan 1

Switch(config-vlan)#exit

Switch(config)#int range f0/1-24
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchpor access vilan 1
Switch(config-if-range)#exit

Switch(config)#exit

Switch#

%SYS-5-CONFIG_I: Configured from console by console
Switch#wr

Building configuration...

[OK]

e Los puertos de red que no se utilizan se deben deshabilitar.
Se desabilitan los puertos que no se van autilizar en ambos switch.

SW2:

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#int range f0/6-24
Switch(config-if-range)#shutdown

SWa:

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#int range f0/6-23
Switch(config-if-range)#shutdown

o Lainformacion de direccién IP R1, R2y R3 debe cumplir con la tabla
1.



Se procede a realizar el direccionamiento ip en los diferentes routers
de la topologia.

R1:

Router>enabl

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int f0/0.100

Router(config-subif)#encapsulation dotlq 100
Router(config-subif)#ip address 192.168.20.1 255.255.255.0
Router(config-subif)#exit

Router(config)#int f0/0.200

Router(config-subif)#encapsulation dotlq 200
Router(config-subif)#ip address 192.168.21.1 255.255.255.0
Router(config-subif)#exit

Router(config)#int f0/0

Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.100, changed state
to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0.100, changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.200, changed state
to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0.200, changed state to up

Router(config-if)#int s0/0/0

Router(config-if)#ip address 10.0.0.2 255.255.255.252
Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Router(config-if)#int s0/0/1

Router(config-if)#ip address 10.0.0.9 255.255.255.252
Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#
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R2:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 200.123.211.2 255.255.255.0
Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Router(config-if)#int s0/1/0

Router(config-if)#ip address 10.0.0.1 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
Router(config)#int s0/1/1

Router(config-if)#ip address 10.0.0.5 255.255.255.252
Router(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Router(config-if)#

R3:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ipv6 unicast-routing

Router(config)#int f0/0

Router(config-if)#ip address 192.168.30.1 255.255.255.0
Router(config-if)#ipv6 address 2001:db8:130::9c0:80f:301/64
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state to up

Router(config-if)#ipv6 dhcp server vian_1
Router(config-if)#ipv6 nd other-config-flag
Router(config-if)y#no shut

Router(config-if)#int s0/0/0

Router(config-if)#ip address 10.0.0.6 255.255.255.252
Router(config-if)#¥no shut
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Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Router(config-if)#int sO/

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to up

0/1

Router(config-if)#ip address 10.0.0.10 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1,
changed state to up

o Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31,PC30
y PC31 deben obtener informacién IPv4 del servidor DHCP.

se procede a realizar la configuracion IPV4 en los respectibos
equipos host de la topologia
P pco - [m] x

I Physical Config Fregramming afributes
re———

.
nlerface FasiEtherneii] -
F Cenfiguration
(=) pHCP ) Static
P Agdness
Subnet Mask
Dl by
DNS Server
PvE Configuration
) pHEP ) sl Config () Static
e P Addrass
Linik Local Address FEB0 206 24FF FEDS 2604
Py Gateway

Pl DIEG Sarver

1 L i

BO2 11X
[ e 802 1% Security

| Owme
[
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Physical  Config  Deakiop

Programming  Abrbubes
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Proysical Contg Pregrasveng ANTENEE I
——
% DHCP _} Stafic DHCP regues! becontul -~
P ASEEd
Sone Masa

Deimett Gateavary

DS Server

Pl Confguraton

_) CHER ) sty Canfig CIg=T

Pl Address

Link LoCal Addrass FESG ZEQAIFF FEC 1 E2DC

P Gaotw by ]
Pl DNS Server

021X

-

] use 832 1X Security

Authendrahon
Te—
n
Pasawerd |
W
[ ®e
1

P pcxo

Prysical  Confg  Desiicp Progeamming  Altrbulss
(%) DHCP ) Seabie DHCP request succaasil
P Addreas
Subnet Mask
Dafaul Gatdw iy
DS Sarver
Pl Contiguration
) pHeP O Auto Cantg @) static
Pt iddrans
Link Local Address. FEBO. 236 F2FF FEDG:OBG2
Pt Cataw iy
Pt DHS Sarvar
B2 X
[ ae 502 1x Sacurty
Augthenbcabon
Usemames

Password

O=e

o R1 debe realizar una NAT con sobrecarga sobre una direccion
IPv4 publica. Asegurese de que todos los terminales pueden
comunicarse con Internet publica (haga ping a la direccion ISP)
y la lista de acceso estandar se llama INSIDE-DEVS.

Se procede a configura la NAT en el R1 con sobrecarga en una
direccion IPV4 publica.

Router>enable
Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
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Router(config)#access-list 1 permit 192.168.0.0 0.0.255.255

Router(config)#access-list 1 permit 10.0.0.0 0.0.0.255
Router(config)#ip nat pool INSIDE-DEVS 200.123.211.2
200.123.211.128 netmask 255.255.255.0

Router(config)#ip nat inside source list 1 interface s0/0/0
overload

Router(config)#int s0/1/1

Router(config-if)#ip nat inside

Router(config-if)#int s0/1/0

Router(config-if)#ip nat inside

Router(config-if)#int s0/0/0

Router(config-if)#ip nat outside
Router(config-if)#exit

Router(config)#router rip
Router(config-router)#version 2
Router(config-router)#network 1.0.0.0
Router(config-router)#network 10.0.0.0
Router(config-router)#default-information originate
Router(config-router)#ip route 0.0.0.0 0.0.0.0 s0/0/0
Router(config)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface
Serial0/0/0, changed state to up

L3 - O x

I Physical Confg Atiributes
P

105 Command Line interface

SLINX-E-CHANGED: Inzerface Serialld/1/0, changed state to up
SLINE~S~CHANGED: Interface Seriall/Li/l, changed state %o up

SLINEPROTO-S~UPDOWN: Line protecol on Intezface Sexialld/0/0, changed
SLINEPROTO«5-UPDOMN: Line protocol on interface Seriall/L/0, changed

SLINEPROTO-5-UFDOWN: Line protocol on Interface Seriallsl/1, changed

State o up
Routesz enable
- Routersping 200.123.211.1

Type escape sequence to abort
Sending 5, 100-byte ICMP Echos tvo 200.123.211.1, timecut is 2

Success rate is 100 percent (5/5), round-urip minjavg/max = 1/1/4 =ns

Ciri+F8 to ext CUI focus Copy Paste |

| /71

15



R1 debe tener una ruta estatica predeterminada al ISP que
se configurd y que incluye esa ruta en el dominio RIPv2.

Se procedio desde el R1 crear una ruta estatica
predeterminada al ISP.

Router(config-router)#ip route 0.0.0.0 0.0.0.0 s0/0/0

R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0.

Se procedio a configura el R2 como un servidor DHCP para los
dispositivos conectados a la interfaz f0/0.

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip dhcp excluded-address 10.0.0.2 10.0.0.9
Router(config)#ip dhcp pool INSIDE-DEVS
Router(dhcp-config)#network 192.168.20.1 255.255.255.0
Router(dhcp-config)#network 192.168.21.1 255.255.255.0
Router(dhcp-config)#default-router 192.168.1.1
Router(dhcp-config)#dns-server 0.0.0.0
Router(dhcp-config)#exit

Router(config)#

R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre
las VLAN 100 y 200.

Se configuro las vlan 100 y 200 en el router 2.
Router(config)#int vlan 100

Router(config-if)#ip address 192.168.20.1 255.255.255.0
% 192.168.20.0 overlaps with FastEthernet0/0.100
Router(config-if)#exit

Router(config)#int vlan 200

Router(config-if)#ip address 192.168.21.1 255.255.255.0
% 192.168.21.0 overlaps with FastEthernet0/0.200
Router(config-if)#end

Router#

%SYS-5-CONFIG_I: Configured from console by console
Router#wr

Building configuration...

[OK]

Router#

El ServidorO es s6lo un servidor IPv6 y solo debe ser accesibles para
16



los dispositivos en R3 (ping).

Se configuro el servidorO con direccionamiento para que solo puedan
acceder los dipsositovos conectados al R3.

» ®oeca - 0

I Prysical Confy Programming Attributes i]

w2

Y.

La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de
Laptop31, de PC30 y obligacibn de configurados PC31
simultdneas (dual-stack). Las direcciones se deben
configurar mediante DHCP y DHCPV6.

Se configuran direccionamientos ipv4y ipv6 en los host del
RS3.

IR § VP QQAQACE BwE

»| ¥ Laptopdt - (=) X
I Prysical Ceafy Programming Atrbutes i!‘
)
®) oHeP Static 2
P Address

ONS Server
V8 Configuraso
o Static
Pv6 Address
Link Locsl Address. FEBO. 204.94FF FESD 4035
L
\
\ 02.1X
[ us Y i
Authesecancn E
Username ,;,‘n'
Passwor
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¥ pca

I Physical Comfig Programming ARFELE
—_—
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Physica Conflg Programming Alrbutes
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Saboet Mask

Ctaut Gateway
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&) DECP Al Confg Elalic
Pof] A20TEAS

Lok Lecaldddress FEBO: 205 5EFF FESD 1072
Pl Cabeway

P DNS Servar

|

[ e 02 13 Securiy
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Lisername

Passwond

COwe
L

La interfaz FastEthernet 0/0 del R3 también deben tener
direcciones IPv4 e IPv6 configuradas (dual- stack).

Se configuro la interfaz f0/0 del R3 con direcciones ipv4 y ipv6
dual-stack.

Router>enable
Router#configure terminal

Enter configuration commands, oneper line. End with
CNTL/Z.

Router(config)#ipv6 unicast-routing
Router(config)#int f0/0
Router(config-if)#ipv6 enable

Router(config-if)#ip address 192.168.30.1 255.255.255.0
18



Router(config-if)#ipv6 address 2001:db8::9¢0:80f:301/64
Router(config-if)y#no shutdown

Router(config-if)#

R1, R2 y R3 intercambian informacién de routing mediante RIP
version 2.

Se configuraron los router para intercambiar informacionde routing
mediante RIP version 2.

R1:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#ip route 0.0.0.0 0.0.0.0 s0/0/0

Router(config)#router rip
Router(config-router)#network 10.0.0.4
Router(config-router)#network 10.0.0.0
Router(config-router)#default-information originate
Router(config-router)#
R2:
Router>enable
Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip
Router(config-router)#version 2
Router(config-router)#network 192.168.30.0
Router(config-router)#network 192.168.20.0
Router(config-router)#network 192.168.21.0
Router(config-router)#network 10.0.0.0
Router(config-router)#network 10.0.0.8
Router(config-router)#
R3:
Router>enable
Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip
Router(config-router)#version 2
Router(config-router)#network 192.168.0.0
Router(config-router)#network 10.0.0.8
Router(config-router)#network 10.0.0.4
Router(config-router)#exit
Router(config)#

19



« R1, R2yR3 deben saber sobre las rutas de cada uno y la ruta
predeterminada desde R1.

La ruta predeterminada desde R1 es:
Router(config-router)#ip route 0.0.0.0 0.0.0.0 s0/0/0
Rutas de cada uno de ellos:

R1:

Router(config-router)#network 10.0.0.4
Router(config-router)#network 10.0.0.0

R2:

Router(config-router)#network 192.168.30.0
Router(config-router)#network 192.168.20.0
Router(config-router)#network 192.168.21.0
Router(config-router)#network 10.0.0.0
Router(config-router)#network 10.0.0.8

R3:

Router(config-router)#network 192.168.0.0
Router(config-router)#network 10.0.0.8
Router(config-router)#network 10.0.0.4

« Verifique la conectividad. Todos los terminales deben poder hacer
ping entre si y a la direccion IP del ISP. Los terminales bajo el R3
deberian poder hacer IPv6-ping entre ellos y el servidor.

Ping de PCO A Laptop 30:

Ping de Laptop30 a Laptop 31:

20
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Ping de PC30 a ISP:

¥ Laptopa0 - m} X

Physical Config

mmand Prompt

Programming Attributes

round trip times in milli
2ms, M

PCO a ISP:

¥ poo — [m] X

Physical Config Programming Attributes

s in milli-
ldms,

Ping de PC-30 a PC-31.:
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ESCENARIO 2

DESCRIPCION DEL ESCENARIO PROPUESTO

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Bogota, Medellin y Bucaramanga, en donde el estudiante sera el administrador de la red,
el cual debera configurar e interconectar entre si cada uno de los dispositivos que forman
parte del escenario, acorde con los lineamientos establecidos para el direccionamiento
IP, protocolos de enrutamiento y demas aspectos que forman parte de la topologia de

red.

TOPOLOGIA DE RED

VLAN Direccionamiento Nombre

30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

BOGOTA LoO | webserver
S0/

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

B/IMANGA

192.168.99.3
192.168.99.2

24



DIRECCIONAMIENTO DE RED

TABLA DE DIRECCIONAMIENTO IP ASIGNADO

El direccionamiento IP asignado a los equipos que conforman el escenario de red

propuesto se resumen a continuacion:

Tabla 1. Direccionamiento de IP de equipos de red

ROUTER ISP GI 0/0 209.165.200.230 255.255.255.248

R2 FA 0/0 209.165.200.225 255.255.255.248
R2 S0/0/0 172.31.23.1 255.255.255.252
R2 S0/0/1 172.31.21.2 255.255.255.252
R2 LoO 10.10.10.10 255.255.255.255
R1 S 0/0/0 172.31.21.1 255.255.255.252
R1 FA 0/0.30 192.168.30.1 255.255.255.0
R1 FA 0/0.40 192.168.40.1 255.255.255.0
R1 FA 0/0.200 192.168.200.1  255.255.255.0
R1 FA 0/0.99 192.168.99.1 255.255.255.0
R3 S0/0/1 172.31.23.2 255.255.255.252
R3 Lo4 192.168.4.1 255.255.255.0
R3 LoS 192.168.5.1 255.255.255.0
R3 Lo6 192.168.6.1 255.255.255.0
SW1 Vlan 99 192.168.99.2 255.255.255.0
Sw3 Vlan 99 192.168.99.3 255.255.255.0
PC-A Vlan 30 Dinamica Dinamica
PC-C Vlan 40 Dinamica Dinamica
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1. CONFIGURACION Y VERIFICACION PROTOCOLO OSPF V2

3.1 TABLA DE ENRUTAMIENTO Y ROUTERS CONECTADOS POR OSPF

3.1.1 Router 1

Rl#sh ip ro
Codes: © - connected, 5§ - static, I - IGRP, R - RIPF, M - mobile, B - BEP
[ - EIGRP, EX - EIGEP external, & - O5PF, IA - OQS5SPF inter area
Nl - QOS5PF M55SR external type 1, N2 - OSPF NS5R external type 2
El - QSPF external type 1, E2 - O5FF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewel-1l, L2 - IS-I5 lewel-2, ia - I5-IS5 inter area
¥ - pandidate default, U - per-user static route, o - CDR
P - pericdic downloaded static route

Fateway of last resort is not set

10.0.0.0/32 is subnetted, 1 subnets
] 10.10.10.10 [110/7501] wia 172.31.21.2, 00:23:32, Seriald/oa/ad
172.31.0.0/30 is subnetted, 2 subnets
c 172.31.21.0 is directly connected, Seriald/0/0

2 sl 23 0 [L1oyls0ul] wia laa.ﬁl.El.E, aa:zﬁ:ﬁd, Serialt oy
1592.158.4.0/32 is subnetted, 1 subnets

] 152.1€5.4.1 [110/15001] wia 172.31.21.2, 00:23:22, Seriall/0/0
152.1€8.5.0/32 is subnetted, 1 subnets
] 152.1€5.5.1 [110/15001] wia 172.31.21.2, 00:23:22, Seriall/so/0

192.168.6.0/32 is subnetted, 1 subnets
1592 1g8.¢€.1 [110/15001] wia 172.31_.21_.2 00:23:22, Seriald/0/0
1592 .188.30.0/24 is directly connected, FastEthernetd/0.30
152 .18 .40.0/24 is directly connected, FastEthernetd/0.40
152.1€8.59.0/24 is directly connected, FastEthernet0/0.5%5
192.1€8.200.0/24 is directly connected, FastEthernet(/0.200
PR as9g i

205.1e5.200.224 [110/7501] wia 172.231.21.2, 00:23:32, Seriald/0/0

L I I e ][]
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3.1.2 Router 2

RZgsh ip ro
Codes: T - connected, 5 - static, I - IZRF, R - RIF, M - mokile, B - BEF
0 - EIZRP, EX - EIGRP external, O - O5PF, IZ - OSPF inter area
N1 - OSPF MNS54 external type 1, N2 - OSPF NS5A external type 2
El - OSPF external type 1, EZ - O5PF external type 2, E - EGF
i - I5-Is5, L1 - I5-I5 lewel-l1, L2 - I5-I5 lewel-2, ia - I5-I5 inter area
¥ - rcandidate default, U - per-user static route, o - CDR
P - periodic downloaded static route
Fateway of last rescort is 20%.1€5.200.230 to network 0.0.0.0
10.0.0.0/32 is subnetted, 1 subnets
c 13.10.10.10 is directly connected, Loopbackd
172.31.0.0/30 is subnetted, 2 subnets
[ 172.21.21.0 is directly connected, Seriall/0/1
c 172.21.23.0 is directly connected, Serialls 070
152 _.1€8.4.0/32 is subnetted, 1 subnets
[*] 192 . 1e5.4.1 [110/7501] wia 172.31.23.2, 00:24:52, Seriald/s0/0
1%2.1€8.5.0/32 is subnetted, 1 subnets
L+ ] 1%2.1€2.5.1 [110/7501] wia 172.31.23.2, 00:24:52, Seriald/o/ 0
152 .1€8.€.0/32 is subnetted, 1 subnets
0 192 1€8.€.1 [110/7501] wia 172.31.23.2, 00:24:52, Seriald/s0/0
0 1%2.1€8.30.0/724 [110/782] wia 172.31.21.1, 00:24:52, Seriald/s0/1
0 192.1€8.40.0/24 [110/782] wia 172.31.21.1, 00:24:52, Seriald/s0/1
O 152 . 1€8.9%.0/24 [110/782] wia 172.31.21.1, 00:24:52, Serialdy/os1
0 1%2.1€8.200.0/24 [110/782] wia 172.31.21.1, 00:24:5Z, Seriald/0/1
208.165.200_0/2% is subnetted, 1 subnets
c 205 _1€5_200.224 is directly connected, FastEthermetd/0
5% 0.0.0.0/0 [1/0] wia 205.1€5.200.230
R2g
3.1.3 Router 3
R3gsh ip ro
Codes: T - connected, 5 - static, I - IGZRF, B - RIF, M - mokile, B - BEP
D - EIZRP, EX - EIZRF external, © - O5PF, IA - OS5PF inter area
N1 - OS5PF NS55RA external type 1, HZ - O5PF NHN55L external type 2
El1 - OS5PF external type 1, EZ - OS5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-l, L2 - I5-I5 lewel-2, ia - I5-I5 inter area
¥ — rcandidate default, U - per-user static route, o — CDR

Zateway of last resort is not

10.0.0.0/32 is subnetted,

F - periodic downloaded static route

set

1l subnets

=EF

10.10.10.10 [110/782] wia 172.31.23.1, 00:2%5:27, Serialﬂfﬂfll

LVs. . al. 0. Us3l 15 5 ed, 2 5
P 172.31.21.0 [110/15€2] wia 172.31.23.1, 00:2%5:27, Serialﬂfﬂfll
[ 1V2 .31 .23.0 15 directly connected, Seriald/0/1
c 152 .1c8.4.0/24 is directly connected, Loopkbackd4
c 152.1€8.5.0/24 is directly connected, Loopkacks
C 152.1c8.6.0/24 is directly connected, Loopkacke
o] 192.1€28.30.0/24 [110/156€3] wia 172.31.23.1, 00:2%:27, Serialdyso[/1
o] 192 .1€2.40.0/24 [110/156€3] wia 172.31.23.1, 00:2%:27, Serialdyso[1
o] 192.1€28.95.0/24 [110/156€3] wia 172.31.23.1, 00:2%:27, Serialdyso/1
o] 192 .1€8.200.0/24 [110/15€3] wia 172.31.23.1, 00:2%:27, Serialds0/1
205%.1€5.200.0/25% is subnetted, 1 subnets
o] 20%.1€5.200.224 [110/782] wia 172.31.23.1, 00:25:27, Berial0sd/s1
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3.2 CONFIGURACION OSPF (PROCESS ID, INTERFACES, ROUTER ID,
INTERFACES COSTO)

3.2.1 Router 1

FastEthernetD;D.SDlis up, line protococl is up

=z j= 152 1¢ [n] S24 fRrea O
rocess ID 1, Router ID 1.1.1.1 HNetwork Type BROBDCZST, Cost: 1

ITransmat Delay 1s 1 sec, State B, Priority 1

Pesignated Houter (100 1_1_ 1. 18 Imterface address 152_.1&28_30.1

No backup designated router omn this network

Timer interwvals configured, Hello 10, Dead 40, Wait 40, BRetransmit 5
Hello due in 00:-00:07

Index 1/1, £flood gueue length O

MHext Ox0{(0) S0x0{0)

Last flood scan length is 1, maximm is 1

Last flood scan time is 0 msec, maximm is 0 msec
Heighbor Count is O, Adjacent neighbor count is 0

F

ghkbor{s)
Line protocsl is wp
= = = = g2 _les_40_1/24, Rrea 0O

ﬁECCESE ID 1, Router ID l_l_l_ll Hetwork Type BROBDCRST, Cost: 1
ransmit Lelay 15 1 sec, state DR, Priority 1

Designated Router (ID) 1.1.1.1, Interface address 152.1l€2.40_.1

No kbackup designated router omn this network

Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in O00:00:07

Index 2/2, flood gueuse length O

Hext OO0 ({0} 0x0{0)

Last flood scan length is 1, maximm is 1

Last flood scan time is 0 msec, maximum is 0 msec
Heighbor Count is O, Adjacent neighbor count is 0O
Suppress hello for 0 mneighbor(s)
FastEthermetl,/0_5%5is up, line protoccl is up
Internet address is 15%2_1€2_.5%5%.1,24, Area 0O
fFrocess 10 1, Houter 10 1.1_1_.1Q) MNetwork Type BROADCEST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
pPesignated Houter (I[D) 1. 1.1 _ 18 Tnterface address 132 _1&8.595.1
HNo backup designated router omn this netctwork
Timer intervals configured, Hello 10, Dead 40, Wait 40, BRetransmit 5
Hello due in 00:-00:07
Index 3,3, flood gueus length 0O
MNext 00 (0] 020{0)
Last flood scan length is 1, mazximm is 1
Last flood scan time is 0 msec, maximm is 0 msec
HNeighbor Count is O, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
EastEthernetD;D_EDD is up, line protocol is upl]
Internet address is 152 _1€2_200_1ys24, RArea 0O
I Process ID 1 Douter ID 1_.1.1 10 Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec State DR, Priority 1
Designated Bouter (ID) 1.1.1.1 Interface address 152 _1€2 . 200_1
No backup designated router omn this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:-00:07
Index 4/4, £f£lood gueuse length O
Mext 00 (0} /020{0)
Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec maximum is O msec
r

Heighbor Count is O, Adjacent neighbor count is 0
223 o I e | = == fw'l = =l 2= 1

herialﬂfﬂfﬂ is up, line protocol is up
Internet address is 172_.31.21.1/30, RArea 0O

Process ID 1, Bouter ID 1.1.1.1, MNetwork Type POINT-TO-PBPOINT, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
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3.2.2 Router 2

F...’ESH ip DEPE 1nEerEace|

Loopkackd is up, line protocol is up
Internet address is 10.10_10.10/32, RArea O
IFrDcess ED lI Euuter 1D Z.E.E.E] Network Type LOOFBRCE, Cost: 1
Loopkack interface is treated as a stubk Host
FastEthernetl/0 is up, line protococl is up
Internet address is 205%.1€5.200.225/729, Area 0
IFrDcess In ll Houter ID 2 2 2. Network Type BROADCRST, Cost: 1
Transmit Delay is 1 sec, State DR, Priocrity 1
[Pesignated HoOUtet (100 o.0.2.2] Interface address 209.165.200.225
No bkackup designated router on this network

Timer inter i o 10, Dead 40, Wait 40, Betransmit 5
No Hellos | (Passiwve interface)

Index 2/2, £flood gueue length 0
Hext 0x0 {0} /0220 {0}
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighkor count is 0
Suppress helloc for 0 neighbori(s)
Serizld/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, RZrea O
E=otez 1D 2.7 7.7] Wetwork Type POINT-TO-BOINT, |[Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priocrity O
No designated router on this network
No kackup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:03
Index 3/3, £flood gueue length 0
Hext 020 (0] /020 {0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 |, Adjacent neighkbor count is 1
| 2djacent with neighbor 3.3.3.3 |
Suppress hello for U neighboris)
Seri=ald/0/1 is up, line protocol is up
Internet address is 172.31.21.2/30, Rrea O
[Router 1D 2.2.2.2] Network Type DOINT-TO-POINT,
ransmit Lelay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:0%
Index 4/4, flood gueue length 0
Next 0x0{0) /0220 {0}
Last flood scan length is 1, maxioum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Zdjacent neighbor count is 1
|2djacent with neighbor 1.1.1.1 |
Suppress hello for U neighbori(s)
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3.2.3 Router 3

Rquh ip ospf interface s0/0/1

Seriald/0f1 is up, line protocol is up
Internet address is 172.31.23.2/30, Lrea 0
Fouter 1D 2.2.3.7] Network Type DOINT-TO-DOINT, |Cost: 781
Transmit Delay is 1 sec, State POINT-TO-POINT, Pricrity O
Mo designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Betransmit 5

Hello due in 00:00:03

Index 4/4, flood gueue length 0O

Wext 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 | 2djacent neighbor count is 1
Adjacent with neighbor 2.2.2.2
Suppress hello for 0 neighboris)

R3gsh ip ospf ?

<]1-g5535> Process ID number

border-routers Border and Boundary Bouter Information
database Database summary

interface Interface information

neighbor Heighbor list

virtual-links Virtual link information

Tor=

2. CONFIGURACION DE VLANS, PUERTOS TRONCALES, PUERTOS DE
ACCESO, ENCAPSULAMIENTO, INTER-VLAN ROUTING
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4.1 Router 1

En R1 se llevé a cabo la configuracion del enrutamiento inter-vlan y la respectiva

encapsulacion.

Enterface FaEtEthernetDIDI

description LAN
no ip address
duplex auto
speed auto

I

interface FastEthernet0/0_30 I
i

description VLAN Rdministracion

Iencapﬁulatlnn dotld 30
ip address 132 I1eo_ 301 255 _255_255.0
ip access—group 102 out

|
interface FaEtEthernetDHD-éﬂI

Qescription VLAl Hercadeo
encapsulation dotld 4Dl
ip address 1532, - .1 255 _255_255.0

ip access—group 101 out
!

nterface astEthernet -

description VLAN Management
|encap5ulatinn dotld S5 I
ip address 132 _ 1eg. 33 .1 255_255_255.0

!
interface FastEthernetd/0.200

. . pg——
encapsulation dotld 200
ip address 1532, 2001 255 255 _255.0

ip access—group 21 out

I
interface FastEthernetds 1
no ip address

duplex auto

speed auto

shutdown
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4.2 SW1

En el switch 1 se llevd a cabo a configuracion de puertos troncales (conexion a router 1y

conexién a SW3), puerto de acceso, conexion a PC-A

Puerto de acceso:

EastEfhernet o]
description BC VLAMN 30
switchport access wvlan 30
switchport mode access

— EorLizst
1
Puertos troncales:
SWlgsh inter trunk
Dort Hode Encapsulation Status Natiwve wlan
Fal/s3 on 202.1g trunking 1
Fals24 on 202 .1g trunking 1
Port Vlans allowed on trunk
Fal/3 1-1005
Falys24 1-1005
Bort Vlans allowed and active in management domain
Fal/3 l,30,40,55, 200
Faly/s24 1,30,40,59%, 200
Port WVlans in spanning tree forwarding state and not pruned
Fal/3 1,30,40,59%, 200
Faly/24 1,30,40,55%, 200
4.3 SW3

En el SW3 de configur6 el puerto de acceso para la conexion a PC — C y un puerto
troncal que conecta a SW1.

Puerto de acceso:

interface FastEthernetl/1
escription P WLAN 4U
switchport access wlan 40

switchport mode access
spanning-tree portfast
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Puertos troncales:

SW3#sh int trunk

PFort Hode Encapsulation Status Hative wlan
Faldys3 on B0Z2.1g trunking 1

Fort Vlans allowed on trunk

Fal/3 1-1005

Bort Vlans allowed and active in management domain

Fal/3 1,30,40, 55, 200

Port Vlans in spanning tree forwarding state and not pruned
Fal/3 1,30,40, 55, 200

3. DESHABILITAR DNS LOOKUP EN SW3

5.1 SW3

Se llevo a cabo la configuracion requerida mediante el comando que se ilustra en la
imagen:

—pr = —aa N A L B3

no ip domain-lockup

- ] o o — R —— | ——

4. ASIGNACION DE DIRECIONES IP A SWITCHES

Para la administracion de los switches se llevé a cabo la creacion de la vlan 99 para
gestionar los equipos, como buena practica se evitd usar la vlan 1 para administrar los

equipos, en la tabla se resumen el direccionamiento IP asignado a los dispositivos.

Tabla 2. Direccionamiento de IP asignado switches

SW1 Vlan 99 192.168.99.2 255.255.255.0
SW3 Vlan 99 192.168.99.3 255.255.255.0
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5. CONFIGURACION DE DHCP

La configuracion del protocolo DHCP para las vlan 30 y 40 se llevé a cabo en el R1,
inicialmente se configuré en el dispositivo los rangos de IP que debian excluirse y

posteriormente se asignaron los parametros propuestos en el escenario.

I

ip éhcp excluded-address 152 _1€2_.30.1 152 _1&23_30_30
ip dhecp excluded-address 192 _1€8.40.1 1%2_168_.40_30
I

ip dhep pool ADMINISTRARCION

network 152 _1€2.30.0 255.255.255.0

default-router 192_168_.30_.1

dns-server 10.10.10.11

ip dhecp pool MERCADED

network 152 _1€2_.40.0 255.255.255.0

default-router 192_1c8.40_.1

dns-server 10.10.10.11

6. CONFIGURACION DE NAT

ﬁp nat inside source list 10 interface FastEthernet(/0 cverlcadl

ip route 0.0.0.0 0.0.0.0 20%.1€5.200.230
!

ip flow-export wversion 9
!

ccess—-list 10 permit 172.31.21.0 0.0.0.3
ccess—list 10 permit 172.31.23.0 0.0.0.3
ccess—-list 10 permit host 10.10.10.10
ccess-list 10 permit 192.1€8.30.0 0.0.0.255
ccess-list 10 permit 152.1€2.40.0 0.0.0.255
cecess—-list 10 permit 152.1€5.200.0 0.0.0.255
ccess—list 10 permit 192.1€8.4.0 0.0.0_255
ccess—list 10 permit 192.1€8.5.0 0.0.0.255
cocess—-list 10 permit 192.1€8.€.0 0.0.0.255

: _—
|[interface FastEthernetd/0 |
description Enlace ISP

ip address 205%_1€5_200_225 255.255.255.
Iip nat cutsidel

duplex auto

speed auto
I

ra
e
[ns)
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interface Seriald/S0/0

description Enlace a R3

bkandwidth 128

ip address 172.31.23.1 255.255_255.252
ip ospf cost 7500

llp nat 1n51del
L]

interface Seriald/so0/s1
description Enlace a Rl
bandwidth 128

ip address 172 .31.21.2 255_.255_255.252
ip nmat inside

7. CONFIGURACION DE ACL ESTANDAR

ACL20: Esta lista de acceso aplicada en R3 deniega el trafico de la red 192.168.6.0/24
hacia el R2

access—list 20 deny 15%2.1€2.&6.0 0.0.0_255
access—list 20 permit host 0.0.0.0

interface Seriall/0/1
description Enlace a R2
bandwidth 1228

i chclsz ey 255 . 255 255252
ip access—group 20 out

ACL1: Esta lista de acceso aplicada en R1 deniega el trafico de la red
192.1068.200.0/24 hacia las redes de R2,

access—list 21 deny 152 _1&2_200.0 0_.0_.0_.255
access—list 21 permit host 0.0.0.0

interface FastEthernetd/0_200
description VLAN Mantenimiento
encapsulation dotlQ 200

ip access—-group 21 out
| |
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8. CONFIGURACION DE ACL EXTENDIDA

Se crearon dos listas de acceso extendidas en R1: La ACL 101 deniega el trafico de la
red 192.168.40.0/24 hacia la red de internet 209.165.200.224/29 y la ACL 102 deniega el
trafico de la red 192.168.30.0/24 hacia el servidor web con la IP 10.10.10.10. Todo el
tréfico restante es permitido.

134 1leo. g0 W U U W 233 203 Lea SUl 223 W U U A

coess—-1ist 101

coess-1list 102

deny ip 1%2.1¢8.30.0 0.0.0.255 host 10.10.10.10
coess-list 102 permit ip any any

interface FastEthernestl/0_30
description VLAN Administracion
encapsulation dotld 30

- -
1 -

[ %]
o
i
L]

] ol = ] ol =
Sdd L Sadd LS

interface FastEthernstl/0_40
description VLAN HMercadeo
encapsulation dotld 40

ip address 152 _1638_.40_.1 255_.255.2

Ep access—group 101 cutl
I

[ ]
(i}
(i3]
[}
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9. PRUEBAS DE CONECTIVIDAD

Trazas desde la PC-A hacia las redes de R3

4.1 over a maximum o

zracert 10.10.10.

Tracing route to 10.10.10.10

0 ms
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Conectividad desde PC — A hacia redes de R1

time<
time<
time
time

= 4, Lost
round trip times in milli-s
= Oms, Maximum = Oms, Awver

40.1 with 22 byt

time=lms TIL=2
time<lms TTL=
time<lms TTL~=
time=lms TTL=255

Wrping 152.1
Pinging 132.1

from

om

om [ : bytes= time-<
from

Lppr
Minimum = Oms, Haximum =

38



Conectividad desde PC-C hacia R3

Packet Tracer PC Command Line 1.0
ping 19%2.1 g.1

Pinging 152. -1 with

Ping statisti
Packets:

Approximate round trip times
Minimim = 2ms, Maximam =

ying 15:

Pinging 152

5 5
5 5
5 =]
5

rimate round trip times in milli-s
Minimim = 2Zms, Maximim = tms,

P

4.1

1 1 n

Minimuim = 2ms, Maximuam =
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Conectividad desde PC-C hacia R2

C:wrping 10.10.10_10

Pinging 10.10_.10_.10 with 32 bytes
10. J10.10: byte: time=lms TTIL=254
10. J10.10: byte: time=lms TTL=
10, - J10: byte: time=10ms TTL=254

10. - .10: byte: time=2Zms TTL=254

Ping statistics for

Packets: Sent = ¢ Beceives : Lost = 0 (0% loss),

imate round trip times in milli-
Minimm = lms, Maximum = 1l0ms, Awvera

-ping 20%.1c5

time=1lms
time=1lms
time=2Zms

[ I

time=lms
c5.200.224:
Packets: : . E =d 4,
imate round trip times in milli-s
Hinimum = lms, Maximum = Zms,
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Conectividad desde PC-C hacia R1

from
from
from
from

Ping statistics for 1
Packets: Sent = 4, = 4
mate round trip times in milli-s

]

imum = 0ms, Maximum = Oms,

from 15
from
from
from

mate round trip times in millj
imum = Oms, Maximm = 0ms,

from
from
from
from

rimate round trip times
Minimum = Oms, Maximam =
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10. ARCHIVOS DE CONFIGURACION

Adicional a la configuracién requerida en el escenario propuesto, a los equipos de red se
les realizé la siguiente configuracion: Banners, cifrado de contrasefias, SSH, nombres,
direcciones IP de gestion, y accesos para lineas de consola y vty. El siguiente es el

archivo de configuracion de cada uno de los equipos concomponen la red.
ROUTER 1

R1#sh run
Building configuration...

Current configuration : 2609 bytes

!

version 12.4

no service timestamps log datetime msec

no service timestamps debug datetime msec

service password-encryption

!

hostname R1

!

enable secret 5 $1$mERr$9cTjUIEqNGurQiFU.ZeCil enable
password 7 0822455D0A16

!

ip dhcp excluded-address 192.168.30.1 192.168.30.30
ip dhcp excluded-address 192.168.40.1 192.168.40.30
!

ip dhcp pool ADMINISTRACION network
192.168.30.0 255.255.255.0

default-router 192.168.30.1
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dns-server 10.10.10.11

ip dhcp pool MERCADEO

network 192.168.40.0 255.255.255.0
default-router 192.168.40.1
dns-server 10.10.10.11

!

no ip cef no

ipv6 cef

!

username admin secret 5 $1$mERr$9cTjUIEgQNGurQiFU.ZeCil
!

ip ssh version 2

ip domain-name ccna-unad.com

!

spanning-tree mode pvst

!

interface FastEthernet0/0
description LAN

no ip address

duplex auto speed

auto

!

interface FastEthernet0/0.30
description VLAN Administracion
encapsulation dot1Q 30

ip address 192.168.30.1 255.255.255.0
Ip access-group 102 out

!

interface FastEthernet0/0.40
description VLAN Mercadeo
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encapsulation dot1Q 40

ip address 192.168.40.1 255.255.255.0
ip access-group 101 out

!

interface FastEthernet0/0.99
description VLAN Management
encapsulation dot1Q 99

ip address 192.168.99.1 255.255.255.0
!

interface FastEthernet0/0.200
description VLAN Mantenimiento
encapsulation dot1Q 200

ip address 192.168.200.1 255.255.255.0
Ip access-group 21 out

!

interface FastEthernet0/1 no

ip address
duplex auto
speed auto
shutdown

!
interface Serial0/0/0

description Enlace a R2

bandwidth 128

ip address 172.31.21.1 255.255.255.252
ip ospf cost 7500

clock rate 64000

!

interface Serial0/0/1 no

ip address

44



clock rate 2000000

shutdown

!

interface Vlanl no

ip address

shutdown

!

router ospf 1

router-id 1.1.1.1

log-adjacency-changes

passive-interface FastEthernet0/0

network 172.31.21.0 0.0.0.3 area 0

network 192.168.30.0 0.0.0.255 area 0
network 192.168.40.0 0.0.0.255 area 0
network 192.168.200.0 0.0.0.255 area 0
network 192.168.99.0 0.0.0.255 area 0

!

Ip classless

!

ip flow-export version 9

!

access-list 21 deny 192.168.200.0 0.0.0.255
access-list 21 permit host 0.0.0.0

access-list 101 deny ip 192.168.40.0 0.0.0.255 209.165.200.224 0.0.0.7
access-list 101 permit ip any any

access-list 102 deny ip 192.168.30.0 0.0.0.255 host 10.10.10.10
access-list 102 permit ip any any

|

no cdp run
|
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banner motd ~C Acceso solo a personal autorizado *C
!

line con O

exec-timeout 5 0

password 7 0822455D0A16
login

!

line aux O

!

line vty 0 4

login local

transport input ssh line

vty 5 15

login local transport

input ssh

|

end R1#
ROUTER 2

R2#sh run

Building configuration...

Current configuration : 2077 bytes

!

version 12.4

no service timestamps log datetime msec

no service timestamps debug datetime msec

service password-encryption
|
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hostname R2

!

enable secret 5 $1$mERr$9cTjUIEqNGurQiFU.ZeCil enable
password 7 0822455D0A16

!

no ip cef no

ipv6 cef

!

username admin secret 5 $1$mMERr$9cTjUIEQNGuUrQiFU.ZeCil
!

ip ssh version 2

ip domain-name unad-ccnha.com

!

Sspanning-tree mode pvst

!

interface LoopbackO

description Web Server

ip address 10.10.10.10 255.255.255.255

!

interface FastEthernet0/0

description Enlace_ISP

ip address 209.165.200.225 255.255.255.248
ip nat outside

duplex auto speed

auto

!

interface FastEthernet0/1 no

ip address

duplex auto

speed auto
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shutdown

!

interface Serial0/0/0

description Enlace a R3

bandwidth 128

ip address 172.31.23.1 255.255.255.252
ip ospf cost 7500 ip

nat inside clock rate

64000

!

interface Serial0/0/1

description Enlace a R1

bandwidth 128

ip address 172.31.21.2 255.255.255.252
ip nat inside

!

interface Vlanl no

ip address

shutdown

!

router ospf 1

router-id 2.2.2.2

log-adjacency-changes
passive-interface FastEthernet0/0
network 172.31.21.0 0.0.0.3 area 0
network 10.10.10.10 0.0.0.0 area 0
network 172.31.23.0 0.0.0.255 area 0
network 209.165.200.224 0.0.0.7 area 0
|

ip nat inside source list 10 interface FastEthernet0/0 overload
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ip classless

ip route 0.0.0.0 0.0.0.0 209.165.200.230

!

ip flow-export version 9

!

access-list 10 permit 172.31.21.0 0.0.0.3
access-list 10 permit 172.31.23.0 0.0.0.3
access-list 10 permit host 10.10.10.10
access-list 10 permit 192.168.30.0 0.0.0.255
access-list 10 permit 192.168.40.0 0.0.0.255
access-list 10 permit 192.168.200.0 0.0.0.255
access-list 10 permit 192.168.4.0 0.0.0.255
access-list 10 permit 192.168.5.0 0.0.0.255
access-list 10 permit 192.168.6.0 0.0.0.255

!

no cdp run

!

banner motd ~C Acceso solo a peronal aoturizado ~C
!

line con O

exec-timeout 5 0

password 7 0822455D0A16

login

!

line aux O

!

line vty 0 4

login local

transport input ssh line

vty 5 15
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login local transport
input ssh

end
ROUTER 3

R3#sh run

Building configuration...

Current configuration : 1615 bytes

!

version 12.4

no service timestamps log datetime msec

no service timestamps debug datetime msec

service password-encryption

!

hostname R3

!

enable secret 5 $1$MERr$IcTJUIEgNGuUrQiFU.ZeCil enable
password 7 0822455D0A16

!

no ip cef no

ipv6 cef

!

username admin secret 5 $1$mERr$9cTjUIEqQNGurQiFU.ZeCil
!

ip ssh version 2

ip domain-name unad-ccna.com

!

spanning-tree mode pvst
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!

interface Loopback4

ip address 192.168.4.1 255.255.255.0
!

interface Loopback5

ip address 192.168.5.1 255.255.255.0
!

interface Loopback6

ip address 192.168.6.1 255.255.255.0
!

interface FastEthernet0/0 no

ip address
duplex auto
speed auto
shutdown

interface FastEthernetO/1 no

ip address
duplex auto
speed auto
shutdown

|

interface Serial0/0/0 no
ip address

clock rate 2000000
shutdown

!

interface Serial0/0/1
description Enlace a R2
bandwidth 128
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ip address 172.31.23.2 255.255.255.252
ip access-group 20 out

!

interface Vlanl no

ip address

shutdown

!

router ospf 1

router-id 3.3.3.3

log-adjacency-changes
passive-interface FastEthernet0/0
network 172.31.23.0 0.0.0.3 area 0
network 192.168.4.0 0.0.0.255 area O
network 192.168.5.0 0.0.0.255 area O
network 192.168.6.0 0.0.0.255 area O

!

Ip classless

!

ip flow-export version 9

!

access-list 20 deny 192.168.6.0 0.0.0.255
access-list 20 permit host 0.0.0.0

!

no cdp run

!

banner motd ~C Acceso solo a personal autorizado *C
!

line con O

exec-timeout 5 0

password 7 0822455D0A16
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login

!

line aux O

!

line vty 0 4

login local
transport input ssh line
vty 5 15

login local transport
input ssh

|

end R3#
SWITCH 1

SW1#sh run

Building configuration...

Current configuration : 2521 bytes

!

version 12.1

no service timestamps log datetime msec

no service timestamps debug datetime msec

service password-encryption

!

hostname SW1

!

enable secret 5 $1$SMERr$9cTjUIEGNGurQiFU.ZeCil enable

password 7 0822455D0A16
I
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ip ssh version 2

ip domain-name unad-ccna.com
!

username admin secret 5 $1$MERr$9cTjUIEQNGuUrQiFU.ZeCil
!

spanning-tree mode pvst

!

interface FastEthernet0/1
description PC VLAN 30
switchport access vlan 30
switchport mode access
spanning-tree portfast

!

interface FastEthernet0/2
description Sin uso shutdown

!

interface FastEthernet0/3
description Enlace a SW3
switchport mode trunk

!

interface FastEthernet0/4
description Interfaces sin uso
shutdown

!

interface FastEthernet0/5
description Interfaces sin uso
shutdown

!

interface FastEthernet0/6
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description Interfaces sin uso
shutdown

!

interface FastEthernet0/7
description Interfaces sin uso
shutdown

!

interface FastEthernet0/8
description Interfaces sin uso
shutdown

!

interface FastEthernet0/9
description Interfaces sin uso
shutdown

!

interface FastEthernet0/10
description Interfaces sin uso
shutdown

!

interface FastEthernet0/11
description Interfaces sin uso
shutdown

!

interface FastEthernet0/12
description Interfaces sin uso
shutdown

!

interface FastEthernet0/13
description Interfaces sin uso

shutdown
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!
interface FastEthernet0/14
description Interfaces sin uso
shutdown

!

interface FastEthernet0/15
description Interfaces sin uso
shutdown

!

interface FastEthernet0/16
description Interfaces sin uso
shutdown

!

interface FastEthernet0/17
description Interfaces sin uso
shutdown

!

interface FastEthernet0/18
description Interfaces sin uso
shutdown

!

interface FastEthernet0/19
description Interfaces sin uso
shutdown

!

interface FastEthernet0/20
description Interfaces sin uso
shutdown

|

interface FastEthernet0/21
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description Interfaces sin uso
shutdown

!

interface FastEthernet0/22
description Interfaces sin uso
shutdown

!

interface FastEthernet0/23
description Interfaces sin uso
shutdown

!

interface FastEthernet0/24
description Enlace a R1
switchport mode trunk

!

interface Vlanl no

ip address

shutdown

!

interface VIan99 description
Management

mac-address 00d0.5840.3901
ip address 192.168.99.2 255.255.255.0
!

ip default-gateway 192.168.99.1
!

banner motd ~C Acceso solo a personal autorizado *C
!

line con O

password 7 0822455D0A16
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login

exec-timeout 5 0

!

line vty 0 4

login local

transport input ssh line
vty 515

login local transport
input ssh

|

end

SW1#
SWITCH 3

SW3#sh run

Building configuration...

Current configuration : 2458 bytes

!

version 12.1

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

!

hostname SW3

!

enable secret 5 $1$mERr$9cTjUIEqNGurQiFU.ZeCil enable
password 7 0822455D0A16
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!

ip ssh version 2

no ip domain-lookup

ip domain-name unad-ccna.com
!

username admin secret 5 $1$MERr$9cTjUIEQNGuUrQiFU.ZeCil
!

spanning-tree mode pvst

!

interface FastEthernet0/1
description PC VLAN 40
switchport access vilan 40
switchport mode access
spanning-tree portfast

!

interface FastEthernet0/2
description Puerto sin uso
shutdown

!

interface FastEthernet0/3
description Enlace a SW1
switchport mode trunk

!

interface FastEthernet0/4
description Puerto Sin uso
shutdown

!

interface FastEthernet0/5
description Puerto Sin uso

shutdown
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!
interface FastEthernet0/6
description Puerto Sin uso
shutdown

!

interface FastEthernet0/7
description Puerto Sin uso
shutdown

!

interface FastEthernet0/8
description Puerto Sin uso
shutdown

!

interface FastEthernet0/9

description Puerto Sin uso

shutdown

I

interface FastEthernet0/10
description Puerto Sin uso
shutdown

I

interface FastEthernet0/11
description Puerto Sin uso
shutdown

I

interface FastEthernet0/12
description Puerto Sin uso

shutdown
!

interface FastEthernet0/13



description
shutdown

!

interface
description
shutdown

!

interface
description
shutdown

!

interface
description
shutdown

!

interface
description
shutdown

!

interface
description
shutdown

!

interface
description
shutdown

!

interface
description

shutdown

Puerto Sin uso

FastEthernet0/14
Puerto Sin uso

FastEthernet0/15
Puerto Sin uso

FastEthernet0/16
Puerto Sin uso

FastEthernet0/17
Puerto Sin uso

FastEthernet0/18

Puerto Sin uso

FastEthernet0/19

Puerto Sin uso

FastEthernet0/20

Puerto Sin uso
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!
interface FastEthernet0/21
description Puerto Sin uso
shutdown

!

interface FastEthernet0/22
description Puerto Sin uso
shutdown

!

interface FastEthernet0/23
description Puerto Sin uso
shutdown

!

interface FastEthernet0/24
description Puerto Sin uso
shutdown

!

interface Vlanl no

ip address

shutdown

!

interface VIan99 description
Management

mac-address 0090.2b35.9401
ip address 192.168.99.3 255.255.255.0
!

ip default-gateway 192.168.99.1
|

banner motd ~C Acceso solo a personal autorizado *C
|
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line con 0

password 7 0822455D0A16 login
exec-timeout 5 0

!

line vty 0 4 login local

transport input ssh line vty 5 15
login local transport input ssh

|

end SW3#
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CONCLUSIONES

Durante el desarrollo de esta actividad, se logré demostrar los conocimientos
adquiridos en cuanto a la configuracion de los equipos de red, Cisco, como
routers y Switches, mediante la configuracion y direccionamiento de los
diferentes dispositivos

Se logro poner en practica los protocolos de enrutamiento dinamico como OSPF
y otros servicios como DHCP, verificar conectividad y funcionalidad, como
también resolver problemas presentando.
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