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INTRODUCCION

El siguiente informe presenta dos escenarios practicos para poner a prueba los
conocimientos aprendidos en el Diplomado de profundizacion CCNA, lo importante es
demostrar los niveles de comprensién y solucion de problemas relacionados con redes.

En las topologias planteadas se mostrara la configuracion de routers, switches y PCs,
protocolos, direccionamiento ip, configuracion RIP, configuracién OSPF, enrutamiento y
conmutacion. Finalmente, para este trabajo es necesario presentar la documentacién de
la solucién de los escenarios dados y para ello utilizaremos el programa Packet Tracer,
es decir, realizar la respectiva configuracién para obtener conexion entre diferentes PCs,
Switches y Routers, y para verificar la conectividad se utilizaran los comandos
correspondientes como ping entre los dispositivos.



OBJETIVOS

Generales

Identificar los componentes que van dentro de cada escenario y realizar la
respectiva configuracion para obtener conectividad en cada uno de los equipos y
asi generar la solucion a cada escenario.

Especificos
e |dentificar los dispositivos que van cada topologia de red
e Realizar las configuraciones necesarias en cada dispositivo
e Verificar la configuracion del enrutamiento en la red usando el protocolo Rip
e Definir el encapsulamiento y autenticacion PPP
e Analizar la configuracion PAT
e Establecer la configuracion del servicio DHCP
e Examinar el protocolo de enrutamiento OSPFv2
e Plantear la configuracion de las VLAN'’s, puertos troncales y switches
e Generar la configuracion NAT en los routes
e Utilizar los comandos necesarios para verificar la conectividad(ping)



DESARROLLO DEL ESCENARIO PLANTEADO

A Continuacién, se presentan los escenarios propuestos en la guia:

ESCENARIO 1
Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagndstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).
e Realizar la conexion fisica de los equipos con base en la topologia de red
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/[Configurar Router Bogotal

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
/[ asignar nombre

Router(config)#hostname Bogotal

/[Asignar clave de seguridad

& Bogotal

Physical Config  CLI

105 Command Line Interface

Fress RETURN to get started.

Bogota=en

Bogotafconf t©

Enter configuration commands, one per line. End with CHTIL/Z.
Bogota (config) #no ip domain-lookup

Bogota (config) #enakble secret class

Bogota (config) #line con 0O

Bogota (config-line) #pass cisco

Bogota (config-line) #login

Bogota (config-line)#line wty O 15

Bogota (config-line) #pass cisco

Bogota (config-line) #login

Bogota (config-line) #service password-encryption

Bogota (config) #banner motd fAcceso no Butorizados
1

llustracion 3. Asignacion clave Router Bogota1

llconfiguracién al ISP

Bogotal(config)#int sO/0/0

Bogotal(config-if)#ip add 209.17.220.6 255.255.255.252
Bogotal(config-if)#no shut

llconfiguracion s0/0/1

Bogotal(config-if)#int sO/0/1

Bogotal(config-if)#ip add 172.29.3.9 255.255.255.252
Bogotal(config-if)#clock rate 128000

Bogotal(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down



llconfiguracion al Router Bogota3
Bogotal(config-if)#int sO/1/0

Bogotal(config-if)#ip add 172.29.3.1 255.255.255.252
Bogotal(config-if)#clock rate 128000

This command applies only to DCE interfaces
Bogotal(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Bogotal(config-if)#int sO/1/1

Bogotal(config-if)#ip add 172.29.3.5 255.255.255.252
Bogotal(config-if)#clock rate 128000
Bogotal(config-if)#no shut

Configuraciéon Bogota2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
/[ asignar nombre

Router(config)#hostname Bogota2

/[Asignar clave de seguridad
& Bogotal

Physical Config CLI

I0S Command Line Interface

FPress BRETUBRN to get started.

BogotaZren

BogotaZgconf ©

Enter configuration commands, one per line. End with CHIL/SZ.
BogotaZ {config) #fno ip domain-—-lookup

BogotalZ (config) fenakble secre t class

BogotaZ (configl)&#line con 0

BogotaZ {config—line) §pass cisco

BogotaZ {config—line) f#login

BogotaZ {config—linelf#line vty 0 15

BogotaZ {config—line) gpass cisco

BogotaZ {config—line) f#login

BogotaZ {config—line) #service password-encryption
BogotaZ (config) tbanner motd fhcceso no Autorizados
Bogotal {config)

llustracion 4. Asignacion clave Router Bogota2

llconfiguracioén al Router Bogota1
Bogota2(config)#int sO/0/0

Bogota2(config-if)#ip add 172.29.3.10 255.255.255.252
Bogota2(config-if)#no shut



Bogota?2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Bogota?2(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
llconfiguracion al Router Bogota3

Bogota?2(config-if)#int s0/0/1

Bogota2(config-if)#ip add 172.29.3.13 255.255.255.252
Bogota2(config-if)#clock rate 128000

This command applies only to DCE interfaces
Bogota2(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
lIConfiguracién Router Bogota2 a la PC2

Bogota?2(config-if)#int g0/0

Bogota2(config-if)#ip add 172.29.1.1 255.255.255.0
Bogota2(config-if)#no shut

Configuraciéon Bogota3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
/[ asignar nombre

Router(config)#hostname Bogota3

/IAsignar clave de seguridad

i Bogota3 — (] >
Physical Config CLT

T0OS Command Line ITnterface

FLINEPROTO-S—TUPFDOWIN: Limne protocol omn Interface Seriald/ 0/ /0, changed state Tto down -~
FLINE-S—CHAMNGCED: Interface Serialo, 0,1, changed state Tto down

FLINEPROTO-S—TUFDOWIN: Line protocol omn Interface Seriald/ 0,1, changed state Tto down
FLINE-S—CHAMNCED: Interface Serialo, 0,0, changed state Tto up

FLINE-S—CHAMNGCED: Interface Serialo, 0,1, changed state Tto up

FLINEPROTO-S—TUPFDOWIN: Limne protocol omn Interface Seriald/ 0/ /0, changed state Tto up
FLINEPROTO-S—TUFDOWIN: Line protocol omn Interface Seriald/ 0,1, changed state Tto up

Bogota3>en

Bogota3gfconft ©

Enter configuration commands, one per line. End with CHTLAZ.
Bogota® (config) #fno ip domain-lookup

Bogota3 (config) #enable secre t class

Bogota3 ( figl#line con O

n

Bogota3 {config—line) #pass cisco
Bogotrta® {config—line) flogin

Bogota3 {config—line)#line woy O 15

Bogota® {config—line) gpass cisco

Bogotad {config—line) #login

BogotaZ (config—line) fservice passwox d—encr yprtion

Bogota3 config) #banner motd SAhcoccoceso no Autorizsados

llustracion 5. Asignacion clave Router Bogota3

llconfiguracién hacia el Router Bogota1
Bogota3(config)#int s0/0/0
Bogota3(config-if)#ip add 172.29.3.2 255.255.255.252
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Bogota3(config-if)#no shut

Bogota3 (config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Bogota3 (config-if)#int s0/0/1

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
Bogota3 (config-if)#int s0/0/1

Bogota3 (config-if)#ip add 172.29.3.6 255.255.255.252
Bogota3 (config-if)#no shut

Bogota3 (config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
Bogota3 (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
Bogota3 (config-if)#int g0/0

Bogota3 (config-if)#ip add 172.29.0.1 255.255.255.0

Bogota3 (config-if)#no shut

Configuracion Router ISP

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
/[ asignar nombre

Router#hostname ISP

//Asignar clave de seguridad
& ISP — O b

Physical Config CLI

10Ss Command Line Interface

SLINEPROTO-S5S—UPDOWHN: Line protocol on Interface Seriald/0,/1, changed state to down -~
SELINE-S—CHAEMEED: Inmterface Serialdys 01, changed state to up

SELINEPROTO-S—UPDOWHN: Line protocol on Interface Serialds 0,1, changed state Tto up
EFLINE-S—CHAMCED: Imterface Serialds0,/0, changed state to down

SLINEPROTO-S5S—UPDOWHN: Line protocol on Interface Seriald/ 0,0, changed state to down
SLINE-5S—CHAMEED: Imterface Serialdys0,/0, changed state to up

SELINEPROTO-S—UPDOWHN: Line protocol on Interface Seriald/ 0,0, changed state to up
ISP=en

ISP#cont t©

Enter configuration commands, one per line. End with CHTL/SZ.

ISP figl f#no ip domain—loockup

ISP fig) genakble secre t class

ISF figli#line comn 0O

IsE fig—-line) gpass cisco

Isp fig-line) #login

Isp fig-line)lgline wty 0O 15

ISP fig—lime) #pass cisco

IsSp fig-line)g#login

ISE fig-—line) #service passwor d—encr ¥yption

ISE Fig) #banner motd Fhcceso no hutorizados

Isp £ia sl »

Ilustréccién 6. Asignacion clave Router ISP

llconfiguracion hacia el Router medellin1

ISP (config)#int s0/0/0

ISP (config-if)#ip add 209.17.220.1 255.255.255.252
ISP (config-if)#clock rate 128000
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ISP (config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
llconfiguracion hacia el Router Bogota1

ISP (config-if)#int s0/0/1

ISP (config-if)#ip add 209.17.220.5 255.255.255.252

ISP (config-if)#clock rate 128000

ISP (config-if)#no shut

Configuracion Router Medellin1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
/[ asignar nombre

Router#hostname Medellinl

/[Asignar clave de seguridad
' Medellin

Physical Config CLI

105 Command Line Interface

Press RETURMN to get started.

Hedellin>en

Medellingconf t©

Enter configuration commands, one per line. End with CHNTL/Z.
Hedellin{config) #no ip domain-lookup

Hedellin (config) #enable secret class
Hedellin{config)#line con 0O
Medellin{config-line) §pass cisco
Hedellin{config-line)#login
Hedellin{config-line)#line wty 0 15
HMedellin{config-line)#pass cisco
Hedellin{config-line)#login

Hedellin{config-line) #service password—-encryption
Medellin{config) fbanner motd F&cceso no Butorizados
Hedellin{config) #

Medellin(conZig) g

llustracion 7. Asignacion clave Router Medellin1

llconfiguraciéon hacia el Router medellin1
Medellinl (config)#int s0/0/0
Medellinl (config-if)#ip add 209.17.220.2 255.255.255.252

12



Medellin1 (config-if)#no shut

Medellinl (config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
llconfiguracién hacia el Router medellin2

Medellin1 (config-if)#int sO/0/1

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
Medellinl (config-if)#ip add 172.29.6.1 255.255.255.252

Medellin1 (config-if)#clock rate 128000

Medellin1 (config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
llconfiguracion hacia el Router medellin3

Medellinl (config-if)#int sO/1/0

Medellinl (config-if)#ip add 172.29.6.9 255.255.255.252

Medellin1 (config-if)#clock rate 128000

Medellinl (config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Medellinl (config-if)#int sO/1/1

Medellinl (config-if)#ip add 172.29.6.13 255.255.255.252
Medellinl (config-if)#clock rate 128000

Medellin1 (config-if)#no shut

/IConfiguracién Router Medellin2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
/I asignar nombre

Router(config)#hostname Medellin2

/[Asignar clave de seguridad

& pledellin2 — (] e
Physical Config CLI
T10SsS Command Line ITnterface
= =TT oET—=T=rTETT
Ll
SLINEPROTO S —UOPDNDOWE - Line protoco 1 on Interface Seriald/s 0,1, changed state to up
SLINEPROTO-S—UPDOWIN: Line prococo 1 on Imtcterface Seriald/s 0,0, changed state To up
SLINE-S—CHAMNGCED: Interface Seriald 0,1, changed sState To down
FLINEPFROTO-S—ULPFDOWI: Line protoco 1l on Imterface Seriald/, 0,1, changed state to down
SLINE—S—CHANGED - Imterface Seriald/s 0,1, changed state to up
SLINEPROTO-S—UPDOWIN: Line protocol on Interface Seriald 0.1, changed state to up
MedellinZ>=en
MedellinZfconf ©«
Enter o ration commands, one per line . End with CHNILSZ .
Medelli fig)#no ip domain—loockup
Medelldi glfenakble secret class
Medelldi gilfline comn O
Medelli g—line) #pass cisco
Medelli g—lime)#login
Medelli g-—limelfline wty O 15
Medelli g—line) #pass cisco
Medelli g—line)#login
Medelli g—line)l #service passwor d—encr yption
MedellinZ | fig)fbanner motd Fhcoceso no Autorizados
MedellinzZ (configl# ot

llustracion 8. Asignacion clave Router Medellin2
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llconfiguracion hacia el router Medellinl
Medellin2(config)#int s0/0/0

Medellin2(config-if)#ip add 172.29.6.2 255.255.255.252
Medellin2(config-if)#no shut

Medellin2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
llconfiguracién hacia el Router medellin3
Medellin2(config-if)#int s0/0/1

Medellin2(config-if)#ip add 172.29.6.5 255.255.255.252
Medellin2(config-if)#clock rate 128000

This command applies only to DCE interfaces
Medellin2(config-if)#no shut

Medellin2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
Medellin2(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
llconfiguracion hacia la PCO

Medellin2(config-if)#int g0/0

Medellin2(config-if)#ip add 172.29.4.1 255.255.255.128
Medellin2(config-if)#no shut

Configuracion de Router Medellin3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
/[ asignar nombre

Router#hostname Medellin3

Enter configuration commands, one per line. End with CNTL/Z.
/[Asignar clave de seguridad

& paedellin2 — —_ e

Physical Config LI

IOS Command Line Interface

Z49295S€K bwrtes of ATR Sys:em CompactFlash 0 (Read Wrice)

Fig) fbanner motd
Z=igr® =

IlustraCIon 9 Asignacion clave Router Medellin3
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llconfiguracion hacia el Router medellin1
Medellin3(config)#int s0/0/0

Medellin3(config-if)#ip add 172.29.6.10 255.255.255.252
Medellin3(config-if)#no shut

Medellin3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Medellin3(config)#int s0/0/1

Medellin3(config-if)#ip add 172.29.6.14 255.255.255.252
Medellin3(config)#no shut

llconfiguracién hacia el Router medellin2
Medellin3(config-if)#int s0/1/0

Medellin3(config-if)#ip add 172.29.6.6 255.255.255.252
Medellin3(config-if)#no shut

Medellin3(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
llconfiguracion hacia la PC1

Medellin3(config-if)#int g0/0

Medellin3(config-if)#ip add 172.29.4.129 255.255.255.128
Medellin3(config-if)#no shut

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.
Parte 1: Configuracion del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare lared
principal, desactive la sumarizacion automatica.

e Configurar Red con protocolo Rip V2 Router Medellinl
Medellin1>en
Medellin1#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config-router)#router rip
Medellin1(config-router)#ver 2
Medellin1(config-router)#no auto-summary
Medellin1(config-router)#do sh ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/1
C 172.29.6.8/30 is directly connected, Serial0/1/0
C 172.29.6.12/30 is directly connected, Serial0/1/1
C 209.17.220.0/30 is directly connected, Serial0/0/0
Medellin1(config-router)#net 172.29.6.0
Medellin1(config-router)#net 172.29.6.8
Medellin1(config-router)#net 172.29.6.12

15



Medellin1(config-router)#passive-interface s0/0/0
Medellin1(config-router)#

e Configurar Red con protocolo Rip V2 Router Medellin2
Medellin2>en
Medellin2#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Medellin2(config)#router rip
Medellin2(config-router)#ver 2
Medellin2(config-router)#no auto-summary
Medellin2(config-router)#do sh ip route connected
C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/0
C 172.29.6.4/30 is directly connected, Serial0/0/1
Medellin2(config-router)#net 172.29.4.0
Medellin2(config-router)#net 172.29.6.0
Medellin2(config-router)#net 172.29.6.4
Medellin2(config-router)#passive-interface g0/0

e Configurar Red con protocolo Rip V2 Router Medellin3
Medellin3>en
Medellin3#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Medellin3(config)#router rip
Medellin3(config-router)#ver 2
Medellin3(config-router)#no auto-summary
Medellin3(config-router)#do sh ip route connected
C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0
C 172.29.6.8/30 is directly connected, Serial0/0/0
C 172.29.6.12/30 is directly connected, Serial0/0/1
Medellin3(config-router)#net 172.29.4.128
Medellin3(config-router)#net 172.29.6.4
Medellin3(config-router)#net 172.29.6.8
Medellin3(config-router)#net 172.29.6.12
Medellin3(config-router)#passive-interface g0/0

e Configurar Red con protocolo Rip V2 Router Bogotal
Bogotal>en
Bogotal#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#router rip
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Bogotal(config-router)#ver 2
Bogotal(config-router)#no auto-summary
Bogotal(config-router)#do sh ip route connected
C 172.29.3.0/30 is directly connected, Serial0/1/0
C 172.29.3.4/30 is directly connected, Serial0/1/1
C 172.29.3.8/30 is directly connected, Serial0/0/1
C 209.17.220.4/30 is directly connected, Serial0/0/0
Bogotal(config-router)#net 172.29.3.0
Bogotal(config-router)#net 172.29.3.4
Bogotal(config-router)#net 172.29.3.8
Bogotal(config-router)#passive-interface s0/0/0

e Configurar Red con protocolo Rip V2 Router Bogota2
Bogota2#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Bogota2(config)#router rip
Bogota2(config-router)#ver 2
Bogota2(config-router)#no auto-summary
Bogota2(config-router)#do sh ip route connected
C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0
C 172.29.3.12/30 is directly connected, Serial0/0/1
Bogota2(config-router)#net 172.29.3.8
Bogota2(config-router)#net 172.29.3.12
Bogota2(config-router)#passive-interface g0/0

Configurar Red con protocolo Rip V2 Router Bogota3
Bogota3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota3(config)#router rip

Bogota3(config-router)#ver 2

Bogota3(config-router)#no auto-summary
Bogota3(config-router)#do sh ip route connected

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/0/1

C 172.29.3.12/30 is directly connected, Serial0/1/0
Bogota3(config-router)#net 172.29.3.0
Bogota3(config-router)#net 172.29.3.4
Bogota3(config-router)#net 172.29.3.12
Bogota3(config-router)#passive-interface g0/0
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& Medellin — O x
Physical Config CLI
105 Command Line Interface
"y
Medellinl=en
Medellinlgsh ip route
Codes: L — local, © - connected, 5 - static, B - RIF, M - mokile, B - BEF
o — EIZRF, EX — EIZRF external, © — O5FF, I& — OQOS5PF inter ares
Nl — OS5PF MS5E external type 1, N2 — O5PF N5S5AR external type 2
El - O5PF external type 1, EZ — O05PF external type 2, E — EGF
i — Is-Is5, Ll - I5S-I5 lewvel—-l1l, LZ — I5-I5 lewvel-2, ia — IS5S-I5 inter area
¥ — randidate default, T - per—user static route, o — ODR
P — periodic downloaded static route
zateway of last resort is not set
172 .25%.0.0/1€ is wariably subnetted, 5 subnets, 3 masks
=] 172.25.4 . 0/25 [1l20/1] wia 172.25.€.2, 00:00:0€6, Serialld, 0,1
=] 1l72.25.4.122/25 [120/1] wia 1l72.2%.€.10, 00:00:00, Seriald/s1l,/0
[120/1]1 wia 172.25%_&.14, 00:00:00, Serialds1ls1
c 172 .25 _€_0/30 is directly connected, Serialds 0,1
L 172.25%_.€_1/32 is directly connected, Serialds 071
= 172 .25 _€.4/,30 [120/1] wia 172_.25.€.2, 00:00:0€, Seriald/ 071
[120/1]1 wia 172.25.€.10, 00:00:00, Serialds 1,0
[120/1] wia 1l72.25.€.14, 00:00:00, Serialos1ls 1
c 172 .259.6.8/30 is directly connected, Serialld/s1l/s0
L 172 .29 _.&€.59/322 is directly connected, Serialld/s1l/s0
c 172 _29 _&£_12/30 is directly connected, Serialld/s1/1
——Hore——] bt
llustracion 10. Imprime en pantalla la tabla de enrutamiento Medellin1
’f Bogotal — O =
Physical Config CLI
I0S Command Line Interface
Ll
T1
ogotal#sh ip route
— local, T — comnnected, 5 — static, B — BRIPF, M — mokile, B — BGEF
0 — EIZREF, E¥ — EIFRF extermnal, © — O5SPF, I& — O5PFF inter area
N1l — OSPF MNS55A external type 1, N2 — O05SPF HNS5A extermnal type 2
El — OSPF external type 1, E2 — 0O05PF extermal type 2, E — EGP
i — I5-I5, L1 — IS-I5 lewvel—-1l, LZ — IS5-I5 lewvel—-2, ia — I5-I5 inter area
* — pcandidate default, U — per—user static route, o — ODR
P — periocdic downloaded static route
ateway of last resort is not set
172 .29.0.0/1€ is wariably subnetted, % subnets, 2 masks
= 172 _.25_0.0,24 [120/1] wia 172_25_3_2, 00:00:25, Serialdys1,s0
[120/1] wia 172 _25_3_&, 00:00:25, Serialdys 1,1
172 _.25_.1.0,24 [120/1] wia 172_25_3_.10, O00:00:28, Serialds 071
172 .25 _3.0,/30 is directly connected, Seriald/s1s0
172.25_3_1/32 is directly connected, Serialds1/s0
172.25_.3_4,30 is directly connected, Serialds1s1
L. 172 .25 _.3.5/32 is directly connected, Seriald/ 1,1
172 .25 _3_8,/30 is directly connected, Serialds0/1
L. 172 .25 _3.5/32 is directly connected, Serialld/0,1
= 172.29.3.12/730 [120/1] +wwia 172.29%_.3.10, 00:00:28, Seriald/s 071
[120/1] wia 172_.29.3_2, 00:00:25, Serialdys1/s0
[120,/1] wia 172.29.2.&, 00:00:25, Serialdys1l/ 1
209_17.220.0/24 is wariabkly subnetted, 2 subnets, 2 masks
205 _17_2Z20._.4/,30 is directl connected, Seriald/s 0,0
— w

llustracion 11. Imprime en pantalla la tabla de enrutamiento Bogota1
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b. Los routers Bogota1 y Medellin1 deberan afiadir a su configuracion de enrutamiento
una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de las publicaciones
de RIP.

& pAedellinl — ] =

Physical Config CLI

IOSsS Command Line Interface

Press RETURMN to get started.

Medellinl>en
Medellinlf#conf ©

Enter configuration commands, one per line. End with CHNTL,Z.
Medellinl (config)#ip route 0.0.0.0 O.0.0.0 205_17.200.220._1
% Imvalid input detected at v marker

Medellinl (config)#ip rouste 0.0.0.0 O.0.0.0 20%_17_2320.1

Medellinl {(config) #router rip
Medellinl (config-—router) fdefault—information originate
Medellinl (config-—router) # el

llustracion 12. Asigna una ruta por defecto Router Medellin1

& pedellin? — O

Physical Config CLI

I0S Command Line Interface

HedellinZ>en
MedellinZ#sh ip route

Codes: L — local, € — comnected, 5§ — static, B — BRIP, M - mokile, B — BGEP
o — EIZRP, EX — EIFRP extermnal, O — O5SPF, IR — OSPF inter area
M1l — O5PF M55SR external type 1, HZ — O5FF MNSSA external type 2
E. — OS5PF external type 1, EZ — O5SPF external type Z, E — EGP
i - I5-I5, L1 — IS-I5 lewvel-1, L2z - I5-IS5 lewvel-2Z, ia — IS5-IS5 inter area
* — pcandidate default, T - per—-user static route, o — ODR
F — periodic downloaded static route

last resort is 172 _2% _ .1 to metwork O0_0_0_0

S.0.0/16 is wariakly submnetted, 5% subnets, 32 masks

c 29.4.0/25 is directly connected, GigabitEthernetd/0

L 9.4.1/32 is directly connected, Gigabkit hernetd/ 0

= 29.4_1223/25 [120/1] wia 172 .25 _€_.&€, 00:00:23, Seriald/s 07,1

c E&.0,/30 is directly connected, Seriald/ 0,0

L €.2/232 is directly connected, Seriald/ 050

c €.4/30 is directly comnnected, Serialds 051

L E.5/32 is directly connected, Seriald/s 071

= €.58/30 [120/51] wia Qo0:00:14, Serialds0/0
[120/1]1 wia Q0:00:22, Serialds0/1

= 172 .25 .6€.12/730 [120/711 , 00:00:14, Serialds 0/ 0

P —— e - —— O 071
=R Q.0.0.0/0 [1l20/1] wia 172.25%.€.1, 00:00:14, Serialo/0s0

llustracion 13. Imprime en pantalla la tabla de enrutamiento Medellin2
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& Bogotal — =
Physical Config CLI
I0S Command Line Interface
~
Bogotal cond is now available
Press BRETURM to get started.
Bogotal>=en
Bogotalfconf t©
Enter configuration commands, one per line. End with CHIL/SZ.
Bogotal (configl#ip rouse 0.0.0.0 0. 0_.0_.0 205_17_220.5
Bogotal (config) #router rip
Bogotal (config-—router) #default—information originate
Bcgctal{ccnfig—rcuter)ﬂl v
llustracion 14. Asigna una ruta por defecto Router Bogota1
I0S Command Line Interface
r Bogota3=en
Bogota3gsh ip route
Codes: L - loecal, C — connected, 5 - static, R - RIP, M — mokile, B - BEFP
faf1 g D - EIZRF, EX - EIGRFP external, O - O5FF, IA - OS5PF inter area
/"' N1l - OS5PF NSS5L external type 1, N2 - OSPF NSS5R extermal type 2
DfDIE'EC' ta3 El - OSPF external type 1, E2 - OSPF extermnal type 2, E - EGP
SUflﬂ] i - I5-I5, L1 - I5-I5 lewel-1l, L2 — I5-I5 lewel-2, ia - I5-I5 inter area
¥ — pandidate default, U - per-user static route, o — CDR
P - periodic downloaded static route
430
Fateway of last resort is 172.2%.3.1 to network 0.0.0.0
172.29.3
172.25.0.0/1€ is wariably subnetted, 10 subnets, 3 masks
s0 c 7 .0.0/24 is directly connected, GigabitEthernetd/s0
\—f L 7 -0.1/32 is directly connected, FigabitEthernetld/ 0
s0fofo .'-f,' =) 72.29.1.0/24 [120/1] wia 172.29.3.13, 00:00:05, Seriald/ /1ls/0
c -3.0/30 is directly connected, Seriald/s0/0
Bogot L .3.2/32 is directly connected, Seriald/s0/0
C -3.4/30 is directly connected, Seriald/ 0,1
29.0.1/24 L .3.8/32 is directly connected, Seriald/s0/1
D =] -3.8/30 [120/1] wia 172.25.3.132, 00:00:05, Serialds1/0
[120/1] wia 172_.2%.3.1, 00:00:08, Serialds0/0
[120/1] wia 172.25%.3.5, 00:00:08, Serialls0/1
c 172.25.3.12/30 is directly connected, Serialds1/0
T 172 349 147322 5 dire~tlyw ~onpectad =rd=1001 00
] 0.0.0.0/0 [120/1] wia 172_25.3_.1, 00:00:08, Serialdsas0
[120/1] wia 172.25%.2.5, 00:00:08, Seriald/0/1
ogotaif
Tass
T BPacta

llustracion 15. Imprime en pantalla la tabla de enrutamiento Bogota3
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c. El router ISP debera tener una ruta estatica dirigida hacia cada red interna de Bogota
y Medellin para el caso se sumarizan las subredes de cada uno a /22.
Medellinl se conecta a internet, lo mismo el Router de Bogotal

=~ v va

& |sp — O
[Root] Me
Physical Config CLI
I0S Command Line Interface
Press RETUERN to get started.
s0/0 s0
j " S —

7.200.0/30 ISP 220

SLINE-S5—CHRNGED: Interface Seriall/ 0/ 1, changed state to up

SLINEPROTO-S5-UPDOWN: Line protocol on Imterface Serialds 071, changed state to up

ISPren

ISPgconf ¢

Enter configuration commands, one per line. End with CNTIL/Z.
ISPi{config)f#ip route 172_.25_.4_.0 2Z55_255.252_.0 205_.17.220.2
ISP{config)f#ip route 172_.25_.0.0 2Z55_255.252.0 205 _.17.220_.€

ISP {config)#

llustracion 16.Asigna ruta estatica al Router ISP

Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las
redes y sus rutas.

Se realiza ping al Router Bogota3, a Bogotal
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Cluster Move Object  Set 7] @ Bogota3 — O

Physical Config CLI

I0S Command Line Interface

- T=—rrETTTY TITETTET =T
L .2/32 is directly connected, Seriald/ 0/0
c -4/30 is directly connected, Seriald/0/1
zg |L .€/32 is directly connected, Seriald/0/1
=1 .8/30 [120/11 wia 172.29_3_.13, 00:00:05, Seriald/l/0
1 1120711 wvia 2 . 00:00:08, Seriald/0/0
172. 3. 3.0/30 o [120/11 via S, 00:00:08, Serialdso/1
c 172 .25_.3_12,/30 is directly c , Serialasls0
s0/1f1 L 172 .25.3.14,s32 i ., Serialos1ls0
S0/0/0 SO7T70 172.29. =33 0.0.0.0/0 [120/11 wi 0:08, Seriald/sos0
= [120/1]1 wi -00:08, Serialososl
Bogotalg
7.200%/30 Bogotal sO0/0/1.) BogotaZgcons t
[~~J~~] |=nter configuration commands, one per line. End with CNTL/Z.
Bogotal (config) #ping 172.295.3.1
172.29.3.8/30| -
% Invalid input detected at '~' marker.
Bogota3 (config) #exit]
| |Bogotazs
173 | s+5¥5-5-CONFIG_I: Configured from console by console
Bogota3#ping 172.25_3.1 I
Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 172_25_3_1, timeout is 2 seconds:
it
Success rate is 100 percent (5/5), round-trip minfavg/max = 3/7/12 ms

llustracion 17. Se realiza ping al Router Bogota1

Ping de Router Bogota3 al router medellin3 s0/0/0

e

Bogotalfping 172.2%_&6.2

Type escape seguence to abort.
5, l00-byte ICHMP Echos to 172.25%.6.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 5/17/33 ms

Bogotalg

llustracion 18. Se realiza ping al Router Medellin3

b. Verificar el balanceo de carga que presentan los routers.

c. Obsérvese en los routers Bogota1 y Medellin1 cierta similitud por su ubicacién, por
tener dos enlaces de conexién hacia otro router y por la ruta por defecto que manejan.

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas directamente y
recibidas mediante RIP.

Son muy similares
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e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes para
el caso de la ruta por defecto.

Bogota3ren
BogotaZffsh ip route

Codes: L — local, T — connected, 5 — static, R — BRIP, M — mokile, B — BEP
oD — EIZREF, EX — EIZEREPF external, & — O5SPFF, IR — OSPF inter area
H1l — ©OSPF HN55h external type 1, N2 — OSPF M55k extermnal type 2
El — ©OSPF extermnal type 1, EZ — O5SPF extermal type 2, E — EEZP
i - Is-I5, L1 - IS-I5 lewel-l1l, LZ — I5-I5 level—-2, ia — I5-IS5 inter area
¥ — candidate default, U — per—-user static route, o — ODR
F — periocdic downloaded static route

Fateway of last resort is 172_29_3.1 to metwork O0_.0_0_0

172 .25 ._.0.0/1€ is wariakly subnetted, 10 subnets, 2 masks
- 172 .25 _0_.0/24 is directly connected, GFigabitEthernetld/ 0
L 17 25 _0_.1/232 is directly connected, igabitEthermnet0/s0
=} 17 29 _1 _0/s24 [120/1] wia 172_.29_.2_.13, 00:00:15, Serialods1/s0
) 17 25 _32_0/30 is directly connected, Serialdy/s 0,0
L 17 25 _2_2/7322 is directly connected, Serialdys SO, 0
c 17 29 _2_4/30 is directly connected, Serialdy/s0/1
L 17 is directl connected Serialds 001
172.29._3.8/30 [120/1] wia 172.25.3.13, 00:00:1S5, Seriall/s1l/S
r [120,1] ~wia 172 .25 _3_1, 00:00:20, Seriald/s0/0
[1Z20,1] ~wia 172 _25_3_5 O0:-00:20, Serialds 001
o e e
L. 172 .25 _32_14,/32 is directly connected Serialds1l/ 0

P T R R i = N | erlia Sy
[1z0s1] Serialdys 01

llustracion 19. Imprime en pantalla la tabla de enrutamiento Bogota3

f. El Router ISP solo debe indicar sus rutas estaticas adicionales a las directamente
conectadas

& |5p — O

[Root] M
Physical Config CLT
I0OS Command Line Interface
Press RETURM to get startced.

=0/fo/o =0,
: - - —
7.z200.0030 ISP 220

SLINE-S—CHANGED: Interface Serialds0s1, changed state Tto up

SLINEPROTO-S—UPDOWN: Line protocol on Interface Serialds0s1, changed state to up

I
ISp-en

ISPgcons ©

Enter configuration commands,
ISP(config)#ip route 17
ISP {co g) gip route 17
ISP (configlg

llustracion 20. Asigna al Router ISP rutas estaticas

Parte 3: Deshabilitar la propagacion del protocolo RIP.
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a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacién del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

Nota: se realizé anteriormente en el punto 1.

Parte 4: Verificaciéon del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los routers,
como el passive interface para la conexion hacia el ISP, la version de RIP y las
interfaces que participan de la publicacion entre otros datos.

Anteriormente se hicieron las interfaces pasivas

b. Verificar y documentar la base de datos de RIP de cada router, donde se informa de
manera detallada de todas las rutas hacia cada red.

Anteriormente se realizé la conexién a RIP.
Parte 5: Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellin1 con ISP sea configurado con
autenticacion PAT.

& |sp — O
Physical Config CLI

I0S Command Line Interface

Press RETURN to get started.

s0f0/0

— X
r— - |
I/ =

7.200.0/30 ISP

ISP=en

ISPgconf ©

Enter configuration commands, one per line. End with CHTLSZ .

ISPi(config) #hostname ISP

ISPiconfig) gusername Medellin

ISPiconfig) fusername Medellin password class

ISP{config) #int s0./0/0

ISP{config—if) #encapsulation pEE

ISPiconfig—ifis#

SLITNEPROTO—S—UPDOWHN: Line protocol on Interface Seriald/0,/0, changed state to down

ISP {config—if) #ppp authentication pap
ISP iconfig—if) #ppPp pPap sent—username ISP passworzd class

Forward Time

llustraciéon 21. Autenticacion con PAP
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& pedellini — O

Physical Config CLI

105 Command Line Interface

Medellinl>en

Medellinlfconf t

Enter configuration commands, one per line. End with CHTL/Z.

Medellinl (config) #hostname Medellin

Medellin (config) fusername ISP password class

Medellin(config)

SLINEPROTO-S5-UPDOWN: Line protocol on Interface Serialds0/0, changed state to down

Hedellin(config)f#int s0,/0,/0

Medellini{config-if) gencapsulation ppp

Medellin ({config—if) #ppp authentication pap

Medellin {config-if) #ppp pap sent—usermname Medellin password class

Medellin ({config-if) g

SLINEFPROTO-S5-UFDOWN: Line protocol on Interface Serialld/0/0, changed state to up

Medellin (config—if) fend
Medelling
£5¥YS5-5-CONFI&z I: Configured from conscole by conscle

Medellingping 205.17.220.1

Type escape seguence to abort.
Sending 5, 1l00-byte ICHMP Echos to 20%.17.220.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/Savg/max = 7/2/14 ms

llustracion 22. Se realiza ping de Medellin1 al ISP

& pedellin — O

Physical Config  CLI

105 Command Line Interface

Medellinl=en

Medellinlgconf t©

Enter configuration commands, one per line. End with CHTIL/Z.
Hedellinl (config) #hostname Medellinl

Hedellinl (config) #username ISP password class

Medellinl (config) #int s0/1/0

Hedellinl (config-if) g¢encapsulation ppp

HMedellinl (config-if) ¢ppp authentication pap

Hedellinl (config-if) ¢ppp pap sent-username Medellinl password class
Hedellinl (config-if) §end

Medellinlg

%5Y5-5-CONFIG I: Configured from conscle by conscle

llustracion 23. Autenticacion PAP y el nombre de usuario y contrasena
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b. El enlace Bogota1 con ISP se debe configurar con autenticacion CHAP.

ISP>en

ISPgcont t

Enter configuration commands, one per line. End with CHTIL/Z.

ISP (config) #hostname ISP

ISP (config) fusername Medellin

ISP (config) fusername Medellin password class

ISP {config) §int s0/0/0

ISP{config-if) $encapsulation ppp

ISP{config-if)$

(LINEPROTO-S5-UPDOWN: Line protocol on Imterface Seriald/0/0, changed state to down

ISP (config-if) #ppp authentication pap

ISP (config—if) ¢ppp pap sent-username ISP password class

ISP{config-if)

5LINEPROTO-5-UPFDOWN : Line protocol on Interface Seriall/0/0, changed state to up

ISP{config—if) gexit

ISP {config) fusername Bogota password classl

ISP{config) #int s0/0/1

ISP{config—if) $encapsulation pep

ISP (config-if) #

5LINEPROTO-5-UPFDOWN : Line protocol on Interface Serialld/0/1, changed state to down

ISPi{config-if) $ppp authentication chap
- cen

llustracion 24. Configuracion PPP con CHAP
Se realiza ping para comprobar

ISPgping 20%.17.220.¢

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 20%.17_.220.&, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/8/14 ms

llustracion 25. Ping del ISP al Router Medellin1

Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogota1 y Medellin1), los
routers internos de una ciudad no podran llegar hasta los routers internos en el otro
extremo, solo existira comunicacion hasta los routers Bogota1, ISP y Medellin1.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT en el
router Medellin1. Compruebe que la traduccién de direcciones indique las interfaces de
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entrada y de salida. Al realizar una prueba de ping, la direccion debe ser traducida
automaticamente a la direccion de la interfaz serial 0/1/0 del router Medellin1, cémo
diferente puerto.

& raedellin — —

Physical Config CLI

I0s Command Line Interface

Ll
SLINK—S—CHANGSED: Interface Serialds1s1, changed state to down
SLINEPROTO-S—UPDOWHN: Line protocol on Interface Serialdsls1l, changed state ©to down
SLINK-S—CHAMNSED: Interface Seriald/1,0, changed state to up
SLINK—S—CHANGED: Interface Serialds1s1, changed state to up
SLINEPROTO-S—UPDOWHN: Line protocol on Interface Serialds 1,0, changed statbe bto up
SLINEPROTO-S—UPDOWN : Line protocol on Interface Serialds1ls1, changed state to up
Medellin=en
Medellingconf t©
Enter configuration commands, one per line. End with CHTLSZ.
Medellin(config) #ip mat inside source list 1 interface s0/0/0 owverload
Medellin{config)l #acces—list 1 permit 172 .25 .4 .0 0O_0_2_ 3255
% Imvalid input detected at "~ " marke=z._
Medellin( ig)faccess—list 1 permit 172 .25 _4._0 0_.0_.3_255
Medellin( gl #int sO0/0/,0
Medellimn( g—if) #ip nat outside
Medellimn( g—if) gint sSOC0C1
Medellin( g—if) #ip nat inside
Medellin( g—if) fint sSO0,1/1
Medellin( g—if) #ip nat inside
Medellin (config_is) s bt
==

llustracion 26. Indica las interfaces de entrada y salida Medellin1

® Bogota — O
Physical Config CLI
I0S Command Line Interface
L)

Bogotaren

Bogotafconf t©

Enter configuration commands, one per line. End with CHTL/SZE .

Bogota (configl &

Bogotalconfig) #ip nat imnside source list 1 interface s0,/0/0 overload
Bogotalconfig) fgaccess—1liust 1 permit 172 .25 _0.0 0.0_.3_2Z55

% ITmvalid input detected at "' marker.

Bogotalconfig) faccess—1list 1 permit 172_.25_ 0.0 0.0_32_Z255

Bogota({configl fint sO0,0,0

Bogota{config—if) #ip mnat outside

Bogota (config—if) f#int sO0,0/51

Bogotalconfig—if) #ip nat inside

Bogota (config—if)#int sO0,/,150

Bogotalconfig—if) #ip nat inside

Bogota (config—if)#int sO0,151

Bogota(config—if) #ip mat inside

T b

llustracion 27. Indica las interfaces de entrada y salida Bogota1
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Ping de PCO al ISP

& PCO
Physical Config Desktop Custom Interface
= 1 — — —_—— (y—— !

Command Prompt

trip time
i

llustracion 28. Ping del PCO al ISP

Ping de la PC2 ala PCO

& pc2 —

Physical Config Desktop Custom Interface

Mimnimam

PCrping

Finging

times in milli-—-sec

Mimnimam = = E Dwrer
1
Pinging 17
timed
timed

timed
timed

llustracion 29. Ping del PC2 al PCO

Este ping falla porque NAT bloquea la traduccién de afuera hacia adentro.
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c. Proceda a configurar el NAT en el router Bogota1. Compruebe que la traduccion de
direcciones indique las interfaces de entrada y de salida. Al realizar una prueba de ping,
la direccion debe ser traducida automaticamente a la direccion de la interfaz serial 0/1/0
del router Bogota1, como diferente puerto.

&

Physical Config CLI

108 Command Line Interface

Bogotaren

Bogotafconf t

Enter configuration commands, one per line. End with CHIL/SZ.

Bogota (config) #

Bogota (config) #ip nat inside source list 1 interface s0/0/0 owverload
Bogota (config) faccess—liust 1 permit 172.25_.0.0 0.0.3_.255

% Inmvalid input detected at "' marker.

Bogota (config) faccess—-1ist 1 permit 172.25%.0.0 0.0.3_255
Bogota lconfig) #int s0/0/0

Bogota (config-if) #ip nat ocutside

Bogota (config-if) #int s0/0/1

Bogota (config-if) #ip nat inside

Bogota {config-if) #int s0/150

Bogota (config-if) #ip nat inside

Bogota (config-if) #int s0/1/1

Bogota (config-if) #ip nat inside

llustracion 30. Indica las interfaces de entrada y salida Bogota1
Parte 7: Configuracién del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

Medellin2>en

Medellin2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
Medellin2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
Medellin2(config)#ip dhcp pool Medellin-2

Medellin2(dhcp-config)#net 172.29.4.0 255.255.255.128
Medellin2(dhcp-config)#default-router 172.29.4.1
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Medellin2(dhcp-config)#dns-server 8.8.8.8

Medellin2(dhcp-config)#exit

Medellin2(config)#ip dhcp

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to
down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to
down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
% Incomplete command.

Medellin2(config)#ip dhcp pool Medellin-3

Medellin2(dhcp-config)#net 172.29.4.128 255.255.255.128
Medellin2(dhcp-config)#default-router 172.29.4.129

Medellin2(dhcp-config)#dns-server 8.8.8.8

Medellin2(dhcp-config)#exit

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la IP del
router Medellin2.

Medellin3>en

Medellin3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin3(config)#int g0/0

Medellin3(config-if)#ip helper-address 172.29.6.5
Medellin3(config-if)#

c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el servidor
DHCP para ambas redes Lan.

Bogota2>en

Bogota2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
Bogota2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
Bogota2(config)#ip dhcp pool Bogota-2
Bogota2(dhcp-config)#net 172.29.1.0 255.255.255.0
Bogota2(dhcp-config)#dns-server 8.8.8.8
Bogota2(dhcp-config)#ip dhcp pool Bogota-3
Bogota2(dhcp-config)#net 172.29.0.0 255.255.255.0
Bogota2(dhcp-config)#default-router 172.29.0.1
Bogota2(dhcp-config)#dns-server 8.8.8.8
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/IConfiguracién Router Bogota3

Bogota3>en

Bogota3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota3(config)#int g0/0

Bogota3(config-if)#ip helper-address 172.29.3.13

& pc2 —

Physical Config Desktop Custom Interface

IP Configuration

B fiouration
™ DHCP ) Static DHCP request successful.

IF Address 172.29.0.6
Subnet Mask 255.255.255.0
Default Gateway 172.29.0.1
DMNS Serwver g8.8.8.8

IPvEe Configuration
() DHCP (O Auto Config @ Static

IPve Address |

Link Local Address |FESD::20A:F3FF:FE42:8AB

IPvE Gateway |

IPwvio DMNS Server |

llustracion 31. Configuracion DHCP en el PC2

& pc3 — O
Physical Config Desktop Custom Interface
IP Configuration
IP Configuration
) Static DHCP request successful.
IP Address 172.29.1.6
Subnet Mask 255.255.255.0

Default Gateway 0.0.0.0

DMNS Server 85.8.8.8

IPwva Configuration
) DHCP (O Auto Config @ Static

IPwve Address | |-"'I| |

SR R g Y 1

llustracion 32. Configuracion DHCP en el PC3
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d. Configure el router Bogota1 para que habilite el paso de los mensajes Broadcast
hacia la IP del router Bogota2.

Se guarda la configuraciéon
Copy run start

Se reinician cada Router
Reload

Ping de PC2 al PC3

# pc2 _ . .
Physical Config Desktop  Custom Interface
r 1 — —— —_— M | P

Command Line 1.0

-o

Ping statistic

Packets: Sent £ ived = 0 ost 4 (1l00% loss)

r

PC>ping 172.29.1 .4

Pinging 172.2%.1.&

! time=lms TTL=
! time=13ms TTIL=

Approximate round trip tim

Minimam = 1ms __ Maximram

llustracion 33. Ping de PC2 A PC3
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Pin del PC-2 al PCOy PC1
& pra — O X

Physical Config Desktop Custom Interface

r 1 — — — — —_

Command Prompt

i_6 ~

BC=ping

Pinging

llustracion 34. Ping de PC2 al PCO y PC1

ESCENARIO 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno de los
dispositivos que forman parte del escenario, acorde con los lineamientos establecidos
para el direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.
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Topologia de red

g

209.165.200.230 }os.us.:oo.n 29
FO/O o

U J WebServer
10.10,10,10/32

172.31.22.020

Lod 192.168.4.0/24

Bogotd |y . LoS 192.168.5.0/24

- Lo6 192.168.6,0/24
Buenos Aires

192.168.959.3

Ilustracién 35. Topologia de red

TABLA DIRECCIONAMIENTO IP

Tabla 1. Direccionamiento IP

DISPOSITIVO INTERFACE DIRECCION IP MASCARA DE
SUBRED
Internet pc G 0/0 209.165.200.230 255.255.255.248
Web Server Fa/0 10.10.10.10 255.255.255.0
R1 S 0/0 172.31.21.0 255.255.255.252
R1 F 0/0 192.168.20.1 255.255.255.0
R2 F 0/0 209.165.200.255 255.255.255.248
R2 S 0/0 172.31.23.2 255.255.255.252
R2 S 0/1 172.31.23.1 255.255.255.252
R2 GO0/1 10.10.10.1 255.255.255.0
R3 S0/1 172.31.23.2 255.255.255.252
R3 Lop4 192.168.4.1 255.255.255.0
R3 Lop5 192.168.5.1 255.255.255.0
R3 Lop6 192.168.6.1 255.255.255.0
S1 Fa/24 192.168.99.2 255.255.255.0
S2 Fa0/3 192.168.99.3 255.255.255.0
PC-A Fa/0 192.168.30.31 255.255.255.0
PC-C Fa/0 192.168.40.31 255.255.255.0
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Topologia planteada

_‘-u; -——
Pczﬁ‘m‘.

R2 Server(

=5 &>

R3

T BuenosAires

Bogota

F’CU F’Cl

llustracion 36. Topologia Planteada Packet Tracer

Topologia Encendida

Q:“-.
Internet PC """‘...—-}f =
Miami L

Web Server

el =~ o

R3
Buenos Aires

FoS—— ——

o —— ]
e —
PC-A PC-C

llustracion 37. Topologia Encendida en Packet Tracer

1. Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos
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[0 Configurar R1
Router>en
Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
//se cambia el nombre al router
Router(config)#hostname R1
//se asigna clave
R1(config)#enable secret class
R1(config)#line console 0
R1(config-line)#password cisco
R1(config-line)#login
R1(config-line)#exit
R1(config)#line vty 0 4
R1(config-line)#password cisco
R1(config-line)#login
R1(config-line)#exit
R1(config)#service pass
R1(config)#service password-encryption
R1(config)#banner motd $Acceso no Autorizado$

/lconfigurar la interface serial0/0/0
R1(config)#interface serial0/0/0
R1(config-if)#description Conection to R2
R1(config-if)#ip add 172.31.21.1 255.255.255.252
R1(config-if)#clock rate 128000

R1(config-if)#no shut

/lconfigurar interface g0/1 con el S1
R1(config-if)#interface g0/1.40

R1(config-subif)#no description Administracion LAN
R1(config-subif)#encapsulation dotlqg 40
R1(config-subif)#ip add 192.168.40.1 255.255.255.0
R1(config-subif)#exit

R1(config)#interface g0/1.30
R1(config-subif)#description Mercadeo LAN
R1(config-subif)#encapsulation dotlq 30
R1(config-subif)#ip add 192.168.30.1 255.255.255.0
R1(config-subif)#exit

R1(config)#interface g0/1.200
R1(config-subif)#description Mantenimiento LAN
R1(config-subif)#encapsulation dot1Q 200
R1(config-subif)#ip add 192.168.200.1 255.255.255.0
R1(config-subif)#int g0/1

R1(config-if)#no shut
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[0 Configurar R2
Router>en
Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
/Ise asigna nombre
Router(config)#hostname R2
/Ise asigna la clave
R2(config)#enable secret class
R2(config)#line console 0
R2(config-line)#password cisco
R2(config-line)#login
R2(config-line)#exit
R2(config)#line vty 0 4
R2(config-line)#password cisco
R2(config-line)#login
R2(config-line)#exit
R2(config)#service password-encryption
R2(config)#banner motd $Acceso no Autorizado$

/lconfigurar la interface serial0/0/0
R2(config)#interface serial0/0/0

R2(config-if)#ip add 172.31.23.1 255.255.255.252
R2(config-if)#exit

/lconfigurar la interface serial0/0/1
R2(config)#interface serial0/0/1
R2(config-if)#description Conection to R1
R2(config-if)#ip add 172.31.21.2 255.255.255.252
R2(config-if)#no shut

R2(config-if)#clock rate 128000

R2(config-if)#exit

/lconfigurar la interface g0/0

R2(config)#interface g0/0

R2(config-if)#description Conection a Internet
R2(config-if)#ip add 209.165.200.225 255.255.255.248
R2(config-if)#no shut

R2(config-if)#exit

/lconfigurar la interface g0/1
R2(config)#interface g0/1

R2(config-if)#ip add 10.10.10.1 255.255.255.0
R2(config-if)#no shut

R2(config-if)#

R2(config-if)#description Coneccion a Server Web
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R2(config-if)#exit
[1 Configurar web server

? Web Server

Physical Config Services Desktop

— T T T SSs——— | T e

IP Configuration

Custom Interface

Interface FastEthernetO
IP Configuration
) DHCP @ Static

-

IFP Address 10.10.10.10

Subnet Mask 255.255.255.0

Default Gateway 10.10.10.1

DMS Sarver

IPwve Configuration
) DHCP (O Auto Config @) Static

0.0.0.0| I

IPv6 Address

/]

Link Local Address

FES0::202:17FF:FES9:43EB

IPvE Gateway

IPvE DNS Server

llustracion 38. Configuracion Web Ser

[0 Configurar internet pc
Q Internet PC

Physical Config Desktop  Custom Interface

llustracion 39. Configuracion Iﬁternet PC

IP Configuration
IP Configuration

() DHCP (® Static

IP Address

IZUQ.ISS.EUU.EBU I

Subnet Mask

I255.255.255.24B

Default Gateway
DNS Server

209.165.200.225

IPvE Configuration
() DHCP (O Auto Config @ Static

IPvE Address

(1 Configurar router 3

Router>en
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Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname R3

R3(config)#enable secret class

R3(config)#line console 0
R3(config-line)#password cisco
R3(config-line)#login

R3(config-line)#exit

R3(config)#line vty 0 4

R3(config-line)#password cisco
R3(config-line)#login

R3(config-line)#exit

R3(config)#service password-encryption
R3(config)#banner motd $Acceso no Autorizado$

/lconfigurar la int sO/0/1

R3(config)#interface serial0/0/1
R3(config-if)#description Coneccion a R2
R3(config-if)#ip add 172.31.23.2 255.255.255.252
R3(config-if)#no shut

/lconfigurar loopback 4
R3(config-if)#interface 104

R3(config-if)#ip add 192.168.4.1 255.255.255.0
R3(config-if)#no shut

/lconfigurar loopback 5
R3(config-if)#interface 105

R3(config-if)#ip add 192.168.5.1 255.255.255.0
R3(config-if)#no shut

/lconfigurar loopback 6
R3(config-if)#interface 106

R3(config-if)#ip add 192.168.6.1 255.255.255.0
R3(config-if)#no shut

R3(config-if)#exit

R3(config)#exit

R3#

0 Configurar S1
Switch>en
Switch#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1
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S1(config)#enable secret class
S1(config)#line console 0
S1(config-line)#password cisco
S1(config-line)#login
S1(config-line)#exit

S1(config)#line vty 0 4
S1(config-line)#password cisco
S1(config-line)#login
S1(config-line)#exit

S1(config)#service password-encryption
S1(config)#banner motd $Acceso no Autorizado$

[0 Configurar S3
Switch>en
Switch#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S3
S3(config)#enable secret class
S3(config)#line console 0
S3(config-line)#password cisco
S3(config-line)#login
S3(config-line)#line vty 0 4
S3(config-line)#password cisco
S3(config-line)#login
S3(config-line)#exit
S3(config)#service password-encryption
S3(config)#banner motd $Acceso no Autorizado$

S3(config)#exit
S3#
[1 Configurar PC-A
& pC-a
Phwsical Config Desktop Custom Interface

IP Configuration
IP Configuration

) DHCP ™ Static

IP Aaddress 192.168.20.21
Subnet Mask Z55.255.255.0
Default Gateway 19z2.168.20.1
DMNS Sarveaer 10.10.10.11

IPwie Configuration
) DHCP () Auto Config @ Static

IPwvE Address

Link Local Address FES80::2D0:BAFF:FESS:214B

IPwE Gatewayw

IPwE DNS Server

llustracion 40. Configuracion PC-A
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[0 Configurar PC-C

& pc-c — O
Physical Config Desktop Custom Interface
IP Configuration
IPF Configuration
) DHCP (® Static
IP Address 192.168.40.321 |
Subnet Mask 255.255.255.0 -
Default Gateway 192.168.40.1
DMNS Server |1D.10.10.11

IPvie Configuration
() DHCP () Auto Config @ Static

IPvio Address

Link Local Address FEE0::200:47FF:FE3C:E447

IPwvE Gateway

IPvE DMNS Server

llustracion 41. Configuracion PC-C

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes

criterios:
OSPFv2 area o
Tabla 2. Protocolo de Enrutamiento OSPFv2

Configuration Item or Task

Specification

ROUTER ID R1 1.1.1.1
ROUTER ID R2 5.5.55
ROUTER ID R3 8.8.8.8
Configurar todas las interfaces LAN como

pasivas

Establecer el ancho de banda para enlaces 256 Kb/s
seriales en

Ajustar el costo en la métrica de S0/0 a 9500

[1 Configurar R1 1D R1
R1>en
R1#conft

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#router ospf 1
R1(config-router)#router-id 1.1.1.1

R1(config-router)#network 172.31.21.0 0.0.0.3 area O
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R1(config-router)#network 192.168.30.0 0.0.0.3 area 0
R1(config-router)#network 192.168.40.0 0.0.0.3 area 0
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#auto-cost reference-bandwidth 9500
% OSPF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across all routers.
R1(config-router)#exit
R1(config)#int sO/0/0
R1(config-if)#bandw 256

R1(config-if)#ip ospf cost 9500

[1 Configurar Router ID R2
Router>en
Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1
R2(config-router)#router-id 5.5.5.5
R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.0 0.0.0.255 area O
R2(config-router)#auto-cost reference-bandwidth 9500
% OSPF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across all routers.
R2(config)#interface s0/0/0
R2(config-if)#interface serial0/0/0
R2(config-if)#bandw 256
R2(config-if)#interface serial0/0/1
R2(config-if)#bandw 256
R2(config-if)#ip ospf cost 9500
R2(config-if)#exit

(1 Configurar Router ID R3
R3>en
R3#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1
R3(config-router)#router-id 8.8.8.8
R3(config-router)#network 172.31.23.0 0.0.0.3 area 0
R3(config-router)#network 192.31.23.0 0.0.0.3 area 0
01:03:57: %OSPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/1 from LOADING to
FULL, Loading Done
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R3(config-router)#passive-interface lo4
R3(config-router)#passive-interface lo5
R3(config-router)#passive-interface 106
R3(config-router)#auto-cost reference-bandwidth 9500

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R3(config-router)#exit

R3(config)#interface serial0/0/1

R3(config-if)#bandwidth 256

R3(config-if)#exit

Verificar informacion de OSPF

[0 Visualizar tablas de enrutamiento y routers conectados por OSPFv2

[0 Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de
cada interface

[1 Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

& R2 — O =

Physical Config CLI

105 Command Line Interface

Press RETUEREN to get started.

RAooceso no Autorizado
User Access Verification
Password:

BEZ=en

Password:
RZfshow ip ospf neighbor

Heighkbor ID Pri State Dead Time Rddress Interface

3.3.3.3 [u} FULLS — 00:00:37 172.31.23.2 Serialds0s0
1.1.1.1 =] FULLS — 00:00:33 172.31.21.1 Serialds0/1
—r i

llustracion 42. Verificacion de interfaces del R1
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& R2

Physical Config CLI
I0S Command Line Interface
Meighkbor ID Pri State Dead Time Address Interface
2.3.3_3 [u] FULL/ = 0o0:00:-327 i172_31.23 .2 Seriald/ 0,0
1111 [n] FITL.L. — Qo-o0-353 3121 1 Serdi=ilororl

pis
RZfshow ip ospf interface

Seriald/0/1 is up, line protoccocl is up
Internet address is 172 _321_21 _2/,20, Area 0O
Process ID 1, Router ID 2. 2.2, Metwork Type POINIT-TO-BPOINT, Cost:
Transmit Delay is 1 sec, State POINT-TO-PBPOINT, Priority O
Mo designated router on this network
MNo kackup designated router on this network

Hello due in O00:00:00

Index 171, flood gueue length O

Mezxt O0:x0{0) /0x0{0)

Last flood scan length is 1, maximmm is 1

Last flood scan time is 0 msec, maximm is 0 msec

MNeighkbor Count is 1 , Adjacent neighbor count is 1
Bdjacent with neighbor 1.1.1.1

Suppress hello for 0 neighbori{s)

Seriald 0,0 is up, line protocol is up

Internet address is 172.31.23_.1,30, Area 0O

Process ID 1, Router ID 2 .2 _2_2, MHetwork Type DBOINT-TO-BOINT, Cost:

Transmit Delay is 1 sec, State POINT-TO-PBPOINT, Priority O

Mo designated router on this network

MNo kackup designated router on this network

llustraciéon 43. Verificacién de interfaces del R2

& R2
Physical Config CLI

I10S Command Line Interface

Timer intervals configured, Hellc 10, Dead 40, Wait 40, Retransmit 5

721

FE1

LA e e ) R e — LIl L ale)
Index 2,3, flood gueue length O
Mext O0x0(0) /020 {0)
Last flood scan length is 1, maximam is 1
Last flood scamn time is 0 msec, maximm is 0 msec
Meighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighboris)
B2

BEZfgshow ip protocols

Bouting Protocol is "ospf 1™
Dutgoing update f£filter list for all imterfaces is not set
Incoming update f£ilter list for all interfaces is not set
Router ID 2.2.2.2
MNumber of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximuam path: 4
Bouting for Networks:
172.31.21.0 0_.0.0.3 area 0O
172.31.23.0 0_.0.0.3 area 0O
10.10.10.0 0.0.0.255 area 0O
Passiwve Interface(s) :
GigabitEthernetld/s,1
Bouting Information Sources:

Fateway Distance Last Update

1.1.1.1 11a O0:12:14

2.z.2.2 110 00:11:17

F.3_.2_.3 114 Ogo0:11:-4%5
Distance: (default is 110)

llustracién 44. Verificacion de EIGRP con IPv4 en R2
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3. Configurar VLANS, puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de
red establecida.

[0 Configurar S1
S1(config)#vlan 30
S1(config-vlan)#name Administracion
S1(config-vlan)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#vlan 200
S1(config-vlan)#name Mantenimiento
S1(config-line)#exit
S1(config)#interface vlan 200
S1(config-if)#
%LINK-5-CHANGED: Interface VIan200, changed state to up
S1(config-vlan)#exit
S1(config)#interface vlan 200
S1(config-if)#
%LINK-5-CHANGED: Interface VIan200, changed state to up
S1(config-if)#ip add 192.168.99.2 255.255.255.0
S1(config-if)#no shut
S1(config-if)#exit
S1(config)#ip default-gateway 192.168.99.1
S1(config)#
S1(config)#interface f0/3
S1(config-if)y#switchport mode trunk
S1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state
to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state
to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan200, changed state to up
S1(config-if)#switchport trunk native vian 1
S1(config-if)#interface f0/24
S1(config-if)#switchport mode trunk
S1(config-if)y#switchport trunk native vlan 1
S1(config)#interface range
S1(config-if-range)#exit
S1(config)#interface fa0/1
S1(config-if)# switchport mode access
S1(config-if)# switchport access vlan 30

4. En el Switch 3 deshabilitar DNS lookup

S3(config)#
S3(config)#no ip domain-lookup
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5. Asignar direcciones IP a los switches acorde a los lineamientos

SWITCH 1

S1(config-if)#int vlan 200

S1(config-if)#ip add 192.168.99.2 255.255.255.0
S1(config-if)y#no shut

S1(config-if)#exit

SWITCH 3

S3(config-if)#int vlan 200

S3(config-if)# ip add 192.168.99.3 255.255.255.0
S3(config-if)y#no shut

S3(config-if)#exit

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red

SWITCH 1
S1(config-if)#interface range fa0/2, fa0/4-23
S1(config-if-range)#shut

SWITCH 3
S3(config)#interface range fa0/2, fa0/4-24
S3(config-if-range)#shut

7. Implement DHCP and NAT for IPv4

R2>en

Password:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#user webuser privilege 15 secret cicsc012345
R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229
R2(config)#interface g0/0

R2(config-if)#ip nat outside

R2(config-if)#ip g0/1

R2(config-if)#interface g0/1

R2(config-if)#ip nat inside
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Default Gateway

NMNS Server 10 10 10 11

llustracion 45. Configuracion DHCP PC-A
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Physical Config Desktop Custom Interface
IP Configuration
IP Configuration
() Static Requesting IP Addres

IP Address 192.168.40.31

Subnet Mask 255.255.255.0

llustracion 46. Configuracion DHCP PC-C

8. Configurar R1 como servidor DHCP para las VLANs 30y 40.

R1>en

Password:

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#ip dhcp pool Administracion
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#ip dhcp pool Mercadeo
R1(dhcp-config)#dns-server 10.10.10.11
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R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0

9. Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para
configuraciones estaticas

Tabla 3. Direcciones IP de las VLAN 30y 40

Name: ADMINISTRACION DNS-
Configurar DHCP pool para VLAN 30 Server: 10.10.10.11 Domain-Name:
ccna-unad.com Establecer default
gateway.

Name: MERCADEO DNS-Server:
Configurar DHCP pool para VLAN 40 10.10.10.11 Domain-Name: ccna-
unad.com Establecer default gateway.

[ Ingresamos al R1
Router>en
Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#ip dhcp pool ADMINISTRACION
R1(dhcp-config)#ip dhcp pool 10.10.10.11
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#ip dhcp pool MERCADEO
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

R2>en

Password:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#user webuser privilege 15 secret cicsco12345
R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229
R2(config)#interface g0/0

R2(config-if)#ip nat outside
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R2(config-if)#interface g0/1
R2(config-if)#ip nat inside
R2(config-if)#

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255

R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255

R2(config)#access-list 1 permit 192.168.4.0 0.0.0.255

R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255

R2(config)#ip nat pool INTERNET 209.165.200.225 200.165.200.228 netmask
255.255.255.148

%Pool INTERNET mask 255.255.255.148 too small; should be at least 0.0.0.0
%Start and end addresses on different subnets

R2(config)#ip nat pool INTERNET 209.165.200.225 200.165.200.228 netmask
255.255.255.248

%Pool INTERNET mask 255.255.255.248 too small; should be at least 0.0.0.0
%Start and end addresses on different subnets

R2(config)#no ip nat pool INTERNET 209.165.200.225 200.165.200.228 netmask
255.255.255.148

R2(config)#ip nat pool INTERNET 209.165.200.225 200.165.200.228 netmask
255.255.255.248

%Pool INTERNET mask 255.255.255.248 too small; should be at least 0.0.0.0
%Start and end addresses on different subnets

R2(config)#ip access-list standard ADMIN123

R2(config-std-nacl)#permit host 172.31.21.1

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2

R2>en

Password:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
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R2(config)#access-list 1 permit 192.168.4.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255
R2(config)#ip nat pool INTERNET 209.168.200.225 200.165.200.228 netmask
255.255.255.148
%Pool INTERNET mask 255.255.255.148 too small; should be at least 0.0.0.0
%Start and end addresses on different subnets
R2(config)#ip nat pool INTERNET 209.168.200.225 200.165.200.228 netmask
255.255.255.248
%Pool INTERNET mask 255.255.255.248 too small; should be at least 0.0.0.0
%Start and end addresses on different subnets
R2(config)#no ip nat pool INTERNET 209.165.200.225 200.165.200.228 netmask
255.255.255.148
R2(config)#no ip nat pool INTERNET 209.165.200.225 200.165.200.228 netmask
255.255.255.148
%Pool INTERNET not found
R2(config)#ip access-list standard ADMIN123
R2(config-std-nacl)#permit host 172.31.21.1
R2(config-std-nacl)#exit
R2(config)#access-list 101 permit tcp any host 209.168.200.229 eq www
R2(config)#
13. Verificar procesos de comunicacion y redireccionamiento de trafico enlos
routers mediante el uso de Ping y Traceroute.

@ Internet PC — O >

Physical Config Desktop Custom Interface

i — —_— — ] ——~

< = | URIN |http://209, 165,200,229 | Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

Quick Links:
A small page
Copyrights
Image page
Image

llustracion 47. Verificacion de conectividad en Internet PC
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SLINEPROTO-S5-UPDOWN: Linme protocol on Interface Serialdys0/0, changed state to up
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Password:
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Password:
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llustracion 48. Ping de R1 al R2

@ Internet PC — d

Physical Config Desktop  Custom Interface

with

byt

ing statisti
Packet
Approximate mand trip times in milli-s
Minimum = E Maximam = 2&6m: Mvrera

llustracion 49. Ping de Internet PC a R2
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llustracion 50. Ping de Web Server a R2
* Rr1 _
Physical Config CLI

I10S Command Line Interface
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User RAccess Verification
Password:

Rl=en
Password:
Rlégping 152 _1€2_30_31

Type escape sequence to abortc.
Sending 5, 100-byte ICHMP Echos to 13%2_.1€2_30.31, timeout is 2 seconds:

Success rate is 0 percent {(0/5)
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llustracion 51. Ping de R1 al S1
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Ping de R1 a Internet PC
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Sending 5, 100-byte ICHMP Echos to 2053 .165.200.225, timeout is 2 seconds:
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llustracion 52. Ping de R1 Internet PC

Ping de R1 a Web server
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Password:

Rl>=en
Password:

Rlgping 2Z05_1&€5.200_225

Type escape sequence to abort.
Sending 5, 100-byte ICHMP Echos to 205%_1£5_.200_.225, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfawvg/max = &/6/2 ms
Blgping 1l0.10.10.10

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.10.130, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

&/8/11 ms

llustracion 53. Ping de R1 a Web Server
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Ping de Web Server a R3

@ Web Server

Physical Config Serwvices Desktop Custom Interface
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llustracion 54. Ping de Web Server a R3

Ping de Web Server a R1
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I / /
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E ¥
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1 I 1 Reply
_J =
PC-A pC-C

llustracion 55. Ping de Web Server a R1
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CONCLUSIONES

e Con la presentacion de la solucion de los dos escenarios propuestos se pudo
adquirir destrezas en la seleccion de los equipos necesarios, configuracion de
routers, switches, Vlan’s, configuracién de enrutamiento Rip, OSPF, NAT, DHCP,
PPP, CHAT, listas de acceso, direccionamiento ip (DNS lookup).

o Este diplomado CCNA fue muy importante porque se aprendio sobre la
introduccion a las redes y enrutamiento, el uso de Packet Tracer nos permite
simular la red de forma real, muy practico y facil de usar.

0 Finalmente, para revisar que exista conectividad entre los dispositivos
seleccionados y su destino, es necesario del uso de los comandos ping,
traceroute, show ip route, entre otros.
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