EVALUACION — PRUEBA DE HABILIDADES E’RACTICAS CCNA DIPLOMADO
DE PROFUNDIZACION CISCO (DISENO E IMPLEMENTACION
DESOLUCIONES INTEGRADAS LAN / WAN)

JOSE LUIS MORALES SOLIS

UNIVERSIDAD NACIONAL ABIERTAY A
DISTANCIA UNAD PROGRAMA DE INGENIERIA
DE SISTEMAS
DIPLOMADO DE PROFUNDIZACION CISCO (DISENO E
IMPLEMENTACION DE SOLUCIONES INTEGRADAS LAN/WAN)
PALMIRA
2019



EVALUACION — PRUEBA DE HABILIDADES E’RACTICAS CCNA DIPLOMADO
DE PROFUNDIZACION CISCO (DISENO E IMPLEMENTACION
DESOLUCIONES INTEGRADAS LAN / WAN)

JOSE LUIS MORALES SOLIS

Director Diplomado profundizacion Ing. JUAN CARLOS VESGA
Tutor Ing. DIEGO EDINSON RAMIREZ

UNIVERSIDAD NACIONAL ABIERTAY A
DISTANCIA UNAD PROGRAMA DE INGENIERIA
DE SISTEMAS
DIPLOMADO DE PROFUNDIZACION CISCO (DISENO E
IMPLEMENTACION DE SOLUCIONES INTEGRADAS LAN/WAN)
PALMIRA
2019



DEDICATORIA

Dedico este trabajo a toda mi
familia y en especial a mi abuela
Maria Sara Garzon de Morales que
desde el cielo es mi angel
incondicional



AGRADECIMIENTOS

Con profundo agradecimiento a la Universidad Nacional Abierta y a
Distancia por brindarme la oportunidad de culminar mis estudios.



Tabla de contenido

1T oT 8ol ox o] o HN 8
Descripcidn de escenarios propuestos para la prueba de habilidades................. IX
=Yo7 ] F= 1 o 0 10
=Yo7 ] F= o 31
(©70] o Tod [1 5] 0] 1= TSP URRRPPRTN xlix
Referencias BiblIOQrafiCas............uuuiiiiiiiiiiiece e I



Lista de Tablas

Tabla 1: Sumarizacion red medellin 172.29.4.0/22 .........cccccccviiiiiiiiiiiiiiiinnninnnnnn, 18
Tabla 2: Sumarizacion red bogota 172.29.0.0/22...........cccciiiiiiiiiiiiiiiiiiiiiiieeeeee, 19
Tabla 3: interfaces de Cada rOULET ............ccovviiiiiiiiiiiiiiieeeeeeeeeee e 23
Tabla 4: OSPFV2 Area 0......ccoovviiiiiiiiiiiieieeeeeeeeeeeeeeeeeeee ettt 36



Imagen 1.
Imagen 2:
Imagen 3:
Imagen 4.
Imagen 5:
Imagen 6:
Imagen 7.

Imagen 8:

Lista de Imagenes

B 0] o101 [0 o | = SRR 10
TOPOIOGIA -t 31
PINGRLARZ ..., 45
T o T = J= T P 45
Ping Pc internet a puertade enlace..............ccccoooeeii 46
Ping PCA VLAN 30 @ PCC VLAN 40 ......ccoiiiiiiiiieniiiiee e 46
Ping PCC VLAN 40 & PCA VLAN 30......coiiiiiiiiieniiiiiee e 47
Ping S1YR2 ,Tracert SLY R1,PingS1yR3 ..., 48



Introduccién

Mediante la elaboracidon del siguiente proyecto se quiere demostrar los
conocimientos adquiridos en el transcurso del curso del diplomado cisco CCNA
donde se pondra en conocimiento y destreza el disefio e implementacion al integrar
redes LAN y WAN donde se realizara la simulacion de los escenarios propuestos
en la herramienta de packet tracer.

En este trabajo se crean topologias fisicas y analisis de las diferentes redes, una vez
completada la configuracion fisica y légica de la red, también se puede hacer
simulaciones de conectividad: pings, etc., todo ello desde las mismas consolas
incluidas.



Descripcidon de escenarios propuestos para la prueba de habilidades

La evaluacion denominada “Prueba de habilidades practicas”, forma parte de las
actividades evaluativas del Diplomado de Profundizacion CCNA, y busca identificar
el grado de desarrollo de competencias y habilidades que fueron adquiridas a lo
largo del diplomado.

Para esta actividad, el estudiante dispone de cerca de dos semanas para realizar las
tareas asignadas en cada uno de los dos (2) escenarios propuestos, acompafnado
de los respectivos procesos de documentacion de la solucién, correspondientes al
registro de la configuracion de cada uno de los dispositivos, para cada uno de los
escenarios se debe describir el paso a paso de cada punto realizado y deben digitar
el codigo de configuracion aplicado (no incluir imagenes ni capturas de pantalla).
Las imagenes o capturas de pantalla sélo serdn usadas para evidenciar los
resultados de comandos como ping, traceroute, show ip route, entre otros.



Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante ser& el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Imagen 1: Topologia
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Configuracién de Enrutamiento

Configuracion ISP

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname ISP

ISP(config)#int s0/0/0

ISP(config-if)#ip add 209.17.220.5 255.255.255.252
ISP (config-if)#int s0/0/1

ISP (config-if)#ip add 209.17.220.1 255.255.255.252
ISP(config-if)#

ISP(config)#no ip domain-lookup
ISP(config)#enable secret securityl
ISP(config)#line con 0

ISP(config-line)#password security2
ISP(config-line)#login

ISP(config-line)#line vty 0 15
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ISP(config-line)#password security3

ISP(config-line)#login

ISP(config-line)#service password-encryption

ISP(config)#banner motd #ACCESO RESTRINGIDO SOLO
AUTORIZADO#

ISP(config)#

Configuracion BOG1

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOG1

BOG1(config)#int sO/1/1

BOG1(config-if)#ip add 172.29.3.9 255.255.255.252
BOG1(config-if)#clock rate 128000

BOG1(config-ify#no shut

BOG1(config)#int s0/1/0

BOG1(config-if)#ip add 172.29.3.5 255.255.255.252
BOG1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
BOG1(config-if)#int sO/0/1

BOG1(config-if)#ip add 172.29.3.1 255.255.255.252
BOG1(config-if)#clock rate 128000

BOG1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
BOG1(config-if)#int s0/0/0

BOG1(config-if)#ip add 209.17.220.6 255.255.255.252
BOG1(config-if)#clock rate 2000000

This command applies only to DCE interfaces

BOG1(config-if)#no shut

BOG1(config)#no ip domain-lookup

BOG1(config)#enable secret securityl

BOG1(config)#line con O

BOG1(config-line)#password security2

BOG1(config-line)#login

BOG1(config-line)#line vty 0 15

BOG1(config-line)#password security3

BOG1(config-line)#login

BOG1(config-line)#service password-encryption
BOG1(config)y#banner motd #ACCESO RESTRINGIDO SOLO
AUTORIZADO#
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BOG1(config)#

Configuracion BOG2

BOG2

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOG2

BOG2(config)#int s0/0/0

BOG2(config-if)#ip add 172.29.3.10 255.255.255.252
BOG2(config-if)#no shut

BOG2(config)#int s0/0/1

BOG2(config-if)#ip add 172.29.3.13 255.255.255.252
BOG2(config-if)#clock rate 128000

BOG2(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
BOG2(config-if)#

BOG2(config-if)#int f0/0

BOG2(config-if)#ip add 172.29.1.1 255.255.255.0
BOG2(config-if)#no shut

BOG2(config)#no ip domain-lookup

BOG2(config)#enable secret securityl

BOG2(config)#line con 0

BOG2(config-line)#password security?2
BOG2(config-line)#login

BOG2(config-line)#line vty 0 15

BOG2(config-line)#password security3
BOG2(config-line)#login

BOG2(config-line)#service password-encryption
BOG2(config)#banner motd #ACCESO RESTRINGIDO SOLO PERSONAL
AUTORIZADO#

BOG2(config)#

Configquracion BOG3

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip add 172.29.3.14 255.255.255.252
Router(config-if)#no shut

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Router(config-if)#int sO/1/0

Router(config-if)#ip add 172.29.3.6 255.255.255.252
Router(config-if)#clock rate 128000

Router(config-if)#no shut

Router(config-if)#int s0/0/1

Router(config-if)#ip add 172.29.3.2 255.255.255.252
Router(config-if)#no shut

Router(config)#hostname BOG3

BOG3(config-if)#int f0/0

BOG3(config-if)#ip add 172.29.0.1 255.255.255.0
BOG3(config-if)#no shut

Enter configuration commands, one per line. End with CNTL/Z.
BOG3(config)#no ip domain-lookup

BOG3(config)#enable secret securityl

BOG3(config)#line con 0

BOG3(config-line)#password security2
BOG3(config-line)#login

BOG3(config-line)#line vty 0 15

BOG3(config-line)#password security3
BOG3(config-line)#login

BOG3(config-line)#service password-encryption
BOG3(config)#banner motd #ACCESO RESTRINGIDO SOLO PERSONAL
AUTORIZADO#

BOG3(config)#

Configuracion MED1

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MED1

MED1(config)#int s0/0/0

MED1(config-if)#ip add 172.29.6.1 255.255.255.252
MED1(config-if)#clock rate 128000

MED?1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MED1(config-if)#int sO/1/1

MED1(config-if)#ip add 172.29.6.10 255.255.255.252
MED1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
MED1(config-if)#int sO/0/1

MED1(config-if)#ip add 172.29.6.13 255.255.255.252
MED1(config-if)#clock rate 128000
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MEDZ1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
MED1(config-if)#

MEDZ1(config)#int s0/1/0

MED1(config-if)#ip add 209.17.220.1 255.255.255.252
MEDZ1(config-if)#clock rate 128000

MEDZ1(config-if)#no shut

MED1(config)#no ip domain-lookup

MEDZ1(config)#enable secret securityl

MED1(config)#line con 0

MEDZ1(config-line)#password security2

MED1(config-line)#login

MED1(config-line)#line vty 0 15

MED1(config-line)#password security3

MED1(config-line)#login

MEDZ1(config-line)#service password-encryption
MED1(config)#banner motd #ACCESO RESTRINGIDO SOLO PERSONAL
AUTORIZADO#

MED21(config)#

Configuracion MED1

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MED3

MED3(config)#int s0/0/0

MED3(config-if)#ip add 172.29.6.14 255.255.255.252
MED3(config-if)#no shut

MED3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

MED3(config-if)#int sO/1/1

MED3(config-if)#ip add 172.29.6.9 255.255.255.252
MED?3(config-if)#clock rate 128000

MED3(config-if)#no shut

MED3(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/1, changed state
to up

MED3(config-if)#int sO/0/1

MED3(config-if)#ip add 172.29.6.6 255.255.255.252
MED3(config-if)#no shut
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%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
MED3(config)#int f0/0

MED3(config-if)#ip add 172.29.4.129 255.255.255.128
MED3(config-if)#no shut

MED3(config)#no ip domain-lookup

MED3(config)#enable secret securityl

MED3(config)#line con 0

MED3(config-line)#password security2

MED3(config-line)#login

MED3(config-line)#line vty 0 15

MED3(config-line)#password security3

MED3(config-line)#login

MED3(config-line)#service password-encryption
MED3(config)#banner motd #ACCESO RESTRINGIDO SOLO PERSONAL
AUTORIZADO#

MED3(config)#

Configuracion MED2

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MED2

MED2(config)#int s0/0/0

MED?2(config-if)#ip add 172.29.6.2 255.255.255.252
MEDZ2(config-if)#no shut

MED2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

MED2(config-if)#int sO/0/1

MED?2(config-if)#ip add 172.29.6.5 255.255.255.252
MED2(config-if)#clock rate 128000

MEDZ2(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

MED?2(config-if)#int g0/0

MED?2(config-if)#ip add 172.29.4.1 255.255.255.128
MEDZ2(config-if)#no shut

MED2(config)#no ip domain-lookup

MEDZ2(config)#enable secret securityl

MED2(config)#line con O

MEDZ2(config-line)#password security2
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MED2(config-line)#login

MED2(config-line)#line vty 0 15

MEDZ2(config-line)#password security3

MED2(config-line)#login

MED2(config-line)#service password-encryption

MED2(config)#banner motd #ACCESO RESTRINGIDO SOLO PERSONAL
AUTORIZADO#

MED2(config)#

Configuracién de enrutamiento en todos los routers.

Configuracion MED1

MED1>ena

MED21#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDZ1(config)#router rip
MED1(config-router)#version 2
MED1(config-router)#no auto-summary
MED1(config-router)#network 172.29.6.0
MED1(config-router)#network 172.29.6.8
MED1(config-router)#network 172.29.6.12
MED1(config-router)#passive-interface s0/1/0
MED1(config-router)#

Configuracion MED2

MED2>ena

MED2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MED?2(config)#router rip
MED2(config-router)#version 2
MED2(config-router)#no auto-summary
MED2(config-router)#network 172.29.4.0
MEDZ2(config-router)#network 172.29.6.0
MEDZ2(config-router)#network 172.29.6.4
MEDZ2(config-router)#passive-interface g0/0
MED2(config-router)#

Configuracion MED3

MED3>ena
MED3#conf t
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Enter configuration commands, one per line. End with CNTL/Z.
MED3(config)#router rip

MED3(config-router)#version 2

MED3(config-router)#no auto-summary
MED3(config-router)#network 172.29.4.128
MED3(config-router)#network 172.29.6.4
MED3(config-router)#network 172.29.6.8
MED3(config-router)#network 172.29.6.12
MED3(config-router)#passive-interface f0/0
MED3(config-router)#

Configuracion BOG1

BOG1>ena

BOG1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOG1(config)#router rip
BOG1(config-router)#version 2
BOG1(config-router)#no auto-summary
BOG1(config-router)#network 172.29.3.0
BOG1(config-router)#network 172.29.3.4
BOG1(config-router)#network 172.29.3.8
BOG1(config-router)#passive-interface s0/0/0
BOG1(config-router)#

Configuracion BOG2

BOG2>ena

BOG2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOG2(config)#router rip
BOG2(config-router)#version 2
BOG2(config-router)#no auto-summary
BOG2(config-router)#network 172.29.1.0
BOG2(config-router)#network 172.29.3.8
BOG2(config-router)#network 172.29.3.12
BOG2(config-router)#passive-interface g0/0
BOG2(config-router)#

Configuracion BOG3

BOG3>ena
BOG3#conf t
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Enter configuration commands, one per line. End with CNTL/Z.
BOG3(config)#router rip

BOG3(config-router)#version 2

BOG3(config-router)#no auto-summary
BOG3(config-router)#network 172.29.0.0
BOG3(config-router)#network 172.29.3.0
BOG3(config-router)#network 172.29.3.4
BOG3(config-router)#network 172.29.3.12

BOG3(config-router)#passive-interface g0/0

BOG3(config-router)#

Ruta estética ISP hacia BOG1 Y MED1 y sumarizacion de las redes

Configuracion MED1

MED1#conf t
Enter configuration commands, one per line. End with CNTL/Z.

MED1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.2

MEDZ1(config)#router rip
MED1(config-router)#default-information originate
MED1(config-router)#

Configuracion BOG1

BOG1>ENA

BOG1#conf t
Enter configuration commands, one per line. End with CNTL/Z.

BOG1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5

BOG1(config)#router rip
BOG1(config-router)#default-information originate
BOG1(config-router)#

Tabla 1: Sumarizacion red medellin 172.29.4.0/22

172 0/0/0/0/0]|1]|0|0O|0O|0|0|0O|0O|0]|0|0 172.29.4.0/25
172 0/0/0/0/0]/1]|0/0]1]|0|0/0/0]|0]|0|0 172.29.4.128/25
172 0/0/0/0/0|1]|1|/0|0|0]|0|0|0O]1]|0|0 172.29.6.4/30
172 0/0/0/0/0|1]|1/0/0|0]0|0(1]|0]|0|0 172.29.6.8/30
172 0/0/0/0/0|1]|1/0/0]|0]0|0f1]1]|0/0 172.29.6.12/30
172 0/0/0/0/0]1]|1/0|0|0|0|0|0O|0]|0|0 172.29.6.0/30
172 0/0]0/0/0|1/0/0/0]|0]|0|0|0|0]0|0 1172.29.4.0/22 |
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Tabla 2: Sumarizacion red bogota 172.29.0.0/22

172 0 [0|0O|O|O|O|O|0O|0O|0|0O|0O|0O|O|0O|O 172.29.0.0/25

172 0 |0|/0|0|0|0O|0(1|0|0(0|O|0|0O|0O]|0O 172.29.1.0/24

172 0 [0|0O|O|O|0O|1]|1]|0|0|0|0|1|21(0|0 172.29.3.12/30
172 0 |0|0|0|0|0O|1(1|0|0(0|0O|1]/0|0]|0O 172.29.3.8/30

172 0 [0|0O|O|O|0O|1]|1]|0|0|0|0|0|0O|0O|O 172.29.3.0/30

172 0 ([0|0O|O|O|0O|1]|1]|0|0|0|0|0|1|0|0 172.29.3.4/30

172 0 |[0j0/0j0O|O|0O(O|0O|0O(O|O|0O|0O|0O]|O \172.29.0.0/22\
Configuracién ISP

ISP>ena

ISP#conf t

ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6

TABLA DE ENRUTAMIENTO
Verificacion tabla de enrutamiento

Configuracion MED1

MED1>ena
MED1#sh ip route

Gateway of last resort is 209.17.220.2 to network 0.0.0.0

172.29.0.0/30 is subnetted, 4 subnets
C 172.29.6.0 is directly connected, Serial0/0/0

R 172.29.6.4 [120/1] via 172.29.6.9, 00:00:14, Serial0/1/1

[120/1] via 172.29.6.14, 00:00:14, Serial0/0/1
[120/1] via 172.29.6.2, 00:00:15, Serial0/0/0

C 172.29.6.8 is directly connected, Serial0/1/1

C 172.29.6.12 is directly connected, Serial0/0/1
209.17.220.0/30 is subnetted, 1 subnets

C 209.17.220.0 is directly connected, Serial0/1/0
S* 0.0.0.0/0 [1/0] via 209.17.220.2

MED?1+#sh ip route connected

C 172.29.6.0/30 is directly connected, Serial0/0/0

C 172.29.6.8/30 is directly connected, Serial0/1/1

C 172.29.6.12/30 is directly connected, Serial0/0/1
C 209.17.220.0/30 is directly connected, Serial0/1/0

Configquracion BOG1

19



BOG1>ena

BOG1#sh ip route connected

C 172.29.3.0/30 is directly connected, Serial0/0/1

C 172.29.3.4/30 is directly connected, Serial0/1/0

C 172.29.3.8/30 is directly connected, Serial0/1/1

C 209.17.220.4/30 is directly connected, Serial0/0/0

Verificar el balanceo de carga en routers

Configuracion BOG1

BOG1>ena
BOG1#sh ip route

Gateway of last resort is 209.17.220.5 to network 0.0.0.0

172.29.0.0/30 is subnetted, 4 subnets

C 172.29.3.0 is directly connected, Serial0/0/1

C 172.29.3.4 is directly connected, Serial0/1/0

C 172.29.3.8 is directly connected, Serial0/1/1

R 172.29.3.12 [120/1] via 172.29.3.10, 00:00:22, Serial0/1/1
[120/1] via 172.29.3.6, 00:00:24, Serial0/1/0

[120/1] via 172.29.3.2, 00:00:24, Serial0/0/1
209.17.220.0/30 is subnetted, 1 subnets

C 209.17.220.4 is directly connected, Serial0/0/0

S* 0.0.0.0/0 [1/0] via 209.17.220.5

Configuracion MED1
MED1>ena
MED1#sh ip route

Gateway of last resort is 209.17.220.2 to network 0.0.0.0

172.29.0.0/30 is subnetted, 4 subnets

C 172.29.6.0 is directly connected, Serial0/0/0

R 172.29.6.4 [120/1] via 172.29.6.9, 00:00:14, Serial0/1/1
[120/1] via 172.29.6.14, 00:00:14, Serial0/0/1

[120/1] via 172.29.6.2, 00:00:15, Serial0/0/0

C 172.29.6.8 is directly connected, Serial0/1/1

C 172.29.6.12 is directly connected, Serial0/0/1
209.17.220.0/30 is subnetted, 1 subnets

C 209.17.220.0 is directly connected, Serial0/1/0
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S*0.0.0.0/0 [1/0] via 209.17.220.2

Observar conexién de routers BOG1 Y MED1

Redes conectadas directas y recibidas mediante RIP
Configuracion MED2

MED2#sh ip rip database

0.0.0.0/0 auto-summary

0.0.0.0/0

[1] via 172.29.6.1, 00:00:27, Serial0/0/0

172.29.6.0/30 auto-summary

172.29.6.0/30 directly connected, Serial0/0/0

172.29.6.4/30 auto-summary

172.29.6.4/30 directly connected, Serial0/0/1

172.29.6.8/30 auto-summary

172.29.6.8/30

[1] via 172.29.6.6, 00:00:09, Serial0/0/1 [1] via 172.29.6.1, 00:00:27, Serial0/0/0
172.29.6.12/30 auto-summary

172.29.6.12/30

[1] via 172.29.6.6, 00:00:09, Serial0/0/1 [1] via 172.29.6.1, 00:00:27, Serial0/0/0
MED2#

Configuracién BOG2

BOG2>ena

BOG2#sh ip rip database

0.0.0.0/0 auto-summary

0.0.0.0/0

[1] via 172.29.3.9, 00:00:25, Serial0/0/0

172.29.3.0/30 auto-summary

172.29.3.0/30

[1] via 172.29.3.9, 00:00:25, Serial0/0/0 [1] via 172.29.3.14, 00:00:07, Serial0/0/1
172.29.3.4/30 auto-summary

172.29.3.4/30

[1] via 172.29.3.9, 00:00:25, Serial0/0/0 [1] via 172.29.3.14, 00:00:07, Serial0/0/1
172.29.3.8/30 auto-summary

172.29.3.8/30 directly connected, Serial0/0/0

172.29.3.12/30 auto-summary

172.29.3.12/30 directly connected, Serial0/0/1

BOG2#
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Rutas redundantes en los routers

Configuracion BOG1

BOG1>ena

BOG1#sh ip route r

172.29.0.0/30 is subnetted, 4 subnets

R 172.29.3.12 [120/1] via 172.29.3.10, 00:00:15, Serial0/1/1
[120/1] via 172.29.3.6, 00:00:24, Serial0/1/0

[120/1] via 172.29.3.2, 00:00:24, Serial0/0/1
209.17.220.0/30 is subnetted, 1 subnets

BOG1#

Configuracion MED1

MED1>ena

MED1+#sh ip route r

172.29.0.0/30 is subnetted, 4 subnets

R 172.29.6.4 [120/1] via 172.29.6.9, 00:00:10, Serial0/1/1
[120/1] via 172.29.6.14, 00:00:10, Serial0/0/1

[120/1] via 172.29.6.2, 00:00:10, Serial0/0/0
209.17.220.0/30 is subnetted, 1 subnets

MED1#

El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente
conectadas.

Configuracion ISP

ISP#sh ip route static

172.29.0.0/22 is subnetted, 2 subnets
S 172.29.0.0 [1/0] via 209.17.220.6

S 172.29.4.0 [1/0] via 209.17.220.2
ISP#
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Tabla 3: interfaces de cada router
ROUTER |INTERFAZ
SERIALO/0/1; SERIALO/1/0;
Bogotal |SERIALO/1/1
Bogota2 |SERIAL0/0/0; SERIALO/0/1

SERIALO/0/0; SERIALO/0/1;
Bogota3 | SERIALO/1/0
SERIALO/0/0; SERIALO/0/1;

Medellinl | SERIALO/1/1
Medellin2 | SERIALO/0/0; SERIALO0/0/1

SERIALO/0/0; SERIALO/0/1;
Medellin3 | SERIALO0/1/0
ISP No lo requiere

Verificacion de protocolo RIP

Se realiza la validacién principal del protocolo RIP version 2 donde se denotan las
redes adyacentes conectas con su respectiva interfaz pasiva en los router de la red
MEDELLIN y BOGOTA.

Informacién de RIP MED1

router rip

version 2

passive-interface Serial0/1/0
network 172.29.0.0
default-information originate
no auto-summary

Informacién de RIP MED2

router rip

version 2

passive-interface FastEthernet0/0
network 172.29.0.0

no auto-summary

Informacién de RIP MED3

router rip
version 2
passive-interface FastEthernet0/0
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network 172.29.0.0
no auto-summary

Informacién de RIP BOG1

router rip

version 2

passive-interface Serial0/0/0
network 172.29.0.0
default-information originate

no auto-summary
|

Informacién de RIP BOG2

router rip

version 2

passive-interface FastEthernet0/0
network 172.29.0.0

no auto-summary
|

Informacién de RIP BOG3

router rip

version 2

passive-interface FastEthernet0/0
network 172.29.0.0

no auto-summary
|

Verificacion y documentacién de base de datos RIP

Informacién router MED1

MED1>ena

MED1#sh ip route r

172.29.0.0/30 is subnetted, 4 subnets

R 172.29.6.4 [120/1] via 172.29.6.9, 00:00:25, Serial0/1/1 -->CONEXION A MED3
[120/1] via 172.29.6.14, 00:00:25, Serial0/0/1 --=>CONEXION A MED3

[120/1] via 172.29.6.2, 00:00:09, Serial0/0/0 --=>CONEXION A MED2
209.17.220.0/30 is subnetted, 1 subnets ==>CONEXION A ISP
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Informacién router MED?2

MEDZ2#sh ip route r

172.29.0.0/30 is subnetted, 4 subnets

R 172.29.6.8 [120/1] via 172.29.6.1, 00:00:22, Serial0/0/0===>CONEXION A MED1
[120/1] via 172.29.6.6, 00:00:20, Serial0/0/1

R 172.29.6.12 [120/1] via 172.29.6.6, 00:00:20, Serial0/0/1

[120/1] via 172.29.6.1, 00:00:22, Serial0/0/0 -=>CONEXION A MED3

R* 0.0.0.0/0 [120/1] via 172.29.6.1, 00:00:22, Serial0/0/0-=>CONEXION A ISP

Informacién router MED3

MED3#sh ip route r

172.29.0.0/30 is subnetted, 4 subnets

R 172.29.6.0 [120/1] via 172.29.6.5, 00:00:12, Serial0/0/1 -=>CONEXION A MED2

[120/1] via 172.29.6.13, 00:00:03, Serial0/0/0 =>CONEXION A MED2 via a MED1

[120/1] via 172.29.6.10, 00:00:03, Serial0/1/1

R* 0.0.0.0/0 is possibly down, routing via 172.29.6.13, Serial0/0/0-=>CONEXION A
ISP

R* 0.0.0.0/0 is possibly down, routing via 172.29.6.10, Serial0/1/1==>CONEXION A
ISP

Informacién router BOG1

BOG1#sh ip route r

172.29.0.0/30 is subnetted, 4 subnets

R 172.29.3.12 [120/1] via 172.29.3.6, 00:00:04, Serial0/1/0-->CONEXION A BOG3
[120/1] via 172.29.3.2, 00:00:04, Serial0/0/1:=>CONEXION A BOG3

[120/1] via 172.29.3.10, 00:00:23, Serial0/1/1-->CONEXION A BOG2
209.17.220.0/30 is subnetted, 1 subnets ==>CONEXION A ISP

Informacién router BOG2

BOG2#sh ip route r

172.29.0.0/30 is subnetted, 4 subnets

R 172.29.3.0 [120/1] via 172.29.3.9, 00:00:19, Serial0/0/0==>=CONEXION A BOG1
[120/1] via 172.29.3.14, 00:00:20, Serial0/0/1

R 172.29.3.4 [120/1] via 172.29.3.9, 00:00:19, Serial0/0/0==>CONEXION A BOG3
[120/1] via 172.29.3.14, 00:00:20, Serial0/0/1 =>CONEXION A ISP

Informacion router BOG3

BOG3#sh ip route r
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172.29.0.0/30 is subnetted, 4 subnets

R 172.29.3.8 [120/1] via 172.29.3.1, 00:00:24, Serial0/0/1-=>CONEXION A BOG1
[120/1] via 172.29.3.13, 00:00:11, Serial0/0/0--=>CONEXION A BOG2

[120/1] via 172.29.3.5, 00:00:24, Serial0/1/0--=>CONEXION A BOG1

Encapsulamiento y autenticacion ppp

Autenticacién PAT en router

Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado
con autenticacion PAT.

Configuracion ISP

ISP>ena

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username MED1 password 12345

ISP(config)#int s0/0/1

ISP(config-if)#encapsulation ppp

ISP (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to down

ISP (config-if)y#ppp authentication pap

ISP (config-if)y#ppp pap sent-username ISP password 12345
ISP (config-if)#

Configuracion MED1

MED1>ena

MED1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MED1(config)#username ISP password 12345

MED1(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to down

MED21(config)#int s0/1/0

MED1(config-if)#encapsulation ppp

MED1(config-if)#ppp authentication pap

MED1(config-if)y#ppp pap sent-username MED1 password 12345

MED21(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to up
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MED1#ping 209.17.220.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 209.17.220.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
MED1#

Autenticacion CHAP en router

Configuracion ISP

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#username BOGL1 password 12345

ISP(config)#int s0/0/0

ISP(config-if)#encapsulation ppp

ISP (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

ISP (config-if)#ppp authentication chap

ISP (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed
state to up

Configuracion BOG1

BOG1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOG1(config)#username ISP password 12345

BOG1(config)#int s0/0/0

BOG1(config-if)#encapsulation ppp

BOG1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

BOG1(config-ify#ppp authentication chap

BOG1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Configuracion de PAT

En la topologia, si se activa NAT en cada equipo de salida (Bogotal y Medellinl),
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los routers internos de una ciudad no podran llegar hasta los routers internos en el
otro extremo, so6lo existira comunicacion hasta los routers Bogotal, ISP y Medellinl.

Configuracién NAT en router MED1

Configuracion MED1

MED1>ena

MED1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MED1(config)#ip nat inside source list 1 interface s0/1/0 overload
MED1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
MED1(config)#int s0/1/0

MED1(config-if)#ip nat outside

MED1(config-if)#int sO/0/0

MED1(config-if)#ip nat inside

MED1(config-if)#int sO/1/1

MED1(config-if)#ip nat inside

MED1(config-if)#int sO/0/1

MED1(config-if)#ip nat inside

MED21(config-if)#

Configuracién NAT en router BOG1

Configuracion BOG1

BOG1>ENA

BOG1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOG1(config)#ip nat inside source list 1 interface s0/0/0 overload
BOG1(config)#access-list 1 permit 172.29.0.0 0.0.3.255
BOG1(config)#int s0/0/0

BOG1(config-if)#ip nat outside

BOG1(config-if)#int sO/0/1

BOG1(config-if)#ip nat inside

BOG1(config-if)#int sO/1/0

BOG1(config-if)#ip nat inside

BOG1(config-if)#int sO/1/1

BOG1(config-if)#ip nat inside

BOG1(config-if)#

Configuracién de servicio DHCP
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Configuracién DHCP entre redes LAN conectadas en MED2 y MED3

Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

Configuracion MED2

MED2>ena

MED2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDZ2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.6
MED2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.134
MED?2(config)#ip dhcp pool MED2
MED2(dhcp-config)#network 172.29.4.0 255.255.255.128
MED2(dhcp-config)#default-router 172.29.4.1
MED2(dhcp-config)#dns-server 10.10.10.10
MEDZ2(dhcp-config)#exit

MED2(config)#ip dhcp pool MED3

MED2(dhcp-config)#network 172.29.4.128 255.255.255.128
MED2(dhcp-config)#default-router 172.29.4.129
MED2(dhcp-config)#dns-server 10.10.10.10
MED2(dhcp-config)#exit

MED?2(config)#

Configuracion MED3

MED3>ENA

MED3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MED3(config)#int f0/0

MED3(config-if)#ip helper-address 172.29.6.5
MED3(config-if)#

Configuracién DHCP entre redes LAN conectadas en BOG2 y BOG3

Configurar la red Bogota2 y Bogota3 donde el router Bogota2 debe ser el servidor
DHCP para ambas redes Lan.

Configquracion BOG?2

BOG2>ena
BOG2#conf t
Enter configuration commands, one per line. End with CNTL/Z.
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BOG2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.6
BOG2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.6
BOG2(config)#ip dhcp pool BOG2
BOG2(dhcp-config)#network 172.29.1.0 255.255.255.0
BOG2(dhcp-config)#default-router 172.29.1.1
BOG2(dhcp-config)#dns-server 10.10.10.10
BOG2(dhcp-config)#ip dhcp pool BOG3
BOG2(dhcp-config)#network 172.29.0.0 255.255.255.0
BOG2(dhcp-config)#default-router 172.29.0.1
BOG2(dhcp-config)#dns-server 10.10.10.10
BOG2(dhcp-config)#EXIT

BOG2(config)#

Configuracion BOG3

BOG3>ENA

BOG3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOG3(config)#int g0/0

BOG3(config-if)#ip helper-address 172.29.3.13
BOG3(config-if)#exit

BOG3(config)#
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Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogotd y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas

aspectos que forman parte de la topologia de red.

Imagen 2: Topologia

VLAN Direccionamiento

Internet 30 192.168.30.0/24

Nombre
Administracion

40 192.168.40.0/24

Mercadeo

200 192.168.200.0/24

Mantenimiento

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

FO/0 Buenos Aires

192.168.99.3

Configurar el direccionamiento IP acorde con la topologia de red para cada uno de

los dispositivos que forman parte del escenario

Configuracion R1

Router>ena
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Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA

BOGOTA(config)#no ip domain-lookup
BOGOTA(config)#enable secret securityl
BOGOTA(config)#line con O

BOGOTA(config-line)#password security2
BOGOTA(config-line)#login

BOGOTA(config-line)#service password-encryption
BOGOTA(config)#banner motd #ACCESO RESTRINGIDO SOLO PERSONAL
AUTORIZADO#

BOGOTA(config)#line vty 0 15
BOGOTA(config-line)#password security3
BOGOTA(config-line)#login

BOGOTA(config)#

BOGOTA(config)#int s0/0/0

BOGOTA(config-if)#ip add 172.31.21.1 255.255.255.252
BOGOTA(config-if)#clock rate 128000

BOGOTA(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BOGOTA(config-if)#

Configuraciéon R2

Router>ena

Router#conf

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MIAMI

MIAMI(config)#no ip domain-lookup

MIAMI(config)#enable secret securityl

MIAMI(config)#line con O

MIAMI(config-line)#password security2
MIAMI(config-line)#login

MIAMI(config-line)#service password-encryption
MIAMI(config)#banner motd #ACCESO RESTRINGIDO SOLO PERSONAL
AUTORIZADO#

MIAMI(config)#line vty 0 15

MIAMI(config-line)#password security3
MIAMI(config-line)#login

MIAMI(config)#

MIAMI(config)#int lo0

MIAMI(config-if)#

32



%LINK-5-CHANGED: Interface LoopbackO, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface LoopbackO, changed state
to up

MIAMI(config-if)#ip add 10.10.10.10 255.255.255.255

MIAMI(config-if)#no shut

MIAMI(config-if)#int sO/0/0

MIAMI(config-if)#ip add 172.31.23.1 255.255.255.252

MIAMI(config-if)#clock rate 128000

MIAMI(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MIAMI(config-if)#int s0/0/1

MIAMI(config-if)#ip add 172.31.21.2 255.255.255.252

MIAMI(config-if)#no shut

MIAMI(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
MIAMI(config-if)#int gO/0

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

MIAMI(config-if)#ip add 209.165.200.225 255.255.255.248

MIAMI(config-if)#no shut

MIAMI(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

MIAMI(config-if)#

Configuraciéon R3

Router>ena

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BUENOSAIRES
BUENOSAIRES>ena

BUENOSAIRES#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BUENOSAIRES(config)#no ip domain-lookup
BUENOSAIRES(config)#enable secret securityl
BUENOSAIRES(config)#line con 0
BUENOSAIRES(config-line)#password security2
BUENOSAIRES(config-line)#login
BUENOSAIRES(config-line)#service password-encryption
BUENOSAIRES(config)#banner motd #ACCESO RESTRINGIDO SOLO
PERSONAL AUTORIZADO#
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BUENOSAIRES(config)#line vty 0 15

BUENOSAIRES(config-line)#password security3
BUENOSAIRES(config-line)#login

BUENOSAIRES(config)#

BUENOSAIRES(config)#int Lo4

BUENOSAIRES(config-if)#

%LINK-5-CHANGED: Interface Loopback4, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state
to up

BUENOSAIRES(config-if)#ip address 192.168.4.1 255.255.255.0
BUENOSAIRES(config-if)#no shut

BUENOSAIRES(config-if)#int Lo5

BUENOSAIRES(config-if)#

%LINK-5-CHANGED: Interface Loopback5, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state
to up

BUENOSAIRES(config-if)#ip address 192.168.5.1 255.255.255.0
BUENOSAIRES(config-if)#no shut

BUENOSAIRES(config-if)#int Lo6

BUENOSAIRES(config-if)#

%LINK-5-CHANGED: Interface Loopback6, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state
to up

BUENOSAIRES(config-if)#ip address 192.168.6.1 255.255.255.0
BUENOSAIRES(config-if)#no shut

BUENOSAIRES(config-if)#exit

BUENOSAIRES(config)#int s0/0/1

BUENOSAIRES(config-if)#ip address 172.31.23.2 255.255.255.252
BUENOSAIRES(config-if)#no shut

BUENOSAIRES(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

BUENOSAIRES(config-if)#

Configuracion Switches

Configuracion S1

Switch>ena
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Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1

S1(config)#no ip domain-lookup

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#enable secret securityl

S1(config)#line con 0

S1(config-line)#password security2

S1(config-line)#login

S1(config-line)#service password-encryption
S1(config)#banner motd #ACCESO RESTRINGIDO SOLO
AUTORIZADO#

S1(config)# S1#

%SYS-5-CONFIG_I: Configured from console by console
S1#copy running-config start

Destination filename [startup-config]?

Building configuration...

[OK]

S1#

Configuraciéon S3

Switch>ena

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Switch(config)#hostname S3

S3(config)#enable secret securityl

S3(config)#line con 0

S3(config-line)#password security2

S3(config-line)#login

S3(config-line)#service password-encryption
S3(config)#banner motd #ACCESO RESTRINGIDO SOLO
AUTORIZADO#

S3(config)# S3#

%SYS-5-CONFIG_I: Configured from console by console

S3#copy running-config start
Destination filename [startup-config]?
Building configuration...

[OK]

S3#
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Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

Tabla 4: OSPFv2 area 0O

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 5555
Router ID R3 3888

Configurar todas las interfaces
LAN como pasivas

Establecer el ancho de banda

para enlaces seriales en 256 Kb/s
Ajustar el costo en la métrica de
S0/0 a 9500

Configuracion R1

BOGOTA>ena

BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#router ospf 1
BOGOTA(config-router)#router-id 1.1.1.1
BOGOTA(config-router)#network 172.31.21.0 0.0.0.3 area 0
BOGOTA(config-router)#network 192.168.30.0 0.0.0.255 area 0
BOGOTA(config-router)#network 192.168.40.0 0.0.0.255 area 0
BOGOTA(config-router)#network 192.168.200.0 0.0.0.255 area 0
BOGOTA(config-router)#passive-int f0/0.30
BOGOTA(config-router)#passive-int f0/0.40
BOGOTA(config-router)#passive-int f0/0.200
BOGOTA(config-router)#int s0/0/0
BOGOTA(config-if)#bandwidth 256

BOGOTA(config-if)#ip ospf cost 9500

BOGOTA(config-if)#int s0/0/1

BOGOTA(config-ify#bandwidth 256

BOGOTA(config-if)#exit

BOGOTA(config)#

Configuraciéon R2

MIAMI>ena
MIAMI#conf t
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Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#router ospf 1

MIAMI(config-router)#router-id 5.5.5.5

MIAMI(config-router)#network 209.165.200.224 0.0.0.7 area 0
MIAMI(config-router)#network 172.31.23.0 0.0.0.3 area 0
MIAMI(config-router)#network 172.31.21.0 0.0.0.3 area 0

MIAMI(config-router)#

01:31:41: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1 from LOADING
to FULL, Loading Done

MIAMI(config-router)#network 10.10.10.10 0.0.0.3 area 0
MIAMI(config-router)#passive-interface g0/1

MIAMI(config-router)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to down

01:33:11: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1 from FULL to
DOWN, Neighbor Down: Interface down or detached

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

01:33:21: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1 from LOADING
to FULL, Loading Done

MIAMI(config-router)#exit

MIAMI(config)#int sO/0/0

MIAMI(config-if)y#bandwidth 256

MIAMI(config-if)#ip ospf cost 9500

MIAMI(config-if)#int s0/0/1

MIAMI(config-ify#bandwidth 256

MIAMI(config-if)#exit

MIAMI(config)#

Configuraciéon R3

BUENOSAIRES>ena

BUENOSAIRES#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BUENOSAIRES(config)#router ospf 1
BUENOSAIRES(config-router)#router-id 8.8.8.8
BUENOSAIRES(config-router)#network 172.31.23.0 0.0.0.3 area 0
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BUENOSAIRES(config-router)#network 192.168.4.0 0.0.0.255 area O
BUENOSAIRES(config-router)#network 192.168.5.0 0.0.0.255 area O
BUENOSAIRES(config-router)#network 192.168.6.0 0.0.0.255 area 0
BUENOSAIRES(config-router)#int s0/0/0
BUENOSAIRES(config-if)#bandwidth 256
BUENOSAIRES(config-if)#ip ospf cost 9500
BUENOSAIRES(config-if)#int s0/0/1
BUENOSAIRES(config-if)#bandwidth 256
BUENOSAIRES(config-if)#exit

BUENOSAIRES(config)#

Verificar informacion de OSPF

Visualizar tablas de enrutamiento y routers conectados por OSPFv2

Neighbor ID Pri State Dead Time Lddress Interface
5.5.5.5 o] FULLS - 00:00:38 172.31.21.2 Seriald/0/0
BOGOTAS

MIAMIfshow ip ospf neighbor

Neighbor ID Pri State Dead Time Rddress Interface
1.1.1.1 a FULL, - 00:-00:-38 172.31.21.1 Seriald/sa/1
g.3.8.8 a FULLS - 00:00:3%9 172.31.23.2 Seriald/sas0
MuTaMT 2l
Neighkor ID Pri State Dead Time Zddress
Interface
5.5.5.5 a FOLLYS - a0:-00:35 172.31.23.1
Seriald/sorl

BUENOSLIRESH

Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de
cada interface
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HIAMIgshow ip ospf interface

GFigabitEthernetl/]l is up, line protococl is up
Internet address is 205%_1€5_200_225/25, RArea 0
Process ID 1, Router ID 5.5.5.5, Metwork Type BRORDCAST, Cost: 1
Transmit Delay is 1 sec, State WAITING, Priority 1
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
HNo Hellos (Passive interface)
Index 171, £lood gueue length 0
Next 0x0(0) /0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Heighbor Count is 0, &djacent neighbor count is 0
Suppress hello for 0 neighboris)
Loopbackd is up, line protocol is up
Internet address is 10_.10_10_.10/32, Area 0
Process ID 1, Router ID 5.5.5.5, Metwork Type LOOPBACE, Cost: 1
Loopback interface is treated as a stub Host
Seriald/0/1 is up, line protocol is up
Internet address is 172.31.21.2/30, RArea 0
Process ID 1, Router ID 5.5.5.5, Metwork Type POINT-TO-BOINT, Cost: 350
Transmit Delay is 1 sec, State POINT-TO-POINT, PFriority O
HNo designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:03
Index 2/3, flood gqueue length 0O
Next 0x04(0)/0x0({0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Heighbor Count is 1 , Rdjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Seriald/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Router ID 5.5.5.5, Metwork Type POINT-TO-POINT, Cost:
Transmit Delay is 1 sec, State POINT-TCO-POINT, Prioritcy O

Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.
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HIZMTIgshow ip protocols

Routing Protocol is "ospf 1™
Cutgoing update £ilter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bouter ID 5.5.5.5
Number of areas imn this router is 1. 1 normal 0 stub 0 nssa
Haximim path: 4
Routing for Metworks:
20%.1€5.200.224 0.0.0.7 area 0
172.31.21.0 0.0.0.3 area 0
10.10.10.8 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
Passive Interface(s):
FigabitEthernet(/1
Routing Information Sources:

Fateway Distance Last Update
1.1.1.1 11a 00:00:18
5.5.5.5 11a 00:00:18
g.8.8.8 11a Oo:oo0:-12
Distance: (default is 110)
MIAMT#

Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

Configuracion S1

S1>ena

Password:

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30

S1(config-vlan)#name Administrador
S1(config-vlan)#exit

S1(config)#vlan 40

S1(config-vlan)#name Mercadeo
S1(config-vlan)#exit

S1(config)#vlan 200

S1(config-vlan)#name Mantenimiento
S1(config-vlan)#exit

S1(config)#int range faO/1
S1(config-if-range)#switchport mode access
S1(config-if-range)#switchport access vlan 30
S1(config-if-range)#exit

S1(config)#

S1(config)#int f0/3
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S1(config-if)y#switchport mode trunk
S1(config-if)#switchport trunk native vlian 1
S1(config-if)#end

S1(config)#int vlan 200

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shut

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1
S1(config)#int f0/24
S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#no shut

S1(config-if)#exit

S1(config)#

Configuraciéon S3

S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30

S3(config-vlan)#name Administrador
S3(config-vlan)#exit

S3(config)#vlan 40

S3(config-vlan)#name Mercadeo
S3(config-vlan)#exit

S3(config)#vlan 200

S3(config-vlan)#name Mantenimiento
S3(config-vlan)#exit

S3(config)#int range fa0/1
S3(config-if-range)#switchport mode access
S3(config-if-range)#switchport access vlan 40
S3(config-if-range)#exit

S3(config)#

S3(config)#int f0/3

S3(config-if)y#switchport mode trunk
S3(config-if)#switchport trunk native 1
S3(config-if)#exit

S3(config)#int vlan 200

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#no shut

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.99.1
S3(config)#
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Configuracion de Encapsulamiento.

BOGOTA(config)#int f0/0

BOGOTA(config-if)#int f0/0.30
BOGOTA(config-subif)#description Administracion LAN
BOGOTA(config-subify#encapsulation dotlq 30
BOGOTA(config-subif)#ip address 192.168.30.1 255.255.255.0
BOGOTA(config-subif)#int f0/0.40
BOGOTA(config-subif)#description Mercadeo LAN
BOGOTA(config-subify#encapsulation dotlq 40
BOGOTA(config-subif)#ip address 192.168.40.1 255.255.255.0
BOGOTA(config-subif)#int f0/0.200
BOGOTA(config-subif)#description Mantenimiento LAN
BOGOTA(config-subif)y#encapsulation dotlq 200
BOGOTA(config-subif)#ip address 192.168.200.1 255.255.255.0
BOGOTA(config-subif)#

En el Switch 3 deshabilitar DNS lookup
S3(config)#no ip domain-lookup
5. Asignar direcciones IP a los Switches acorde a los lineamientos.

Configuracion S1

Sil#conf t

S1(config)#int vian 1

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shut

S1(config-if)#exit

S1(config)#

Configuracion S3

S3#conf t

S3(config)#int vlan 1

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#no shut

S3(config-if)#exit

S3(config)#

6.Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
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Configuracion S1

Sl#conft

S1(config)#

S1(config)#int range f0/2, f0/4-23, g0/1-2
S1(config-if-range)#shut
S1(config-if-range)#

Configuraciéon S3

S3#conf t

S3(config)#

S3(config)#int range f0/2, f0/4-24, g0/1-2
S3(config-if-range)#shut
S3(config-if-range)#end

S3#

Implement DHCP and NAT for IPv4
Configurar R1 como servidor DHCP para las VLANs 30y 40.

Configuraciéon R1

BOGOTA>ena

BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip dhcp pool vlan30
BOGOTA(dhcp-config)#network 192.168.30.0 255.255.255.0
BOGOTA(dhcp-config)#default-router 192.168.30.1
BOGOTA(dhcp-config)#ip dhcp pool vian40
BOGOTA(dhcp-config)#network 192.168.40.0 255.255.255.0
BOGOTA(dhcp-config)#default-router 192.168.40.1
BOGOTA(dhcp-config)#ip dhcp pool vian200
BOGOTA(dhcp-config)#network 192.168.200.0 255.255.255.0
BOGOTA(dhcp-config)#default-router 192.168.200.1
BOGOTA(dhcp-config)#exit

BOGOTA(config)#

Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones
estéticas.
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Configuracion R1

BOGOTA(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
BOGOTA(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
BOGOTA(config)#

Configurar NAT en R2 para permitir que los host puedan salir a internet

Configuracion R2

MIAMI(config)#ip access-list extended INTERNET

MIAMI(config-ext-nacl)#remark permit local lan to use nat
MIAMI(config-ext-nacl)#permit ip 192.168.30.0 0.0.0.255 any
MIAMI(config-ext-nacl)#permit ip 192.168.40.0 0.0.0.255 any
MIAMI(config-ext-nacl)#exit

MIAMI(config)#ip nat pool MIAMI-pool 209.165.200.225 209.165.200.228 netmask
255.255.255.248

MIAMI(config)#ip nat inside source list INTERNET pool MIAMI-pool
MIAMI(config)#int 100

MIAMI(config-if)#

%LINK-5-CHANGED: Interface LoopbackO, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface LoopbackO, changed state
to up

MIAMI(config-if)#ip nat inside

MIAMI(config-if)#int s0/0/1

MIAMI(config-if)#ip nat outside

MIAMI(config-if)#

Configurar al menos dos listas de acceso de tipo estdndar a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.

Configuraciéon R2

MIAMI(config)#access-list 1 permit 192.168.99.0 0.0.0.255
MIAMI(config)#access-list 1 deny 192.168.40.0 0.0.0.255

Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio
en para restringir o permitir trafico desde R1 o R3 hacia R2.

Configuracion R2
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MIAMI(config)#router rip

MIAMI(config-router)#version 2

MIAMI(config-router)#do show ip route connected

C 172.31.21.0/30 is directly connected, Serial0/0/1

C 172.31.23.0/30 is directly connected, Serial0/0/0

C 209.165.200.224/29 is directly connected, GigabitEthernet0/1

MIAMI(config-router)#network 172.16.23.0
MIAMI(config-router)#network 192.168.4.0
MIAMI(config-router)#network 192.168.5.0
MIAMI(config-router)#

Verificar procesos de comunicacion y redireccionamiento de trafico en los routers
mediante el uso de Ping y Traceroute.

Imagen 3: Ping R1 aR2

BOGOTRA>ping 172 .31 .21.2

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 172.31.21.2, timecut is 2
seconds :

rrret

Success rate is 100 percent (5/5), round-trip min/avg/max = 1,/4/20
ms

BOGOTL

Imagen 4: Ping R3aR2
BUENOSAIRES=ping 172.31.23.2

Type escape seguence to abort.

Sending 5, 100-kyte ICHMP Echos to 172.31.23.2, timecut is 2
seconds:

rrrtd

Sucecess rate is 100 percent (5/5), round-trip minSavg/max = 1/1/1
ms

BUEHOSATRES:
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Imagen 5: Ping Pc internet a puerta de enlace

imate round
imum = Oms, Max

Imagen 6: Ping PCA VLAN 30 a PCC VLAN 40

B pc-a

~

Physical Canfig Desktop Programming Attributes

Command Prompt

trip times
Mazcimmam

ima oA

Minigum = lms,
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Imagen 7: Ping PCC VLAN 40 a PCA VLAN 30

CW>=PING 152.1

Pinging 152.1¢€

Approx

Minimum =

Configurar NAT en R2 para permitir que los host puedan salir a internet
User webuser privilege 15 secret security9

Ip nat pool INTERNET 209.165.200.225 209.165.200.228 netmask
255.255.255.248
Ip nat inside source list 1 pool INTERNET

Configurar al menos dos listas de acceso de tipo estdndar a su criterio en para
restringir o permitir tréfico desde R1 o R3 hacia R2.

R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255
R2(config)#

Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio
en para restringir o permitir trafico desde R1 o R3 hacia R2.

Configuraciéon R2

a7



MIAMI#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#access-list 10 permit tcp any host 209.165.200.229 eq www
MIAMI(config)#access-list 10 permit icmp any echo-reply

Verificar procesos de comunicacion y redireccionamiento de trafico en los routers
mediante el uso de Ping y Traceroute

Imagen 8: Ping S1Y R2 ,Tracer S1Y R1, Ping slyR3

¥ 51 - U

Physical Config CLI Attributes

105 Command Line Interface

L]

51>PING 172.31.21.2
Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.21_.2, timeout is 2
seconds :
rreret
Success rate is 100 percent (5/5), round-trip minfavg/max =
1/6/20 ms
Sl=tracer 15%2.l€2.30.1
Type escape seguence to abort.
Tracing the route to 18%2.1€2.30.1

1 152 .1e2.200.1 1l msec 1l msec 0 msec
Sl*ping 172.31.23.1
Type escape segquence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31.23.1, timeocut is 2
seconds :
rreet
Success rate is 100 percent (5/5), round-trip minfavg/max = 0/1/2
ms
51= hd
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Conclusiones

se obtuvo mediante la practica de los ejercicios propuestos por el curso como guia
para el manejo y configuracion de dispositivos de comunicacion se analizaron desde
el costo hasta la expansion de la red como concepto motivo por el cual se adquirié
un amplio conocimiento en enrutamiento RIP, protocolos de enrutamiento con clase
, Subneteo en las redes realizar y dar diagndsticos de fallas entre los enlaces de los
dispositivos

Con los ejercicios realizados comprendimos la informacién suministrada a lo largo
del curso con los tutoriales de la plataforma de cisco y luego llevados esos
conceptos a simulacion de escenarios en packet tracer se asimilo y manejaron los
términos adecuados para resolver detectar y solucionar las topologias propuestas
con sus debidas configuraciones como la aplicacién de seguridad en dispositivos
terminales e intermedios donde se predeterminaron diferentes opciones a aplicar
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