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RESUMEN

Con este documento que contiene un planteamiento y desarrollo del Escenariol y
Escenario2 que corresponden a redes las cuales en su topologia utilizan
dispositivos Cisco. Para cada uno de los Escenarios, se configuraron e
interconectaron cada uno de los dispositivos que compone la red, segun los
pardmetros que se encuentran en las tablas de direccionamiento, ademas de
configurar protocolos como DHCP, OSPFv2 , LISTAS DE CONTROL DE ACCESO
Filtrado de paquetes, Tipos de ACL de IPv4 de Cisco, Mascaras wildcard en ACL,
Determinar el permiso o la Denegacion, Pautas generales para la creacionde ACL,
Pautas para la colocacion de ACL y demas aspectos que hacen parte de la
configuracion de una Red.El primer paso consiste en el desarrollo del escenario 1
para lo cual se construye la red de acuerdo con la topologia planteada, luego de
esto el siguiente paso es establecer la configuracion de direccionamiento IP. El
segundo paso consiste en la configuracion de DHCP para la asignacion de
direcciones IP de manera dindmica para los dispositivos que lo necesiten. El tercer
paso consiste en configurar RIPv2 en los Router R1, R2 y R3. El cuarto paso
consiste en configurar NAT en R1 lo cual permite la comunicacion con la red
externa. Por ultimo se verifica la conectividad entre-los dispositivos, garantizando
gue se cumpla con lo planteado en este escenario.El segundo paso consiste en el
desarrollo del escenario 2 para lo cual se construyela red de acuerdo con la
topologia planteada, la cual varia sustancialmente en relacién con el escenario 1.
Asi como en el primer escenario el primer paso consiste en configurar el
direccionamiento IP. En el segundo paso se configura OSPFv2 en los Routers R1,
R2 y R3 configurando como pasivas todas las interfaces LAN, se verifica que la
configuracion de OSPF cumpla con lo planteado. Después se configuran las
VLANs 30 que corresponde a Administracion, 40 a Mercadeo y 200 a
Mantenimiento, se verifica que las VLAN estén configuradas de acuerdo con los
lineamientos establecidos. Lo siguiente es configurar DHCP y NAT y a
continuacion verificar que la comunicacion entre los dispositivos sea correcta.



INTRODUCCION

Si vemos nuestro pais necesita lideres y emprendedores en area de la tic una de
estas ramas de las Ingenieras es la de las Telecomunicaciones las redes de
comunicacién y el Internet facilité la vida para todas las personas, empresas,
organizaciones y demas actores de la humanidad que utilizan las redes para

comunicarse e interactuar.

Con este trabajo quiero dar a conocer el desarrollo de unas prueba de habilidades
practicas del curso Diplomado de Profundizacion CISCO en el cual se abordan

tematicas como:

la configuracion de los diferentes dispositivos de la marca CISCO que comprenden
Routers, Switchs, DHCP, VLAN, enlaces troncales, subinterfaces, listas de control
de acceso filtrado de paquetes, tipos de acl de ipv4 de cisco, mascaras wildcard
en acl, determinar el permiso o la denegacion, pautas generales para la
creaciénde acl, pautas para la colocacion de acl

La tecnologia de Cisco se puede utilizar en diferentes entornos como en el hogar,
oficinas, centros comerciales, aeropuertos, entre otros. Es muy probable que
cuando accedemos a una red inalambrica o WIFI, lo estemos haciendo a través de
un Router de Cisco, por la gran potencia y seguridad que ofrecen los dispositivos

de esta compafiia son sin duda la marca lider a nivel mundial en este sector.
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Escenariol

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos

de enrutamiento y demas aspectos que forman parte de la topologia de red.
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1.1. (Caicedo, 2001)Desarrollo Escenario

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo,

habilitar el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red

LAN y a los routers 3 de cada ciudad.

1.1.1. Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

e Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

ISP

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 209.17.220.1 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Router(config-if)#

Router(config-if)#int s0/0/1

Router(config-if)#ip address 209.17.220.5 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#
Router(config-if)#



MEDELLIN 1

Medelin 1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 209.17.220.2 255.255.255.252

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed

state to up

Router(config-if)#int s0/0/1
Router(config-if)#ip address 172.29.6.1 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#int s0/1/0

Router(config-if)#ip address 172.29.6.9 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Router(config-if)#int s0/1/1

Router(config-if)#ip address 172.29.6.13 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shutdown

10



%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Router(config-if)#

MEDELLIN 2

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.6.2 255.255.255.252

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol-on Interface Serial0/0/0, changed

state to up

Router(config-if)#

Router(config-if)#int s0/0/1

Router(config-if)#ip address 172.29.6.5 255.255.255.252
Router(config-if)#clock rate 4000000
Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#int g0/0
Router(config-if)#ip address 172.29.4.1 255.255.255.128

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

11



%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

MEDELLIN 3

Router>

Router>EN

Router#en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.6.10 255.255.255.252

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed

state to up

Router(config-if)#int s0/0/1
Router(config-if)#ip address 172.29.6.14 255.255.255.252

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

Router(config-if)#int

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed

state to up

12



% Invalid input detected at '~ marker.
Router(config-if)#int s0/1/0

Router(config-if)#

Router(config-if)#ip address 172.29.6.6 255.255.255.252

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed

state to up

Router(config-if)#int g0/0
Router(config-if)#ip address 172.29.4.129 255.255.255.128

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,

changed state to up
BOGOTA1

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 209.17.220.6 255.255.255.252
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

13



Router(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed

state to up

Router(config-if)#int s0/0/1
Router(config-if)#ip address 172.29.3.9 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shutdow

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#

Router(config-if)#int s0/1/0

Router(config-if)#ip address 172.29.3.1 255.255

A

% Invalid input detected at "~ marker.

Router(config-if)#ip address 172.29.3.1 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Router(config-if)#int s0/1/1

Router(config-if)#ip address 172.29.3.5 255.255.255.252
Router(config-if)#no shutdow

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Router(config-if)#no shutdown

Router(config-if)#int s0/1/1

Router(config-if)#ip address 172.29.3.5 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shutdown

Router(config-if)#

14



Router(config-if)#no interface

A

% Invalid input detected at '~ marker.
Router(config-if)#int s0/1/1

Router(config-if)#ip address 172.29.3.5 255.255.255.252
Router(config-if)#clock rate 4000000
Router(config-if)#no shutdown

Router(config-if)#
BOGOTA2

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.3.10 255.255.255.252

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

Router(config-if)#int s
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed

state to up

N

% Invalid input detected at ' marker.
Router(config-if)#int s0/0/1
Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down

Router(config-if)#
Router(config-if)#int sO/01

15



%Invalid interface type and number

Router(config)#int s0/0/1

Router(config-if)#ip address 172.29.3.13 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shutdown

Router(config-if)#no shutdown

Router(config-if)#

Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.1.1 255.255.255.0

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,

changed state to up
BOGOTA3

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.3.2 255.255.255.252

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

Router(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed

state to up

16



Router(config-if)#int s0/0/1
Router(config-if)#ip address 172.29.3.6 255.255.255.252

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#

Router(config-if)#int g0/0

Router(config-if)#ip address 172.29.0.1 255.255.255.0

Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

1.1.2. (Caicedo, 2001)Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnéstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, - asignar claves de

seguridad, etc).

Medellin1>en

Medellinl#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#no ip domain-lookup
Medellin1(config)#service password-encryption
Medellin1(config)#enable secret class
Medellin1(config)#banner motd #Unauthorized Acces is prohibites!#
Medellin1(config)#ip domain-name cisco.com
Medellin1(config)#line con O

Medellin1(config-line)#passwork cisco

A

% Invalid input detected at ' marker.
Medellin1(config-line)#password cisco

Medellin1(config-line)#login

17



Medellin1(config-line)#line vty 0 15
Medellin1(config-line)#password cisco
Medellin1(config-line)#login
Medellin1(config-line)#hostname Medellin1
Medellin1(config)#

Medellin1#

%SYS-5-CONFIG_I: Configured from console by console

MEDELLIN 2

outer>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#service password-encryption
Router(config)#enable secret class

Router(config)#banner motd #Unauthorized Acces is prohibites!#
Router(config)#ip domain-name cisco.com

Router(config)#line con 0

Router(config-line)#password cisco

Router(config-line)#login

Router(config-line)#line vty 0 15

Router(config-line)#password cisco

Router(config-line)#login

Router(config-line)#hostname Medellin2

Medellin2(config)#

MEDELLIN 3

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

18



Router(config)#service password-encryption
Router(config)#enable secret class
Router(config)#banner motd #Unauthorized Acces is prohibites!#
Router(config)#ip domain-name cisco.com
Router(config)#line con 0
Router(config-line)#password cisco
Router(config-line)#login
Router(config-line)#line vty 0 15
Router(config-line)#password cisco
Router(config-line)#login
Router(config-line)#hostname Medellim 3

A

% Invalid input detected at '~ marker.
Router(config-line)#hostname Medellin3
Medellin3(config)#

Medellin3(config)#

Bogota 1

Bogotal>en

Bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#no ip domain-lookup

Bogotal(config)#service password-encryption
Bogotal(config)#enable secret class

Bogotal(config)#banner motd #Unauthorized Acces is prohibites!#
Bogotal(config)#ip domain-name cisco.com

Bogotal(config)#line con 0

Bogotal(config-line)#password cisco

Bogotal(config-line)#login

19



Bogotal(config-line)#line vty 0 15
Bogotal(config-line)#password cisco
Bogotal(config-line)#login}

A

% Invalid input detected at ' marker.
Bogotal(config-line)#login
Bogotal(config-line)#hotname Bogotal
A

% Invalid input detected at '~ marker.
Bogotal(config-line)#hostname Bogotal

Bogotal(config)#
Bogota2

Router>EN

Router#en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#service password-encryption
Router(config)#enable secret class

Router(config)#banner motd #Unauthorized Acces is prohibites!#
Router(config)#ip domain-name cisco.com

Router(config)#line con 0

Router(config-line)#password cisco

Router(config-line)#login

Router(config-line)#line vty 0 15

Router(config-line)#password cisco

Router(config-line)#login

Router(config-line)#hostname Bogota2

Bogota2(config)#

Bogota 3

20



Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#service password-encryption
Router(config)#enable secret class

Router(config)#banner motd #Unauthorized Acces is prohibites!#
Router(config)#ip domain-name cisco.com

Router(config)#line con 0

Router(config-line)#password cisco

Router(config-line)#login

Router(config-line)#line vty 0 15

Router(config-line)#password cisco

Router(config-line)#login

Router(config-line)#hostname Bogota3

Bogota3(config)#

21
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1.1.3. (Caicedo, 2001)Realizar la conexion fisica de los equipos con base
en la topologia de red
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1.1.4. (Caicedo, 2001)Configurar el enrutamiento en la red usando el

protocolo RIP V2, declare la red principal, desactive la sumarizacion
automatica.

MEDELLIN 1

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto summary
Router(config-router)#do show ip route connected

C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1
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C 209.17.220.0/30 is directly connected, Serial0/0/0
Router(config-router)#nerwork 172.29.6.0

A

% Invalid input detected at ' marker.
Router(config-router)#network 172.29.6.0
Router(config-router)#network 172.29.6.8
Router(config-router)#network 172.29.6.12
Router(config-router)#passive-interface s0/0/0

Router(config-router)#
MEDELLIN 2

Router>EN

Router#en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route conneted
Translating "conneted"...domain server (255.255.255.255)
% Invalid input detected

Router(config-router)#do show ip route connected

C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/0

C 172.29.6.4/30 is directly connected, Serial0/0/1
Router(config-router)#network 172.29.4.0
Router(config-router)#network 172.29.6.0
Router(config-router)#network 172.29.6.4

Router(config-router)#passive interface g0/0

N
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% Invalid input detected at " marker.Router(config-router)#passive-interface
g0/0

Router(config-router)#
Medellin 3

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/0/0

C 172.29.6.12/30 is directly connected, Serial0/0/1
Router(config-router)#network 172.29.4.128
Router(config-router)#network 172.29.6.4
Router(config-router)#network 172.29.6.8
Router(config-router)#network 172.29.6.12
Router(config-router)#passive-interface g0/0

Router(config-router)#
BOGOTA1

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.3.0/30 is directly connected, Serial0/1/0
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C 172.29.3.8/30 is directly connected, Serial0/0/1

C 209.17.220.4/30 is directly connected, Serial0/0/0
Router(config-router)#network 172.29.3.0
Router(config-router)#network 172.29.3.8
Router(config-router)#passive-interface s0/0/0
Router(config-router)#

Router#

%SYS-5-CONFIG_I: Configured from console by console

BOGOTA 2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0

C 172.29.3.12/30 is directly connected, Serial0/0/1
Router(config-router)#network 172.29.1.0
Router(config-router)#network 172.29.3.8
Router(config-router)#network 172.29.3.12
Router(config-router)#passive-interface g0/0

Router(config-router)#
Bogota 3

Router(config-router)#router rip
Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
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C 172.29.3.0/30 is directly connected, Serial0/0/0
C 172.29.3.4/30 is directly connected, Serial0/0/1
C 172.29.3.12/30 is directly connected, Serial0/1/0
Router(config-router)#network 172.29.0.0
Router(config-router)#network 172.29.3.0
Router(config-router)#network 172.29.3.4
Router(config-router)#network 172.29.3.12
Router(config-router)#passive-interface g0/0

Router(config-router)#

1.1.5. (Caicedo, 2001)Los routers Bogotal y Medellin deberan afadir a su
configuracion de enrutamiento una ruta por defecto hacia el ISP y, a

su vez, redistribuirla dentro de las publicaciones de RIP.

Router>en

Router#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i -I1S-IS, L1 - I1S-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks

R 172.29.4.0/25 [120/1] via 172.29.6.2, 00:00:13, Serial0/0/1

R 172.29.4.128/25 [120/1] via 172.29.6.10, 00:00:00, Serial0/1/0
[120/1] via 172.29.6.14, 00:00:00, Serial0/1/1

C 172.29.6.0/30 is directly connected, Serial0/0/1

L 172.29.6.1/32 is directly connected, Serial0/0/1

R 172.29.6.4/30 [120/1] via 172.29.6.2, 00:00:13, Serial0/0/1
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[120/1] via 172.29.6.10, 00:00:00, Serial0/1/0
[120/1] via 172.29.6.14, 00:00:00, Serial0/1/1

C 172.29.6.8/30 is directly connected, Serial0/1/0
L 172.29.6.9/32 is directly connected, Serial0/1/0
C 172.29.6.12/30 is directly connected, Serial0/1/1

1.1.6. (Caicedo, 2001)EIl router ISP debera tener una ruta estatica dirigida
hacia cada red interna de Bogotda y Medellin para el caso se

sumarizan las subredes de cada uno a /22.

Router(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6 Bogotal
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2. (Caicedo, 2001)Verificar la tabla de enrutamiento en cada uno de los routers

para comprobar las redes y sus rutas.

Router>en
Router#ping 172.29.3.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.29.3.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/5/10 ms

Router#ping 209.17.220.5

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17.220.5, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Router#ping 209.17.220.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17.220.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Router#
Router#ping 172.29.6.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.29.6.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)
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Router#

2.2.1. Verificar el balanceo de carga que presentan los routers.
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2.2.3. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su
ubicacion, por tener dos enlaces de conexion hacia otro router y por la ruta por

defecto que manejan.
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3. (Caicedo, 2001)Deshabilitar la propagacién del protocolo RIP.
31l . Para no propagar las publicaciones por interfaces que no lo requieran
se debe deshabilitar la propagacion del protocolo RIP, en la siguiente
tabla se indican las interfaces de cada router que no necesitan

desactivacion.

Esto se hizo cuando configure RIP

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0; SERIALO/1/1

Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO0/0/0; SERIALO/0O/1; SERIALO/1/0

Medellinl SERIALO/0/0; SERIALO/0/1; SERIALO/1/1

Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3 SERIALO/0/0; SERIALO/0/1; SERIALO/1/0

ISP No lo requiere
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4. (Caicedo, 2001)Verificacion del protocolo RIP.

41 Verificar y documentar las opciones de enrutamiento configuradas en
los routers, como el passive interface para la conexion hacia el ISP,
la version de RIP y las interfaces que participan de la publicacion
entre otros datos.

42. (Caicedo, 2001)Verificar y documentar la base de datos de RIP de
cada router, donde se informa de manera detallada de todas las rutas

hacia cada red.

R/ esto se encuentra al principio del trabajo
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5. (Caicedo, 2001)Configurar encapsulamiento y autenticacion PPP.
51 Segun la topologia se requiere que el enlace Medellinl con ISP sea
configurado con autenticacion PAT.
52 El enlace Bogotal con ISP se debe configurar con autenticacion
CHAT.

Router#en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Medellinl

Medellin1(config)#username ISP password cisco

Medellin1(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed
state to down

Parte 5: Configurar encapsulamiento y autenticacin PPP.

A

% Invalid input detected at ‘A" marker.

Medellin1(config)#

Medellin1(config)#a. Segn la topologa se requiere que el enlace Medellnl con
ISP sea configurado con autenticacin PAT.

A

% Invalid input detected at ' marker.

Medellin1(config)#

Medellin1(config)#b. El enlace Bogotl con ISP se debe configurar con
autenticacin CHAT.

A

% Invalid input detected at ' marker.

Medellin1(config)#int sO/0/0

Medellin1(config-ify#encapsulation ppp

Medellin1(config-if)#ppp authentication ppp

A

% Invalid input detected at ' marker.

Medellin1(config-if)y#ppp authentication pap
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Medellin1(config-if)#ppp pap sent-username Medellinl password cisco
Medellin1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed

state to up

Medellin1(config-if)y#end
Medellin1#
%SYS-5-CONFIG_I: Configured from console by console

Medellin1#ping 209.17.220.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17.220.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 5/9/17 ms

Medellin1#ping 209.17.220.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17.220.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/7/18 ms

Router#en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname ISP

ISP(config)#username Medellinl password cisco

ISP (config)#int s0/0/0

ISP(config-if)#encapsulation ppp

ISP(config-if)#
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed
state to down

ISP (config-if)#ppp aauthentication pa

bogota

% Invalid input detected at ' marker.

ISP (config-if)y#ppp authentication pap

ISP (config-if)#ppp pap ?

sent-username Set outbound PAP username

ISP (config-if)#ppp pap ?

sent-username Set outbound PAP username

ISP (config-if)y#ppp pap sent-username ISP password cisco
ISP (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed

state to up

ISP(config-if)#exit

ISP(config)#username Bogotal password cisco

ISP(config)#int s0/0/1

ISP (config-if)y#encapsulation ppp

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed

state to down

Bogotal>en

Bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#hostname Bogotal
Bogotal(config)#username ISP password cisco
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Bogotal(config)#int s0/0/0

Bogotal(config-ify#encapsulation ppp

Bogotal(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed

state to up

Bogotal(config-ify#ppp authentication chap

Bogotal(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed

state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed

state to up

Bogotal(config-if)#
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6. (Caicedo, 2001) Configuracion de PAT.
6.1.1. En la topologia, si se activa NAT en cada equipo de salida (Bogotal
y Medellinl), los routers internos de una ciudad no podran llegar
hasta los routers internos en el otro extremo, sOlo existira

comunicacion hasta los routers Bogotal, ISP y Medellinl.

Medellin1>en

Medellin1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#ip nat inside source list 1 interface s0/0/0 overload
Medellin1(config)#acces-list 1 permit

A

% Invalid input detected at '~ marker.
Medellin1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
Medellin1(config)#int s0/0/0

Medellin1(config-if)#ip nat outside

Medellin1(config-if)#int s0/0/1

Medellin1(config-if)#int nat inside

A

% Invalid input detected at ' marker.

Medellin1(config-if)#ip nat inside

Medellin1(config-if)#int s0/1/0

Medellin1(config-if)#ip nat inside

Medellin1(config-if)#int sO/1/1

Medellin1(config-if)#ip nat inside

Medellin1(config-if)#
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6.1.2 (Caicedo, 2001)Después de verificar lo indicado en el paso anterior
proceda a configurar el NAT en el router Medellinl. Compruebe que la
traduccion de direcciones indique las interfaces de entrada y de salida.
Al realizar una prueba de ping, la direccion debe ser traducida
automaticamente a la direccion de la interfaz serial 0/1/0 del router

Medellinl, cémo diferente puerto
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(Caicedo, 2001)6.1.3. Proceda a configurar el NAT en el router Bogotal.
Compruebe que la traduccion de direcciones indique las interfaces de entrada y
de salida. Al realizar una prueba de ping, la direccion debe ser traducida
automaticamente a la direccion de la interfaz serial 0/1/0 del router Bogotal,

como diferente puerto

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
Router(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
Router(config)#ip dhcp pool Medellin2
Router(dhcp-config)#network 172.29.4.0 255.255.255.128
Router(dhcp-config)#default-router 172.29.4.1
Router(dhcp-config)#dns-server 8.8.8.8
Router(dhcp-config)#exit

Router(config)#ip dhcp pool Medellin3
Router(dhcp-config)#network 172.29.4.128 255.255.255.128
Router(dhcp-config)#default-router 172.29.4.129
Router(dhcp-config)#dns-server 8.8.8.8
Router(dhcp-config)#exit

Router(config)#
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7. (Caicedo, 2001)Configuracion del servicio DHCP.
7.1.1. Configurar la red Medellin2 y Medellin3 donde el router Medellin

2 debe ser el servidor DHCP para ambas redes Lan.
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Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int g 0/0

Router(config-if)#int g0/0

Router(config-if)#ip helper-address

% Incomplete command.

Router(config-if)#ip helper-address 172.29.6.5

Router(config-if)#
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e El router Medellin3 debera habilitar el paso de los mensajes broadcast
hacia la IP del router Medellin2.

e Configurar la red Bogotd2 y Bogota3 donde el router Medellin2 debe ser
el servidor DHCP para ambas redes Lan.

e Configure el router Bogotal para que habilite el paso de los mensajes

Broadcast hacia la IP del router Bogotaz2.
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8. Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en
las ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada
uno de los dispositivos que forman parte del escenario, acorde con los
lineamientos establecidos para el direccionamiento I[P, protocolos de

enrutamiento y demas aspectos que forman parte de la topologia de red.

2

2 Internet 192.168.00.0/24 | Administracidn

19216040020 |  Mercadeo
Mantanimients

HU

0§ WebsServer
10.10,10,10/32

172.31.23.000

Lod 192.168.4.0/24

LoS 192.168.5,0/24
Lo6 192.168.6,0/24

Tme: 013620 | Power Cyoe Devess o Former e

S | m > - memi
Rosers | R
dgeFe 1
GECRC RG] 2 [VSER.ClwHlE %
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8L (Caicedo, 2001)Configurar el direccionamiento IP acorde con la
topologia de red para cada uno de los dispositivos que forman parte
del escenario
Al configurar el direccionamiento IP en los router R1, R2 y R3, se
observamos la conectividad, esto se identifica por los triangulos
verdes que se ven sobre las lineas de conexién, a diferencia de la
figura en la cual los triangulos son rojos, debido

a gue no hay comunicacién por la falta de direccionamiento IP.

Configuracion de R1Bogota

Router=en

Routersconf t

Enter configuration commands, one per Tine. End with CNTL/Z.
Router{configishostname R1

r1{configisinterface s0/0/0

Ri1{config-if)&ip address 172, 31.21.1 255. 255, 255, 252
r1{config-ifl#ne shutdown

#L INK.-5-CHANGED: Imterface 5erial0/0/0, changed state to down
R1{config-ifi&ip route 0.0.0.0 0.0.0.0 50/0,/0

r1{configh#

Rlsconf t

Enter configuration commands, one per Tine. End with CNTL/Z.
r1{configisinterface o0

Ri1{config-if)&ip address 192,168.99.1 285, 255, 255,00

R {config-if)#ne shutdown

R{config-ifle

# INK.-5-CHANGED: Interface FastEthernetd/0, changed state to lIJJ:I
L INEPROTO-5-LUPDOWN : Line protocol on Interface FastEthemmet0 /D, changed
state to up|

Configuracion de R2Miami

Routerzen

Routerscont t

Enter configuration commands, one per line. End with CNTL/Z.
Router{config)#hostname R2

R2{configl&interface s0/0/1

R2{config-if)&ip address 172, 31.21.2 255,255, 255, 252
r2{config-if)sno shutdown

r2{config-if)s

HLINK-5-CHANGED: Imterface Serialoys/D/1, changed state to up
r2{config-ifls

# INEPROTO-5-UPDOWN : Line protocol on Interface Seriald/Ds/1, changed state
to up

r2{config-ifisexit

r2{configi&interface s0/0/0

r2{config-if)&ip address 172.31.23.1 255,255, 255, 252
r2{config-ifisno shutdown

#LINK-5-CHANGED: Imterface Serial0/0/0, changed state to down
R2{config-ifisexit

r2{configi&interface FO/0

r2{config-if)sip address 209,165, 200, 225 255, 255, 255, 248
r2{config-if)sno shutdown

r2{config-ifls

#L INK.-5-CHANGED: Imterface FastEthernet0/D, changed state to l:p
¥ INEPROTO-5-UPDOWH ¢ Line protocol on Interface FastEthernetD/0, changed
state to up

r2{config-ifisexit

r2{configi&interface FO/L

r2{config-if)sip address 10.10.10.1 255, 255, 255.0
R2{config-if)#no shutdown

rR2{config-ifle

#LINK.-5-CHANGED: Imterface FastEthernet/1, changed state to l:p
#L INEPROTO-5-UPDWH : Line protocol on Interface FastEthernetd/1, changed
state to up

r2{config-ifisexit

r2{configd&ip route O.000.0 0.0, 0.0 FOS0
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Configuracion de R3Buenos Aires

Router=en

Routerscont t

Enter configuration commands, one per Tine. End with CNTL/Z.
Router{configishostname R3

R3fconfigisinterface s0/0/1

R3{config-if)&ip address 172, 31.23.2 255, 255, 255, 252

R3{config-iflEne shutdown

R3{config-ifle

3L INK.-5-CHANGED : Interface Serialos/0/1, changed state to up
R3{config-ife

#LINEPROTO-S-UPDOWN: Line protocel on Interface Serialos/0s/1, changed state
to up

R3fconfig-ifikexit

R3fconfigisinterface loopback 4

R3{config-ifle

#l INK.-5-CHANGED : Imterface Loopback4, changed state to up

3 INEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state
tou

R.S{cl.:l':nf'ig-ifjrip address 192,168.4,1 255, 255, 255.0

R3{config-ifieexit

R3fconfigisinterface Toopback o

R3fconfig-ifle

#L INK.-S-CHANGED: Imterface Loopbackt, changed state to up

¥ INEPROTO-S-UPDOWN ! Line protocol on Interface Loopbackt, changed state
to up

r3fconfig-if)sip address 192,168.5.1 255, 255, 255,10

R3foonfig-ifieexit

R3fconfigisinterface Toopback &

R3fconfig-ifle

#LINK-5-CHANGED: Imterface Loopbacké, changed state to up

¥ INEPROTO-S-UPDOWN ! Line protocol on Interface Loopbacké, changed state
to up

R3f{config-if)&ip address 192,168.6.1 255, 255.255.0

R3fconfig-ifisexit

R3fconfigisip route 0L O0.0LD 0L O0LOL D SO/0FL
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8.1.2. (Caicedo, 2001) Configurar el protocolo de enrutamiento
OSPFv2 bajo los siguientes criterios:

Aqui configuro el protocolo OSPFv2 en los Routers R1, R2 y R3
configurando como pasivas todas las interfaces LAN, se establece el
ancho de banda en 256 kb/s para los enlaces seriales y se ajusta el

costo en la métrica de S0/0 en 9500.

Configuracion de OSPF en R1Bogota

Configuracion OSPFv2 bajo criterios de la tabla 4

Se configura el protocolo OSPFv2 en los Routers R1, R2 y R3
configurando como

pasivas todas las interfaces LAN, se establece el ancho de banda en
256 kb/s para

los enlaces seriales y se ajusta el costo en la métrica de S0/0 en 9500.

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1§11

) l Il l I
CI1sC€co. Cisco Networking Academy
e e .

Router ID R2 5.5.5.5
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500
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RlEconT t

Enter configuration commands, one per line. End with ONTL/Z.
rl{configisrouter ospf 10

R1{config-router)®router-id 1.1.1.1
R1{config-router)#metwork 172,31, 2.0 0.0.0.3 area 0
Rl{config-router)smetwork 192,168.99.0 0.0, 0, 255 area 0
Rl{config-router)#passive-interface fo,/0
rA1config-router)sinterface =0/0/1

1 {config-if)sbandwidth 256

r1{config-if)Einterface s0/0,/0

r1{config-if)sbandwidth 256

R1{config-ifiEip ospf cost 9500

Configuracion de OSPF en R2Miami

RLa=€n

p2econf t

Enter configuration commands, one per 1ine. End with ONTL/Z.
p2{configi#router ospf 10

R2{config-router)#router-id 5.5.5.5
p2lconfig-router)snetwork 172.31.2..0 0.0.0.3 area 0
p2{config-router)smetwork 172
p2{config-router)smetwork 172.31.23.0 0. 0. 0.3 area 0
p2{config-router)smetwork 10,10,10.0 0.0, 0. 255 area 0
p2{config-router)#passive-interface f0/0
p2{config-router)#passive-interface o1
p2{config-routeri&interface s0/0,/1
p2{config-if)ebandwidth 256

p2lconfig-ifisip ospf cost 9500

Configuracion de OSPF en R3 Buenos Aires

R3=en

R3sconf t

Enter configuration commands, one per line. End with CNTL/Z.
R3{configi#router ospf 10

R3{config-router)#router-id 8.58.5.8

R3{config-router)émetwork 172,31, 23.0 0.0.0.3 area O
R3{config-router)énetwork 192,165.4.0 0.0.0. 255 area O
R3{config-router)smetwork 192,168.5.0 0.0, 0. 255 area 0
R3{config-router)#network 192,168.6.0 0.0.0. 255 area O
R3{config-router)#passive-interface lo4
R3{config-router)#passive-interface lof
R3{config-router)spassive-interface Tod

R3{config-router)&interface s0/0/1
R3{config-ifisbandwidth 256
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9. (Caicedo, 2001)Verificar informacién de OSPF
Se hace la verificacion de la configuracion que consiste en constatar en
cada uno de los Routers (R1, R2, R3) que los comandos y parametros
introducidos se estén ejecutando correctamente, para ellos se emplean
comandos como show ip protocols, show ip route, show ip ospf interface
serial 0/0/0, show ip ospf neighbor, entre otros.

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations,

Routing Networks, and passive interfaces configuradas en cada router.

Verificacion de R1

BRL e A e . e S

Physical Config ot Altributes
Co—

10S Command Line interface

Rl>en
Rlgshow ip protoceols

Routing Protocol is "ospf 10"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: &
Routing for Networks:
172.31.21.0 0.0.0.3 area 0
192.168.95.0 0.0.0.255 area 0
Passive Interface(s):
FastEZtheznet0/0
Routing Information Scurces:

Gateway Distance Last Update
1.1.1.1 110 00:04:55
5.5.5.85 110 00:26:17
8.8.8.8 110 00:23:55

Distance: (default is 110)

Rls -
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Physical Config CL! Attributes

10S Command Line Interface

Rlgshow ip route -~
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - ZIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSX external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - Is-Is, L1 - IS-I§ level-1, L2 - IS-IS level-2, ia - IS-IS
inter area

* - candidate default, U - per-user static route, ¢ - ODR

P - periodic downlcaded static route

Gateway of last resort is 0.0.0.0 to network 0.0.0.0
10.0.0.0/24 is subnetted, 1 subnets

o 10.10.10.0 [110/9501) via 172.31.21.2, 01:05:04, Serial0/0/0
172.31.0.0/30 is subnetted, Z subnets

c 172.31.21.0 ias directly connected, Serial0/0/0

] 172.31.23.0 [110/9564) via 172.31.21.2, 01:05:33, Serial0/0/0
192.168.4.0/32 is subnetted, 1 subneta

o 192.168.4.1 [110/9565] wvia 172.31.21.2, 00:57:10, Serial0/0/90
152.168.5.0/32 is subnetted, 1 subnets

o 192.168.5.1 [110/9565] via 172.31.21.2, 00:56:41, Serial0/0/0
192.1€68.€.0/32 is subnetted, 1 subnets

° 192.168.6.1 [110/9565]) via 172.31.21.2, 00:56:13, Serial0/0/0

c 152.168.55.0/24 i= directly connected, FastEthernet0/0
8» 0.0.0.0/0 is directly connected, Seriald/0/0

4 el

Physical Config  CU | Attibutes

-
10S Command Line interface
152.168.4.0/32 is subnetted, 1 subnets -
] 192.163.4.1 [110/9565) via 172.31.21.2, 00:57:10, Serial0/0/0
192.168.5.0/32 is subnetted, 1 subnets
o 192.168.5.1 [110/9565] wia 172.31.21.2, 00:56:41, Serial0/0/0
152.168.6.0/32 is subnetted, 1 subnets
o 182.168.6.1 [110/9565) wia 172.31.21.2, 00:56:13, Serial0/0/0
c 192.168.99.0/24 is directly d, FastZth /0

S* 0.0.0.0/0 is directly connected, Serial0/0/0
Rlishow ip ospf interface serial 0/0/0

Serial0/0/0 is up, line protocol is up

Internet addre i 22 -1/30, Azea 0
Process ID 10,|Router ID 1.1.1. Network Type POINT~TO~POINT, |Cost: 3500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router cn this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit §
Hellc due in 00:00:08
Index 1/1, £flood queue length 0
Fext 0x0(0)/0x0(0)
Last flood scan length i3 1, maximum is 1
Last flood scan time 215 0 msec, maximum iz 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor $5.5.5.5 ki
Suppress hellec for 0 neighbor(s
R1g| v
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10S Command Line Interface

[AI3show 1P O8P: incertace serzal U/0/0

Sezrial0/0/0 is up, line protocol is up
Internet address is 172.31.21.1/30, Azea 0
Process ID 10, Rouser ID 1.1.1.1, Neswork Type POINT-TO-POINT, Cost: 39500
Transmit Delay is 1 sec, State POINT-TO-POINT, Pricrity 0
No designated router on this network
¥No backup designated router on this netwozk
Timer intervals configured, Helleo 10, Dead 40, Wait 40, Retransmit 5
Hello due im 00:00:06
Index 1/1, £lood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbozr Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 5.5.5.5
Suppress hellc for 0 neighbor(s)
| RlgShow ip ospf neighbor

Neighbor ID Pzi State Dead Time  Address Interface
5.5.5.5 0 FUOLL/ - 00:00:39 172.31.21.2

Sexrial0/0/0

Az

10S Command Line Interface

shutdown

! - e—
interface Ser£al0/0/0

ip address 172_31.21.1 255.255.285.252
ip osps/ecost 95001

T

interface Serial0/0/1
bandwidth 256

no ip address

clock rate 2000000

shutdown
[

interface Vlanl
no ip address

shutdown
1

router ospf 10

router-id 1.1.1.1
log-adjacency-changes
passive-interface FastEthernec0/0
nectwork 172.31.21.0 0.0.0.3 area 0
network 192.168.99.0 0.0.0.255 area 0
1
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Physical  Config  CLl  Attributes

10S Command Line Interface

R2>en
R2g¢show ip protocols

Routing Pxotocol is "ospf 10"

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID §.5.5.5
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:

172.81.21.0 0.0.0.3 area 0

172.31.23.0 0.0.0.3 area 0

10.10.10.0 0.0.0.255 area 0

Pa ve Intexface(s):
FastEthernet0/0
FastEthernet0/1

Routing Informavion Scurces:
Gateway Distance Last Update
1.1.1.1 110 00:17:25
5.5.5.5 110 00:08:44
8.8.8.8 110 00:06:24

Distance: (defaulc is 110)

soal

«

Physical Config al | Aftributes

10§ Command Line interface

: . —=pa.

R2#show ip route

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA exteznal type 1, N2 - OSPF NSSA external type ¢

El - OSPY external type 1, EZ - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS~IS level~l, 12 - IS~-IS level-2, ia - IS~IS
inter area

* - candidate default, U - per—user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

10.0.0.0/24 is subnetted, 1 subnets

Cc 10.10.10.0 is directly connected, FastEthernet0/1
172.31.0.0/30 is subnected, Z subnets

c 172.31.21.0 is directly connected, Serial0/0/1

(o4 172.31.23.0 is directly connected, Serial0d/0/0
152_1628.4.0/32 is subnevted, 1 subnets

=] 192.168.4.1 [110/65] wvia 172.81.23.2, 01:10:42, Serial0/0/0
192.168.5.0/32 is subnetted, 1 subnets

] 192.168.5.1 (110/65] via 172.31.28.2, 01:10:12, Serial0/0/0
192_168.6.0/32 ia subnetted, 1 subnets

© 192.168.6.1 [110/65] wia 172.31.23.2, 01:09:45, Serial0/0/0

° 192.168.99.0/24 [(110/9501] wia 172.31.21.1, 01:15:45, Seriald/0/1
209.1€5.200.0/29 is subnetted, 1 subnets

c 209.165.200.224 is directly ted, FastEth t0/0

5+ 0.0.0.0/0 is directly connected, FastEthernet0/0

Codes: €©'— connected, § - static, I - IGRP, R - RIP, M - mobile, B - BGP

m

1k
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10S Command Line Interface

R2g¢show ip ospf interface s0/0/0

Serial0/0/0 is up, line protocol is up

' Internet address is 172.31.23.1/30, Azea 0

® ID 10, Router(ID 5.5.5.5, Network Type nom':-ro-pom'r,

Transmiv Delay is 1 sec, Stave POINT-TO-POINT, Prioricy 0

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit §

Hello due in 00:00:09

Index 2/2, flcod queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan vtime is 0 msec, maximum is 0 msec p

Neighbor Count is 1 , Adjacent neighbor count is 1 |

Ad3scent with neighbor 2.8.8.8 EJ
-

\ Suppress helle for 0 neighbozr(s)
Rzg

Duvu re

W"—-‘!—T'T'EM 1P 08Pt intertace s0/0/0 .

Serial0/0/0 is up, line protocol is up

Internet address is 172.31.23.1/30, Area 0

Process ID 10, Router ID 5.5.5.5, Network Type POINI-TO-POINT, Cost: 35500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:0%

Index 2/2, flocd queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum {s 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 8.8.8.8

Suppress hello for 0 neighbor(s)
R2¢show ip ospf neighbor

Neighbor ID Pri  State Dead Time Address Interface
8.8.8.8 0 i - 00:00:34 172.31.23.2 Serial0/0/0 g
1111 0 ML/ - 00:00:35 172.31.21.1 Serial0/0/1

Rzt -
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Physical  Config  CLI  Attributes

10S Command Line Interface

interface Serial0/0/0 -
bandwidth 266

ip address 172.31.23.1 255.255.255.252
ip cspf cost 9500

clock rate 2000000

!

interface Seriall/0/1

bandwidth 256

ip address 172.31.21.2 255.255.255.252
ip ospf cost 3500

clock rate 2000000

1

interface Vlanl

no ip address

shutdown

!

router ospf 10

router-id 5.5.5.5
log-adjacency-changes
passive-interface FastEthernet0/0
passive-interface FastEthernet0/1
network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 azea 0
network 10.10.20.0 0.0.0.255 azea 0

]

Verificacion de R3

L e e SRR )

Physical Config CLi Attributes

I0S Command Line Interface

R3>en %
R3$#show ip protocols

Routing Protocel is "ospf 10"
" Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces i= npot set
Router ID 8.8.8.8
Number of areas in this router is 1. 1 normal O stub O nssa
I Maximum path: 4
Routing for Networks:

172.31.23.0 0.0.0.3 area 0

192.168.4.0 0.0.0.255 area 0

192.168.5.0 0.0.0.255 azea 0

192.1€68.6.0 0.0.0.255 area 0
Passive Interface(s):

Loopbackd
Loopbacks
Loopbacké
Routing Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:10:07
5.5.5.5 110 00:15:36
8.8.8.8 110 00:29:07 E

Distance: (default is 110)
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Pnysical Config cL! Afttributes

10S Command Line Interface

R3sshow ip route
Codes: C = connected, § - static, I - IGRP, R = RIP, M - mobile, B -~ BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, LI - IS-1IS5 level-l, L2 - IS-1I§ level-2, is - IS-1IS intez
area
¢ - candidate default, U - per-user static rocute, o — ODR
P - periodic downlcaded static route

Cateway of last rescrt is 0.0.0.0 to neswerk 0.0.0.0

10.0.0.0/24 13 subnetted, 1 subnets
10.10.10.0 [110/391] wia 172.31.23.1, 01:30:08, Serial0/0/1
172.31.0.0/30 is subnetted, 2 subnetsa
172.31.21.0 [110/5290) wvia 172.31.23.1, 01:30:08, Seriall/0/1
172.31.23.0 is directly connected, Serial0d/0/1
192.1628.4.0/24 is dixectly ted, Locpback4
192 _1€68.5.0/24 is directly ted, Locpbacks
152.168.6.0/24 1is directly connected, Loopbacké
192.168.99.0/24 [110/9891] via 172.31.23.1, 01:30:08, Serial0/0/1 =4
w 0.0.0.0/0 is directly connected, Serial0/0/1 =

(=]

moononono
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Physical Config  CUL  Affributes

10S Command Line Interface
[T 15Z.168.5.U/2% 15 JITECClY CORRECTEd, LOOPDEZRe
) 192.168.99.0/24 [110/5851] via 172.31.23.1, 01:30:08, Serial0/0/1
S~ 0.0.0.0/0 is directly connected, Serial0/0/1

R3g#show ip ospf interface serial 0/0/0
S0SPF: OSPF not enabled on Serial0d/0/0
R3gshow ip ospf interface serial 0/0/1

Serial0/0/1 is up, line protecol is up
Internet addresas is 172.31.23.2/30, Area 0
Process ID 10, Router Ketwork Type POINT-TO-POINT, Cost: 330
| Transmit Delay is 1 sec, State POINI-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer invervals configured, Helle 10, Dead 40, Waitr 40, Retransmic 5
Hello due in 00:00:08
Index 1/1, flood queue length 0
Next Ox0(0)/0x01(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighber Count is 1 , Adjacent neighber count is 1
Adjacent with neighbor 5.5.5.85
Suppzress hellc for 0 neighbor(s)
Rag =

[m
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10S Command Line Interface

[SUSPF: USVE 0ot enabled on Ser:islu/u/v
R3gshow ip ospf interface serial 0/0/1

Serial0/0/1 is up, line provocol is up
Internet address is 172.31.23.2/30, Azrea O
Process ID 10, Router ID £.8.8.8, Network Type POINT-TO-POINT, Cost: 350
Transmic Delay is 1 sec, State POINT-TO-POINT, Prioricy O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hellc 10, Dead 40, Waic 40, Retransmit 5
Helle due in 00:00:08
Index 1/1, flcod queue length 0
Next 0x0(0)/0x0({0)
Last flood scan length is 1, maximum is 1
Last flood scan time is (0 msec, maxisum is 0 mesec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 5.5.5.5
Suppress helle for O neighboris)
R3#Show ip ospf neighbor

Neighbor ID Pri Scate Dead Time Address Interface &
5.5.5.5 o FULL/ - 00:00:34 172.31.23.1 Serial0/0/1
Ras -

|

ﬂt" Physical Coﬂﬁg= CLI Aftributes

10S Command Line Interface

interface Serial0/0/0
no ip address

clock zate 2000000
shutdown

|
interface Seriald/0/1
bandwidth 25€

ip address 172.31.23.2 255.255.255.252
|
interface Vlianl

ne ip address

shutdown

|

router ospf 10

router-id §.8.8.8
log-adjacency-changes
passive-interface Loopback4
passive-interface Locpbackb
pasaive-inverface Loopbacks
netwerk 172.31.23.0 0.0.0.3 area 0

network 192.168.4.0 0.0.0.255 area 0
network 192.168.5.0 0.0.0.255 axea 0
network 192.168.6.0 0.0.0.255 area 0 -
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10. (Caicedo, 2001)Configurar VLANS, Puertos troncales, puertos de acceso,

encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches acorde a

la topologia de red establecida.

Configuracion de S1

Switchzen

switch#conf t

Enter configuration commands, one per Tine. End with CNTL/Z.
switch{configh#hostname 51

S1{configi#vlan 30

silconfig-vian)#name administracion
s1{config-vian)#vlan 40

s1{config-vian)sname Mercadeo

s1{config-vlan)®vlan 200

s1{config-vlan)#name Mantenimiento
s1{config-vianjsexit

s1{configi&interface wlan 200

S1{config-if)&ip address 192,168.99.2 255,255, 255.0
silconfig-ifi#no shutdown

s1{config-if)sip default-gateway 192.168.99.1
s1{configisinterface fo/1

s1{config-if)Eswitchport mode access
s1{config-if)Eswitchport access vlan 30
s1{config-if)&interface T0/3

s1{config-if)Eswitchport mode trunk
s1{config-if)Eswitchport trunk native vlan 200
silconfig-if)sswitchport trunk allowed wlan 30,40, 200
s1{config-if)Einterface fo/24
s1{config-if)Eswitchport mode trunk
s1{config-if)Eswitchport trunk native vlan 200
s1{config-if)Eswitchport trunk allowed vlam 30,40,200
s1{config-if)&interface range f0/2, f0/
s1{config-ifi&interface range f02, fo/4-f0/23

51 {config-if -rangeshutdown

Configuracion de S3

S CChEEn
switch#conf t

switch{config)shostname 53

s3{configi®vlan 30

s3{config-vlan)#name Administracion
s3{config-vlan)®vlan 40

s3{config-vlan)#name Mercadeo

s3{config-vlan)®vlan 200

s3{config-vlan)#name Mamtenimiento
s3{config-vlanjsexit

s3{configisinterface vlan 200

s3{config-if)&ip address 192.168.99.3 255, 255, 255.0
s3{config-if)#no shutdown

s3{config-iflsip default-gateway 192.168.99.1
s3{configi&interface o1

s3(config-if)sswitchport mode access
s3{config-if)Eswitchport access vlan 40
s3{config-if)Einterface T0/3

s 3{config-if)Eswitchport mode trunk
s3{config-if)&switchport trunk native vlan 200
s3{config-if)&switchport trunk allowed vlan 30,40,200
s3{config-iflEinterface range f02, for4-for24

5 3{config-if-rangelEshutdown|

Configuracion de R1

f1=en

p1sconf t

r1{configi&interface f0,/0.30

1 {config-subif)#encapsulation dotilg 30
p1{config-subif)sip address 192,165, 30.1 255, 255, 255. 0
p1{config-subif)sinterface f0/0. 40

1 {config-subif)#encapsulation dotlg 40
R1{config-subif)sip address 192,165.40.1 255, 255, 255.0
r1{config-subif)sinterface 0,0, 200

1 {config-subif)#encapsulation dotlg 200 native
R1{config-subif)&ip address 192,158.200.1 255,255, 255.0
1 {config-subifisinterface foso

1 {config-ifismo shutdown

56



11. (Caicedo, 2001)En el Switch 3 deshabilitar DNS lookup

de S1

Physical Config L Attrbutes

10S Command Line Interface

SCOP-4-NATIVE VLAN MISMATCH: Native VLAN mismatch discovered on
FastEthernet0/3 (200), with §3 FastEcthernet0/3 (1).

Siven
Sitshov vlian brief

VIAN NHame Status Ports

i defauls Active Fa0/2, Ta0/4, 7al0/5, Fal/e
Ta0/7, Fa0/8, Fal0/5, Fad/lo
FaO/l1l, Fa0/l2, Fa0/l3, Fao/l4
Fa0/15, FaO/l€, Fa0/l17, Fad/13
Fa0/15, Fa0/20, Fal0/21, Fag/22
Fa0/213, Gig0/l, Cigo/2

30 Adminigtracion active Fao/1
40 Mercadeo active
200 Mantenimtigntzo active
1002 fddi-defaulc active
1003 token-ring-default active
1004 fZddinet-defaulc active
1005 trnet-default active

10S Command Lne interface

30 AINIerrSTIon TTTIVS TI0 T

40 Mexzcadeo acTive

200 Mantenimiento active

1002 fadi-default acuive

1003 zoken-ring-default active

1004 fddinet~defauls Active

1005 trret-default active

El#show interface trunk

Port Mode Encepsulation Status NHasive vian
Fad/3 on 802.194 trunking 200
Fad/24 on 802.1q trunking 200
Pest Vians allowed on csunk

Fad/3 30,40,300

Fad/24 30,40,200

oXtT Vians allowed and active in managament domain
Fad/3 30,490,200

Fal/24 30,40,200

Fort Vians in spanning tree forwarding state and not pruned
Fald/3 30,40,300

Fa0/24 30, 40,200

Els
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Verificacion de S3

L&) - ] X
Physical Config CL Attributes
Cmemmm——
10S Command Line interface
-~
S3rshow vian brief
VIAN Name Status Pores
4 default active Fa0/2, Fa0/4, Ta0/5, Fal/€
Fal0/7, Fa0/8, Fal/5, Fal/l0
YaOs11, Fads12, ¥al/13, Fal/14
FaO/l§, Fad/1€, Fal/17, Fal/10
FaO/1l5, Fa0/20, Ta0/21, Fad/22
Ta0/23, Fa0/24, Gigl/l, Cigo/2
30 Administracion active
40 Mercadeo active Fao/1
200 Mantenimiento active
1002 fddi-defaults active
1002 soken-ring-defauls active
1004 fddinet-defauls active
100§ trnet-defauls active
535 v
[ <3 - o X
Physical Config CU Atrbates
 CE—
10S Command Line hnterface
Fal/15, FaOJlE, FaQ/Ll7, Fal/l&w o
Tal/1%, Fao/2d, Feb/2), Fa0/22
Fal/23," Fa0/24, Gigl/l, Gigl/2
30 Admindstracicon setive
40 Mexcadeo active Fa0/1
200 Mantenimignto active
1002 fddi-default active
1003 coken-ring-defaulc active
1004 fddinet~defauls active
100§ srnet~defaul: active
S3>show intesface =runk
Pore Mode Encapsulation Status Nacive vian
Fao/3 on 802.1q trunking 200
Fors Vians allowed on trunk
Fa0/3 30,40,200
Pore Vians allowed and active in management demain
Fao/3 30,40,200
Pors Vians in spanning tree forwarding state and not pruned
Fa0/3 30,490,200
33-. v
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Verificacién de R1

[®ri = B0 X

Physical

10S Command Line Interface

"ls A
45Y5-5-CONFIG_I: Configured from console by console

Rlgshow ip route
Codes: C - connected, § ~ static, I - IGRP, R -~ RIP, M - mobile, B ~
250
D - SIGRP, EX -~ EIGRP external, O -~ OSPF, IA -~ OSPF inter area
N1 - OSPF NSSA external type L, N2 - OSPF NSSA external type 2
E1l ~ OSPF external type 1, E2 ~ OSPF external type 2, E -~ EGP
i - 1s-1IS, L1 - 1S-15 level-l, LI - IS-15 level-2, ia - IS5-1§
inter area
* - candidate default, U - par-user static route, © — ODR
P = periocdic dowvnloaded static route

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

10.0.0.0/24 1s subnetted, 1 subnets

o 10.1G.10,0 [110/9501] via 172.31.21.2, 02:02:47, Serial0/0/0
172.31.0.0/30 is subnetted, 2 subnets
c 172.31.21.0 45 directly connected, Seriald/0/0
] 172.31.23.0 [110/19000) wia 172.31.21.2, 02:02:47,
Serislo/o/0
182.1€8.4.0/32 is subnetted, 1 subnets
] 152,1€8,.4.1 [110/25001] wia 172.31.31.2, 032:02:47,
Serial0/0/0
192.163.5.0/32 4is subnetzed, 1 subnets
o] 192.1€8.5.1 (110/19001] wvia 172.31.21.2, 02:02:47,
Serial0/o/0
192 .1€3.€.0/32 is subnetted, 1 subnets
] 152.1€8.6.1 [110/15001) vie 172.31.21.2, 02:02:472, i
Serial0/9/0 ‘
(= 192.1€9.30.0/28 is directly cofnefted, FastEthetnee0/0.30 ey
< 192.1€9.40 0724 1§ directly connected, FastEthernes0/0040
c AS24168,59.0/2¢ is directly comnected) FastEthernet(/0
(= 192.1€3.200.0/24 is|direcgly’ connacted, FastEthernetd/0.200
g 0L0.0 0/0 is directly connected, Serial0/0/0

w
e
-
<
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12. (Caicedo, 2001)Implement DHCP and NAT for IPv4
Configuracion de DHCP para IPv4

Configuracion de R1

Enter configuration commands, one per Tine. End with NTL/Z.
rl{config)sip dhop excluded-address 192,168, 30.1 192, 168, 30. 30
r1{config)sip dhop excluded-address 192,168, 40.1 192, 168, 40. 30
r1{configi&ip dhcp pool ADMINISTRACION
r1{dhcp-config)#network 192,168, 30,0 255,255, 285.0
r1{dhcp-config)sdefauTt-router 192,168, 30.1

R {dhcp-config)#dns -server 10, 10.10.11

R1{dhcp-config)#ip dhcp pool MERCADEQD

R chcp-config)#network 192,168, 40,0 255, 255, 255.0
r1{dhcp-config)sdefauTt-router 192,168, 40,1
r1{dhcp-config)sdns -server 10,10, 10,11
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13. (Caicedo, 2001)Configurar NAT en R2 para permitir que los host puedan

salir a internet.

e Configuracion de NAT
Configuracion de NAT en R2

R2=en

r2sconf t

r2{config)&ip nat inside source static 10.10.10.10 209.165, 200, 229
R2{configi&interface fO1

r2config-if)&ip nat inside

r2{config-if)Einterface 00

r2{config-iflEip nat outside
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14. Configurar al menos dos listas de acceso de tipo estandar a su criterio en

para restringir o permitir trafico desde R1 o R3 hacia R2.
¥ R3 - O x
Physical Config Aftrbutes
10S Command Line Interface
TTALS TC oovn -~
03:3€:0€: SOSPF-5-ADJCHC: Process 10, libr 5.5.5.5 on Seriald/0/1 from
FULL to DOWN, Neighbor Down: Interface down or detached
SLINEPROTO-E~UPDONN: Line protocol on Interface Seriald/0/1, changed
STATe To up
03:3€:1€: VOSPT-5-ADJCHE: Process 10, Ndr 5.5.5.5 on Serfall/0/1 from
LOADING to FULL, loading Done
Riren
R3gping 172.31.23.1
Type esCape sequence to abort.
Sending §, 100-byte IQMP Echos to 172.31.23.1, timecut is 2 seconds:
treny
Success rate is 100 percent (5/5), round-~trip min/avg/max = 1/2/7 ms
R3ftelnet 172.31.23.1
Terying 172.31.23.1
¢ Connection refused by remote host
333{ v
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15. Configurar al menos dos listas de acceso de tipo extendido o nombradas a

Su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

(Caicedo, 2001)

¥ R1 - O X
Physcal Config CL| Attroutes
EEXmeexras
10S Command Line Interface
A~
SLINEPROTO-E-UPDOWN: Line protocol on Interface Seriald/0/0, changed
sTate To down
03:3€:06: YOSPT-S5-ADJCHG: Process 10, Nbr 5.5.5.5 on Serial0d/0/0 from
FULL co DOMWN, MNeighbor Down: Interface down or detached
SLINESPROTO-S5-UPDONN: Line protocol on Interface Seriald/0/0, changed
state o up
03:36:16: VOSPF-5-ADJCHG: Process 10, Nbor 5.5.5.5 on Serial0/0/0 from
LOADING to FULL, Loading Done
Rlren
Rigping 172.31.21.2
Type @sCape Sequence to aborT.
Sending §, 100-byte ICHMP Echos £60172.31.21 2, timecut i¥ 2| seconds:
reeeg
Success rate is 100 percent {§/8), round=trip'mifi/avg/max = 1/1/2 ms
Rlg v
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16. . Verificar procesos de comunicacion y redireccionamiento de trafico en los

routers mediante el uso de Ping y Traceroute.

¥ pc.C

Physica Confyg 1 Programming Attnbutes
—y

Ping stacti

Ping statistic
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Physical Config t Programming Attributes
————

bytes=32 <ime=llms

bytes=3 taime=20ms

Received
Caimes

mam

Rece
Time

Seum
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CONCLUSIONES

(Caicedo, 2001; Caicedo, 2001)Con este trabajo de prueba de habilidades
practicas, que me permitié poner en practica, mis conocimientos adquiridos a
lo largo del curso en temas como Routing and Switching, configurando redes
optimas, el uso que se le dio a las Redes VLAN dentro de este trabajo fue para
gue se pudiera segmentar aquella redes, que proporcionaran mayor

rendimiento, seguridad y buena capacidad de administracion.

Por otra parte el OSPF presenta ventajas considerables en comparacion con
RIP, debido a que nos ofrece una convergencia mas rapida y escala a
implementaciones de red mucho mas grandes. Las listas de control de acceso
(ACL) es una forma de darle seguridad a una Red, claro que evitando el uso
no autorizado de las mismas, para detener el trafico o para permitir solamente
trafico especifico en sus redes. Las direcciones IP son la herramienta que
permiten identificar los dispositivos que por estos Escenariosl y Escenario2 se
pudo componer una Red, claro que algunos requieren IP fijas para acceder
facil a ellos, como el caso de impresoras, routers, entre otros, para los
dispositivos que no requieren una IP fija se maneja DHCP que otorga
direcciones IP dinamicas, esto es principalmente para dispositivos que no se
conectan todo el tiempo a la Red o que lo hacen desde ubicaciones diferentes.
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