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INTRODUCCION

En el siguiente trabajo consiste en implementar todo el conocimiento adquirido
durante el Diplomado de profundizacion CISCO, disefio e implementacién de
soluciones integradas LAN / WLAN, los cuales fueron puestos en practica con dos
ejercicios.

Las Redes informaticas son un mecanismo que ha hecho que la vida moderna
cambie totalmente, con el uso del Internet la vida del ser humano ha cambiado tanto
gue ahora todo es mas veloz y facil, es hay donde nos damos cuenta la importancia

que tienen las redes a nivel mundial.

El desarrollo de los ejercicios fue realizado en Packet Tracer con el cual hemos
venido trabajando a lo largo del curso con el fin de demostrar las habilidades

adquiridas.



1.0DESCRIPCION DEL ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

i FETPAT
MEDELLINY

1722968 /3

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar el
encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN
y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.



1.1 SOLUCION DEL ESCENARIO 1

1.1.1 Topologia
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1.1.2 CONFIGURACION BASICA DE DISPOSITIVOS

Configuracién Basica ISP
Hostname: ISP

Enable secret: itsaseret
Password Line Console 0: cisco
Password Line vty 0 15: cisco
Service password-encryption

Banner motd “Acceso solo al personal autorizado”

Configuracion Basica MEDELLIN1

Hosthame MEDELLIN



Enable secret: itsasecret
Password Line Console 0: cisco
Password Line vty 0 15: cisco
Service password-encryption

Banner motd “Acceso solo al personal autorizado”

Configuracion Basica BOGOTA1
Hostname BOGOTA

Enable secret: itsasecret
Password Line Console 0: cisco
Password Line vty 0 15: cisco
Service password-encryption

Banner motd “Acceso solo al personal autorizado”

Configuracion Basica BOGOTA2
Hostname BOGOTA2

Enable secret: itsasecret
Password Line Console 0: cisco
Password Line vty 0 15: cisco
Service password-encryption

Banner motd “Acceso solo al personal autorizado”



Configuracion Basica BOGOTA3
Hostname BOGOTAS

Enable secret: itsasecret
Password Line Console 0: cisco
Password Line vty 0 15: cisco
Service password-encryption

Banner motd “Acceso solo al personal autorizado”

Configuracion Basica MEDELLIN2
Hostname MEDELLIN2

Enable secret: itsasecret

Password Line Console 0: cisco
Password Line vty 0 15: cisco
Service password-encryption

Banner motd “Acceso solo al personal autorizado”

Configuracion Basica MEDELLIN3
Hostname MEDELLINS

Enable secret: itsasecret

Password Line Console 0O: cisco
Password Line vty 0 15: cisco

Service password-encryption



Banner motd “Acceso solo al personal autorizado”

1.1.3 CONFIGURACION DEL PROTOCOLO RIP V2

Configuracion RIPv2 en MEDELLIN1
Router rip

Version 2

No auto-summary

Do show ip route connected

Network 172.29.6.0

Network 172.29.6.8

Network 172.29.6.12

Passive-interface s0/0/0 (WAN A ISP).

Configuracion RIPv2 en MEDELLIN2
Router rip

Version 2

No auto-summary

Do show ip route connected

Network 172.29.4.0

Network 172.29.6.0

Network 172.29.6.4



Passive-interface g0/0

Configuracion RIPv2 en MEDELLIN3
Router rip

Version 2

No auto-summary

Do show ip route connected

Network 172.29.4.128

Network 172.29.6.4

Network 172.29.6.8

Network 172.29.6.12

Passive-interface g0/0

Configuracion RIPv2 en BOGOTA1
Router rip

Version 2

No auto-summary

Do show ip route connected

Network 172.29.3.0

Network 172.29.3.4

Network 172.29.3.8

Passive-interface s0/0/0



Configuracion RIPv2 en BOGOTA2
Router rip

Version 2

No auto-summary

Do show ip route connected
Network 172.29.1.0

Network 172.29.3.8

Network 172.29.3.12

Passive-interface g0/0

Configuracion RIPv2 en BOGOTA3
Router rip

Version 2

No auto-summary

Do show ip route connected
Network 172.29.0.0

Network 172.29.3.0

Network 172.29.3.4

Network 172.29.3.12

Passive-interface g0/0



1.1.4 CONFIGURACION DE RUTAS ESTATICAS

Configuracion Rutas Estaticas de MEDELLIN1 a ISP
Configure terminal

Ip route 0.0.0.0 0.0.0.0 209.17.220.1

Configuracion Rutas Estaticas de BOGOTA1 a ISP
Configure terminal

Ip route 0.0.0.0 0.0.0.0 209.17.220.5

Configuracion Rutas Estaticas de ISP

Ip route 172.29.4.0 255.255.252.0 209.17.220.2

Ip route 172.29.0.0 255.255.252.0 209.17.220.6

Rutas conectadas directamente a ISP



Phyzical Config Attributes

105 Command Line Interface

Codes: L - local, C - connected, 5 - static, R — RIP, M — mobile, B - a4
BGD

O - EIGRP, EX - EIGRF external, O - OS5FF, IR - OSEF inter area

N1 - OSPF N55R external type 1, NZ - OSPF N55A external type 2

El - OSPF external type 1, EZ - OSPF external type Z, E - EGP

i - I5S-I5, L1 - I5-I5 lewvel-1l, LZ - I5-I5 level-Z, ia - IS-IS
inter area

* — candidate default, U - per—user static route, o — ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.29.0. is subnetted, 2 subnets
b=} 172_25 A22 [1/0] wia 209.17_.220.%
3 172_25 F22 [1/0] wia 209.17_.220.2
209.17.22 4 is wvariably subnetted, & subnets, Z masks
c Z05.17. -0/30 is directly connected, Seriall/0/0
L 205.17 -1/3Z is directly connected, Serial0s0/0
c Z05.17. -2/3Z is directly connected, Serial0s0/0
c Z03.17. -4/30 is directly connected, Serizsll/0/1
L Z05.17. .5/3Z is directly connected, Seriall/ 0/1
c Z208.17. -8/3Z is directly connected, Serialls0/1
ISPE
ISDE W
Ctri+F& to exit CLI focus Copy Paste

e

Rutas conectadas directamente a MEDELLIN1

Physzical Config Attributes

105 Command Line Interface

-
Gateway of last resort is 20%.17.220.1 to network 0.0.0.0
172.25.0.0/1¢ is wvariably subnetted, % subnets, 3 masks
2 172.29.4.0/25 [120/1] wia 172.23.&.2, 00:00:2&, Seri=l0d/0/1
R 172.25.4.128/25 [120/1] wia 17Z2.25.€.10, 00:00:01,
Seriald/1/0
[120/1] wia 172.23.%.14, 00:00:01,
Serial0d/1/1
c 172.253.6.0/30 is directly connected, Serizll/0/1
L 172.25%.8.1/32 is directly connected, Seri=zld/s0/1
R 172.25.6.4/30 [120/1] wia 172.25%.6.2, 00:00:2&, Serial0/0/1
[120/1] wia 17Z2.Z5.8.10, 00:00:01, Seri=ld/1l/0
[120/1] wi=s 172.Z5.&.14, 00:00:01, Seri=l0s1/1
c 172.23.6.8/30 is directly connected, Seriald/ /1/0
L 172.259.6.9/32 is directly connected, Seri=l0d/1l/0
c 172.%5.8.12/30 is directly connected, Serial0s/1/1
L 172.29.6.13/32 is directly connected, Seriald/1/1
209.17.220.0/24 is varisbly subnetted, 3 subnets, Z masks
c Z20%_.17.220.0/30 is directly connected, Seriald/0/0
c Z209.17.220.1/3Z2 is directly connected, Serial0d/0/0
L Z09_.17.220.2/32 is directly connected, Seriald/0/0
5% 0.0.0.0/0 [1/0]1 via 20%.17.220.1
MEDELLINZ v
Ctri+F5 to exit CLI focus Copy Paste

[ 1op




Rutas conectadas directamente a BOGOTA1

Physical Config &l Attributes
I

105 Command Line Interface

P - periodic downloaded static route -~
Fateway of last resort is Z0%9.17.220.5 to metwork 0.0.0.0
172.25.0.0/1¢ is warizbly subnetted, 5 subnets, 3 masks
=3 172.29.0.0/24 [120/1] wia 172.23.3.8, 00:00:17, Serisl0/1/1
[120/1] wia 172.25.3.2, 00:00:17, Serisl0/sl/0

B 172.25.1.0/24 [120/1] wia 172.23.3.10, 00:00:26, Seriald/ 0s1

c 172.25.3.0/30 is directly connected, Serisld/ 170

L 172.258.3.1/32 is directly connected, Serizld/ 170

c 172.29.2.4/30 is directly connected, Seriz=l0/1/1

L 172.25.3.5/32 is directly connected, Seriald 171

c 172.25.3.8/30 is directly connected, Seriald/0/1

L 172.25.3.9/32 is directly connected, Seriald/ 071

=3 172.29.3_12/30 [120/1] wia 172.2%.3.6&, 00:00:17, Serialds1/1
[120/1] wi= 172.29.3.10, 00:00:Z&, Seriallds0/1
[120/1] wia 172.2%.3.Z2, 00:00:17, Serialld/1/0

209.17.220.0/24 is warizbly subnetted, 3 subnets, Z masks

c 203.17.220.4/30 is directly connected, Serial0s0/0

c 208.17.220.5/32 is directly connected, Serial0s0/0

L 209.17.220.6/32 is directly connected, Seriz=l0s0/0

= 0.0.0.0/0 [1/0] wia 2039.17.2Z20.5

BOGOTRE

BOEOTAE v

Ctri+F6 to exit CLI focus Copy Paste

[ op

1.1.5 PRUEBAS DE CONECTIVIDAD

Hacer ping de PCO a PC1

¥ pop - O b4

Physical Config Programming Attributes

Command Prompt

e

Minimam




Hacer ping de PC1 a PCO

P po - o X

Physical Config Programming Aftributes.

—
mmand Prompt

Command Lime 1.0

trip times im milli-s
llms, Aver

Hacer ping de PC2 a PC3

¥ pc2 — O *

Physical Config

op

Programming Aftributes

.l.& with




Hacer ping de ISP a PCO

¥ sp — O

Physical Config CLI Adtributes
I

105 Command Line Interface

Fress BRETURN to get started!
Leoceso solo al personal autorizado
User Rccess Verification

Password:

ISP>ping 172.25.4.¢

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172

29.4_¢€, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 2/5/3¢€ ms

15D

Ctri+F& to exit CLI focus Copy Paste

O e

Hacer ping de ISP a BOGOTAL

¥ |sp — 0 *

Physical Config CLI Aftributes.
—

105 Command Line Interface

Press BETURN to get started!

Acceso solo al personal autorizado

User Rccess Verification

Password:

ISP>ping 172.25.4.€

Type escape seguence to abort.
Sending 5, 1l00-byte ICHMP Echos to 172.25%.4.¢, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 2/3/3€ ms

ISP>ping 205.17.

Type escape seguence to abort.
Sending 5, l00-byte ICMP Echos to 20%.17_220.€, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/2/10 ms

ISP W

Ctrl+F§ to exit CLI focus Copy Paste

O wp




Hacer ping de ISP a PC2

¥ |5p — O b4

Physical Config CL Attributes.
I

105 Command Line Interface

Zcceso solo al personal autorizado L]
User Rccess Verification

Password:

ISP>ping 172.29_ 4.6

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.25.4.¢€, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/3/3€ ms
ISPrping 209.17.220.¢€

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 205.17.220.¢, timeout is 2 seconds:

Success rate is 100 percent (5/3), round-trip min/avg/max = 1/2/10 ms
ISP>ping 172.29.0.¢

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.25%.0.&, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/favg/max = 3/5/11 ms

Ctrl+F6 to exit CLI focus Copy Paste :
O mop
Hacer ping de PC2 a ISP
¥ pcz - a X

Physical  Config

Programming  Attributes

rompt

Tracer PC Command Line 1.0

ping 172.25.1.€

Pinging 1.€ with




Hacer ping de PC2 a PCO

¥ opoo — O X

Physical Config

mmand Prom|

Programming Aftributes

imat
Minimum

Ping statist
Pa

Hacer ping de PCO a PC2

¥ pcp - O b4

Physzical Config Programming Attributes

time=lms

und trip times in milli

nimam 1ms Maximum = Foy




1.1.6 PRUEBAS EXTREMO A EXTREMO CON TRACERT ROUTE.

Tracert route de PC2 a PCO

) ms
=
ms
ns
ns
=

Tracert route de PC2 a PC1.

Trace complete.

Cohr

Top

1.1.7 CONFIGURACION DE AUTENTICACION PAP

Configuracién Basica ISP

Hostname ISP

Configuracion Basica MEDELLIN1

Hostname MEDELLIN



Configuracion Basica BOGOTA1

Hostname BOGOTA

Autenticacion PPP PAP EN ISP
Username MEDELLIN password cisco
Interface s0/0/0

Encapsulation ppp

Ppp authentication pap

Ppp pap sent-username ISP password cisco

Autenticacion PPP PAP EN MEDELLIN1
Username ISP password cisco

Interface s0/0/0

Encapsulation ppp

Ppp authentication pap

Ppp pap sent-username MEDELLIN password cisco

1.1.8 CONFIGURACION DE AUTENTICACION CHAP

Autenticacion PPP CHAP EN ISP

Username BOGOTA password cisco



Interface s0/0/1
Encapsulation ppp

Ppp authentication chap

Autenticacion PPP CHAP EN BOGOTA1
Username ISP password cisco

Interface s0/0/0

Encapsulation ppp

Ppp authentication chap

1.1.9 CONFIGURACION DHCP

Configuracion DHCP EN MEDELLIN2

Ip dhcp excluded-address 172.29.4.1 172.29.4.5

Ip dhcp excluded-address 172.29.4.129 172.29.4.133
Ip dhcp pool MED2

Network 172.29.4.0 255.255.255.128

Default-router 172.29.4.1

Dns-server 8.8.8.8

Ip dhcp pool MED3

Network 172.29.4.128 255.255.255.128

Default-router 172.29.4.129



Dns-server 8.8.8.8

Configuracion DHCP EN MEDELLIN3
Configure terminal
Interface g0/0

Ip helper-address 172.29.6.5

Configuracion DHCP EN BOGOTA2

Ip dhcp excluded-address 172.29.1.1 172.29.1.5
Ip dhcp excluded-address 172.29.0.1 172.29.0.5
Ip dhcp pool BOG2

Network 172.29.1.0 255.255.255.0
Default-router 172.29.1.1

Dns-server 8.8.8.8

Ip dhcp pool BOG3

Network 172.29.0.0 255.255.255.0
Default-router 172.29.0.1

Dns-server 8.8.8.8

Configuracion DHCP EN BOGOTA3

Configure terminal



Interface g0/0

Ip helper-address 172.29.3.13

1.1.10 VERIFICACION DEL SERVICIO DHCP EN FUNCIONAMIENTO EN AMBOS
EXTREMOS.

Verificacion del servicio DHCP en funcionamiento en PCO

¥ pcp — O X

Physical Config Deskiop Programming Attributes.
— |

IP Configuration

Interface FastEthernetl -

IP Configuration

(®) DHCP () Static

IP Address 17225 46
Subnet Mask 255.255.255.128
Default Gateway 1722941

DNS Server 5.8.8.8

IPv§ Configuration

() DHCP () Auto Config (@) Static

IPvB Address | | ]

Link Local Address |FESD::ZDC:BE-FF:FEEEI:ZEH

|
|
IPvE Gateway | |
|

IPv6 DNS Server |

802.1X

[] use 802.1X Security v

L] mop

Verificacion del servicio DHCP en funcionamiento en PC1



¥ pci - 0 %

Physical Config Desktop Pregramming Attributes

~
IP Configuration -
Interface FastEthernetl -

IP Configuration

(® DHCP () static
IP Address

Subnet Mask

Default Gateway

DNS Server 8888

IPvS Configuration

() DHCP () Auto Config (@) Static

PvE Address | | 1]

Link Local Address | FE&0::202:17FF:FEO4:C1D1

|
|
IPvE Gateway | |
|

P& DNS Server |

B021X

[ use 802.1X Security

Authentication MDS v

[ op

Verificacion del servicio DHCP en funcionamiento en PC2

¥ pc2 — O X

Physical Config Desktop Programming Attributes

-
IP Configuration

Interface FastEthernetl -

IP Configuration

®) DHeP (O static

IP Address

Subnet Mask 255,255 265
Default Gateway 172.29.0.1
DNS Server 38338

IPvE Configuration

() DHCP () Auto Config (@) Static

PvE Address | [ 1]

IPvE Gateway |

|
Link Local Address |FEBD::ZDU:FFFF:FEB&:BEDC |
|
|

IPvE DNS Server |

B02.1X

[] Use 802 1X Security v

[ op




Verificacion del servicio DHCP en funcionamiento en PC3

¥ pca - O
Physical Config Desktop Programming Attributes
IP Configuration
Interface FastEthernetl -

IP Configuration

® DHCP O static

IP Address 172.29.1.6
Subnet Mask 255.255.255.0
Default Gateway 1722911
DNS Server 8.8.0.8

IPwE Configuration

(O DHCP (O Auto Config (@ Static

IPvE Address | | 1]

Link Local Address |FEBIJ::2IJ1:43FF:FE43:33?'E-

IPvE Gateway |

IPv6 DNS Server |

a02.1X

[[] Use 802.1X Security

O wop

1.1.11 CONFIGURACION DE NAT

NAT en MEDELLIN1

Configure terminal

Ip nat inside source list 1 interface s0/0/0 overload
Access-list 1 permit 172.29.4.0 0.0.3.255

Int sO/0/0

Ip nat outside



Int sO/01
Ip nat inside
Int sO/1/0
Ip nat inside
Int sO/1/1

Ip nat inside

NAT en BOGOTA1

Configure terminal

Ip nat inside source list 1 interface s0/0/0 overload
Access-list 1 permit 172.29.0.0 0.0.3.255
Int sO/0/0

Ip nat outside

Int sO/0/1

Ip nat inside

Int s0/1/0

Ip nat inside

Int sO/1/1

Ip nat inside



Ping pc2 a ISP

ms
ms
ms
ms
ms
ms

Ping PCO a ISP

Physical Config Programming Atfributes

Approximate round trip times in
Minimum = 4ms, Maximum = Sms,

Approximate round trip times in milli
Minimam Maximam

Top



Ping es satisfactorio

Ping de PC2 a PCO

Physical Config Programming Attributes

I
Command Prompt

Tracing route to 172

ms
ms
ms
ms
ms

EEEEEER
EEEEEER

trip times in milli
Maximim

Top

Ping no es satisfactorio porque NAT lo bloquea.



2.0 DESCRIPCION DEL ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

2.1 SOLUCION DEL ESCENARIO 2

2.1.1 Topologia

209165200230 13'1_
e

Buen o5 Alres



Dispositivo Interface Direccion [P Masdca de Subred | Puerta de enlace
predeterminada
G0/0 192.168.99.1 255.255.255.0
R1 S0/0/0 172.31.21.1 255.255.255.252
S0/1/0 172.31.21.2 255.255.255.252
R2 S0/1/1 172.31.23.1 255.255.255.252
G0/1 10.10.10.10 255.255.255.255
S0/1/0 172.32.23.2 255.255.255.252
Lo4 192.168.4.1 255.255.255.255
R3 Lo5 192.168.5.1 255.255.255.255
Lo6 192.168.6.1 255.255.255.255
PC-A NIC DHCP DCHP DHCP
PC-B NIC DHCP DHCP DHC
PC Internet NIC 209.165.200.230 | 255.255.255.248 | 209.168.200.225

2.1.2 CONFIGURACION BASICA ROUTER R1.
Enable

Configure terminal

Hostname R1

Enable secret: cisco

Service password-encryption

Banner motd “Acceso solo al personal autorizado”
Password Linea de consola: cisco

Password Lineas VTY: cisco

Configuracion del direccionamiento para Router R1.
Interface s0/0/0
Description Bogota

Ip address 172.31.21.0/30



Clock rate 128000

No shutdown

Interface FO/0
Interface FO/0
Ip address 192.168.99.1 (esta red habilitara la LAN).

No shutdown

2.1.3 CONFIGURACION BASICA ROUTER R2.

Enable

Configure terminal

Hostname R2

Enable secret: cisco

Service password-encryption

Banner motd “Acceso solo al personal autorizado”
Password Linea de consola: cisco

Password Lineas VTY: cisco

Configuracion del direccionamiento para Router R2.

Interface fa0/0 (interface g0/0 — Internet).



Description Internet

Ip address 209.165.200.225 255.255.255.248
Duplex auto

Speed auto

No shutdown

Interface LoO (WEB SERVER).
Configure terminal

Interface loopback 0

Ip address 10.10.10.10 255.255.255.255
Description conexion a Web Server.

No shutdown.

Interface s0/0/0.

Interface s0/0/0.

Ip address 172.31.23.2 255.255.255.252
Clock rate 128000

No shutdown.

Interface s0/0/1.
Interface s0/0/1.

Ip address 172.31.21.2 255.255.255.252



No shutdown

2.1.4 CONFIGURACION BASICA ROUTER R3.

Enable

Configure terminal

Hostname R3

Enable secret: cisco

Service password-encryption

Banner motd “Acceso solo al personal autorizado”
Password Linea de consola: cisco

Password Lineas VTY: cisco

Configuracién del direccionamiento para Router R3.

Interface s0/0/1
Interface s0/0/1

Ip address 172.31.23.1 255.255.255.252

Interface loopback4
Ip address 192.168.4.1 255.255.255.0

Exit



Interface loopback5

Ip address 192.168.5.1 255.255.255.0
Exit.

Interface loopback6

Ip address 192.168.6.1 255.255.255.0

Exit

2.1.5 CONFIGURACION BASICA SWITCH S1.

Enable

Configure terminal

Hostname S1

Enable secret: cisco

Service password-encryption

Banner motd “Acceso solo al personal autorizado”

Password Linea de consola: cisco

Password Lineas VTY: cisco

2.1.6 CONFIGURACION BASICA SWITCH S3.

Enable



Configure terminal

Hostname S3

Enable secret: cisco

Service password-encryption

Banner motd “Acceso solo al personal autorizado”
Password Linea de consola: cisco

Password Lineas VTY: cisco

2.1.7 CONFIGURACION DEL PROTOCOLO DE ENRUTAMIENTO OSPFV2

Router R1

Configure terminal

Router ospf 2

Network 172.31.21.0 0.0.0.3 area O

Router-id 1.1.1.1 — luego se recarga el dispositivo para que los cambios surjan

efectos.
Configure terminal
Router ospf 2

Passive-interface g0/0



Physical Config CLI Attributes
I

105 Command Line Interface

shutdown ~
1
interface Serial0/0/0

description Bogota

ip address 172.31.21.1 255.255.255.252

clock rate 128000

1

interface Serial0/0/1

no ip address

clock rate 2000000

shutdown

1

interface Vlanl

no ip address

shutdown

!
router ospf 2
router—id 1.1.1.1
log-adjacency-changes
passive-interface GigabitEthernet(/0
network 172.31.21.0 0.0.0.3

area 0

r
ip classless
r

—-More——

Ctrl+F6 to exit CLI focus Copy Paste

[ Top

Evidencia del funcionamiento del protocol ospf 2

Configuracion pasiva de la LAN
Router ospf 2
Passive-interface g0/0

Passive-interface g0/1

Ancho de banda de enlace serial de 256 Kb/S
Interface s0/0/0
Bandwidth 256
Interface s0/0/1

Bandwidth 256



Costo de la métrica
int s0/0/0

ip ospf cost 9500

Router R2

Configure terminal

Router ospf2

Network 172.31.23.0 0.0.0.255 area 0
Network 172.31.21.0 0.0.0.255 area 0

Router-id 5.5.5.5

Configuracion pasiva de la LAN
Router ospf 2
Passive-interface g0/0

Passive-interface g0/1

Ancho de banda de enlace serial de 256 Kb/S
Interface s0/0/0
Bandwidth 256
Interface s0/0/1

Bandwidth 256



Costo de la métrica
Interface s0/0/0

Ip ospf cost 9500

Router R3

Configure terminal

Router ospf2

Network 192.31.23.0 0.0.0.3 area 0

Router-id 8.8.8.8

Configuracion pasiva de la LAN
Router ospf 2
Passive-interface g0/0

Passive-interface g0/1

Ancho de banda de enlace serial de 256 Kb/S
Interface s0/0/0
Bandwidth 256
Interface s0/0/1

Bandwidth 256



2.1.8 VISUALIZACION DE TABLAS DE ENRUTAMIENTO Y ROUTERS
CONECTADOS POR OSPFV2

En R1

Physical Config CLI Attributes
—

105 Command Line Interface

Rl{config)#int =0/0/0 ~
Rl(config-if) #bandwidch 256

R1(config-if)#int 50/0/1

Rl(config-if) #bandwidth 256

Rl{config-if)#ip ospf cost 9500

Rl(config-if)fexit

Rl(config) fexic

R1g

%5YS-5-CONFIC I: Configured from console by conscl

Rlicopy running-config startup-config
Destination filename [startup-config]?
Building configuration_ ..

[CK]

R1lg

Rlgshow ip ospf neighbor

Neighbor ID Pri State Dead Time Address
Interface

Ctrl+F§ to exit CLI focus Copy Paste

[ mop

Aparece la interfaz 5.5.5.5 correspondiente al R2.

En R2.

® R2 [ESYEER)

Physical Config cL Aftributes
—

10S Command Line Interface

00:44:01: %0SPF-5-ADJCHG: Process 2, Nbr 8.8.8.8 on Serial0/0/0 from
LORDING to FULL, Loading Done
Acceso solo al personal autorizado

User Rccess Verification
Password:
Rzrenzble
Password:

RZ#show ip ospf mei
RZ#show ip ospf meighbor

Neighbor ID Bri  State Dead Time  Rddress
Interface

m

Ctri+F6 to exit CLI focus

[ Top




Muestra la interfaz 8.8.8.8 correspondiente al R3.
Muestra la interfaz 1.1.1.1 correspondiente al R1.

En R3.

Physical  Confg  CLI Attributes
—

105 Command Line Interface

Press RETURN to get started.

Heighbor ID Pri  State Dead Time Address

0 FULLS - 00:00:33 172.31.23.2

Ctrl+F6 to exit CLI focus Copy Paste

[ op

Muestra la interfaz 5.5.5.5 correspondiente al R2.

2.1.9 VISUALIZAR LISTA RESUMIDA DE INTERFACES POR OSPF EN DONDE
SE ILUSTRE EL COSTO DE CADA INTERFAZ

El costo de las métricas fue aplicado a las interfaces s0/0/0 de cada router, como lo

solicita la guia.

En R1.



En R2.

B R

Physical Config CLI Attributes
—

105 Command Line Interface

spanning-tree mode pvst

interface GigabitEthernet0/0

duplex auto
speed auto

1

interface GigabitEthernet0/1
ne ip address

duplex auto

speed auto

shutdown

1

interface Seriald/0/0
description Bogota
bandwidth 256

p ospf st 9500
elock rate 128000

1

interface Seriald/0/1

ip address 192.168.55.1 2Z55.255.255.0

ip address 172.31.21.1 255.255.255.252

m

—-More——

Cirl+F8 to exit CLI focus

1 op

o

® R

Physical  Config CLl  Atftributes
I

105 Command Line Interface

interface Loopback0

!
description internet

ip nat cutside
duplex zuto
speed auto

!

ne ip address
duplex auto

speed auto

shutdown

1

interface Serizl0/0/0
bandwidth 258

ip ospf cost 9500

ip nat inside
clock rate 128000
!

--More—-

description conexion & Web Server
ip address 10.10.10.10 255.255.255.255

interface CGigabitEthernetd/0

ip address 203.185.200.225 255.255.255.248

interface GigabitEthernetl/1l

ip address 172.31.23.2 255.255.255.252

m

Cirl+F6 to exit CLI focus

[ ®p




En R3.

® r3

Physical Config CLI Aftributes
—

105 Command Line Interface

interface Loopbacks

ip address 152.168.5.1 255.255.255.0
1

interface Loopbacké

ip address 19Z.1€8.6.1 Z55.255.255.0
1

interface GigabitEthernetld/0
no ip address

duplex suto

speed auto

shutdown

I

interface GigabitEthernetls1
no ip address

duplex auto

speed auto

shutdown

1

interface Seriszl0/0/0
bandwidth 25&

no ip address

clock rate 2000000
shutdown

1

interface Serizl0/0/1
bandwidth 25&

--More--

m

Ctrl+F§ to exit CLI focus

[ Top

Copy ] [ Paste

2.1.10 VISUALIZAR EL OSPF PROCESS
SUMMARIZATIONS, ROUTING NETWORKS,

CONFIGURADAS EN CADA ROUTER.

En R1. (show ip protocols).

ID, ROUTER
AND PASSIVE

ID, ADDRESS
INTERFACES



Physical Config CLI Aftributes.
L

105 Command Ling Interface

2djacent with neighbor 5.5.5.5 -~
Suppress hello for 0 neighbor(s)
Rl
Rlé#show ip protocols
Routing Protocol is "ospf 2V
Cutgoing update filter list for 211 interfaces is not set
Incoming update filter list for all interfaces is not set

1 normal 0 stub 0 nssa

gabitEthernet

gabitEther A1
Bouting Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:1e:08
5.5.5.5 110 00:1&:08
g.s.a.8 110 00:1e:08

Distance: (default is 110)

21

Ctr+F5 to exit CLI focus Copy | Paste

[ 1op

En R2. (show ip protocols).

Physical Config CLI Aftributes
I

105 Command Line Interface

RZvenable A
Password:
RZgshow ip protocols

Routing Protocol is "ospf 2
Outgoing update filter list for all interfaces is not set

Humber of areas in this router is 1. 1 normal 0 stub 0 nssa

Distance: (default is 110)

RIZE

Cirl+F6 to exit CLI focus Copy || Paste

[ Top
1




En R3. (show ip protocols).

Physical Config CLI Attributes
I

105 Command Line Interface

R3renable
Password:
R3fshow ip protocols

Routing Protocol is "ospf 2"
Outgoing update filter list for all interfaces is not set

in this router is 1. 1 normal 0 stub 0 nssa

Ctrl+F6 to exit CLI focus

[ Top

2.1.11 CONFIGURACION DE PUERTOS TRONCALES

S3: En el puerto fa 0/3 del S3, estableciendo un enlace troncal con el Switch S2.
Interface fa 0/3

Sw mo tr

S1: En el puerto fa 0/3 del S1, estableciendo un enlace troncal con el Switch S3.
Interface fa 0/3

Sw mo tr



2.1.12 CONFIGURACION DE VLANS
Vlan 30 en S1

Configure terminal

Vlan 30

Name Administracion

Exit

Interface fa 0/1

Sw acc vlan 30

Vlan 40 en S3
Configure terminal
Vlan 40

Name mercadeo
Exit

Int fa 0/1

Sw acc vlan 40

2.1.13 SEGURIDAD EN LOS SWITCHES

S1.

Interface fa 0/1

Switchport mode Access



Switchport port-security
Switchport port-security maximum 1
Switchport port-security violation shutdown

Switchport port-security mac-address sticky

Interface fa 0/3

Switchport mode Access

Switchport port-security

Switchport port-security maximum 1
Switchport port-security violation shutdown

Switchport port-security mac-address sticky

Interface fa 0/24

Switchport mode Access

Switchport port-security

Switchport port-security maximum 1
Switchport port-security violation shutdown

Switchport port-security mac-address sticky

S3.
Interface fa 0/1

Switchport mode Access



Switchport port-security
Switchport port-security maximum 1
Switchport port-security violation shutdown

Switchport port-security mac-address sticky

Interface fa 0/3

Switchport mode Access

Switchport port-security

Switchport port-security maximum 1
Switchport port-security violation shutdown

Switchport port-security mac-address sticky

2.1.14 DESHABILITACION DNS LOOKUP EN SWITCH3

Config t

No ip domain-lookup

2.1.15 ASIGNAR DIRECCIONES IP A LOS SWITCHES ACORDE A LOS
LINEAMIENTOS

S1

Interface vlan 99



Ip address 192.168.99.2 255.255.255.0
S3
Interface vlan 99

Ip address 192.168.99.3 255.255.255.0

2.1.16 DESACTIVAR TODAS LAS INTERFACES QUE NO SEAN UTILIZADAS EN
EL ESQUEMA DE RED

S3.

Interface ra fa 0/2

Sh

Interface ra fa 04/-24

Sh

S1.

Interface f0/2

Sh

Interface ra fa 04/-23

Sh

2.1.17 CONFIGURAR R1 COMO SERVIDOR DHCP PARA LAS VLANS 30 Y 40



Ip dhcp excluded-address 192.168.30.1

Ip dhcp excluded-address 192.168.40.1

Ip dhcp pool Administracion

Network 192.168.30.0 255.255.255.0
default-router 192.168.30.1 255.255.255.0
dns-server 10.10.10.11

Ip dhcp pool Mercadeo

Network 192.168.40.0 255.255.255.0
default-router 192.168.40.1 255.255.255.0
dns-server 10.10.10.11

ip domain-name ccna-unad.com



CONCLUSION

Con el desarrollo del presente trabajo pudimos demostrar las destrezas y
conocimiento adquiridos a lo largo del curso en cuanto a configuracién de equipos
de red Cisco, como Routers, Switches y aplicar comandos, asi como también
conceptualizar con claridad el termino de red, que no es mas que un conjunto de
equipos (computadoras y/o dispositivos) conectados por medio de cables, sefnales,
ondas o cualquier otro método de transporte de datos, que comparten informacion
(archivos), recursos (CD-ROM, impresoras, etc.) y servicios (acceso a internet, e-

mail, chat), etc.
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