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Introduccién

Desarrollar y aplicar los conocimientos del Diplomado de Profundizacién CCNA1y CCNA2
(Routing and Switching) con la finalidad de resolver las necesidades del cliente usando

protocolo RIP, topologia NAT, configuraciones CHAT, enrutamiento OSPFv2 entre otros.

Desarrollar los ejercicios con la herramienta Pack Tracer con el fin de simular redes en los

cuales se pondran en préctica los conocimientos adquiridos a lo largo del curso.
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1. Descripcion de escenarios propuestos
para la prueba de habilidades

1.1 Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin, en
donde el estudiante serda el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario, acorde
con los lineamientos establecidos para el direccionamiento IP, protocolos de enrutamiento

y demas aspectos que forman parte de la topologia de red.

Topologia de red

1§14
FETPAT PP OAT

: : Rl MEDELLIN ”;‘JNF’; . -

WR0200/0 29172204/

Este escenario plantea el uso de RIP como protocolo de enrutamiento, considerando que
se tendran rutas por defecto redistribuidas; asimismo, habilitar el encapsulamiento PPP y
su autenticacion.
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Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN y a
los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.
Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

Desarrollo

Como trabajo inicial se debe realizar lo siguiente.
= Realizar las rutinas de diagnéstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).
Hostname nombre_del_equipo
Line con O
Password cisco
Login
Exit

Service password-encription

= Realizar la conexion fisica de los equipos con base en la topologia de red

e A

PC-PT

4
2401 = PC-PT
PCO MEDGLLIN. BOGPTAZ pC2
=,

b, ——g—s

F 3 et 2301
#5001 privy BOGOTAL
MEDELLINT
-

" .
< Cwo————
— ‘l 2901
Frond 2001 BOGOTAZ
PC1 MEDELLINZ

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

1.1.1 Configuracion del enrutamiento

= Configurar el enrutamiento en la red usando el protocolo RIP versién 2, declare
la red principal, desactive la sumarizacion automatica.
MEDELLIN1
router rip
version 2

redistribute static
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passive-interface Serial0/2/1
network 172.29.0.0
network 209.17.220.0

no auto-summary

MEDELLIN2

router rip

version 2

network 172.29.0.0
no auto-summary
MEDELLIN3
router rip

version 2

network 172.29.0.0

no auto-summary

BOGOTAl
router rip
version 2

redistribute static

passive-interface Serial0/3/0

network 172.29.0.0

network 209.17.220.0

no auto-summary

BOGOTA2

router rip

version 2

network 172.29.0.0
no auto-summary
BOGOTA3

router rip

version 2
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network 172.29.0.0

no auto-summary

= Los routers Bogotal y Medellin deberan afadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro
de las publicaciones de RIP.

L 172.2%.6.13/32 is directly connected, Serialdys3/0
209_.17_.220.0/24 is wariably subnetted, 4 subnets, 2 masks

c 20%_17.220.0/30 is directly connected, Serial0/ /2,0

c 20917 -1/32 is directly comnnected, Seriall/2/0

L 20%9_17. -2/32 is directly connected, Serial0/2/0

5 Eﬂﬁ.17.¢a0.4f30 [1/0] wia 205.17.220.1

= El router ISP debera tener una ruta estatica dirigida hacia cada red interna de

Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.

.0/1l€ is wariasbly subnetted, €
.4.0/2% is directly comnected, Seriald/2/0
-1z8/25 is directly connected, Serialld/s2/0

subnets, 2 masks

oW m

.0/30 is directly connected,
.4/30 is directly conmnected,

2/30 is directly connected,
2730 is directly connected,
4 is variably subnetted, 3

Serial0/2/0
Serial0l/2/0
Serial0/2/0
Serialdfszs0
subnets,

masks

c 0.0/30 is directly connected, Seriald/2/0
L 0.1/22 is directly connected, Seriald/2/0
C 220 _2Z/32 is directly connected, SerialdsZ2/0
T

1.1.2 Tabla de enrutamiento

= Verificar la tabla de enrutamiento en cada uno de los routers para comprobar
las redes y sus rutas.

= Verificar el balanceo de carga que presentan los routers.

# | Simuiation Panel 8 x
i (ﬁ}: Event List xS
Vis.  Timelsec) LastDevice AtDevice Type Info
0o - ZOB' |
0.001 PC MEDELLL... ICMP .

[iir,)

= 0.002 MEDELLINZ MEDELLL... \(MP.

R

PC-PT’ ik
0 MEDHLLIN
a

FCl

o~

.
: &
A, BTl
Play Controls
L/,
7

) - 2901
BOGOTA
72501 =3 \
JEDELLING
Back Auto Capture [Play | Capture /Forward

= I ¥
= Ty

;
Pt 2501
o1 MEDELLING

@

Reset Smulation| ] Constant Delay Capturing...

Event List Filters - Visble Events
ACL Filter, ARP, BGP, CDP, DHCP, DHCPv6, DNS, DTP, EIGRP, ETGRPv6, FTP, H.323,
HSRP, HSRPvB, HTTR, HTTPS, ICMP, ICMP8, IPSec, ISAKMP, LACP, NDP, NETFLOW,
NTP, OSPF, OSPFv8, PAgP, POP3, RADIUS, RIP, RIPng, RTP, SCCP, SMTP, SNMP,
S5H, STP, SYSLOG, TACACS, TCP, TFTP, Telnet, LIDP, VTP

Eit Filters Show Al None
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R

A
PC-PT 2901
PCO MEDBLLIN.

ISP

01
MEDELLING

| Simuiation Panel RS
Eventlist
Vis.  Timelsec) LestDevice AtDevice Type Info
0000 pCl icve [l
0w PCl mepeLL.. cve [l
= 0002  MEDELLIN3 MEDELLL. icvp [l
«
xﬁiﬁﬁ
2501 Reset Simulation| ] Constant Delay Capturing... *
BOGOTAL
Play Controls
Back

Auto Capture [ Flay Capture [ Forward

EventList Fiters - Visible Events
ACL Filter, ARP, BGP, CDP, DHCF, DHCPv6, DNS, DTP, EIGRP, EIGRPS, FTP, H.323,
HSRE, HSRPVG, HTTF, HTTPS, ICMP, ICMPV6, LPSec, ISAKMF, LACF, NDF, NETFLOW,
NTF, OSPF, OSPFv6, PAGF, FOP3, RADILS, RIP, RIPng, RTF, SCCF, SMTF, SNMP,
S8H, STP, SYSLOG, TACACS, TCP, TFTP, Telnet, UDP, VTP

Edit Fiters Show AllNone

v
>

(¢

Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacion,

por tener dos enlaces de conexion hacia otro router y por la ruta por defecto

gue manejan.
Los routers Medellin2 y Bog

directamente y recibidas median

172.25.0.0/1¢ is
-0.0/24
.0/24
-0/30
4/30
-8/30

wvariably subnetted,
17z2.2%

1
[120/1]
[120/1]
[120/1]
[120/1]
[120/1]

via
via
via

oy o

via

&

via

.0/25 is directly connected
/32 is directly connect
8725 [120/1]1 wia 172.2%5.
.0/30 is directly connected
.2/32 is directly connected
.4/30 directly
5/32 is directly
-8/30 [120/1] wvia

[120/1] wia
212720 [120/1] wia 1

is connected

connected

w0 ooooo

LT O O O (TR P R R A U

w

o

0730 is subnetted,
0.0/20 [120/1] wia

Z subnet
172.2%9
0.4/30 [120/1] wia 172.2%5

2
I 205.1
MEDELLINZE

.1,

-E.
-

otd2 también presentan redes conectadas
te RIP.

4 masks
Serialdsz/0
., Serialdy
. Serialdy,
Seriald,
., Serialdy

5 subnets,
00:00:2

., GigabitEthernetd/0
ed, GigakitEthernetl/0
.6, 00:00:02, Seriald /L
Seriald/
Seriall/2/0
Seriald/2/1
Serialls/z2/1
, 00:00

]

Seriall/2/0
f2/1
Seriali/s2/0
. Seriald/f2s1

]
Serialn/2/0
Seriali/2/0

2. 25.0.0/724
2.25.1.
.25.1.
2.25_3.

[1Z0/1]
0724 is direc
254732 is dir
0,30 [120/1]
[1Zz0/1]
[120/71]
[1Z20/1]
259_.3_8/30 is direc
29.3.10/32 is dire
29_.3.12/30 is dire
.29.3.14/32 is dire

L=

w

.29.3.4730

[~ I e R
e

BOGOTREZE

-0.0/1& is wariakly subnetted,

% subnets, 3 masks

wia 172.29.3.13, 00:00:13, Serialls2ys1
tly connected, GigabitEthernetl/0
ectly connected, GigabitEthernet0/0
wia 29.3.%, 00:00:24, Serialdysz/ S0
wvia 25.3.13, 00:00:13, Serialdysz/s1
wia 29.3.%9, 00:00:24, Serialdysz S0
wia .25.3.13, 00:00:13, Serialdys2/S1
tly connected, Seriald/s2 0

ctly connected, Seriald/s2/0

ctly connected, Seriald/2/1

ctly connected, Seriald/2/1
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= Las tablas de los routers restantes deben permitir visualizar rutas redundantes
para el caso de la ruta por defecto.
= EI router ISP solo debe indicar sus rutas estéticas adicionales a las

directamente conectadas.

172.25.0.0/1¢ is wvariably subnetted, © subnets, 2 masks

5 172.25.4.0/25 is directly connected, Serial0 270

s 172_.25.4_128/25 is directly connected, Serially/2/0
s 172_.25%.6.0/30 is directly connected, Seriald/z2z;0

5 172.25%.6.4/30 is directly connected, Seriald/2;0

5 172_.25%.6.8/30 is directly connected, Seriald/2;0

s 172_.25%.6_.12/30 is directly connected, Seriald/ 2,0

20%_.17_.220.0/24 is wariabkly subnetted, 3 subnets, 2 masks

c 205.17.220.0/30 is directly connected, Seriall/ /270
L 2059_17.220.1/322 is directly connected, Seriall/2/0
c 2059_17.220_2/32 is directly connected, Serial0yf2/0
Isr

1.1.3 Deshabilitar la propagacion del protocolo RIP

= Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacién del protocolo RIP, en la siguiente tabla se indican

las interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO0/0/1; SERIALO/1/0;
SERIALO/1/1

Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIAL0/1/0

Medellinl SERIALO/0/0; SERIALO/0/1;
SERIALO/1/1

Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

ISP No lo requiere

MEDELLIN1
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router rip

version 2

redistribute static
passive-interface Serial0/2/1
network 172.29.0.0

network 209.17.220.0

no auto-summary

BOGOTAl

router rip

version 2

redistribute static
passive-interface Serial0/3/0
network 172.29.0.0

network 209.17.220.0

no auto-summary

1.1.4 Verificacion del protocolo RIP

= Verificar y documentar las opciones de enrutamiento configuradas en los routers,
como el passive interface para la conexién hacia el ISP, la version de RIP y las
interfaces que participan de la publicacién entre otros datos.

= Verificar y documentar la base de datos de RIP de cada router, donde se informa

de manera detallada de todas las rutas hacia cada red.
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.0/1€ is wvariably subnetted, 15 subnets, 4 masks

=3 .0/24 6.1, 00:00:27, Seriald/s2 0
=3 .0/24 6.1, 00:00: Serialdys2/0
=3 _a/30 6.1, 00:00: Seriald/2/0
B -4/30 6.1, 00:00: Seriald/2/0
=3 .8/30 wia 172.2%.€.1, 00:00: Serialds2s0
=3 12730 [120/1] wia 172.25%.6.1, 00: 2 Seriald/2/0
c .0/25 is directly connected, GigabitEthernetd/0
L 126732 is directly connected, GigabitEthernet0/0
=3 .12 25 [120/1] wia 172.2%.€.€, 00:00:0Z, Seriallys2/s1
c .0/30 is directly connected, Seriald/ /2 /0
L .2/32 is directly connected, Seriald/2/0
c -4/30 is directly connected, Seriall 1
L .5/32 is directly comnnected, Seriald 1
=3 .8/30 29.e.1, 00:00: Serialdys2/0
.E.€, 00:00: Serialld/
B 172.2%.6.12/30 [1 S.6.1, 00:00 ., Seriald
[120s1] wia 172.2%.€.€, 00:00:02, SerialdsZ/1
209.17 .0/30 is subnetted, 2 subnets
R 205, 0.0/30 [l20/1] wia 172.2 .1, 00:00:27, Seriald/2/0
B 209 .220.4/30 [120/1]1 wia 172.25%.€.1, 00:00:27, Seriald/z2/ 0
MEDELLIN2g|
172.259.0.0/1€ is wariably subnetted, % subnets, 3 masks
=) 25.0.0/24 [120/1] wia 172.25.3.1%3, 00:00:12, Serial0s2/s1
c 25.1.0/24 is directly connected, GigabitEthernetl/0
L .25.1.254/32 is directly connected, GigabitEthermet0/0
=) S25.3.0/30 [120/1] wia 25.3.9, 00:00:24, Seriald/Z/0
[120/1] wia 25.3.13, 00:00:13, Serialdsz/s1
=] 172.29.3.4/730 [120/1] wia 2.29.3.%, 00:00:24, SerialQs2/0
[120/1] wia 172.25%.3.12, 00:00:13, Seri=alo 2/l
C .8/30 is directly connected, Serialdys2/0
L .10/32 is directly connected, Seriall/s2/0
C .12/30 is directly connected, Serial0/2/1
L -14/32 is directly connected, Seriald/2/1
BOGOTRZ#
172.25.0.0/1¢ is wariably subnetted, 1€ subnets, 4 masks
B 172.2%.0.0/24 [120/1] wia 172.2%.€.13, 00:00:24, Serial0/3/1
=] 17z 11,0724 [120/1] wia 17 .13, 00:00:24, Serialls3s1
=) 17z -3.0/30 [120/1] wia 17 .13, 00:00:24, Serialds3/1
=] 17z -23.4/30 [120/1] wia 172.2%.€.1%3, 00:00:24, Serialds/3s1
=] 172 -3.8/30 [120/1] wia 172.25%.€.13, 00:00:24, Seriald/3s1
B 172 -3.12/30 [120/11 wia 172.29%.6.13, 00:00:24, Seriald/3/1
=] 17z -4 _ 0725 [120/1] wia 172_.25%_€.5, 00:00:10, Seriald/sZ/0
c 172 -4.122/25 is directly connected, FigabitEthernstl/0
L 172 .4.254/32 is directly connected, GigabitEthernet0/0
=] 172 -€.0/30 [120/1] wia 172.2%.€.5, 00:00:10, Seriald/s2/0
[120/1] wia 172.25_€.13, 00:00:24, Seriald/3s1
C 172 .5.4/30 is directly connected, Seriald/2/0
L 172 .E.8/32 is directly connected, Seriald/Z/0
c 172 .€.8/30 is directly connected, Seriald/3/0
L 172 .£.10/32 is directly connected, Seriald/3/0
C 172 .€.12/30 is directly connected, Serial0d/3/1
L 172 .6.14/32 is directly connected, Serial0/ 371
205%.17.220.0/30 is subnetted, 2 subnets
=] 20%.17.220.0/30 [120/1] wia 172.2%.€.13, 00:00:24, Serial0s3/1
=] 205%.17.220.4/30 [120/1] wia 172.2%_€.13, 00:00:24, Serialds3/s1

HMEDELLIN3§




11

Diplomado de Profundizacion Cisco (Disefio e Implementacion de Soluciones
Integradas LAN/WAN

172.2%9.0.0/16 is wvariakly subnetted, 10 subnets, 3 masks

C 172.25.0.0/24 is directly connected, GigabitEthernet0/0
L 172.25.0.254/32 is directly connected, GigabitEthernetl/0
=) 172.25.1.0,/24 [120/1] wia 172.2%.3.14, 00:00:04, Seriald/3/70
C 172.25%.3.0/30 is directly connected, Seriald/2/0
L 172.25%.3_.2/32 is directly connected, Seriald/2;0
c 172.25%.3_.4/30 is directly connected, Serialds2/1
L 172.25.3_.6/32 is directly connected, Seriald/2/1
=) 172.25.3.8/30 [12051] wia 172.25%.3.1, 00:00:08, Serial0 270
[120/1] wia 172_.25%_.3_.14, 00:00:04, Serial0ys3/0
C 172 -3.12/30 is directly connected, Serial0/3/0
L 172 -3.13/32 is directly connected, Serial0/3/0
BOSOTRIE |
172.25.0.0/1e is wariably subnetted, 15 submnets, 4 masks
5 S9.0.0/24 is directly connected, Seriald/2/ 0
5 5.1.0/24 is directly connected, Seriald/2s0
g 59.32.0/30 is directly connected, Seriald/2/0
g 59.32.4/30 is directly connected, Seriald/s2/0
5 5.23.8/30 is directly connected, Seriald/2s0
5 9.3.12/30 is directly connected, Serialds 2/ 0
=) 5.4 0525 [120/1] wia 172.25.8.2, 00:00:03, Seriald/3/1
=) -25%.4.128/25 [120/1] wia 1 2%.&€.10, 00:00 , Serialld/ 2 /1
[120/1] wia 172.25.€.14, 00:00 , Seriald/3/0
c .€.0/30 is directly connected, Seriald/3/1
L _E8.1/32 is directly connected, Seriald/ 371
=) E.4/30 [120/1]1 wia 172.29%.€.2, 00:00:03, Seriald/3/1
[120/1] wvia 1 L€.10, 00:00:22, Seriald/s2/1
[120/11 wia 172.25%.€.14, 00:00:22, Seriald/3/0
C _E.8/30 is directly connected, Seriald/ 271
L _E.5/32 is directly connected, Seriald/ 271
c .€.12730 is directly connected, Seriald/3/0
L .6.13/32 is directly connected, Seriald/s3/70
_0/24 is wariabkly subnetted, 4 subnets, 2 masks
c -0/30 is directly connected, Serial0/ 270
c .17/32 is directly connected, Serialld
L 209.17 2/32 is directly connected, Seriald/ 270
5 209.17.220.4730 [1/0] wia 20%.17.220.1
MEDELLINLE
172.25%.0.0/1€ is wariably subnetted, 5% subnets, 3 masks
=3 172.25%_.0.0/24 [120/1]1 wia 172.25%_3_.&, 00:00:14, Serialds3/0
[1Z20/1] wia 172.25_.3.2, 00:00:14, Serialdfs2Zs/1
=3 17z2.25%.1.0/24 [120/1]1 wia 172.25%.3.10, 00:00:25, Serial0ys3/1
c 172.25.3.0/30 is directly connected, Seriald/2/ 1
L 172.25_.32.1/32 is directly connected, Serialld/2/1
c 172.25_.3_.4/30 is directly connected, Seriald/ 3,0
L 172.25_.32.5/32 is directly connected, Seriald/ 3,0
c 172.25_.3_.8/30 is directly connected, Seriald/3/1
L 172.25_.2.59/32 is directly connected, Serialld/3/1
=3 172.25%_3_.12/730 [120/1] wia 172_.25%_.3_6, 00:00:14, Serial0ys3/0
[120/1] wia 172_.25_.3_.2, 00:00:14, Serialds2s1
[120/1] wia 172_25%_.3.10, 00:00:25, Serial0dys3/1
BOGOTAL#

1.1.5 Configurar encapsulamiento y autenticacion PPP

Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado

con autenticacion PAT.
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El enlace Bogotal con ISP se debe configurar con autenticacion CHAT
interface Serial0/2/0

ip address 209.17.220.6 255.255.255.252
encapsulation ppp

ppp authentication chap

ppp pap sent-username BOGOTAL password 0 ciscol
ip nat outside

clock rate 2000000

MEDELLIN1

interface Serial0/2/0

ip address 209.17.220.2 255.255.255.252
encapsulation ppp

ppp authentication pap

ppp pap sent-username MEDELLIN1 password 0 ciscol
ip nat outside

clock rate 2000000

1.1.6 Configuracion PAT

En la topologia, si se activa NAT en cada equipo de salida (Bogotal y Medellinl),
los routers internos de una ciudad no podran llegar hasta los routers internos en el
otro extremo, soOlo existira comunicacion hasta los routers Bogotal, ISP y
Medellinl.
Después de verificar lo indicado en el paso anterior proceda a configurar el NAT en
el router Medellinl. Compruebe que la traduccion de direcciones indique las

interfaces de entrada y de salida. Al realizar una prueba de ping, la direccién debe

ser traducida automéaticamente a la direcciéon de la interfaz serial 0/1/0 del router

Medellin1, cémo diferente puerto.
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051 Model Inbound FDU Details COutbound POU Details

At Device: MEDELLINL
Source: PC1
Destination: ISP

In Layers Qut Layers

Layer 3: IP Header Src. IF: Laver 3: IP Header Src. IP:
172.29.4.129, Dest. IP: 209.17.220.1 209.17.220.2, Dest. IP: 209.17.220.1
ICMP Mes=zage Type: 8 ICMP Message Type: 8

Layer 2. HDLC Frame HDLC Layer 2: PFF Frame FFP

Layer 1: Port Serial0/3/0 Layer 1: Port(s): Serial0/2/0

1. Seriald/3/0 receives the frame.

Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccion de
direcciones indique las interfaces de entrada y de salida. Al realizar una prueba de
ping, la direccién debe ser traducida automaticamente a la direccion de la interfaz
serial 0/1/0 del router Bogotal, como diferente puerto.

MEDELLIN1

access-list 1 permit 172.29.6.0 0.0.0.3
access-list 1 permit 172.29.6.4 0.0.0.3
access-list 1 permit 172.29.6.8 0.0.0.3
access-list 1 permit 172.29.6.12 0.0.0.3
access-list 1 permit 172.29.4.0 0.0.0.127
access-list 1 permit 172.29.4.128 0.0.0.127
ip nat inside source list 1 interface Serial0/2/0 overload
interface Serial0/2/0

ip address 209.17.220.2 255.255.255.252
encapsulation ppp

ppp authentication pap

ppp pap sent-username MEDELLIN1 password 0 ciscol
ip nat outside

clock rate 2000000

|

interface Serial0/2/1

ip address 172.29.6.9 255.255.255.252

ip nat inside

clock rate 2000000

|

interface Serial0/3/0

ip address 172.29.6.13 255.255.255.252

ip nat inside

clock rate 2000000
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!
interface Serial0/3/1

ip address 172.29.6.1 255.255.255.252

ip nat inside

clock rate 2000000

BOGOTAl

access-list 1 permit 172.29.3.0 0.0.0.3
access-list 1 permit 172.29.3.4 0.0.0.3
access-list 1 permit 172.29.3.8 0.0.0.3
access-list 1 permit 172.29.3.12 0.0.0.3
access-list 1 permit 172.29.0.0 0.0.0.255
access-list 1 permit 172.29.1.0 0.0.0.255
ip nat inside source list 1 interface Serial0/2/0 overload
interface Serial0/2/0

ip address 209.17.220.6 255.255.255.252
encapsulation ppp

ppp authentication chap

ppp pap sent-username BOGOTAL password 0 ciscol
ip nat outside

clock rate 2000000

!

interface Serial0/2/1

ip address 172.29.3.1 255.255.255.252

ip nat inside

clock rate 2000000

!

interface Serial0/3/0
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ip address 172.29.3.5 255.255.255.252
ip nat inside
clock rate 2000000
!
interface Serial0/3/1
ip address 172.29.3.9 255.255.255.252
ip nat inside

clock rate 2000000

1.1.7Configuracion del servicio DHCP

El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la IP
del router Medellin2.

interface GigabitEthernet0/0

ip address 172.29.4.254 255.255.255.128

ip helper-address 172.29.6.5

duplex auto

speed auto

Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el servidor
DHCP para ambas redes Lan.

ip dhcp pool LAN_ BOGOTA2

network 172.29.1.0 255.255.255.0

default-router 172.29.1.254

ip dhcp pool LAN_BOGOTA3

network 172.29.0.0 255.255.255.0

default-router 172.29.0.254

Configure el router Bogotal para que habilite el paso de los mensajes Broadcast
hacia la IP del router Bogota2.

interface GigabitEthernet0/0

ip address 172.29.0.254 255.255.255.0
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ip helper-address 172.29.3.14
duplex auto

speed auto

1.2 Escenario 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de Miami,
Bogotd y Buenos Aires, en donde el estudiante serd el administrador de la red, el cual
debera configurar e interconectar entre si cada uno de los dispositivos que forman parte
del escenario, acorde con los lineamientos establecidos para el direccionamiento IP,

protocolos de enrutamiento y demds aspectos que forman parte de la topologia de red.

VIAN Direcclonamiento Nombre
'nternet 20 192.168.20.0/24 Administracidn
A0 192.168.40.0/24 Mercadeo
200 | 192.168.200.0/24 Mantenimiento

172.31.21.0/130

2 Lo4 192.168.4.0/24
Bosom ‘: s ™ LoS 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3

192.168.99.2

1.2.1 Desarrollo de la Problematica
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= Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los

dispositivos que forman parte del escenario

Bl .——&
S— e
PR ——/
PC-PT Internet
InternetPC
e~
i
T 2911%

/ - \/\
~=T - p =
&9 &
2do1 2901

1 R3
2960§24TT 2960424TT
& w»
J J
S— S—
—— ——
PC-PT PC-PT
PCO PC1

= Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2
5.5.55
Router ID R3
8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales
en 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500
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R1

router ospf 1

router—-id 1.1.1.1

log-adjacency-changes

passive—-interface GigabitEthernetl/s0
passive-interface GigabitEthernetl/0.30
passive-interface GigabitEthernetl/0.40
passive—interface GigabkitEthernetl/0.200
network 192_.1€8.30.0 0.0_.0_.255 area 0
network 192_.1€8.40.0 0.0_.0_255 area 0
network 192.1€8.200.0 0.0.0.255 area 0O
network 152_1€8.595_.0 0.0.0_255 area 0
network 172.31.21.0 0.0.0.3 area 0

R2

router ospf 1
router-id 5.5.5.5
log—adjacency-changes
network 10.10.10.10 0.0.0.0 area 0O
network 172.31.21.0 0.0.0.3 area 0O
network 172_21_.23.0 0.0.0.3 area 0
network 2Z0%.1€5.200.224 0.0.0.7 area 0

R3

router ospf 1
router-id 2.8.8.8
log—adjacency—changes
passive-interface Looplkackd
passive-interface Loopbacks
passive-interface Loopbacks
network 172.31.23.0 0.0.0.3 area 0O
network 132.1€8.
network 1%2_168._

network 1%2_1&8._
1

e
[}
[}
o
L)

.255 area 0
-0 0.0.0.255 area 0

-0.255 area 0

i
;:‘ '
[}

[}

Seriald/2/0 is up, line protocol is up
Internet address is 172_.31.23.1/30, RArea 0
Process ID 1, Bouter ID 5.5.5.5, Hetwork Type POINT-TO-POINT, Cost: 5500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router omn this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:02

Seriald/2/0 is up, line protocol is up {(connected)
Hardware is HDE&4570

Internet address is 172.31.23_1/30
MTIU 1500 bytes, BW 25¢€ Fbit, DLY 85000 usec,

Verificar informacion OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2
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» Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada
interface
= Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing

Networks, and passive interfaces configuradas en cada router.

Fateway of last resort is not set

10.0.0.0/32 is subnetted, 1 subnets

] 10.10.13.10,/32 [110/€5] wia 172.31.21.1, 00:05:20, Seriald/3/0
172.31.0.0/1€ is wariakly subnetted, 3 subnets, 2 masks

C 172.31.21.0/30 is directly connected, Serialdys3/0

L 172.31.21.2/32 is directly connected, Serialdys3/0

] 172.31.23.0,/30 [11l0/95€4] wia 172.31.21.1, 00:05:20, Seriald/s3,0
152 .1€2.4_.0/32 is subnetted, 1 subnets

] 182 .1e8.4.254,/32 [110/5%5€5] wia 172.31_.Z21.1, 00:05:20, Serialds3/0
152 .168.5.0/32 is subnetted, 1 subnets

] 152 .1€8.5.254,/32 [110/%5€5] wia 172.31.21.1, 00:05:20, Serialld/3,/0
152162 .6.0/32 is subnetted, 1 subnets

] 182 .1e8.6.254,/32 [110/5%5€5] wia 172.31_.Z1.1, 00:05:20, Serialds3/0
152 _.168.30.0/24 is wariably subnetted, 2 subnets, 2 masks

C 152 .18 _.30.0/24 is directly connected, GigabitEthernetl/0.30

L 152168 _.30.254/32 is directly connected, GigabitEthermnetd/0_30
152 . 1€2.40.0/24 is wariably subnetted, 2 subnets, 2 masks

C 152 168 .40.0/24 is directly connected, GigabitEthernetld/0.40

L 152168 .40.254/32 is directly connected, GigabitEthermetd/0.40
152 _.1€2_.200.0/24 is wariably subnetted, 2 subnets, 2 masks

C 152 168 _.200.0/24 is directly connected, GigabitEthernet0/0.200

L 152 168 _.200_254/32 is directly connected, GigabitEthernetld/0.200
20%_1€5.200.0/25% is subnetted, 1 subnets

] | 205.1€5.200.224725% [110/€5] wia 172.31_.Z21.1, 00:05:20, Serialld/ 3,0

Elg

10.0.0.0/32 is subnetted, 1 subnets

C 10.10.10.10/32 is directly connected, Loopbackd
172.31.0.0/16 is wvariabkly subnetted, 4 subnets, 2 masks

C 172.31.21.0/30 is directly connected, Seriald/3/1

L 172.31.21.1/32 is directly connected, Seriall/3/1

C 172.31_.23.0/30 is directly connected, Serial(ys2/0

L 172.31_.23.1/32 is directly connected, Serially/2/0
152 .1€2.4_0/32 is subnetted, 1 subnets

] 152.168.4.254,/32 [110,/5501] wia 172.31.23.2, 00:05:57, Serialld 2, 0
152 _.1€2.5.0/32 is subnetted, 1 subnets

] 152 .168.5.254,/32 [110/5501] wia 172.31.23.2, 00:05:57, Seriald/s2s0

152 .1€2.6.0/32 is subnetted, 1 subnets

152 1e2.€.254/32 [110/5501] wia 172.31.23.2, 00:05:57,
152 .1€8.30.0/724 [l1l0/€5] wia 172.31.21.2, 00:05:57, Serialds 3/ 1
152 .1€58.40.0/724 [1l1l0/€5] wia 172.31.21.2, 00:05:57, Seriald/ 3/ 1
laz.1€8.200.0/24 [l10/€5] wia 172.31.21.2, 00:05:57, Seriald/s/3S1
20%_1€5_.200.0/24 is wvariably subnetted, 2 subnets, 2 masks
C 20%9.165.200_.224/25% is directly connected, GigabkitEthernetl/0
L 20%9.165.200_225/32 is directly connected, GigabitEthernetl/0

Seriald/s2s0
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= Configurar VLANs, Puertos troncales, puertos de acceso, encapsulamiento,

Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red

establecida.
VLAMN Mo VLAM Mame
1 default
30 Adrinistracion
E )] Mercadeo
200 Mantenimiento
Port HMode Encapsulation Status Native wvlan
Fad/1 on 802 .1g trunking 1
Fals3 auto n-302.1g trunking 1
Port Vlans allowed on trunk
Fad/s1 1-1005
Fal/3 1-1005
Port Vlans allowed and active in management domain
Fad/s1 1,30,40,200
Fad/s3 1,30,40,200
Port Vlans in spanning tree forwarding state and not pruned
Fad/s1 1,30,40,200
Fad/3 1,30,40,200
S1lg

interface GigabitEthernetd,/0.30
encapsulation dotld 30

ip address 15%2_.1€2.30.254 255_255_255.0
!

interface GigabitEthernetd/0._40
encapsulation dotlQ 40

ip address 15%2_.1€2.40_.254 255_255_255.0
!
interface GigabitEthernetd/0_200
encapsulation dotlQ 200

ip address 152 _.1€8.200.254 255_255.255.0
!

Secure Port MaxSecurelddr Currentlddr SecurityVioclation Security Zction
{Count) {Count) {Count)

= En el Switch 3 deshabilitar DNS lookup

no ip domain-lookup
= Asignar direcciones IP a los Switches acorde a los lineamientos.
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interface VIan40
ip address 192.168.99.3 255.255.255.0

ip default-gateway 192.168.40.254
= Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

7
PC-PT
InternetPC

=
L ¥ [
2911°
R2
¢
ort hddress |
gabitEthernet0/0 set
gabitEthernets set
GigakitIthernetl/0.40 set>
gabitEthernet0/0.200 set
GigabitEthernet0/1 set
Seriald/3/0 set>
Seriald/3/1 set>
Vlanl set 0002_4AC4_B28C

Hostname: R1

Dhysical Location: Intercity, Home City,

Main Wiring Closet

7 ==
PC-PT PC-PT
PCO PC1

k\Scenario 2\Scenario 2 FINAL.pkt

Port Link VLAN IP Address
FastEthernet/1 up - -
FastEchernec0/2 up 20 --
FastEthernet/3 Up - -

New g F=stEtherneto/s Down 1 -
FastEthernet0/s Down 1 -
FastEchernet/€ Down 1 --
FastEthernet0/7 Down 1 -
FastEthernet0/8 Down 1 -
FastEchernec/$ Down 1 --

ﬁ‘ FEELEthE:nEtDi]D Down 1 -

Intermetpc | FastEchernesos1l Down 1 -
FastEthernet0/12 Down 1 --
FastEthernet0/13 Down 1 -
FastEthernet0/14 Down 1 -
FastEthernet0/1s Down 1 -
FastEchernec0/1€ Down 1 --
FastEthernet0/17 Down 1 -
FastEthernet0/18 Down 1 -
FastEchernec0/18 Down 1 --
FastEthernet0/20 Down 1 -
FastEthernet0/21 Down 1 -
FastEthernet0/22 Down 1 --
FastEthernet0/23 Down 1 -
FastEthernet0/24 Down 1 -
GigabitEthernet0/l Down 1 -
GigabitEthermet0/Z Down 1 --

29 vian1 Down 1
Vlan30 up 20 E

i Hostname: 51

Physical Location: Intercity, Home City, Corporate Wiring Closet

2950f24TT 2560]24TT
g g
PC-PT PC-PT
PCO PC1

3 Fire Last Status Source  Destination
?

i [ T |
2s01 | | 2911 | |generic New Delete

Toggle PDU List Window

and Drop to the Workspace)
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= Implement DHCP and NAT for IPv4

ip dhep excluded-address 152 _168_.30.0 152 _1€%_.30_.30
ip dhep excluded-address 152 _168_.40.0 152 _1&2_40_30
1

ip dhecp pool ADMINISTRRCTION

network 192 _1&8_.30.0 255_255_255.0

default-router 1%2_.168.30.254

dns—-server 10.10.10.11

ip dhecp pool MERCADED

network 192 _1¢8.40.0 255_255_255.0

default-router 15%2.168.40.254

dns—-server 10.10.10_.11

= Configurar R1 como servidor DHCP para las VLANs 30 y 40.

ip dhep excluded-address 15%2_168_30.0 152 _1&2_30_30
ip dhep excluded-address 132.168.40.0 152.1€5.40_30
1

ip dhep pool ADMINISTRACICH

network 192 _1€2.30.0 255.255.255.0

default-router 15%2_1c8.30_.254

dns—-server 10.10.10.11

ip dhcp pool MERCADED

network 192 _1€2.40.0 255.255.255.0

default-router 15%2_1&8._.40_254

dns—-server 10.10.10_.11

= Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para

configuraciones estéticas.

ip dhep excluded-address 152 _.162.30.0 152_.1€8.30.30

ip dhep excluded-address 152 _162_40.0 152 _1&2_40._30
!

Name: ADMINISTRACION
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 30 Domain-Name: ccna-unad.com
Establecer default gateway.
Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11

VLAN 40 Domain-Name: ccna-unad.com

Establecer default gateway.
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= Configurar NAT en R2 para permitir que los host puedan salir a internet

R2fsh ip nat translations

Pro Inside glokal Inside local futside local Jutside glokal
icmp 209.1€5.200.225:1 192 _1€8.40.31:1 20%.1€5.200.230:1 20%.1€5.200.230:1
icmp 209.1€5.200.225:2 192.1€8.40.31:2 20%.1€5.200.230:2 20%.1€5.200.230:2

access—list 1 permit 15%2_.1€2.30.0 0.0.0.255
access—-list 1 permit 15%2_162_.40.0 0.0.0_255
access—list 1 permit 15%Z_168_200.0 0.0.0.255
access—list 1 permit 15%2Z.168.59.0 0._.0.0_255
access—list 1 permit 1%2.1€3.4.0 0.0.0.255
access—-list 1 permit 15%2_162.5.0 0.0.0_.255
access—list 1 permit 15%Z_168.&.0 0.0.0_255

ip nat inside source list 1 interface GigabitEthernet0/0 overload

interface GigabitEthernet0/0

ip address 209.165.200.225 255.255.255.248
ip nat outside

duplex auto

speed auto

interface Serial0/2/0

bandwidth 256

ip address 172.31.23.1 255.255.255.252
ip ospf cost 9500

ip access-group 101 in

ip nat inside

clock rate 2000000

!

interface Serial0/3/1

ip address 172.31.21.1 255.255.255.252
ip access-group 100 in

ip nat inside

clock rate 2000000
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= Configurar al menos dos listas de acceso de tipo estandar a su criterio en

para restringir o permitir trafico desde R1 o R3 hacia R2.

access—-list
access—-list
access-list
access—-list
access—-list
access—-list
access—-list
access—list

= Configurar al menos dos listas de acceso de tipo extendido o nombradas a

1l permit 15%2_1€3.30.0 0_.0.0_255
l permit 152.1€8.40.0 0.0.0.255
]l permit 1%2_1€2.200.0 0.0.0.255
1l permit 1%2_1€8.5%5.0 0_.0.0.255
1l permit 15%2 . 1€28.4.0 0.0_.0_255

1l permit 15%2_.1€8.5.0 0.0.0_255

l permit l132.1€8.6.0 0.0.0.255

2 deny any

Su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

access—list 100 permit tcp 15%Z_168.30.0 0.0_.0_.255 host 10.10.10.11 eg wWWw
access—-list 100 permit tcp 15%2Z_.168.40.0 0.0_.0.255 host 10.10.10.11 eg wWw
access—list 100 permit ospf any any
access—-list 100 permit icmp any any
access-1list 100 permit icmp 13%2.1€8.30.0 0.0.0.255 209_.1€5.200.224 0.0.0.7
access—-1list 100 permit icmp 13%2_.1€8.40.0 0.0.0_.255 209_.1€5.200.224 0.0.0.7
access—list 101 permit tcp 152Z.162.4.0 0.0.0.255 host 10.10.10.11 egqg www
access—-list 101 permit tcp 15%2Z_162.5.0 0.0.0.255 host 10.10.10.11 eg www
access—-list 101 permit tocp 1%2_.1€8.&6.0 0.0.0.255 host 10.10.10.11 eg wwwW
access—list 101 permit icmp any any

101 permit ospf any any

access—list
.

= Verificar procesos de comunicacion y redireccionamiento de trafico en los

routers mediante el uso de Ping y Traceroute.

& pco - ul
| l— e B Physical Config Desktop  Custom Interface
— 4
PC-PT Intdrnet E— e —_— a—1 =

InternetPC
Command Prompt
1
=t
L !
72917
//S// R2 \\J\\
by
~ < Ao
(% 7 %
2do1 2801
71 R3
: - /
296c%‘24rr 29505}2417
LI -
=
PC-PT PC-PT
PCO PC1
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& poo - O
LU Physical Config Desktop Custom Interface
4
Intdrnet T ———— ——— [g— 1! —_—

InternetPC

rimat

Minimum

2960f24TT zqsus|f2=ﬂ-r
L} 1 I
=
PC-PT BC-PT 2
PCO PC1 Minimm =
<
New Cluster Move Object oo _ O

Physical Config Desktop  Custom Interface

L o
_{ v’
PC-PT Int IrnEt
InternetPC

PC-PT PC-PT
PCO PCL
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2.Conclusiones

2.1 Conclusiones

= Se utilizaron diferentes switch Cisco con el fin de desarrollar los ejercicios
propuestos, como también se implementaron protocolos de seguridad,
enrutamiento OSPFv2, RIP versién 2 y verificacion de cada uno de los mismos
mediante pruebas de ping.



27 Diplomado de Profundizaciéon Cisco (Disefio e Implementacion de Soluciones
Integradas LAN/WAN

Bibliografia

= Cisco (2019). Principios basicos de routing y swiching. Recuperado de:

https://static-course-assets.s3.amazonaws.com/RSE6/es/index.html

= Cisco (2019). Capitulo 9, Configuracion NAT. Recuperado de: https://static-course-

assets.s3.amazonaws.com/RSE6/es/index.htmli#9.2.1.1

= Cisco (2019). Introduccibn a redes. Recuperado de: https://static-course-

assets.s3.amazonaws.com/ITN51/es/index.html



https://static-course-assets.s3.amazonaws.com/RSE6/es/index.html
https://static-course-assets.s3.amazonaws.com/RSE6/es/index.html#9.2.1.1
https://static-course-assets.s3.amazonaws.com/RSE6/es/index.html#9.2.1.1
https://static-course-assets.s3.amazonaws.com/ITN51/es/index.html
https://static-course-assets.s3.amazonaws.com/ITN51/es/index.html

