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INTRODUCCION

En este Trabajo final se realizara los items contemplados en la guia sobre la
Prueba de Habilidades practicas CCNA del Diplomado de Profundizacion Cisco
donde se identifican los temas de Switching, Routing y Configuracién basica de
redes. Con el Certificado de CCNA se adquieren herramientas de conocimiento de
la funcionalidad de las redes, en cuanto a su configuracion, resolver problemas de
conexion de las LAN y WAN.

El curso esté constituido por dos médulos: Network Fundamentals (CCNAL1 R&S) y
Routing and Switching Fundamentals (CCNA2 R&S), los cuales forman parte del
curriculo CCNA R&S adscrito a la Academia CISCO. El curso articula en su
contenido diversas tematicas que permiten abordar el ndcleo problémico (NP:
Gestidon de Sistemas y Servicios de Telecomunicaciones ) en funcion del nucleo
integrador problémico (NIP: Las telecomunicaciones como herramienta para la
competitividad global con visibn sociohumanistica), en donde los estudiantes
aprenderan a crear una red empresarial eficaz y escalable; asi como a instalar,
configurar, supervisar, y solucionar problemas en los equipos pertenecientes a la
infraestructura de una red convergente.
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OBJETIVOS

Desarrollar los ejercicios propuestos en la guia de acuerdo a los
conocimientos adquiridos a lo largo del curso del Diplomado.

Realizar el analisis y configuraciones necesarias en cada uno de los
dispositivos solicitados.

Emprender acciones de colocar en practica lo aprendido en este curso con
las labores diarias que se presentan a lo largo de los ambientes laborales, o
independientes para un desarrollo de soluciones a las problematicas.

'Desarrollar en el estudiante la capacidad de configurar y administrar
dispositivos de Networking orientados al disefio de redes escalables y de
conmutacién, mediante el estudio del modelo OSI, la arquitectura TCP/IP, y
el uso de recursos y herramientas en funcion de los protocolos y servicios
de la capa fisica como soporte de las comunicaciones a través de las redes
de datos estableciendo alternativas a problemas de interconectividad.

Fortalecer en el estudiante la importancia de establecer niveles de
seguridad basicos, mediante la definicibn de criterios y politicas de
seguridad aplicadas a diversos escenarios de red, bajo el uso de
estrategias hardware y software, con el fin de proteger la integridad de la
informacion frente a cualquier tipo de ataque que se pueda presentar en un
instante de tiempo determinado; en especial en soluciones de red que
involucren el uso de aplicaciones cliente-servidor.

Desarrollar en el estudiante la capacidad de configurar y verificar
operaciones basicas de enrutamiento de Gateway interior mediante el uso
de comandos especificos del I0S con el fin identificar y resolver problemas
de conectividad y actualizacion de tablas de enrutamiento.
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DESCRIPCION GENERAL DE LA PRUEBA DE HABILIDADES

El icurso de profundizacién esta constituido por cuatro unidades. En las dos
primeras unidades se abordan los temas que forman parte del médulo CCNAL
R&S y en las dos siguientes al médulo CCNA2 R&S.

En la Unidad 1 el estudiante aprendera algunos conceptos relacionados con la
configuracion de sistemas operativos de red, protocolos de comunicacion,
mecanismos de acceso al medio y caracteristicas de la capa de red.

En la Unidad 2 se abordaran las teméaticas relacionadas con la capa de transporte,
asignacion de direcciones IP, subnetting y capa de aplicacion.

En la Unidad 3 se presenta la forma adecuada de disefiar y configurar soluciones
soportadas en el uso de dispositivos de conmutacion acorde con las topologias de
red requeridas bajo el uso de protocolos basados en STP y VLANs bajo una
arquitectura jerarquica.

En la Unidad 4 se presentan tematicas relacionadas con el enrutamiento estatico,
enrutamiento dinamico, enrutamiento mediante protocolos de estado enlace, listas
de acceso, asignacion dinamica de direcciones IP y traducciones de direcciones IP
mediante NAT.

Con el curso de profundizacién, se busca que los Profesionales profundicen en
este campo emergente de las Redes y Telecomunicaciones de tal forma que sus
egresados estén en capacidad de responder a la demanda creciente de personal
especializado en el area de las Tecnologias de la Informacién.
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DESCRIPCION DE ESCENARIOS PROPUESTOS PARA LA PRUEBA DE
HABILIDADES

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red
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Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar
el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red
LAN y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y Medellinl.
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Desarrollo

Como trabajo inicial se debe realizar lo siguiente:

eRealizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).

Se realiza la configuracion de los equipos con las direciones IP y las interfases:

R1

config t

hostname MEDELLIN1

int s0/0/0

ip add 172.29.4.0 209.17.220.0
clock rate 64000 no shu

R2

config t

hostname BOGOTA1

int loop0

ip add 172.29.0.0 209.17.220.4
no shut

int s0/0/0

ip add 172.29.3.8 209.17.220.5
clock rate 64000

no shu

int s0/0/1

ip add 172.29.3.12 209.17.220.5
no shu

int g0/0/1

ip add 172.29.1.0 209.17.220.5
no shu

int g0/0

Se configuran los terminales quedando:

no ip domain-lookup

service password-encryption
enable secret class

banner motd %Bienvenidos%
line console 0

password unad

login

line vty 0 15

password unad

login

10
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e Realizar la conexion fisica de los equipos con base en la topologia de red
Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Parte 1: Configuracién del enrutamiento
a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare
la red principal, desactive la sumarizacién automatica.

MEDELLIN-1:

Medellin-1>en

Medellin-1#conf t

Medellin-1(config)#router rip
Medellin-1(config-router)#version 2
Medellin-1(config-router)#no auto-summary
Medellin-1(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1
C 209.17.220.0/30 is directly connected, Serial0/0/0
Medellin-1(config-router)#network 172.29.6.0
Medellin-1(config-router)#network 172.29.6.8
Medellin-1(config-router)#network 172.29.6.12
Medellin-1(config-router)#passive-interface s0/0/0

MEDELLIN-2:

Medellin-2>en

Medellin-2#conf t

Medellin-2(config)#router rip
Medellin-2(config-router)#version 2
Medellin-2(config-router)#no auto-summary
Medellin-2(config-router)#do show ip route connected
C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/0

C 172.29.6.4/30 is directly connected, Serial0/0/1
Medellin-2(config-router)#network 172.29.4.0
Medellin-2(config-router)#network 172.29.6.0
Medellin-2(config-router)#network 172.29.6.4
Medellin-2(config-router)#passive-interface g0/0

MEDELLIN-3:

11
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Medellin-3>en

Medellin-3#conf t

Medellin-3(config)#router rip
Medellin-3(config-router)#version 2
Medellin-3(config-router)#no auto-summary
Medellin-3(config-router)#do show ip route connected
C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/0/0

C 172.29.6.12/30 is directly connected, Serial0/0/1
Medellin-3(config-router)#network 172.29.4.128
Medellin-3(config-router)#network 172.29.6.4
Medellin-3(config-router)#network 172.29.6.8
Medellin-3(config-router)#network 172.29.6.12
Medellin-3(config-router)#passive-interface g0/0

BOGOTA-1:

Bogota-1>en

Bogota-1#conf t

Bogota-1(config)#router rip
Bogota-1(config-router)#version 2
Bogota-1(config-router)#no auto-summary
Bogota-1(config-router)#do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/1/0
C 172.29.3.4/30 is directly connected, Serial0/1/1
C 172.29.3.8/30 is directly connected, Serial0/0/1
C 209.17.220.4/30 is directly connected, Serial0/0/0
Bogota-1(config-router)#network 172.29.3.0
Bogota-1(config-router)#network 172.29.3.4
Bogota-1(config-router)#network 172.29.3.8
Bogota-1(config-router)#passive-interface s0/0/0

BOGOTA-2:

Bogota-2>en

Bogota-2#conf t

Bogota-2(config)#router rip
Bogota-2(config-router)#version 2
Bogota-2(config-router)#no auto-summary
Bogota-2(config-router)#do show ip route connected
C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0
C 172.29.3.12/30 is directly connected, Serial0/0/1
Bogota-2(config-router)#network 172.29.1.0
Bogota-2(config-router)#network 172.29.3.8

12
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Bogota-2(config-router)#network 172.29.3.12
Bogota-2(config-router)#passive-interface g0/0

BOGOTA-3:

Bogota-3>en

Bogota-3#conf t

Bogota-3(config-if)#router rip
Bogota-3(config-router)#version 2
Bogota-3(config-router)#no auto-summary
Bogota-3(config-router)#do show ip route connected
C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0
C 172.29.3.4/30 is directly connected, Serial0/0/1
C 172.29.3.12/30 is directly connected, Serial0/1/0
Bogota-3(config-router)#network 172.29.0.0
Bogota-3(config-router)#network 172.29.3.0
Bogota-3(config-router)#network 172.29.3.4
Bogota-3(config-router)#network 172.29.3.12
Bogota-3(config-router)#passive-interface g0/0

b. Los routers Bogotal y Medellin deberan aifadir a su configuracién de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de
las publicaciones de RIP.

MEDELLIN-1:

Medellin-1>en

Medellin-1#conf t

Medellin-1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
Medellin-1(config)#route rip
Medellin-1(config-router)#default-information originate

Bogota-1

Bogota-1>en

Bogota-1#conf t

Bogota-1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
Bogota-1(config)#router rip
Bogota-1(config-router)#default-information originate

c. El router ISP debera tener una ruta estatica dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.

ISP:

13
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ISP>en

ISP#conf t
ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6

Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar
las redes y sus rutas.

& BOGOTAS3
_Physical | Config | CLI |

Bogota-3>en
Bogota-3gping 172.29.3.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP EZEches to 172.29.3.1, timeocut is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/7/34 ms
Bogota-3¢ping 209.17.220.5

Type escape sequence te asbort.
Sending 5, 100-bytve ICMP Echos to 209.17.220.5, timecut is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/7/30 ms

Bogota-3f$ping 209.17.220.2

Type escape sequence to abort.
Sending 5§, 100-byte ICMP Echos to 209.17.220.2, timecut is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/8/31 ms
Bogota-3%ping 172.29.6.2

Type escape sequence to aboret.

Sending 5, 100-byte ICMP Echos to 172.29.6.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/10/35 ms

b. Verificar el balanceo de carga que presentan los routers.

14
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Bogota~3fshow ip route

Codes: L - locel, C - connected, § - sctatic, R - RIP, M - mobile, B - E
D — EIGRP, EX — EIGRP sxternal, O — OSPF, IZ2 - OSPF inter are=s
N1 - OSPF NSSA external type 1, NZ - OSPF NSSA external type 2
E1 - OSPF external ctype 1, EZ - OSPF exterxnzl ctype 2, E - EGP
i - IS-IS, L1 — IS-IS lewel-l1l, L2 - IS-IS level-2, ia - IS-IS in
% = gandidate default, U - per-user static :oute, e - ODR
P - pericdic downlcaded static route

Gateway ©£f last resort is 172.29.8.1 te netwerk 0.0.0.0

172_.25.0.0/1€ is wariably subnetted, 10 subnets, 3 masks
172.29.0.0/24 is directly connected, GigabictEthaernetO/0
172.25.0.1/32 is directly connected, GigabitEthernecd/0
172.29.1.0/24 [120/1] wis 172.29.3.13, 00:00:08, Seri=l0/1/0
172.29.3.0/30 is directly connected, Serxriald/0/0
172.29.3.2/32 is directly connected, Seriz=l0/0/0
172.25.3.4/30 is directly cconnected, Serisl0/0/1
172.28.3.6/32 is directly connected, Saeriald/0/1
172.29.3.8/30 [120/1] wia 172_.28_.3_.13, 00:-00:-08, Seri=l10/1/0
[120/1] wia 172.25.3.5, 00:006:-26€, Serial0/0/1
£120/1) wvia 172.29.3.1, 00:00:2¢6, Sexiasld/0/0
172.29.3.12/30 is directly connected, Serizl0/1/0

wraoraoveran

0O

c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacion,
por tener dos enlaces de conexidn hacia otro router y por la ruta por defecto que
manejan.

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes
para el caso de la ruta por defecto.

Bogota-33show ip route
Codes: L - local, € - coanected, § - static, R - RIP, M - =ohile, B8 - BGP
D - ZIGRP, EZX - EZIGRP exvernal, 0 - OSPF, IA - OSPF inter area
'
N1 - OSPF NSSk external type 1, N2 - OSPF NSSA external type 2
Z1 - OSPF external ctype !, =2 - OSPT external type 2, - ZEP
i

i - IS-I§, 11 - IS-IS level-l, L2 - IS-IS level-2, IS-IS inter ares
¢ - candidate default, U - per-user static route, ©

- pericdic downloaded static route

Gateway of last resort is 172.29.3.1 to network 0.0.0.0
172.23.0.0/1€ is variably subnetted, 10 subnevs, 3 masks

c 172.25.0.0/24 y connected, GigabitZthernetl/0

L 172.29.0.1/32 y connected, GigabitZthernetl/D

R 172.29.1.0/24 172.29.3.13

c 172.29.3.0/30

L 172.29.3.2/32

c 172.29.3.4/30

i 172.29.3.8/32

2 172.29.3.8/30 |

15
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f. El router ISP solo debe indicar sus rutas estaticas adicionales a las
directamente conectadas.

ISP>en

ISP#conf t

ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6

Parte 3. Deshabilitar la propagacion del protocolo RIP.
a. Para no propagar las publicaciones por interfaces que no lo requieran se debe

deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0;
SERIALO/1/1

Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

Medellinl SERIALO/0/0; SERIALO/0/1;
SERIALO/1/1

Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

ISP No lo requiere

Parte 4. Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la version de
RIP y las interfaces que participan de la publicacion entre otros datos.

R/: En dicho proceso se realizaron las conexiones pasivas; de igual manera la
conexion a RIP se utilizo la version 2.

e Passive Interface: Una interfase pasiva lo que hace es que no envia
ningun tipo de paquete, ni cualquier otro tipo de paquetes, es decir que por
esa interface no podremos tener neighbors o vecinos pero si anunciara las
redes de dichas interfaces.

16
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e RIP: es un protocolo de informacion de enrutamiento, es un protocolo de
puerta de enlace interna o interior utilizado por los routers o encaminadores
para intercambiar informacion acerca de redes del Internet Protocol (IP) a
las que se encuentran conectados.

b. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

MEDELLIN-1:

Medellin-1#show ip rip database
0.0.0.0/0 auto-summary
0.0.0.0/0

[0] via 0.0.0.0, 02:15:55
172.29.4.0/25 auto-summary
172.29.4.0/25

[1] via 172.29.6.2, 00:00:11, Serial0/0/1
172.29.4.128/25 auto-summary
172.29.4.128/25

[1] via 172.29.6.14, 00:00:08, Serial0/1/1 [1] via 172.29.6.10, 00:00:08,
Serial0/1/0
172.29.6.0/30 auto-summary
172.29.6.0/30 directly connected, Serial0/0/1
172.29.6.4/30 auto-summary
172.29.6.4/30

[1] via 172.29.6.2, 00:00:11, Serial0/0/1 [1] via 172.29.6.14, 00:00:08,
Serial0/1/1 [1] via 172.29.6.10, 00:00:08, Serial0/1/0
172.29.6.8/30 auto-summary
172.29.6.8/30 directly connected, Serial0/1/0
172.29.6.12/30 auto-summary
172.29.6.12/30 directly connected, Serial0/1/1

MEDELLIN-2:

Medellin-2>en
Medellin-2#show ip rip database
0.0.0.0/0 auto-summary
0.0.0.0/0

[1] via 172.29.6.1, 00:00:07, Serial0/0/0
172.29.4.0/25 auto-summary
172.29.4.0/25 directly connected, GigabitEthernet0/0
172.29.4.128/25auto-summary
172.29.4.128/25

[1] via 172.29.6.6, 00:00:29, Serial0/0/1
172.29.6.0/30 auto-summary
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172.29.6.0/30 directly connected, Serial0/0/0
172.29.6.4/30 auto-summary
172.29.6.4/30 directly connected, Serial0/0/1
172.29.6.8/30 auto-summary
172.29.6.8/30
[1] via 172.29.6.1, 00:00:07, Serial0/0/0 [1] via 172.29.6.6, 00:00:29,
Serial0/0/1
172.29.6.12/30 auto-summary
172.29.6.12/30
[1] via 172.29.6.1, 00:00:07, Serial0/0/0 [1] via 172.29.6.6, 00:00:29,
Serial0/0/1

MEDELLN-3:

Medellin-3#show ip rip database
0.0.0.0/0 auto-summary
0.0.0.0/0
[1] via 172.29.6.9, 00:00:17, Serial0/0/0 [1] via 172.29.6.13, 00:00:17,
Serial0/0/1
172.29.4.0/25 auto-summary
172.29.4.0/25
[1] via 172.29.6.5, 00:00:20, Serial0/1/0
172.29.4.128/25 auto-summary
172.29.4.128/25directly connected, GigabitEthernet0/0
172.29.6.0/30 auto-summary
172.29.6.0/30
[1] via 172.29.6.13, 00:00:17, Serial0/0/1 [1] via 172.29.6.5, 00:00:20,
Serial0/1/0 [1] via 172.29.6.9, 00:00:17, Serial0/0/0
172.29.6.4/30 auto-summary
172.29.6.4/30 directly connected, Serial0/1/0
172.29.6.8/30 auto-summary
172.29.6.8/30 directly connected, Serial0/0/0
172.29.6.12/30 auto-summary
172.29.6.12/30 directly connected, Serial0/0/1

BOGOTA-1:

Bogota-1#show ip rip database
0.0.0.0/0 auto-summary
0.0.0.0/0
[0] via 0.0.0.0, 02:12:44
172.29.0.0/24 auto-summary
172.29.0.0/24
[1] via 172.29.3.6, 00:00:07, Serial0/1/1 [1] via 172.29.3.2, 00:00:07,
Serial0/1/0
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172.29.1.0/24 auto-summary
172.29.1.0/24

[1] via 172.29.3.10, 00:00:20, Serial0/0/1
172.29.3.0/30 auto-summary
172.29.3.0/30 directly connected, Serial0/1/0
172.29.3.4/30 auto-summary
172.29.3.4/30 directly connected, Serial0/1/1
172.29.3.8/30 auto-summary
172.29.3.8/30 directly connected, Serial0/0/1
172.29.3.12/30 auto-summary
172.29.3.12/30

[1] via 172.29.3.10, 00:00:20, Serial0/0/1 [1] via 172.29.3.6, 00:00:07,
Serial0/1/1 [1] via 172.29.3.2, 00:00:07, Serial0/1/0

BOGOTA-2:

Bogota-2#show ip rip database
0.0.0.0/0 auto-summary
0.0.0.0/0
[1] via 172.29.3.9, 00:00:15, Serial0/0/0
172.29.0.0/24 auto-summary
172.29.0.0/24
[1] via 172.29.3.14, 00:00:18, Serial0/0/1
172.29.1.0/24 auto-summary
172.29.1.0/24 directly connected, GigabitEthernet0/0
172.29.3.0/30 auto-summary
172.29.3.0/30
[1] via 172.29.3.9, 00:00:15, Serial0/0/0 [1] via 172.29.3.14, 00:00:18,
Serial0/0/1
172.29.3.4/30 auto-summary
172.29.3.4/30
[1] via 172.29.3.9, 00:00:15, Serial0/0/0 [1] via 172.29.3.14, 00:00:18,
Serial0/0/1
172.29.3.8/30 auto-summary
172.29.3.8/30 directly connected, Serial0/0/0
172.29.3.12/30 auto-summary
172.29.3.12/30 directly connected, Serial0/0/100:00:20, Serial0/0/1 [1] via
172.29.3.6, 00:00:07, Serial0/1/1 [1] via 172.29.3.2, 00:00:07, Serial0/1/0

BOGOTA-3:

Bogota-3#show ip rip database
0.0.0.0/0 auto-summary
0.0.0.0/0
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[1] via 172.29.3.1, 00:00:09, Serial0/0/0 [1] via 172.29.3.5, 00:00:09,
Serial0/0/1
172.29.0.0/24 auto-summary
172.29.0.0/24 directly connected, GigabitEthernet0/0
172.29.1.0/24 auto-summary
172.29.1.0/24
[1] via 172.29.3.13, 00:00:08, Serial0/1/0
172.29.3.0/30 auto-summary
172.29.3.0/30 directly connected, Serial0/0/0
172.29.3.4/30 auto-summary
172.29.3.4/30 directly connected, Serial0/0/1
172.29.3.8/30 auto-summary
172.29.3.8/30
[1] via 172.29.3.13, 00:00:08, Serial0/1/0 [1] via 172.29.3.5, 00:00:09,
Serial0/0/1 [1] via 172.29.3.1, 00:00:09, Serial0/0/0
172.29.3.12/30 auto-summary
172.29.3.12/30 directly connected, Serial0/1/0

Parte 5. Configurar encapsulamiento y autenticacién PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado
con autenticacion PAT.

MEDELLIN-1:

Medellin-1>en

Medellin-1#conf t

Medellin-1(config)#username ISP password unad19
Medellin-1(config)#

Medellin-1(config)#int s0/0/0
Medellin-1(config-if)#encapsulation ppp
Medellin-1(config-if)#ppp authentication pap
Medellin-1(config-if)#ppp pap sent-username Medellin-1 password unad19
Medellin-1(config-if)#end

Medellin-1#

Medellin-1#ping 209.17.220.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17.220.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/15 ms

ISP>en
ISP#conf t
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ISP(config)#username Medellin-1 password unad19
ISP(config)#int sO/0/0
ISP(config-if)#encapsulation ppp
ISP (config-if)y#ppp authentication pap
ISP(config-if)#ppp pap ?
sent-username Set outbound PAP username
ISP (config-if)y#ppp pap sent-username ISP password unadl19

b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.

BOGOTA-1:

Bogota-1>en

Bogota-1#conf t

Bogota-1(config)#username ISP password unad

Bogota-1(config)#int s0/0/0

Bogota-1(config-if)#encapsulation ppp
Bogota-1(config-if)#ppp authentication chap

ISP>en

ISP#conf t

ISP(config)#username Bogota-1 password unad

ISP(config)#int s0/0/1

ISP (config-ify#encapsulation ppp

ISP (config-if)#ppp authentication chap

ISP(config-if)#end

ISP#ping 209.17.220.6

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 209.17.220.6, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/16 ms

Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los routers
internos en el otro extremo, solo existira comunicacion hasta los routers Bogotal,
ISP y Medellinl.

MEDELLIN-1:

Medellin-1>en
Medellin-1#conf t
Medellin-1(config)#ip nat inside source list 1 interface s0/0/0 overload
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Medellin-1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
Medellin-1(config)#int s0/0/0
Medellin-1(config-if)#ip nat outside
Medellin-1(config-if)#int sO/0/1
Medellin-1(config-if)#ip nat inside
Medellin-1(config-if)#int s0/1/0
Medellin-1(config-if)#ip nat inside
Medellin-1(config-if)#int sO/1/1
Medellin-1(config-if)#ip nat inside

BOGOTA-1:

Bogota-1>en
Bogota-1#conf t
Bogota-1(config)#ip nat inside source list 10 interface s0/0/0 overload
Bogota-1(config)#access-list 10 permit 172.29.0.0 0.0.3.255
Bogota-1(config)#int s0/0/0
Bogota-1(config-if)#ip nat outside
Bogota-1(config-if)#int sO/0/1
Bogota-1(config-if)#ip nat inside
Bogota-1(config-if)#int s0/1/0
Bogota-1(config-if)#ip nat inside
Bogota-1(config-if)#int s0/1/1
Bogota-1(config-if)#ip nat inside

b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT
en el router Medellinl. Compruebe que la traduccion de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion debe
ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del router
Medellin1, como diferente puerto.

Medellin-lgshow ip nat translations

Pro Inside global Inside local Cutside local OCutside glcbal
icmp 209.17.220.2:1 72.29.4.6:1 209:17.220.2:1 209.27.220.%2:2
icmp 209.17.220.2:2 172.29.4.6:2 209.17.220.1:2 209.17.220.1:2
icmp 209.17.220.2:3 172.29.4.6:3 209.17.220.1:3 209.17.220.1:3
icmp 209.17.220.2:4 172.29.4.6:4 209.17.220.1:4 209.17.220.1:4

Medellin-1%

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccion
de direcciones indique las interfaces de entrada y de salida. Al realizar una prueba
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de ping, la direccién debe ser traducida autométicamente a la direccion de la
interfaz serial 0/1/0 del router Bogotal, como diferente puerto.

Translating "end"...domain server (255.255.255.255) % Name lookup aborted

Bogota-1%

Bogota-1gshow ip nat translations

Pro Inside global Inside local Outside local Outside glcbal

iemp 209.17.220.6:10 72.29.0.6:10 209.17.220.5:10 209.17.220.5:10

icmp 209.17.220.6:11 172.29.0.6:11 209.17.220.5:11 209.17.220.5:11

iemp 209.17.220.6:12 172.29.0.6:12 209.17.220.5:12 209.17.220.5:12 =

icmp 209.17.220.6:9 172.29.0.6:9 209.17.220.5:9 209.17.220.5:9

Bogota-1% N
| Copy H Paste |

Parte 7. Configuracion del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

MEDELLIN-2:

Medellin-2>en
Medellin-2#conf t
Medellin-2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
Medellin-2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
Medellin-2(config)#ip dhcp pool MEDELLIN2
Medellin-2(dhcp-config)#network 172.29.4.0 255.255.255.128
Medellin-2(dhcp-config)#default-router 172.29.4.1
Medellin-2(dhcp-config)#dns-server 8.8.8.8
Medellin-2(dhcp-config)#exit
Medellin-2(config)#ip dhcp pool MEDELLIN3
Medellin-2(dhcp-config)#network 172.29.4.128 255.255.255.128
Medellin-2(dhcp-config)#default-router 172.29.4.129
Medellin-2(dhcp-config)#dns-server 8.8.8.8
Medellin-2(dhcp-config)#exit

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la
IP del router Medellin2.
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c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

BOGOTA-2:

Bogota-2>en
Bogota-2#conf t
Bogota-2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
Bogota-2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
Bogota-2(config)#ip dhcp pool BOGOTA2
Bogota-2(dhcp-config)#network 172.29.1.0 255.255.255.0
Bogota-2(dhcp-config)#default-router 172.29.1.1
Bogota-2(dhcp-config)#dns-server 8.8.8.8
Bogota-2(dhcp-config)#ip dhcp pool BOGOTA3
Bogota-2(dhcp-config)#network 172.29.0.0 255.255.255.0
Bogota-2(dhcp-config)#default-router 172.29.0.1
Bogota-2(dhcp-config)#dns-server 8.8.8.8
Bogota-2(dhcp-config)#exit

d. Configure el router Bogotal para que habilite el paso de los mensajes
Broadcast hacia la IP del router Bogota?2.

Descripcion Cédigo de las configuraciones:
ISP

Router>en

Router#conf t

Router#hostname ISP

ISP(config)#int s0/0/0

ISP(config-if)#ip address 209.17.220.1 255.255.255.252
ISP (config-if)#clock rate 4000000

ISP (config-if)y#no shutdown

ISP (config-if)#int s0/0/1

ISP (config-if)#ip address 209.17.220.5 255.255.255.252
ISP(config-if)#clock rate 4000000

ISP (config-if)y#no shutdown

MEDELLIN-1:
Router>en

Router#conf t
Router#hostname Medellin-1
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Medellin-1(config)#int s0/0/0

Medellin-1(config-if)#ip address 209.17.220.2 255.255.255.252
Medellin-1(config-if)j#no shutdown

Medellin-1(config-if)#int s0/0/1

Medellin-1(config-if)#ip address 172.29.6.1 255.255.255.252
Medellin-1(config-if)#clock rate 4000000
Medellin-1(config-if)#no shut down

Medellin-1(config-if)#int s0/1/0

Medellin-1(config-if)#ip address 172.29.6.9 255.255.255.252
Medellin-1(config-if)#clock rate 4000000
Medellin-1(config-if)#no shut down

Medellin-1(config-if)#int s0/1/1

Medellin-1(config-if)#ip address 172.29.6.13 255.255.255.252
Medellin-1(config-if)#clock rate 4000000
Medellin-1(config-if)j#no shutdown

MEDELLIN-2:

Router>en

Router#conf t

Router#hostname Medellin-2

Medellin-2(config-if)#int s0/0/1

Medellin-2(config-if)#ip address 172.29.6.5 255.255.255.252
Medellin-2(config-if)#clock rate 4000000
Medellin-2(config-if)#no shutdown

Medellin-2(config-if)#int g0/0

Medellin-2(config-if)#ip address 172.29.4.1 255.255.255.128
Medellin-2(config-if)#no shutdown

MEDELLIN-3:

Router>en

Router#conf t

Router#hostname Medellin-3

Medellin-3(config)#int s0/0/0

Medellin-3(config-if)#ip address 172.29.6.10 255.255.255.252
Medellin-3(config-if)#no shutdown

Medellin-3(config-if)#int sO/0/1
Medellin-3(config-if)#ip address 172.29.6.14 255.255.255.252
Medellin-3(config-if)#no shutdown

Medellin-3(config-if)#int s0/1/0
Medellin-3(config-if)#ip address 172.29.6.6 255.255.255.252
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Medellin-3(config-if)#no shutdown

Medellin-3(config-if)#int g0/0
Medellin-3(config-if)#ip address 172.29.4.129 255.255.255.128
Medellin-3(config-if)#no shutdown

BOGOTA-1:

Router>en

Router#conf t

Router#hostname Bogota-1

Bogota-1(config)#int s0/0/0

Bogota-1(config-if)#ip address 209.17.220.6 255.255.255.252
Bogota-1(config-if)#no shutdown

Bogota-1(config-if)#int sO/0/1

Bogota-1(config-if)#ip address 172.29.3.9 255.255.255.252
Bogota-1(config-if)#clock rate 4000000
Bogota-1(config-if)#no shutdown

Bogota-1(config-if)#int s0/1/0

Bogota-1(config-if)#ip address 172.29.3.1 255.255.255.252
Bogota-1(config-if)#clock rate 4000000
Bogota-1(config-if)#no shutdown

Bogota-1(config-if)#int sO/1/1

Bogota-1(config-if)#ip address 172.29.3.5 255.255.255.252
Bogota-1(config-if)#clock rate 4000000
Bogota-1(config-if)#no shutdown

BOGOTA -2:

Router>en

Router#conf t

Router#hostname Bogota-2

Bogota-2(config)#int s0/0/0

Bogota-2(config-if)#ip address 172.29.3.10 255.255.255.252
Bogota-2(config-if)#no shutdown

Bogota-2(config-if)#int sO/0/1
Bogota-2(config-if)#ip address 172.29.3.13 255.255.255.252

Bogota-2(config-if)#clock rate 4000000
Bogota-2(config-if)#no shutdown

Bogota-2(config-if)#int g0/0
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Bogota-2(config-if)#ip address 172.29.1.1 255.255.255.0
Bogota-2(config-if)#no shutdown

BOGOTA -3

Router>en

Router#conf t

Router#hostname Bogota-3

Bogota-3 (config)#int s0/0/0

Bogota-3 (config-if)#ip address 172.29.3.2 255.255.255.252
Bogota-3(config-if)#no shutdown

Bogota-3(config-if)#int sO/0/1
Bogota-3(config-if)#ip address 172.29.3.6 255.255.255.252
Bogota-3(config-if)#no shutdown

Bogota-3(config)#int s0/1/0
Bogota-3(config-if)#ip address 172.29.3.14 255.255.255.252
Bogota-3(config-if)#no shutdown

Bogota-3(config-if)#int g0/0
Bogota-3(config-if)#ip address 172.29.0.1 255.255.255.0
Bogota-3(config-if)#no shutdown

& pc2 ol -@-)
Physical Config Desktop Custom Interface

T e P —— e | —~—

Command Prompt

PC>ping 172.29.1.6
Pinging 172.25.1.6 with 32 bytes of data:

Request timed out.

Reply from 172. g time=éms TTL=126
Reply from 172.29.1.6: Y 2 time=léms TTL=126
Reply from 172. .1.6: 4 time=13mas TTL=126

Ping statistics for 172.29.1.6:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:

Minimum = éms, Maximum = léms, Average = llms

PCoping 172.29.1.¢
Pinging 172.29.1.6 with 32 bytes of data:
Regquest timed out.

Reply from 172.29.1.6: bytes=32 time=3ms
Reply from 172.29.1.6: bytes=32 time=3ms

Reply from 172.259.1.6: bytes=32 time=lms

Ping statistics for 172.29.1.6:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 3ms, Average = 2ms

PC>
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Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas
en las ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante
sera el administrador de la red, el cual deberd configurar e interconectar
entre si cada uno de los dispositivos que forman parte del escenario, acorde
con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demés aspectos que forman parte de la topologia dered.

0 | 192.158,30.0/24 Administracidn
40 | 192.16340.0/24 Mercadeo
200 | 192.168.200.0/24 Mantenimionto

5 Lod 192.168.4.0/24
8030“ ‘:\ = LoS5 192.168.5.0/24

Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3

1. Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario.

DISPOSITI | INTERF | DIRECCION MASCARA GATEWAY
VO AZ P DE SUBRED | PREDETERMIN
ADO
R1 G0/0.1 | 192.168.99.1 | 255.255.255.0 | N/A
S0/0/0 172.31.21.1 255.255.255.2 | N/A
52
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GO0/0 192.168.98.1 | 255.255.255.0 | N/A
R2 S0/0/1 172.31.21.2 255.255.255.2 | N/A
52
S0/0/0 172.31.23.1 255.255.255.2 | N/A
52
LoO 10.10.10.10 255.255.255.2 | N/A
55
GO0/1 192.168.98.2 | 255.255.255.0
R3 S/0/0/1 | 172.31.23.2 255.255.255.2 | N/A
52
Lo4 192.168.4.1 255.255.255.0 | N/A
Lo5 192.168.5.1 255.255.255.0 | N/A
Lo6 192.168.6.1 255.255.255.0 | N/A
PC-A NIC DHCP DHCP DHCP
PC-C NIC DHCP DHCP DHCP
PC-Internet | NIC 209.165.200. | 255.255.255.2 | 209.165.200.25
230 48 5
WebServer

P

Physical Config Desktop Programming Attributes

[= ==

[P Configuration

IP Configuration

() pHCP @ Static

IP Address | 209, 165,200,230
Subnet Mask | 255.255.255.248
Default Gateway | 209,165.200.255
DNS Server [0.0.0.0

IPv6 Configuration

() pHCP () Auto Config (@ Static
IPv6 Address |

Link Local Address | FEB0:: 204:9AFF :FE46: 28E3

IPvE Gateway |

1PV DNS Server |

[ Tep
Configuracion IP
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105 Command Line Interface

Routerzen

Routerfconfigure terminal

Enter configuration commands, one per line. End with CHNTIL/Z.
Router({config) fno ip domain-lockup

Router (config) #hostname Rl

Rl {config) genable secret class

Rl{config)¢line con O

Bl (config-line) #pass cisco

Bl (config-line) #login

Bl (config-line)f#line vty 0 4

Rl {config-line) #pass cisco

g-line)flogin

Bl {config-line) #exit

Bl {config) #service password-encry

Rl {config) §service password-encryption

Bl (config) #banner motd #Acceso no Rutorizadog

Rl {config) $#int s0/0/0

Rl (config-if) #ip address 172.31.21.1
Rl (config-if) #clock rate 128000

Bl {config-if) #no shut

Rl {con:

&LINE-5-CHRNGED: Interface Seriald/0/0, changed state to down
Bl {config-if)§ W

Ctrl+F6 to exit CLI focus Copy Paste

[ Top
Configuracion Router

P Route [= ==

Physical Config CLI Attributes

I0S Command Line Interface

Router>en

Routerfconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
Router (config) #no ip domain-lookup

Router (config) #hostname R2

(config) genable secret class

configlf#line console 0O

config-line) §pass cisco

config-—line) #login

config-line) gexit

config) §service passw

config) §service password-encryption

config) §banner motd #Rcocceso no autorizadod

config) gint sO0,0/0
config-if) #ip address 172.31.
config-if) #noc shut

55.255.255.

WHmmmnoo ool

SLINE-S5S—CHAMGEED: Interface Serialds 0,0, changed state to down
Zlconfig-if)gint sO0/0/51
config-if)#ip address 172.31.23_.1
{config—if) gclock rate 128000

This command applies only to DCE interfaces
RZ {config—if) #no shut

5.255.

RZ {config—-if) g
SLINE-5—CHARMNEED: Inmterface Serizlids0/1, changed state to up

SLINEFROTO-5—UPDOWN: Line protocol on Interface Serialds0s1,
changed state to up

Cirl4+F6 to exit CLI focus Copy Paste

[ Top
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105 Command Line Interface

Switch#configure terminal

Enter configuration commands, one per line.
Switchi{config) #hostname 51

Sliconfig) #no ip domain-lookup

Sliconfig) #enable secret class
Sliconfig)#line console O
Sliconfig-line) #§pass cisco
Sliconfig-line)gline vty 0 4
Sliconfig-line) #§pass cisco

S5l {config-line) #login

S5l{config-line) gexit

Sliconfig)gservice

51 (config) #service pass

Sliconfig) §service password-encryption
Sliconfig)f#banner motd #Rcceso no autirzadod
Sliconfig) fexit

51g

copy run
Slgcopy running-config start

Slgcopy running-config startup-config
Destination filename [startup—config]?
Building configuration. ..

[OE]

S51g

End with CNIL/Z.

%5Y¥YS5-5-CONFIG I: Configured from conscle by console

Ctrl+F6 to exit CLI focus

[ Top

R1 Bogota:
config t

hosthame BOGOTA

int sO/0/0

ip add 172.31.21.1 255.255.255.252
clock rate 64000

no shu

R2 Miami:

config t

hostname MIAMI

interface loop0

ip add 10.10.10.10 255.255.255.255
no shut

interface s0/0/0

ip add 172.31.23.1 255.255.255.252
clock rate 64000

no shu

interface s0/0/1

ip address 172.31.21.2 255.255.255.252
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no shutdown

interface g0/0

ip address 209.165.200.225 255.255.255.248
no shutdown

R3 BuenosAires

config t

hostname BUENOSAIRES

interface loop4

ip address 192.168.4.1 255.255.255.0
no shut

interface loop5

ip address 192.168.5.1 255.255.255.0
no shut

interface loop4

ip address 192.168.6.1 255.255.255.0
no shut

interface s0/0/1

ip address 172.31.23.2 255.255.255.252
no shu

Configuracion de Switch.

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes

criterios:

OSPFv2 area 0O

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 5.5.55
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces

seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500
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105 Command Line Interface
Password: ~
Rl=en
Password:
Blgconfigure terminal
Enter configuration commands, one per line. End with CNIL/Z.

Bl (config) #router ospf 1

Bl {config-router) #router-id 1.1.1.1

Bl (config-router) fnetwork 172.31.21.0 0.0.0.3 area 0

Bl (config-router) fnetwork 152.1€8.320.0 0.0.0.3 area 0

Rl (config-router) §network 152.1¢8.40.0 0.0.0.3 area 0

Bl (config-router) gnetwork 152 _1€8_.30.0 0.0_.0_.255 area 0
Bl (config-router) fnetwork 19%2.1€8.40.0 0.0_.0.255 area 0
Bl {(config-router) network 152.168.200.0 0.0.0.255 area 0

CONFEIGURACION OSPE V2

R1 BOGOTA

config t

router ospf 1

router-id 1.1.1.1

network 192.168.99.0 0.0.0.255 area 0
network 172.31.21.0 0.0.0.3 area 0
passive-interface gi0/0

interface s0/0/0

bandwidth 128

ip ospf cost 9500

interface s0/0/1

bandwidth 256

R2 MIAMI

config t

router ospf 1

router-id 2.2.2.2

network 209.165.200.224 0.0.0.7 area O
network 172.31.21.0 0.0.0.3 area 0
network 10.10.10.10 0.0.0.3 area O
passive-interface gi0/0

interface s0/0/0

bandwidth 256

ip ospf cost 9500

interface s0/0/1

bandwidth 256
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R3 BUENOS AIRES

config t

router ospf 1

router-id 3.3.3.3

network 172.31.23.0 0.0.0.3 area 0
network 192.168.4.0 0.0.0.255 area O
network 192.168.5.0 0.0.0.255 area 0
network 192.168.6.0 0.0.0.255 area 0
interface s0/0/0

bandwidth 256

ip ospf cost 9500

interface s0/0/1

bandwidth 256

Configuracién Web Server:
| Physical I Config I Services | Desktop Custom Interfacer[d

IP Configuration

Interface [FastEﬂwm_eto
1P Configuration

) DHCP @ Static

[ IP Address 10.10.10.10
Subnet Mask 255.255.255.0

Default Gateway 10.10.10.0
DNS Server 0.0.0.0

m

1IPv6 Configuration
) DHCP () Auto Config @ Static

IPv6 Address

Link Local Address FEB0::203:E4FF:FESC:438

IPv6 Gateway

1Pv6 DNS Server B
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Verificar informacién de OSPF
e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

BOGOTAfen
BOGCOTASshow ip route
Codes: L — lccal, C — connected, § — static, R — RIP, ¥ — mcbile, B - BGP
D - EIGRP, EX - EIGRPF extexznal, O — OSPF, IA — OSPF inter axea
N1 — OSPF NSSA extermnal type 1, NZ — OSPF NSSA extermal type 2
=1 — OSPF external Type 1, E2 — OSPF exterxrnal Type 2, E — EGP
4 - XIS—-IS, L1 - IS—-IS level—-l, 12 — IS—-IS leveili—-2, ia — IS—IS inter azea
4 = candidate default, U - per—-user static Toute, o — ODR
P — pericdic downloaded static route

Gateway of last resorXt is noTt seT

10.0.0.0/32 is subnetted, 1 subnets
10.310.310.10/32 [(110/9501] wvia 172_.31.21.2, 00:01:52, SerxrialOo,/;0/0

172.186.0.0/1¢€ is variably =3ubnertted, € subnects, 2 masks
172.16.30.0/24 ia directly connected, GigabiztEIcthernetO/0.30
172.16.30.1/32 is dixectly connected, GigabitEthernertO/0.30
172 _.1€.40_0/24 is directly connected, GigabitEchernect0/0_40
172 _.18_.40_1/32 is dirxectly connected, GigabictEchernecO/0_40
172.1€.1S0.0/24 is dizectly connected, Gigabit=chernetO/0.150
A72.16.15S0.1/32 is dirxectly connected, GigabitEthernetO/0.150

172.31.0.9/16 is wvariably submetted, Z subnects, 2 masks
172_.31_22 _ 0/30 is directly connected, SerialOos0/0
172.31 .21 . 1/32 is dizectly connected, SexialOs0/0

gl“n roarorn 0

As

MIAMISshow ip rcute

Ccdes: L — local, T — connected, S — static, R — RIP, M — mobile, B — BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1l — OSPF NSSA external type 1, N2 — OSPF NSSA external ctype 2

El1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i — Is-Is, L1 — IS-IS level-l, L2 - IS-IS level—-2, ia — IS-IS inter area
* — candidate default, U — per—userxr static rcute, o — ODR

P — pericdic downlcaded static route

Gateway of last resort is not set

10.0.0.0/32 is subnetted, 1 subnets
c 10.10.10.10/32 is directly connected, LcocopbackO
172.31.0.0/16€ is wvariably subnetted, 4 subnets, 2 masks
C 172.31.21.0/30 is directly connected, SerialO/0/1
L 172.31.21.2/32 is directly connected, SerxriallO/0/1
o4 172.31.23.0/30 is directly ccocnnected, SerxriallO/0/0
L 172.31.23.1/32 is directly connected, SexialO/0/0

BUENCSAIRES#show ip rcoute

Ceodes: L — local, C — connected, S — static, R — RIP, M — mobile, B — BGP
D — EIGRP, =EX - EIGRP external, O — OSPF, IA — OSPF interxr area
N1l — OSPF NSSA external type 1, N2 — OSPF NSSA external type 2
El1 — OSPF external type 1, E2 — OSPF external type 2, = — EGP
i — IS-IS, L1 - IS-IS level-1l, L2 — IS—-IS level—-2, ia — IS—IS intexr area
% — candidate defasult, U - per—userxr static route, o — ODR
P — pericdic downlcaded static xoute

Gateway of last rescoxt is not set

172.31.0.0/1€ is variably subnetted, 2 subnets, 2 masks

C 172.31.23.0/30 is directly connected, SexiallO/O0o/1
b 172.31.23.2/32 is directly connected, SexrialO/0/1
192 .1€8.5.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.1€8.5.0/24 is directly connected, LoopbackS
b = 192.1€8.5.1/32 is directly connected, LcopbackS
192.1€8.6€.0/24 is wvariably subnetted, 2 subnets, Z masks
C 182.1€8.6€.0/24 is directly connected, Loopback4
L 192 .1€8.6.1/32 is directly connected, Lcocopback4
BUENOSAIRESS
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Physical Config CLI Attributes

105 Command Line Interface

RZ#sh ip route ospf ~
RZ§sh ip route ospf
RZ#sh ip route
Codes: L - local, T - connected, 5 - static, R - RIPF, M - mobile,
B - BGP

D - EIGRP, EX - EIGRP external, O - O5PF, IR - OS5PF inter
area

N1 - OS5PF NSS5R external type 1, N2 - OS5PF N55A external
type 2

El - OS5PF external type 1, E2 - O5PF external type 2, E -
EGP

i - Is-Is, L1 - I5-IS5 level-l, L2 - IS-IS lewvel-2, ia -
I5-IS inter area

* — rcandidate default, U - per-user static route, o — ODR

P - periocdic downloaded static route

Fateway of last resort is not set

.0.0/1€ is wvariably subnetted, 4 subnets, I masks

c .31.21.0/30 is directly connected, Seriald/0/0
L 2 is directly connected, Seriald/0/0
c is directly connected, Seriald/0/1
L is directly connected, Seriald/0/1
22g 7
Ctrl+F6 to exit CLI focus Copy Paste
[ Top

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

1
router ospf 1

router—-id 2_.2_.2_.2
log-adjacency-changes
passive-interface GigabitEthernet(/1
auto—cost reference-bandwidth 7500
network 172_.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0
network 10.10.10.0 0.0_.0_.255 area 0
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1I0S Command Line Interface
" s
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighboxr 2.2.2.2
Suppress hellc for 0 neighbox(s)
BOGOTA>
BOGOTA>en
BOGOTA$show ip cospf protoceols

% Invalid input detected at '~' marker.
BOGOTAg$show ip protcocols

Routing Protocel is "ospf 1"
OCutgoing update filter list for all interfaces is not set
Incoming update filter list for all interxfaces is not set
Router ID 1.1.1.1
Number of areas in this router is 1. 1 noxmal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
192.168.99.0 0.0.0.255 area 0O
172.31.21.0 0.0.0.3 azea 0
Passive Interface(s):

GigabitEthernet0/0

Routing Information Sources:
Gateway Distance Last Update
o T B S 110 00:14:01
2:2:2:2 110 00:14:01

Distance: (default is 110)

BOGOTAS

bh;siggl | config | cur |

I10S Command Line Interface

=

,
Adjacent with neighbor 1.1.1.1
Suppress hellec for 0 neighborxis)

Locpback0 is up, line protcocoel is up
Intexrnet address is 10.10.10.10/32, Axea 0
Process ID 1, Router ID 2.2.2.2, Network Type LOOPBACK, Cost: 1
Locopback interface is treated as a stub Host

MIAMI>

MIAMI>en

MIAMIgshow ip protocels

Routing Proteocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Rcutex ID 2.2.2.2
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maxirmum path: 4
Reouting for Networks:
209.1€5.200.224 0.0.0.7 arxea 0
172.31.21.0 0.0.0.3 area 0
10.10.10.8 0.0.0.3 area 0O
Passive Interface(s):

Gigabit=Ethernet0/0

Routing Information Sources:
Gateway Distance Last Update
L=2:-373 110 00:14:50
2.2.2.2 110 00:14:50

Distance: (default is 110)

MIAMIS
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—a =7
LeoopbackS is up, line protocel is up
Internet address is 192.168.5.1/24, Area 0
rocess ID 1, Router ID 3.3.3.3, Netwocrk Type LOCPBACK, Cest: 1
Loopback interxface is treated as a stub Host
Leocpbackd is up, line protocel is up
Internetr address is 152.1€8.€.1/24, Azea 0
Process ID 1, Routex ID 3.3.3.3, Network Type LOCPBACK, Cosct: 1
Locopback intexface is treated as a stub Host
BUENOSAIRES>
BUENOCSAIRES>en
BUENOSAIRES$#show ip protocccels

Routing Protoceol is "ospf 1*
Outgoing update filter list for all interfaces is not setc
Incoming update filter list for all interfaces is not set
Rouzexr ID 3.3.3.3
Number of areas in this routexr is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.23.0 0.0.0.3 axea 0
192.168.4.0 0.0.0.255 area O
192.168.5.0 0.0.0.255 axea 0O
192.168.6.0 0.0.0.255 arxea 0O
Routing Information Scurces:
Gateway Distance Last Update
3.3.3.3 110 00:13:03
Distance: (default is 110)

l

BUENOSAIRESS

[ Copy ][ Paste J

3. Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de
red establecida.
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Acceso no autirzado

Sl=en

Password:

Slégcont ©

Enter configuration commands, one per line. End with CHTL/Z.
Sli{config) gvaln 20
% Inwvalid input detected at '*' marker.

51 {config) gvlan 30

Sl {config-vlan) $name Administracion

51 {config-vlan) #vlan 40

S5l {config-vlan) fname Mercadeo

Sl (config-vlan) $#vlan 200

5l (config-vlan) ame Mantenimiento

51 (config-vlan) fexit

51 {config) #int wvlan 200

Sl (config-if)g

%LINE-5—CHRNGED: Interface V1lan200, changed state to up
ip address 19%2_.1€8.9%_.2 255_255.255.0
Sli{config-if)#nc shutdown

5l {config-if) fexit

Sl ({config) #ip default-gateway 132.1€8.35.1

Sl ({config) #int £0/3

51 {config-if) #switchport mode trunk

Sl (config-if)g
SLINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet(/3,

changed state to down

&LINEFPROTO-5-UPDOWN : Line protocol on Interface FastEthernetl/3,
changed state to up

SLINEFPROTO-S5-UPDOWN: Line protocol on Interface V1lan200O, changed
state to up

51 {config-if) ¢

Ctrl+F6 to exit CLI focus Copy Paste

1Top

e Para configurar la seguridad, se establece como contrasefia
predeterminada “unad”
line console 0
password unadl9
line vty 0 4
password unadl19
enable secret unad19

Creacion Vlan S1

S1(config)#vlan 30
S1(config-vlan)#name Administracion
S1(config-vlan)#exit

S1(config)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#exit

S1(config)#vlan 200
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S1(config-vlan)#name Mantenimiento

Comandos - VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,

Inter-VLAN Routing y Seguridad Switch 1

S1(config-if)#switchport trunk native vlan 1
S1(config-if)#int f0/24
S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#int range fa0/2, fa0/4-23, g0/1-2
S1(config-if-range)#switch mode access
S1(config-if-range)#int fa0/1
S1(config-if)#switch mode access
S1(config-if)#switch access vilan

% Incomplete command.

S1(config-if)#switch access vian 30
S1(config-if)#int range fa0/2, fa0/4-23, g0/1-2
S1(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/7, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/8, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/9, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/10, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/11, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/12, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/13, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/14, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/15, changed state to
administratively down
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%LINK-5-CHANGED: Interface FastEthernet0/16, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/17, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/18, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/19, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/20, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/21, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/22, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/23, changed state to
administratively down

%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to
administratively down

%LINK-5-CHANGED: Interface GigabitEthernet0/2, changed state to
administratively down

e Configurar en el switch las interfaces que pertenecen a cada VLAN
S1(config)#interface range fa0/1
S1(config-if)#switchport mode access
S1(config-if)#switchport access vlan 30
S1(config-if)#exit

e Configurar la encapsulacion en los troncales:
BOGOTA(config)# interface g0/0.3
BOGOTA(config)#description ADMINISTRACION
BOGOTA(config-if)# encapsulation dot1Q 30
BOGOTA(config-if)# ip address 192.168.30.1 255.255.255.0
BOGOTA(config)# interface g0/0.4
BOGOTA(config)#description MERCADEO
BOGOTA(config-if)# encapsulation dot1Q 40
BOGOTA(config-if)# ip address 192.168.40.1 255.255.255.0
BOGOTA(config)# interface g0/0.200
BOGOTA(config)#description MANTENIMIENTO
BOGOTA(config-if)# encapsulation dot1Q 150
BOGOTA(config-if)# ip address 192.168.150.1 255.255.255.0
BOGOTA(config)#interface g0/0
no shutdown
Exit
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Comandos - VLANS, Inter-VLAN Routing Switch 3

S3>en

Password:

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30

S3(config-vlan)#name Administracion

S3(config-vlan)#vlan 40

S3(config-vlan)#name Mercadeo

S3(config-vlan)#vlan 200

S3(config-vlan)#name Mantenimiento

S3(config-vlan)#exit

S3(config)#int vlan 200

S3(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan200,
changed state to up

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)y#no shutdown

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.99.1
S3(config)#exit

S3#

%SYS-5-CONFIG_I: Configured from console by console

S3#wr
Building configuration...
[OK]

Comandos - Crear y configurar VLAN en R1

R1>en

Password:

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int g0/1.30

R1(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1.30, changed state to up

R1(config-subif)#encap
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R1(config-subif)#encapsulation do

R1(config-subif)#encapsulation dot1Q 30

R1(config-subif)#ip address 192.168.30.1 255.255.255.0
R1(config-subif)#int g0/1.40

R1(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1.40, changed state to up

R1(config-subif)#ip address 192.168.40.1 255.255.255.0

R1>en

Password:

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int g0/1.30

R1(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1.30, changed state to up

R1(config-subif)#encap

R1(config-subif)#encapsulation do

R1(config-subif)#encapsulation dot1Q 30

R1(config-subif)#ip address 192.168.30.1 255.255.255.0
R1(config-subif)#int g0/1.40

R1(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1.40, changed state to up

R1(config-subif)#ip address 192.168.40.1 255.255.255.0

4. En el Switch 3 deshabilitar DNS lookup

S53fcont t

Enter configuration commands, one per line. End with CHTL/Z.

53 ({config) #no ip domain-lookup

53 ({config) ¢ b
Ctrl+F6 to exit CLI focus Copy Paste

5. Asignar direcciones IP alos Switches acorde a los lineamientos.

FPassword:

Slgconfigure

Configuring from terminal, memory, orf network [terminall?
Enter configuration commands, one per line. End with CHTIL/Z.

Sli{config)#interface Vlan5g

Sl {config-if) #ip address 15%Z.1€2.55.2

% Incomplete command.

Sli{config-if) #ip address 15%2Z.1€5.35.2 Z55.255.255.0
S1(config-ifi#l
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53 ({config) #interface wlani%

S53({config-if)#ip address 132 _.1€5.3%%.3 255.255.255.0
53 ({config-if)f#exit

53 ({config) #ip default—gateway 15%2.1&8_551

% Inwvalid input detected at """ marker.

53 ({config) #ip default—gateway 1532 _1&8_55.1

6. Desactivar todas las interfaces que no sean utilizadas en elesquema

de red.

S5l {config-if) #int range £a0/2, £fal0/4-23, gl/s1-2
Sl {config-if-range) #shutdown
S5l {config-if-range) #

] Top

Ctrl+F6 to exit CLI focus Copy Paste

7. Comandos — Desactivar Interfaces

S3(config)#int range fa0/2, fa0/4-24, g0/1-2
S3(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/7, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/8, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/9, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/10, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/11, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/12, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/13, changed state to
administratively down

%LINK-5-CHANGED: Interface FastEthernet0/14, changed state to
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administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down

administratively down

administratively down

%LINK-5-CHANGED:

%LINK-5-CHANGED:

Interface FastEthernet0/15, changed state to
Interface FastEthernet0/16, changed state to
Interface FastEthernet0/17, changed state to
Interface FastEthernet0/18, changed state to
Interface FastEthernet0/19, changed state to
Interface FastEthernet0/20, changed state to
Interface FastEthernet0/21, changed state to
Interface FastEthernet0/22, changed state to
Interface FastEthernet0/23, changed state to
Interface FastEthernet0/24, changed state to
Interface GigabitEthernetO/1, changed state to

Interface GigabitEthernet0/2, changed state to
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8. Implement DHCP and NAT for IPv4
9. Configurar R1 como servidor DHCP para las VLANs 30y 40.

Fr

| Physical l Config | CLI

=35

I0S Command Line Interface

Press RETURN to get started.

BOGOTA>en

BOGOTAgconf ¢

Enter configuration commands, one per line. End with CNTIL/Z.
BOGOTA (config) $¢ip dhcp pool vlan30

BOGOTA (dhcp-config) $network 192.168.30.0 255.255.285.0
BOGOTA (dhecp-config) #§default-router 192.168.30.1

BOGOTA (dhcp~config) $ip dhecp pool vlandl

BOGOTA (dhcp-config) $network 192.16€8.40.0 255.255.255.0
BOGCTA (dhep-config) §¢default-router 192.168.40.1

BOGOTA (dhcp-config) $#ip dhcp pool vlan200

BOGOTA (dhcp-config) $network 192.168.200.0 255.255.255.0
BOGOTA (dhcp-config) §default-router 192.168.200.1

BOGOTA (dhecp-config) £

BOGOTA (dhep-config) ¢

10. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para

configuraciones estaticas.
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BOGOTA>en

BOGOTAgcont ¢©

Enter configuration commands, one per line. End with CNTIL/Z.
BOGOTA (config) #ip dhco exclude-address 172.1€.30.1 172.16.30.30

% Invalid input detected at '~' marker.

BOGOTA (config) $ip dhcp exclude-address 172.16.30.1 172.16.30.30

-~

% Invalid input detected at '~' marker.

BOGOTA (config) #ip dhcp excluded-address 172.16.30.1 172.16.30.30
BOGOTA (config) #ip dhcp excluded-address 172.1€.40.1 172.16.40.30
BOGOTA (config) $
BOGOTA (config) $

m

1

[ Copy ][ Paste

Name: ADMINISTRACION
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

30 Domain-Name: ccna-unad.com
Establecer default gateway.
Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.

47



Universidad Nacional
Abierta v a Distancia

!?gaF-----------------------------------q;g;;n;gz;niii

Phy.sical l Conﬁg_]v CcLI I

IOS Command Line Interface

BOGOTA>en

BOGOTAgScont ©

Enter configuration commands, one per line. End wicth CNIL/Z.
BOGOTA (config) $#ip dhcp pool ADMINISTRACION

BOGOTA (dhcp—config) $dns—sexver 10.10.10.11

BOGOTA (dhocp—config) fdefaulc—router 172.16.30.1

BOGOTA (dhcp—-config) $network 172.16.30.0 255.2585.255.0
BOGOTA (dhcp—coenfig) §exit

BOGOTA (config)$

BOGOTA (config) $en

% Ambigucus command: "en"

BOGOTA (config) gconf ©

$Invalid hex value

BOGOTA (config) £ip dhcocp pococl mercadeco

BOGOTA (dhcp—config) §dns—sexver 10.10_10_.11

BOGOTA (dhcp—config) #default—xocutex 172.1§.40.1

BOGOTA (dhcp-—config) $network 172.16€.40.0 255.255.255.0
BOGOTA (dhcp—-cenfig) $exic

BOGOTA (config) $ip dhcp pool ADMINISTRACION

BOGOTA (dhcp—-config) $§dns—sexver 10.10.10.11

BOGOTA (dhcp—config) $§default—rxoutexr 172_.16.30.1

BOGOTA (dhcp—config) #netwerk 172.16.30.0 255.255.255.0
BOGOTA (dhcp-config) fexitc

BOGOTA (config) $ip dhcp pococl mexcadeo

BOGOTA (dhcp—config) $dns—sexver 10.10.10.11

BOGOTA (dhcp~config) $default—xcutexr 172.16.40.1

BOGOTA (dhcp—config) $network 172.16.40.0 255.255.255.0
BOGOTA {(dhcp—config) fexict

BOGOTA (config) 3| ~

[ copy J[ raste |

Physical | Config | Desktop | Customintefface |

IP Configuration
IP Configuration

. DHCP ® Static

IP Address 172.16.30.31
Subnet Mask 255.255.255.0
Default Gateway 172.16.30.1

DNS Server 10.10.10.11

IPv6 Configuration
) DHCP () Auto Config © Static
IPv6 Address

Link Local Address FE80::204:9AFF:FEB7:C676
IPv6 Gateway
IPv6 DNS Server

A
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_Physical | Config | Desktop | Custom Interface |

IP Configuration
IP Configuration

) DHCP @ Static

1P Address 172.16.40.31
Subnet Mask 255.255.255.0
Default Gateway i72.16.40.1

DNS Server 10.10.10.11 |

IPv6 Configuration
() DHCP () Auto Config @ Static
IPv6 Address /
Link Local Address FE80::260:3EFF:FE94:EBEC
IPv6 Gateway
IPv6 DNS Server

11. Configurar NAT en R2 para permitir que los host puedan salir a
internet

MIAMI(config)#interface GigabitEthernet0/0
MIAMI(config-if)#ip nat inside
MIAMI(config-if)#int s0/0/0
MIAMI(config-if)#ip nat outside
MIAMI(config-if)#int s0/0/1
MIAMI(config-if)#ip nat outside
MIAMI(config-if)#exit

% Invalid input detected at '~' marker.

MIAMI (config-if) gexic

MIAMI (config) $interface GigabitEthernet0/0
MIAMI (config-if)$ip nat inside

MIAMTI (config-if) $int s0/0/0

MIAMTI (config-if) $ip nat cutside

MIAMI (config-if)$int s0/0/1

MIAMI (config—-if) $ip nat ocutside

MIAMI (config-if) fexic

MIAMI (config)$

[Locorv. ][
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RZgconfigure
Configuring from terminal, memory, or network [terminall?
Enter configuration commands, one per line. End with CHIL/Z.

R2 {config) fus

R2 {config) fuser web

B2 (config) fuser webuser priwvi

B2 {config) guser webuser priwvilege 15 secret internetcisco
B2 (config) #ip http serwver

% Invalid input detected at "' marker.

22 (config) g h

Cirl4F6 to exit CLT focus | Copy | Paste

12. Configurar al menos dos listas de acceso de tipo estandar a sucriterio
en para restringir o permitir trafico desde R1 o R3 hacia R2.

MIAMI>en

MIAMIgconf ¢t

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI (config) $¢ip access-list standard ADMIN-MGT

MIAMI (config-std-nacl) §permit host 172.31.21.1

MIAMI (config-std-nacl) §exit

MIAMI (config)$¢line vty 0 4

MIAMI (config-line)$access-class ADMIN-MGT in

MIAMI (config-line) §exit

MIAMI (config) ¢

m

1|

[ Copy ][ Paste ]

Enter confiquration commands, one per line. ZEnd with CNTL/Z.
NIAMI (config)$no access-list 2 permit 172.16.30.0 0.0.0.285
NIAMI (config)$no access-list 2 permit 172.16.40.0 0.0.0.28%
NIAMI (config) dexit

NIAMI$

$5Y5-5-CONFIG 1. Configured from console by console
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Blgconfigure terminal

Enter configuration commands, one per lime. End with CHTL/SZ.

B2 (config) gacce

B2 (config) gaccess—1ist 1 permit 15%2_162.30.0 0_0_0_.255

B2 (config)gaccess—-1list 1 permit 152 _.1c8.40.0 0_.0_.0.255

B2 (config) #ip nat pool INTERMET 205 _185.200_225 20%.1€5.200.22%2
netmask 255.255.255_24%8

B2 (config) #ip nat inside source list 1 pool INTERMET

B2 (config) g v

Ctrl+F6 to exit CLI focus Copy Paste

13. Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde R1o
R3 hacia R2.

MIAMI (config) $access-list 101 permit icmp any any
MIAMI (config)$
MIAMI (config)$ Y

-,

[ Copy H Paste

14. Verificar procesos de comunicacién y redireccionamiento de trafico en
los routers mediante el uso de Ping y Traceroute.

BOGOTA>en
BOGOTAgping 172.31.21.2

Type escape seguence te abort.
Sending 5, 100-byte ICMP Echos to 172.31.21.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

1/11/54 ms
BOGOTA$ping 172.31.23.1

Type escape sequence te abort.
Sending 5, 100-byte ICMP Echos to 172.31.23.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

BOGOTAE

[ Copy ][ Pa
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MIAMIgping 172.31.23.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.23.2, timeout is 2 seccnds:

Success rate is 100 percent (5/5), round-trip min/avg/max 1/3/15 ms

MIAMIg|

[ Copy ][ Paste

RZgshow access—-lists
Standard IP access list 1
10 permit 15%2_1€8_.30.0 0.0.0_255
20 permit 15%2_1€8_.40.0 0.0.0_255
Standard IF access list ADM
10 permit host 172.31.21.1
Extended IF access list 101
10 permit tcp any host 205.1€5.200.225% eg www
20 permit icmp any any echo-reply

nag N

Ctrl+F6& to exit CLI focus Copy | | Paste
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CONCLUSIONES

En este trabajo de habilidades se identificO procesos practicos de la topologia de
red donde se comprenden los procesos basicos sobre el flujo del trafico de la red,
de la configuracién de los elementos tecnoldgicos requeridos en una red, en su
trafico, de los parametros para la interaccion en la comunicacion y del servicio.
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