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INTRODUCCION

Con el desarrollo del siguiente trabajo el cual consiste en la prueba de habilidades
practicas, en esta se logra realizar la conceptualizacion general de todas las
tematicas abordadas durante la ejecucion del diplomado de profundizacion CISCO
CCNA 1 y CCNA 2, teniendo en cuenta que se abordara mas detenidamente los
conceptos de configuracion del switch, configuracion de Router, Vlan, protocolo de
enrutamiento RIP, encapsulamiento y autenticacion PPP , configuracidén servicio
DHCP, configuracion PAT, configuracion OSPFv2

A su vez se realiza el desarrollo de las actividades de la prueba de habilidades por
medio de la herramienta de simulacion Packet Tracer de CISCO poniendo en
practica al mismo tiempo todo el conocimiento adquirido. También es muy
importante destacar la alta importancia que tiene el simulador Cisco Packet Tracer,
ya que, este nos permite la simulacion y experimentacion del comportamiento que
puede presentar una red, facilitando y permitiendo la toma de decisiones de
implementacion y disefio en una red.



OBJETIVO GENERAL
Desarrollar las habilidades obtenidas durante la ejecucion del diplomado, como lo
es la identificacion y solucion de dos escenarios o casos de estudio, realizando el
disefio de las topologias propuesta relacionadas con los diferentes aspectos de
Networking.

Objetivos especificos

o Realizar configuracién e interconexion de todos los equipos (switch, Router,
etc.) presentes en las diferentes topologias.

o Configuracion de VLAN
o Realizar las configuraciones de enrutamiento RIP
o Encapsulamiento y autenticacion PPP

o Configuracion e implementacion del servicio DHCP y NAT para los diferentes
dispositivos de comunicacion.

o Realizar configuraciones necesarias para Routers CISCO, del protocolo de
enrutamiento OSPFv3.

. Implementacion de NAT estatico y dindmico.



ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red
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Figura 1 Topologia de red escenario 1

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar el
encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN
y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.



Desarrollo

Como trabajo inicial se debe realizar lo siguiente.
e Realizar las rutinas de diagnostico y dejar los equipos listos para su configuracion
(asignar nombres de equipos, asignar claves de seguridad, etc).

- MEDELLIN1

Router> enable

Router# configure terminal

Router (config) # hostname Medellinl

Medellinl (config)# no ip domain-lookup

Medellinl (config)# enable secret class

Medellinl (config)# line con O

Medellinl (config-line) # password cisco

Medellinl (config-line) # service password-encryption
Medellinl (config) # banner motd #Acceso no autorizado#
Medellinl (config)# int s0/0/0

Medellinl (config-if)# ip address 172.29.6.1 255.255.255.252
no shutdown

int s0/0/1

ip address 172.29.6.9 255.255.255.252

(
(
(
(
(
(
(
Medellinl (config-if)#
Medellinl (config-if)#
Medellinl (config-if)#
Medellinl (config-if)# no shutdown
Medellinl (config-if)# int s0/1/0
Medellinl (config-if)# ip address 209.17.220.2 255.255.255.252
( ) # clock rate 128000
( ) # no shutdown
( )# int s0/1/1
( )# ip address 172.29.6.13 255.255.255.252
( ) #
(
(

no shutdown

Medellinl (config-if
Medellinl (config-if
Medellinl (config-if
Medellinl (config-if
Medellinl (config-if
Medellinl (config-if)# exit
Medellinl (config) # exit

-  MEDELLIN2

Router> enable

Router# configure terminal

Router (config) # hostname Medellin2
Medellin2 (config) # no ip domain-lookup
Medellin2 (config)# enable secret class
Medellin2 (config)# line con O



Medellin2 (config-line) # password cisco

Medellin?2 (config-line)# service password-encryption
Medellin2 (config) # banner motd #Acceso no autorizado#
Medellin?2 (config)# int s0/0/0

Medellin2 (config-if)# ip address 172.29.6.2 255.255.255.252
no shutdown

# int s0/0/1

# ip address 172.29.6.5 255.255.255.252
# clock rate 128000

# no shutdown
#
#
#

Medellin2 (config-if
Medellin2 (config-if

Medellin2 (config-if
Medellin2 (config-if
int g0/0

ip address 172.29.4.1 255.255.255.128

no shutdown

(

(

(

(

(

( ) #

( )

Medellin2 (config-if)

( )

( )

Medellin2 (config-if)

Medellin?2 (config-if)

Medellin2 (config-if)

Medellin2 (config-if)# exit
(

Medellin2 (config) # exit

MEDELLIN3

Router> enable

Router# configure terminal

Router (config) # hostname Medellin3

Medellin3 (config)# no ip domain-lookup

Medellin3 (config)# enable secret class

Medellin3 (config)# line con O

Medellin3 (config-line) # password cisco

Medellin3 (config-line) # service password-encryption
Medellin3 (config) # banner motd #Acceso no autorizado#
Medellin3 (config)# int s0/0/0

Medellin3 (config-if)# ip address 172.29.6.6 255.255.255.252
no shutdown

int s0/0/1

ip address 172.29.6.10 255.255.255.252
clock rate 128000

Medellin3 (config-if
Medellin3 (config-if

Medellin3 (config-if
no shutdown

int s0/1/0

ip address 172.29.6.14 255.255.255.252

#

#

#
Medellin3 (config-if)#
#
#
# clock rate 128000
#
#
#
#
#

Medellin3 (config-if

Medellin3 (config-if
no shutdown

int g0/0

ip address 172.29.4.129 255.255.255.128
no shutdown

Medellin3 (config-if
Medellin3
Medellin3 (config-if

config-if

(

(

(

(

(

(

(

(

(

Medellin3 (config-if

(

(

(

(

(

(

(c

(

Medellin3 (config-if
(

) #
)
)
)
)
)
Medellin3 (config-if)
)
)
)
)
)
)

Medellin3 (config-if exit
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Medellin3 (config)# exit

ISP

Router> enable

Router# configure terminal

Router (config) # hostname ISP

ISP (config)# no ip domain-lookup

ISP (config)# enable secret class

ISP (config)# line con 0

ISP (config-line) # password cisco

ISP (config-line) # service password-encryption

ISP (config) # banner motd #Acceso no autorizado##

ISP (config)# int s0/0/0

ISP (config-if)# ip address 209.17.220.1 255.255.255.252

ISP (config-if clock rate 128000
(c no shutdown

ISP (config-if int s0/0/1
(
(
(
(
(

) #
ISP ) #
) #
ISP (config-if)# ip address 209.17.220.5 255.255.255.252
) #
) #
) #

config-if

clock rate 128000
no shutdown

ISP (config-if
ISP (config-if
ISP (config-if exit

ISP (config) #fexit

BOGOTA1

Router> enable
Router# configure terminal
Router (config) # hostname Bogotal
Bogotal (config) # no ip domain-lookup
Bogotal (config) # enable secret class
Bogotal (config)# line con O
Bogotal (config-line)# password cisco
Bogotal (config-line) # service password-encryption
Bogotal (config) # banner motd #Acceso no autorizado#
Bogotal (config) # int s0/0/0
Bogotal (config-if)# ip address 209.17.220.6 255.255.255.252
Bogotal (config-if clock rate 128000
Bogotal (config-if) # no shutdown
( # int s0/0/1
Bogotal (config-if)# ip address 172.29.3.1 255.255.255.252
( # clock rate 128000

( #

no shutdown

) #
)
Bogotal (config-if)
)
Bogotal (config-if)

)

Bogotal (config-if
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int s0/1/0
ip address 172.29
clock rate 128000

Bogotal (config-if) #
#
#
# no shutdown
#
#
#

Bogotal (config-if
Bogotal (config-if
Bogotal (config-if
int s0/1/1

ip address 172.29
clock rate 128000
Bogotal (config-if) # no shutdown

)
)
)
)
)
Bogotal (config-if)
Bogotal (config-if)
)

(
(
(
(
Bogotal (config-if
(
(
(
Bogotal (config-if)# exit
(

Bogotal (config) # exit

BOGOTA2

Router> enable

Router# configure terminal

Router (config) # hostname Bogota2
Bogota2 (config) # no ip domain-lookup
Bogota2 (config) # enable secret class
Bogota2 (config) # line con 0

Bogota2 (config-line) # password cisco

.3.5 255.255.255.252

.3.9 255.255.255.252

Bogota2 (config-line) # service password-encryption

Bogota2 (config) # banner motd #Acceso no autorizado#

Bogota2 (config) # int s0/0/0

Bogota2 (config-if) # ip address 172.29
Bogota2 (config-if) # no shutdown

int s0/0/1

ip address 172.29
clock rate 128000

Bogota2 (config-if
Bogota?2 (config-if

no shutdown
int s0/1/0

#

#

#
Bogota?2 (config-if) #
#
# ip address 172.29
#
#
#
#
#

Bogota?2 (config-if
Bogota?2 (config-if
clock rate 128000
no shutdown

int g0/0

ip address 172.29
no shutdown

(

(

(

(

(

(

(

( )

( )

( )

Bogota2 (config-if)

( )

( )

( )

Bogota2 (config-if)

Bogota?2 (config-if)

Bogota?2 (config-if)

Bogota2 (config-if)

Bogota2 (config-if)

Bogota?2 (config-if) # exit
(

Bogota?2 (config) # exit

12

.3.2 255.255.255.252

.3.13 255.255.255.252

.3.6 255.255.255.252

.0.1 255.255.255.0



- BOGOTAS

Router> enable

Router# configure terminal

Router (config) # hostname Medellin3

Bogota3 (config) # no ip domain-lookup

Bogota3 (config) # enable secret class

Bogota3 (config) # line con 0

Bogota3 (config-line) # password cisco

Bogota3 (config-line) # service password-encryption

Bogota3 (config) # banner motd #Acceso no autorizado#
Bogota3 (config)# int s0/0/0

Bogota3 (config-if)# ip address 172.29.3.14 255.255.255.252
Bogota3 (config-if)# clock rate 128000

no shutdown

int s0/0/1

ip address 172.29.3.10 255.255.255.252

Bogota3 #
#
#
# no shutdown
#
#
#
#

config-if
Bogota3 (config-if

Bogota3 (config-if

int g0/0
ip address 172.29.1.1 255.255.255.0
no shutdown

Bogota3 (config-if
Bogota3 (config-if

(
(
(
(
(
(
(
(
(
(
(
(
(
(
Bogota3 (config-if

(

)
)
)
)
Bogota3 (config-if)
)
)
)
)

Bogota3 (config-if exit

e Realizar la conexion fisica de los equipos con base en la topologia de red

g gy -

y 1 x A =
‘' pco Meddliin2 \ / £ =i
/ Bogl‘otaZ PC2
i ;'; 3 p r/

. = m
-y 4 4 —
_ 1 7 -— )
4 Bogota3 PE3

Figura 2 Topologia Escenario 1 en packet tracer
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Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Parte 1: Configuracién del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare
la red principal, desactive la sumarizacién automatica.

- MEDELLIN1

Medellinl> enable

Medellinl# configure terminal

Medellinl (config)# router rip

Medellinl (config-router)# version 2

Medellinl (config-router)# no auto-summary
(

Medellinl (config-router)# do show ip route connected

C 172.29.6.0/30 is directly connected, Serial0/0/0
C 172.29.6.8/30 is directly connected, Serial0/0/1
C 172.29.6.12/30 is directly connected, SerialO/1/1
C 209.17.220.0/30 is directly connected, Serial0/1/0

Medellinl (config-router)# network 172.29.6.0
Medellinl (config-router)# network 172.29.6.8
Medellinl (config-router)# network 172.29.6.12

-  MEDELLIN2

Medellin2> enable

Medellin2# configure terminal

Medellin2 (config) # router rip

Medellin2 (config-router)# version 2

Medellin?2 (config-router)# no auto-summary

Medellin2 (config-router)# do show ip route connected

C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/0
C 172.29.6.4/30 is directly connected, Serial0/0/1

Medellin2 (config-router)# network 172.29.6.0
Medellin2 (config-router)# network 172.29.6.4
Medellin2 (config-router)# network 172.29.4.0

14



MEDELLIN3

Medellin3> enable

Medellin3# configure terminal
Medellin3 (config) # router rip
Medellin3 (config-router)# version 2
Medellin3(
(

Medellin3 (config-router) #

config-router)# no auto-summary

do show ip route connected

C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/0/0

C 172.29.6.8/30 is directly connected, Serial0/0/1

C 172.29.6.12/30 is directly connected, Serial0/1/0

Medellin3 (config-router
config-router

Medellin3 (config-router

network 172.29.6.8
network 172.29.6.4
network 172.29.6.12

( ) #
Medellin3( ) #
( ) #
Medellin3 (config-router)# network 172.29.4.128

BOGOTA1

Bogotal> enable

Bogotal# configure terminal
Bogotal (config) # router rip
Bogotal (config-router) # version 2

(
(
(

Bogotal (config-router)# no auto-summary
Bogotal (config-router)# do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/0/1
C 172.29.3.4/30 is directly connected, Serial0/1/0
C 172.29.3.8/30 is directly connected, Serial0/1/1
C 209.17.220.4/30 is directly connected, Serial0/0/0

Bogotal (config-router) # network 172.29.3.0
Bogotal (config-router)# network 172.29.3.4
Bogotal (config-router)# network 172.29.3.8

BOGOTA2

Bogota2> enable

Bogota2# configure terminal
Bogota?2 (config)# router rip
Bogota2 (config-router) # version 2

BogotaZ2 (config-router)# no auto-summary

15



Bogotaz2 (config-router)# do show ip route connected

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/1/0

C 172.29.3.12/30 is directly connected, Serial0/0/1

network 172.29.3.0
network 172.29.3.4
network 172.29.3.12
network 172.29.0.0

Bogota2 (config-router) #
BogotaZ2 (config-router) #
Bogota?2 (config-router) #

( ) #

Bogota2 (config-router

BOGOTA3

Bogota3> enable

Bogota3# configure terminal

Bogota3 (config) # router rip

Bogota3 (config-router) # version 2

Bogota3 (config-router)# no auto-summary

Bogota3 (config-router)# do show ip route connected

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/1
C 172.29.3.12/30 is directly connected, Serial0/0/0

Bogota3 (config-router) # network 172.29.3.12
Bogota3 (config-router)# network 172.29.3.8
Bogota3 (config-router)# network 172.29.1.0

— - ee——
’F Bogotal — O X

Physical Config CLI

105 Command Line Interface

* - candidate default, U - per—user static route, o - ODR A
P - periodic downloaded static route

Gateway of last resort is not set
172.25.0.0/1€ is variably subnetted, 5 subnets, 3 masks

2 IEEREENNYE): 120711 via 172.25.3.€, 00:00:08

Serial0/L/0

[120/11 via 17
SerialC/0/1

2 172.25.1.0/24 [120/1] wia 172.25.3.10, 00:00:10
Serial0/L/1

c 1 5.3.0/30 is directly connected, Seriald/0/1
L 1 $.3.1/32 is directly connected, Serial0/0/1
c 1 9.3.4/30 is directly connected, Serial0/1/0
L 1 5.3.5/32 is directly connected, Seriald/1/0
c 1 5.3.8/30 is directly connected, Seriald/1/1
L 1 5.3.5/32 is directly connected, Seriald/1/1
2 1 5.3.12/30 [120/1] wia 172.25.3.10, 00:00:10,
SerialO/Ll/1

[120/1] wvia 172.29.3.&, 00:00:08,
Seriald/Ll/s0

[120/1] wvia 172.25.3.2, 00:00:08,
Serial0/0/71

205.17 0/24 is variably subnetted, 2 subnets, 2 masks
c .4/30 is directly commected, Serial0/0/0
L 2081 _€/32 is directly commected, Serial0/0/0
Bogotalg

Bogotalg )

Figura 3 Verificacion Enrutamiento Router Bogotal
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b. Los routers Bogotal y Medellin deberan afadir a su configuraciéon de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de

las publicaciones de RIP.

Medellinl> enable

Medellinl# configure terminal

Medellinl (config)# ip route 0.0.0.0 0.0.0.0 209.17.220.1
Medellinl (config) # route rip

Medellinl (config-router)# default-information originate

Bogotal> enable

Bogotal# configure terminal
Bogotal (config)# ip route 0.0.0.0 0.0.0.0 209.17.220.5
Bogotal (config) # route rip

Bogotal (config-router)# default-information originate

& Medellin3

Physical Config

CLI

10S Command Line Interface

TIETETTT TETTE
Password:

NI

o Il R W]

HMedellin3g

HMedellin2gshow ip route
Codes: L - local, C - connected, 5 - static, R - RIP, M - mokile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IR - OSPF inter area
M1 - OSPF NSSA exntermal type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGD
i - Is-Is, Ll - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 172.29.%€.5 to network 0.0.0.0
172.29.0.0/1¢ is wariably subnetted, 10 subnets, 3 masks

-4.0/25 [120/1] wia 172.25.6.5, 00:00:11, Serial0d/s0/0
.41 =

.€.10/32 is directly connected, Seriald/s0/1

.€.12/30 is directly connected, Seriald/1/0

72 _€.14/32 is directly connected, Seriald/1/0
0.0.0/0 [120/1] via 172.29.6€.9, 00:00:10, Serial0/0/1

[120/1] wvia 172.259.6€.13, 00:00:10, SerialQ/L1l/0|

25 is directly connected, CigabitEthernet(/0

32 is directly connected, GigabitEthernetd/0
[120/1] wia 172.25.€6.5, 00:00:11, Seriall/s0/0
[120/1] wia 172.25.€.12, 00:00:10, Seriald/1l/0
[120/1]1 wvia 172.25.€.%, 00:00:10, Serial0ls0/1

0 is directly connected, Serialds0/0

2 is directly connected, Serial0/0/0

0 is directly connected, Serial0/0/1

Figura 4 Verificacion Enrutamiento hacia ISP

c. El router ISP debera tener una ruta estética dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.

ISP> enable
ISP# configure terminal

ISP (config) # ip route 172.29.4.0 255.255.255.0 209.17.220.2
ISP (config) # ip route 172.29.0.0 255.255.255.0 209.17.220.6
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Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las
redes y sus rutas.

b. Verificar el balanceo de carga que presentan los routers.

c. Obsérvese en los routers Bogotdl y Medellinl cierta similitud por su ubicacion,
por tener dos enlaces de conexidn hacia otro router y por la ruta por defecto que
manejan.

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes
para el caso de la ruta por defecto.

f. Elrouter ISP solo debe indicar sus rutas estaticas adicionales a las directamente
conectadas.

- MEDELLIN1

Medellinl> enable
Medellinl# show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B
- BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 209.17.220.1 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks
R 172.29.4.0/25 [120/1] via 172.29.6.2, 00:00:00, Serial0/0/0
R 172.29.4.128/25 [120/1] via 172.29.6.14, 00:00:26, Serial0/1/1
[120/1] via 172.29.6.10, 00:00:26, Serial0/0/1

C 172.29.6.0/30 is directly connected, Serial0/0/0
L 172.29.6.1/32 is directly connected, Serial0/0/0
R 172.29.6.4/30 [120/1] via 172.29.6.2, 00:00:00, Serial0/0/0

[120/1] via 172.29.6.14, 00:00:26, Serial0/1/1

[120/1] via 172.29.6.10, 00:00:26, Serial0/0/1
172.29.6.8/30 is directly connected, Serial0/0/1
172.29.6.9/32 is directly connected, Serial0/0/1
172.29.6.12/30 is directly connected, Serial0/1/1
172.29.6.13/32 is directly connected, Serial0/1/1
209.17.220.0/24 is variably subnetted, 2 subnets, 2 masks
C 209.17.220.0/30 is directly connected, Serial0/1/0
L 209.17.220.2/32 is directly connected, Serial0/1/0

S* 0.0.0.0/0 [1/0] via 209.17.220.1

Qe Q

=

-  MEDELLIN2

Medellin2> enable
Medellin2# show ip route
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Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B

- BGP
Codes: L - local, C - connected, S - static, R - RIP, M - mobile,
B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.29.6.6 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks

C 172.29.4.0/25 is directly connected, GigabitEthernet0/0

L 172.29.4.1/32 is directly connected, GigabitEthernet0/0

R 172.29.4.128/25 [120/1] via 172.29.6.6, 00:00:15, Serial0/0/1
C 172.29.6.0/30 is directly connected, Serial0/0/0

L 172.29.6.2/32 is directly connected, Serial0/0/0

C 172.29.6.4/30 is directly connected, Serial0/0/1

L 172.29.6.5/32 is directly connected, Serial0/0/1

R 172.29.6.8/30 [120/1] via 172.29.6.6, 00:00:15, Serial0/0/1

R 172.29.6.12/30 [120/1] via 172.29.6.6, 00:00:15, Serial0/0/1
R* 0.0.0.0/0 [120/2] via 172.29.6.6, 00:00:15, Serial0/0/1

- MEDELLIN3

Medellin3> enable
Medellin3# show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile,
B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.29.6.13 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 10 subnets, 3 masks

R 172.29.4.0/25 [120/1] via 172.29.6.5, 00:00:21, Serial0/0/0
C 172.29.4.128/25 is directly connected, GigabitEthernet0/0

L 172.29.4.129/32 is directly connected, GigabitEthernet0/0

R 172.29.6.0/30 [120/1] via 172.29.6.5, 00:00:21, Serial0/0/0
[120/1] via 172.29.6.9, 00:00:14, Serial0/0/1

[120/1] via 172.29.6.13, 00:00:14, Serial0/1/0

C 172.29.6.4/30 is directly connected, Serial0/0/0

L 172.29.6.6/32 is directly connected, Serial0/0/0

C 172.29.6.8/30 is directly connected, Serial0/0/1

L 172.29.6.10/32 is directly connected, Serial0/0/1

C 172.29.6.12/30 is directly connected, Serial0/1/0

L 172.29.6.14/32 is directly connected, Serial0/1/0

R* 0.0.0.0/0 [120/1] via 172.29.6.13, 00:00:14, Serial0/1/0
[120/1] via 172.29.6.9, 00:00:14, Serial0/0/1
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- BOGOTAl

Bogotal> enable
Bogotal# show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile,
B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 209.17.220.5 to network 0.0.0.0
172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks

R 172.29.0.0/24 [120/1] via 172.29.3.6, 00:00:14, Serial0/1/0
[120/1] wvia 172.29.3.2, 00:00:14, Serial0/0/1

R 172.29.1.0/24 [120/1] via 172.29.3.10, 00:00:09, Serial0/1/1
C 172.29.3.0/30 is directly connected, Serial0/0/1
L 172.29.3.1/32 is directly connected, Serial0/0/1
C 172.29.3.4/30 is directly connected, Serial0/1/0
L 172.29.3.5/32 is directly connected, Serial0/1/0
C 172.29.3.8/30 is directly connected, Serial0O/1/1
L 172.29.3.9/32 is directly connected, Serial0/1/1
R 172.29.3.12/30 [120/1] via 172.29.3.6, 00:00:14, SerialO/1/0

[120/1] wvia 172.29.3.2, 00:00:14, Serial0/0/1

[120/1] via 172.29.3.10, 00:00:09, Serial0/1/1
209.17.220.0/24 is variably subnetted, 2 subnets, 2 masks
C 209.17.220.4/30 is directly connected, Serial0/0/0

L 209.17.220.6/32 is directly connected, Serial0/0/0

S* 0.0.0.0/0 [1/0] via 209.17.220.5

- BOGOTAZ2

Bogota2> enable
Bogota2# show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile,
B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.29.3.5 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 10 subnets, 3 masks

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0

L 172.29.0.1/32 is directly connected, GigabitEthernet0/0

R 172.29.1.0/24 [120/1] via 172.29.3.14, 00:00:18, Serial0/0/1
C 172.29.3.0/30 is directly connected, Serial0/0/0

L 172.29.3.2/32 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/1/0
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L 172.29.3.6/32 is directly connected, Serial0/1/0

R 172.29.3.8/30 [120/1] via 172.29.3.5, 00:00:11, Serial0/1/0
[120/1] via 172.29.3.1, 00:00:11, Serial0/0/0

[120/1] via 172.29.3.14, 00:00:18, Serial0/0/1

C 172.29.3.12/30 is directly connected, SerialO/0/1

L 172.29.3.13/32 is directly connected, Serial0/0/1

R* 0.0.0.0/0 [120/1] wvia 172.29.3.5, 00:00:11, Serial0/1/0
[120/1] via 172.29.3.1, 00:00:11, Serial0/0/0

- BOGOTAS

Bogota3> enable
Bogota3# show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile,
B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.29.3.9 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks

R 172.29.0.0/24 [120/1] via 172.29.3.13, 00:00:22, Serial0/0/0
C 172.29.1.0/24 is directly connected, GigabitEthernet0/0

L 172.29.1.1/32 is directly connected, GigabitEthernet0/0

R 172.29.3.0/30 [120/1] via 172.29.3.13, 00:00:22, Serial0/0/0
[120/1] via 172.29.3.9, 00:00:03, Serial0/0/1

R 172.29.3.4/30 [120/1] via 172.29.3.13, 00:00:22, Serial0/0/0
[120/1] via 172.29.3.9, 00:00:03, Serial0O/0/1

C 172.29.3.8/30 is directly connected, Serial0/0/1

L 172.29.3.10/32 is directly connected, Serial0/0/1

C 172.29.3.12/30 is directly connected, Serial0/0/0

L 172.29.3.14/32 is directly connected, Serial0/0/0

R* 0.0.0.0/0 [120/1] wvia 172.29.3.9, 00:00:03, Serial0/0/1
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Parte 3. Deshabilitar la propagacion del protocolo RIP.
a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0;
SERIALO/1/1

Bogota?2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

Medellinl SERIALO/0/0; SERIALO/0/1;
SERIALO/1/1

Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

ISP No lo requiere

Parte 4: Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los routers,
como el passive interface para la conexion hacia el ISP, la versién de RIP y las
interfaces que participan de la publicacion entre otros datos.

- MEDELLIN1

Medellinl (config-router) # passive-interface s0/0/0

-  MEDELLIN2

Medellin2 (config-router) # passive-interface g0/0

- MEDELLINS

Medellin3 (config-router)# passive-interface g0/0
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- BOGOTAl

Bogotal (config-router) # passive-interface s0/0/0

- BOGOTAZ2

Bogota2 (config-router) # passive-interface g0/0

- BOGOTAS

Bogota3 (config-router) # passive-interface g0/0

b. Verificar y documentar la base de datos de RIP de cada router, donde se informa
de manera detallada de todas las rutas hacia cada red.

& Medellin1

Physical Config  CLI

10S Command Line Interface

TIETETTIIITT
Medellinlgshow ip route
Codes: L - local, C - connected, 5 - static, R - RIP, ¥ - mobile, B - BEP
D - EIGRP, EX - EIGRP external, O - OS5PF, IR - O5PF inter area
N1 - OSPF NSSR external type 1, N2 - OSPF NSSL external type 2
El - OSPF externmal type 1, EZ - OSPF external type 2, E - ZGP
i - I5-I5, L1 - IS-IS5 level-1l, L2 - I5-IS lewel-Z, ia - I5-I5 inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Cateway of last resort is 209.17.220.1 to network 0.0.0
172.29.0.0/1€ is wvariably subnetted, 9 subnets, 3 masks
9.4.0/25 [120/1] wia 172.2%_€.2, 00-00 . Serial0so/f0
-25.4.128/25 [120/1] wia 1 -€.10, 00:08, Serial0/0/1
[120/1] wia 17 .€.14, 00:00:08, Seriall/1l/1
€.0/30 is directly connected, Serial0/0/0
-£.1/32 is directly connected, Seriall/s0/0
€.4/30 [1l20/1] wia 172.25.€.10, Seriald/0/1
[120/1] wia 17 €.2, . Serial0so/f0
[120/1] wia 172.25.€.14, 00:00:0€, Seriall/l/1
.8/30 is directly connected, Seriall/0/1
-9/32 is directly connected, Serial0/0/1
-12/30 is directly connected, Seriall/1/1
-13/32 is directly connected, SerialO/1/1
208,17 0.0/24 is wariably subnetted, 2 subnets, 2 masks
205.17 0730 is directly connected, Seriall/1/0
209, 2 is directly connected, SerialO/Ll/0
g* 0.9.0.0/0 [1/0] wia 205.17.220.1
Hedellinlg

Figura 5 Verificacion tabla enrutamiento Medellin1

23



r

b Medellin2

Physical Config = CLI

10S Command Line Interface

Rocceso no autorizado

Medellinl>en
Password:
HMedellinZ#show ip route
Codes: L - local, C - connected, § - static, R — RIP, M - mcbile, B - BGD
D - EIGRP, EX - EIGRP extermal, 0 - OSPF, IR - OSPF inter area
N1 - OSPF NSS5A external type 1, N2 - OSPF NSS5Z external type 2
El - OSDF external type 1, E2 - OSDF external type 2, E - ECD
i - Is-1Is5, L1 - I5S-IS lewvel-l, LZ - IS-IS5 lewvel-2, ia - IS-IS inter area
- candidate default, U - per-user static route, o - CDR
P - pericdic downloaded static route

Fateway of last resort is 172.29%.€.€ to network 0.0.0

172.25.0.0/1€ is variably subnetted, % subnets, 3 masks
29.4.0/25 is directly connected, GigabitEthernetO/0
.4.1/32 is directly connected, CigabitEthernetd/0
-4.128/725 [120/1] wia 172.25.€.6€, 00:00:15, Seriald/0/1
.€.0/30 is directly connected, Serial0/0/0
-€.2/232 is directly connected, Serizl0/0/0
.€.4/30 is directly connected, Serial0/0/1
.€.5/32 is directly connected, Serial0/0/1
-€.8/30 [120/1] wia 172.25%.€.€, 00:00:15, Seriald/s0/1
-€.12/30 [120/1] wia 17 , 00:00:15, Seriald/so/1
-0.0/0 [l20/2] wia 172.25.6.%, 0:15, Seriald/0/1
HMedellinlg

oL oee 0

0w

Figura 6 Verificacion tabla enrutamiento Medellin2

& Medellind

Physical Config CLI

10S Command Line Interface

Medellin3ren
Dassword:
HMedellin3g¢show ip route
Codes: L - local, C - connected, 5 - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP extermal, © - OSPF, IA - OSPF inter area
N1l - OSPF NSSR external type 1, N2 - OSPF NSSR external type 2
El - OSPF external type 1, EZ - OS5PF external type 2, E - EGP
i - IS-I5, Ll - IS-IS lewvel-1l, L2 - IS-IS lewvel-2, ia — I5-IS inter area
* - rcandidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 172.2%.€.13 to network 0.0.0

172.25.0.0/1€ is variably subnetted, 10 subnets, 3 masks
172.25.4.0/25 [120/1] wia 172.29.€.5, 00:00:21, Seriald/0/0
29.4.128/25 is directly connected, CigabitEthernetl/0
-4.125/32 is directly connected, GigabitEthernet0/0
-€.0/30 [120/1]1 wvia 172.25.€.5, 00 :21, Serial0ny/o/f0
[120/1] wia 2 4, Serialid/0/1
[120/1] wia 2 € . :14, Serial0l/sl/0
is directly connected, Seriald/0/0
is directly connected, Seriald/0/0
is directly connected, Seriall/0/1
is directly connected, Seriald/0/1
is directly connected, Seriald/l/0
is directly connected, Seriall/1l/0
[120/1] wia 172.25.€.13, 00:00:14, Seriald/1/0
[120/1] wia 172. .9, 00:00:14, Serial0n/o/1

Medellin3g

Figura 7 Verificacion tabla enrutamiento Medellin3
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¥ Bogotal

Physical  Config CLI

10S Command Line Interface

Bogotal#show ip route

D - EIGRP, EX - EIGRP external, © — OSPF, IR - OSPF i
N1 - OSPF NSSR external type 1, N2 - OS5PF NSSR extermn
El - OSPF external type 1, E2 - OSPF external type 2,
i - IS-I5, L1 - IS-IS5 level-l, L2 - IS5-I5 lewvel-2, ia
* - candidate default, U - per-user static route, o —
P - pericdic downloaded static route

Gateway of last resort is 205.17.220.5 to network 0.0.0

5.0.0/1€ is variably subnetted, 5 subnets, 3 masks
.29.0.0/24 [120/1] wia 172.25.2.€, 00:00:14, Seri
[12041] wia 172.25%.3.2, 00:00:14, Seri
1.0/24 [120/1] wia 172.25.3.10, 0:00:03, Ser
is directly connected, Serial0/0/1
is directly connected, Seriald/0/1
is directly connected, SerialQ/Ll/0
is directly connected, Serial0/Ll/0
is directly connected, Seriald/Ll/1
.3.5/32 is directly connected, Seriald/Ll/1
.2.12/30 [120/1] wia 172.25. 0:14, Ser
[120/1] wia 172 .25_ 0-14, Ser
[120/1]1 wvia 172. 5, Se
205.17.220.0/24 is variably subnetted, 2 submets, 2 mas
c 205.17.220.4/30 is directly comnnected, Seriald/0/0
L 205.17.220.6/22 is directly comnected, Seriald/0/0
5% 0.0.0.0/0 [1/0] wia 209.17.220.5
Bogotalg

w

[ R R )

HOoH a0
o R e e
I R R R X P )
P T )

[T S )

o

Codes: L - local, C - connected, S5 - static, R - RIP, M - mobile, B - BGP

nter area

al type 2

E - ECP

- I5-15 inter area
ODR

ald/1/0
alo/osl
1ald/1/1

ialo/1l/0
ialosos1
riald/1/1
ks

Figura 8 Verificacion tabla enrutamiento Bogotal

?f Bogotal

Physical Config  CLI

10S Command Line Interface

Bogotaléshow ip route

Codes: L - local, C - connected, § - static, R - RIP, M - mch.
D - EIGRP, EX - EIGRP extermal, O - OSPF, IR - OSDF im
N1l - OSPF NSSA external type 1, N2 - OSPF NSSX externa
El - OSDF external type 1, E2 - OSDT external type 2,
i - I5-1I5, L1 - IS8-I5 lewel-1l, L2 - I5-I5 lewel-2, ia
* - candidate default, U - per-user static route, o -
P - periodic downloaded static route

Gateway of last resort is 172.29.3.5 to network 0.0.0

17z.25 variably subnetted, 10 subnets, 3 masks
is directly connected, GigabitEthernet(
is directly connected, GigabitEZthernet(
[L20/1] wia 172.25%.3.14, 00:00:13, Seri
is directly connected, Seriall/0/0
is directly connected, Seriall/0/0
is directly connected, Seriall/1/0
is directly connected, Seriall/1/0
[L20/1] wia 2.25.3.5 H Seria
F1l] wia -3 H Seria
f1l] wia 172.25.3.14, 00:00:18, Seri
directly connected, Seriall/0/1
directly connected, Seriall/0/1
a.0.0.0/0 [12 wvia 172.25%.3.5, 0Of 0:11, Serialds1/s0
[120/1] wia 172.29.3.1, 0 0:11, Serialdysos0

[N R B )

w

Bogotali
$LINEPROTCO-5-UPDOWN: Line protocol on Interface Serial(/1/0,

ile, B - BGP
ter area
1 type 2
= - =Zcp

I5-15 inter area
ODR

f0
70
aldsor1

10/1/0
10/0/0
aldsor1

changed state to down

Copy

Figura 9 Verificacion tabla enrutamiento Bogota2
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"5 Bogotal

Physical Config  CLI

I10S Command Line Interface

Password:
Bogota3gshow ip route
Codes: L - local, C - connected, § - static, R - RIP, M - mobile, B - BGP
D — EIGRP, EX - EIGRF external, © - OSPF, IZ - OSPF inter area
M1 - OSPF NSSZ external type 1, NZ - OSPF NS5R external type 2
El - OSPF external type 1, 22 - OSPF external type 2, E — EGP
i - I5-I5, Ll - IS5-I5 level-l, LZ - IS5-I5 lewvel-2, ia - I5-IS inter area
* - pandidate default, U - per-user static route, o - CODR
P - periodic downloaded static route

Gateway of last resort is 172.25.3.5 to network 0.0.0.0

172.25.0.0/1€ is variably subnetted, 3 subnets, 3 masks
0.0/24 [120/1] wia 172.25.3.13, 00:00:22, Seriald/0/0
24 is directly connected, GigabitEthernetO/0
.1.1/32 is directly connected, GigabitEthernet0/0
-0s30 72.29.3.13, H 2, Seriald/o/a
F11 wia -3. : Seriall/0/1
-4s30 f1] wia < H Serialdsos0
. Seriald/0/1
-28/20 is directly connected, Seriall/0/1l
-10/32 is directly connected, Seriald/0/s1
-3.12/30 is directly connected, Serial0/0/0
L .2.14/32 is directly connected, Seriald/0/0
R* 0.0.0.0/0 [120/1] wia 172.23.3.%3, 00:00:03, Seriald/0/1
Bogotal3g
Bogotalg
SLINEPROTO-5-UPDOWN: Line protococl on Interface Serialds0/0, changed state to down

Figura 10 Verificacion tabla enrutamiento Bogota3

Parte 5: Configurar encapsulamiento y autenticacion PPP.
a. Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado
con autenticacion PAT.

ISP>en

Password:

ISP#configure t

Enter configuration commands, one per line. End with CNTL/Z.
ISP (config) #username Medellinl password cisco

ISP (config) #int s0/0/0

ISP
ISP
ISP (config-if) #ppp pap sent-username Medellinl password cisco

config-if) #encapsulation ppp

(
(
(config-if) #ppp authentication pap
(

Medellinl>en

Password:

Medellinl#configure t

Enter configuration commands, one per line. End with CNTL/Z.
Medellinl (config) #username ISP password cisco

Medellinl (config) #int s0/1/0

Medellinl (config-if) #encapsulation ppp
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Medellinl (config-if) #ppp authentication pap
Medellinl (config-if) #ppp pap sent-username ISP password cisco

b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAP.

ISP>en

Password:

ISP#configure t

ISP (config) #username Bogotal password cisco
ISP (config) #int s0/0/1

ISP (config-if) #encapsulation ppp

ISP (config-if) #ppp authentication chap

ISP (config-if) #end

Bogotal>en

Password:

Bogotal#configure t

Bogotal (config) #username ISP password cisco
Bogotal (config) #int s0/0/0

Bogotal (config-if) #encapsulation ppp
Bogotal (config-if) #ppp authentication chap
Bogotal (config-if) #end

Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y Medellinl),
los routers internos de una ciudad no podran llegar hasta los routers internos en el
otro extremo, solo existird comunicacion hasta los routers Bogotal, ISP y Medellinl.
b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT
en el router Medellinl. Compruebe que la traduccién de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion debe
ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del router
Medellinl, cémo diferente puerto.

Medellinl>en
Password:
Medellinl#configure t

Medellinl (config) #ip nat inside source list 1 interface s0/1/0

overload
Medellinl (config) #access-1list 1 permit 172.29.4.0 0.0.3.255
Medellinl (config) #int s0/1/0

Medellinl (config-if)#ip nat outside

Medellinl (config-if) #int s0/0/0
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Medellinl (config-if) #ip nat inside
Medellinl (config-if)#int s0/0/1
Medellinl #ip nat inside
Medellinl #int s0/1/1
Medellinl (config-if) #ip nat inside

config-if

( )
( )
( )
(config-if)
( )
( )

Medellinl (config-if) #end

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccion
de direcciones indique las interfaces de entrada y de salida. Al realizar una prueba
de ping, la direccion debe ser traducida automaticamente a la direccion de la interfaz
serial 0/1/0 del router Bogot4l, como diferente puerto.

Bogotal>en
Bogotal#configure t
Enter configuration commands, one per line. End with CNTL/Z.
Bogotal (config) #ip nat inside source list 1 interface s0/0/0 overload
Bogotal (config) #access-1list 1 permit 172.29.0.0 0.0.3.255
Bogotal (config) #int s0/0/0
Bogotal (config-if) #ip nat outside
Bogotal (config-if)#int s0/0/1
Bogotal (config-if) #ip nat inside
Bogotal (config-if)#int s0/1/0
Bogotal (config-if) #ip nat inside
Bogotal (config-if)#int s0/1/1
Bogotal (config-if) #ip nat inside
( )

Bogotal (config-if) #end

Parte 7. Configuracion del servicio DHCP.
a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

Medellin2>en

Password:

Medellin2#configure t

Medellin2 (confiqg) #ip dhcp excluded-address 172.29.4.1 172.29.4.5
Medellin2 (config) #ip dhcp excluded-address 172.29.4.129 172.29.4.133
Medellin2 (config) #ip dhcp pool Medellin?2

Medellin2 (dhcp-config) #network 172.29.4.0 255.255.255.128

Medellin2 (dhcp-config) #default-router 172.29.4.1
Medellin2 (dhcp-config) #dns-server 8.8.8.8
Medellin2 (dhcp-config) #exit
Medellin2 (config) #ip dhcp pool Medellin3
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Medellin2 (dhcp-config) #network 172.29.4.128 255.255.255.128
Medellin2 #default-router 172.29.4.129
Medellin2 #dns-server 8.8.8.8

Medellin2 (dhcp-config) #exit

dhcp-config

( )
( )
(dhcp-config)
( )

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la
IP del router Medellin2.

Medellin3>en

Password:

Medellin3#configure t

Medellin3 (config) #int g0/0

Medellin3 (config-if)#ip helper-address 172.29.6.5
Medellin3 (config-if) #exit

& pCo

Physical Config Desktop Custom Interface

IP Configuration
IP Configuration

(@ DHCP () Static DHCP request successful.
IP Address 172.29.4.6

Subnet Mask ROGER GG RGOS 2 B

Default Gateway 172.29.4.1

DNS Server 8.8.8.8

IPv6 Configuration
(O DHCP (O Auto Config @ Static

IPvb Address

Link Local Address FES0::230:F2FF:FES3:EEB3

IPvb Gateway

IPvE DNS Server

Figura 11 Verificacion mensaje PCO a Medellin
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& pq

Physical Config Desktop  Custom Interface

IP Configuration
IP Configuration

(® DHCP () Static DHCP request successful.

IP Address 72.29.4.134
Subnet Mask 255.255.255.128
Default Gateway 172.29.4.129
DNS Server 8.8.8.8

IPv6 Configuration
(O DHCP O Auto Config ® Static

IPvE Address

Link Local Address FES0::20C:85FF :FEEE:EE22

IPv6E Gateway

IPv DNS Server

Figura 12 Verificacion mensaje PC1 a Medellin

c. Configurar la red Bogotd2 y Bogotd3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

Bogota3#configure t

Bogota3 (config) #ip dhcp excluded-address 172.29.1.1 172.29.1.5
Bogota3 (config) #ip dhcp excluded-address 172.29.0.1 172.29.0.5
Bogota3 (config) #ip dhcp pool Bogota3

Bogota3 (dhcp-config) #network 172.29.1.0 255.255.255.0

Bogota3 (dhcp-config) #default-router 172.29.1.1

Bogota3 (dhcp-config) #dns-server 8.8.8.8

Bogota3 (dhcp-config) #default-router 172.29.0.1

(
(
(
(
(
Bogota3 (dhcp-config) #ip dhcp pool Bogota2
(
(
Bogota3 (dhcp-config) #dns-server 8.8.8.8
(

)
)
)
Bogota3 (dhcp-config) #network 172.29.0.0 255.255.255.0
)
)
)

Bogota3 (dhcp-config) #end

d. Configure el router Bogotal para que habilite el paso de los mensajes Broadcast
hacia la IP del router Bogotaz2.

Bogota2>en

Bogota2#configure t

Bogota?2 (config) #int g0/0

Bogota?2 (config-if) #ip helper-address 172.29.3.13
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Bogota2 (config-if) #end

# pc3

Physical Config Desktop  Custom Interface

IP Configuration

IP Configuration

® DHCP () Static DHCP reguest successful.
IP Address 172.29.1.6

Subnet Mask 255.255.255.0

Default Gateway 172.29.1.1

DNS Server 8.8.8.8

IPvE Configuration
(O DHCP (O Auto Config @® Static

IPvE Address

Link Local Address FE80::201:64FF:FEB9:E1BA

IPvE Gateway

IPv6 DNS Server

Figura 13 Verificacion mensaje PC3 a Bogota
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ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual deberéa configurar e interconectar entre si cada uno —de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

VLAN Direccionamiento Nombre
30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Fo/0 Buenos Aires
Foi24 802.1Q

192.168.99.3

Figura 14 Topologia escenario 2
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R —

r 0 "; linternet
PC-PT T

208.164.200.230 Clogd-PT
209.165.200.224/25

Web Server
10.10.10.10432
Fﬁf ISH4'3 i Server-PT
H2 Miami 172.31.23.0/30 cerverd
ISREI2T 47231 21.0030
R1 ota

e
'y
Lo4 152.1658.4.0i24

802.1Q o ISR4321 Lo5 192.165.5.0v24

R3 Brios Aires | ¢ 192 168.6.0/24

2060824TT

182.1656.99.2 192.165.99.3

Trunk

Figura 15 Topologia Escenario 2 en packet tracer
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Parte 1. Configuracion dirreccionamiento IP

Configurar el direccionamiento IP acorde con la topologia de red para cada uno de
los dispositivos que forman parte del escenario.

- PC-A

& pc-a

Physical Config Desktop  Custom Interface

IP Configuration
IP Configuration

(® DHCP (O Static DHCP failed. APIPA is being used.

1P Address 169.254.218.136
Subnet Mask 255.255.0.0
Default Gateway 0.0.0.0

DNS Server

IPv6 Configuration

() DHCP () Auto Config @ Static
IPv6 Address

Link Local Address FE80::207:ECFF:FESB:DABS

IPVE Gateway

IPv6 DNS Server

Figura 16 Configuracion DHCP PC-A

- PCC

& pcc

Physical  Config Desktop  Custom Interface

IP Configuration
IP Configuration

® DHCP () Static DHCP failed. APIPA is being used.
IP Address 169.254.1.145

Subnet Mask 255.255.0.0

Default Gateway

DNS Server

IPve Configuration
(O DHCP (O Auto Config ® Static
IPv6 Address

Link Local Address FE80::202:17FF:FE7C:191

IPvb Gateway

IPvE DNS Server

Figura 17 Configuracion DHCP PC-C

34



INTERNET_PC

& INTERMET_PC

Physical Config Desktop  Custom Interface

IP Configuration
IP Configuration

(O DHCP ® Static

IP Address 209.165.200.230

Subnet Mask 255.255.255.248

Default Gateway 209.165.200.225

DNS Server

IPv6 Configuration
() DHCP (O Auto Config ® Static

IPv6 Address

Link Local Address FES0::2D0:BCFF:FED3:7662

IPvE Gateway

IPvE DNS Server

Figura 18 Configuracion IP INTERNET_PC

R1

Router> enable
Router# configure terminal
Router (config) # hostname Bogota
Bogota (config) # no ip domain-lookup
Bogota (config) # enable secret unad
Bogota (config) # line con 0
Bogota (config-line) # password unad
Bogota (config-line)# service password-encryption
Bogota (config) # banner motd #Acceso no autorizado#
Bogota (config)# int s0/0/0
Bogota (config-if)# ip address 172.31.21.1 255.255.255.252
Bogota (config-if) # clock rate 128000
Bogota (config-if) # no shutdown
Bogota (config) # int £0/1/0
(

Bogota (config-if)# no shutdown

R2

Router> enable
Router# configure terminal

Miami (config)# hostname Miami
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Miami (config)# no ip domain-lookup

Miami (config)# enable secret unad

Miami (config)# line con O

Miami (config-line)# password unad

Miami (config-line) # service password-encryption

Miami (config)# banner motd #Acceso no autorizado#

Miami (config)# int s0/1/1

Miami (config-if)# ip address 172.31.23.1 255.255.255.252
Miami (config-if clock rate 128000

no shutdown

int s0/1/0

ip address 172.31.21.2 255.255.255.252

Miami (config-if
Miami (config-if
Miami (config-if no shutdown
Miami (config-if ip address 209.165.200.225 255.255.255.248
no shutdown

int g0/0/1

ip address 10.10.10.10 255.255.255.248

no shutdown

Miami (config-if
Miami (config-if

(

(

(

(

(

(

(

(

(

Miami (config-if

(

(

(

(

(

(

(

Miami (config-if
(

) #

) #
) #
) #
) #

Miami (config-if)# int g0/0/0

) #
) #
) #
) #
) #

Miami (config-if
R3

Router> enable

Router# configure terminal

Router (config) # hostname BuenosAires

BuenosAires (config) # no ip domain-lookup

BuenosAires (config)# enable secret class

BuenosAires (config)# line con 0

BuenosAires (config-line)# password cisco

BuenosAires (config-line)# service password-encryption
BuenosAires (config) # banner motd #Acceso no autorizado#
BuenosAires (config) # int s0/1/1

BuenosAires (config-if)# ip address 172.31.23.2 255.255.255.252
no shutdown

int lo4

ip add 192.168.4.1 255.255.255.0

BuenosAires (config-if

BuenosAires (config-if
no shutdown
int lo5

#
#
BuenosAires (config-if) #
#
# ip add 192.168.5.1 255.255.255.0
#
#
#
#

BuenosAires (config-if
BuenosAires (config-if no shutdown

int 1lo5

ip add 192.168.6.1 255.255.255.0

no shutdown

BuenosAires (config-if

(

(

(

(

(

(

(

(

BuenosAires (config-if

(

(

(

(

(

(

BuenosAires (config-if
(

) #
)
)
)
BuenosAires (config-if)
)
)
)
)
)

BuenosAires (config-if
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SERVER

[ 309,165.200.224/29

Physical Config Aftributes
I

GLOBAL
Settings
TV Settings

Global Settings

CONNECTIONS Display Name |209.165200.224/29

Frame Relay
DSL
Cable
INTERFACE
Seriall
Seriall
Serial2
Serial3
Modem4
Modems
Ethernet6
Coaxial7
Modem3

Figura 19 Configuracion Servidor

S1

Router> enable

Router# configure terminal
Router (config) # hostname S1

Sl (config)# no ip domain-lookup
Sl (config)# enable secret class
Sl (config)# line con 0

Sl (config-line)# password cisco

Sl (config-line)# service password-encryption
S1 (config) # banner motd #Acceso no autorizado#

Sl (config) # exit
S1# copy running-config start

S1>

Sl>en
Password:
Sl#configure t

Enter configuration commands, one per line.

S1 (config) #vlan 30
S1 (config-vlan) #name Administracion

37
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S1 (config-vlan) #vlan 40

S1 (config-vlan) #iname Mercadeo
S1(config-vlan) #vlan 200

S1 (config-vlan) #name Mantenimiento

Sl (config-vlan) #fexit

S1 (config) #int £0/3

S1 (config-if) #switchport mode trunk

S1 (config-if) #switchport trunk native vlan 1
Sl (config-if) #int £0/24

S1 (config-if) #switchport mode trunk

S1 (config-if) #switchport trunk native vlan 1
S1(config-if) #no shutdown

S1(config-if) #end

- S3

Router> en

Router# configure terminal

Router (config) # hostname S3

S3(config)# no ip domain-lookup

S3(config)# enable secret class

S3(config)# line con 0

S3(config-line)# password cisco
S3(config-line)# service password-encryption
S3 (config) # banner motd #Acceso no autorizado#
S3(config) # exit

S3#copy running-config start

S3(config-if) #int £0/3
S3 (config-if) #switchport mode trunk
S3(config-if) #switchport trunk native vlan 1

S3 (config-if) #no shutdown
S3 (config-if) #end

Parte 2. Configuracion protocolo de enrutamiento OSPFv2

Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:
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OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 5555
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como
pasivas
Establecer el ancho de banda para enlaces 256 Kb/s
seriales en
Ajustar el costo en la métrica de S0/0 a 9500

Configuracion OSPF
- R1

R1> enable

Password

R1# configure t

Rl (config)# router ospf 1

Rl (config-router) #router-id 1.1.1.1

Rl (config-router) #network 172.31.21.0 0.0.0.3 area O

Rl (config-router) #network 192.168.30.0 0.0.0.255 area 0
Rl (config-router) #network 192.168.40.0 0.0.0.255 area 0
Rl (config-router) #network 192.168.200.0 0.0.0.255 area 0
Rl (config-router) #passive-interface £0/0.30

Rl (config-router) #passive-interface £0/0.40

Rl (config-router) #passive-interface £0/0.200

Rl (config-router) #fexit

Rl (config) #int s0/0/0

Rl (config-router) #bandwidth 256

Rl (config-router) #ip ospf cost 9500

Rl (config-router) #end

- R2

R2> enable

Password

R2# configure t

R2 (config) # router ospf 1

R2 (config-router) #router-id 5.5.5.5

R2 (config-router) #network 10.10.10.0 0.0.0.25 area O
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R2 (config-router) #passive-interface £0/1/0.30
R2 (config-router) #fexit

R2 (config) #int s0/0/0

R2 (config-router) #bandwidth 256

R2 (config-router) #ip ospf cost 9500

R2 (config-router) #end

- R3

R1> enable

Password

R3# configure t

R3 (config)# router ospf 1

R3 (config-router) #router-id 8.8.8.8

R3 (config-router) #network 172.31.23.0 0.0.0.3 area O
Rl (config-router) #passive-interface 104
Rl (config-router) #passive-interface 105
Rl (config-router) #passive-interface 106
Rl (config-router) #fexit

Rl (config) #int s0/0/1

Rl (config-router) #bandwidth 256

Rl (config-router) #ip ospf cost 9500

Rl (config-router) #end

Verificar informaciéon de OSPF

¢ Visualizar tablas de enrutamiento y Routers conectados por OSPFv2

‘\" MIAMI

Physical Config CLI

I0S Command Line Interface

Neighbor ID
aaa . v
0.0.8.0 v H -/

Miamigshow ip ospf neighbo

Figura 20 Verificacion Miami conectado por OSPFv2
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e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface

AT O length is 1, maximum 1s 1
Lasc - cime is 0 msec, maximum is
. Adjacent neighbor
Adjacent ghbox 1.1.1.1
Suppress hello 9 neighbori(s
Sexiald/0/0 is up, line protocol is uwp
Internet address is 172.31.23.0/30, Arxea
Besssss X0 1. Router ID §.5.5.5, Network
LOST: S500
elay 1s | L State POINT-TO-POINT,
No designated router « chis network
Yo backup designated zrouter on
Timer intervals configured, Hello
ReTransmit &
Hello due
Index 2/2
Next
Last
LasT

00:04
queue length

o)

. "
A Q

o

length 2z 1, maximum i¢ 1
Simée 16 0 mSecC, maximuam 16
for O neighbor(s
GigabictEchernetO/1 is up, line protocol is up

O PpP ROD
J

HMONDOMMe

HaAan

Internet address s 10.1 10.10/32, Azxea O

Process ID 1, §.5.5, NHetwork Type BROADC > g9

Transmit Delay is 1 L NG, Prioricty 1

No designated router

Ho backup designated

Timer intervals o Dead 40, Waic 40,
Retransmit S

No Hellos

Index 3/3,

YNexc

LAasc - : saximum is 1

Last £ < ) maximum is

Nesighbor Count 0 g neighbor coun

Suppress hellc

Figura 21 Verificacion interface por OSPFv2

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.
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En la siguiente imagen podemos visualizar la id de nuestros routers 1.1.1.1 y la
direccion 172.31.21.0 configurando todas las LAN pasivas a 30, 40, 200
fastEthernet. Configurado.

ogotagshow ip proteocols

Routing Protocol is
OCutgoing update ¢ interfaces
Incoming update £ ‘ interfaces
Router ID 1.1.1.1
Number of areas 1
Maxizum path: 4
Routing for Networks:

n this router

172.31.21.0 2.0.3 area 0

192. 0.0.255 area 0

192 0.255 area 0
.0.0.2865 azea 0

ol
,mom

192.
rYassive
Fast
Fast
Fast

Routin
outin

'
LY

I
»

k)

h

L L

« QMMM mMm
a

Figura 22 Descripcidn Bogotd id 1.1.1.1
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En la siguiente podemos visualizar la id de nuestro router 5.5.5.5 y la direccion
172.31.21.0 configurando todas las LAN pasivas a 30,40, 200 fastEthernet.
Configurado.

Miami$show 3

Outgoing update
incoming update

Rouzer ID §.5.5

NHumber Oof areas

Maxizum path: 4

aouting for Networks:
.31.21.0 0.0.0.3

" o

FascEzhezrnez0/0

FastEcthernet0/0

1 VAW
OO0

sousces

Disztance Last Update
110 00:24:863
S 37
27

Figura 23 Miami id 5.5.5.5

En este pantallazo podemos visualizar la id de nuestro router 8.8.8.8 y la direccion
172.31.23.0 configurando todas las LAN pasivas a 30, 40, 200 fastEthernet.
Configurado varios direccionamientos loopback a /24.
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Buenos Airesgshow ip protocols
Aouting Protocol is “ospf 1"
Cutgoing update filter 1lis all interfaces £s not set
Incoming update filter lis all interfaces is not set
Rouser ID 8.8.8.8
Number of areas in this router is 1. 1 normal O stub 0 nssa
Maxizmum path: 4
Routing for Networks:
172.31.23.0 0.0.0.3 azea 0
192 4 0.0.355 area
192.160.5.0 0.0.0.255 area
192. .€.0 0.0.0.265 arzea
Fassive Interface(s):
Locpback4
Loopbacks
oopbacke
Routing Information Sources:
Distance Last Update
00:2€:852
00:0€:3¢
00:0€:3¢

Figura 24 Buenos Aires id 8.8.8.8
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Parte 3. Configuracion VLANs

Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento, Inter-
VLAN Routing y Seguridad en los Switches acorde a la topologia de red establecida.

Se obtiene la configuracion basica de seguridad en los switchs S1 y S3 encriptacion,
contrasefias de acceso. Como prevencion alta en este punto se deshabilitaran los
puertos del Switch que no sean configurados.

VLANS
Switch (config) #vlan 30
Switch (config-vlan)#name Administracion
Switch (config-vlan)#vlan 40
Switch (config-vlan) #nameMercadeo
Switch (config-vlan)#vlan 200
Switch (config-vlan) #name Mantenimiento

Switch (config-vlan) #fexit

- Puerto Troncal S1

Sl (config)# int giO/1
Sl (config-if)# switchport mode trunk S1 (config-if)#

S1 (config)# int gi0/2
Sl (config-if)# switchport mode trunk
Sl (config-if) #

S3 (config-if) #int gi0/2
S3 (config-if) #swichport mode trunk
S3 (config-if) #

S1 (config-if) #int fal/1
Sl (config-if)# swichport mode access
S1 (config-if)# swichport access vlan 30 Sl (config-if)#
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S1 (config-if) #int fal/1
Sl (config-if)# swichport mode access

Sl (config-if)# swichport access vlan 40 Sl (config-if)#

Parte 4: Deshabilitar DNS

En el Switch 3 deshabilitar DNS lookup. Para deshabilitar el DNS lookup se
configura el comando no ip domain-lookup en el switch

Switch>enable

Switchf#iconfig t

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #no ip domain-lookup

Switch(config) #fexit

Switch#

%SYS-5-CONFIG_I: Configured from console by console

Switch#"show run | include domain-lookup" Translating "show run |
include domain-lookup"

% Unknown command or computer name, or unable to find computer
address

Switch#"copy running-config startup-config" Translating "copy
running-config startup-config"

% Unknown command or computer name, or unable to find computer
address

Switch#"show startup-config | include domain-lookup" Translating
"show startup-config | include domain-lookup"

% Unknown command or computer name, or unable to find computer
address

Parte 5. Asignaciones direcciones IP en S1y S3

Asignar direcciones IP a los Switches acorde a los lineamientos. Se asignan las
direcciones 192.168.99.2 y 192.168.99.3 respectivamente para cada  switch, que
serviran para ser administrados posteriormente al acceso por telnet.

Sl>enable Switch#iconfig t
S1(config) #vlan 30
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S1 (config-vlan) #name Administracion
S1 (config-vlan) #vlan 40

S1 (config-vlan) #iname Mercadeo

S1 (config-vlan) #vlan 200

S1 (config-vlan) #iname Mantenimiento
Sl (config-vlan)# exit

S1 (config-vlan) #fend

Sl (config-if)#ip address 192.168.99.2 255.255.255.0
S1 (config-if) #no shutdown

Sl (config-if) #exit

S1 (config) #default-gateway 192.168.200.0

S1 (config) #int £0/3

S1 (config) #switchport mode trunk

S1(config-if) #no shutdown

Sl (config-if) #int range f0/3

S1 (config-if-range) #shutdown

S3>enable

S3#config t

S3 (config) #vlan 30

S3 (config-vlan) #name Administracion
S3 (config-vlan) #vlan 40

S3 (config-vlan) #name Mercadeo

S3 (config-vlan) #vlan 200

S3 (config-vlan) #name Mantenimiento
S3 (config-vlan) #exit

S3( )

config-vlan) #end

S3 (config-if)#ip address 192.168.99.3 255.255.255.0
S3 (config-if) #no shutdown

S3(config-if) #exit

S3 (config) #default-gateway 192.168.200.0

S3(config) #int £0/3

S3 (config) #switchport mode trunk

S3 (config-if) #no shutdown

S3(config-if) #int range f0/3

S3 (config-if-range) #shutdown
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Parte 6. Desactovar todas las interfaces que no se usan en lared

Descripcion

Aqui desactivamos las interfaces fastEthernet 0/2,0/4,hasta la 0/23 la cual solo

queda vigente la 0/3.

Sl#enable Sl#config t

Enter configuration commands,

one per line.

End with CNTL/Z.

S1(config)#int range f0/2- £0/4,23, g0/1-2

S1 (config-if-range) #shutdown

$LINK-5-CHANGED: Interface FastEthernet0/2, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/4, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/5, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/6, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/7, changed state to

administratively

S3#enable
S3#config t

Enter configuration commands,

down

one per line.

End with CNTL/Z.

S3(config) #int range f0/2- £0/4,23, g0/1-2

S3 (config-if-range) #shutdown

$LINK-5-CHANGED: Interface FastEthernet(0/2, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/4, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/5, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet(0/6, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/7, changed state to
administratively down
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Parte 7. Implement DHCP and NAT for IPv4

Los dispositivos que queremos que tengan una ip fija, siempre la  misma (routers,
servidores...). Para ello usaremos esta instruccion, reservar las 30 primeras
direcciones 192.168.30.30, excluirlas del pool.

Bogota (config) #ip dhcp excluded-address 192.168.30.0 192.168.30.30
Bogota (config) #ip dhcp excluded-address 192.168.40.0 192.168.30.30
Bogota (config) #exit

Parte 8: Configurar R1 como servidor DHCP para las VLANs 30y 40.

Se configura DHCP en el Router 1 — Bogota de la siguiente manera:

Bogota>en

Bogota #config t

Enter configuration commands, one per line. End with CNTL/Z.

Bogota
Bogota
Bogota

(config)# ip dhcp pool ADMINISTRACION
(dhcp-config) #domain-name ccna-unad.com
(dhcp-config) #ip dhcp excuded-address 192.168.30.0

192.168.30.30

Bogota

(dhcp-config)# ip dhcp excuded-addressl192.168.40.0

192.168.30.30

Bogota
Bogota
Bogota
Bogota
Bogota

dhcp-config) #leasel

dhcp-config) #dns-server 10.10.10.11
dhcp-config) #default-router 192.168.30.0
dhcp-config) #network 192.168.30.0 255.255.255.0
dhcp-config) #

Parte 9: Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para
configuraciones estaticas.

VLAN 30

Name: ADMINISTRACION

Configurar DHCP pool para DNS-Server: 10.10.10.11

Domain-Name: ccna-unad.com
Establecer default gateway.

VLAN 40

Name: MERCADEO

Configurar DHCP pool para DNS-Server: 10.10.10.11

Domain-Name: ccna-unad.com
Establecer default gateway.
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Bogota (dhcp-config) #ip dhcp excuded-address 192.168.30.0
192.168.30.30

Bogota (dhcp-config) # ip dhcp excuded-addressl192.168.40.0
192.168.30.30

Bogota (dhcp-config) #leasel

Parte 10 Configurar NAT en R2 para permitir que los host puedan salir a
internet

Con los siguientes comandos se realiza la configuracion de NAT

Miami#enable

Miami#config t

Enter configuration commands, one per line. End with CNTL/Z.
Miami (config) #ip access-list extended ADMINISTRACION

Miami (config-ext-nacl) #remark permit local lan to user nat
Miami (config-ext-nacl) #permit ip 192.168.30.0.0.0.0.255 any
Miami (config-ext-nacl)# permit i1p192.168.40.0.0.0.0.255 any
Miami (config-ext-nacl) #ex

Miami (config) #ip nat pool Miami-pool 209.165.200.224
209.165.200.230 netmask 255.255.255.248

Miami (config) #ip nat inside source list ADMINISTRACION pool Miami-
pool Miami (config)#int £0/0

Miami (config-if) #ip nat inside

Miami (config-if)#int fO0/1

Miami (config-if)#ip nat outside
(

Miami (config) #exit

Parte 11 Configurar listaas de acceso estandar

Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.

Trafico de R1(Bogota) a R2(Miami)

Miamifen

Miami#config t

Enter configuration commands, one per line. End with CNTL/Z.
Miami (config) #access—- list 1 permit 192.168.99.0.0.0.0.255
Miami (config) #access-1list deny 2 192.168.30.0.0.0.0.255
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Trafico de R3 (Buenos Aires) a R2 (Miami)

Buenos Aires>en

Buenos Aires#config t

Enter configuration commands, one per line. End with CNTL/Z.
Buenos Aires (config) #access-1ist 1 deny 172.31.23.0

Buenos Aires(config)#int s0/0/1

Buenos Aires(config)#ip access-group 1 in

Parte 12 Configurar listaas de acceso extendido

Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio
en para restringir o permitir trafico desde R1 o R3 hacia R2.

Aqui filtramos el tréfico, permitiendo la conexion el trafico de red de acuerdo a
alguna condicion, con el protocolo y una direccion de origen y de destino.

R1 (Bogotd) haga telnet a R2 (Miami)

R3>enable

R3#config t

Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) #router rip

R3 (config-router) #version 2 R3(config)#do show ip route connected
R3 (config)#

C 172.31.21.0/30 is directly connected, s0/0/0

C 192.168.4.0/24 1is directly connected, loopback4

C 192.168.5.0/24 is directly connected, loopback5

C 192.168.6.0/24 is directly connected, loopback6

R3 (config-router) #network 172.16.23.0

R3 (config-router) # network 192.168.4.0

R3 (config-router)# network 192.168.5.0

R3 (config-router)# network 192.168.6.0

51



Parte 13 Verificacion direccionamiento Routers

Verificar procesos de comunicacion y redireccionamiento de tréafico en los routers
mediante el uso de Ping y Traceroute.

incO Packet Trace

v . gy« Nolond W s

Figura 25 Verificacion comunicacion

¥ |Internet PC
Physical Config Desktop Programming Attributes

~ommand Prompt

C:\>ping
Pinging 209%

Reply

x
Reply L
Reply rom
Reply x

Ping statiscti
Packets
Approc

Figura 26 Verificacion comunicacion por ping
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Buencs Airessping 172.31.23.0

Type escape sequence to abore.
Sending S5, 100-byte ICMP Echos to 172.31.23.0, timeout is 2 seconds:
trin

Success rate is 100 percent (5/5), round-trip min/avg/max = $/10/18 ms

Figura 27Ping R2 (Miami) a con R3 (Buenos Aires)

Bogotagping 18

Type escape seguence to a .
Sending 5, 100-byte IQMP A o ).0, timeout is 2 seconds:

rate is 100 perxcent (5/ round-trip min/avg/max = 2/5/

Figura 28 Ping R2 (Bogotd) a PC-A

Buenos AireSgtraceroute 152.1
Type escape seguence to abort.
Tracing the route to 152.1€8.40.0

172.31.23.1( 15 msec
172:32.21 . 4 msec
152.1€8.40.0 5 msec

Figura 29 Traceroute R3 Buenos Aires PC-C
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Buenos AlreSgtraceroute 172.31.21.0
ype escape sequence to abort.
racing the route to 172.31.21.0

172.31.23.0 15 msec 4 msec 4 msec

172.31.21.0 } msec 1l msec € msec

Figura 30 Traceroute R3 (Buenos Aires) con R1 (Bogotd)
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CONCLUSIONES

Con el desarrollo de los problemas planteados se realizan las configuraciones
necesarias de interfaces y protocolos de enrutamiento para las redes WAN y
LAN.

Gracias al desarrollo de la actividad del escenario 1 se puede aplicar el
conocimiento que se adquiri6 para la red LAN, empleando protocolos de
enrutamiento sencillos y mas implementados como la RIP, y DHCP; adicional
a esto la verificacion y la configuracion de la NAT de Unica direccion.

Con el desarrollo de la actividad del escenario 2 se aplican los conocimientos
con respecto a las configuraciones Gracias a la posibilidad de poder adicionar
modulos a los dispositivos de Cisco ayudan a resolver cualquier situacion o
problema que se presenta; también me ayudo a entender que un poco mas la vlan
gue nos ayudan a generar vario dominios de broadcast que se encuentran en un
mismo switch.

Se logro emplear comandos basicos como ping y traceroute como forma de
comprobar conectividades y funcionalidad de las configuraciones realizadas.

Mediante las bases de conocimiento necesarias para el correcto desempefio de
nuestra labor como futuros ingenieros.

Se logra desarrollar habilidades y destrezas con el manejo de la herramienta de

simulaciéon PACKET TRACER, asi como fundamentos para la manipulacion real
de los diferentes dispositivos que intervienen en las telecomunicaciones.
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