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INTRODUCCION

El ingenio y la innovacion del ser humano no conocen limites. El desarrollo social,
cientifico y tecnolégico es hoy una consecuencia de aquella caracteristica
humana, esta nos permite evolucionar en diferentes aspectos de la sociedad. Para
aprovechar esta condicion del hombre, se plantea la ingenieria como una
herramienta que aporta a la solucion de problemas.

Actualmente la tecnologia es un pilar fundamental dentro de nuestra sociedad.
Dentro de los procesos tecnolégicos es objeto de estudio la logica, la
computacién, la informatica y las telecomunicaciones, que buscan el disefio,
optimizacién y creacion de la forma en que nos comunicamos, actuamos e incluso
laboramos. Es alli donde las telecomunicaciones se convierten en una herramienta
para la competitividad global con visién socio humanistica

El fin de este trabajo es demostrar las habilidades adquiridas en este diplomado
de profundizacion del campo emergente de las Redes y Telecomunicaciones
exponiendo la capacidad de responder a la demanda creciente en el area de las
Tecnologias de la Informacién.



ESCENARIOS PROPUESTOS

1. ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red.

BOGOTA => 172.29.00/21

Gréfica 1

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar
el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red
LAN y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.



Desarrollo:
1. Rutinas de diagndstico

Realizar las rutinas de diagndstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,
etc).

A continuacion, los comandos utilizados en cada uno de los dispositivos de los 2
escenarios planteados:

hostname S1

!

enable secret 5 $1$mERr$q.MA2tj.WFptzvbifg/1i.
|

line con 0
password cisco
logging synchronous
login

|

line vty 0 4
password cisco
login

line vty 5 15
login

|

banner motd "CPRUEBA DE HABILIDADES CCNA JESSICA HERRERA"C
!

Modo Exec Usuario: cisco
Modo Exec Privilegiado: ciscol
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2. Conexion fisica
Realizar la conexidn fisica de los equipos con base en la topologia de red

jm

A
F - - PC-PT
PC#T -‘.IF?’L" < ,f""' 150 Host
50 Host J."i
1da1
Medgllinz 1341
Bogpta2
1341 1841 1841
Medellinl ISP Bogotal
- 1841 ~
- 1341 ~ -
D—" Medellin3 Bogota3 %"[:l
'd)‘)
PC-PT 4
40 Host PC-PT

200 Host
Graéfica 2 Topologia Escenario 1

3. Configuracion logica:
Configurar la topologia de red, de acuerdo con las siguientes
especificaciones.

Parte 1. Configuracion del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP versién 2,
declare la red principal, desactive la sumarizacién automatica.
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Medellinlfsh ip rip database

0.0.0.0/0 suto-summary
0.0.0.0/0

[1] wia 2039.17.220.2, 00:37:31, Seriazld/s1/1
172 .29.4_0/725 auto—Summary
172.25%.4.0/25

[1] wia 172.Z%.€.2, 00:00:28, Serizloys0/0
172 _.29_4_128/25 auto—Summary
172.25%.4.128/25

[1] wia 172.2%.€.10, 00:00:17, Serizlds0/1 [1] wia 172.25_.&.14, 00:00:17,
Serial0s1s0
172 _.29_&.0/30 auto—Summary
172 .29.2.0/30 directly connected, S5eriald/ 0,0
172.253.6.4/30 Eauto—SUmmary
172.259.8.4/30

[1] wia 172_.Z2%.€.10, 00:00:17, Serizldys0/1 [1] wia 172.23_.&.Z, 00:00:28,
Serial0/ 0/ 0 [1] wie 172.2%.&.14, 00:00:17, Serisl0sS1/0
172.23.6.8/30 Eauto—SUmmary
172 _.29_&_8/30 directly connected, S5eriald/ 0/ 1
172 _.29_8_12/730 auto—Surmary
172 .29.8.12/730 directly connected, Seriald/ 1,0
Medellinlg

Gréfica 3 sh ip rip database Medellinl
MedellinZfsh ip rip database 7
<or>

MedellinZf#sh ip rip database
0.0.0.as0 auto—summary
0.0.0.0/0

[1] wie 172.Z%.€.1, 00:00:10, Seri=ldys0/s0
172.25%.4.0/25 Eauto—SUmmary
172 _.29_.4_0/25 directly connected, FastEthermet0/0
172 _.29_4_128/25 auto—Summary
172.25%.4.128/25

[1] wia 172.2%.€.¢€, 00:00:10, Serizlds 171
172 _.29_&.0/30 auto—summary
172 _.29_&.0/30 directly connected, Seriald/ 0,0
172 .2%.2.4/30 auto—Summary
172.253.6.4/30 directly connected, Seri=ld/ 1,1
172 _.29_&_8/30 auto—summary
172.29.8.8/30

[1] wie 172.Z%.&.&, 00:00:10, Serizld/s1/s1 [1] wia 1l72.25%.&.1, 00:00:10,
Seriald 0/ 0
172 _.29_8_12/730 auto—Surmary
172.2%.8.12/30

[1] wie 172.Z%.&.&, 00:00:10, Serizld/s1/s1 [1] wia 1l72.25%.&.1, 00:00:10,
Seriald 0/ 0

Gréfica 4 sh ip rip database Medellin2
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Medellin3gsh ip rip database

0.0.0.0/0 auto—Summary
0.0.0.0/0

[1] wia 172.25%.€.5%, 00:00:15, Serislds0/1 [1] wia 172.25.&6.13, 00:00:15,
Serialds1s0
172.29_.4_0/25 suto—Summary
172.253.4.0/25

[1] wia 172.25%.€.5, 00:00:17, Seriaslds1/1
172.29_.4_128/25 auto—summary
172_.29_.4_128/25 directly connected, FastEthermetO/0
172.29.&.0/30 guto-Summary
172.25%.€.0/30

[1] wi= 172.29.&.5, 00:00:17, Seriald 171 [1] wia 172.25%_&.%, 00:00:15,
Serialdys0/1 [1] wia 172.Z%.€.13, 00:00:15, Serizld/s1/0
172.2%.8.4/30 guto-Summary
172.25%.8.4/30 directly connected, Seri=ld/s 1,1
172 .29 _&_.8/30 auto—summary
172 .29 _&_.8/30 directly connected, S5eris=ld/0/1
172.29.8.12/730 guto-Summary
172.25%.6.12/730 directly connected, Seri=ld/ 1,0
Medellin3§

Gréfica 5 sh ip rip database Medellin3

Bogotalgsh ip rip database
a.0.0.0/0 auto—Summary
0.0.0.0/0

[1] wi=a 209.17.220.5, 00:42:59, Serialdy 171
172_.29.0.0/24 auto—Summary
172.25%.0.0/24

[1] wia 172.29.3.2, 00:00:2%, Serial0ds0/0 [1] wia 172.23.3.5, 00:00:29,
Seriald/0F 1
172.29.1.0/24 auto—Summary
172.25%.1.0/24

[1] wia 172.29.3.10, 00:00:20, Serialdys1s0
172.29.3.0/30 auto—summary
172.29_.3.0/30 directly connected, Seri=ld/0/0
172.29.3.4/30 auto-Summary
17Z2.25.3.4/30 directly connected, Seri=ld/0/1
172_.29_3_8/30 auto—summary
172_.29_3_8/30 directly connected, Seri=ld/ 1,0
172.29.3.12/730 auto—Summary
172.2%.3.12/30

[1] wia 172.29.3.2, 00:00:2%9, Serisld/ 070 [1] wia 172.25_.3_.5, 00:00:2%,
Serialdys0f 1 [1] wia 172.2Z%.3.10, 00:00:20, Serizld/s1/0
Bogotal$

Grafica 6 sh ip rip database Bogotal
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BogotaZish ip rip database

a.a.0.0/0 auto—SuUmmary
0.0.0.0,0
[1] wia 172.25_.3_.1, 00:00:15, Seri=l0/0/0 [1] wia 172.25_.3_.&, 00:00:15,
Serialdsors1
172.29.0.0/24 auto—Summary
172_.253.0.0/24 directly connected, FastEthermet0/0
172.29.1.0/24 auto—summary
172.25%.1.0/24
[1] wia 172.25_.3.14, 00:00:12, Seri=l0ys1/0
172 _23_3.0/30 auto—Summary
17Z.29.3.0/30 directly connected, S5eri=ld/0/0
17Z.2%.3_.4/30 auto-Summary
172.29.3_.4/30 directly connected, Seriald/ 0,1
172 _23_3_.8/30 auto—Summary
172.25%.3.8/30
[1] wia 172.25%_.3_.1, 00:00:15, Seri=l0ys0/0 [1] wia 172.25%_.3_.&, 00:00:15,
SerialdsO0r1 [1] wia 17Z.25%.3.14, 00:00:12, Serial0ys1/0
17229 _3_.1Z/730 auto—Summary
172.29.3_12/730 directly connected, S5erialld/1/0
BogotaZ§

Gréfica 7 sh ip rip database Bogota2

Bogotaligsh ip rip database

0.0.0.0s0 auto—sSummary
0.0.0.0/0
[1] wia 172.Z2%.3.%, 00:00:0%9, Serizldys1/0
172 _.29.0.0/24 auto—Summary
172.25.0.0/24
[1] wia 172.2%.3.13, 00:00:07, Serizlds0/1
172.29.1.0/24 auto—summary
172 _.29.1.0/24 directly connected, FastEthermetO/0
172 .29.3.0/30 auto—Summary
172.25%.3.0/30
[1] wia 172.2%.3.13, 00:00:07, Serizld/s0/1 [1] wia 172.25.3.%, 00:00:0%,
Serialds1/0
172.29.3.4/30 auto—Summary
172.25%.3.4/30
[1] wia 172.2%.3.13, 00:00:07, Serizld/s0/1 [1] wia 172.25.3.%, 00:00:0%,
Serialds1/0
172 .29_.3_8/30 auto—Summary
172.25.3.8/30 directly connected, Seri=ld/ 1,0
172 .29.3_12/730 auto—Surmary
172 .29.3_12/730 directly connected, Serisld/0/1
Bogotalg

Grafica 8 sh ip rip database Bogota3

b. Los routers Bogotal y Medellin deberan afiadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla
dentro de las publicaciones de RIP.
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Bogotalgsh ip route sta
5+ 0.0.0.0/0 [1/0] wia 203.17.220.5
Bogotalg
Bogotalgsh ip route rip
172.29.0.0/16 is wariasbkly subnetted, © subnets, Z masks

2] 172.23.0.0/24 [120/1] wia 172.253.3.5, 00:00:02, Seriall/ 0/1

[120/1] wia 172.25%_.3_Z, 00:00:02, Seri=l0/ 0/0
=] 172.2%.1.0/24 [120/1] wis 172.25_.32.10, 00:00:08, Seri=l0/1/0
=] 172.29_3.12/30 [120/1] wia 172_Z25. , 00:00:02, Serialds0/1

23.3
[120/1] wia 172.2%.3_.2, 00:00:02, Seriald/ 0/0
[120/1] wia 172.2%.3.10, 00:00:08, Seri=ld/ 1,0
209_.17_220.0/24 is wariably subnetted, Z subnets, Z masks

Gréfica 9 Rutas Bogotal

Medellinlgsh ip route static
5= 0.0.0.0/50 [1/0] wia Z03.17_.Z220.Z
Medellinlg
Medellinlgsh ip route rip
172.25.0.0/1% is wvarisbly subnetted, & subnets, 2 masks

=] 172.2%.4_.0/25 [120/1]1 wie 172.25_€.Z, 00:00:08, Seri=ald/ /0,0

=] 172.29.4.128/25 [120/1] wia 172.25_6.10, 00:00:14, Seri=l0/ 071
[120/1] wia 172.253.6.14, 00:00:14, Serisl0 1,0

2] 172.25%.e.4/30 [1l20/1] wvia 172Z. 2, 00:00:08, Seriald/0/0

S o I T I

3.8.2,
[120/1] wia 172.25.€.10, 00:00:14, Seri=l0/0/1
[120/1] wia 17Z2.25%.&.14, 00:00:14, Serizl0/1/0
209.17_220.0/24 is wariably subnetted, Z subnets, Z masks
Medellinlg
Gréfica 10 Rutas Medellinl

c. El router ISP debera tener una ruta estatica dirigida hacia cada red interna
de Bogotéd y Medellin para el caso se sumarizan las subredes de cada uno
al22.

IS5P§sh ip route static

172.25.0.0/22 is subnetted, Z subnets
TF2.2%.0.0 [1/0] wia 209.17_220.%
TZ2.2%.4.0 [1/0] wia 203.17_220.1

Grafica 11 Ruta estética ISP

Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar
las redes y sus rutas.

15



Medellinlfsh ip route
Codes: C - connected, 5 - static, I - IGRP, R - RIF, M - mobkile, B - BGF
DD - EIGRP, EX - EIGRP externzal, O - 0O5BF, IA - OS5PF inter area
N1l - {Q5BF NS55L external type 1, MZ - O5PF MNS55R external type 2
E1l - OQ5PF external type 1, EZ - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 level-1l, LZ - I5-I5 level-2, ia - I5-I5 inter area
* — pcandidate default, U - per—-user static route, o — ODR
P - periodic downloaded static route

Cateway of last resort is Z09.17_.Z20.2 to mnetwork 0.0.0.0

172.29.0.0/16 is wariably subnetted, & subnets, 2 masks
R 172.2%9.4.0/25 [120/1] wia 172.29.6.2, 00:00:2¢&, Serial0s0/0
=) 172.29.4_.128/25 [120/1] wia 172.23.6.10, 00:00:22, Seri=l0 071
[120/1] wia 172.2%9.&6.14, 00:00:22, Serizl0/1/70
c 172.29_.8.0/30 is directly connected, S5eriald/ 0 /0
R 172.259.6.4/30 [120/1] wia 17Z.29.%.10, 00:00:22, Serial0s0/1
[120/1] wia 172.2Z59_.6.Z, 00:00:Z&€, Serialds 0,0
[120/1] wia 172.25_.&.14, 00:00:22, Serialld/sS1/0
c 172_.29_8_8/30 is directly connected, S5eriald/ 0/ 1
cC 172.29_8_.12/30 is directly connected, Serial0ys1/0
20917 _220.0/24 is wariably subnetted, Z subnets, Z masks
c 209_17_220.0/30 i3 directly connected, Serial0/ 1/1
c 209_17_220_2/32 is directly connected, Serial0/s1/1
g% G.G.G:GIG [1/0] wia 208_.17_Z2Z0.2

Gréfica 12 sh ip route Medellinl

MedellinZgsh ip route
Codes: C - connected, 5 - static, I - IGRE, BE - RIPF, M - mokile, B - BGP
I - EIGRP, EX - EIGRP externzal, & - 0O5BF, IA - O5PF inter area
N1l - O5BF N554 externzal type 1, MZ - O5PF MS55R external type 2
E1l - O5PF external type 1, EZ - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 level-2, ia - I5-I5 inter aresa
* — pandidate default, U - per-user static route, o — QDR
P - periodic downloaded static route

Cateway of last resort is 172.29%_.6.1 to network 0.0.0.0

172_.29.0.0/16 is wariably subnetted, & subneta, Z masks
C 172.29.4_0/25 is directly connected, FastEthermet0/0
=} 172.29.4.128/25 [120/1] wia 172.23.6.6, 00:00:03, Serisl0 1,71
c 172.29.6€.0/30 is directly connected, Seri=l0/0/0
C 17Z.29.8_.4/30 is directly connected, Seri=ld/ 1/1
=) 172.2%.e€.8/30 [120/1] wis 172.25%_.6.6, 00:00:03, Seri=l0 11

[120/1] wia 172.25.%6.1, 00:00:22, Seri=l0/0/0

=) 17Z2.2%.e.12/30 [120/1]1 wia 172_25.

@.1, 00:00:22, Seri=l0/ 0/0
[120/1] wia 172.25%_.&6.6, 00:00:03, Seri=l0f1/s1
R* 0.0.0.0/70 [120/1] wia 172.23_.&€.1, 00:00:2Z2, Serialds0s0

Graéfica 13 sh ip route Medellin2
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Medellin3fsh ip route
Codes: C - connected, 5 - static, I - IGRPF, R - RIF, M - mokile, B - BEF
I - EIGRP, EX - EIGRP externzl, O - 0O5BF, IA - 0OS5BF inter area
N1 - OS5EBF NSS4 extermnal type 1, MZI - O5PF NS5 external type 2
El1 - O5PF external type 1, EZ - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 level-1, LZ - I5-IS5 level-2, ia - I5-I5 inter area
* — pcandidate default, U - per-user static route, o — CDR
P - periodic downloaded static route

Gateway of last resort is 172.29%.6.9% to network 0.0.0.0

172.29.0.0/16 is wvarisbkly subnetted, & subnets, Z masks

R 172.25.4.0/25 [120/1] wvia 172.29.6.5, 00:00:03, Serial0s1/1

c 172 _.29_4_128/25 is directly connected, FastEthernet0/0

=) 172.25.6.0/30 [120/1] wvwia 17Z2.29.6.5%, 00:00:08, Serisl0 0,71
[120/1] wia 17Z.29%.%.5, 00:00:03, Serisl0s 171
[120/1] wia 172.2%.¢€.13, 00:00:08, Serial0/S1/s0

c 172.29_.6.4/30 is directly connected, Seriald/ 1,1

c 172 _.29_8_8/30 is directly connected, Seriald/ 071

c 172.29_8_.12/30 is directly connected, Serial0ys1/0

B* 0.0.0.0/0

[120/1] wia 172_.2%_.6.3, 00:00:08, Serizld/s0/1
[120/1] wia 172.2%3.6.13, 00:00:08, Serial0/1/0

Gréfica 14 sh ip route Medellin3

I5P§sh ip route
Codes: C - connected, 5 - static, I - IGRP, E - RIP, M - mobkile, B - BGP
o — EIZRP, EX - EIZRP external, © - O5PF, IX - OS5PF inter area
W1 - OS5BF N55L externzal type 1, HZ - O5PF MNS55R external type 2
E1l - O5BF external type 1, EZ - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 level-1l, L2 - I5-I5 level-2, ia - I5-I5 inter area
* — pcandidate default, T - per-user static route, o - CDR
P - periodic downloaded static route

Cateway of last resort is not set

172.29.0.0/2Z is subnetted, Z subnets
5 172.23.0.0 [1/0] wia 209.17_220.%6
b= 172.23.4.0 [1/0] wia 205.17.220.1
205.17.220.0/24 is warisbly subnetted, 4 subnets, Z masks
cC 209_17_220.0/30 is directly connected, Serialid/ 1/1
cC 209 _17_220.1/32 is directly connected, Serial0/s1/1
c 209_.17.220.4/30 i3 directly connected, Serial0/s 0/1
cC 205_.17.220.6/32 is directly connected, Serial0ys0/1

Gréfica 15 sh ip route ISP
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Bogotalgsh ip route
Codes: T - connected, 5 - static, I - IGRE, E — RIP, M - mobkile, B - BEP
o — EIGZRP, EX - EIGRP external, © - O5PF, I& - OS5PF inter area
N1l - O5BF N55L externzal type 1, MZ — O5PF M55R external type 2
E1l - OS5FBF external type 1, EZ - O5EF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 level-2, ia - I5-I5 inter aresa
* — pandidate default, T - per-user static route, o - CDR
P - periodic downloaded static route

Gateway of last resort is Z09.17.220.5 to network 0.0.0.0
172_.29.0.0/16 is wariabkly subnetted, & subneta, Z masks
TZ.Z%.0.0/24 [120/1] wis 172.25_.3.Z, 00:00:07, Seri=l0 /0,0
[120/1] wia 172.2%.3.5, 00:00:07, Seri=l0 071
-23.1.0/24 [120/1] wies 172.25_.3.10, 00:00:15%, Serialds 1,0
29_.2.0/30 is directly connected, Serizl0 070
-29.3.4/30 is directly connected, Seri=ld/ 0,1
-29_.3_8B/30 is directly connected, Seri=lld/ 1 0
-29.3.12/730 [120/1] wia 172.25.3.10, 00:00:1%, Seri=l0 /170
[120/1] wia 172.2%.32.5, 00:00:07, Seri=l0/0/1
[120/1] wia 172.2%.3_.Z, 00:00:07, Seri=l0/ 0,0
209_17.220.0/Z4 is wariably subnetted, Z subnets, Z masks
cC 205.17.220.4/30 is directly connected, Serial0y 171
C 20917 _220.5/32 is directly connected, Serialid 171
g* 0.0.0.0/0 [1/0] wia Z0%.17_.220.5

wl
=

L I A B A

el
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Gréfica 16 sh ip route Bogotal

BogotaZésh ip route
Codes: C - connected, 5 - static, I - IGRP, BE - RIP, M - mokile, B - BGEP
I - EIGRP, EX - EIGRP externzl, O - 0O5BF, IA - 0OS5BF inter area
N1 - OS5EBF NSS4 extermnal type 1, MZI - O5PF NS5 external type 2
El1 - O5PF external type 1, EZ - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 level-1, LZ - I5-IS5 level-2, ia - I5-I5 inter area
* — pcandidate default, U - per-user static route, o — CDR
P - periodic downloaded static route

Gateway of last resort is 172.23%_.3.1 to network 0.0.0.0

172.29.0.0/16 is wvarisbkly subnetted, & subnets, Z masks
c 172.29.0.0/24 is directly connected, FastEthernet0/0
=} 172.29.1.0/24 [120/1] wia 172.25.3.14, 00:00:15, Seri=l0 170
c 172.29_.3.0/30 is directly connected, Seriald/ 070
c 172.29_.3_.4/30 is directly connected, Seriasld 071
B 172.259.3_.8/30 [120/1] wia 172.2%.3.1, 00:00:03, Seri=l0/0/0

[120/1] wia 172.25.3.6, 00:00:03, Seriald/ 0/1
[120/1] wia 172.2%.3.14, 00:00:15, Seri=l0/1/0
172.29_3_12/30 is directly connected, Seri=l0ys1/0
B 0.0.0.0/0 [120/1] wie 172.Z29.3.1, 00:00:03, Serialodys0/s0
[120/1] wia 172.25.3.6, 00:00:03, Seri=l0/ 0/1

3]

Gréafica 17 sh ip route Bogota2

18



Bogotaigsh ip route
Codes: C - connected, 5 - static, I - IGRP, BE — RIP, M - mokile, B - BEP
D - EIGRP, EX - EIGRP external, O - OQ5BF, IAR - OS5PF inter aresa
N1 - OS5PBF NS55Z extermnal type 1, HZ - O5PF NS552Z external type 2
El1 - O5EBF externzal type 1, EZ - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewvel-1, LZ - I5-I5 level-2, ia - I5-I5 inter area
* - pandidate default, U - per—-user static route, o — ODR
P - periodic downloaded static route

Gateway of last resort is 172.23.3.9% to network 0.0.0.0

172.29.0.0/16 is warisbkly subnetted, & subnets, 2 masks

=] 172.25.0.0/24 [120/1] wvwia 17Z.29.3.13, 00:00:04, Serial0 071

c 172.29.1.0/24 is directly connected, FastEthernetl/0

=) 172.25%.3.0/30 [120/1] wvwia 17Z.29.3.%, 00:00:08&, Serisl0, 1/70
[120/1] wia 17Z.2%9.3.13, 00:00:04, Serizl0 071

=] 172.25.3.4/30 [120/1] wvwia 17Z.29.3.5%, 00:00:08, Serial0sS1s0
[120/1] wia 172.2%9.3.13, 00:00:04, Serial0/s0/1

c 172 _.29_3_8/30 is directly connected, Seriald/ 1,0

c 172

23.3
-29_.3_12/30 is directly connected, Serial0/s0/1
/0 [120/1]1 wia 172.23.3.%, 00:00:08&, Seri=l0s1/0

Gréfica 18 sh ip route Bogota3

b. Verificar el balanceo de carga que presentan los routers.
B 0.0.0.070 [120/1] wia 17Z2.23_.3.1, 00:00:18, Serialds0/0
[120/1] wia 172.23_.3.6, 00:00:18, Serialds0/1
Bngctazﬂ

Graéfica 19 balanceo de carga Bogota2

B> 0.0.0.0/0 [120/1] wia 17Z2.25.&.
[120/1] wia 172.25%.&.

00:00:13, Seriald/ /071

Sr
12, 00:00:13, Serisl0/S1l/0

Medellin3g
Gréfica 20 balanceo de carga Medellin3

c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su
ubicacion, por tener dos enlaces de conexién hacia otro router y por la ruta
por defecto que manejan.

L - -
.= —
-
1841 ‘
Medgllin2 1841
Bogptaz
Y ~ ~Z
o T ge—
1841 1841 1841
Medellinl ISP Bogotal N
- \ *
L& .
] 1841 1841 -~
Medellin3 Bogotas

Gréfica 21 Similitud de conexiones
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d. Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.

Para el detalle se anexan los archivos de configuracion de los equipos.

e. Las tablas de los routers restantes deben permitir visualizar rutas
redundantes para el caso de la ruta por defecto.

Para el detalle se anexan los archivos de configuracion de los equipos.

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las
directamente conectadas.

Medellinlishow ip protocols

Bouting Protocol is "rip”

Sending updates every 30 seconds, next due in 2 seconds
Invalid after 180 seconds, hold down 1830, £flushed after 240
Cutgoing update filter list for all interfaces is not 3et
Incoming update filter list for all interfaces is not set
Bedistributing: rip, static

Default wersion control: send wersion 2, receive Z

Interface Send BRecv Triggered RIP Eey-chain
Serialdys1s0 Z 3
Serialdys0s0 2 2
Seriald/s0F1 z z

Automatic network summarization is not in effect
Maximim path: 4
BFouting for Metworks:
172.25.0.0
Pazssive Interface(3):
FastEthernetd/,0
FastEthernetl/1
Serizlids1ls1
Houting Information Sources:
Fateway Distance Last Update
172.253. 8.2 120 00:00:-00
172.25.¢6.10 124 00:-00:-1&
17Z2.25.8.14 120 00:-00:1¢
Distance: (default is 120)
Medellinlg

oy oy @

Gréfica 22 Proceso de protocolo RIP Medellinl
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Bogotalfsh ip protocols

BEouting Protocol is "rip"”

Sending updates every 30 seconds, next due in 1Z seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Cutgoing update filter list for &1l interfaces is not set
Incoming update filter list for all interfaces i3 not set
Bedistributing: rip, static

Default wersion control: send wersiom 2, receiwve 2

Interface Send BRecv Triggered RIP Eey-chain
Seri=l0/ 170 2 z
Seri=ld 000 Z Z
Seri=ld/s0/1 2 Z

Zutomatic network summarization is not in effect
Maximim path: 4
Bouting for Metworks:
172 .25.0.0
Pazssive Interface(s):
FastEthernetl/0
FastEthernet0/1
Serields1/1
Bouting Information Sources:
Fateway Distance Last Update
172 .25_3. 120 00:-00:21
172 .25_3. 120 00:-00:21
172 _.29_3_.10 120 00:00:z27
Distance: (default is 1Z0)

L]

oo

Gréfica 23 Proceso de protocolo RIP Bogotal

Parte 3: Deshabilitar la propagacion del protocolo RIP.

Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

Comando utilizado para deshabilitar la propagacion por las interfaces:

router rip

version 2

redistribute static
passive-interface FastEthernet0/0
passive-interface FastEthernet0/1
passive-interface Serial0/1/1
network 172.29.0.0

no auto-summary
|
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Parte 4. Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la version de
RIP y las interfaces que participan de la publicacion entre otros datos.

Bogotalgsh ip interface 3 0/1/71

S5erields1s/1 is up, line protocol is up {(connected)
Internet address is Z03.17_.2Z0.&/30
Broadcast address is Z55.255.255.255
bddress determined by setup command
MTU is 1500
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is enabled
Security lewvel is default
Split horizon is enabled
ICHMP redirects are always sent
ICHMP unreachables are zlways sent
ICHME mask replies are never =sent
IP fast switching is disabled
IP fast switching on the same interface is disabled
IPF Flow switching is disabled
IPF Fast aswitching turbo wvector
IP multicast fast switching is disabled
IP multicast distributed fast switching is disabled
Bouter Discowvery is disabled
IPF cutput packet accounting is disabled
IP access violation accounting is disabled
TCE/IP header compression is disabled
BETE/IP header compression is disabled
Probe proxy name replies are disabled
Policy routing is disabled
Network address tranmslation is dissbled
WCOCFEF Redirect ocutbound is disabled
WCCP Bedirect exclude is disabled
BEP Policy Mapping is disabled

Engntalﬂ

Grafica 24 Interface Bogota - >ISP
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Medellinlgsh ip inter s 0/51/1

Seriaell/f1/1 is up, line protocol is up (connected)
Internet address is Z03_17_.22Z0_.1/30
Broadecast address is ZE5.Z55.Z55.ZE55
bddress determined by setup command
MTT is 1500
Helper address is not set
Directed broadcast forwarding is disabled
Cutgoing access list is not set
Inbound access list is not set
Proxy ARP is enasbled
Security lewvel is default
Split horizon is enabled
ICHMP redirects are always sent
ICHMP unreachakbles are always sent
ICHF mask replies are never sSent
IPF fast switching is disabled
IF fast switching on the same interface is disabled
IPF Flow switching is disabled
IP Fast switching turbo wector
IF mmlticast fast awitching is disabkled
IF mumlticast distributed fast switching is disabled
Bouter Discowvery is disabled
IPF cutput packet accounting is disabled
IPF acecess vioclation accounting is disabkled
TCP/IP header compression is disabled
BETP/IP header compression i3 disabled
Erobe proxy name replies are dissbled
Policy routing is disakled
Network address translation is dissbled
WCCP Redirect ocutbound is disabled
WCCE Redirect exclude is disabled
BEP Policy Mapping is disabled

Medellinlg

Gréafica 25 Interface Medellin - > ISP

b. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

Rutas y direccionamiento

Conectado
Red Puerto Direccion IP con

172.29.3.0/30 s 0/0/0 172.29.3.1/30
172.29.3.4/30 s 0/0/1 172.29.3.6/30

Bogota 2

B 1

ogotal 1™ 5 593.8/30 | sO/L/0 | 172.29.3.9/30 | Bogota 3
209.17.220.4/30| sO/1/1 |209.17.220.6/30| ISP
172.29.0.0124 | FOI0 | 172.29.0.1/24 PC

Bogota 2 | 172.29.3.0/30 s 0/0/0 172.29.3.2/30
172.29.3.4/30 s 0/0/1 172.29.3.5/30

Bogota 1
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172.29.3.12/30 | s 0/1/0 172.29.3.13/30

Bogota 3

172.291.0/24 | FO0I0 | 172.29.1.1/24 PC
Bogota 3 | 172.29.3.12/30 | s0/0/1 | 172.29.3.14/30 | Bogota 2
172.29.3.8/30 | s0/1/0 | 172.29.3.10/30 | Bogota 1
op  |209.17.220.4/30| s 0/0/1_|209.17.220.5/30| Bogota 1
209.17.220.0/30| sO0/1/1 |209.17.220.2/30| Medellin 1
172.29.6.0/30 | s0/0/0 | 172.29.6.1/30 | Medellin 2
1 172.296.8/30 | s0/0/1 | 172.29.6.9/30 .
Medellin & 1= 2> 59.6.12/30 | s0/1/0 | 172.20.6.13/30 | Medellin 3
209.17.220.0/30| sO0/1/1 |209.17.220.1/30| ISP
172.2940/25 | FOI0 | 172.29.4.1/25 PC
Medellin 2| 172.29.6.0/30 | s0/0/0 | 172.29.6.2/30 | Medeliin 1
172.29.6.4/30 | s0//1 | 172.29.6.5/30 | Medelliin 3
172.29.4.128/25| FO0/0 |172.29.4129/25|  PC
[ 172.2968/30 | s0/0/1 | 172.29.6.10/30 .
Medellin 3 |- 2> 59.6.12/30 | s0/1/0 | 172.29.6.14/30 | “edellin 1
172.29.6.4/30 | sO/U/1 | 172.29.6.6/30 | Medellin 2

Tabla 1 Direccionamiento IP

Para el detalle se anexan los archivos de configuracion de los equipos.

Parte 5. Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea

configurado con autenticacion PAT.

interface Serial0/1/1

ip address 209.17.220.1 255.255.255.252
encapsulation ppp

ip nat outside

clock rate 2000000
I

b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.

interface Serial0/1/1

ip address 209.17.220.6 255.255.255.252
encapsulation ppp

ppp authentication chap

ip nat outside

clock rate 2000000
!
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Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los
routers internos en el otro extremo, solo existira comunicacion hasta los
routers Bogotal, ISP y Medellinl.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el
NAT en el router Medellinl. Compruebe que la traduccién de direcciones
indique las interfaces de entrada y de salida. Al realizar una prueba de ping,
la direccion debe ser traducida automaticamente a la direccion de la interfaz
serial 0/1/0 del router Medellinl, cémo diferente puerto.

Medellinlgsh ip nat translations

Pro Inside glokal Inside local Cutside local futside global
icmp Z03.17.220.1:1 172.2%.4.130:1 20%9.17_.220.5:1 205_.17.220.5:1
icmp Z209.17.220.1:2 172.25%.4.130:2 172.25%.3.5:2 172.25%_.3.5:2

Medellinlgsh ip nat sta

Total translations: 2 (0 static, Z dynamic, 2 extended)
Cutside Interfaces: Seri=ld/sS1/1

Inside Interfaces: S5erizl0s0/0 , Serisl0s 01 , Serialld 1/0
Hits: & Misses: 95

Expired translations: 0

Dynamic mappings:

Medellinlg

Gréfica 26 Estadistica y traduccion NAT Medellinl

Bogotal#sh ip nat trans

Bogotalg

Bogotalgsh ip nat trans

Pro Inside globkal Inside local Outside local Outside global
icmp Z09.17_Z2Z0_6:4 172.25.1.2:4 20%.17_.220.5:4 209.17.220.5:4

Bogotalgsh ip nat sta

Total translations: 1 (0 static, 1 dynamic, 1 extended)
Cutside Interfaces: Seri=ld/ 1/1

Inside Imnterfaces: Serizl0s0/0 , Serial0s0/1 , Seriald 170
Hits: 3 Misses: 10

Expired translations: 3

Dynamic mappings:

Bcgntalﬂ

Gréfica 27 Estadistica y traduccion NAT Bogotal

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la
traduccion de direcciones indique las interfaces de entrada y de salida. Al
realizar una prueba de ping, la direccion debe ser traducida
automaticamente a la direccion de la interfaz serial 0/1/0 del router Bogotal,
cémo diferente puerto.
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Bogotal
access-list 10 permit 172.29.0.0 0.0.0.255
access-list 10 permit 172.29.1.0 0.0.0.255

ip nat inside source list 10 interface serial 0/1/1 overload
|

interface Serial0/0/0
ip nat inside

!

interface Serial0/0/1
Ip nat inside

I

interface Serial0/1/0
ip nat inside

!

interface Serial0/1/1
ip nat outside

Medellinl

access-list 10 permit 172.29.4.128 0.0.0.127
access-list 10 permit 172.29.4 0.0.0.127

ip nat inside source list 10 interface serial 0/1/1 overload
!

interface Serial0/0/0

ip nat inside

!

interface Serial0/0/1

ip nat inside

!

interface Serial0/1/0

ip nat inside

!

interface Serial0/1/1

ip nat outside
!

Parte 7: Configuracion del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.
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Medellin2

ip dhcp excluded-address 172.29.4.1

ip dhcp excluded-address 172.29.4.129
|

ip dhcp pool LAN1
network 172.29.4.0 255.255.255.128
ip dhcp pool LAN2

network 172.29.4.128 255.255.255.128
!

& 40 Host

Physical | Config | Desktop | Custom Interface

IP Configuration
IP Configuration

@ DHCP () Static

IP Address 172.29.4.130
Subnet Mask 255.255.255.128
Default Gateway 0.0.0.0

DNS Server

IPvE Configuration
() DHCP () Auto Config @ Static
IPvE Address
Link Local Address FES0::209:7CFF:FE44:A191
IPvE Gateway

IPvEe DNS Server

Gréfica 28 Asignacion DHCP Medellin

m

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la

IP del router Medellin2.

Medellin3

interface FastEthernet0/0

ip address 172.29.4.129 255.255.255.128
ip helper-address 172.29.6.5

duplex auto

speed auto
!
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c. Configurar la red Bogotd2 y Bogotd3 donde el router Medellin2 debe ser el

servidor DHCP para ambas redes Lan.

Bogota2

ip dhcp excluded-address 172.29.0.1
ip dhcp excluded-address 172.29.1.1
|

ip dhcp pool LAN2
network 172.29.0.0 255.255.255.0
ip dhcp pool LAN1

network 172.29.1.0 255.255.255.0
I

d. Configure el router Bogotdl para que habilite el paso de los mensajes

Broadcast hacia la IP del router Bogota2.
Bogotal

interface Serial0/0/0

ip address 172.29.3.1 255.255.255.252
ip helper-address 172.29.3.2

ip nat inside

clock rate 2000000

|

& 200 Host

Physical | Config Desktop Custom Interface |

IP Configuration
IP Configuration

i@ DHCP () Static
IP Address 172.29.1.2
Subnet Mask 255.255.255.0

Default Gateway 0.0.0.0
[ | DMNS Server
IPvE Configuration
() DHCP ) Auto Config @ Static
IPvE Address

Link Local Address FEB0::2D0:97FF:FE45:94ED

IPvE Gateway

IPve DNS Server

Grafica 29 Asignacion DHCP Bogota

28

m




2. ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogotéa y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual deber& configurar e interconectar entre si cada uno de los dispositivos
qgue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

VLAN Direccionamiento Nombre

lnternet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

F0/0 Buenos Aires

192.168.99.3

Gréafica 30 Escenario 2
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Configurar el direccionamiento IP acorde con la topologia de red para cada uno de
los dispositivos que forman parte del escenario

J

o il
PT
PC - INWERMNET

!
184

. [ Server-BT
tarm Serverl
—
& 5
L 1841
Boaqt=R 1 EnosAiresR3

Grafica 31 Topologia de red

Configurar el protocolo de enrutamiento OSPFVv2 bajo los siguientes criterios:

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 5555
Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces
seriales en 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500

Tabla 2 Parametros OSPF

Verificar informacién de OSPF
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_e Visualizar tablas de enrutamiento y routers conectados por OSPFv2
BogotaBRlgsh ip ospf neighbor

Neighbor ID Eri State Dead Time Eddress Interface
5.5.5.5 a FULLS - 00-00:39 172.31.21.1 Seri=ldsS0/50
BogotaBRlgsh ip route OS5PEF

10.0.0.0/24 i3 subnetted, 1 subnets

o 10.10.10.0 [110/9501] wi=s 17Z.31.21.1, 00:25:11, Serisl0/0/70

172.31.0.0/30 is subnetted, Z subnets
o 172.31.23.0 [110/1%000] wia 172.31.21.1, 00:25:11, Seri=l0ys0/0

152 .168.4.0/32 i3 subnetted, 1 subnets
o 1532 .1€8.4.1 [110/1%001]1 wia 172.31.21.1, 00:25:11, Seri=l0/0/0

192 _.168.5.0/32 i3 subnetted, 1 subnets
o 132 .1€8.5.1 [110/1%001] wia 172.31.21.1, 00:25:11, Seri=l0ys0/0

192 .168.2.0/32 i3 subnetted, 1 subnets
o 1532 .1€8.6.1 [110/1%001]1 wia 172.31.21.1, 00:25:11, Seri=l0/0/0
Bcgctaﬁlﬂ

Grafica 32 Enrutamiento R1

MiamiRZg§sh ip ospf neighbor
Heighbkor ID Eri State Dead Time Lddress Interface
g8.8.8.8 a FOLLS - 00:-00:33 172.31.23.2 Serizlds0/0
1.1.1.1 a FOLLS - 00:-00:3& 172.31.21.:2 Serialds0/1
MiamiRZ§
MiamiRZ§sh ip route ospf

152 .168.4.0/32 is subnetted, 1 subnets
o 13z .1e8.4.1 [110/59501]1 wia 172.31.23_.Z, 00:2€:32Z, Serial0ys0/0

r

152 168.5.0/3Z is subnetted, 1 subnets

o] 132.1e8.5.1 [110/9501] wia 172.31.223.2, 00:26:32, Seri=ll/s0/0
152 .168_.6.0/32 is subnetted, 1 submnets

] 192.1e8.e.1 [110/5501]1 wia 172.31_.23.Z, 00:2¢6:3Z, Serisl0/0/0

] 132 _.188.30.0 [110/331] wie 172.31.21.2, 00:26:3Z, Serisl0s0/1

o] 132.1e8.40.0 [110/331] wia 172.31.21.2, 00:28:32, Serial0s 071

o] 192 1e8.200.0 [110,/391] wia 172.31.21.2, 00:2&8:32, Serialds 071

Grafica 33 Enrutamiento R2

BnosfiresBigsh ip ospf neighbor

Neighbor ID Pri State Dead Time kddress Interface
5.5.5.5 a FUOLLS - 00:-00:-35 172.31.23.1 Seri=l0/s0/1
BnoshiresHE3

BnoskiresBR3gsh ip route ospf
10.0.0.0,/24 is subnetted, 1 subnets

o 10.10.10.0 [110/3%1] wia 172.31.23.1, 00:27:2Z, Seri=l0/0/1
172.31.0.0/30 is subnetted, Z subnets

o 172.31.21.0 [1l1l0/780]1 wia 172.31.23.1, 00:27:22, Seri=sl0s0/1

] 132.1€8.30.0 [110/781]1 wis 172.31_.23.1, 00:27:12, Seri=l0/ 071

o 132.1€8.40.0 [110/781]1 wis 172.31_.22.1, 00:27:12, Seri=l0/0/1

o 132.1€8.200.0 [110/781]1 wia 172.31_.23.1, 00:27:1Z2, Serisl0s0/1

BnoskiresB3§

Grafica 34 Enrutamiento R3
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e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el

costo de cada interface

BnosRAiresB3gsh ip ospf interface

Loopbkackd is up, line protocol is up
Internet address is 152 1eB8.4.1/24, RArez 0
Process ID 1, Router ID B8.8.8.8, Wetwork Type
Loopback interface i3 treated as a stulk Host
Loopbacks is up, line protocol is up
Internet address is 1532.1gB8.5.1/24, Area 0
Brocess ID 1, Bouter ID B.B.8.8, WNetwork Type
Loopkback interface is treated as a2 stubk Host
Loopkacke is up, line protocol is up
Internet address is 1532 1eB.e.1/24, RArez 0
Process ID 1, Bouter ID B.B8.8.8, Network Type
Loopkack interface is treated as a2 stulk Host
Serisl0/ /0,1 is up, line protocol is up
Internet address is 172.31.Z3.2/730, Area 0O

LOOPBACE, Cost: 1

LOOEPBACE, Cost: 1

LOOPBACE, Cost: 1

Process ID 1, Bouter ID B2.8.8.8, Wetwork Type POINT-TO-BOINT, Cost:
Priocrity 0

Transmit Delay is 1 sec, State BOINT-TO-BOINT,

Mo designated router on this network

HNo kackup designated router on this network

Timer interwvals configured, Hellc 10, Dead 40,
Hello due in 00:00:01

Index 474, flood gueus length 0

Hext 0x0{0) /0x0{0)

Last £flood scan length is 1, maximm is 1

HWait 40,

Last flood scan time is 0 msec, maximum is 0 msec

HNeighbkor Count is 1 , Zdjacent neighkor count
2djacent with neighkor 5.5.5.5
Suppress hello for 0 neighbor(s)

iz 1

Gréfica 35 Interface OSPF R3
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Serizl0/0/0 is up, line protococl is up
Internet address is 172_31_.23.1/30, Area 0
Procesa ID 1, Router ID 5.5.5.5, Hetwork Type POINI-TO-POINI, Cost: 5500
Transmit Delay is 1 sec, State BPOINT-TO-BOINT, Pricrity 0O
Ho designated router on this network
No backup designated router on this network
Timer interwvals configured, Helleo 10, Dead 40, Wait 40, Betransmit 5
Hello dues in 00:00:00
Index Z/72, flood gqueue length 0O
Hext O0x04{0)/0x0{0)
Last flood ascan length is 1, maximam is 1
Last flood scan time is 0 msec, maximum is 0 msec
NHeighbor Count is 1 , Adjacent neighbor count is 1
Zdjacent with neighkbor 83.8.8.8
Suppress helleo for 0 neighbor(s)
Serizld/s0/1 is up, line protocol is up
Internet address is 1T72_.31_.21.1/30, Area 0
Brocess ID 1, Bouter ID 5.5.5.5, MNetwork Type PBPOINT-TO-BOINT, Cost: 350
Transmit Delay is 1 sec, State POINIT-TO-POINI, Friocrity O
No designated router on this network
Ho backup designated router on this network
Timer intervals configured, Helloc 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:0%5
Index 3/3, flood gueue length 0
Next 0x0(0)/70x0(0)
Last flood scan length is 1, maximum is 1
Last flood acan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighkor 1.1.1.1
Suppreas hello for 0 neighboris)
MiamiBRZ§

Gréafica 36 Interface OSPF R2

33



BogotaRlgsh ip ospf interface

FastEthernet0/0.30 is up, line protococl is up
Internet address is 152 _1&8E.30.1/24, RArea 0
Erocess ID 1, Bouter ID 1.1.1.1, HNetwork Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priocrity 1
Designated Bouter (ID) 1.1.1.1, Interface address 152 _1€83_30.1
No kackup designated router on this network
Timer intervals configured, Helloc 10, Dead 40, Wait 40, Betransmit 5
Wo Hellos (Passive interface)
Index 1/1, £flood gueus length O
MNext Qx0{0)  /0x0{0)
Last flood scan length is 1, maximm is 1
Last flood scan time is 0 msec, maximim is 0 msec
Neighbor Count is 0, Adjacent neighbor count is O
Suppress hello for 0 neighbor(s)
FastEthernet0/0.40 is up, line protococl is up
Internet address is 152 _1&8E.40.1/24, RArea 0
Erocess ID 1, Bouter ID 1.1.1.1, HNetwork Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priocrity 1
Designated Bouter (ID) 1.1.1.1, Interface address 152 _1¢3_40.1
No kackup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Ho Hellos (Passive interface)
Index Z2/2, flood gqueus length O
MNext Qx0{0)  /0x0{0)
Last flood scan length is 1, maximm is 1
Last flood scan time is 0 msec, maximim is 0 msec
Neighbor Count is 0, Adjacent neighbor count is O
Suppress hello for 0 neighbor(s)

Gréfica 37 interface OSPF R1
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FastEthernetld/0_200 is up, line protocol is up
Internet address is 132 _16B8.200.1/24, RArez 0
Brocess ID 1, Bouter ID 1.1.1.1, MNetwork Type BRORDCRST, Cost: 1
Transmit Delay is 1 sec, State DR, Priocrity 1
Designated Router (ID) 1.1.1.1, Interface address 15Z_1e8_.200.1
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Mo Hellos (Passive interface)
Index 373, flood gueue length 0O
Hext O0x0(0)/0x0{0]
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Heighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighboris)
Seriald/0/0 is up, line protococl is up
Internet address is 172_.31.21.2/730, Rrez 0
Process ID 1, Bouter ID 1.1.1.1, Metwork Type BOINT-TO-BOINT, Cost: 3500
Transmit Delay is 1 sec, State POINI-TO-POINT, PFriority 0O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:00
Index 474, flood gueue length 0O
Hext 0x0(0)/0x0{0]
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 maec
Heighbor Count is 1 , &djacent neighbor count is 1
adjacent with neighkor 5.5.5.5
Suppress hello for 0 neighbor(s)
Bcgcta?lﬂ

Gréfica 38 Interface OSPF R1

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.
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BogotaRlgsh ip protocols

Routing Protocol is "ogpf 1™
Cutgoing update filter list
Incoming update filter list
Bouter ID 1.1.1.1
Number of areas in this router is 1.
Maximim path: 4
Bouting for Metworks:
172.31.21.0 0.0.0.3 area 0
182.168.30.0 0.0.0.255 area 0
182 .168.40.0 0.0.0.255 area 0
182 . 1€8.200.0 0.0.0.255 area 0

Fassive Interface(s):
FastEthernet0/0.30
FastEthernetl,/0_40
FastEthernetld,/0_.200

Bouting Information Sources:

for all interfaces is not sIet
for all interfaces is not 3Iet

1l normal 0 stubk 0 nssa

Gateway Distance Last Update

1.1.1.1 110 00:20:53

5.5.5.5 110 00:-:20:53

g2.8.8.8 110 00:20:53
Distance: (default iz 110)

Grafica 39 sh ip protocol OSPF R1

MiamiBZ§sh ip protocols

Bouting Protocol is "ogpf 17
Cutgoing update filter list
Incoming update filter list
Router ID 5.5_5.5
Humber of in this router is 1.
Maximim path: 4
RBouting for Metworks:

172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0O
10.10.10.0 0.0.0.255 area 0O
Passiwve Interface(s):
FastEthernetl/ 0
Bouting Information Sources:

interfaces is not set
interfaces is not 3et

for all
for all

areas 1l normal 0 stuk 0 nssa

Fateway Distance Last Update

1.1.1.1 110 00:22:24

5.5.5.5 110 00:22:24

g2.8.8.8 110 00:22:24
Digstance: (default is 110)

Gréfica 40 sh ip protocol OSPF R2
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BnoskiresB3fsh ip protocols

Bouting Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update £ilter list for all interfaces is not sSet
Router ID 85.8.8.8
HNumber of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximim path: 4
Bouting for MNetworks:
172.31.23.0 0.0.0.3 area 0
132.1e8.4.0 0.0.3.255 area 0
Passive Interface(s):

Loopbackd

Loopbacks

Loopbacke

Fouting Imformation Sources:

Fateway Distance Last Update
1.1.1.1 110 00:2Z2:5%9
5.5.5.5 110 00:22:5%
g.8.8.8 110 00:22:55

Distance: (default is 110)

Gréafica 41 sh ip protocol OSPF R3

Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

Para el detalle se anexan los archivos de configuracion de los equipos.

En el Switch 3 deshabilitar DNS lookup
!

no ip domain-lookup
!
Asignar direcciones IP a los Switches acorde a los lineamientos.
S3
!
interface Vlan40
ip address 192.168.40.2 255.255.255.0
|

ip default-gateway 192.168.40.1

interface Vlan30

ip address 192.168.30.2 255.255.255.0
!
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ip default-gateway 192.168.30.1
Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

Para el detalle se anexan los archivos de configuracion de los equipos.
Implement DHCP and NAT for IPv4
Configurar R1 como servidor DHCP para las VLANs 30 y 40.

Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estéticas.

R1
I

in dhcp excluded-address 192.168.30.1 192.168.30.30
ip dhcp excluded-address 192.168.40.1 192.168.40.30
|

ip dhcp pool ADMINISTRACION
network 192.168.30.0 255.255.255.0
default-router 192.168.30.1
dns-server 10.10.10.11

ip dhcp pool MERCADEO

network 192.168.40.0 255.255.255.0
default-router 192.168.40.1

dns-server 10.10.10.11
I
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= | 2]
1
Desktop | Custom Interface

IP Configuration
IP Configuration

@ DHCP ) Static

IP Address 192.168.30.21
Subnet Mask 255.255.255.0
Default Gateway 192.168.30.1
DNS Server 10.10.10.11

m

IPv6 Configuration
() DHCP ) Auto Config @ Static
IPvE Address
Link Local Address FE80::20C:85FF:FEC2:857D
IPvE Gateway
IPvE DNS Server

Gréfica 42 Asignacion DHCP PC-A

®pcc AP E=FEER™ >
Physical | Config | Desktop | Custom Interface

IP Configuration
IP Configuration

@ DHCP i) Static

IP Address 192.168.40.31
Subnet Mask 255.255.255.0
Default Gateway 192.168.40.1
DMNS Server 10.10.10.11

m

IPve Configuration
(0 DHCP ) Auto Config @ Static

IPv6 Address

Link Local Address FEB0::201:97FF:FE29:C971
IPvE Gateway

[PvEe DNS Server

Gréfica 43 Asignacion DHCP PC-C
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Configurar NAT en R2 para permitir que los host puedan salir a internet

R1
|

ip nat pool INTERNET 209.165.200.225 209.165.200.228 netmask
255.255.255.248

ip nat inside source list 10 pool INTERNET
ip nat inside source static 10.10.10.10 209.165.200.229
|

interface FastEthernet0/0

ip nat outside
|

interface FastEthernet0/1
ip nat inside
|

interface Serial0/0/0
Ip nat inside
I

interface Serial0/0/1
ip nat inside
!

MiamiBZ§sh ip nat statistics

Total translations: 2 (1 static, 1 dynamic, 1 extended)
Cutside Interfaces: FastEthernet(/0

Inside Interfaces: FastEthernetl/1 , Serialld/0/0 , Seri=l0/0/1
Hits: 2 Misses: 7

Expired translations: 1

Dynamic mappings:

—— Inside Source

access—-list 10 pool INTERMET refCount 0O

poocl INTERNET: netmask Z55.255_255.248

start Z09.1€5.200.225 end Z03.1€5.200.228

type generic, total addresses 4 , allocated 0 (0%), misses 0
MiamiRZg
MiamiBRZ§sh ip nat trans
Pro Inside globkal Inside local Cutside local Cutside global
icmp 205.165.200.225:2 10.10.10.10:2 20%.165.200.230:2 205.1€5.200.230:2

-—— Z09_165_Z00_22%5 10.10.10.10 -—= -

Grafica 44 Estadisticas NAT
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MiamiRZ§sh ip nat translations
Fro Inside globkal Inside local Cutside local Cutside global
—-—— Z09%_.1&65.200_229%9 10.10.10.10 - -——=

ka2

<
tep Z09.165_Z00.225:10251%52_168_.30.231:1025 205_.165_200_22%9:80 205_1&65.200_.225:80
tep Z03.165.200.225:1026152_168.30.31:102¢ 2053.165.200_2259:80 203_165.200_.223:80
tep Z09.165_200.225:102715%Z2_1€8.30.31:1027 205.165.200_22%:80 205_1&65.200_.2259:80
tep Z09.165_200.225:1028152_168.30.321:1028 205.165.200_22%:80 205_1&65.200_.2259:80
tep Z08_165_Z00.225:10291%52_168_.30.31:1025% 2053_165_200_22%:80 205_1&65.200_.225:80
tep £03.165.200.225:103015%2_168.30.31:1030 2053_.165.200_225:80 203_.165.200_.223:80
tep Z09.165.Z200.225:1031152_16€8.30.31:1031 205.165.200_22%:80 205_1&65.200_.2259:80
tep Z09.165_Z200.225:1032152_168.30.231:1032 2053.165.200_.22%:80 205_1&65.200_.2259:80

Gréfica 45 Traducciones NAT

Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.

ACL estandar para restringir el acceso telnet
|

ip access-list standard ADMIN
permit host 172.31.21.2
ip access-list standard ADMIN2
permit host 172.31.23.2
Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.
ACL extendida para permitir trafico tcp a cualquier host
access-list 100 permit tcp any host 209.165.200.229 eq www
ACL extendida para permitir solo las respuestas ICMP
access-list 100 permit icmp any any echo-reply

Verificar procesos de comunicacion y redireccionamiento de tréafico en los
routers mediante el uso de Ping y Traceroute.
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PCrping 172.31.21.1

Pinging 172.31.21.1 with 32 bytes of data:

=]

Z21.1: bytes=3Z time=5Sms TIL=zZ54
_Z21.1: bytes time=5ms TIL~zZ54
21 .21.1: bytes time=4ms TIL~Z54
time=tms TITIL~Z54

Wt b

-]

Ping statistics for 172
Packets: Sent = 4 { 4
Approximate round trip times in milli-seconds:

, Lost = 0 (0% loss),

Minimm = 4ms, Maximm = &ms

P

Gréfica 46 Ping PC-C a R2
BnosiiresBifping 209_.165_200_2320

Type escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to Z2083_.1685.Z00.230, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/4/12 ms

Graéfica 47 Ping R3 a PC-Internet

TTL=127

Ping statistics for
Packets: Sent

Himate round trip times in milli-seconds:
Minimim = Oms, Maximum = 0ms, Averal

ERVER>tracert 209_]

maximm of

Gréfica 48 Ping - Tracert Server a PC-Internet
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BCxtracert 172

Tracing route to 17

Gréfica 49 Tracert PC-A a R2

BogotaRlftraceroute 19Z2.168.40.31
Type escape Sequence to abort.
Tracing the route to 19Z_.168.40_.31

1 152 168_.40_31 1l msec 0 msec 0 msec
BogotaRl§
BogotaRlfping 192 _.1658.40.31

Type escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to 192_.1&88.40_.31, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 0/0/1 ms

BogotaBRl§

Gréfica 50 Ping - Tracert R1 a PC-C
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CONCLUSIONES

En cuanto a lo abordado con anterioridad, se refleja la importancia de una correcta
planificacion de administraciéon de red antes de su implementacién, para asi
minimizar el margen de error al momento de llevarla a la practica. Existen muchos
aspectos a tener en cuenta, tales como: el direccionamiento IP, la topologia, los
diferentes protocolos de enrutamiento y de servicios, es alli donde deriva el éxito o
el error al momento de realizar las respectivas pruebas de funcionamiento.

Es imprescindible conocer la I6gica de los protocolos a implementar, con OSPFv2
por ejemplo se debe crear el proceso de OSPF desde la configuracion global con
el comando “router ospf”, después se deben configurar los rangos de red mediante
“‘network area”, todas las interfaces que se incluyan mediante ese comando
estaran participando en esa area de OSPF.

Las politicas son claves en la seguridad pues deniegan o restringen los diferentes
servicios o funcionamientos. Una forma Optima de administrar una red es utilizar
protocolos dinamicos pues permiten una escalabilidad mayor, un menor esfuerzo
para su gestion y la actualizacién, con lo que mitigan la probabilidad de fallas, sin
embargo, se debe tener en cuenta los recursos fisicos con los que se implementan
pues le exigen en mayor medida a los equipos. El uso de los comandos de
verificacion es vital para un buen diagnéstico de errores.

En pequefios ambientes simulados como el packet tracert se puede percibir la
exigencia y la ilimitacién de las telecomunicaciones las cuales a diario evolucionan
para convertirse en una herramienta para la competitividad global con visién socio
humanistica.
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ANEXOS

Anexo A. Packet tracert escenario 1
Anexo B. Script escenario 1
Anexo C. Packet tracert escenario 2

Anexo D. Script escenario 2

https://drive.google.com/open?id=1Muvx7k8 XxuvtbEAfPB5Tai9zXKJGy18K
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