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INTRODUCCION

Mediante el presente trabajo el lector encontrara solucion a los ejercicos
relacionados como escenariol y escenario 2 de la guia PRUEBA FINAL DE
HABILIDADES PRACTICAS CCNA del diplomado de profundizacién CISCO de la
UNAD.

A continuacién encontrara las evidencias relacionadas con los pasos necesarios
utilizados para resolver los escenarios mencionados anteriormente. Estas
evidencias corresponderan a los cddigos utilizados y las imagenes de pantalla que
prsentan los resultados de los comandos ping, traceroute, show ip route, etc

utilizados con el fin de verificar los ajustes hechos a las redes propuestas.



OBJETIVOS

OBJETIVO GENERAL

Aplicar las destrezas aprendidas durante el curso de Redes CISCO CNNA 1y
CNNA 2 en la resolucion de dos escenarios complejos basados en situaciones de

la vida real.

OBJETIVOS ESPECIFICOS

* Identificar los tipos de topologias existentes en los actuales entornos de
red.

* Reconocer los diferentes dispositivos que pueden hacer parte de las
diferentes tipologias de red.

* Realizar la configuracion basica de dispositivos comunes de red tales
como routers y switchs.

* Completar los procedimientos necesarios para dotar a la red de servicios
tales como DHCP, RIP, DNS, etc.

» Realizar las pruebas necesarias que permitan reconocer las causas de

posibles problemas derivados de una incorrecta configuracion.



DESARROLLO DE LA ACTIVIDAD

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos

de enrutamiento y demas aspectos que forman parte de la topologia de red.

ESCENARIO 1

Topologia de red
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Este escenario plantea el uso de RIP como protocolo de enrutamiento,

considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar
el encapsulamiento PPP y su autenticacion. Los routers Bogota2 y medellin2
proporcionan el servicio DHCP a su propia red LAN y a los routers 3 de cada
ciudad. Debe configurar PPP en los enlaces hacia el ISP, con autenticacion. Debe
habilitar NAT de sobrecarga en los routers Bogota1 y medellin1.

Como trabajo inicial se debe realizar lo siguiente:



* Realizar las rutinas de diagndstico y dejar los equipos listos para su

configuracion (asignar nombres de equipos, asignar claves de seguridad,

etc).

* Realizar la conexidn fisica de los equipos con base en la topologia de red

Router ip Mascara de sub-red interfaz tipo
Medellin 1 172.29.6.9 255.255.255.252 0/1/1 DCE
172.29.6.13 255.255.255.252 0/0/1 DCE
172.29.6.1 255.255.255.252 0/0/0 DCE
209.17.200.2 255.255.255.252 0/1/0
Medellin 2 172.29.6.5 255.255.255.252 0/1/0 DCE
172.29.6.2 255.255.255.252 0/0/0
Medellin 3 172.29.6.10 255.255.255.252 0/1/1
172.29.6.14 255.255.255.252 0/0/1
172.29.6.6 255.255.255.252 0/1/0
ISP 209.17.220.1 255.255.255.252 0/1/0 DCE
209.17.220.5 255.255.255.252 0/0/0 DCE
Bogota 1 172.29.3.9 255.255.255.252 0/0/1 DCE
172.29.3.1 255.255.255.252 0/1/0 DCE
172.29.3.5 255.255.255.252 0/1/1 DCE
209.17.220.6 255.255.255.252 0/0/0
Bogota 2 172.29.3.10 255.255.255.252 0/0/1
172.29.3.13 255.255.255.252 0/0/0 DCE
Bogota 3 172.29.3.2 255.255.255.252 0/1/0
172.29.3.6 255.255.255.252 0/1/1
172.29.3.14 255.255.255.252 0/0/0
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[Medellin_1]

configure terminal
no ip domain-lookup
hostname Medellin_1

service password-encryption



enable password dharma_2

line console 0

logging synchronous

password dharma_1

login

interface s0/1/1

description link-1 Medellin_1 to Medellin_3
ip address 172.29.6.9 255.255.255.252
clock rate 128000

no shutdown

interface s0/0/1

description link-2 Medellin_1 to Medellin_3
ip address 172.29.6.13 255.255.255.252

clock rate 128000

no shutdown

interface s0/0/0

description link Medellin_1 to Medellin_2
ip address 172.29.6.1 255.255.255.252
clock rate 128000

no shutdown

interface s0/1/0

description link Medellin_1 to ISP

ip address 209.17.220.2 255.255.255.252

no shutdown

[Medellin_2]

configure terminal

no ip domain-lookup
hostname Medellin_2
service password-encryption

enable password dharma_2



line console 0

logging synchronous

password dharma_1

login

interface s0/1/0

description link Medellin_2 to Medellin_3
ip address 172.29.6.5 255.255.255.252
clock rate 128000

no shutdown

interface s0/0/0

description link Medellin_2 to Medellin_1
ip address 172.29.6.2 255.255.255.252

no shutdown

[Medellin_3]

configure terminal

no ip domain-lookup

hostname Medellin_3

service password-encryption

enable password dharma_2

line console 0

logging synchronous

password dharma_1

login

interface s0/1/1

description link Medellin_3 to Medellin_1
ip address 172.29.6.10 255.255.255.252
no shutdown

interface s0/0/1

description link Medellin_3 to Medellin_1
ip address 172.29.6.14 255.255.255.252

no shutdown



interface s0/1/0
description link Medellin_3 to Medellin_2
ip address 172.29.6.6 255.255.255.252

no shutdown

[ISP]

configure terminal

no ip domain-lookup

hostname ISP

service password-encryption

enable password dharma_2

line console 0

logging synchronous

password dharma_1

login

interface s0/1/0

description link ISP to Medellin_1

ip address 209.17.220.1 255.255.255.252
clock rate 128000

no shutdown

interface s0/0/0

description link ISP to Bogota 1

ip address 209.17.220.5 255.255.255.252
clock rate 128000

no shutdown

[Bogota_1]

configure terminal

no ip domain-lookup
hostname Bogota 1

service password-encryption

enable password dharma_2



line console 0

logging synchronous

password dharma_1

login

interface s0/0/1

description link-1 Bogota_1 to Bogota 2
ip address 172.29.3.9 255.255.255.252
clock rate 128000

no shutdown

interface s0/1/0

description link-2 Bogota 1 to Bogota 3
ip address 172.29.3.1 255.255.255.252
clock rate 128000

no shutdown

interface s0/1/1

description link Bogota_1 to Bogota_3
ip address 172.29.3.5 255.255.255.252
clock rate 128000

no shutdown

interface s0/0/0

description link Bogota_1 to ISP

ip address 209.17.220.6 255.255.255.252

no shutdown

[Bogota_2]

configure terminal

no ip domain-lookup
hostname Bogota 2

service password-encryption
enable password dharma_2
line console 0

logging synchronous



password dharma_1

login

interface s0/0/1

description link-1 Bogota 2 to Bogota 1
ip address 172.29.3.10 255.255.255.252
no shutdown

interface s0/0/0

description link-1 Bogota 2 to Bogota 3
ip address 172.29.3.13 255.255.255.252
clock rate 128000

no shutdown

[Bogota_3]

configure terminal

no ip domain-lookup

hostname Bogota_3

service password-encryption

enable password dharma_2

line console 0

logging synchronous

password dharma_1

login

interface s0/1/0

description link Bogota_3 to Bogota 1
ip address 172.29.3.2 2565.255.255.252
no shutdown

interface s0/1/1

description link Bogota_3 to Bogota 1
ip address 172.29.3.6 2565.255.255.252
no shutdown

interface s0/0/0

description link Bogota_3 to Bogota_2



ip address 172.29.3.14 255.255.255.252

no shutdown

Parte 1: Configuracién del enrutamiento

a) Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare

la red principal, desactive la sumarizacion automatica.

[Medellin_1]
router rip

version 2

network 172.29.0.0

no auto-summary

[Medellin_2]
router rip

version 2

network 172.29.0.0

no auto-summary

[Medellin_3]
router rip

version 2

network 172.29.0.0

no auto-summary

[ISP]

router rip

version 2

network 209.17.220.0

no auto-summary



[Bogota_1]

router rip

version 2

network 172.29.0.0

no auto-summary

[Bogota_2]

router rip

version 2

network 172.29.0.0

no auto-summary

[Bogota_3]

router rip

version 2

network 172.29.0.0

no auto-summary

b) Los routers Bogotal y Medellin1 deberan anadir a su configuracién de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de

las publicaciones de RIP.

[Bogota_1]
ip route 0.0.0.0 0.0.0.0 209.17.220.5
router rip

default-information originate

[Medellin_1]
ip route 0.0.0.0 0.0.0.0 209.17.220.1
router rip

default-information originate



c) El router ISP debera tener una ruta estatica dirigida hacia cada red interna de

Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.

[ISP]

ip route 172.29.4.128 255.255.255.128 s0/1/0
ip route 172.29.4.0 255.255.255.128 s0/1/0

ip route 172.29.1.0 255.255.255.0 s0/0/0

ip route 172.29.0.0 255.255.255.0 s0/0/0

Parte 2: Tabla de Enrutamiento.

a) Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las

redes y sus rutas.
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Physical Config CL Attributes
—
105 Command Line Interface
Lateway of last resort i1s ZO0B.IV.Z2Z0.1 to network O.0.0.0 .
172.2%.0.0/16 is wariably subnetted, % subnets, 3 masks
[ 172.29.4.0/25 [120/1] wia 172.29.6.2, 00:00:06, Serialld/s0,/C
R 172.29.4.128/25 [120/1] wia 172.25%.6.10, 00:00:23, Serizld/1/1
[120/1] wia 172.29.6.14, 00:00:23, Serizld/s0/1
C 172.29.6.0/30 is directly connected, S5eriald/o0/f
L 172.29.6.1/32 is5 directly connected, S5erialQ/0/0
R 172.29.6.4/30 [120/1] wia 172.2%.6.2, 00:00:06, Seriall/s0/ /0
[120/1] wia 172.29.6.10, 00:200:23, S5eriald/1/1
[120/1] wia 172.29.6.14, 00:00:23, S5eriald/ /0,1
C 172.29.6.8/30 is5 directly connected, S5eriald/1/1
L 172.28.6.%/32 is directly connected, Seriald/1/1
C 172.29.6.12/30 is directly connected, Seriall/0f1
L 172.29.6.13/32 is directly connected, Seriall;0/1
209.17.220.0/24 is wariably subnetted, 2 subnets, 2 masks
C 209.17.220.0/30 is directly connected, S5eriald/1/0
L 209.17.220.2/32 is directly connected, 5eriald/1/0 I
o 0.0.0.0/0 [L/0] wia 209.17.220.1




Physical Config CL Attributes
105 Command Line Interface
2.0.0/16 is wariably subnetted, 4 subnets, 2 masks

s 2.29.0.0/24 is directly connected, S5eriald/0/0

= 2.29.1.0/24 is directly connected, Seriald/0,/0

=1 172.29.4.0/25 is5 directly connected, S5eriald/1/0

= 172.29.4.128/25 is directly connected, S5eriald/1/0

20%.17.220.0/24 is wariably subnetted, 4 subnets, 2 masks

C 7. 0 is directly connected, Serial0/1l/0

L is directly connected, fLi0

C is directly connected, Seriald/0/0

L is directly connected, Serial0/j0/s0

Medellin 2

Physical Config CL Attributes
105 Command Line Interface
Gateway of last resort is 172.29.6.1 to network 0.0.0.0
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variably subnetted, % subnets, 3 masks
is directly connected, GigabitEthernet0/0
is directly connected, GigabitEthernetd/0
25 [120/1) wia 172.29.6.4, 00:00:15, Serialn/1/0
is directly connected, S5erial0/0/0
is directly connected, Serial0/0/0
is directly connected, Seriald/1/0
is directly connecked, S5erial0/1/0
[120/1] wia 172.2516.1, 0n:00:22, Serialdfojo
[12041] wia 172.2%.6.6, 00:00:15, Seriald/f1l/0
[120/1] wia 172.2%.6.1, 00:00:22,
[120/1] wia 172.2%.6.4, 00:00:15,
] wia 172.23%.6.1, 00:00:22, SerizldfOf0




Physical Config CLI Attributes
L]

105 Command Line Interface

Gateway of last resort is 172.29.6.% to network 0.0.0.0

.0.0/16 is wvariably subnetted, 10 subnets, I masks

.4.0/25 [120/1] wia 172.2%.6.5, 00:00:146, Seriald/1/0

L4.128/25 is directly connected, GigabitEthernst0/0

.4.129/32 is directly connected, GigabitEthernet0/0

WEB.0/30 [Ll204/1] wia 172.29.6.9, 00:00:09;, Seriald/s1l/1
[120/1] wia 172.2%.6.13, 00:200:0%, Seriald /0/1
[L20/1] wia 172.2%.6.5, 00:00:16, Serialds1l,/0

.6.4/30 is directly connected, S5erial0/1/0

.B8.6/32 is directly connected, Serial0/1/0

.6.8/30 is directly connected, Beriald/1/1

17 9.6.10/32 is directly connected, S5eriall/1/1

172.29.6.12/30 is directly connected, Seriall;/0/1

172.29.6.14/32 is directly connected, Serial0/0/1

E* 0.0.0.0/0 [120/1] wia 172.29.6.59, 00:00:09, Serizlds1/1

[L2071] wia 172.29.6.13, 00:00:0%, Seriald/fo/1
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Physical Config CLI Attributes
|

105 Command Line Interface

Gateway of last resort is 209.17.220.5 to network 0.0.0.0
.0/1l6 is wariably subnetted, 9% subnets, I masks
9.0.0/249 [1l20/1] wia 172.29.3.6G, 00:00:17, Seriall/s1/1
[120/1] wia 172.2%.3.2, 00:00:17, Serialds1,/0
JA.0/24 [120/1] wia 172.29.3.10, 00:00:2%, Serialdyjo/1
.3.0/30 is directly connected, S5erial0/1/0
.3.1/32 is directly connected, Serial0/1/0
.3.4/30 is directly connected, Beriald/1/1
..... {32 is directly connected, S5erial0/1/1
9.3.8/30 is directly connected, 5eriald/0/1
9.3.9/32 is directly connected, S5eriald/0/1
9.3.12/30 [120/1] wia 172.2%.3.10, 00:00:29, Serial/0/1
[120/1] wia 172.2%.3.6, 00:00:17, Seriald/1l/1
[120/1] wia 172.2%.3.2, 00:00:17, Seriald/1/0
209.17.220.0/24 is wariably subnetted, 2 subnets, 2 masks
20%.17.220.4/30 is directly connected, Seriall/0/0
209.17.220.6/32 is directly connected, 5erial0/0/0
o 0.0.0.0/0 [L/0] wia 2092.17.220.5

[f-]
al
n
u
k3

Ao ap oaom
'
-l
[LE T CT S U ST T )
B3 B3 B3 R3 B3 BRI B3R

[ |




CL Attributes

Physical

Config

0% Command Line Interface

m o1 ™

o]

= I = T A

(=]

|
B

==l

[=]
"

e e L

,.
ol el =l -l
ra

[ I |

| ST L D L L X

B B3 B3 R

(=Y

| ST C T O T S ]

w w oW

[ %]

S L T O R e N

O W W oW

w

/
L0

L

Ld Ld LJd Ld

1l is
L0/24
1.0/24

L 5

030

L4430

2430

10432 is directly
L1230 is
L1332 is
[12041]
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[L20/1] wia
[L20/1] wia
[120/1] wia
[L20/1] wia
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wvia 172.29
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Gateway of last resort is 172.29.3.9% to network 0.0.0.0

3 masks
00:00:18, Seriald/s/0/0
GigabitEthernetd/0
GigabitEthernetd/0
Q0:00:20, Serialld/0/1
00:00:18, Seriald/s/0/0
Q0:=00:20, Seriall/0/1
00:00:18, Seriald/0/0
S5eriald/0/1

Serialdsosl
Serialososo
rialo/o/s0
Serizliyso/1

S:
20,

Bogota 3
Physical Config CL Attributes
105 Command Line Interface
Gateway of last resort is 172.29.3.53 to network 0.0.0.0
172.2%.0.0/16 is wariably subnetted, 10 subnets, 2 masks

C 172.29.0.0/24 is directly connected, GigabitEthernetd/0
L 172.29.0.1/32 is5 directly connected, GigabitEthernetd/0
R 172.29.1.0/24 [l20/1] wia 172.2%.3.13, 00:00:14, Seriall/0/0
C 172.29.3.0/30 is directly connected, 5eriald/1/0
L 172.29.3.2/32 is directly connected, 5eriald/1/0
C 172.29.3.4/30 is5 directly connected, 5eriald/1/1
L 172.29.3.6/32 is5 directly connected, S5eriald/1/1
R 172.29.3.8/30 [120/1] wia 172.2%.3.5, 00:00:05%, Seriallds1/1

[L20/1] wia 172.29.3.13, 00:00:14, Serial0/ /070

[120/1] wia 172.2%.3.1, 00:00:0%; Seriald/s1l,/0
C 172.29.3.12/30 is directly connected, Serial0/0Q/0
L 172.29.3.14/32 is directly connected, Seriall/0/ 0
E* 0.0.0.0/0 [120/1] wia 172.29.3.5, 00:00:0%9, Serizldys1/1

[L20/1] wia 172.29.3.1, 00:00:09, Serialdys1/0

b) Verificar el balanceo de carga que presentan los routers.
Se observa que los routers estan balanceados ya que reciben varias trayectorias

con el mismo costo y la misma distancia administrativa del destino.



c) Obsérvese en los routers Bogota1 y Medellin1 cierta similitud por su ubicacion,

por tener dos enlaces de conexién hacia otro router y por la ruta por defecto que

manejan.
Bogota_1
172.2%.0.0/16 is wariably subnetted, % subnets, 3 masks
E 172.253.0.0/29 [120/1] wia 172.2%.3.4, 00:00:17, 3erialns1/1
[120/1] wia 172.29%.3.2, 00:00:17, Serialdfsls0
E 172.23.1.0/29 [120/1] wia 172.2%.3.10, 00:00:2%, S5erialds0/1
Medellin_1
172.2%.0.0/16 is wariably subnetted, % subnets, 3 masks
R 172.29.4.0/25 [120/1] wia 172.29.6.2, 00:00:06, Seriallf/0 0
E 172.29.4.128/25 [120/1] wia 172.29%.6.10, 00:00:23, Serizld/1/1
[120/1] wia 172.2%.6.14, 00:00:23, Serizldso/sl
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d) Los routers Medellin2 y Bogota2 también presentan redes conectadas

directamente y recibidas mediante RIP.

Medellin_2
E 172.29%.6.8/30 [120/1] wia 172.2%.
[L20/1] wia 172.29.

6.1,
6.4,

on:00:22,
o0:00:15,

Serialdsoso
Serialdfs1s0

E 172.29.6.12/30 [120/1] wvia 172.2%.6.1, 00:00:22, SerialQ/0/0
[120/1] wia 172.2%.6.46, 00:00:15, Seriald/l/0
E* 0.0.0.0/0 [120/1] wia 172.2%.46.1, 00:00:22, SerialdjOf0
Bogota_2
R 172.29.0.0/24 [120/1] wia 172.29%.3.14, 00:00:18, Serial0/0/0
C 172.29.1.0/24 is directly connected, GigabitEthernetd/0
L 172.29.1.1/32 is5 directly connected, GigabitEthernetd/0
R 172.29.3.0/30 [120/1] wia 172.2%.3.9, 00:00:20, Serialn/s0/1
[120/1] wia 172.2%.3.14, 00:00:18, Seriald/aos0
R 172.29.3.4/30 [120/1] wia 172.29.3.9, 00:00:20, Serialns0/1
[L2041] wia 171.25.3.14, 00:00:18, Seriald/os0
C 172.28.3.8/30 is directly cornected, Seriald/ /0,1
L 172.29.3.10/32 is directly connected, Seriall/0/f1
C 172.29.3.12/30 is directly connected, Seriall/0/s0
L 172.29.3.13/32 is directly connected, Seriall/s0/s0
R* 0.0.0.0/0 [120/1] wia 172.29.3.9, 00:00:20, Serizld/f0/f1

e) Las tablas de los routers restantes deben permitir visualizar rutas redundantes

para el caso de la ruta por defecto.




Medellin_3

R 172.29.6.0/30 [120/1] wia 172.29.6.9, 00:00:0%9, Seriall/1/1
[Lz041] wia 172.29.6.13, 00:00:09, Serial0d/0/1
I [L20/1] wia 172.29.6.353, 00:00:16, Seriall/1l/0
Bogota_3
R 172.28.3.8/30 [120/] wia 172.2%.3.5, 00:00:05%, Serialds1/1
[Lz0/x] wia 172.29.3.13, 00:00:14, Seriald/0/0
[L201] wia 172.2%.3.1, 00:00:0%, Seriall/s1/0

f) El router ISP solo debe indicar sus rutas estaticas adicionales a las

directamente conectadas.

172.2%.0.0/16 is wariably subnetted, 4 =subnets, 2 masks

s 172.29.0.0/24 is directly connected, Serial0/0/0

z 172.29.1.0/24 is directly connected, Seriald, /0,0

= 172.29.4.0/25 is directly connected, Serial0/1/0

5 172.29.4.128/25 is directly connected, S5erial0/1/0
209.17.220.0/24 i= wariably subnetted, 4 subnets, 2 masks

C 20%.17.220.0/30 is directly connected, Seriald/l/0

L 20%.17.220.1/32 is directly connected, !

C 20%.17.220.4/30 is directly connected, S5erial0 /070

L 20%.17.220.5/32 is directly connected, Eeria;DEJEET

Nota: Los pantallazos completos se encuentran al inicio

Parte 3: Deshabilitar la propagacion del protocolo RIP.
a) Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las

interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogota1 SERIALO0/0/1;
SERIALO0/1/0;
SERIALO/1/1

Bogota2 SERIALO/0/0;
SERIALO/0/1

Bogota3 SERIALO0/0/0;
SERIALO/0/1;
SERIALO0/1/0




Medellin1 SERIALO0/0/0;
SERIALO0/0/1;
SERIAL0/1/1
Medellin2 SERIALO0/0/0;
SERIAL0/0/1
Medellin3 SERIALO0/0/0;
SERIALO0/0/1;
SERIALO0/1/0
ISP No lo requiere
[Medellin_2]
router rip
version 2

passive-interface g0/0

[Medellin_3]
router rip
version 2

passive-interface g0/0

[Bogota_2]
router rip
version 2

passive-interface g0/0

[Bogota_3]
router rip
version 2

passive-interface g0/0




Parte 4: Verificacion del protocolo RIP.
a) Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la version de

RIP y las interfaces que participan de la publicacion entre otros datos.

Medellin 2
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Password: -
Medellin 2%show ip protocol

Routing Protocol is "rip™

Sending updates ewvery 30 seconds, next due in 16 seconds

Invalid after 180 seconds, hold down 1B0, flushed after 240

Jutgoing vupdate filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set

Fedistributing: rip

Oefault wersicn control: send wversion 2, receive 2

Interface I Send PFecv Triggered RIF Eey-chain
Serialdfsls0 2 2
Serialdsoso 2 2

Automatic network summarization is not in effect

Maximum path: 4
Routing for Networks:

172.2

2.2%.0.0

Interface(s):

Fouting Information Sources:
Gateway Distance Last Update
172.29.6.1 120 00:00:09
172.2%.46.6 120 0o:00:10
Distance: (default is 120)
Meadellin 2§ -

Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 16 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send version 2, receive 2
Interface Send Recv Triggered RIP Key-chain
Serial0/1/0 2 2
Serial0/0/0 2 2



Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.29.0.0
Passive Interface(s):
GigabitEthernet0/0
Routing Information Sources:
Gateway Distance  Last Update
172.29.6.1 120  00:00:09
172.29.6.6 120  00:00:10

2
=
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Medellin Srenable
Password:
Medellin 3#show ip protocol
Fouting Protocol is "rip™
Sending updates ewvery 30 seconds, next due in 1% seconds
Inwvalid after 180 seconds, hold down 1BO, flushed after 240
Jutgoing vpdate filter list for all interfaces is not =set
Incoming update filter list for all interfaces is not =set
Fedistributing: rip
ODefault wersion control: send wersion 2, receiwve 2
Interface Send PFRecv Triggered RIF EKey-chain
Serialldsfl/s1 2 2
Serialnsosl 2 2
Serialdflso 2 2
Automatic network summarization is not in effect
Maximum path: 4
Fouting for MNetworks:
172.2%.0.0
GigabitEthernst0/0 I
Fouting Information Sources:
Gateway Distance Last Update
172.2%.46.9 120 00:00:08
172.29.6.13 120 00:00:08
172.2%.6.5 120 00:00:14
Distance: (default is 120)
Medellin 3% =

Routing Protocol is "rip"



Redistributing: rip

Default version control: send version 2, receive 2

Interface Send Recv Triggered RIP Key-chain
Serial0/1/1 2 2
Serial0/0/1 2 2
Serial0/1/0 2 2

Automatic network summarization is not in effect

Maximum path: 4

Routing for Networks:
172.29.0.0

Passive Interface(s):
GigabitEthernet0/0

Bogota 2

Physical Canfig CL Attributes
|

105 Command Line Interface

Bogota 24show ip protocels
Routing Protocol is "rip"
Sending updates ewvery 30 seccnds, ne

Redistributing: rip
ODefault wersion control: send wversio

Interface Send PFRecv
Serialdsosgo 2 2
Serialdsosl 2 2

Automatic network summarization is n
Maximum path: 4
Routing for Networks:
172.2%.0.0
Passive Interface(s):
GigabitEthernst0/0

Routing Information Sources:
Gateway Distance
172.23.3.9 120
172.2%.3.14 120

DiSanCE: [default is 120)

Bogota_2#show ip protocols

Routing Protocol is "rip"

xt due in 4 seconds

n 2,

Inwvalid after 180 seconds, hold down 1BQ, flushed after 240
Jutgoing update filter list for all interfaces is not =set
Incoming wupdate filter list for all interfaces is not set

receive 2

Triggered RIF EKey-chain

ot in

effect

Last Update
00:00:17
00:00:02

Sending updates every 30 seconds, next due in 4 seconds
Invalid after 180 seconds, hold down 180, flushed after 240




Redistributing: rip
Default version control: send version 2, receive 2
Interface Send Recv Triggered RIP Key-chain
Serial0/0/0 2 2
Serial0/0/1 2 2
Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.29.0.0
Passive Interface(s):
GigabitEthernet0/0
Routing Information Sources:
Gateway Distance  Last Update
172.29.3.9 120  00:00:17
172.29.3.14 120  00:00:02

Bogota 3
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Fouting Protocol is "rip" A
Sending updates ewery 30 seconds, next due in 27 =seconds

Inwvalid after 180 seconds, held down 1BO, flushed after 240

Jutgoing update filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set

Redistributing: rip

ODefault wersicn control: send wersion 2, receive 2

Interface Send PFRecv Triggered RIF Eey-chain
Serialidsfl/f1 2 2
Serialdsnso 2 2
Serialdf1ls0 2 2

Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.2%.0.0
Passive Interface(s):
GigabitEthernetd/0

Routing Information Sources:
Gateway Distance Last Update
172.23.3.5 120 00:00:25
172.2{.3.1 120 00:00:25
172.2%.3.13 120 00:00:02
Distance: (default is 120)




Routing Protocol is "rip"

Sending updates every 30 seconds, next due in 27 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default version control: send version 2, receive 2

Interface Send Recv Triggered RIP Key-chain
Serial0/1/1 2 2
Serial0/0/0 2 2
Serial0/1/0 2 2

Automatic network summarization is not in effect

Maximum path: 4

Routing for Networks:
172.29.0.0

Passive Interface(s):
GigabitEthernet0/0

Routing Information Sources:
Gateway Distance  Last Update
172.29.3.5 120  00:00:25
172.29.3.1 120  00:00:25
172.29.3.13 120  00:00:02

Distance: (default is 120)

b) Verificar y documentar la base de datos de RIP de cada router, donde se

informa de manera detallada de todas las rutas hacia cada red.

Se procede a verificar y documentar la bse de datos Rip mediante el comando

show ip rip database
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& g

Physical

Config CLI

ISP

Attributes
|

I05% Command Line Interface

209.17.220.0/30
209.17.220.0/30
209.17.220.4/30
209.17.220.4/30

Medellin 1

Physical Canfig

auto-summary
directly connected, Serial0/1/0
auto-summary

directly connected, Serial0/0/0
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0.0.0.0/0 auto-summary
0.0.0.0/0
[0] via 0.0.0.0, 00:00:00
172.29.4.0/25 auto-summary
172.29.4.0/25
[1] via 172.29.6.2, 00:00:11, Serial0/0/0
172.29.4.128/25 auto-summary
172.29.4.128/25
[1] via 172.29.6.10, 00:00:16, Serial0/1/1 [1] via 172.29.6.14, 00:00:16,
Serial0/0/1
172.29.6.0/30 auto-summary
172.29.6.0/30 directly connected, Serial0/0/0
172.29.6.4/30 auto-summary
172.29.6.4/30
[1] via 172.29.6.10, 00:00:16, Serial0/1/1  [1] via 172.29.6.14, 00:00:16,
Serial0/0/1  [1] via 172.29.6.2, 00:00:11, Serial0/0/0
172.29.6.8/30 auto-summary
172.29.6.8/30 directly connected, Serial0/1/1
172.29.6.12/30 auto-summary
172.29.6.12/30 directly connected, Serial0/0/1

Medellin 2
0.0.0.0/0 auto-summary
0.0.0.0/0

[1] via 172.29.6.1, 00:00:10, Serial0/0/0
172.29.4.0/25 auto-summary
172.29.4.0/25 directly connected, GigabitEthernet0/0
172.29.4.128/25 auto-summary
172.29.4.128/25

[1] via 172.29.6.6, 00:00:11, Serial0/1/0
172.29.6.0/30 auto-summary
172.29.6.0/30 directly connected, Serial0/0/0



172.29.6.4/30 auto-summary
172.29.6.4/30 directly connected, Serial0/1/0
172.29.6.8/30 auto-summary
172.29.6.8/30
[1] via 172.29.6.6, 00:00:11, Serial0/1/0 [1] via 172.29.6.1, 00:00:10,
Serial0/0/0
172.29.6.12/30 auto-summary
172.29.6.12/30
[1] via 172.29.6.6, 00:00:11, Serial0/1/0 [1] via 172.29.6.1, 00:00:10,
Serial0/0/0

Medellin 2
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Medellin Zfshow Lp rip database
.0.0/0 a [T
.0.0/0
[1 a 172.29. 000 erialld/o
72.2%.4. 25 au
72.2%.4. 25 di =d Ethernst0
72.2%9.4.12B/25
72.2%9.4.12B/25
[1] wia 172.29. erialld
72.2%.6. 30 au
72.2%.6. 30 di =d zerizld/ /000
T2.2%9.6.4/30 au
72.2%.6. 30 di =d rerialld o
72.2%.6. 30 au
72.2%.6.8/30
[] W -‘f. r 0 0 e a o = | -'I._ ] 00:0
erialld,/ 0 0
2.2%.6.12/30 a T
12 28 &.12/30
[ ] W -'f. r o 0 e i.-\.ﬂ = | P 4 ] o0:0
erizal0,/0 0

Medellin 3
0.0.0.0/0 auto-summary
0.0.0.0/0
[1] via 172.29.6.9, 00:00:28, Serial0/1/1 [1] via 172.29.6.13, 00:00:28,
Serial0/0/1
172.29.4.0/25 auto-summary



172.29.4.0/25

[1] via 172.29.6.5, 00:00:20, Serial0/1/0
172.29.4.128/25 auto-summary
172.29.4.128/25 directly connected, GigabitEthernet0/0
172.29.6.0/30 auto-summary
172.29.6.0/30

[1] via 172.29.6.9, 00:00:28, Serial0/1/1 [1] via 172.29.6.13, 00:00:28,
Serial0/0/1  [1] via 172.29.6.5, 00:00:20, Serial0/1/0
172.29.6.4/30 auto-summary
172.29.6.4/30 directly connected, Serial0/1/0
172.29.6.8/30 auto-summary
172.29.6.8/30 directly connected, Serial0/1/1
172.29.6.12/30 auto-summary
172.29.6.12/30 directly connected, Serial0/0/1

Medellin3
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T I TETEDE

. ' N
i L a Mmary
0.0/0
[ W q/. L o 0 i e i.-\.ﬂ = A =] 0 o _2

eriall,/0

72.29.4.0/2 1t mma

72.29.4 2"
[1] w 172.25 Qo0:00:2 erialll

72.2%.4.128/2 auto=-summa

72.29.4.12B/2F lirectly nnected, ] Ethernet

72.2%.6.0/30 t UMM

72.2%.6.0/30
[1] w 72.29.6.9, 00:00:2 alld a 2.25%.6 a 0:=28

seriall/so ] wia 2.29.6 00:20 = o

T2.2%.6.4/30 auto=-summak

T2.2%.6.4/30 directly nnected eriald o

T72.2%.6.8/30 auto-s

72.29.6.8/30 direct ad :er;f;?!

72.2%.6.12/30 auto

72.2%.6.12/30 direc ed, Seriall

Bogota 1

0.0.0.0/0 auto-summary
0.0.0.0/0



[0] via 0.0.0.0, 00:00:00
172.29.0.0/24 auto-summary
172.29.0.0/24
[1] via 172.29.3.2, 00:00:12, Serial0/1/0 [1] via 172.29.3.6, 00:00:12,
Serial0/1/1
172.29.1.0/24 auto-summary
172.29.1.0/24
[1] via 172.29.3.10, 00:00:02, Serial0/0/1
172.29.3.0/30 auto-summary
172.29.3.0/30 directly connected, Serial0/1/0
172.29.3.4/30 auto-summary
172.29.3.4/30 directly connected, Serial0/1/1
172.29.3.8/30 auto-summary
172.29.3.8/30 directly connected, Serial0/0/1
172.29.3.12/30 auto-summary
172.29.3.12/30
[1] via 172.29.3.10, 00:00:02, Serial0/0/1 [1] via 172.29.3.2, 00:00:12,
Serial0/1/0  [1] via 172.29.3.6, 00:00:12, Serial0/1/1

BOGOTAN
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i B
- . 0.0 R
72.2%., 24 1t m
72.29.10 24
] 72.29.3.2 0:00:12, Serialld a 2.2 go:0 2
72.2% 24 t .
72.2% 24
1 3 172.29.3. 00 :0C 2 a o
72.2% 30 auto .
72.2% 30 dire ected a o 0
72.2% 30 aut
72.2% 30 dire ected El 0
72.2% 30 auto
T2.2% 30 dire ected, Se oS0
72.2% 2/30 au :[
72.2% 2/30
1 -'.: r 3 o 0 “ Ser n.- . _.. ‘L 3 F 4 0 o i
= 0 o 2.2 0o:0 2, Ser
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. Bomme e -
a [ a MMma Ly
0.0/0
[ W q/_ r o 0 i‘ e i.-\.ﬂ = | P 4 ] 0 o _:
eriall,/O0
72.259.4 2 1ta mma
72.29.4.0/25
[1] = 172.2%5 0:00:2 eriall
72.29.4.12B/2F
72.29.4.12B/2F ected ] hernet
72.2%.6.0/30
72.2%.6.0/30
72.29.6. 0:00:2 all a 2.2%.6 1| 0:28
seriall,/O ] wia 2.29.86 00=20 =1 0
72.2%.6.4/30 auto
72.2%.6.4/30 dire ected, Serialld N
72.2%.6.8/30 auto
T72.2%.6.8/30 dire ected, Seriald
72.2%.6.12/30 au
72.2%.6.12/30 dire necte =

Bogota 2
0.0.0.0/0 auto-summary
0.0.0.0/0
[1] via 172.29.3.9, 00:00:23, Serial0/0/1
172.29.0.0/24 auto-summary
172.29.0.0/24
[1] via 172.29.3.14, 00:00:19, Serial0/0/0
172.29.1.0/24 auto-summary
172.29.1.0/24 directly connected, GigabitEthernet0/0
172.29.3.0/30 auto-summary
172.29.3.0/30
[1] via 172.29.3.9, 00:00:23, Serial0/0/1 [1] via 172.29.3.14, 00:00:19,
Serial0/0/0
172.29.3.4/30 auto-summary
172.29.3.4/30
[1] via 172.29.3.9, 00:00:23, Serial0/0/1 [1] via 172.29.3.14, 00:00:19,
Serial0/0/0



172.29.3.8/30 auto-summary

172.29.3.8/30 directly connected, Serial0/0/1
172.29.3.12/30 auto-summary

172.29.3.12/30 directly connected, Serial0/0/0

Bogota 3
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= T = s
. PR i
0.0/C Auto-SUMmary
0.0/0
[1] 72.29.3 g:00 eriall a 2.2 go:0

seriald

T2.2% 24 t UMM
72.2% 24 lirectly nnacted Ethernetl
72.2% 24 t Umma
72.2% 24
[1 172.29.3 go:0 4, Ser o/0
72.29. 30
72.29. 30 aed, Seriald ¥
72.29., 30
72.29. 30 aed, Seriald
72.29. 30
72.25. 30
72.2 eriall 1 a 2.2 go:0
eriald 3 1000 eriall SO/
2.2% 2/30
T2.2% 2/30 =1 necte = o

0.0.0.0/0 auto-summary
0.0.0.0/0
[1] via 172.29.3.1, 00:00:10, Serial0/1/0 [1] via 172.29.3.5, 00:00:10,

Serial0/1/1
172.29.0.0/24 auto-summary
172.29.0.0/24  directly connected, GigabitEthernet0/0
172.29.1.0/24 auto-summary
172.29.1.0/24

[1] via 172.29.3.13, 00:00:14, Serial0/0/0
172.29.3.0/30 auto-summary
172.29.3.0/30 directly connected, Serial0/1/0
172.29.3.4/30 auto-summary



172.29.3.4/30 directly connected, Serial0/1/1
172.29.3.8/30 auto-summary
172.29.3.8/30
[1] via 172.29.3.1, 00:00:10, Serial0/1/0 [1] via 172.29.3.5, 00:00:10,
Serial0/1/1  [1] via 172.29.3.13, 00:00:14, Serial0/0/0
172.29.3.12/30 auto-summary
172.29.3.12/30 directly connected, Serial0/0/0

Parte 5: Configurar encapsulamiento y autenticaciéon PPP.

a) Segun la topologia se requiere que el enlace Medellin1 con ISP sea
configurado con autenticacion PAT.

Se ajustan los parametros necesarios en los routers ISP, Medellin 1 y Bogota 1

con el fin de que configurar el encapsulamiento y la atenticacion PPP

[ISP]
interface s0/1/0
encapsulation ppp

no shutdown

interface s0/0/0
encapsulation ppp

no shutdown

[Medellin 1]
interface s0/1/0
encapsulation PPP

no shutdown

[Bogota 1]
interface s0/0/0
encapsulation PPP

no shutdown



Configuracion de enlace Medellin_1 — ISP con autenticacion PAP.
[ISP]

username Medellin_1 secret Medellin_1

interface s0/1/0

ppp authentication pap

ppp pap sent-username ISP password ISP

[Medellin_1]

username ISP secret ISP
interface s0/1/0

ppp authentication pap

ppp pap sent-username Medellin_1 password Medellin_1

b) El enlace Bogota1 con ISP se debe configurar con autenticacion CHAT.
[ISP]

username Bogota_1 secret Bogota 1

interface s0/0/0

ppp authentication chap

[Bogota_1]

username ISP secret Bogota 1
interface s0/0/0

ppp authentication chap

Parte 6: Configuracion de NAT.

a) En la topologia, si se activa NAT en cada equipo de salida (Bogota1 y
Medellin1), los routers internos de una ciudad no podran llegar hasta los routers
internos en el otro extremo, soélo existira comunicacion hasta los routers Bogota1,
ISP y Medellin1.



Verificando autenticacion PAP entre Medellin_1 e ISP
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Madellin l#ping 208.17.220.1 -
Type escape segquence to abort.

Sending 3, 100-byte ICMF Echos to 209.17.220.1, timeocut is 2 seconds

1t

Success rate is 100 percent (5/5), round-trip minfawvg/max = 1/1/2 ms
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Bogota 1#ping 208.17.220.5 A
Type escape segquence to abort.

Sending 3, 100-byte ICMP Echos to 209.17.220.5, timecut is 2 seconds:

1 1 1

b) Después de verificar lo indicado en el paso anterior proceda a configurar el NAT
en el router Medellin1. Compruebe que la traduccién de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion debe
ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del router
Medellin1, cémo diferente puerto.

Nota: Se realiza ping entre PCO e ISP (se da a PCO una IP provisional)

[Medellin_1]

ip access-list standar range_ip

permit 172.29.4.0 0.0.0.255

ip nat inside source list range_ip interface s0/1/0 overload
interface s0/1/0

ip nat outside



interface s0/1/1
ip nat inside
interface s0/0/1
ip nat inside
interface s0/0/0

ip nat inside

MEDELLIN 1
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HejelLinZl#sh:w ip nat statis
Toctal tramslations: 4 (0 stati

c, 4 dynamic, 4 extendsd)
Jutside Inflerfaces: Seriald/Ll/S0

Inzide Interfaces: Serial0/0f0 , Seriall/0/1 , Serizld/l
Hits: B Misses: 4B

Expired translations: 12

Oynamic mappings:

Medellin l¥#show ip nat translaticns

Pro Inside global Inside local QOutside local Jutside global

icmp 209.17.220.2:13 172.29%.4.10:13 209.17.220.1:13 209.17.220.1:13
icmp 209.17.220.2:14 172.259.4.10:14 209.17.220.1:14 209.17.220.1:14
icmp 209%.17.220.2:15 172.29.4.10:15 209.17.220.1:15 209.17.220.1:15
icmp 209.17.220.2:16 172.29.4.10:16 209.17.220.1:149 2059.17.220.1:14
Medellin 1%

¢) Proceda a configurar el NAT en el router Bogota1. Compruebe que la traduccién
de direcciones indique las interfaces de entrada y de salida. Al realizar una prueba
de ping, la direccidén debe ser traducida automaticamente a la direccion de la
interfaz serial 0/1/0 (En este caso la interfaz s0/0/0) del router Bogota1, como
diferente puerto.

Nota: Se realiza ping entre PC3 e ISP (se da a PC3 una IP provisional)

[Bogota_1]

ip access-list standar range_ip

permit 172.29.0.0 0.0.0.255

permit 172.29.1.0 0.0.0.255

ip nat inside source list range_ip interface s0/0/0 overload
interface s0/0/0



ip nat outside
interface s0/0/1
ip nat inside
interface s0/1/0
ip nat inside
interface s0/1/1

ip nat inside

BOGOTA 1
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Bogota_l#show ip nat sta

Total translaticons: 4 (0 static, 4 dynamic, 4 extendesd)
Outside Interfaces: Seriald/0/0

Inside Interfaces: S5erialldf0/1 , Serial0/1/0 , Seriald/1l/1
Hits: 4 Misses: 71

Expired translations: 3

Oynamic mappings:

Bogota l#show ip nat translations

Pro Inside global Inside local QOutside local Jutside global
icmp 209.17.220.6:1 172.25%.1.10:1 209.17.220.5:1 209.17.220.5:1
icmp 209.17.220.6:2 172.25.1.10:2 209.17.220.5:2 209.17.220.5:2
icmp 209.17.220.6:3 172.25%.1.10:3 209.17.220.5:3 209.17.220.5:3
icmp 209.17.220.6:4 172.29.1.10:4 209.17.220.5:4 209.17.220.5:4

Parte 7: Configuracion del servicio DHCP.
a) Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el

servidor DHCP para ambas redes Lan.

[Medellin_2]

ip dhcp excluded-address 172.29.4.1 172.20.4.6

ip dhcp excluded-address 172.29.4.129 172.29.4.134
ip dhcp pool Medellin_2

network 172.29.4.0 255.255.255.128

default-router 172.29.4.1

dns-server 6.6.6.6

ip dhcp pool Medellin_3

network 172.29.4.128 255.255.255.128



default-router 172.29.4.129

dns-server 6.6.6.6

b) El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la
IP del router Medellin2.

[Medellin_3]
interface g0/0
ip helper-address 172.29.6.5

c) Configurar la red Bogota2 y Bogota3 donde el router Bogota2? debe ser el

servidor DHCP para ambas redes Lan.

[Bogota_2]

ip dhcp excluded-address 172.29.0.1 172.29.0.6
ip dhcp excluded-address 172.29.1.1 172.29.1.6
ip dhcp pool Bogota 2

network 172.29.1.0 255.255.255.0
default-router 172.29.1.1

dns-server 6.6.6.6

ip dhcp pool Bogota 3

network 172.29.0.0 255.255.255.0
default-router 172.29.0.1

dns-server 6.6.6.6

d) Configure el router Bogota3 para que habilite el paso de los mensajes

Broadcast hacia la IP del router BogotaZ2.

[Bogota_3]
interface g0/0
ip helper-address 172.29.3.13



Verificar configuraciéon DHCP en red Bogota
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Realizando Ping desde PC1 a PCO
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Escenario 2

Topologia de red

VLAN Direccionamiento Nombre

I nternet 30 192.168.30.0/24 Administracién
40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3
192.168.99.2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
que forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman

parte de la topologia de red.

1. Configurar el direccionamiento IP acorde con la topologia de red para cada

uno de los dispositivos que forman parte del escenario



Router ip Mascara de sub-red
Bogota R1 172.31.21.1 255.255.255.252
192.168.1.1 255.255.255.0
192.168.30.1 255.255.255.0
192.168.40.1 255.255.255.0
192.168.200.1 255.255.255.0
Miami R2 172.31.21.2 255.255.255.252
172.31.23.1 255.255.255.252
209.165.200.225 255.255.255.248
10.10.10.1 255.255.255.0
Buenos Aires R3 172.31.23.2 255.255.255.252
192.168.4.1 255.255.255.0
192.168.5.1 255.255.255.0
192.168.6.1 255.255.255.0
S1 192.168.99.2 255.255.255.0
S2 192.168.99.3 255.255.255.0
PC-A 192.168.30.2 255.255.255.0
PC-B 192.168.40.2 255.255.255.0
Internet PC 209.165.200.230 255.255.255.248
Web-Server 10.10.10.10 255.255.255.0
m)
Interget-PC

e
.

]1 R3 Buenos aires

[Bogota R1]
configure terminal

no ip domain-lookup

interfaz tipo
s0/0/0 DCE
g0/0

g0/0.30

g0/0.40

g0/0.200

s0/0/1

s0/0/0 DCE
g0/0

g0/1

s0/0/1

lo

lo

lo

\Y,

\Y

fo

fo

fo

fo

Web-5erver



hostname R1

service password-encryption

enable password dharma_2

line console 0

logging synchronous

password dharma_1

login

interface s0/0/0

description conexion R1-R2

ip address 172.31.21.1 255.255.255.252
clock rate 56000

no shutdown

interface g0/0

ip address 192.168.1.1 2565.255.255.0

no shutdown

[Miami R2]
configure terminal

no ip domain-lookup
hostname R2

service password-encryption
enable password dharma_2
line console 0

logging synchronous
password dharma_1

login

interface s0/0/1

description conexion R2-R1
ip address 172.31.21.2 255.255.255.252
no shutdown

interface s0/0/0



description conexion R2-R3

ip address 172.31.23.1 255.255.255.252
clock rate 56000

no shutdown

interface g0/0

ip address 209.165.200.225 255.255.255.248
no shutdown

interface g0/1

ip address 10.10.10.1 255.255.255.0

no shutdown

[Buenos Aires]
configure terminal

no ip domain-lookup

hostname R3

service password-encryption

enable password dharma_2

line console 0

logging synchronous

password dharma_1

login

interface s0/0/1

description conexion R3-R2

ip address 172.31.23.2 255.255.255.252
no shutdown

interface lo4

ip address 192.168.4.1 255.255.255.0
no shutdown

interface 105

ip address 192.168.5.1 2565.255.255.0
no shutdown

interface lo6

ip address 192.168.6.1 2565.255.255.0



no shutdown

[S1]

configure terminal

no ip domain-lookup
hostname S1

service password-encryption
enable password dharma_2
line console 0

logging synchronous
password dharma_1

login

[S3]

configure terminal

no ip domain-lookup
hostname S3

service password-encryption
enable password dharma_2
line console 0

logging synchronous
password dharma_1

login

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

Specific

Configuration Item or Task ation
Router ID R1 1.1.11
Router ID R2 5.5.5.5
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500




[Bogota]

configure terminal

router ospf 1

router-id 1.1.1.1

network 172.31.21.0 0.0.0.3 area 0
network 192.168.30.0 0.0.0.255 area 0
network 192.168.40.0 0.0.0.255 area 0
network 192.168.200.0 0.0.0.255 area 0
passive-interface default

no passive-interface s0/0/0

exit

interface s0/0/0

bandwidth 256

ip ospf cost 9500

[Miami]

configure terminal

router ospf 1

router-id 5.5.5.5

network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0
network 10.10.170.0 0.0.0.255 area 0
passive-interface g0/1

exit

interface s0/0/0

bandwidth 256

ip ospf cost 9500

interface s0/0/1

bandwidth 256

ip ospf cost 9500



[Buenos aires]

configure terminal

router ospf 1

router-id 8.8.8.8

network 173.31.23.0 0.0.0.3 area 0
network 192.168.4.0 0.0.3.255 area 0
passive-interface lo4
passive-interface 105
passive-interface 1o6

exit

interface s0/0/1

bandwidth 256

ip ospf cost 9500

Verificar informacion de OSPF

Visualizar tablas de enrutamiento y routers conectados por OSPFv2
> @ R L
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Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de

cada interface
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Physical Config CLI Attributes
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line protocal i -
10.10.1/24,
Sl I 1
40, Retransmit 5
ighbor Count
Int Area 0
Process Hetwork T s Cost: 9500
Tranamit
No desi I
No backup designated router on network
configured, Hello 10, Dead 40, Wait 40, Retransmit S5
B
length iz 1, maximmm is 1
Cost: 9500
configured, Hello 10, Dead Wait 40, Retransmit 5
==Mora=—- =

Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing

Networks, and passive interfaces configuradas en cada router.
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3. Configurar VLANs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red

establecida.

[S1]

configure terminal
vlan 30

name Administracion
vlian 40

name Mercadeo

vlian 200

name Mantenimiento
exit

interface vian 99

ip address 192.168.99.2 255.255.255.0
no shutdown

exit



ip default-gateway 192.168.30.1

interface f0/3

switchport mode trunk
switchport trunk native vian 1
interface f0/24

switchport mode trunk
switchport trunk native vian 1
interface range f0/2, f0/4-23, g0/1-2
shutdown

interface f0/24

no shutdown

interface f0/1

switchport mode access

switchport access vian 30

[S3]

vlian 30

name Administracion

vian 40

name Mercadeo

vlian 200

name Mantenimiento

vlian 99

exit

interface vian 99

ip address 192.168.99.3 255.255.255.0
no shutdown

exit

ip default-gateway 192.168.40.1
interface f0/3

switchport mode trunk



switchport trunk native vian 1
interface range f0/2, f0/4-24, g0/1-2

shutdown

exit

interface f0/1

no shutdown

switchport mode access
switchport access vian 40

exit

[R1]

interface g0/0.30

description Administracion
encapsulation dot1q 30

ip address 192.168.30.1 255.255.255.0
exit

interface g0/0.40

description Mercadeo

encapsulation dot1q 40

ip address 192.168.40.1 255.255.255.0
exit

interface g0/0.200

description Mantenimiento
encapsulation dot1q 200

ip address 192.168.200.1 2565.255.255.0
exit

interface g0/0.99

encapsulation dot1q 99

ip address 192.168.99.1 2565.255.255.0
exit

interface g0/0



no shutdown

4. En el Switch 3 deshabilitar DNS lookup
[R3]
configure terminal

no ip domain-lookup

5. Asignar direcciones IP a los Switches acorde a los lineamientos.
[S1]
ip address 192.168.99.2 255.255.255.0

no shutdown

[S3]
ip address 192.168.99.3 255..255.255.0

no shutdown

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
[S1]
interface range f0/2, f0/4-23, g0/1-2

shutdown

[S3]
interface range f0/2, f0/4-24, g0/1-2

shutdown



Implementar DHCP y NAT para Ipv4

Configurar DHCP pool para VLAN 30 Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40 Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar R1 como servidor DHCP para las VLANs 30 y 40.
7. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

[R1]

ip dhcp excluded-address 192.168.30.1 192.168.30.30

ip dhcp excluded-address 192.168.40.1 192.168.40.40

ip dhcp pool ADMINISTRACION

network 192.168.30.0 255.255.255.0

default-router 192.168.30.1

dns-server 10.10.10.11

ip domain-name ccna-unad.com

exit

ip dhcp pool MERCADEO

network 192.168.40.0 255.255.255.0

default-router 192.168.40.1

dns-server 10.10.10.11

ip domain-name ccna-unad.com
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8. Configurar NAT en R2 para permitir que los host puedan salir a internet
[R2]
configure terminal

ip nat inside source list 1 interface g0/0 overload
access-list 1 permit host 10.70.10.10
access-list 1 permit 172.31.21.0 0.0.0.3
access-list 1 permit 172.31.23.0 0.0.0.3
access-list 1 permit 192.168.30.0 0.0.0.255
access-list 1 permit 192.168.40.0 0.0.0.255
access-list 1 permit 192.168.200.0 0.0.0.255
access-list 1 permit 192.168.4.0 0.0.0.255
access-list 1 permit 192.168.5.0 0.0.0.255
access-list 1 permit 192.168.6.0 0.0.0.255
interface s0/0/0

ip nat inside



interface s0/0/1
ip nat inside
interface g0/0
ip nat outside
interface g0/1

ip nat inside
Acceso web desde PC-C a web server 10.10.10
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9. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para

restringir o permitir trafico desde R1 o R3 hacia R2.

Acces list 2

Denegar trafico desde la red 192.168.5.0 al exterior

[R3]

access-list 2 deny 192.168.5.0 0.0.0.255
access-list 2 permit host 0.0.0.0

exit

interface serial 0/0/1

ip access-group 2 out

Acces list 2

Denegar trafico desde la red 192.168.6.0 al exterior

[R3]

access-list 2 deny 192.168.6.0 0.0.0.255
access-list 2 permit host 0.0.0.0
interface serial 0/0/1

ip access-group 2 out

10. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su

criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

Access list 4
Permitir trafico icmp a red 192.168..4.0

[R3]
access-list 4 permit icmp any any echo-reply
interface s0/0/1

ip access-group 4 in



Access lis 4

Permitir todo tipo de trafico entrante a red 192.168.5.0

[R3]
access list 4 permit any any
interface s0/0/1

ip access-group 4 in

11. Verificar procesos de comunicacién y redireccionamiento de trafico en los

routers mediante el uso de Ping y Traceroute.

Tracroute desde PC-A a Internet-PC
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Conclusiones

El curso ccna brinda al estudiante la oportunidad de simular redes ip de
comunicaciones. Desde los modelos de redes mas simples hasta los mas
complejos el estudiante ha tenido la oportunidad de simular diversos ambientes de
red exponiéndolo a simulaciones de situaciones reales. Mediante este curso se
reconoceron los diversos dispositivos de red, terminales y su debida configuracion.
Se enfatizé ademas en el modelo OSI, se estudio el direccionamiento IP y de dio

un vistazo general a diversos protocolos de las capas 1,2,3 y 4.

El curso ccna en modalidad de diplomado de profundizacién le permite al
estudiante de ingenieria electrénica expandir sus conocimientos, proporcionandole

mejores herramientas y un espectro de posibilidades laborales mas amplio
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	Parte 4: Verificación del protocolo RIP.
	a) Verificar y documentar las opciones de enrutamiento configuradas en los routers, como el passive interface para la conexión hacia el ISP, la versión de RIP y las interfaces que participan de la publicación entre otros datos.

