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1. INTRODUCCION

En el presente trabajo se abordaran los temas de todas las unidades del curso
CCNA 1y 2 de Cisco : En esta oportunidad vamos a entrar a conocer, comprender
y adquirir habilidades en tematicas como Redes Conmutadas, Switching, Vlans,
Routing, Enrutamiento vlan, Enrutamiento estatico mediante el desarrollo de 2
escenarios que hacen parte del laboratorio final y deben ser desarrollados en Packet
Tracer con el fin de realizar las simulaciones de estos casos con el fin de cumplir
con la actividad y realizar el presente informe con los resultados.

Gracias a la herramienta packet tracer podemos aprender de una forma muy
practica, ya que tenemos la oportunidad de configurar, conectar, desconectar,
apagar, prender, reiniciar, igual que lo tendriamos que hacer en la realidad, dicho
aprendizaje es muy significativo.
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2. OBJETIVOS

2.1 OBJETIVO GENERAL

Desarrollar la practica de laboratorio final del curso de profundizacién cisco
(disefio e implementacion de soluciones integradas lan — wan.

2.2 OBJETIVOS ESPECIFICOS
- Desarrollar los 2 escenarios en el simulador Packet Tracer.

- Realizar el informe del laboratorio con los resultados de los dos escenarios.
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3 DESARROLLO DE LOS ESCENARIOS

3.1 ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin, en
donde el estudiante serd el administrador de la red, el cual deberd configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demaés aspectos que forman parte de la topologia de red.

3.1.1 Topologia de red.

MEDELLIN > §72.29.4.0/21 BOGOTA => 172.23.0.0/2)

llustracion 1 Topologia 1

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar el
encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN
y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.
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3.1.2. Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagndstico y dejar los equipos listos para su configuracion
(asignar nombres de equipos, asignar claves de seguridad, etc).

e Realizar la conexidn fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

1TL DA NN

llustracion 2 Topologia 1.2

Se utilizaron routers cisco 1941 los cuales se le asignaron los modulos HWCI-2T
para habilitar los puertos seriales, a los routers medellin3, medellinl, bogotal y
bogota 3 se le instalaron un modulo adicional HWCI-2T ya que la topologia solicita
habilitar un puerto serial adicional para la conexion.

3.1.3 Configuracién de Routers

A cada router se le realiza la configuracion inicial se asignaron contrasefias de inicio,
de modo enable y de las lineas vty, se cambia el nombre del router y se asigna un
mensaje en caso de no ingresar adecuadamente la contrasefia, las contrasefias se
encriptaron, se desactivaron la traduccion de nombres a direccion del dispositivo y
se asignan las direcciones ip y la mascara de red a cada puerto en este caso a los
puerto serial 0/0/0 y 0/0/1 o los que sean necesarios para cada router.

14



Router ISP

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname ISP

ISP(config)#no ip domain-lookup

ISP(config)#service password-encryption

ISP(config)#enable secret class

ISP(config)#banner motd "acceso restringido”

ISP(config)#ip domain-name unad.cisco

ISP(config)#line console 0

ISP (config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#line vty 0 15

ISP (config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#

ISP(config)#int s0/0/0

ISP (config-if)#ip add 209.17.220.1 255.255.255.252

ISP (config-if)#clock rate 4000000

ISP (config-if)y#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
ISP (config-if)#int s0/0/1

ISP (config-if)#ip add 209.17.220.5 255.255.255.252

ISP (config-if)#clock rate 4000000

ISP (config-if)y#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
ISP (config-if)#

ISP #

%SYS-5-CONFIG_I: Configured from console by console

Medellin 1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Medellinl

Medellin1(config)#no ip domain-lookup
Medellin1(config)#service password-encryption
Medellin1(config)#enable secret class
Medellin1(config)#banner motd "acceso restringido"
Medellin1(config)#line console O
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Medellin1(config-line)#password cisco
Medellin1(config-line)#login

Medellin1(config-line)#line vty 0 15
Medellin1(config-line)#password cisco
Medellin1(config-line)#login

Medellin1(config-line)#

Medellin1#

Medellinl1>en

Medellin1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellinl (config)#int s0/0/0

Medellin1 (config-if)#ip add 209.17.220.2 255.255.255.252
Medellin1 (config-if)#no shut

Medellinl (config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Medellinl (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Medellin1 (config-if)#int sO/0/1

Medellinl (config-if)#ip ad 172.29.6.1 255.255.255.252
Medellin1 (config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Medellinl (config-if)#

Medellinl (config-if)#clock rate 4000000

Medellin1 (config-if)#no shut

Medellin1 (config-if)#int sO/1/0

Medellinl (config-if)#ip add 172.29.6.9 255.255.255.252
Medellin1(config-if)#clock rate 4000000

Medellinl (config-if)#no shut

Medellin1 (config-if)#int sO/1/1

Medellinl (config-if)#ip add 172.29.6.13 255.255.255.252
Medellin1 (config-if)#clock rate 4000000

Medellinl (config-if)#no shut

MEDELLIN 2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Medellin2

Medellin2(config)#no ip domain-lookup
Medellin2(config)#service password-encryption
Medellin2(config)#enable secret class

16



Medellin2(config)#banner motd "acceso restringido”
Medellin2(config)#line console 0

Medellin2(config-line)#password cisco

Medellin2(config-line)#login

Medellin2(config-line)#line vty 0 15
Medellin2(config-line)#password cisco

Medellin2(config-line)#login

Medellin2(config-line)#exit

Medellin2(config)#

Medellin2>EN

Medellin2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin2 (config)#int s0/0/0

Medellin2 (config-if)#ip add 172.29.6.2 255.255.255.252

Medellin2 (config-if)#no shut

Medellin2 (config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Medellin2 (config-if)#int s0/0/

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to

Medellin2 (config-if)#int sO/0/1

Medellin2 (config-if)#ip add 172.29.6.5 255.255.255.252
Medellin2 (config-if)#clock rate 4000000

Medellin2 (config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Medellin2 (config-if)#int g0/0

Medellin2 (config-if)#ip add 172.29.4.1 255.255.255.128

Medellin2 (config-if)#no shut

Medellin2 (config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/0,
changed state to up

Medellin 3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Medellin3

Medellin3(config)#no ip domain-lookup
Medellin3(config)#service password-encryption
Medellin3(config)#enable secret class
Medellin3(config)#banner motd "acceso restringido”
Medellin3(config)#line console O
Medellin3(config-line)#password cisco

17



Medellin3(config-line)#login

Medellin3(config-line)#line vty 0 15
Medellin3(config-line)#password cisco
Medellin3(config-line)#login

Medellin3(config-line)#exit

Medellin3(config)#

Medellin3>en

Medellin3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin3(config)#int s0/0/0

Medellin3(config-if)#ip add 172.29.6.10 255.255.255.252
Medellin3(config-if)#no shut

Medellin3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Medellin3(config-if)#int sO/0/1

Medellin3(config-if)#ip add 172.29.6.14 255.255.255.252
Medellin3(config-if)#no shut

Medellin3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
Medellin3(config-if)#int s0/1/0

Medellin3(config-if)#ip add 172.29.6.6 255.255.255.252
Medellin3(config-if)#no shut

Medellin3(config-if)#int g0/0

Medellin3(config-if)#ip add 172.29.4.129 255.255.255.128
Medellin3(config-if)#no shut

Medellin3(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

BOGOTA 1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Bogotal
Bogotal(config)#no ip domain-lookup
Bogotal(config)#service password-encryption
Bogotal(config)#enable secret class
Bogotal(config)#banner motd "acceso restringido”
Bogotal(config)#line console O
Bogotal(config-line)#password cisco
Bogotal(config-line)#login
Bogotal(config-line)#line vty 0 15
Bogotal(config-line)#password cisco
Bogotal(config-line)#login
Bogotal(config-line)#exit

18



Bogotal(config)#

Bogotal#

Bogotal>en

Bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#int s0/0/0

Bogotal(config-if)#ip add 209.17.220.6 255.255.255.252
Bogotal(config-if)#no shut

Bogotal(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Bogotal(config-if)#int s0/0/1

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Bogotal(config-if)#int s0/0/1

Bogotal(config-if)#ip add 172.29.3.9 255.255.255.252
Bogotal(config-if)#clock rate 4000000

Bogotal(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Bogotal(config-if)#int sO/1/0

Bogotal(config-if)#ip add 172.29.3.1 255.255.255.252
Bogotal(config-if)#clock rate 4000000

Bogotal(config-if)y#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Bogotal(config-if)#int sO/1/1

Bogotal(config-if)#ip add 172.29.3.5 255.255.255.252
Bogotal(config-if)#clock rate 4000000

Bogotal(config-if)y#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Bogotal(config-if)#

Bogotal#

%SYS-5-CONFIG_I: Configured from console by console

BOGOTA 2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Bogota2

Bogota2(config)#no ip domain-lookup

Bogota2(config)#service password-encryption
Bogota2(config)#enable secret class

Bogota2(config)#banner motd "acceso restringido"
Bogota2(config)#line console 0
Bogota2(config-line)#password cisco
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Bogota2(config-line)#login

Bogota2(config-line)#line vty 0 15

Bogota2(config-line)#password cisco

Bogota2(config-line)#login

Bogota2(config-line)#exit

Bogota2>en

Bogota2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota2(config)#int s0/0/0

Bogota2(config-if)#ip add 172.29.3.10 255.255.255.252
Bogota?2(config-if)y#no shut

Bogota2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Bogota2(config-if)#i

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Bogota2(config-if)#int sO/0/1

Bogota2(config-if)#ip add 172.29.3.13 255.255.255.252
Bogota2(config-if)#clock rate 4000000

Bogota?2(config-if)y#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Bogota?2(config-if)#int g0/0

Bogota2(config-if)#ip add 172.29.1.1 255.255.255.0
Bogota2(config-if)y#no shut

Bogota2(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

BOGOTA 3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Bogota3
Bogota3(config)#no ip domain-lookup
Bogota3(config)#service password-encryption
Bogota3(config)#enable secret class
Bogota3(config)#banner motd "acceso restringido”
Bogota3(config)#line console O
Bogota3(config-line)#password cisco
Bogota3(config-line)#login
Bogota3(config-line)#line vty 0 15
Bogota3(config-line)#password cisco
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Bogota3(config-line)#login

Bogota3(config-line)#exit

Bogota3(config)#

Bogota3(config)#int sO/0/0

Bogota3(config-if)#ip add 172.29.3.2 255.255.255.252
Bogota3(config-if)#no shut

Bogota3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Bogota3(config-if)#in

Bogota3(config-if)#int sO/0/1

Bogota3(config-if)#ip add 172.29.3.6 255.255.255.252
Bogota3(config-if)#no shut

Bogota3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

Bogota3(config-if)#int g0/0

Bogota3(config-if)#ip add 172.29.0.1 255.255.255.0
Bogota3(config-if)#no shut

Bogota3(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Bogota3(config)#int s0/1/0

Bogota3(config-if)#ip add 172.29.3.14 255.255.255.252
Bogota3(config-if)y#no shut

De esta manera queda la red montada con sus direcciones ip asignadas.

172,296, 1200

bagots 172.29.0.021

llustracion 3 Topologia 1.3
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3.1.4 Configuracién del enrutamiento.

Se debe configurar el enrutamiento en la red usando el protocolo RIP version 2, se
declara la red principal, y se desactiva la sumarizacién automatica.

Medellinl

Medellinl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#router rip
Medellin1(config-router)#version 2
Medellin1(config-router)#no auto-summary
Medellin1(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1

C 209.17.220.0/30 is directly connected, Serial0/0/0
Medellin1(config-router)#network 172.29.6.0
Medellin1(config-router)#network 172.29.6.8
Medellin1(config-router)#network 172.29.6.12
Medellin1(config-router)#passive-interface s0/0/0
Medellin1(config-router)#

Medellin 2

Medellin2(config)#router rip
Medellin2(config-router)#version 2
Medellin2(config-router)#no auto-summary
Medellin2(config-router)#do show ip route connected
C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/0

C 172.29.6.4/30 is directly connected, Serial0/0/1
Medellin2(config-router)#network 172.29.4.0
Medellin2(config-router)#network 172.29.6.0
Medellin2(config-router)#network 172.29.6.4
Medellin2(config-router)#passive-interface g0/0
Medellin2(config-router)#

Medellin 3
Medellin3(config)#router rip

Medellin3(config-router)#version 2
Medellin3(config-router)#no auto-summary
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Medellin3(config-router)#do show ip route connected
C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/0/0

C 172.29.6.12/30 is directly connected, Serial0/0/1
Medellin3(config-router)#network 172.29.4.128
Medellin3(config-router)#network 172.29.6.4
Medellin3(config-router)#network 172.29.6.8
Medellin3(config-router)#network 172.29.6.12
Medellin3(config-router)#passive-interface g0/0
Medellin3(config-router)#

Bogota 1

Bogotal(config)#router rip
Bogotal(config-router)#version 2
Bogotal(config-router)#

Bogotal(config-router)#no auto-summary
Bogotal(config-router)#do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/1/0
C 172.29.3.4/30 is directly connected, Serial0/1/1
C 172.29.3.8/30 is directly connected, Serial0/0/1

C 209.17.220.4/30 is directly connected, Serial0/0/0
Bogotal(config-router)#network 172.29.3.0
Bogotal(config-router)#network 172.29.3.4
Bogotal(config-router)#network 172.29.3.8
Bogotal(config-router)#passive-interface s0/0/0
Bogotal(config-router)#

Bogota 2

Bogota2(config)#router rip
Bogota2(config-router)#version 2
Bogota2(config-router)#no auto-summary
Bogota2(config-router)#do show ip route connected
C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0

C 172.29.3.12/30 is directly connected, Serial0/0/1
Bogota2(config-router)#network 172.29.1.0
Bogota2(config-router)#network 172.29.3.8
Bogota2(config-router)#network 172.29.3.12
Bogota2(config-router)#passive-interface go/0
Bogota2(config-router)#
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Bogota 3

Bogota3(config)#router rip
Bogota3(config-router)#version 2
Bogota3(config-router)#no auto-summary
Bogota3(config-router)#do show ip route connected
C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0
C 172.29.3.4/30 is directly connected, Serial0/0/1
C 172.29.3.12/30 is directly connected, Serial0/1/0
Bogota3(config-router)#network 172.29.0.0
Bogota3(config-router)#network 172.29.3.0
Bogota3(config-router)#network 172.29.3.4
Bogota3(config-router)#network 172.29.3.12
Bogota3(config-router)#passive-interface g0/0
Bogota3(config-router)#

Se verifican las rutas de las direcciones ip con el comando show ip route.
Bogota 1

Bogotal>show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - 1S-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks

R 172.29.0.0/24 [120/1] via 172.29.3.2, 00:00:16, Serial0/1/0
[120/1] via 172.29.3.6, 00:00:16, Serial0/1/1

R 172.29.1.0/24 [120/1] via 172.29.3.10, 00:00:02, Serial0/0/1

C 172.29.3.0/30 is directly connected, Serial0/1/0

L 172.29.3.1/32 is directly connected, Serial0/1/0

C 172.29.3.4/30 is directly connected, Serial0/1/1

L 172.29.3.5/32 is directly connected, Serial0/1/1

C 172.29.3.8/30 is directly connected, Serial0/0/1

L 172.29.3.9/32 is directly connected, Serial0/0/1

R 172.29.3.12/30 [120/1] via 172.29.3.10, 00:00:02, Serial0/0/1
[120/1] via 172.29.3.2, 00:00:16, Serial0/1/0

[120/1] via 172.29.3.6, 00:00:16, Serial0/1/1

209.17.220.0/24 is variably subnetted, 2 subnets, 2 masks
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C 209.17.220.4/30 is directly connected, Serial0/0/0
L 209.17.220.6/32 is directly connected, Serial0/0/0

ﬂf Bogotal = | E

| Physical | Config | CLI

I1I0S Command Line Interface

Bogotal»show ip route
Codes: L - local, € - connected, 5 - static, B - RIP, M - mokile, B - BGP
DD - EIGRE, EX - EIGRP extermnal, & - O5BF, IR - O5PF inter area
N1 - OS5EF NS5S5R externzal type 1, WZ - O5PF NS5 externzal type 2
El1 - OS5PF external type 1, EZ - OS5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 level-1, LZ - I5-I5 level-2, ia - I5-IS5 inter area
* — pcandidate default, U - per-user static route, o — CDR
P - periodic downloaded static route

Gateway of last resort is not sSet
172.2%9.0.0/16 is wvariskly subnetted, 3% subnets, 3 masks
TE

S25.0.0/724 [120/1]1 wia 172.23_.3.2, 00:00:16, Seriald/S1/0
[120/1] wia 172.29.3.¢&, 00:00:1¢&, Serial0/ 1/1

w
-

=] 172.25.1.0/24 [120/1] wiea 172_.Z29.3.10, 00:00:02, Serial0 071

c 172_.29_3.0/30 is directly connected, Seriald/S1/0

L 172.29_.3.1/32 is directly connected, Seriald/s1/0

c 172_.29_.32_.4/30 is directly connected, Seriald/ 171

L 172_.29_3_.5/32 is directly connected, Seriald 1/1

c 172_.29_3_8/30 is directly connected, Seriald 071

L 172 _.29_.3.9/32 is directly connected, Serialds0/1

=) 172.25.3.12,/30 [1Z20/1] wis 172.Z5%.3.10, 00:00:0Z, Seri=l0y 0,1
[120/1] wia 172_.Z2%.3_.2%2, 00:00:1%&, Serizl0/S1/70
[120/1] wia 172_.Z%.3.&, 00:00:1%&, Serizl0/S1/71

20917 _220.0/24 i3 wariably subnetted, 2 subnets, I masks

c 209_17_220_.4,/30 is directly connected, Seriel0y/ 0,70

L 209.17_220.6/32 i3 directly connected, Serial0/s0,/0

Bogotal>

1

llustracion 4 show ip route bogota1

Medellinl

Medellin1>show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i -IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks
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R 172.29.4.0/25 [120/1] via 172.29.6.2, 00:00:10, Serial0/0/1
R 172.29.4.128/25 [120/1] via 172.29.6.14, 00:00:10, Serial0/1/1
[120/1] via 172.29.6.10, 00:00:10, Serial0/1/0

C 172.29.6.0/30 is directly connected, Serial0/0/1

L 172.29.6.1/32 is directly connected, Serial0/0/1

R 172.29.6.4/30 [120/1] via 172.29.6.2, 00:00:10, Serial0/0/1
[120/1] via 172.29.6.14, 00:00:10, Serial0/1/1

[120/1] via 172.29.6.10, 00:00:10, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/1/0

L 172.29.6.9/32 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1

L 172.29.6.13/32 is directly connected, Serial0/1/1
209.17.220.0/24 is variably subnetted, 2 subnets, 2 masks
C 209.17.220.0/30 is directly connected, Serial0/0/0

L 209.17.220.2/32 is directly connected, Serial0/0/0
Medellin1>

& Medellinl = | B i

i | Physical | Config | CLI |

I0S Command Line Interface

Medellinl»show ip route
Codes: L - loczl, C - connected, 5§ - static, B - RIP, M - mokile, B - BEP
D - EIGRE, EX - EIGRP external, © - OSPF, IZ - OS5PF inter are=z
N1 - OS5PF MS55A externsl type 1, MZ - OSPF MNSS5R external type Z
El - OSPF externzl type 1, EZ - OS5PF externzl type Z, E - EGP
i - I5-I5, L1 - I5-I5 level-1l, LZ - IS5-I5 level-2, ia - I5-I5 inter area
* - candidate default, U - per—-user statiec route, o - CDR
P - periodic downloaded static route

Gateway of last resort is not set

172.23.0.0/18 is wariasbkly subnetted, 3 subnets, 3 masks
=] 172.29.4.0/25 [120/1]1 wia 172.2%.8.2, 00:00:10, Serislds0/1
=3 172.25_4_.128/25 [120/1] wie 172.25.&6.14, 00:00:10, Seri=l0/ 171
[120/1] wi=a 172.25.€.10, 00:00:10, Seri=l0/1/0
c 172.2%_.6.0/30 is directly connected, Serialld/0/1
L 172.2%_6.1/32 is directly connected, Serialld/0/1
=] 172.29.€.4/30 [120/1]1 wia 172.2%.6.2, 00:00:10, Serislds0/1
[120/1] wvia 172.29.€.14, 00:00:10, Serisllfl/s/1l
[120/1] wia 172.29.6.10, 00:00:10, Seriald/1/0
c 172.2%9_.6.8/30 is directly connected, Serialld/ 170
L 172.2%9_.6.9/32 is directly connected, Serialld/1/0
c 172.25%.8.12/30 is directly connected, Sexrizll/1l/1
L 172.25.8.13/32 is directly connected, Sexrizll/1/1
20%.17.220.0/24 is wvariebly subnetted, Z subnets, Z masks
c 209.17_220.0/30 is directly connected, Serizl0/0/0 H
L 209.17_220.2/32 is directly connected, Serizal0/0/0
Medellinl>

'M'nf-fn'l'l-inﬂ‘)- i X
llustracion 5 show ip route medellin1

Los routers Bogota1 y Medellin deberan afiadir a su configuracion de enrutamiento

una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de las
publicaciones de RIP.
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Medellinl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1

Medellin1(config)#router rip
Medellin1(config-router)#default-information originate
Medellin1(config-router)#

Medellinl#
& Medellin 2 = | G |
‘ Physical | Config | CLI

10S Command Line Interface

MedellinZ»

llustracion 6 show ip route medellin2

El - O5PF enternal type 1,
i - I5-I5, L1 - I5-I5 lewvel-1,
* — pandidate default, U - per-user static route, o - QDR
P - pericdic downloaded static route

MedellinZ»show ip route
Codes: L - local, C - connected, 5§ - statiec, B - RIP, M - mobkile, B - BEP
D - EIGRF, EX - EIGRP external,
N1 - OS5PF MSER extermal type 1, WZ - O5EF NS55R external type 2
EZ - OBPF external type Z, E - EGP
Lz - I5-I5 lewvel-Z

D_

O5EF, IZ - OQO5PF inter area

"

Gateway of last resort is 172.29.6.1 to network 0.0.0.0

is directly connected, GigabitEthernetl/0
ig directly connected, GigabitEthernet0/0

00:00:22, Serisl0/0/1

Serial0/0/1

-1, 00:00:1%, Serizl0/0/0
&

, 00:00:22, Serisl0/0/1
-1, 00:00:1%, Seriald/0/0
g, 00:00:22, Serial0/0/1

172.29.0.0/1¢ is wvariably subnetted, 3 subnets, 3 masks
c 172.25%.4.0/25
L 172.29%.4.1/32
B 172.29.4_.128/25 [120/1] wvia 172.29.6.%
C 172.29.6.0/30 i3 directly connected, S5erial0/0/0
L 172.29.8.2/32 is directly connected, Serislds0/0
C 172.29.6.4/30 is directly connected, S5erial0/0/1
L 172.29.6.5/32 i3 directly connected
=) 172.29.8.8/30 [120/1] wia 172.25.¢%
[120/1] wia 172_.25.&.
=) 172.29.8.12/30 [120/1] wia 172.29.8
[120/1] wia 1VZ.25.6.6,
B 0.0.0.0/0 [120/1] wvia 172.23_.6.1, 00:0

:00:1%, Serial0/0/0
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Bogotal>en

Bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Bogotal(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5

Bogotal(config)#router rip

Bogotal(config-router)#default-information originate
Bogotal(config-router)#

: & Bogota? = | 2] s

| Physical | Config | CLI |

I10S Command Line Interface

-
BogotaZ»show ip route
Codes: L - locel, C - connected, 5 - static, B — BRIP, M - mokile, B - BEP
D - EIGRP, EX - EIGRF externzl, O - OSPF, IX - QOS5FEF inter aresa
N1 - OSPF NS55R extermal type 1, N2 - OSPF NSS5R external type 2
q El - OS5SPF external type 1, EZ - OSPF external type 2, E - EEP
] i - I5-I5, L1 - I5S-IS level-l, LEZ - I5-IS level-Z, ia - I5-I5 inter aresa
1 * - pandidate default, U - per-user static route, o — ODR
] B - periodic downloaded static route
E Gateway of last rescrt is 17Z.239.3.9% to network 0.0.0.0
1
172.29.0.0/1¢ is wvariably subnetted, 9 subnets, 3 masks
=3 172.2%.0.0/24 [120/1] wia 172.259.3.14, 00:00:17, Seri=l0dys0/1
c 172.25.1.0/24 is directly connected, GigakitEthernet0/s0
3 L 172.25.1.1/32 is directly connected, GigabitEthernet0/0
=3 172.25.3.0/30 [120/1] wia 172.29.3.%3, 00:00:2Z2, Serial0/0/0
[120/1] wia 172.25.3.14, 00:00:17, Seri=l0l/O0/1
B 172.25_.3.4/30 [120/1] wvia 172.29.3_.%, 00:00:22, Serial0/0/0
[120/1] wia 172.25.3_.14, 00:00:17, Seriald/s0/1
c 172.29.3.8/30 is directly connected, Serial0/ 070
L 172.25.3.10/32 is directly connected, Serizl0/0/0
c 172.25.3.12/30 is directly connected, Serizl0/0/1 E
L 172.29.3.13/32 is directly connected, Seriall/0/1
B 0.0.0.0/0 [1Z20/1] wi= 172.25.3.93, 00:00:22, Seriald/0/0
] BogotaZ? %

1
llustracion 7 show ip route Bogota2

El router ISP debera tener una ruta estatica dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.

Se realiza la tabla con las direcciones ip con el fin de suamirzar y enconrar la ruta
estatica adecuada, se cambia a binario para hacer la sumatoria.

28



Medellin

17 |29/0|0|0|O0|O|1|/0|0O|O|O|O|O|O|O|O]|O 172.29.4.0/25
2
17 |29|0|0|0|0|lO|1|0|0|1|0|0|0O|O|O|O|O 172.29.4.128/2
2 5
17 |29|0|0|0|0|lO|1|1]|0|0|0O|O|O|O|1|0O]|O 172.29.6.4/30
2
17 |29/0|0|0|O|O|1|1|0|0|0O|O|O|1|0|0]|O 172.29.6.8/30
2
17 |29|0|0|0|0|lO|1|1]|0|0|0O|O|O|1|1|0]O0O 172.29.6.12/30
2
17 |29|0|0|0|0|lO|1|1]|0|0|0O|0O|O|O|O|O|O 172.29.6.0/30
2
17 |29|0|0|0|O0|lO|1|0|0O|O|O|O|O|O|O|O|O 172.29.4.0/21
2

Tabla 1 Sumarizacion Medellin

Bogota
17229 |(o0|0|0|0|0O|O|O|O|O|O|O|O|O|O|O]|O 172.29.0.0/24
172 |29 |0|0|0|0|O0|0O|O|1]|0|0O|O|O|O|O|O|O 172.20.1.0/24
172 |29 |0|0|0|0|0O|O|1|1]|0|0|0O|0O|1|1]|0]|0O 172.29.3.12/30
172 |29 |0|0|0|0|O0|O|1|1]|0|0[0O|0O|1]|0|O0|O 172.29.3.8/30
172 |29 |0|0|0|0|0O|O|1|1]|0|0[0O|0|O|O|O|O 172.29.3.0/30
172 |29 |0|0|0|0|O0O|O|1|1]|0|0[0O|0O|O|1]|0]|O 172.29.3.4/30
17229 |o0|o0|0|0(0O|0O|O|O|O|O|O|O|O|O|O]|O 172.29.0.0/21

Tabla 2 Sumarizacion Bogota

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.

ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6

ISP(config)#
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3.1.5 Tabla de enrutamiento.

Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las
redes y sus rutas.

Se realiza los pings necesarios para verificar la conexion.

@ Bogota3 SRR X |

| Physical | Config | CLI |
I0S Command Line Interface
N Py s - L. LT PLULULUL Uil LIl Lale el Ll by LT, sl Ed ShalbE LU W
-

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serisld/0/0, changed state to up
S§LINEPROTO-5-UPDOWN: Line protocol on Interface Serizld/0/1, changed state to up
Bogotadsen
Bogotal3fping 172.29.3.1
Iype escape Seguence to abort.
Sending 5, 100-byte ICMPF Echos to 172.25.3.1, timeocut is 2 seconds:

reres
Success rate is 100 percent (5/5), round-trip min/avg/max = &/7/9 ms
Bogotal3fping 209.17_Z220.5
Iype escape Seguence to abort.
Sending 5, 100-byte ICMP Echos to Z03.17.220.5, timecut is Z seconds:

reres
Success rate is 100 percent (5/5), round-trip minfavg/max = 7/10/15 ms
Bogotal3féping 209_17_220.2
Iype escape Seguence to abort.
Sending 5, 100-byte ICHMP Echos to Z03.17.220.2, timecut is Z seconds: =
et
Success rate is 100 percent (5/5), round-trip min/avg/max = 5/1326/6585 ms
BcgctaSﬁ >

[ Cnnwe ] [ Pacta ]

llustracion 8 ping bogota3
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Verificar el balanceo de carga que presentan los routers utilizando el comando show

ip route.

" Bogotad

Physcal ‘ Config

105 Command Line Interface

llustracién 9 Balanceo Bogota3

- Obsérvese en

-~ ponnected,

los routers Bogota1l y Medellin1 cierta similitud por su

ubicacioén, por tener dos enlaces de conexion hacia otro router y por la ruta

por defecto que manejan.

- Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.

- Las tablas de los routers restantes deben permitir visualizar rutas
redundantes para el caso de la ruta por defecto.

- El

Bouter (config-if) fexit

Bouter (config) #ip route 172
Bouter (config) #ip route 172 _Z29.
Rc:uter-:cnn:'ig:lttl

[

router ISP solo debe
directamente conectadas.

=)

indicar sus rutas

K1 R
I

I

I

o

B3 K2
I
o

I
T

u
(S
oo
)
o
o
=
1

R k2

estaticas adicionales a

k3 R

L]

[ R }

oy ka

llustracion 10 ip route

31

las



3.1.6 Deshabilitar la propagacién del protocolo RIP.

Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogota1 SERIALo/0/1; SERIALo/1/o0;
SERIALo/1/1

Bogota2 SERIALo/0/0; SERIALO/0/1

Bogota3s SERIALo/0/0; SERIALo0/0/1;
SERIALo/1/0

Medellin1 SERIALo/0/0; SERIALo0/0/1;
SERIALo/1/1

Medellin2 SERIALo0/0/0; SERIALO/0/1

Medelling SERIALo/0/0; SERIALo0/0/1;
SERIALo/1/0

ISP No lo requiere

Tabla 3 Interfacez routers

En el paso 3.1.4 se realiz6 este proceso dejando las interfaces pasivas que no eran
necesarias.

3.1.7 Verificacion del protocolo RIP.

Verificar y documentar las opciones de enrutamiento configuradas en los routers,
como el passive interface para la conexion hacia el ISP, la versién de RIP y las
interfaces que participan de la publicacion entre otros datos.

Verificamos utilizando el comando show ip protocols

32



Medellin 1

& Medellin1 (==

| Phyacall Config | CLI |

I10S Command Line Interface

Password:
Password:

Medellinl>show ip protocols

Routing Protocol is "rip"™

Sending updates every 20 seconds, next due in 8 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Cutgoing update filter list for =211 interfaces is not set
Incoming update £ilter list for &1l interfaces is not set
Redistributing: rip

Default wversion control: send wersion 2, receiwve 2

Interface Send Recv Triggered RIP Eey-chain
Serial0/0/1 z z
Serizll/1/s1 Z 2
Serial0/1/0 z z

Automatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172_23.0.0
Passive Interface(s):
Seriald/ 070
Bouting Information Sources:
Gateway Distance Last Update
172.23.68.2 1z0 00:00:13
172 _29_6.14 120 00:00:15
172.23.8.10 1z0 00:00:15
Distance: (default is 120)

IIus-t-raci_én 1-1 Protocols Medellin1

Medellin 2

| Physical |zonﬁg l CLI |

I0S Command Line Interface
TUTETUrESTIINIOIOT
~
User Access Verificaticn
Password:
Password:
Medellin2>show ip protocols
Routing Protocol is "rip"
Sending updates every 30 seccnds, next due in 5 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Cutgoing update filter list for zll interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Defzult version control: send version 2, receive 2
Interface Send Recv Triggered RIP Key-chain
Serial0/0/1 2 b3
Serial0/0/0 2 2
Autcmatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.29.0.0 =
Passive Interface(s):
GigabitEthernet0/0
Routing Information Sources: s
Gateway Distance Last Update =
172.29.6.1 120 00:00:08
172.29.6.6 120 00:00:00
Distance: (defzult is 120) -
Medellinzs| St

llustracion 12 Protocols Medellin 2
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Medellin 3

[ physical | config |

108 Command Line Interface

YUY T YT I T T UTOIT

Fassword:
Password:

Hedellind>show ip proetocols

ROUting Protocol is "rip"

Bending updates avezy 30 seconds, nest due in 3§ seconds
Invalid aftar 180 saeaconds, hold down 180, flushed after 240
Cutgeing update filter list for all interfaces ims neot et
Incoming updave filver lisv for all inverfaces 1s nov setu
Rediastributing: =zip

Default version control: send version 2, seceive 3

Intexfaca Send Reov Triggered RIP Key-aohain
BexialO/1/0 2 2
Smrial0/0/1 2 2
Sexial0/0/0 z 3

Automavic nevwork summarisation is notv in effacet
Maximum path: 4
Routing for Hetwazkm:
172.29.0.,0
Passive Interface(s):
GCigabitXtherner0/0
Routing Information Sourcen:

Cavewvay Disvance Last Updave
172.29.6.138 120 00:00:18
172.29.6.9 130 00:00:13
172.29.6.5 120 00:00:16

Distance: (defauls is 120)
Madellinas|

llustracion 13 protocols Medellin3

Bogota 1

B BOgOta ] e —

Physical Config CLI

105 Command Line Interface

User hcecess Verification
Password:

Bogotal»show ip protocols

Bouting Protocol is "rip™

Sending updates every 30 seconds, next due in Z2 seconds
Invalid after 180 seconds, hold down 180, £flushed after Z40
Cutgoing update £ilter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bedistributing: rip

Default wersion control: send wersion 2, receive 2

Interface Send Recvy Triggered RIP Eey-chain
Serialds 1/s1 z z
Serizlos1/s0 z Z
Serial0sO0/1 z z

Putomatic network summarization is not in effect
Maximim path: 4
Bouting for MNetworks:
172.29.0.0
Passiwve Interface(s):

Seri=l0/0/0
Routing Information Sources:
Gateway Distance Last Update
172 _.25.3.8 1z0 00:00:14
172.29.3.2 120 00:z00:z14
172 _.25.3.10 1za0 00:-00:23
Distance: (default is 120}

Bngntal#

llustracion 14 Protocols Bogota 1
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Bogota2

Q“Bogotaz -
|7hysu:al [ Conﬂg_:_l L1 [

105 Command Line Interface

[ T ™ e D O . L P O O I e T e T T T O, Ty
acceso reatvringido

User Accoess Verification
Pammward:

Bogotalrashow 1p protacols

Rouving Protocal ia "=zip"

Sending updates every 30 secondas, next due in 24 seconda
Invalid afver 120 seconds, hold down 180, flushed after Z40
Curtgoing update filter lisv for all intverfaces 1is nNot sat
Incoming update filter list for all interfacers is NOT setn
Redistributing: rip

Default version contral: send vermion 24, mive 2
Intemczface Send Recv Triggered RIP Key-chain
Serial0/0/1 2 2
Sexiald0/0/0 2 2

Automatic network surmarizacvion is nov in effecu
Maixirmam pach: 4
Routing for Neuvworks:
172.29.0.0
Fassive Interface(s):
GigabitEtherneat0/0
Routing Information Sources:

Cateway Distance Last Update

172.29.8.9 120 00:00:05

172.29.3.14 120 00:00:20
Distance: (default is 120)

AAannnad

llustracion 15 Protocols Bogota 2

Bogota3

Physical Conﬁg| CLI

10S Command Line Interface

I [ToEr ACCeoS Verlrlc=rIon
Password:

Bogotairshow ip protocols

Routing Protocol is "rip"™

Sending updates every 30 seconds, next due in 4 seconds
Invalid after 180 seconds, hold down 180, flushed after Z40
Cutgoing update filter list for zll interfaces is not set
Incoming update filter list for =ll interfaces is not set

' Redistributing: rip

Default wversion control: send version 2, receive 2

Interface Send EHecv Triggered RIPF Eey-chain
Serizl0/0/1 Z Z
Serizl0/0/0 3 2
Serizl0/1/0 3 2

Rutocmatic network summarization is not in effect
Maximum path: 4
' Routing for Networks:
172_25.0.0
Passive Interface(s):
FigabitEthernetd/ 0
Routing Information Sources:
Gateway Distance Last Update
17Z.2%.3.5 1z0 Qa0:00:-07
172.25.3.1 1z0 a0:00:-07
172.25.3.13 1z0 a0:00:-07
Distance: (default iz 120)
Bogotald>
SLINEPROTO-S5-UPDOWN: Line vrotoecol on Interface Serial0d/1/0. chanoed state to down
llustracion 16 Protocols Bogota 3
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Verificar y documentar la base de datos de RIP de cada router, donde se informa
de manera detallada de todas las rutas hacia cada red.

Se utiliza el comando show ip route rip

Medellinl

Medellinl»show ip route rip

172.2%.0.0/1¢ is warisbly subnetted, 3 subnets, 2 masks
=) 172.29.4_0/25 [120/1] wie 1T72_.2%.€.Z, 00:00:27, Seri=ldys0/1
B 172.29.4_.128/25 [120/1] wia 172.25%.6.10, 00:00:10, Seri=ldys1/0
[120/1] wia 172.25%.6.14, 00:00:10, Seri=l0/1/1
B 172.29.6.4/30 [120/1] wie 172_.2%.€.10, 00:00:10, Seriald/s1/70
[120/1] wia 172_.Z%_&6.2, 00:00:27, Serial0s0/1

(== V1]

[120/1] wia 17Z2.25%.€.14, 00:00:10, Seri=l0/1/1
209_.17_.220.0/24 is wariasbly subnetted, 32 subnets, Z masks

Madellinl s
llustracion 17 route rip Medellin1

Medellin2

MedellinZ»show ip route rip
172_.29.0.0/16 is wariably subnetted, 9 subneta, 32 masks

=] 172.29.4_128/25 [120/71] wia 172_.23_6.6, 00:00:2&, Serisl0s0/1

2] 172.2%.€.8/30 [120/1]1 wia 172.23_6.1, 00:00:01, Serialds0/0
[120/1] wia 17Z2.2%.¢6.6, 00:00:2¢, Seri=l0/ 0/1

=] 17Z2.2%.e.12/30 [120/1] wie 172.25%_6.6, 00:00:2¢, Seri=l0 071
[120/1] wia 172.25%_.&.1, 00:00:01, Seri=l0/ 0,0

B 0.0.0.0/0 is possikly down, routing wia 172_Z29%_.6.1, Serislds0s0

|
llustracion 18 route rip Medellin2
Medellin3

Medellin3»show ip route rip
172.2%.0.0/1¢ is warisbly subnetted, 10 subnets, 32 masks

B -29.4.0/25 [120/1] wia 172.29.

172 §.5, 00:00:1%, Seri=l0/1/0
=] 172.259.8.0/30 [120/1] wis 172.25%.6.%, 00:00:27, Seri=l0/0/0
[120/1] wia 172.2%.5.5, 00:00:1%, Seri=l0/1/0
[120/1] wia 172.25.¢&.13, 00:00:27, Seri=ald/ 0,1
= 0.0.0.0/0 is possikly down, routing wia 172_.29%_&.9%, Serial0 070
B 0.0.0.0/0 is possikly down, routing wvia 17Z2_.2%_6.13, Serisld 071

Medellin3>|

llustracion 19 route rip Medellin3
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Bogotal

Bogotalr»show ip route rip
172.29.0.0/1¢ is wvariasbly subnetted, % subnets, 3 masks
=) 172.29.0.0/724 [120/1]1 wia 172_.25_.3. 00:00:1%, Seriall 1,1
[120/1] wia 172_.2%.3.2, 00:00:1%, Serialls1,/0
24 [120/1]1 wia 172.25%.3.10, 00:00:23, Serial0/s0/1
f£30 [1Z20/1] wia 172.29.3_.Z, 00:00:1%, Seriald/sS1s0
[120/1] wia 172.2%.3.10, 00:00:23, Serisl0 071
[120/1] wia 172_.Z%.3.&, 00:00:1%, Serial0sf1/71
ZﬂﬂrlT_ZZG.szé is wvarisbly subnetted, 3 subnets, Z masks

e
'Er
Z

Lo

-] k1K

llustracién 20 route rip Bogota1

Bogota2

BogotaZy»show ip route rip
172.25.0.0/1¢ is wvarisbly subnetted, 5 subnets, 3 masks
T72.25.0.0/724 [120/1] wia -14, 00:00:24, Seri=l0/0/71
T2.29.3.0/30 [120/1] wia -9, 00:00:0%, Seri=l0/0/0
[120/1] wia 14, 00:00:24, Seri=l0/0/1
=) 172.2%.3.4/30 [120/1]1 wise -9, 00:00:0%, Seri=l0/0/0
[120/1] wia -14, 00:00:24, Seri=l0/0/71

1
]
]
15}

o

¥e]

Lo

B3 R) RDORD R
B3 By R3ORD R
[¥5}

Lr Ga L) L D

Ecgctazﬂ

llustracion 21 route rip Bogota2

Bogota3

Bogotali»show ip route rip

172_.29.0.0/16 is wariably subnetted, 10 subnets, 32 masks
B 172.29.1.0/24 [120/1] wis 172.25%_.3.13, 00:00:11, Seri=ld/ 1,0
=) 172.23.3.8/30 [120/1] wis 172.25_.3.5, 00:00:20, Seri=ld 0/1
[120/1] wia 172.25%.3.13, 00:00:11, Seri=l0/1/0
[120/1] wia 17Z2.25%_.3.1, 00:00:20, Seri=l0/ 0/0

BngntaSﬂ
llustracion 22 route rip Bogota3

3.1.8 Configurar encapsulamiento y autenticacion PPP.

Segun la topologia se requiere que el enlace Medellin1 con ISP sea configurado
con autenticacién PAP.

Router(config)#username Medellinl password cisco
Router(config)#hostname ISP

ISP(config)#int sO/0/0

ISP(config-if)#encapsulation ppp
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ISP (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

ISP(config-if)#ppp authentication pap

ISP (config-if)y#ppp pap sent-username ISP password cisco

ISP (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Medellin1(config)#username ISP password cisco

Medellin1(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

Medellin1(config)#int s0/0/0

Medellin1(config-if)#encapsulation ppp

Medellin1(config-if)#ppp authentication pap

Medellin1(config-if)#ppp pap sent-username Medellinl password cisco
Medellin1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Medellinléping Z205_.17_220.1

Type escape Segquence to abort.
Sending 5, 100-byte ICMP Echos to 20%9_.17_220.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = &/8/1¢ ms

Medellinlg

m

llustracion 23 ping Medellin1

El enlace Bogota1 con ISP se debe configurar con autenticacion CHAP.

ISP(config)#username Bogotal password cisco

ISP(config)#int s0/0/1

ISP(config-if)#encapsulation ppp

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to down

ISP(config-if)#ppp authentication chap

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

Bogotal(config)#username ISP password cisco
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Bogotal(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

Bogotal(config)#int s0/0/0

Bogotal(config-ify#encapsulation ppp

Bogotal(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Bogotal(config-if)y#ppp authentication chap

Bogotal(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

IS5P§ping Z09.17_.Z20.%

Type escape sSegquence to abort.
Sending 5, 100-byte ICMP Echos to 209.17_220.&, timeocut is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 5/&/7 ms

ISP

llustracion 24 ping ISP

3.1.9 Configuracion de PAT.

En la topologia, si se activa NAT en cada equipo de salida (Bogota1 y Medellin1),
los routers internos de una ciudad no podran llegar hasta los routers internos en el
otro extremo, soélo existira comunicacion hasta los routers Bogota1, ISP y Medellin1.

Medellin1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#ip nat inside source list 1 interface s0/0/0 overload
Medellin1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
Medellin1(config)#int s0/0/0

Medellin1(config-if)#ip nat outside

Medellin1(config-if)#int sO/0/1

Medellin1(config-if)#ip nat inside

Medellin1(config-if)#int sO/1/0

Medellin1(config-if)#ip nat inside

Medellin1(config-if)#int sO/1/1

Medellin1(config-if)#ip nat inside

Medellin1(config-if)#

Medellin1#
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Bogotal(config)#ip nat inside source list 1 int sO/0/0 overload
Bogotal(config)#access-list 1 permit 172.29.0.0 0.0.3.255
Bogotal(config)#int s0/0/0

Bogotal(config-if)#ip nat outside

Bogotal(config-if)#int s0/0/1

Bogotal(config-if)#ip nat inside

Bogotal(config-if)#int sO/1/0

Bogotal(config-if)#ip nat inside

Bogotal(config-if)#int sO/1/1

Bogotal(config-if)#ip nat inside

Bogotal(config-if)#

Después de verificar lo indicado en el paso anterior proceda a configurar el NAT en
el router Medellin1. Compruebe que la traduccién de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direcciéon debe
ser traducida automaticamente a la direccién de la interfaz serial 0/1/0 del router
Medellin1, cémo diferente puerto.

PCrping 209.17.22

oy

Pinging 20%_17_2Z20_.5

Beply fro

Ping statisti
b 4, Lost = 0 (0% loss),

ate round trip times in milli-seconds:

Minimuim = 7ms, Maximum = 35ms, Average = l4ms

r

Bogotal>

Bogotaly»show ip nat translations

Pro Inside globkal Inside local Outside local Outside global
icmp Z09.17_2Z20.6:13 172.25%.0.%8:13 209.17_.220.5:13 209.17.220.5:13
icmp Z03.17.2Z0.6:14 172.25.0.8:14 20%.17_.220.5:14 209.17.220.5:14
icmp 203 .17.220.86:15 172.25%.0.8:15 20%.17_220.5:15 203.17.220.5:15
icmp Z03.17.2Z20.6:1¢6 172.23.0.%6:1%¢ 20%9.17_220.5:1¢ 209.17.220.5:1%¢

e ]
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Proceda a configurar el NAT en el router Bogota1. Compruebe que la traduccion de
direcciones indique las interfaces de entrada y de salida. Al realizar una prueba de
ping, la direccién debe ser traducida automaticamente a la direccion de la interfaz
serial 0/1/0 del router Bogota1, como diferente puerto.

llustracion 27 Nat translations 2

3.1.10 Configuracién del servicio DHCP.

Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

Medellin2

Medellin2>en

Medellin2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
Medellin2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
Medellin2(config)#ip dhcp pool Medellin2
Medellin2(dhcp-config)#network 172.29.4.0 255.255.255.128
Medellin2(dhcp-config)#default-router 172.29.4.1
Medellin2(dhcp-config)#dns-server 8.8.8.8
Medellin2(dhcp-config)#exit

Medellin2(config)#ip dhcp pool Medellin3
Medellin2(dhcp-config)#network 172.29.4.128 255.255.255.128
Medellin2(dhcp-config)#default-router 172.29.4.129
Medellin2(dhcp-config)#dns-server 8.8.8.8
Medellin2(dhcp-config)#exit

Medellin2(config)#
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B B

1Physical Config | Desktop | Custom Interface

IPv6 Configuration
llustracion 28 DHCP PCO

I|INQIP Configuration X | |
IP Configuration
@ DHCP ) Static DHCP request successful.
IP Address 1172.29.4.6 “
Subnet Mask 255,255.255.128 ‘f
Default Gateway 172.29.4.1 of
DNS Server 8.8.8.8 I

El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la IP
del router Medellin2.

Medellin 3
Medellin3(config)#int g0/0
Medellin3(config-if)#ip helper-address 172.29.6.5
Medellin3(config-if)#

@ PC1 | (S

[ Physical l Config | Desktop | Custom Interface |

| IP Configuration
IP Configuration

© DHCP () Static
IP Address 1172.29.4.134 it
Subnet Mask 255.255.255.128 ‘,
Default Gateway 1172.29.4.129 il
DNS Server 8.8.8.8 ‘ I
TPvA Confinuration

llustracion 29 DHCP PC1
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Configurar la red Bogota2 y Bogota3 donde el router Bogota 2 debe ser el servidor
DHCP para ambas redes Lan.

Bogota2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
Bogota2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
Bogota2(config)#ip dhcp pool Bogota2
Bogota2(dhcp-config)#network 172.29.1.0 255.255.255.0
Bogota2(dhcp-config)#default-router 172.29.1.1
Bogota2(dhcp-config)#dns-server 8.8.8.8
Bogota2(dhcp-config)#ip dhcp pool Bogota3
Bogota2(dhcp-config)#network 172.29.0.0 255.255.255.0
Bogota2(dhcp-config)#default-router 172.29.0.1
Bogota2(dhcp-config)#dns-server 8.8.8.8

* pc3 E==E

_ thsicar[i Conﬁg] Desktop ‘ Custom Interface }
IP Configuration X
IP Configuration
@ DHCP () Static DHCP request successful.
IP Address 172.29.1.6
Subnet Mask 255.255.255.0 '
Default Gateway 172.29.1.1
DNS Server 8.8.8.8

llustracién 30 DHCP PC3

Configure el router Bogota3 para que habilite el paso de los mensajes Broadcast
hacia la IP del router BogotaZ.

Bogota3>en

Bogota3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota3(config)#int g0/0

Bogota3(config-if)#ip helper-address 172.29.3.13
Bogota3(config-if)#
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Physical | Config = Desktop | Custom Interface

IP Configuration
1P Configuration
© DHCP Static

DHCP raquest successiul.
IP Address 172.20.0.6
Subnet Mask 2565.255,255.0
Dafault Gateway 72.20.0.1
ONS Server 8888

N LT e

llustracion 31 DHCP PC2
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3.2 ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

3.2.1 Topologia.

VIAN Dueccionamiento Nomiwe

- Internet 30 192.168.30,0/24 | Administracidn
- an 192,168.40.0/24 | Mercadeo
200 152.163.200.0/24 | Mantenimiento

209.165.200.230 : 209.165.200.224/29
FO/0 o

. Lod 192.168.4.0/24
Bogota |l - Lo5 192.168,5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3
192.168.99.2

llustracion 32 Topologia escenario 2
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3.2.2 Configuracién direccionamiento IP.

Configurar el direccionamiento IP acorde con la topologia de red para cada uno de
los dispositivos que forman parte del escenario

Bogota

Router>

Router>EN

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA
Bogota(config)#enable secret class

Bogota(config)#line console 0
Bogota(config-line)#password cisco
Bogota(config-line)#login

Bogota(config-line)#exit

Bogota(config)#line vty 0 4
Bogota(config-line)#password cisco
Bogota(config-line)#login

Bogota(config-line)#exit

Bogota(config)#service password-encryption
Bogota(config)#banner motd “acceso no autorizado”
BOGOTA(config)#no ip domain-lookup
BOGOTA(config-subif)#int s0/0/0
BOGOTA(config-if)y#description Connection to Miami
BOGOTA(config-if)#ip add 172.31.21.1 255.255.255.252
BOGOTA(config-if)#clock rate 128000
BOGOTA(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BOGOTA(config-if)#ip route 0.0.0.0 0.0.0.0 serial 0/0/0

MIAMI

Router>

Router>EN

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MIAMI

MIAMI(config)#no ip domain-lookup

MIAMI(config)#enable secret class

MIAMI(config)#line console 0
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MIAMI(config-line)#password cisco
MIAMI(config-line)#login

MIAMI(config-line)#exit

MIAMI(config)#line vty 0 4

MIAMI(config-line)#password cisco
MIAMI(config-line)#login

MIAMI(config-line)#exit

MIAMI(config)#service password-encryption
MIAMI(config)#banner motd "acceso no autorizado”
MIAMI(config)#int loopbackO

MIAMI(config-if)#description simulated web server
MIAMI(config-if)#ip add 10.10.10.10 255.255.255.255

No shut

MIAMI(config-if)#int f0/0

MIAMI(config-if)#description connection to ISP
MIAMI(config-if)#ip add 209.165.200.225 255.255.255.248
MIAMI(config-if)#no shut

MIAMI(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
MIAMI(config-if)#int s0/0/1

MIAMI(config-if)#description connection to Bogota
MIAMI(config-if)#ip add 172.31.21.2 255.255.255.252
MIAMI(config-if)#no shut

MIAMI(config-if)#int s0/0/0

MIAMI(config-if)#description connection to Buenos Aires
MIAMI(config-if)#ip add 172.31.23.2 255.255.255.252
MIAMI(config-if)#no shut

MIAMI(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
MIAMI(config-if)#ip route 0.0.0.0 0.0.0.0 fO/0

%Default route without gateway, if not a point-to-point interface, may impact
performance

MIAMI(config)#

BUENOS AIRES

Router>

Router>EN

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BuenosAires
BuenosAires(config)#no ip domain-lookup
BuenosAires(config)#enable secret class
BuenosAires(config)#line console 0
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BuenosAires(config-line)#password cisco
BuenosAires(config-line)#login
BuenosAires(config-line)#exit

BuenosAires(config)#line vty 0 4
BuenosAires(config-line)#password cisco
BuenosAires(config-line)#login
BuenosAires(config-line)#exit
BuenosAires(config)#service password-encryption
BuenosAires(config)#banner motd "acceso no autorizado”
BuenosAires(config)#int loopback4
BuenosAires(config-if)#ip add 192.168.4.1 255.255.255.0
BuenosAires(config-if)#int loopback5
BuenosAires(config-if)#ip add 192.168.5.1 255.255.255.0
BuenosAires(config-if)#int loopback6
BuenosAires(config-if)#ip add 192.168.6.1 255.255.255.0
BuenosAires(config-if)#int s0/0/1
BuenosAires(config-if)#description connection to Miami
BuenosAires(config-if)#ip add 172.31.23.2 255.255.255.252
BuenosAires(config-if)#no shut

BuenosAires(config-if)#ip route 0.0.0.0 0.0.0.0 s0/0/1

INTERNET PC
& INTERNET PC s A T LS EH
[ Physiﬁgg(__l“ Cinﬁg__ﬁ Desktop j Custoh Interface ‘

IP Configuration

IP Configuration

(") DHCP @ Static

IP Address 209.165.200.230

Subnet Mask 255,255.255.248

Default Gateway 209.165.200.225

DNS Server

IPv6 Configuration
) DHCP () Auto Config @ Static

IPv6 Address /
Link Local Address FE80::201:43FF:FE3E:1A6
IPv6 Gateway

IPv6 DNS Server

llustracion 33 Ip configuration Internet PC
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SWITCH S1

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname s1

s1(config)#no ip domain-lookup
S1(config)#enable secret class

S1(config)#line console 0
S1(config-line)#password cisco
S1(config-line)#login

S1(config-line)#line vty 0 4
S1(config-line)#password cisco
S1(config-line)#login

S1(config-line)#service password-encryption
S1(config)#banner motd "acceso no autorizado"
S1(config)#exit

SWITCH S3

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S3

S3(config)#enable secret class

S3(config)#line console 0
S3(config-line)#password cisco
S3(config-line)#login

S3(config-line)#line vty 0 4
S3(config-line)#password cisco
S3(config-line)#login

S3(config-line)#service password-encryption
S3(config)#banner motd #acceso no autorizado#
S3(config)#exit

S3#
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Se realiza el ping para verificar las conexiones.

Ping Bogota a Miami

Bogotar ping 172 _31_Z3_Z
Iype escape Ieguence to abortc.

Bngntaﬂ

Sending 5, 100-byte ICHMP Echos to 172.31.23_.2, timeout is 2

Success rate is 100 percent (5/5), round-trip min/avg/max

seconds:

5/6/8 ms

llustracion 34 Ping Bogota - Miami
Ping Bogota a Buenos aires

Bogotarping 172.31_.21.2

Type escape sSeguence to abort.

Sending 5, 100-byte ICMP Echos to 172.31.21.2,

timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 5/5/¢ ms

llustracion 35 Ping Bogota - Buenos Aires
Ping Miami a Bogota

MIAMI»ping 17Z2.31.21.1
Type escape seguence to abort.

MTAMT >l
llustracion 36 Ping Miami - Bogota

3.2.2 Configuracion protocolo de enrutamiento OSPFv2

OSPFv2 area o

Sending 5, 100-byte ICHMP Echos to 172.31.21.1, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 5/6/9 ms

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 5.5.5.5
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales
en 256 Kb/s
Ajustar el costo en la métrica de So/0 a 9500

Tabla 4 OSFV2
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Verificar informacion de OSPF

- Visualizar tablas de enrutamiento y routers conectados por OSPFv2

- Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface

- Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

BOGOTA

BOGOTA>en

BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#router ospf 1
BOGOTA(config-router)#router-id 1.1.1.1
BOGOTA(config-router)#network 172.31.21.0 0.0.0.3 area 0
BOGOTA(config-router)#network 192.168.30.0 0.0.0.255 area 0
BOGOTA(config-router)#network 192.168.40.0 0.0.0.255 area 0
BOGOTA(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#network 192.168.99.0 0.0.0.255 area 0
R1(config-router)#passive-interface default

% OSPF: Reference bandwidth is changed.

No passive-interface s0/0/0

BOGOTA(config-router)#auto-cost reference-bandwidth 1000
BOGOTA(config-router)#int s0/0/0
BOGOTA(config-if)#bandwidth 256

BOGOTA(config-if)#ip ospf cost 9500

MIAMI

MIAMI>en

MIAMI#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#router ospf 1

MIAMI(config-router)#router-id 5.5.5.5
MIAMI(config-router)#network 10.10.10.10 0.0.0.0 area O
MIAMI(config-router)#network 172.31.21.0 0.0.0.3 area 0
MIAMI(config-router)#network 172.31.23.0 0.0.0.3 area 0
MIAMI(config-router)#passive-interface LoopbackO
MIAMI(config-router)#passive-interface f0/1
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MIAMI(config-router)#int s0/0/0
MIAMI(config-if)y#bandwidth 256
MIAMI(config-if)#ip ospf cost 9500
MIAMI(config-if)#int sO/0/1
MIAMI(config-if)y#bandwidth 256
MIAMI(config-if)#ip ospf cost 9500

BUENOS AIRES

BuenosAires>en

BuenosAires#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BuenosAires(config)#router ospf 1
BuenosAires(config-router)#router-id 8.8.8.8
BuenosAires(config-router)#passive-interface Loopback4
BuenosAires(config-router)#passive-interface Loopback5
BuenosAires(config-router)#passive-interface Loopback6
BuenosAires(config-router)#auto-cost reference-bandwidth 1000
% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
BuenosAires(config-router)#network 172.31.23.0 0.0.0.3 area 0
BuenosAires(config-router)#network 192.168.4.0 0.0.3.255 area 0
BuenosAires(config-router)#int s0/0/1
BuenosAires(config-if)#bandwidth 256

BuenosAires(config-if)#ip ospf cost 9500

3.2.3 Visualizar tablas de enrutamiento y router conectados por OSPFv2

Verificamos si los routers formaron una adyacencia con los router vecinos a través
del ospf para esto se usa el comando show ip ospf neig

BOGOTA

Bogotafshow ip ospf neig

Yeighbor ID Bri State Dead Time 2ddress Interface
5.5.5.5 a FULLS - 00:00:33 172.31.21.2 SerialdsOors0
Bogotad

Bogotafshow ip ospf neig

llustracion 37 OSPF neig Bogota
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MIAMI

Neighbkor ID Pri State Dead Time 2ddress Interface
g.8.8.8 a FULLS - 00:00:38 172.31.23.2 Seri=l0ys0/0
1.1.1.1 a FULLS - 00:00:30 172.31.21.1 Serizldy o0 1
MIRAMTE

llustracion 38 OSPF neig Miami

BUENOS AIRES
Heighbkor ID Eri State Dead Timse Lddress Interface
5.5.5.5 u] FUOLLS - 00:00:3& 172.31.23.2 Seri=l0s0r1
Buencsiiresi

llustracion 39 OSPF neig Buenos Aires

3.2.4 Visualizar listas resumidas interface.

Se utiliza el comando show ip ospf interface

Bogota

Bogotar»show ip ospf interface

Seri=l0/0/0 is up, line protococl is up
Internet address iz 172.31.21.1/30, Rrez 0

No designated router on this network
No backup designated router on this network

Hello due in 00:00:01

Index 171, flood gueue length 0

Mext Ox0{0) 0x0{0)

Last flood scan length is 1, maximm is 1

Last flood scan time is 0 msec, maximm is 0 msec

Neighbor Count is 1 , AZdjacent neighbor count is 1
2djacent with neighkor 5.5.5.5

Suppress hello for 0 neighbor(s)

Bcgctaﬂ

Process ID 1, Router ID 1.1.1.1, Metwork Type BOINI-TO-POINT, Cost: 5500
Transmit Delay is 1 sec, State POINI-TO-POINI, Priority O

Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit 5

llustracion 40 OSPF interface Bogota
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Phy:i}:al Config
108 Command Line Interface

MIAMI>show ip ospf interface

Loopback0 i up, line protocol s up
Internet addresw is 10.10.10.10/32, Area 0
Proa ID 1, Router ID K.5.5.§, Network Typs LOOPRACK, Comt: 1
Loopback interface 1ls vreaved as &4 svub Hosu
Murial0/0/1 i» up, line protocol im up
Internat address im 172 31.21.2/30, Arxea O
Process ID 1, Rouver ID 65.6.6.5, Nawwork Type POINT-TO-POINT, Cosu: 9500
Transmit Delay is 1 sec, SBtate POINT-TO-POINT, Prziority O
No designated router on this network
No baockup designated routex on this network
Timer invervals configured, Hello 10, Dead 40, Waiv 40, Revzansmiv &
Helle dum in 00:00:08
Index 2/3, flood queus length 0
Naxt 0x0(0)/0x0(0)
Last flood scan length is 1, maximum i 1
Lant flond scan time im 0 mesc, maximum is 0 maec
Naighbor Count is 1 , Adjscent neighbor eount is 1
Adjacent wivh neighbor 1.1.1.1
Suppress hellp for 0 neighbor(s)
ferial0/0/0 4w up, line protoanl is up
Invernet address is 172.31.23.2/30, Area 0
Proc ID 1, Pouter ID 65.5.5.5, Netwozk Type POINT-TO-DOINT, Cost: 35500
Tranamit Delay is 1 wec, Sctate POINT-TO-POINT, Priority O
No designated router on this natwork
Ne backup designaved zouver on this netvork
I Timer intesvals configured, Mello 10, Dead 40, Wait 40, Retranamit &

Helle due 4n 00:00:03

llustracion 41 OSPF interface Miami

Buenos aires

& Router3 ——— R — . —— .. wn =

| Physical I Config | CLI |

105 Command Line Interface

Buenostires»show ip ospf interface

Loopkback4 is up, line protocol is up
Internet address is 132.168.4.1/24, Arez 0
Process ID 1, Router ID 8.8.8.8, Metwork Type LOOFBACE, Cost: 1
Loopback interface is treated as a stub Host
Loopback5 is up, line protocol is up
Internet address is 132.168.5.1/24, Area 0
Process ID 1, Router ID 8.8.8.8, MNetwork Type LOOPBACE, Cost: 1
Loopback interface is treated as a stubk Host
Loopback® is up, line protocol is up
Internet address is 192 _168.€.1/24, Rrea 0
Process ID 1, Bouter ID 8.8.8.8, Network Type LOOPBACE, Cost: 1
Loopback interface is treated as a stub Host
Serisld/0/1 is up, line protococl is up
Internet address is 172.31.Z3.Z2/30, ARrea 0
Process ID 1, Bouter ID 8.8.8.8, MNetwork Type BOINT-TC-BOINT, Cost:
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:08
Index 4/4, flood gueue length 0
Wext O0x0{0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximim is 0 msec
Weighbor Count is 1 , 2djacent neighbor count is 1
2djacent with neighbor 5.5.5.5
Surnreas helln foar 0 neighkhnris)

llustracion 42 OSPF interface Buenos Aires

54

59500



3.2.5 Visualizar el OSPF process ID, router Address summarizations, routing
networks y interfaces pasivas configuradas en cada router.

Se usa el commando show ip protocols

Bogota

Bogotarshow ip protocols

Routing Protocol is "ogpf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bouter ID 1.1.1.1
Humber of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximum path: 4
Routing for MHetworks:
172.31.21.0 0.0.0.2 area O
192.168.230.0 0.0.0.255 area 0
192.168.40.0 0.0.0.255 area 0
192 _168.200.0 0_0_.0_2Z55 area 0
132 _.165.35%.0 0.0.0_255 area 0
Passiwve Interface(s):

Vlianl
FastEthernetds0
FastEthernet0/s1
Serial0/0/1
Routing Information Sources:
Cateway Distance Last Update
1.1.1.1 110 00:21:38
5.5.5.5 110 00:21:38
a.e.8.8 110 00:z21:3%
Distance: {(default iz 110)

llustracion 43 Protocols Bogota Escenario 2
Miami

# Miami

| Physical | Config | €I

PO TR T TIe

acceso no autorizado

10S Command Line Interface

User Access Varification
Pansword:
MIAMI>show ip protocols

Rouving Provocol is "capf 1"
Qurgoing update filver list for all intexrfaces is not set
Incoming update filtmr list for all interfaces im not set
Rouver ID 5.5.6.5
Number of areas in this router is 1. 1 normal 0 stub O nasa
Maximum path: 4
Rouving for Nevworks.
10.10,10,10 0,0.0.0 area 0O
172.81.21.0 0.0.0.83 arean O
172.81.23.0 0.0.0.3 axea 0
Pasmivem Intesface(m):
FastEthernern0/1

Loopback0

Routing Information Souzcen:
Cavawvay Disvance Last Updave
1.1.1.1 110 00:01:58
5.8.8.8 110 00:01:5¢6
8.8.8.8 110 00:01:639

Distance: (default is 110)

MIAMI>|
llustracion 44 Protocols Miami Escenario 2
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Buenos Aires

Buenosiires»show ip protocols

Bouting Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
BRouter ID B.8.8B.8
Humber of areas in this router is 1. 1 normal 0 stuk 0 nssa
Maximim path: 4
Bouting for Wetworks:
172.31.23.0 0.0.0.3 arez 0
13Z2.168.4.0 0.0.3_255 area 0
Passive Interface(s):

Loopback4d

Loopbacks

Loopbacke

Bouting Information Sources:

Fateway Distance Last Update
1.1.1.1 110 00:-03:02
5.5.5.5 110 00:-03:-00
B.8.8.8 110 00:03:02

Distance: (default iz 110)

llustracion 45 Protocols Buenos Aires Escenario 2

3.2.6 Configurar VLANS, puertos de acceso, encapsulamiento, Inter-VLAN
routing y seguridad en los switches acorde a la topologia de red esablecida.

Bogota

Bogota>en

Bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#int f0/0.30

Bogota(config-subif)#description Accounting LAN
Bogota(config-subif)#encapsulation dot1Q 30
Bogota(config-subif)#ip address 192.168.30.1 255.255.255.0
Bogota(config-subif)#int f0/0.40
Bogota(config-subif)#description MAERCADEO LAN
Bogota(config-subif)#encapsulation dot1Q 40
Bogota(config-subif)#ip address 192.168.40.1 255.255.255.0
Bogota(config)#int f0/0.200

Bogota(config-subif)#description Mantenimiento LAN
Bogota(config-subif)#encapsulation dot1Q 200
Bogota(config-subif)#ip address 192.168.200.1 255.255.255.0
Bogota(config-subif)#exit

Bogota(config)#int f0/0

Bogota(config-if)#¥no shut
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S1

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1

S1(config)#vlan 30

S1(config-vlan)#name ADMINISTRACION
S1(config-vlan)#vlan 40

S1(config-vlan)#name MERCADEO

S1(config-vlan)#vlan 200

S1(config-vlan)#name MANTENIMIENTO

S1(config-vlan)#int fO/1

S1(config-if)#switchport access vlan 30
S1(config-if)#switchport mode access

S1(config-if)#interface range FastEthernet0/2, FastEthernet0/4-23
S1(config-if-range)#switchport mode access
S1(config-if-range)#int f0/24

S1(config-if)#switchport mode access

S1(config-if)#int f0/3

S1(config-if)#switchport mode trunk

S3

Switch>EN

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S3

S3(config)#vlan 30

S3(config-vlan)#name ADMINISTRACION
S3(config-vlan)#vlan 40

S3(config-vlan)#name MERCADEO

S3(config-vlan)#vlan 200

S3(config-vlan)#name MANTENIMIENTO

S3(config-vlan)#int fO/1

S3(config-if)#switchport access vian 40
S3(config-if)#switchport mode access

S3(config-if)#interface range FastEthernet0/2, FastEthernet0/4-24
S3(config-if-range)#switchport mode access
S3(config-if-range)#int f0/3

S3(config-if)#switchport mode trunk
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3.2.7 Deshabilitar DNS LOOKUP en switch S3.

S3(config)#no ip domain-lookup
S3(config)#

3.2.8 Asignar direccciones IP a los switches acorde a los lineamientos.
S1

S1>EN

S1#CONF T

S1(config)#int vian 200

S1(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan200, changed state to
up

S1(config-if)#ip address 192.168.99.2 255.255.255.0

S1(config-if)#no shut

S1(config-if)#ip default-gateway 192.168.99.1

S3

S3>EN

S3#CONF T

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#int vlan 200

S3(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan200, changed state to
up

S3(config-if)#ip add 192.168.99.3 255.255.255.0
S3(config-if)#no shut

S3(config-if)#ip default-gateway 192.168.99.1

Ping Switches
SSgping 132.1€2.33.2

Type escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to 13Z_.168_.93_Z, timecut is Z seconds:

Success rate is 100 percent (5/5), round—trip min/Savgs/max = 0,/70,/70 ms3
sz g
llustracion 46 Ping 192.168.99.2
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3.2.9 Desactivar todas las interfaces que nos ean utilizadas en el esquema de
red.

S1

S1>en

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#interface range FastEthernet0/2, FastEthernet0/4-23
S1(config-if-range)#s

Port Link VLAN IP Rddress MAC Rddress

FastEthernetl/1 Up 30 — 00%0.0C1l8.9201
FastEthernet(/2 Down 1 - 0050.0C18.9202
FastEthernetl/3 Up — = 00%0.0C1l8.9203
FazstEthernet(/4 Down - 0050.0C18.9204
FastEthernet0/s5 Down - 0050.0C18.9205
FastEthernet(/& Down - 0050.0C18.9208
FastEthernet0l/7 Down - 0050.0C18.9207
FastEthernet0/8 Down - 0050.0C1E8.9208
FastEthernet0/5 Down - 0050.0C1E8.9209

FastEthernet0/10 Down
FastEthernet0/11 Down
FastEthernet0/12 Down
FastEthernet0/13 Down
FastEthernet0/14 Down
FastEthernet0/15 Down
FastEthernetl/l& Down
FastEthernet0/17 Down
FastEthernet0/18 Down
FastEthernet0/13 Down
FastEthernet0/20 Down
FastEthernet0/21 Down
FastEthernet0/ 22 Down
FastEthernet0/23 Down
FastEthernetl/24 Up
Wlznl Down
V1lanz00 Up
Hostname: 51

- 0050.0C18_520A
- 0050.0C1l8_520B
- 00%0.0C18_520C
- 0050_0C18_520D
- 0050_0C18_920E
0050_0C18_920F
- 0050_.0C18_9210
- 00%0.0C18_9211
- 00%0_.0C1B8_ 9212
- 0050.0C1B8_9213
- 0050.0C1B8_9214
- 0050.0C18_9215
- 00%0_.0C1B_ 9216
- 0050.0C18_9217
- 00%0_0C1B_9218
<not set> 0090_0CAS_1350
{a]a] 152_168.595_2/724 0090_0CAS_1350

I I e R e e S S S e e R N N
|
|

Physicael Location: Intercity, Home City, Corporate Office, Wiring Closet

llustracion 47 Interfaces desactivadas S1
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S3

S3(config)#int range FastEthernet0/2, FastEthernet0/4-24
S3(config-if-range)#shut

Port Link VLAN IPF Rddress MAC Rddress

FastEthernetl/1 Up 40 - 0o0D0.59743 _DCOL1
FastEthernetl/2 Down 1 —-= 0o0D0.5743 _DCOZ
FastEthernetl/3 up - —-= 0oDa.59743 _DCO3
FastEthernetl/ 4 Down — 00D0_53743 _DCO4
FastEthernetl/5 Diown - 0o0D0_.9743 _DCOS
FastEthernetl/ /& Down —-= 0o0D0.5743 _DCOG
FastEthernetl/,7 Down —-= 0oDa_.59743 _DCOT
FastEthernetl/ 28 Down = 00D0_53743 _DCO8
FastEthernetl/39 Diown - 0oDa.9743 _DCOS

— 00D0_5743 _DCOR
- 00Do_5743 _DCOB
= 00D0_5743 _DCOC
= 0oD0_5743 _DCOD
— 00D0_5743 _DCOE
00D0_5743 _DCOF
= 00D0_5743 _DC10
— 0oDD_5743 _DC11
— 00D0_5743 _DC12
- 00D0_5743 _DC13
— 00D0_5743 _DC14
— 00DD_5743 _DC15
— 00D0_5743 _DCl16
- 00D0_5743 _DC17
— 00D0_5743 _DC18
<not set> O0ED_BFE7_.28cod
aa 192 . 168_93 _3/24 O0ED_BFB7T_8664

FastEthernetl,/10 Down
FastEthernetl,/11 Down
FastEthernetl/ 12 Down
FastEthernetl,/13 Diown
FastEthernetl,/14 Down
FastEthernetl/15 Down
FastEthernetl/1& Down
FastEthernetl/17 Diown
FastEthernetl/18 Down
FastEthernetl/15 Down
FastEthernetl/ 20 Down
FastEthernetl/21 Diown
FastEthernetl/22 Down
FastEthernetl/23 Down
FastEthernetl/ 24 Down
Vlanl Diown
Vlanzdd up
Hostname: 53

L R e R e e e e e e e S e e e N e =l e el
I
I

Phy3sical Location: Intercity., Home City., Corporate O0ffice, Wiring Closet
llustracion 48 Interfaces desactivadas S3

3.2.10 Implementar DHCP and NAT for IPv4

Para la implementacion del DHCP y Nat se siguen los siguientes pasos.

Name: ADMINISTRACION
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11
30 Domain-Name: ccna-unad.com

Establecer default gateway.

Name: MERCADEO
Configurar DHCP pool para VLAN| DNS-Server: 10.10.10.11

40 Domain-Name: ccna-unad.com
Establecer default gateway.

Tabla 5 DHCP VLAN

60



3.2.10.1 Configurar R1 como servidor DHCP para las VLANS 30 Y 40

Bogota>en

Bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#ip dhcp excluded-address 192.168.30.1
Bogota(config)#ip dhcp excluded-address 192.168.40.1
Bogota(config)#lp dhcp pool Administracion
Bogota(dhcp-config)#Network 192.168.30.0 255.255.255.0
Bogota(dhcp-config)#default-router 192.168.30.1
Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#ip domain-name ccna-unad.com
Bogota(config)#ip dhcp pool Mercadeo
Bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
Bogota(dhcp-config)#default-router 192.168.40.1
Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#ip domain-name ccna-unad.com
Bogota(config)#

3.2.10.2 Reservar las primeras 30 direcciones IP de las VLANS 30 Y 40 para
configuraciones estaticas.

Bogota(config)#Ip dhcp excluded-address 192.168.30.1 192.168.30.30
Bogota(config)#lp dhcp excluded-address 192.168.40.1 192.168.40.30

3.2.10.3 Configurar Nat en R2 para permitir que los host puedan salir a
Internet.

Miami

MIAMI>en
MIAMI#conf t

MIAMI(config)#ip nat pool ISP 209.165.200.225 209.165.200.228 netmask
255.255.255.248

MIAMI(config)#ip nat inside source list 1 pool ISP
MIAMI(config)#access-list 1 permit 192.168.30.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.40.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.4.0 0.0.3.255
MIAMI(config)#interface LoopbackO

MIAMI(config-if)#ip nat inside

MIAMI(config-if)#INT fO/0
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MIAMI(config-if)#ip nat outside
MIAMI(config-if)#int sO/0/0
MIAMI(config-if)#ip nat inside
MIAMI(config-if)#int sO/0/1
MIAMI(config-if)#ip nat inside

3.2.10.4 Configurar listas de acceso de tipo estandar para permitir o restringir
trafico desde R1 o R3 hacia R2.

MIAMI>en

MIAMI#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#access-list 1 permit 192.168.30.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.40.0 0.0.0.255
MIAMI(config)#ip nat pool ISP 209.165.200.225 209.165.200.228 netmask
255.255.255.248

MIAMI(config)#ip nat inside source list 1 pool ISP
MIAMI(config)#ip access-list standar Administracion
MIAMI(config-std-nacl)#permit host 172.31.21.1
MIAMI(config-std-nacl)#exit

MIAMI(config)#line vty 0 4

MIAMI(config-line)#access-class Administracion in
MIAMI(config-line)#

3.2.10.5 Configurar listas de acceso de tipo extendido para permitir o
restringir trafico desde R1 o R3 hacia R2.

MIAMI(config)#access-list 101 permit tcp any host 209.165.200.229 eq www
MIAMI(config)#access-list 101 permit icmp any any echo-reply
MIAMI(config)#int f0/0

MIAMI(config-if)#ip access-group 101 in

MIAMI(config-if)#int sO/0/0

MIAMI(config-if)#ip access-group 101 out

MIAMI(config-if)#int sO/0/1

MIAMI(config-if)#ip access-group 101 out

MIAMI(config-if)#int fO/1

MIAMI(config-if)#ip access-group 101 out

MIAMI(config-if)#
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3.2.10.6 Verificacion procesos de comunicacion y redireccionamiento de
trafico en los routers mediante ping y traceroute.

DHCP PC A

& PC-A | ———— = L0

Physical [ Config ] Desktop | Custom Interface
IP Configuration

IP Configuration

@ DHCP ) Static DHCP failed. APIPA is being used.
IP Address {169.254.194.154

! Subnet Mask {255.255,0.0

I Default Gateway fb.o.o.o

b DNS Server

IPv6 Configuration
(7) DHCP () Auto Config @ Static

1PvA Addreas ) /
llustracion 49 DHCP A ESCENARIO 2

DHCP PC C

QPC-C ! - e E@_

_

Conﬁg_] Desktop | Custom Interface

IP Configuration

IP Configuration
@ DHCP 7 Static DHCP failed. APIPA is being used.

‘ Physical

IP Address {169.254.7.51

Subnet Mask |255,255.0.0

DNS Server
IPv6 Configuration
~) DHCP (7 Auto Config @ Static
1Pv6 Address /
Link Local Address %EBO: :201:96FF:FE2C:733
IPv6 Gateway -
IPv6 DNS Server

Default Gateway |0.0.0.0 ‘

llustracion 50 DHCP C ESCENARIO 2
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PING BOGOTA

& Routerl

| e S
| Physical | Config | CLI

= =]

I0S Command Line Interface

Bogotarping l72.31.23.2

Bogotayping 132 .1658.4.1

ajujagugug

Bogotarping 1l72.31.21.2

Success rate iz 0 percent

Type escape sSeguence to abort.
Sending 5, 100-byte ICMPE Echos to 172.31.323.2, tin#nut is 2

Success rate is 100 percent (5/5), round-trip min/avg/max =

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 152 _1€8.4.1, timeout is 2

(9/5)

Type escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.21.Z, timecut is 2

Success rate is 100 percent (5/5), round-trip minfavg/max =
Bogotayping 20%.165.200.230

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209_165_200.230,

seconds:

5/7/14 ms

seconds:

seconds:

&/8/13 ma

timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 5/11/30 ms
Bogotar»

llustracion 51 PING BOGOTA

TRACEROUTE

Bogotartracerocute 2093 _1&65_Z00.230

Type escape sequence to abort.

Tracing the route to 209_.1&5_Z200_.230
1 172.31.21.2 11 msec 1 msec 1 msec

llustracion 52 TRACEROUTE BOGOTA

1 172.31.23.2
Buennshiresﬂ

Buenosbires»ping 17Z.31_23_2

Type escape Sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.31_23_2,

Buenoshiresr>tracerocute 172_.31_.23.2
Type escape sequence to abort.
Tracing the route to 172.31_.23_.2

timecut is

Success rate is 100 percent (5/5), round-trip min/avg/max

T maec 1l maec & mIec

llustracion 53 TRACEROUTE BUENOS AIRES
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MIEMI»ping 172.31.21.1

Type escape sSequence to abort.

Success rate is 100 percent (5/5), round-trip min/favg/max =
MIAMI»traceroute 172.31.21.1

Type escape sSeguence to abort.

Tracing the route to 172.31.21.1

1 172.31_21.1 7 maec 0 maec 1l maesc
MIZMI¥|

Sending 5, 100-byte ICMP Echos to 172.321.21_.1, timeout is 2 seconds:

1/6/11 ms

llustracion 54 PING Y TRACEROUTE MIAMI

)

209.165.200.230 = e
INTERNET PC

209.165.200.224/29

lo0 10.10.10.10/32
web server

172,31.21.0/30 172.31.23.0/30
BOGOTA S ;
BUENOS AIRES
ri Router3
192,168.99.3

192,168.99.2

VLAN 40

==
PC-A PC-C

llustracion 55 Conectividad escenario 2
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CONCLUSIONES

Con la utilizacion del ping para el rastreo y asi probar las rutas que se le
asignan a las topologias

Se maneja la configuracion de los servidores web, de correo electrénico, de
DHCP, de DNSy FTP

Con Packet Tracer se configura y verifica el direccionamiento IPv4 e IPv6

Con packet Tracer podemos simular la conexién de un cliente a un servidor
como fueron las actividades de un servidor de juegos, permitiendo la
conexion, él envio de archivos y envio de correo electrénico en un mismo
servidor.

La aplicacion de los temas vistos en nuestra vida laboral y productiva nos
puede abrir puertas a muchos proyectos.

La herramienta Packet Tracer es de inmensa ayuda ya que nos permite
enfrentarnos y solucionar problemas reales.
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RECOMENDACIONES

Seguir con los estudios referentes a redes y completar los demas cursos de Cisco
con el fin de avanzar a un nivel superior académica y profesionalmente.
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