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INTRODUCCION

El presente trabajo hace referencia al examen practico correspondiente al curso
DIPLOMADO DE PROFUNDIZACION CISCO (DISENO E IMPLEMENTACION DE
SOLUCIONES INTEGRADAS LAN / WAN), el cual solicita implementar dos (2)
escenarios practicos aplicando los conocimientos aprendidos durante el desarrollo
de dicho curso antes mencionado.

La actividad es desarrollada por medio del software Packet Tracer, alli se evidencia
la simulacion de la red de los escenarios planteados con su respectiva solucion.
Aplicando conceptos basicos de enrutamiento estatico, enrutamiento dinamico,
listas de acceso, Vlan, NAT, DHCP, entre otros
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ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

TOPOLOGIA DE RED

FETPAT
MEDELLINZ}" m’*f;_n A=
172268/ W20.200/0 2 1204/0 '

BOGOTA => 1222900/

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar el
encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN
y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

Desarrollo

Como trabajo inicial se debe realizar lo siguiente.
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* Realizar las rutinas de diagndstico y dejar los equipos listos para su configuracion
(asignar nombres de equipos, asignar claves de seguridad, etc).

* Realizar la conexion fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Parte 1: Configuracién del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare
la red principal, desactive la sumarizacion automatica.

ISP

Router#config t

Router(config)#host ISP

ISP(config)#int s0/0/0

ISP(config-ify#des Conexin a Medellin 1

ISP (config-if)#ip add 209.17.220.1 255.255.255.252
ISP (config-if)#cloc rate 128000

ISP (config-if)y#no shu
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ISP (config-if)#exi

ISP(config)#int s0/0/1

ISP(config-if)y#des Conexion a Bogota 1
ISP(config-if)#ip add 209.17.220.5 255.255.255.252
ISP(config-if)#cloc rate 128000

ISP (config-if)y#no shu

Medellin 1

Router>ena

Router#conf t

Router(config)#host Medellinl

Medellin1(config)#int s0/0/0

Medellin1(config-if)#des Conexion a ISP
Medellin1(config-if)#ip address 209.17.220.2 255.255.255.252
Medellin1(config-if)#no shu

Medellin1(config-if)#exi

Medellinl#conf t

Medellin1(config)#int s0/0/1

Medellin1(config-if)#des Conexion a Medellin 3
Medellin1(config-if)#ip address 172.29.6.13 255.255.255.252
Medellin1(config-ify#no shu

Medellin1(config-if)#exi

Medellin1(config)#int sO/1/1

Medellin1(config-if)#des Conexion a Medellin 3
Medellin1(config-if)#ip address 172.29.6.9 255.255.255.252
Medellin1(config-if)#cloc rat 128000
Medellin1(config-ify#¥des Conexion a Medellin 2
Medellin1(config-if)#ip address 172.29.6.1 255.255.255.252

Mind Wide Open”
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Medellin1(config-ify#no shu

Medellin1(config-if)#exi

Medellin1(config)#int s0/1/0

Medellin1(config-if)#des Conexion a Medellin 3
Medellin1(config-if)#ip address 172.29.6.9 255.255.255.252
Medellin1(config-ify#no shu

Medellin1(config-if)#exi

Medellin 2

Router(config)#host Medellin2

Medellin2(config)#int s0/0/0

Medellin2(config-if)#ip address 172.29.6.2 255.255.255.252
Medellin2(config-if)#no shu

Medellin2(config-if)#

Medellin2(config-if)#exi

Medellin2(config)#

Medellin2(config)#int s0/0/1

Medellin2(config-if)#desc Conexion a Medellin 3
Medellin2(config-if)#exi

Medellin2(config)#int s0/0/0

Medellin2(config-ify#desc Conexion a Medellin 1
Medellin2(config-if)#exi

Medellin2(config)#int sO/0/1

Medellin2(config-if)#ip address 172.29.6.5 255.255.255.252
Medellin2(config-if)#cloc rate 128000
Medellin2(config-if}#no shu

Medellin2(config-if)#exi

Medellin2(config)#int g0/0
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Medellin2(config-if)#des Conexion a PC
Medellin2(config-if)#ip address 172.29.4.1 255.255.255.128
Medellin2(config-if)#no shu

Medellin 3

Router>ena

Router#conf t

Router(config)#host Medellin3

Medellin3(config)#int s0/0/0

Medellin3(config-if)#desc Conexion a Medellin 1
Medellin3(config-if)#ip address 172.29.6.14 255.255.255.252
Medellin3(config-if)#cloc rate 128000
Medellin3(config-if)#no shu

Medellin3(config-if)#

Medellin3(config-if)#exi

Medellin3(config)#int s0/0/1

Medellin3(config-if)#desc Conexion a Medellin 1
Medellin3(config-if)#ip address 172.29.6.10 255.255.255.252
Medellin3(config-if)#cloc rate 128000
Medellin3(config-ify#no shu

Medellin3(config-if)#

Medellin3(config-if)#exi

Medellin3(config)#int s0/1/0

Medellin3(config-if)#desc Conexion a Medellin 2
Medellin3(config-if)#ip address 172.29.6.6 255.255.255.252
Medellin3(config-if}#no shu

Medellin3(config)#

Medellin3(config)#int g0/0

Mind Wide Open”
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Medellin3(config-ify#desc Conexion a PC
Medellin3(config-if)#ip add 172.29.4.130 255.255.255.128
Medellin3(config-if)#no shu

Bogota 1

Router>ena

Router#conf t

Router(config)#host Bogotal

Bogotal(config)#int sO/0/0

Bogotal(config-ifyj#desc Conexion a ISP
Bogotal(config-if)#ip address 209.17.220.6 255.255.255.252
Bogotal(config-if)y#no shu

Bogotal(config-if)#exi

Bogotal(config)#

Bogotal(config)#int s0/0/1

Bogotal(config-ifyj#desc Conexion a Bogota 2
Bogotal(config-if)#ip address 172.29.3.1 255.255.255.252
Bogotal(config-if)#cloc rate 128000

Bogotal(config-if)#no shu

Bogotal(config-if)#

Bogotal(config-if)#exi

Bogotal(config)#int s0/1/0

Bogotal(config-if)#desc Conexion a Bogota 2
Bogotal(config-if)#ip address 172.29.3.5 255.255.255.252
Bogotal(config-if)#cloc rate 128000

Bogotal(config-if)#no shu

Bogotal(config-if)#

Bogotal(config-if)#
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Bogotal(config-if)#

Bogotal(config-if)#exi

Bogotal(config)#int sO/1/1

Bogotal(config-ifj#desc Conexion a Bogota 3
Bogotal(config-if)#ip address 172.29.3.9 255.255.255.252
Bogotal(config-if)y#no shu

Bogota 3

Router>ena

Router#conf t

Router(config)#host Bogota3

Bogota3(config)#int s0/0/0

Bogota3(config-if)#desc conexion a Bogota 1
Bogota3(config-if)#ip address 172.29.3.10 255.255.255.252
Bogota3(config-if)#cloc rate 128000
Bogota3(config-if)y#no shu

Bogota3(config-if)#

Bogota3(config-if)#exi

Bogota3(config)#int sO/0/1

Bogota3(config-ify#desc conexion a Bogota 2
Bogota3(config-if)#ip address 172.29.3.14 255.255.255.252
Bogota3(config-if)#no shu

Bogota3(config-if)#exi

Bogota3(config)#int g0/0

Bogota3(config-if)#desc Conexion a PC
Bogota3(config-if)#ip address 172.29.1.1 255.255.255.0
Bogota3(config-if)#no shu

Bogota3(config-if)#

10
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Medellin 1

Medellin1(config)#rout rip
Medellin1(config-router)#ver 2
Medellin1(config-router)#network 172.29.0.0

Medellin1(config-router)#no auto-summary

MHedellinlg sh ip rou con

c 172.29.6.0/30 is directly connected, Serialdf1l/1
c 172.29.6.8/30 is directly connected, Serialdfs1l/0
c 172.259.6.12/30 is directly connected, Serial0/0/1
c 20%8_17_220.0/30 is directly connected, Seriald/os0

Medellinlg

Medellin 2

Medellin2(config)#rou rip
Medellin2(config-router)#ver 2
Medellin2(config-router)#network 172.29.0.0
Medellin2(config-router)#no auto-summary

HedellinZ2gsh ip rout con

c 172.25%.4_.0/725 is directly connected, GigabitEthernetl/sO
c 172.2%.6.0/30 is directly connected, Seriald,/0/ 0

c 172.2%.6.4/30 is directly connected, Seriald /0,1

Hedellinig

Medellin 3

Medellin3(config)#rou rip
Medellin3(config-router)#ver 2
Medellin3(config-router)#network 172.29.0.0

Medellin3(config-router)#no auto-summary

11
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Medellin3gsh ip rou con

c 172.25.4_.128/25 is directly connected, FigabitEthernetld/0
c 172.25%.6.4/30 is directly connected, Seriald/1l/0

C 172_.25%.6.8/30 is directly connected, Seriald/ 071

C 172.25.6.12/30 is directly connected, Serialld/0/0

Hedellinig

Bogota 1

Bogotal(config)#rout rip
Bogotal(config-router)#ver 2
Bogotal(config-router)#network 172.29.0.0

Bogotal(config-router)#no auto-summary

Bogotal#sh ip rou con

c 172.25%.32.0/30 is directly connected, Seriald/0/1
C 172.25.32.4/30 is directly connected, Seriald/1/0
C 172_.25%.3_.8/30 is directly connected, Serialds1/1
c 205%_17.220.4/30 is directly connected, Serial0y/0/0

Engntalﬂ

Bogota 3

Bogota3(config)#rout rip
Bogota3(config-router)#ver 2
Bogota3(config-router)#network 172.29.0.0

Bogota3(config-router)#no auto-summary

Bogota3f#sh ip rou con

c 172.25.1.0/24 is directly connected, GigabitEthernetd/0
c 172.25_.3.8/30 is directly connected, Seriald/0/0

c 172.25_.2.12/30 is directly connected, Seriald/0/1

BDthaSﬂ

b. Los routers Bogotal y Medellin deberan afiadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de
las publicaciones de RIP.

Medellin 1

12
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Medellin1#conf t
Medellin1(config)#Ip route 0.0.0.0 0.0.0.0 209.17.220.1
Medellin1(config)#route rip

Medellin1(config-router)#default-information originate

Medellinlfsh ip route
Codes: L — loecal, C — connected, 5 - static, B - RIP, M — mokile, B - BGP
L — EIGRP, EX - EIGRP extermnal, O - O5PF, IAL - O5PF inter area
N1l - O5PF NS55L external type 1, N2 - OS5PF NS55A external type 2
El - 0OS5PF extermnal type 1, EZ2 — O5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 lewvel-2, ia - I5-IS5 inter area
* — rcandidate default, U - per—-user static route, o — QDR
P - pericdic downloaded static route

Fateway of last resort is 209%.17.220.1 to network 0.0.0.0

172.25%.0.0/1€ is wariably subnetted, 5% subnets, 3 masks
=] 172.2%.4.0/25 [120/1] wia 172.25%.6.2, 00:00:23, Seriald/sl/S1
B 172.2%.4.128/725 [120/1] wia 172.2%.%6.14, 00:00:24, Seriald/s0/1
[120/1] wia 172.25%_.€.10, 00:00:24, Serialdys1l/s0
c 172.2%.6.0/30 is directly connected, Serial0/1l/1
172.2%.€.1/32 is directly connected, Seriall/1/1
172.2%.6.4/30 [120/1] wia 172.2%.€.2, 00:00:Z3, Serialdys1l/s1
[120/1] wia 172.25.6.14, 00:00:24, Serialdys0/1
[120/1] wia 172.25%.€.10, 00:00:24, Seriald/1ls0
172.2%_.€.8/30 is directly connected, Seriall/1/0
172.2%_.6.9%/32 is directly connected, Serial0ys1/0
172.2%.6.12/30 is directly connected, herialﬂfﬂfl
172.25%.6.13/32 is directly connected, Seriald/0/1
20%_.17.220.0/24 is wariably subnetted, 2 subnets, 2 masks
209_17_.220.0/30 is directly connected, Seriald/o/0
L 20917 .220.2/32 is directly connected, Seriald/o/0
g% o.0.0.0/0 [1/70] +wia 205.17.220.1

L=

[y I ]

[y

Medellinlg sh ip rou con

c 172.25%.6.0/30 is directly connected, Seriald/1l/1
c 172.25.€.8/30 is directly connected, Seriald/sS1ls 0
c 172.2%.6.12/30 1is directly connected, Seriald/0/1
c 20%.17.220.0/30 is directly connected, Seriald/0/0

Bogota 1
Bogotal(config)#Ip route 0.0.0.0 0.0.0.0 209.17.220.5
Bogotal(config)#rou rip

Bogotal(config-router)#default-information originate

13
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Bogotalgsh ip rou
Codes: L - local, © - connected, 5 - static, R - RIF, M - mobile, B - BGP
I — EIGEP, EX - EIGRP extermnal, © — 0O5PF, IL — O5PF inter area
N1l - O5PF NS55L extermnal type 1, N2 — O5PF NS55L extermnal type 2
El - 0O5PF external type 1, E2 - OS5PF external type 2, E - EGP
i - I5-I5, L1 - IS5-I5 lewel-1l, LZ — I5-I5 lewel-2, ia — I5-I5 inter area
¥ — candidate default, U - per-user static route, o — ODR
P - periodic downloaded static route

Fateway of last resort is 209.17_.220.5 to network 0.0.0.0

172.25%.0.0/1l¢c is wariably subnetted, % subnets, 3 masks

=] 172.25.0.0/24 [120/1] wia 172.25%.3.2, 00:00:23, Seriald/o/1
[120/1] wia 172.2%.3.6, 00:00:23, Seriald/s1l/s0

B 172.25%.1.0/24 [120/1] wia 172.2%.3.10, 00:00:15, Seriald/s1ls1

C 172.2%.3.0/30 is directly connected, Seriald/s0/1

L 172.2%.3_.1/32 is directly connected, Serialds0/1

[ 172.2%.3.4/30 is directly connected, Seriall/1/0

L 172.2%.3.5/32 is directly connected, Seriall/ /1,0

c 172.2%.3_.8/30 is directly connected, Serialds1/1

L 172.2%.3_.9/32 is directly connected, Serialids1/1

B 172.25.3.12/30 [120/1] wia 172.2%.3.2, 00:00:23, Seriald/s0s1
[120/1] wia 172.25%_.2.€, 00:00:23, Seriald/s1/0
[120/1] wia 172.25%_.32.10, 00:00:15, Seriall/ /1l/1

20%.17.220.0/24 is wariably subnetted, 2 subnets, 2 masks
c 209_17_220.4/30 is directly connected, Seriald/as0
L 209_17_.220_.6/32 is directly connected, Seriald/as0

S 0.0.0.0/0 [1lF0] wia 205.17.220.5

c. El router ISP debera tener una ruta estatica dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.

ISP

ISP#conf t

ISP(config)#lp route 172.29.4.0 255.255.255.0209.17.220.2
ISP(config)#lp route 172.29.0.0 255.255.255.0209.17.220.6
ISP(config)#exi

14
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ISP#sh ip rou
Codes: L - local, © - connected, 5 — static, B — RIP, M - mokile, B - BGEP
D - EIGRP, EX - EIGRP external, ¢ — O5PF, I& - O5PF inter area
N1 - OQ5PF N55L external type 1, N2 — O5PF MN55R extermal type 2
El - O5PF extermnal type 1, E2 — 0O5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewel-l, L2 - I5-I5 lewel-2, ia — I5-I5 inter area
¥ — pandidate default, U - per—user static route, o - QDR
P - periodic downloaded static route

Fateway of last resort is not set

172.2%.0.0/16 is wariably subnetted, 3 subnets, 2 masks

5 172.25.0.0/24 [1/0] wia 2059.17.220.&

5 172.2%9.4_0/22 is directly connected, Serialdys0/0

5 172.25%.4.0/24 [1/0] wia 205_.17.220.2

209_17_.220.0/24 is wariably subnetted, 4 subnets, 2 masks

c 20%_.17.220.0/30 is directly connected, Seriald/ 070

L 20%_.17_.220.1/32 is directly connected, Seriald/0/0

c 20%_17_.220.4/30 is directly connected, Seriald/0/1

L 205.17.220.5/32 is directly connected, Serialld/0/1

Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las
redes y sus rutas.

15
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# |5p

Phy=ical Config CLI Attributes
]

0% Command Line Interface

— |

Pt

Tacsword:
IS5P#sh ip rou

BEE

5 172.25%.0.0/24 [1/0] wia 205.17.220_.¢
5 172.2%.4_.0/22 is directly connected, Seriald/sos0
5 172.259.4.0/24 [1/0] wia 20%.17.220.2

c 209_.17_.220.0/30 is directly connected, Seriald/ 070
L 209_.17_.220.1/32 is directly connected, Seriald/ 070
c 209_17_.220.4/30 is directly connected, Seriald/0/1
L 2059_.17.220.5/32 is directly connected, Seriald/0/1
ISFg

Codes: L - local, © - connected, 5 — static, B - BRIP, M — mobkile, B -

I - EIGRP, EX - EIGRP external, 0 — O5PF, IR - O5PF inter area
N1l - O5PF N55L external type 1, M2 — O5PF MS55R external type 2
El - O5PF extermal type 1, EZ2 - O5PF external type 2, E — EGP

i - I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 lewel-Z, ia - IS-IS
inter area
¥ — rcandidate default, U - per-user static route, o — 0DR
P - periodic downloaded static route
Fateway of last resort is not set
172.25.0.0/16 is wariably subnetted, 3 subnets, 2 masks

20%.17.220.0/24 is wariably subnetted, 4 subnets, 2 masks

Cirl+Fé& to exit CLI focus

L] Top

Copy

Paste

16
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¥ Medellin 1 O x
Physical Config CLI Attributes
—
105 Command Line Interface
"
Medellinlg sh ip rou con
[ 172.25%_€.0/30 is directly connected, Seriall/1/1
c 172.25.6.8/30 is directly connected, Seriald/1/0
[ 172 .29 _&_12730 is directly connected, Seriall/0/1
[ 205.17.220.0/30 is directly connected, Seriald/0/0
Medellinlg
Medellinlgsh ip rou
Codes: L - local, C — connected, 5 - static, B - RIP, M - mobile, B - BGPF
D — EIGRP, EX - EIGRF extermnal, O - O5PF, I& - O5PF inter area
N1 - OS5PF N55L external type 1, W2 - OS5PF NS5L external type 2
El - O5PF external type 1, EZ2 - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-IS5 lewel-1l, LZ - I5-IS lewel-2, ia - I5-IS5 inter area
* — rcandidate default, U - per—user static route, o — QDR
P - periodic downloaded static route
Gateway of last resort is 2Z05.17.220.1 to metwork 0.0.0.0
172.259.0.0/1¢ is wariably subnetted, % subnets, 32 masks
=] 172_.25_4_0/25 [120/1] wia 172_.25%_.€.2, 00:00:128, Seriald/1/1
=) 172.25.4.128/25 [120/1] wvwia 172.2%.c.14, 00:00:11, Seriald/0/1
[120/1]1 wia 172.29.6.10, 00:00:11, Seriald/s1/0
[ 172.25.€.0/30 is directly connected, Serial0/l/1
L 172.25%.6.1/32 is directly connected, Seriall/l/1
=3 172_25_&6_4/30 [120/1] wia 172_.2%.&.2, 00:00:18, Seriald/1/1
[120/1] wia 172.25.€.14, 00:00:11, Serialdso/1
[120/1]1 wia 172.25.€.10, 00:00:11, Serialds1/0
[ 172_25_.6_.8/30 is directly connected, Serial0/1l/0
L 172.259_.€.9/32 is directly connected, Seriald/1/0
[ 172.29_.€.12/30 is directly connected, Seriald/0/1
L 172.25_.€.13/32 is directly connected, Seriald/ 0/ 1
20%.17.220.0/24 is wvariably subnetted, 2 subnets, 2 masks
[ 2059.17_.220.0/30 is directly connected, Seriald/0/0
L 205.17.220.2/32 is directly connected, Seriald/0/0
5% 0.0.0.0/0 [1/0] wia 205.17.220.1
Medellinlg d
Ctri+F& to exit CLI focus Copy Paste
C Top
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B Medellin 2 - O X
Physical Config CLI Attributes
—
|05 Command Line Interface

= ElLRF, Ea - ElIRHEF exXternal, W — WoPFl, 14 — UoFF 1NTEr area

N1l - O5PF N55L external type 1, M2 — O5PF MS55R external type 2

El - O5PF extermal type 1, EZ2 - O5PF external type 2, E — EGP

i - I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 lewel-Z, ia - IS-IS
inter area

¥ — rcandidate default, U - per-user static route, o — 0DR

P - periodic downloaded static route
Gateway of last resort is 172.2%.6.1 to metwork 0.0.0.0

172.25.0.0/16 is wariably subnetted, 9 subnets, 3 masks
c 172.2%.4_.0/25 is directly connected, GigabitEtherneti/0
L 172.2%.4.1/32 is directly connected, GigabitEthernetd/0
=) 172.2%9.4.128/725 [120/1] wia 172.29_.€.6, 00:00:25, Serialdys0[1
c 172.2%_.6€.0/30 is directly connected, Seriald/0/0
L 172.2%.6.2/32 is directly connected, Seriald/os0
c 172.2%.6.4/30 is directly connected, Seriald/o/1
L 172.2%_.6.5/32 is directly connected, Seriald/0/1
=) 172.2%.6.8/30 [120/1] wia 172.25%.&.1, 00:00:10, Serialdy/0/0
[120/1] wia 172.2%.6.6, 00:00:25, Seriall 0,71
=] 172.2%.6.12/30 [120/1] wia 172.2%.€.1, 00:00:10, Serial0ys0/0
[120/1] wia 172.25%_.6.€, 00:00:25, Seriald /0,1
B* o.0.0.0/0 [120/1] wia 172.25%.&.1, 00:00:10, Seriald/0 /0
HedellinZg v
Cirl+Fé& to exit CLI focus Copy Paste
[ Top
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® Medellin 3 — O X
Physical Config CLI Attributes
—
|05 Command Line Interface
ET - USPF external type I, EZ - OSPF external type 2, E - EGF
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-I5 lewvel-2, ia - I5-IS
inter area
¥ — randidate default, U - per-user static route, o — ODR
P - periodic downloaded static route
GFateway of last resort is 172.25%.&6.13 to network 0.0.0.0
172.25%.0.0/16 is wvariably subnetted, 10 subnets, 3 masks
=] 172.25.4.0/25 [120/1] wia 172.25%_.€.5, 00:00:17, Seriald/1/0
c 172.2%_.4.128/25 is directly connected, GigabitEthernet0/0
L 172.2%.4.130/32 is directly connected, GigabitEthernet0/0
B 172.259.€.0,/30 [120/1] wia 172.25%_.6.13, 00:00:22, Serialds0/0
[120/1] wia 172.25.€.5, 00:00:17, Seriald/1/0
[120/1] wia 172.25%.€.%, 00:00:22, Seriald/0/1
c 172.2%.6.4/30 is directly connected, Seriald/1l/0
L 172.2%.6.6/32 is directly connected, Seriald/1l/0
c 172.2%.€.8/30 is directly connected, Seriald/o0/1
L 172.2%_.€.10/32 is directly connected, Serial(/0/1
c 172.2%_.6.12730 is directly connected, Serial0y/0/0
L 172.2%.6.14/32 is directly connected, Serial0/0/0
B* 0.0.0.0/0 [120/1] wia 172.25.€.13, 00:00:22, Serial0/ 070
[120/1] wia 172.25%.€.%, 00:00:22, Seriald/0/1
Hedellin3g v
Cirl+Fé& to exit CLI focus Copy Paste
L] mop
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® Bogota 1 - O >
Phy=ical Config CLI Attributes
—
|05 Command Line Interface
inter area
¥ — randidate default, U - per-user static route, o — ODR
P - periodic downloaded static route
GFateway of last resort is 205.17.220.5 to mnetwork 0.0.0.0
172.25%.0.0/16 is wvariably subnetted, 9 subnets, 3 masks
=) 172.2%.0.0,/24 [120/1] wia 172.25.3.Z, 00:00:15, Serialdy/0/1
[120/1] wia 172.2%.3.6, 00:00:15, Seriall/S1s0

=) 172.2%.1.0/24 [120/1] wia 172.25%_.3.10, 00:00:17, Serialdys1/s1
c 172.2%.3.0/30 is directly connected, Seriald/o/1
L 172.2%.3.1/32 is directly connected, Seriald/o0/1
c 172.2%.3.4/30 is directly connected, Seriald/1l/ 0
L 172.2%.3.5/32 is directly connected, Seriald/1l/0
c 172.2%_.3_.8/30 is directly connected, Seriald/1/1
L 172.2%.3.9/32 is directly connected, Seriald/1l/1
=) 172.2%.3.12/30 [120/1] wia 172.25%.3.2, 00:00:15, SerialdysO0/1

[120/1] wia 172.2%_3.¢6, 00:00:15, Serialds1,/0

[120/1] wia 172.25%_.3.10, 00:00:17, Serialds/1l/1

209.17.220.0/24 is wariably subnetted, 2 subnets, 2 masks
c 2059.17.220.4/30 is directly connected, Seriald/0/0
L 209_.17_.220.6/32 is directly connected, Seriald/ 070
S* 0.0.0.0/50 [1/0] wia 20%.17.220.5
Bogotald W
Cirl+Fé& to exit CLI focus Copy Paste
L] mop
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® Bogota 2 - O >
Phy=ical Config CLI Attributes
—
|05 Command Line Interface
ET - USPF external type I, EZ - OSPF external type 2, E - EGF
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-I5 lewel-Z, ia - IS5-IS
inter area
¥ — randidate default, U - per-user static route, o — ODR
P - periodic downloaded static route
Gateway of last resort is 172.25%.3.1 to metwork 0.0.0.0
172.25%.0.0/16 is wvariably subnetted, 10 subnets, 3 masks
c 172.2%.0.0/24 is directly connected, GigabitEthernetd/0
L 172.2%.0.1/32 is directly connected, GigabitEthernetid/0
=) 172.2%.1.0/24 [120/1] wia 172.25%_.3.14, 00:00:12, Serialdys1ys0
c 172.2%.3.0/30 is directly connected, Seriald/as0
L 172.2%_.3.2/32 is directly connected, Seriald/o/0
c 172.2%.3.4/30 is directly connected, Seriald/0/1
L 172.2%_.3.6/32 is directly connected, Seriald/o/1
=] 172.2%.3.8/30 [120/1] wia 172.29%.3_.1, 00:00:13, Serial0ys0/0
[120/1] wia 172.2%.3.5, 00:00:13, Seriall /0,71
[120/1] wia 172.2%.3.14, 00:00:12, Serialld/S1/0
c 172.2%_.3.12730 is directly connected, Serial(/1l/0
L 172.2%.3.13/32 is directly connected, Serial(/1l/0
B* 0.0.0.0/0 [120/1] wia 172.25.3.1, 00:00:13, Seriald/s/0/0
[120/1] wia 172.25%_3.5, 00:00:13, Seriald 0,1
Bogota2g v
Cirl+Fé& to exit CLI focus Copy Paste
L] mop
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Mind Wide Open”

¥ Bogotal — O ot
Physical Config CLI Attributes
—
|05 Command Line Interface

= ElLRF, Ea - EIREF exXternal, o — WoPFPF, 14 — UoFPF 1nter area

N1l - O5PF N55L external type 1, M2 — O5PF MS55R external type 2

El - O5PF extermal type 1, EZ2 - O5PF external type 2, E — EGP

i - I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 lewel-Z, ia - IS-IS
inter area

¥ — rcandidate default, U - per-user static route, o — 0DR

P - periodic downloaded static route
Gateway of last resort is 172.25%.3.5% to nmetwork 0.0.0.0

172.25.0.0/16 is wariably subnetted, 9 subnets, 3 masks
=) 172.2%.0.0/24 [120/1] wia 172.25%_.3.13, 00:00:22, Serialdysor1
c 172.2%.1.0/24 is directly connected, GigabitEthernetd/0
L 172.2%.1.1/32 is directly connected, GigabitEthernetd/0
=) 172.2%.3.0/30 [120/1] wia 172.25.3.5%, 00:00:2&, Serialdy;0/0
[120/1] wia 172.2%.3.13, 00:00:22, Serialds0/1
=] 172.2%.3.4/30 [120/1] wia 172.29.3.5%, 00:00:2€, Serial0ys0/0
[120/1] wia 172.2%.3.13, 00:00:22, Seriald,/0,/1
c 172.2%_.3.8/30 is directly connected, Seriald/0/0
L 172.2%.3.10/32 is directly connected, Serial0y/0/0
c 172.2%.3.12/730 is directly connected, Serial0/0/1
L 172.2%.3.14/32 is directly connected, Serial0/0/1
B* o.0.0.0/0 [120/1] wia 172.25.3.%, 00:00:2&, Seriald/ S0 0
Bogotaid v
Cirl+Fé& to exit CLI focus Copy Paste
[ Top

b. Verificar el balanceo de carga que presentan los routers.

c. Obsérvese en los routers Bogota1l y Medellin1 cierta similitud por su ubicacion,
por tener dos enlaces de conexidén hacia otro router y por la ruta por defecto que

manejan.

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes
para el caso de la ruta por defecto.

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente

conectadas.
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Parte 3: Deshabilitar la propagacion del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0;
SERIALO/1/1

Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1;
SERIAL0/1/0

Medellin1 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/1

Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

ISP No lo requiere

Parte 4: Verificacién del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los routers,
como el passive interface para la conexion hacia el ISP, la versién de RIP y las
interfaces que participan de la publicacion entre otros datos.

Passive interface: Una interface pasiva lo que hace es que no envia ningun tipo de
paquete, ni hellos ni cualquier otro tipo de paquetes. Es decir que por esas interfaces
no podremos tener neighbors o vecinos, pero si anunciara las redes de dichas
interfaces.

Rip version 2: Soporta subredes, CIDR y VLSM. Soporta autenticacién utilizando
uno de los siguientes mecanismos: no autentificacion, autentificacion mediante
contrasena, autentificacion mediante contrasefa codificada

b. Verificar y documentar la base de datos de RIP de cada router, donde se informa
de manera detallada de todas las rutas hacia cada red.
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# Medellin 1 O X
Phy=ical Config CLI Attributes
—
105 Command Line Interface
A
Beoceso no autorizado
User Access Verification
Password:
Medellinl>ena
Password:
Medellinlgsh ip rou con
c 172.25%.6.0,/30 is directly connected, Seriald/1l/1
c 172_.25%.6.8/30 is directly connected, Seriald/1l/0
c 172_.2%.6.12/30 is directly connected, Serial0ys0/1
c 20%9.17.220.0/30 is directly connected, Seriald/0/0
Medellinl$g W
Cirl+Fé& to exit CLI focus Copy Paste
L] Top
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# Medellin 2 - O X
Phy=ical Config CLI Attributes
—
105 Command Line Interface
~
Booeso no autorizado
User Access Verification
Password:
MedellinZ2>=ena
Password:
MedellinZfsh ip rou con
c 172.25%.4_0/25 1is directly connected, GigabitEthermnetd/0
c 172.2%.6.0,/30 is directly connected, Seriald/as0
c 172.2%.6.4/30 1is directly connected, Seriald/0/1
Medellin2g W
Cirl+Fé& to exit CLI focus Copy Paste
L] Top
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[ Medellin 3 - O X
Phy=ical Config CLI Attributes
—
|05 Command Line Interface
A
Booeso no autorizado
User Access Verification
Password:
Medellin3>ena
FPassword:
Medellin3gsh ip rou con
c 172.25.4_128/25 is directly connected, GigabitEthernet0/0
c 172.25%.6.4/30 is directly connected, Seriald/1l/0
c 172_.2%.6_.8/30 is directly connected, Seriald/ 0/1
c 172.2%.6.12/30 is directly connected, Serial0/0/0
Medellin3g W
Cirl+Fé& to exit CLI focus Copy Paste
L] mop
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# Bogota 1 - O pd
Physical Config CLI Attributes
105 Command Line Interface
172.25%_.0.0/16 is wariably subnetted, % subnets, 3 masks ™
=) 172.25%.0.0/24 [120/1] wia 172.25%.3_.2, 00:00:10, Serial0/ 0,1
[120/1] wia 172.25%.3.6€, 00:00:10, Serial0/s1l,0

=] 172.25%.1.0/24 [120/1] wia 172.25%.3.10, 00:00:02, Serialiys1lys1

c 172.25.3.0/30 is directly connected, Seriald/0/1

L 172.25.3.1/32 is directly connected, Seriald/0/1

c 172.25.3.4/30 is directly connected, Seriald/1/0

L 172.25%_.3.5/32 is directly connected, Seriald/1/0

c 172.25.3.8/30 is directly connected, Seriald/ l/1

L 172.25%.3.5/32 is directly connected, Seriald/1l/1

=) 172.25%.3.12/730 [120/1] wia 172.2%_3.2, 00:00:10, Serialdys0/ 1

[120/1] wia 172.25%.3.6, 00:00:10, Serialds1l/0
[L20/1] wia 172.25.3.10, 00:00:02, Serial0/l/1
205.17.220.0/24 is wvariably subnetted, 2 subnets, 2 masks

c 205.17.220.4/30 is directly connected, Seriald/0/0

L 205.17_220.6/32 is directly connected, Seriald/0/0

5 0.0.0.0/0 [1/70]1 wia 205.17.220.5

Bogotalfsh ip rou con

c 172.25.3.0/30 is directly connected, Seriald/0/1

c 172.25.3.4/30 is directly connected, Seriald/1/0

c 172.25.3.8/30 is directly connected, Serialld/ 1,1

c 205_.17_.220.4/30 is directly connected, Serial0y/0/0

Bogotalg hd
Cirl+F& to exit CLI focus Copy Paste

[ Top
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® Bogota 2 O >
Phy=ical Config CLI Attributes
—
|05 Command Line Interface
A
Booeso no autorizado
User Access Verification
Password:
Bogota2=ena
FPassword:
BogotaZish ip rou con
c 172.25.0.0/24 is directly connected, GigabitEthermetd/0
c 172.25%.3.0/30 is directly connected, Seriald/ 0 0
c 172.25%.3_.4/30 is directly connected, Seriald/0/1
c 172.25%.3_.12/30 is directly connected, Serial0/1/0
Bogotal2$ W
Cirl+Fé& to exit CLI focus Copy Paste
L] mop
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¥ Bogotal

Phy=ical Config

CLI
—

Attributes

0% Command Line Interface

a

Pt

Password:

Bogotaizena
Password:
Bogotaligsh ip
C 17z2.25.1.
C 172.25_3.
C 172.25_3.

Bogotalf.

Booeso no autorizado

User Access Verification

rou Comn

0/24
2720
12,30

is directly connected, GigabitEthernet0/0

is directly connected, Seriald/0/0
is directly connected, Seriald/ 071

L] Top

Cirl+Fé& to exit CLI focus

Copy

Paste

Parte 5: Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellin1 con ISP sea configurado

con autenticacion
ISP
ISP#conf t

PAT.

ISP(config)#username Medellinl pass cisco
ISP(config)#int sO/0/0

ISP(config-if)#encapsulation ppp
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ISP (config-if)#ppp authentication pap
ISP(config-if)#ppp pap sent-username ISP password cisco
ISP(config-if)#end

Medellin 1

Medellinl#conf t

Medellin1(config)#userna Medellinl
Medellin1(config)#userna ISP pass cisco
Medellin1(config)#int s0/0/0

Medellin1(config-if)#enca ppp
Medellin1(config-if)#ppp aut pap
Medellin1(config-ify#ppp pap sent-user ISP pass cisco

b. El enlace Bogota1 con ISP se debe configurar con autenticacion CHAT.

Bogota 1

Bogotal#conf t
Bogotal(config)#usern ISP pass cisco
Bogotal(config)#int s0/0/0
Bogotal(config-if)#enc ppp
Bogotal(config-if)#ppp aut chap

ISP

ISP#conf t

ISP(config)#usern Bogotal pass cisco
ISP(config)#int s0/0/0
ISP(config-if)#enc ppp
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ISP (config-if)#ppp aut chap

Parte 6: Configuracion de PAT.

Medellin 1

Medellin1(config)#ip nat ins so lis 1 int sO/0/0 over
Medellin1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
Medellin1(config)#int s0/0/0
Medellin1(config-if)#ip nat outside
Medellin1(config-if)#int sO/0/1
Medellin1(config-if)#ip nat ins
Medellin1(config-if)#int s0/1/1
Medellin1(config-if)#ip nat in
Medellin1(config-if)#int sO/1/0
Medellin1(config-if)#ip nat ins
Medellin1(config-if)#

Bogota 1

Bogotal(config)#ip nat ins sou lis 1 int s0/0/0 over
Bogotal(config)#access-list 1 per 172.29.0.0 0.0.3.255
Bogotal(config)#int s0/0/0

Bogotal(config-if)#ip nat outs
Bogotal(config-if)#int s0/0/1

Bogotal(config-if)#ip nat ins
Bogotal(config-if)#int sO/1/1

Bogotal(config-if)#ip nat ins
Bogotal(config-if)#int s0/1/0

Bogotal(config-if)#ip nat ins
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a. En la topologia, si se activa NAT en cada equipo de salida (Bogota1 y Medellin1),
los routers internos de una ciudad no podran llegar hasta los routers internos en el
otro extremo, solo existira comunicacion hasta los routers Bogota1, ISP y Medellin1.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT
en el router Medellin1. Compruebe que la traducciéon de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion debe
ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del router
Medellin1, cémo diferente puerto.

c. Proceda a configurar el NAT en el router Bogota1. Compruebe que la traduccién
de direcciones indique las interfaces de entrada y de salida. Al realizar una prueba
de ping, la direccion debe ser traducida automaticamente a la direccion de la interfaz
serial 0/1/0 del router Bogota1, como diferente puerto.

Parte 7: Configuracién del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la
IP del router Medellin2.

c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

d. Configure el router Bogota1 para que habilite el paso de los mensajes Broadcast
hacia la IP del router Bogotaz2.

Medellin 2

Medellin2#conf t

Medellin2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
Medellin2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
Medellin2(config)#ip dhcp pool Medellin2
Medellin2(dhcp-config)#Network 172.29.4.0 255.255.255.128
Medellin2(dhcp-config)#default-router 172.29.4.1
Medellin2(dhcp-config)#DNs-server 5.5.5.5

Medellin2(dhcp-config)#exi
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Medellin2(config)#ip dhcp pool Medellin3
Medellin2(dhcp-config)#Network 172.29.4.128 255.255.255.128
Medellin2(dhcp-config)#default-router 172.29.4.129
Medellin2(dhcp-config)#DNs-server 5.5.5.5
Medellin2(dhcp-config)#exi

Medellin2(config)#

Mind Wide Open”

¥ Medellin 2 — O

Physical Config CLI Attributes
|

105 Command Line Interface

Password:
Password:

HMedellinZ>=ena

Password:

Password:

HedellinZg#conf t

Enter configuration commands, one per line. End with CHTL/SZ.
Medellin? (config) #ip dhcp exc

HMedellinZ (config) $#ip dhcop excluded-address 172 .2%.4.1 172.25.4.5
Medellin? (config) #ip dhcp excluded-address 172_.2%_4_125% 172 _25.4_133
Medellin? (config) #ip dhcp pool Medellinl

Medellin2 (dhep—config) $Hetwork 172.25%.4.0 255_255_255.128
Medellin2 (dhcp—config) #def

HMedellin2 (dhcep—config) #default-router 172.2%_4_.1

Medellin2 (dhcp—config) §DN

Medellin2 (dhep—config) #DNs—-server 5.5.5.5

HMedellin2 (dhep—config) f#exi

Medellin? (config) #ip dhcp pool Medellin3

MedellinZ (dhop—config) §Metwork 172 .2%.4_.128 2Z55.255.255.128
HMedellin2 (dhcp—config) #default-router 172_.2%_4_12%5

Medellin2 (dhep—config) §DNs-server 5.5.5.5

HMedellinZ (dhep—config) fexi

Medellin2 (config)#

Ctri+F& to exit CLI focus Copy Paste

] wop
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® poo

Physical Config Desktop Programming Attributes

@ DHCP (O static DHCP request successful.
IP Address 1722946

Subnet Mask 255 255 255 128

Default Gateway 172.29.4.1

DNS Server

IPvE Configuration

() DHCP () Auto Config (® Static

IPv6 Address | | 1]

Link Local Address | FE&0:2D0:D3FF.FE30:1CE

IPvE Gateway |

IPv6 DNS Server |

802.1X

[[1 use 802.1X Security
Authentication MDS
Username

Password

[ 1op

Medellin 3

Medellin3#conf t

Medellin3(config)#int g0/0

Medellin3(config-if)#ip helper-address 172.29.6.5
Medellin3(config-if)#exi

Medellin3(config)#exi

Medellin3#

Bogota 2

Bogota2#conf t

Bogota2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
Bogota2(config)#lp dhcp excluded-address 172.29.0.1 172.29.0.5
Bogota2(config)#ip dhcp pool Bogota2
Bogota2(dhcp-config)#Network 172.29.1.0 255.255.255.0
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Bogota2(dhcp-config)#Default-router 172.29.0.1
Bogota2(dhcp-config)#Dns-server 5.5.5.5
Bogota2(dhcp-config)#exi

Bogota2(config)#ip dhcp pool Bogota3
Bogota2(dhcp-config)#Network 172.29.4.128 255.255.255.128
Bogota2(dhcp-config)#Default-router 172.29.0.1
Bogota2(dhcp-config)#Dns-server 5.5.5.5
Bogota2(dhcp-config)#exi

Bogota2(config)#

Bogota 3

Bogota3#conf t

Bogota3(config)#int g0/0

Bogota3(config-if)#ip helper-address 172.29.3.13
Bogota3(config-if)#exi

Bogota3(config)#
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ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
qgue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

TOPOLOGIA DE RED

VIAN Direcclonamiento Nombre

30 192.168.30.0/24 Administracién
0 192.168.40.0/24 Mercadeo
200 192.158.200.0/24 Mantenimiento

el LoO J websServer
R 10.10.10.10/32

172.31.23.0/30

Lod 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168,6.0/24

Buenos Aires

192.168.99.3
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1. Configurar el direccionamiento IP acorde con la topologia de red paracada
uno de los dispositivos que forman parte del escenario

Configuracioén Internet PC
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¥ |nternet PC

Physical Config Desktop Programming Attributes

IP Con figuration

Interface FastEthernetd
IP Configuration
() DHCP (®) Static
IP Address | 20%.165.200.230
Subnet Mask |255.255.255.243
Default Gateway |209.165.200.225
DNS Server (0000

IPvE Configuration

() DHCP () Aute Config (@) Static

IPvE Address |

Link Local Address | FE&0:202:17FF.FETD:SAB2

IPvE Gateway |

IPv6 DNS Server |

802.1X

[1 use 802.1X Security

[ 1op

Configuracion Router 1

R1(config)#int sO/0/0

R1(config-if)#desc Conexion a R2
R1(config-if)#ip add 172.31.21.1 255.255.255.252
R1(config-if)#clo rat 128000

R1(config-if)#no shu

R1(config-subif)#int g0/0

R1(config-if)#no shu

R1(config)#int giO/1

R1(config-if)#no shu

Configuracion Router 2
R2(config)#int s0/0/1

R2(config-if)#desc Conexion a R1
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R2(config-if)#ip add 172.31.21.2 255.255.255.252
R2(config-if)#no shu

R2(config)#int sO/0/0

R2(config-if)#desc Conexion a R3

R2(config-if)#ip add 172.31.23.1 255.255.255.252
R2(config-if)#no shu

R2(config-if)#clo rat 128000

R2(config-if)#exi

R2(config)#int g0/0

R2(config-if)#desc Conexion a internet
R2(config-if)#ip add 209.165.200.225 255.255.255.248
R2(config-if)#no shu

R2(config-if)#exi

R2(config)#int g0/1

R2(config-if)#desc Conexion a server web
R2(config-if)#ip add 10.10.10.1 255.255.255.0
R2(config-if)#no shu

Configuraciéon Web Server
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" Web Server

Physical Config Services Desktop Programming Aftributes
O DHCP ®) static 2
PP Address [10.10.10.10 |
Subnet Mask [255.255.255.0 |
Default Gateway [10.10.10.1 |
DNS Server [0.0.00 |

IPvE Configuration

() DHCP () Auto Config (® Static

IPv6 Address [l

Link Local Address |FEBD::24D:BFF:FEEIEI:5504

IPvE Gateway |

IPv& DNS Server |

B021X

[ use 202 1X Security
Authentication MD5
Username

Password

[ 1op

Configuracion Router 3

R3(config)#int s0/0/1

R3(config-if)#

R3(config-if)#desc Conexion a R2
R3(config-if)#ip add 172.31.23.2 255.255.255.252
R3(config-if)#no shu

R3(config-if)#

R3(config-if)#int lo4

R3(config-if)#ip add 192.168.4.1 255.255.255.0
R3(config-if)#no shu

R3(config-if)#int 105

R3(config-if)#ip add 192.168.5.1 255.255.255.0
R3(config-if)#no shu

R3(config-if)#int lo6
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R3(config-if)#ip add 192.168.6.1 255.255.255.0
R3(config-if)#no shu

Configuracion Switche 1
S1(config)#vlan 30
S1(config-vlan)#name Administracion
S1(config-vlan)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#vlan 200
S1(config-vlan)#name Mantenimiento
S1(config-vlan)#exi

S1(config)#int vlan 200

S1(config-if)#

S1(config-if)#ip add 192.168.200.2 255.255.255.0
S1(config-if)#no shu

S1(config-if)#exi

S1(config)#ip default-gateway 192.168.200.1
S1(config)#int fO/3

S1(config-if)#swi mode tr
S1(config-if)#

S1(config-if)#swi tru nat vlan 1
S1(config-if)#int f0/24
S1(config-if)#swi mode tr
S1(config-if)#swi tru nat vlan 1
S1(config)#int fO/1

S1(config-if)#swi mode acc

S1(config-if)#swi acc vlan 30
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S1(config-if)y#end

Configuracién Switche 3

S3(config)#vlan 30

S3(config-vlan)#name Administracion
S3(config-vlan)#vlan 40
S3(config-vlan)#name Mercadeo
S3(config-vlan)#vlan 200
S3(config-vlan)#name Mantenimiento
S3(config-vlan)#exi

S3(config)#int vlan 200

S3(config-if)#ip add 192.168.200.3 255.255.255.0
S3(config-if)#no shu

S3(config-if)#exi

S3(config)#ip default-gateway 192.168.200.1
S3(config)#int vian 40

S3(config-if)#ip add 192.168.40.3 255.255.255.0
S3(config-if)#no shu

S3(config-if)#exi

S3(config)#ip default-gateway 192.168.40.1
S3(config)#int f0/3

S3(config-if)#swi mod tr

S3(config-if)#swi tru nat vlian 1
S3(config-if)#exi

S3(config)#int f0/1

S3(config-if)#swi mod acc

S3(config-if)#swi acc vlan 40
S3(config-if)#exi
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2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes

criterios:

OSPFv2 area 0

Configuration Item or Task

Specification

Router ID R1 1111
Router ID R2 5555
Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como
pasivas

Establecer el ancho de banda para enlaces

seriales en 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500

Configuracion Router 1

R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 172.31.23.0 0.0.0.3 area 0
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area0
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#passive-interface g0/0
R1(config-router)#passive-interface g0/1
R1(config-router)#passive-interface g0/1.30
R1(config-router)#passive-interface g0/1.40
R1(config-router)#passive-interface g0/1.200
R1(config-router)#exi

R1(config-if)#exi

R1(config)#int sO/0/0

R1(config-if)#band 256

Configuracion Router 2
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R2(config)#route ospf 1
R2(config-router)#passive-interface g0/1
R2(config-router)#auto-cost reference-bandwidth 1000
R2(config-router)#EXI

R2(config)#int s0/0/0

R2(config-if)#band 256

R2(config-if)#int sO/0/1

R2(config-if)#band 256

R2(config-if)#exi

R2(config)#exi

R2(config)#rou ospf 1

R2(config-router)#router-id 5.5.5.5
R2(config-router)#netw 172.31.21.0 0.0.0.3 area 0
R2(config-router)#netw 172.31.23.0 0.0.0.3 area 0
R2(config-router)#netw 10.10.10.0 0.0.0.255 area 0
R2(config-router)#exi

R2(config)#exi

Configuracién Router 3

R3(config)#route ospf 1

R3(config-router)#router-id 8.8.8.8
R3(config-router)#netw 172.31.23.0 0.0.0.3 area 0
R3(config-router)#netw 192.168.4.0 0.0.0.255 area0
R3(config-router)#passive-interface lo4
R3(config-router)#passive-interface o5
R3(config-router)#passive-interface 106
R3(config-router)#auto-cost reference-bandwidth 1000

R3(config-router)#exi
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R3(config)#int s0/0/1
R3(config-if)#band 256

R3(config-if)#exi

R3(config)#exi

Mind Wide Open”

¥ R

Phy=ical

Config

CLI Attributes
]

0% Command Ling Interface

network
network
network
network

network
1

router ospf 1
router—-id 1.1.1.1

log-adjacency-changes

passive-interface GigabitEthernetl/0
passive-interface GigabitEthernetl/1l
passive—interface GigabkitEthernetl/1 .40
passive—-interface GigabkitEthernetl/1.30
passive-interface GigabitEthernetld/1.200
172.
15z .
13z .
15z .
172.

ip classless

1NLeriace oerialdsa; 1l
no ip address

clock rate 2000000
shutdown

interface Vlanl
no ip address
shutdown

31.23.0 0.0.0_.3 area 0O
1le2.30.0 0.0.0.255 area 0O
le2_.40.0 0.0.0.255 area 0O
1e3_.200.0 0_.0_0_255 area 0
31.21.0 0.0.0.3 area O

L] Top

Cirl+Fé& to exit CLI focus

Copy

Paste
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Phy=ical Config CLI Attributes
]

0% Command Ling Interface

a

Pt

description Conexion a Bl

bandwidth 2Z5¢

ip address 172.31.21.2 255.255.255.252
1

interface Vlianl

no ip address

shutdown

1

router ospf 1

router—-id 5.5.5.5
log-adjacency-changes
passive—interface GigabkitEthernetl/1l
auto-cost reference-bandwidth 1000
network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0O
network 10.10.10.0 0.0.0.255 area 0
!

ip classless

1

ip flow-export wersion 5

1

1

1
banner motd “CAcceso no autorizado~C
1

Cirl+Fé& to exit CLI focus

L] Top

Copy

Paste
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Phy=ical Config CLI Attributes
]

0% Command Ling Interface

a

Pt

ENcapsulaclion doclid 340

ip address 152 _1€8.30.1 255.255.255.0
1

interface GigabitEthernetd/1_40
description Mercadeo

encapsulation dotlQ 40

ip address 152 _1&2.40.1 255.255_255.0
1

interface GigabitEthernetd/1_200
description Mantenimiento
encapsulation dotlQ 200

ip address 132 _1&8.200.1 255.255_255.0
1

interface Serialld/ 0,0

description Conexion a B2

bandwidth Z5¢

ip address 172.31_.21.1 255.255.255.252
ip ospf cost
clock

!
interface Serialld/ 0,1
no ip address

clock rate 2000000

shutdown
1

Cirl+Fé& to exit CLI focus

L] Top

Copy

Paste
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Phy=ical Config CLI Attributes
—
|05 Command Line Interface

! Ny
interface GigabitEthernetd/0

description Conexion a internet

ip address 205%_1&5.200.225 Z55.255.255.248

duplex auto

speed auto

!

interface GigabitEthernetd/1l

description Conexion a server web

ip address 10.10.10.1 255.255.255.0

duplex auto

speed auto

!

interface Serialld/ 0,0

description Conexion a B3

bandwidth Z5€

ip address 172.31_.Z3.1 255.255.255.252

ip ospf cost 53500

clock rate 122000

!

interface Serialds 0,1

description Conexion a Bl

bandwidth Z5€

ip address 172.31_.Z1.2 255.255.255.252

! W
Cirl+Fé& to exit CLI focus Copy Paste

L] mop

Verificar informacion de OSPF

* Visualizar tablas de enrutamiento y routers conectados por OSPFv2
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]

0% Command Ling Interface

a

Pt

!
line aux 0O
!
line wty O 4
password 7 0822455D0R1&
login
!
!
!

end

RZg
=het
R2g
B2fsho ip ospf neig

Neighbor ID Eri State
Interface

1.1.1.1 a FULLS -
Serialdys071

2.2.8.8 a FULLS -
Serialdys0s0

nzg

Dead Time

00:00:31

00:00:32

Address

172.31.21.1

172.31.23.2

Cirl+Fé& to exit CLI focus

L] Top

Copy

Paste
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Phy=ical Config CLI Attributes
]

0% Command Ling Interface

Pt

03:18:45: %05PF-5-ADJCHE: Process 1, Nbr 5.5.5.5 on Serially/0/0 from
FULL to DOWN, Neighbor Down: Interface down or detached

(LINEFROTO-5-UFDOWN: Line protocol on Interface Seriall/0/0, changed
state to up

03:15%:11: %0S5PF-5-ADJCHE: Process 1, Nbr 5.5.5.5 on Serial0y/0/0 from
LOADINGE to FULL, Loading Done
Leoceso no autorizado

User Access Verification

Password:

BEl=ena
Password:
Blgsh ip ospf nei

Neighbor ID Eri State Dead Time Address
Interface

5.5.5.5 a FULLS - 00:00:34 172.31.21.2
Serialdys0/0

Elg

Cirl+Fé& to exit CLI focus Copy Paste

L] Top
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Phy=ical Config CLI Attributes
]

0% Command Ling Interface

! ~
!
line con O

password 7 0822455D0R1&
login

!
line aux 0

1
line wty O 4

password 7 08322455D041&
login

!

1

1

end

B3fsh ip ospf nei

Neighbor ID Eri State Dead Time Address

Interface
5.5.5.5 a FULLS - 00:00:-34 172.31.23.1

Seriald/0/1
R3d

Cirl+Fé& to exit CLI focus Copy Paste

L] Top

* Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de
cada interface
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Physical Config CLI Attributes
I

105 Command Line Interface

Ho Hellos (Passiwve interface) ]
Index 1/1, flood gqueue length 0O
Next 0x0({0)/0x0{d)
Last flood scan length is 1, maximuam is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighkbor count is 0
Suppress hello for 0 neighbor(s)
Seriald/0/1 is up, line protocol is up
Internet address is 172.31.21.2/30, Rrea 0
Process ID 1, Router ID 5.5.5.5, Network Type PBOINT-TO-POINT, Cost: 350
Transmit Delay is 1 sec, State POINT-TO-PBOINT, Priority O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:03
Index 2/2, flood gueues length 0O
Hext Ox0{0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Ldjacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Seriald/0/0 is up, line protocol is up
Internet address is 172.31_.23.1, , Rrea 0O
Process ID 1, Bouter ID 5.5.5.5, Hetwork Type POINTI-TO-POINT,
Transmit Delay is 1 sec, State POINT-TO-PBOINT, Priority O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:03
Index 3/3, flood gqueue length 0O
Next 0x0({0)/0x0{d)
Last flood scan length is 1, maximuam is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
tdjacent with neighbor 2.8.2.8
Suppress hello for 0 neighbor(s)
R2g d

Cost: 5500

Ctri+F& to exit CLI focus Copy Paste

O mop
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Minimizar

Physical Config CLI Attributes
I

105 Command Line Interface

Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Ho Hellos (Passiwve interface)
Index 2/2, flood gqueue length 0O
Next 0x0({0)/0x0{d)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Zdjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
GFigabitEthernet0,/1.200 is up, line protocol is up
Internet address is 15%2_.1€2.200.1/724, Area 0
Process ID 1, Router ID 1.1.1.1, Network Type BROARDCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Friocrity 1
Designated Router (ID) 1.1.1.1, Interface address 192.1€2_200.1
No backup designated router om this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Ho Hellos (Passiwve interface)
Index 3/3, flood gueue length 0
Next O0x0(0) /0:0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighkor count is 0
Suppress hello for 0 neighbor(s)
} is up, line protocol is up
Internet address is 172 _31_21_1, Area 0
Process ID 1, Bouter ID 1.1.1.1, Hetwork Type POINT-TO-POINT,
Transmit Delay is 1 sec, State POINT-TO-POINTI, Prioricy O
No designated router on this network
No bkackup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:032
Index 4/4, flood gueues length O
Next 0x0({0)/0x0{0)
Last flood scan length is 1, maximum is 1

Cost: 5500

Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
bdjacent with neighbor 5.5.5.5
Suppress hello for 0 neighbor(s)
Rlg W

Ctri+F& to exit CLI focus Copy Paste

O mop

* Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.
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Phy=ical Config CLI Attributes
—
|05 Command Line Interface
Neighbkor Count is 0, Adjacent mneighbor count is 0 ~
Suppress hello for 0 neighbor(s)
RZg
RE2fsh ip pro
Bouting Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bouter ID 5.5.5_5
Number of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximum path: 4
Routing for Metworks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0
Passive Interface(s):
GigabitEthernetd/1
Bouting Information Sources:
Fateway Distance Last Update
1.1.1.1 110 00:03:23
5.5.5.5 110 00:05:02
5.8.8.8 110 00:05:2&
Distance: (default is 110)
nag il
Cirl+Fé& to exit CLI focus Copy Paste
L] mop
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Phy=ical Config CLI Attributes
]

0% Command Ling Interface

— |

Pt

Seriald;d70 15 up, line prococol 15 up

Internet address is 172.31.23.1/30, RArea 0

Process ID 1, Bouter ID 5.5.5.5, Hetwork Type POINT-TO-POINT, Cost:
S500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router omn this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit
5

Hello due in 00:00:03

Index 3/3, flood gueue length O

Hext 0Q2e0{0) /020{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbkor Count is 1 , Adjacent neighbor count is 1

bdjacent with neighkor 2_.8.8_.8

Suppress hello for 0 neighbor(s)

B2 sh ip rou ospf
152162 .4 . 0/32 is subnetted, 1 subnets

L) 132 .1e28.4.1 [110,/59500] wia 172.31.23_.Z, 00:4€:28, Serialds0/0
o 1%2.168.30.0 [110/3%1] wia 172.31.21.1, 00:4€:28, Serialdys0/1
L] 1%2.1€8.40.0 [110/3%51] wia 172.31.21.1, 00:4€:28, Serialdy/0/1
0 15%2.1€8.200.0 [110/351] wia 172.31.21.1, 00:4€:28, Serialdys0/1
R2§

Cirl+Fé& to exit CLI focus

L] Top

Copy

Paste
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R2

Phy=ical Config CLI Attributes
]

0% Command Ling Interface

a

Pt

T e ——————E—————
clock rate 128000

1
interface Serialld/ 0,1

description Conexion a Rl

bandwidth Z5¢

ip address 172.31.21.2 2
I

%]
o
o
[
o
o
£
o
o
[
o
[

interface Vlanl
no ip address
shutdown
1
router ospf 1
router—-id 5.5.5.5
log-adjacency-changes
passive-interface GigabitEthernetl/1l
auto—cost reference-bandwidth 1000
network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0
network 10.10.10.0 0.0.0.255 area 0O
!
ip classless
1
ip flow-export wersion 5
1
1

Cirl+Fé& to exit CLI focus

L] Top

Copy

Paste

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

Configuracion Router 1

Router(config)#host R1

R1(config)#ena secret class

R1(config)#line cons O

R1(config-line)#pass cisco
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R1(config-line)#logi
R1(config-line)#exi

R1(config)#line vty 0 4
R1(config-line)#pass cisco
R1(config-line)#logi
R1(config-line)#exi

R1(config)#serv pass
R1(config)#serv password-encryption

R1(config)#bann mot %Acceso no autorizado%

Configuracion Router 2
Router(config)#host R2
R2(config)#ena sec class
R2(config)#line cons O
R2(config-line)#pass cisco
R2(config-line)#logi
R2(config-line)#exi
R2(config)#lin vty 0 4
R2(config-line)#pass cisco
R2(config-line)#log

% Ambiguous command: "log"
R2(config-line)#logi
R2(config-line)#exi
R2(config)#ser pass
R2(config)#ser password-encryption

R2(config)#bann mot %Acceso no autorizado%

Configuracién Router 3
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Router(config)#host R3
R3(config)#ena sec class
R3(config)#line con 0
R3(config-line)#pass cisco
R3(config-line)#logi
R3(config-line)#exi
R3(config)#line vty 0 4
R3(config-line)#pass cisco
R3(config-line)#logi
R3(config-line)#exi
R3(config)#ser pass
R3(config)#ser password-encryption

R3(config)#bann mot %Acceso no autorizado%

Configuracion Switche 1
Switch>ena

Switch#conf t
Switch(config)#no ip domain-loo
Switch(config)#host S1
S1(config)#ena sec class
S1(config)#lin consol 0
S1(config-line)#pass cisco
S1(config-line)#logi
S1(config-line)#exi
S1(config)#lin vty O 4
S1(config-line)#pass cisco
S1(config-line)#logi
S1(config-line)#exi
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S1(config)#ser pass
S1(config)#ser password-encryption

S1(config)#bann mot %Acceso no autorizado%

Configuracion Switche 3
S3(config)#ena sec class
S3(config)#line cons 0
S3(config-line)#pass cisco
S3(config-line)#logi
S3(config-line)#lin vty 0 4
S3(config-line)#pass cisco
S3(config-line)#logi
S3(config-line)#exi
S3(config)#ser pass
S3(config)#ser password-encryption

S3(config)#bann mot %Acceso no autorizado%
4. En el Switch 3 deshabilitar DNS lookup
Configuracion Switche 3

Switch>ena

Switch#conf t

Switch(config)#no ip domain-loo
Switch(config)#host S3

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

6. Desactivar todas las interfaces que no sean utilizadas en el esquemade red.
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7. Implement DHCP and NAT for IPv4

Mind Wide Open”

B pc-a

Physical Config Desktop

Programming Attributes

(@ DHCP

IP Address

Subnet Mask

Default Gateway

DNS Server

IPvE Configuration

(O DHCP

IPvE Address

Link Local Address

IPvE Gateway

IPwE DNS Server
202.1X

[ u=e 802 1X Security
Authentication MD5
Username

Password

() static
192.168.30.31
255255255,

192.166.30.1

10.10.10.11

O Aute Config

®) Static

| FES0::201:42FF:FE1E.88A3

[ wp

B pc-c

Physical Config Deszktop

Programming Attributes

@ DHCP

IP Address

Subnet Mask

Default Gateway

DNS Server

IPvE Configuration

(O DHeP

IPvE Address

Link Local Address

IPvE Gateway

IPvE DNS Server
B021X

[1 use 202 1 Security
Authentication MD5
Username

Password

() static
192.168.40.31

255.255.255.

182.168.40.1

10.10.10.11

O Autoe Config

®) Static

| FEB0::201:96FF:FESC 455D

[ wp
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8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Name: ADMINISTRACION
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 30 Domain-Name: ccna-unad.com
Establecer default gateway.
Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11
VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.

Configuracion Router 1

R1>ena

Password:

R1#conf t

R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#ip dhcp pool Administracion
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#domain-name ccna-unad.com
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#exi

R1(config)#ip dhcp pool Mercadeo

R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#domain-name ccna-unad.com
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#
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10. Configurar NAT en R2 para permitir que los host puedan salir ainternet

Configuracion Router 2

R2>ena

Password:

R2#conf t

R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229
R2(config)#int g0/0

R2(config-if)#ip nat outside

R2(config-if)#int g0/1

R2(config-if)#ip nat inside

R2(config-if)#exi

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

Configuracion Router 2

R2#conf t

R2(config)#access-list 1 permit 192.168.30.00.0.0.255
R2(config)#access-list 1 permit 192.168.40.00.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255
R2(config)#ip access-list standard ADMIN123
R2(config-std-nacl)#permit host 172.31.21.1
R2(config-std-nacl)#

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas
a su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.
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13. Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.

® Intemet PC

Physical Config Desktop Programming

Aftributes

< = | URL |hitp:/f209.165.200.228

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

[ 1op
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¥ R - O >

Phy=ical Config CLI Attributes
]

0% Command Ling Interface

LECCESD IO autorizado
User Access Verification
Password:

BEl=ena
Password:
RBlgping 192 _1c8_.30_31

Type escape seguence to abort.

Sending 5, 100-kbyte ICHMP Echos to 15%2_.1€2_.30_31
seconds :

et

, timeout is 2

Success rate is 20 percent (4/5), round-trip minfavg/max = 0/0/1 ms
Rlgping 132_.1€8.30.31

Type escape seguence to abort.
Sending 5, 100-kbyte ICHMP Echos to 15%2_.1€2_.30.31, timeout is 2
seconds :

Success rate is 100 percent (5/5), round-trip minfavg/max = 0/0/1 ms

R1g W

Cirl+Fé& to exit CLI focus Copy Paste

L] Top
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¥ R - O >
Phy=ical Config CLI Attributes
—
|05 Command Line Interface

Blgping 152 _1€8.40.31 .
Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 15%2_.162.40.31, timeout is 2

seconds:

L

Success rate is 80 percent (4/5), round-trip minfavg/max = 0/0/0 ms
Blgping 152 _1€8.40.31

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 15%2_.162.40.31, timeout is 2

seconds:

rrrnd

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/1/3 ms
Blgping 152 _1€8.40.31

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 15%2_.162.40.31, timeout is 2

seconds:

rrrnd

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/1/3 ms

ERE i
Cirl+Fé& to exit CLI focus Copy Paste

L] mop
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CONCLUSIONES

Este DIPLOMADO DE PROFUNDIZACION CISCO (DISENO E
IMPLEMENTACION DE SOLUCIONES INTEGRADAS LAN / WAN) nos ha guiado
y mostrado el camino, donde identificamos que es posible disefiar e implementar
una red de comunicacion, por medio de la integracién de diversos dispositivos y
elementos que interconectan fisicamente la red.

La actividad practica nos indica cuan importante es la configuracion de dispositivos
desde lo mas minimo como lo es el nombre de un Host o una interfaz, hasta la
configuracion de un protocolo de enrutamiento, NAT o DHCP, lo anterior nos ayuda
a mejorar el orden y a identificar rapidamente puntos de falla si se llegan a presentar
en algun momento.

Sin duda alguna el paquete de software Packet Tracer es uno de los mas completos
que podemos encontrar en el mercado, es facil de manejar, amigable, su entorno
grafico y CLI es intuitivo, lo cual lleva a los estudiantes a mantener su interés por
aprender cada dia mas.

La orientacion del tutor ha sido fundamental para llevar a los mejores términos las
actividades desarrolladas en la plataforma de la UNAD, la plataforma de Cisco y los
trabajos practicos desarrollados en Packet Tracer.
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