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INTRODUCCION

Protocolo de enrutamiento RIP es un protocolo de enrutamiento del tipo vector distancia.
Los protocolos de enrutamiento vector distancia calculan la mejor ruta para encaminar los
paquetes IP hacia su destino correspondiente, se configurard PPP como método de
encapsulamiento y autenticacion, la cual permite dos tipos diferentes de autenticacion:
protocolo de autenticacion de contrasefia PAP y protocolo de autenticacion de intercambio
de sefiales CHAP, Con CHAP, el ID de usuario y la contrasefia siempre se envian cifrados,
lo que lo convierte en un protocolo mas seguro que PAP. Con PAP el ID de usuario y la

contrasefa nunca se cifran, lo que permite capturarlos si se rastrean.

Tambien se configurara el protocolo OSPF que es un protocolo de enrutamiento sin clase

que utiliza el concepto de areas para realizar la escalabilidad.



ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin, en donde
el estudiante ser& el administrador de la red, el cual debera configurar e interconectar entre
si cada uno de los dispositivos que forman parte del escenario, acorde con los lineamientos

establecidos para el direccionamiento IP, protocolos de enrutamiento y demas aspectos que
forman parte de la topologia de red.

Topologia de red
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Router ISP
Router>en

Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#service password-encryption



Router(config)#enable secret class
Router(config)#banner motd "acceso restringido"
Router(config)#ip domain-name unad.cisco
Router(config)#line console 0
Router(config-line)#password cisco
Router(config-line)#login

Router(config-line)#line vty 0 15
Router(config-line)#password cisco

Router(config-line)#login

Router Medellinl1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#service password-encryption
Router(config)#enable secret class
Router(config)#banner motd "acceso restringido"
Router(config)#ip domain-name unad.cisco
Router(config)#line console 0
Router(config-line)#password cisco
Router(config-line)#login

Router(config-line)#line vty 0 15
Router(config-line)#password cisco

Router(config-line)#login

Router Medellin2

Router>en



Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#service password-encryption
Router(config)#enable secret class
Router(config)#banner motd "acceso restringido"
Router(config)#ip domain-name unad.cisco
Router(config)#line console 0
Router(config-line)#password cisco
Router(config-line)#login

Router(config-line)#line vty 0 15
Router(config-line)#password cisco

Router(config-line)#login

Router Medellin3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#service password-encryption
Router(config)#enable secret class
Router(config)#banner motd "acceso restringido"
Router(config)#ip domain-name unad.cisco
Router(config)#line console 0
Router(config-line)#password cisco
Router(config-line)#login

Router(config-line)#line vty 0 15
Router(config-line)#password cisco

Router(config-line)#login



Router Bogotal

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#service password-encryption
Router(config)#enable secret class
Router(config)#banner motd "acceso restringido”
Router(config)#ip domain-name unad.cisco
Router(config)#line console 0
Router(config-line)#password cisco
Router(config-line)#login

Router(config-line)#line vty 0 15
Router(config-line)#password cisco

Router(config-line)#login

Router Bogota2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#service password-encryption
Router(config)#enable secret class

Router(config)#banner motd "acceso restringido"
Router(config)#ip domain-name unad.cisco
Router(config)#line console 0

Router(config-line)#password cisco

Router(config-line)#login



Router(config-line)#line vty 0 15
Router(config-line)#password cisco

Router(config-line)#login

Router Bogota3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#service password-encryption
Router(config)#enable secret class
Router(config)#banner motd "acceso restringido"
Router(config)#ip domain-name unad.cisco
Router(config)#line console 0
Router(config-line)#password cisco
Router(config-line)#login

Router(config-line)#line vty 0 15
Router(config-line)#password cisco

Router(config-line)#login

Configuracion del enrutamiento:

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare la red

principal, desactive la sumarizacion automatica.

b. Los routers Bogotal y Medellin deberan afadir a su configuracién de enrutamiento una

ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de las publicaciones de RIP.



c. El router ISP deberé tener una ruta estatica dirigida hacia cada red interna de Bogota y

Medellin para el caso se sumarizan las subredes de cada uno a /22.

Router ISP

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 209.17.220.1 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)y#no shutdown

Router(config-if)#int s0/0/1
Router(config-if)#ip address 209.17.220.5 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)y#no shutdown
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% Invalid input detected at '~' marker.
Router>en

Routerfconf ©

Znter configuration commands, one per line. End with CNTL/Z.

Router (config) #int s0/0/0
Router (config-if)#ip address 205.17.220.5 255.255.255.252
Router (config-if) #clock rate 4000000

This command spplies only to DCE interfaces

Router (config-if)#no shutdown

3LINK-5-CHANGED: Interface Serizl0/0/0, changed state to down
Router (config-if) #int s0/0/0
fouter (config-if) #ip address 209.17.220.1
Router (config-if)#clock rate 4000000
is command applies only to DCE interfaces

255.255.255.252

Router (config-if) #nc shutdown
ig-if)#int =0/0/1

Router (config-if) #ip address 209.17.220.5 255.255.255.252
Router (config-if)#clock rate 4000000

Router (config—if)#no shutdo

!

*LINK-5-CHANGED: Interface Serizl0/0/1, changed state to down
Douter (config-if)#

Ctrl+F5 to exit CLI focus

Ol oe

Configuracion del Router ISP con las direcciones ip indicadas



Medellinl

Router>en

Router#conf t

Router(config-if)#int s0/0/1
Router(config-if)#ip address 172.29.6.1 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)y#no shutdown

Router(config-if)#int s0/1/0
Router(config-if)#ip address 172.29.6.9 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)y#no shutdown

Router(config-if)#int s0/1/1

Router(config-if)#ip address 172.29.6.13 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)y#no shutdown

Medellin2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip add 172.29.6.2 255.255.255.252
Router(config-if)#no shutdown



Router(config-if)#int s0/0/1
Router(config-if)#ip address 172.29.6.5 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)y#no shutdown

Router(config-if)#int g0/0
Router(config-if)#ip address 172.29.4.1 255.255.255.128

Router(config-if)y#no shutdown

¥ Medellin2 SREER <)
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Router {config-if)#int -
SLINEPROTO-5-UFDOWN: Line protocol on Interface Serizl0/0/0, changed
state to up

% Invalid input detected at '"' marker._

Router{config-if)f$int s0/0/1

Router(config-if)#ip address 172.29.6.5 255.255.255.252
Router (config-if) felock rate 4000000

Router {config-if)$no shut

SLINE-S5-CHANGED: Interface Serial0/0/1, changed state to down
Router{config-if)#

Router (config-if)#int g0/0

Router(config-if)#ip address 172.29.4.1 255.255.255.128
Router (config-if)#no shutdown

Router {config-if)#
RLINK-S5-CHRNGED: Interface GigabitEthernet0/0, changed state to up

SLINEBROTC-5-UBDOWN: Line protocol on Interface GigsbitEtheznet0/0,
changed state to up E

Router (config-if) g S

Ctrl+F5 to exit CLI focus Copy Paste

Top

Conexioén de router medellin2

Medellin 3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0




Router(config-if)#ip address 172.29.6.10 255.255.255.252
Router(config-if)#no shutdown

Router(config-if)#int s0/0/1
Router(config-if)#ip address 172.29.6.14 255.255.255.252
Router(config-if)#no shutdown

Router(config-if)#int s0/1/0
Router(config-if)#ip address 172.29.6.6 255.255.255.252

Router(config-if)#no shutdown

Router(config-if)#int g0/0
Router(config-if)#ip address 172.29.4.129 255.255.255.128

Router(config-if)y#no shutdown

¥ Medellin3 = | B
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Router (config-if)#no shutdown o

Router{config-if)$
SLINE-5-CHRENGED: Interface Seriald/0/0, changed state to up

Router (config-if)fint s
$LINEPROTC-5-UFDOWN: Line protocol on Interface Serizl0/0/0, changed
State to up

% Inwvalid input detected at "' marker.

Bouter (config-if)fint s0/0/1
Router{config-if)fip address 172.2%.6.14 255.255.255.252
Router (config-if)fno shutdown

Bouter (config-if)$
3LINE-5-CHENGED: Interface Serialds/0/1, changed state to up

m

Bouter (config-if)#int s0/
5LINEPROTO-5-UFDOWN: Line protocol on Interface Serizl0/0/1, changed
state to up

% Inwalid input detected at "' marker.

Cirl+F6 to exit CLI focus Copy || Paste

Top

Conexién de router medellin3



Bogota 1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 209.17.220.6 255.255.255.252
Router(config-if)#no shut

Router(config-if)#int s0/0/1
Router(config-if)#ip address 172.29.3.9 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)y#no shut

Router(config-if)#int s0/1/0

Router(config-if)#ip address 172.29.3.1 255.255.255.252
Router(config-if)#clock rate 4000000
Router(config-if)y#no shut

Router(config-if)#int sO/1/1
Router(config-if)#ip address 172.29.3.5 255.255.255.252
Router(config-if)#clock rate 4000000

Router(config-if)#no shut
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3LINK-5-CHANGED: Interface Serizl0/0/0, changed state to up -

Rcuter (config-if] #no shut

RLINK-5-CHANCED: Interface Seriald/0/1, changed state toc down
Router (config-if]#
[Router (config-if) #int 30/1/0
[RPouter (config-if) #ip address 172.25.3.1 255.3255.255.252

Router (config-if) #clock rate 4000000
Router (config-if) #no shuc

[WLINE-5-CHANGED: Interface Seriald/1/0, changed state to down
[Router (config-if) #int 30/1/1
[Router (config-if) #ip address 172.29.3.5 255.255.255.252
[Router (config-if) $clock rate 4000000
[Router (config-if) #nc shut

|+ LINK-5-CHANGED: Inserface Serial0/1/1, changed state to down
pouter (config-if) #

Clrl«F to exil CLI focus

P

[C] op

Conexion de router bogotal

Bogota 2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.3.10 255.255.255.252
Router(config-if)#no shut

Router(config-if)#int s0/0/1

Router(config-if)#ip add 172.29.3.13 255.255.255.252
Router(config-if)#clock rate 4000000
Router(config-if)#no shut

Router(config-if)#int g0/0
Router(config-if)#ip address 172.29.1.1 255.255.255.0

Router(config-if)y#no shut
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s, one per line. End with CNTL/Z. -

s 172.25.3.10 255.255.255.252

Router {config-ifl#
3LINK-5-CHENGED: Interface Serial0/0/0, changed state to up

Router (config-if)$int s0/0/0
SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed

ig-if) #int =0/0/1
s 172.25.3.13 255.255.255.252
ck rate 2000000

ce Serizl0/0/1, changed state to down

123 CigahirSrhern n snate nooy
Ctrl+F8 to exit CLI focus Copy Paste

Top

Conexion de router bogota2

Bogota 3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 172.29.3.2 255.255.255.252
Router(config-if)#no shut

Router(config-if)#int s0/0/1
Router(config-if)#ip address 172.29.3.6 255.255.255.252
Router(config-if)#no shut

Router(config-if)#int g0/0
Router(config-if)#ip address 172.29.0.1 255.255.255.0



Router(config-if)#no shut

Router(config)#int s0/1/0
Router(config-if)#ip address 172.29.3.14 255.255.255.252
Router(config-if)y#no shut

¥ Bogota3 = |

Physical Config CLI Aftributes
—

105 Command Line Interface

Router>en
Routerfconf ©
Znter configuration commands, one per line. End with CNTL/Z.

Router (config)#int 50/0/0
Router {config-if)#ip address 172.29.3.2 255.255.255.252
Router{config-if)#no shut

Router{config-if)#
SLINK-5-CHANGED: Interface Serizl0/0/0, changed state to up

$LINEPROTO-5-UBDGHN: Line protocol on Interface Serizl0/0/0, changed
state to up

Router {config-if)int 50/0/1
Router (config-if)#ip address 172.29.3.6 255.255.255
Router {config-if) §no shutdown

[N
o
I
M
w
3]

fouter (config-ifl#
$LINK-5-CEANGED: Intezface Serial0/0/1, changed state to up

RLINEDPROTO-5-UPDOWN: Line protocol om Interface Serial0/0/1, changed
state to up

Router (config-if)#int g0/0
Router (config-if)#ip address 172.29.0.1 255.255.255.0
fouter (config-ifli#ne shus

Router{config-if)#
*LINK-5-CEANCED: Interface CigebitEchernes0s0, changed state to up

m

SLINEPROTO-5-UPDCHN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Ctri+F6 to exit CLI focus Copy Paste

)

Conexion de router bogota3

Configuracion del enrutamiento

Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare la red

principal, desactive la sumarizacion automatica.



Bogota3

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/0/1

C 172.29.3.12/30 is directly connected, Serial0/1/0

Router(config-router)#network 172.29.0.0
Router(config-router)#network 172.29.3.0
Router(config-router)#network 172.29.3.4
Router(config-router)#network 172.29.3.4
Router(config-router)#network 172.29.3.12

Router(config-router)#passive-interface g0/0

Bogota2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto summary
Router(config-router)#do show ip route connected

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0

C 172.29.3.8/30 is directly connected, Serial0/0/0

C 172.29.3.12/30 is directly connected, Serial0/0/1



Router(config-router)#network 172.29.1.0
Router(config-router)#network 172.29.3.8
Router(config-router)#network 172.29.3.12
Router(config-router)#passive-interface g0/0
Router(config-router)#

Medellinl

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip
Router(config-router)#version 2
Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1
C 209.17.220.0/30 is directly connected, Serial0/0/0

Router(config-router)#network 172.29.6.0
Router(config-router)#network 172.29.6.8
Router(config-router)#network 172.29.6.12

Router(config-router)#passive-interface s0/0/0

Medellin2

Router>en

Router#conf t



Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto summary
Router(config-router)#do show ip route conneted

Translating "conneted”...domain server (255.255.255.255)

% Invalid input detected

Router(config-router)#do show ip route connected
C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/0
C 172.29.6.4/30 is directly connected, Serial0/0/1

Router(config-router)#network 172.29.4.0
Router(config-router)#network 172.29.6.0
Router(config-router)#network 172.29.6.4

Router(config-router)#passive-interface g0/0

Medellin3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/0/0

C 172.29.6.12/30 is directly connected, Serial0/0/1



Router(config-router)#network 172.29.4.128
Router(config-router)#network 172.29.6.4
Router(config-router)#network 172.29.6.8
Router(config-router)#network 172.29.6.12
Router(config-router)#passive-interface g0/0

P
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-

(LINEFROTO-5-UEDOWN : Line protocol on Interface Seriald/1/1, changed
state to up
$LINEFROTO-5-UEDOWN : Line protocol on Interface Seriald/1/0, changed
state to up
Houterren
BEouterfcont t©
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) frouter rip
Bouter (config-router) fversion 2
Router (config-router) fno auto-—surmary

Router (config-router) #do show ip route connected

c 172.25.8.0/30 is directly connected, Seriald/s0/1

C 172.25.6.8/30 is directly connected, Seriald/s1/0

c 172.25%.€.12/30 is directly connected, Serial(/l/1

c 20%.17_.220.0/30 is directly connected, Serial0/0/0

Bouter {config-router) fnetwork 172.25.8.0

RBouter (config-router) fnetwork 172_Z3.&.8

Router (config-router) fnetwork 172.25.6.12 =
Bouter (config-router) §passive-interface s0/50/0

Bouter (config-router) § &7
Cirl+F8 to exit CLI focus Copy || Paste

[C] Top

-

Configuracion Router Rip Medellinl
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SLINEPROTO-5-UPDOWN: Line protocol con Interface Serialls0/1,
state to up

Routerren

Bouterfconi t©

Enter configuration commands, one per line. End with CHNTL/Z.
Router (config) #router rip

Router (config-router) §version 2

Bouter (config-router) §no auto summary

Router (config-router) #do show ip route conneted

Translating "conneted" .. _dom=in serwver (255.255_255_255)

% Invalid input detected

Bouter (config-router) §do show ip route connected

-8.0/30 is directly connected, Seri=l0/0/0
-8.4/30 is directly connected, Serial0/0/1

Bouter (config-router) §network 172_.23.4.0
Router (config-router) fnetwork 172.23.6.0
Router (config-router) fnetwork 172.23.6.4
Bouter (config-router) §passive-interface gl/0
Bouter (config-router) §

changed

C 172.259_4_.0/25 is directly connected, GigabitEthernetl/0

m

Cirl+F to exit CLI focus Copy || Paste

[ op

Configuracion Router Rip Medellin2
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Physzical Config CLI Aftributes
I

105 Command Ling Interface

3LINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/1, changed
state to up

3LINEPROTO-5-TUPDOWN: Line protocol on Interface Seriald/1/0, changed
state to up

Bouter»en
Routerfconf t
Enter co guration commands, one per line. End with CNIL/Z.

Router{
Router (con:
Router (config-router) fno auto-summary

Router {config-router) §do show ip route connected

c 172.29.4.128/25 is directly connected, GigabitEthernet0/0

gl frouter rip
g-router) §version 2

-

c 172.29.6.4/30 is directly connected, Serial0/1/0
c 9.6.8/30 is directly connected, Serial0/0/0
c 172.29.€.12/30 is directly connected, Serialds0/71
RBouter {config-router) #network 172.25.4.128
Bouter {config-router) #network 172.239.&.4
Router (config-router) gnetwork 172 -E.8
Bouter (config-router) gnetwork 172.29_6.12 E
Router (config-router) fpassive-interface gl/0
Bouter (config-router) st
Ctri+F§ to exit CLI focus Copy ] [ Paste

[ op

Configuracion Router Rip Medellin3
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state to up -
$LINE-5-CHRMGED: Interface Seriall/1/1, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serizlld/1/1, changed
state to up

Routerren

Routerfconf t

Enter configuration commands, one per line. End with CNIL/Z.
Router{config) frouter rip

Router (config-router) fversion 2

Router (config-router)fno suto-summary
Router (config-router) #do show ip route connected
c 172.29.2.0/30 is directly connected, Serial0/1/0

c 172.23.3.4/30 is directly connected, Serizl0/ /171
c 172.29.2.8/30 is directly connected, Serisl0/0/1
c 203.17.220.4/30 is directly connected, Serialds0/0

Bouter {config-router) fnetwork 17
Bouter (config-router) fnetwork 17
Router{config-router) fnetwork 172.2
Bouter (config-router) fpassive-interface 307050
Router (config-router)§

3 R P

-2
-z

5.
N
=

m

3.0
3.4
3.8
o

CHri+F8 to exit CLI focus copy || Paste

[ Top

Configuracion Router Rip Bogotal

# Bogota?

Physical Config CLI Attributes
I

105 Command Line Interface

$LINEFROTO-5-UPDOWN: Line protococl on Interface Seriall /071, changed
state to up

Router>en
Routerfconf ©
Enter configuration commands, ome per line. End with CNIL/Z.

Router (config) #router rip
Router (config-router) §version 2
Router (config-router) #no auto summary

Router (config-router) #do show ip route connected

c 172.25.1.0/24 is directly connected, GigabitEthernet0/s0
-29.3.8/30 is directly connected, Seriald/0/0
-29.3.12730 is directly connected, Serizl0s/0/1
Router (config-router) §network 172.25.1.0

Router (config-router) $173_.23.3.8

% Invalid input detected at "~' marker.

Router (config-router) §network 172.23.3.8
Router (config-router) §network 172.25.3.12
Router (config-router) fpassive-interface gl/0
Router (config-router) iﬁl

m

Cirl+FE to exit CLI focus Copy | [ Paste

[ 1op

Configuracion Router Rip Bogota2
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Router {config-if) #no shut -

Router({config-if)#
%LINE-5-CHAMEED: Interface Serizl0y 170, changed state to up

SLINEPROTO-5-UFDOHN: Line protocol on Interface Serizeld/1/0, changed
Itate to up

Bouter (config-if) router rip

Bouter (config-router) fversion 2

Router (config-router) #noc auto-summary

RBouter (config-router) #do show ip route connected

c 172.29.0.0/24 1is directly connected, GigabitEthernetl/0
C 172 _.23.3.0/30 is directly connected, Serizl0/0/0

c 172.25.2.4/30 is directly connected, Serisl0/0/1

C 172.29.3.12/730 is directly connected, Seri=l0/1/0

Router (config-router) #network 172.Z5
Bouter (config-router) #network 172_Z5
RBouter (config-router) fnetwork 17

1 29 .3,
RBouter (config-router) fnetwork 172 _2%_3._
Router (config-router) fpassive-interface gl/0
Bouter (config-router) £

Bouter (config-router) fnetwork

L W O

m

2 a
2 a
2.29.3.4
z 4
2 12
t

Ciri+F6 to exit CLI focus Copy || Paste

[ Top

Configuracion Router Rip Bogota3

Verificar que todas las direccibnes estén directamente conectadas con los puertos

establecidos en cada router procedemos en bogotal a verificar

Gateway of last resort is not set

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks

R 172.29.0.0/24 [120/1] via 172.29.3.2, 00:00:16, Serial0/1/0
[120/1] via 172.29.3.6, 00:00:16, Serial0/1/1

R 172.29.1.0/24 [120/1] via 172.29.3.10, 00:00:02, Serial0/0/1
C 172.29.3.0/30 is directly connected, Serial0/1/0

L 172.29.3.1/32 is directly connected, Serial0/1/0

C 172.29.3.4/30 is directly connected, Serial0/1/1



L 172.29.3.5/32 is directly connected, Serial0/1/1

C 172.29.3.8/30 is directly connected, Serial0/0/1

L 172.29.3.9/32 is directly connected, Serial0/0/1

R 172.29.3.12/30 [120/1] via 172.29.3.10, 00:00:02, Serial0/0/1
[120/1] via 172.29.3.2, 00:00:16, Serial0/1/0

[120/1] via 172.29.3.6, 00:00:16, Serial0/1/1

¥ Bogotal = e

Physical Config CLI Attributes
I

105 Command Line Interface

Codes: L - local, C - connected, 5 - static, R - RIF, M - mobile, B - .
BED

D - EIGRPF, EX - EIGREP external, O - OSPF, IA - OQS5PF inter areas

N1 - OSPF N55R external type 1, NZ - O5PF NSS5R external type 2

El - OSPF external type 1, EZ - OS5SPF external type 2, E - EGP

i - I5-IS, L1 - IS-IS level-l, LZ - IS-I5 level-Z, ia - IS-IS
inter area

* - candidate default, U - per-user static route, o - CODR

P - periodic downloaded static route

Gateway of last resort is not set

172.25.0.0/16 is wvariably subnetted, 9 subnets, 3 masks

. . Serialo/o/1 H

[120/1] wia 172.2%.3.6, 00:00:02, Serial0s1/1
—--More—-- 5
Cirl+F8 to exit CLI focus copy [ paste |

[ op

Show ip route

d. Los routers Bogotal y Medellin deberan afiadir a su configuracion de enrutamiento una

ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de las publicaciones de RIP.

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
Router(config)#router rip



Router(config-router)#default-information originate

B Medellinl

Physical Config CLI Attributes.
I

105 Command Line Interface

state to down -

LINEFROTO-5-UPDOWN: Line protocol on Interface S5erizld/ 070, changed
sState to up

LINEFROTO-5-UPDOWN: Line protocol on Interface Serizld/ 071, changed
sState to up

SLINEPROCTC-5-UBPDOWN: Line protocol on Interface Serialfs171, changed
sState to up

SLINEPROTC-5-UPDOWN: Line protocol on Interface Serial0d/1/0, changed
sState to up

Router>en
Routerfconf t©
Enter configuration commands, one per line. End with CNIL/Z.

Router (co g)gip route 0.0.0.0 0.0.0.0 205.17.Z2Z20.1
g) #router rip

g-router) fdefault-information criginate
Router (config-router) §

Router

%5YS-5-CONFIG I: Configured from conscle by conscle

m

Ctrl+F6 to exit CLI focus Copy ] [ Paste

[ Top

Medellinl
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Physical Config CLI Attributes
I
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N1 - OSPF NS5SS5A external type 1, HMZ - O5PF NSSA external type Z .

El - OSPF external type 1, EZ - OSPF external type Z, E - EGP

i - I5-I5, L1 - I5-I5 lewvel-1l, L2 - I5-I5 level-Z, ia - I5-IS
inter area

* - candidate default, U - per-user static route, o — ODR

P - periodic downleoaded static route

Gateway of last resort is 172.29.&6.1 to network 0.0.0.0

172_.29.0.0f1¢ is wariably subnetted, 3 subnets, 3 masks

c 172.29.4.0/25 is directly connected, GigabitEthernet0/0

L 172.2%.4.1/32 is directly connected, GigabitEthernet(/0

=) 172.2%.4.128/25 [120/1]1 wie 172.29%.6.6, 00:00:05, Seriald/0/1

c 172. 0/30 is directly connected, Seriz=l0/0/0

L 17Z. €.2/32 is directly connected, Serizl0/0/0

c 172.25%.6.4/30 is directly connected, Seriald/0/71

L 172.29.8.5/32 is directly connected, Serizld/0/1

=] 172.2%.6.8/30 [120/1] wia 17Z.2%9.&.6, 00:00:05, Seriald 0/ /1
[120/1] wia 172.23.&.1, 00:00:02, Serial0d/0/0

R 172.29.6€.12/30 [120/1] wia 172.29.6.6, 00:00:05, Serial0/0/1
[120/1] wia 172.2%.&.1, 00:00:02, Seriall/0/0

R*  0.0.0.0/0 [120/1] wiz 172.29.6.1, 00:00:02,

Routerf

Bouterf o

Cirl+F8 to exit CLI focus [ copy |[ Paste

[ op

Medellin 2 sabe que puede llegar a internet por su serial 0/0/0



Router>en
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5

Router(config)#router rip
Router(config-router)#default-information originate

E Bogotal

Physical Config CLI Attributes
—

105 Command Line Interface

Press RETURN to get started.

[Enter configuration commands, cne per line. End with CNTL/Z.
Router {config) §ip route 0.0.0.0 0.0.0.0 209.17_.220.5

Router (config) #router rip
Router {config-router) #default—information originate

Router (config-router) #

Routerg
%5YS-5-CONFIG_I: Configured from conscle by console

m |

L]

Routerf
Cirl+F& to exit CLI focus Copy
[E op

Bogotal
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i - I5-I8, L1 - IS-IS lewvel-l, LZ - I5-IS level-Z, ia - I3-IS -
inter area

“ - candidate defsult, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.25.3.1 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 10 subnets, 3 masks
72.29.0.0/24 is directly connected, GigabitEthernet0s0
72.29.0.1/32 is directly connected, CigabitEthernet0s0
72.29.1.0/24 [120/11 via 172.29.3.13, 00:00:25, Serial0/1s0
.3.0/230 is directly connected, Serial0/0/0
ed, Serizl0s0/0

Serial0s0/1

Ser

nn
o o otoot
o

oo

-

T2.293.3.6/32 is directly connecte i2l0/0/1

72_.29.3_8/30 [120/1] wia 17Z_2Z9.3.1, 00:00:18, Serial0/0/0
[120/1]1 wia 172.25.3.5, 00:00:18, Serial0/0/1

WHOHO®HO
BoR R R R e e e

[120/11 wvia 172.25.3.13, 00:00:25, Serizl0/ls0
172.29.3.12/230 is directly connected, Serizl0/1/0
L 172.29.3.14/32 is directly connected, Serial0/1l/0
= 0.0.0.0/0 [120/1] wvia 172.29.3.1, 00:00:18, Serial0/0/0
[120/1] wia 172.25.3.5, 00:00:18, Serial0/0/

c
B

Router$
Bouteri

Cirl+F6 to extt CLI focus Copy

1 [Lm

O wop

Tiene dos formas de llegar por la serial 0/0/0 y serial 0/0/1

e. El router ISP deberé tener una ruta estéatica dirigida hacia cada red interna de Bogota y

Medellin para el caso se sumarizan las subredes de cada uno a /22.

Medellin

172 | 29
172 | 29
172 | 29
172 | 29
172 | 29
172 | 29
172 | 29

172.29.4.0/25
172.29.4.128/25
172.29.6.4/30
172.29.6.8/30
172.29.6.12/30
172.29.6.0/30
172.29.4.0/21

O|0|0|I0 0|0 |0
O|0|0|I0 0|0 |0
O|0|0|0 0|0 |0

o o|o|o|o|o|o
o o|o|lojo|o|o
RlR R PRk
Or|klkrirolo
(ellelleollollollelle)

O|0|0|0|O|F|O
O|l0|00 0|0 |0
O|0|0|0 0|0 |0
O|l0|0|0 0|0 |0
[ellellJdl Jllellele)

(el el Jlelle)
O|0|0|0 0|0 |0
O|l0|0|0 0|0 |0

Bogota

172 | 29
172 | 29
172 | 29
172 | 29
172 | 29
172 | 29
172 | 29

172.29.0.0/24
172.29.1.0/24
172.29.3.12/30
172.29.3.8/30
172.29.3.0/30
172.29.3.4/30
172.29.0.0/21

O|00|0 0|00
O|00|0 0|00
O|00|0 0|00
ellellellollollelle]
O|00|0 0|00
o000 0|0 |0
ORIk PFRKFLOO
O R FFFPPFO

o000 0|00
o000 0|00
O|00|0 0|00
ellellollollollelle]
elleliell i llelle]

Or| oo oo
O|0O|0|0O|0|O0|O
ellelleollellelle]le)




Crear rutas estaticas.

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
Router(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.

[® [ESEERx™

Physical Config CLI Attributes.
I

105 Command Line Interface

&LINEPROTO-5-UPDCOHN: Line protocol on Interface Serialds0/1, changed .
sState to up

SLINEPROTO-S5-UPDOWN: Line protocel on Interface Seriald/ 0/0, changed
state to down

£LINEPROTO-5-UPDCOHWN: Line protocol on Interface Serizlds0/1, changed
state to down

$LINEPROTO-5-UFDOHN: Line protocol on Interface Serialls 0,0, changed
state to up

£LINEPROTO-5-UPDCOHWN: Line protocol on Interface Serizlds0/1, changed
State to up

Router>en
Bouterfconf t
ter configuration commands, one per lime. End with CNTL/Z._
Router{config)#ip route 172_.25_ 4.0 255.235L5_Z52_0 209.17_220.2
Bouter{config)#ip route 172_.35_0.0 255.355_Z52_0 209.17_220.03
Bouter (configl

Bouterg

%5Y¥5-5-CONFIG_I: Configured from conscle by conscle

e |

1

Cirl+F6 to exit CLI focus copy |[ rpaste |

[ op

ISP

Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las redes y

Sus rutas.
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I
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Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 205%.17.220.5, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/evg/max = Z/5/15 ms
Routerfping 209.17.220.2

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to Z09.17.220.Z, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/3/30 ms

Routergl7Z_Z29.
Trying 17Z.29.

mom
(S5

- -Open

[Connection to 172.2%.&.2 closed by foreign host]
Routerfping 172.23.6

1

Type escape seguence to abort.

Sending 5, 100-byte ICMP Echos to 172.23.€.Z, timeout is Z seconds:
SRR

Success rate is 100 percent (5/5), round-trip minfevg/max = 4/7/15 ms |E|

Router t!‘

Ctrl+F5 to exit CLI focus

[ Top

Hay Conectividad de extremo a extremos haciendo ping a cada ip

b. Verificar el balanceo de carga que presentan los routers.

® Bogotal =NAS X

Physical Coenfig CLI Aftributes
—

105 Command Line Interface

El - OSPF external type 1, EZ — OSPF externzl type 2, E - EGF .

i - I5-I5, L1 - I5-IS lewvel-1l, LZ - IS-I5 level-Z, ia — IS-IS
inter area

* — candidate default, U - per—user static route, o — CDR

P - periodic downlocaded static route

Gateway of last resort is 172.29.3.1 to network 0.0.0.0

172.29.0.0/1% is wvariskly subnetted, 10 subnets, 3 masks

c 172.29.0.0/24 is directly connected, GigabitEthernet0d/0

L 172.25.0.1/732 is directly connected, GigabitEthernetl/0

= 172.259.1.0/24 [120/1] wia 172.29.2.13, 00:00:Z1, Seri=l0/S1l/0
c 172.29.2.0/30 is directly connected, Serial0/0/0

L 172_.29.23.2/32 is directly connected, Serial0/0/0

c 172.29.2.4/30 is directly connected, Serial0/0/1

L 172_.29.2.6/32 is directly connected, Serial0/0/1

= 172.29.2.8/30 [120/1] wia 172.29.3.1, 00:00:2Z, Serial0/0/0

[120/1] wia 172.2%.3.5, 00:00:22, Serizl0/0/1
[120/1] wia 172.23.3.13, 00:00:21, Serial0/1/0

c 29.3.1Z/30 is directly connected, Serizl0S1/0
L 29.3.14/32 is directly connecte Serizl0/1/0
=i [u] Serial0/0/0

wia 172.2Z5.3.5, Serialds0/ 1

4 |.m

Router§

Ctrl+F§ to exit CLI focus Copy ] [ Paste ]

[0 mop

Hay 2 interfaces de carga como tambien en la 172.29.3.8 hay tres caminos donde se

balance la carga



c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacién, por tener

dos enlaces de conexion hacia otro router y por la ruta por defecto que manejan.

? Cisco Packet Tracer - C:\Users\Ceo\Videos\cisco final\escenariol.pkt =1
Fie Edit Options View Tooks Extensions Help
EERSOLrik@d i QaaaoE BSE ?

Q@ /7 med On

: "*‘--._.,_‘_ pu— 172.28.3.030

PCO T
1722940025 Wegelin2 172296.0530
209.17.220.0/30 e

\ = 208.17.220.430 17228.3.430
<z == 17229312130
1722864020 4 15
edelin1 Bogota:
1722966030
1722838130 \
172296.12120 2= _g
= = —
[ il z
==, 172.2.1.024
Medelind Bogota2 Fes

PCY 172294128025

Medelin172.28.4.0/21

Bogota 172.29.0.0/21

(@ Fem ST

A AF 2 & E A2

Serial DCE

Son dos redes muy parecidas bogotal y medellinl

d. Los routers Medellin2 y Bogotd2 también presentan redes conectadas directamente y
recibidas mediante RIP.

B Medellin2 b= [

Physical Config CLI Attributes
—

105 Command Line Interface

&LINEPROTO-5-UPDOWN: Line protocol on Interface Serialds0/1, changed
state to up

Router>en

Bouterfconf t©

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #rocuter rip

Router (config-router) fversion 2

Router (config-router) #no autoc summary

Router (config-router) #do show ip route conneted

Translating "conneted" . domain serwver (255 255 255 Z55)

% Invalid input detected

Router (config-router) #do show ip route connected

c 172.2%.4.0/25 1is directly connected, GigabitEthernetd/s0
c 172.25.6.0/30 is directly connected, Serial0/0/0

c 17Z.2%.6.4/30 1is directly connected, Serial0/0/s1

Router (config-router) fnetwork 172.23.4.0

Router (config-router) fnetwork 172.25.6.0

Router (config-router) fnetwork 17Z.23.6.4 |
RBouter (config-router) #passive-interface gd/0

Router (config-router) §

Ctrl+F8 to exit CLI focus

m. |

[ Top

Medellin2
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%LINEFROTC-5-UPDOWN: Line protocel on Interface Serisld/0/1, changed
state to up

Router>en

t
guration commands, one per line. End with CNTL/Z.
ig)frouter rip

g-router) $version Z

ig-router)fnc auto surmary

g-router)fdo show ip route connected

25.1.0/24 is directly connected, GigabitEthernet0/0
c 23.3.8/30 4is directly connected, Serial0/0/0
c .29.3.12r30 is directly connected, Serial0ds/0/1

Router (co g-router) #network 172.29.1.0
Router [config-router)$173.29.3.8

% Invalid input detected at '*' marker._

Router |
Router ( |
Router |

Router (config-router) §

Ctri+F8 to exit CLI focus

g-router) fnetwork 172.23.3.8
g-router) fnetwork 172
g-router) §passive-interface g0/0

||

[ op

Bogota2

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes para el

caso de la ruta por defecto.

¥ Bogotald

Physzical Config CLI Attributes.
—
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1 - OSPF externzl type 1, EZ - OSPF externzl type 2, E - EGF .
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - IS5-I5 lewvel-Z, i= - I5-IS
inter area
* — candidate default, U - per—-user static route, o — ODR
P - periodic downloaded static route

Gateway of last resort is 17Z2.29.3.1 to network 0.0.0.0

172 0.0/1€ is wvariebly subnetted, 10 subnets, 3 masks

c 172.259.0.0/24 is directly connected, GigabitEthernet0/0

L 172.259.0.1/3Z is directly connected, GigebitEthernet0d/0

2 172.25%.1.0/24 [1Z20/1] wia 172.25.3.13, 00:00:21, Serizl0s1/0
c 172.25.3.0/30 is directly connected, Serial0/0/0

L 172.25.3.2/32 is directly connected, Serialds0/0

c 172.29.3.4/30 is directly connected, Serial0s0/1

L 172_.29.2.6/32 is directly connected, Serial0/0/1

= 172.29.2.8/30 [120/1] wia 172.29.3.1, 00:00:ZZ, Serial0/0/0

[120/1] wia 172.29.23.5, 00:00:ZZ, Serial0/0/1
[120/1] wia 172.29.2.13, 00:00:Z1, Seri=l0/1l/0
23.3.12/30 is directly comnnected, Serisllds1/0
29.3.14/32 is directly connecte Seriald/1/0
AP (120711

Ao |

Bouter

Cirl+F to exit CLI focus Copy || Paste |

[ ®op

El balanceo de carga son rutas redundante



f. El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente

conectadas.

Router(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
Router(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.

[ s [ESREERT)

Physical Config CLI Attributes.
I

105 Command Line Interface

$LINEPROTO-5-UFDOWN: Line protocol on Interface Serialds 071, changed .
state to up

$LINEPROTO-5-UEDCHN: Line protocol on Interface Serizl0d/0/0, changed
state to down

SLINEPROTO-5-UFDOHWN: Line protocol on Interface Serialds0/1, changed
state to down

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serialls 070, changed
state to up

&LINEPROTO-5-UPDOHWN: Line protocel on Interface Serialls0/1, changed
sState to up

Poutersen
Fouterfconf t
[Enter configuration commands, one per lime. End with CHTL/Z.
Router {config)#ip route 172.35_ 4.0 255.355_Z52_0 209.17.220.2
205_17_Z220._4

Router{config) #ip route 172_235.0.0 255.255_252.0
Router (config)§

Routerf

25¥S5-5-CONFIG I: Configured from conscle by conscle

m

1]

Cirl+F8 to exit CLI focus copy | [ rPaste |

O Top

Deshabilitar la propagacién del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las interfaces

de cada router que no necesitan desactivacion.



¥ Medellinl = | B i
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SLINEPROTO-5-UPDOWN: Line protoccol on Interface Serialld/s1l/1, changed
State to up

$LINEPROTO-5-UFDOWN: Line protocol on Interface Seriall/s1/0, changed
sState to up

BEouter»en

Routerfcont t©

Enter configuration commands, one per line. End with CNTL/Z.
Bouter (config) #router rip

Router (config-router) fversion 2

Bouter (config-router) fno auto-summary

Bouter (config-router) §do show ip route connected

c 172.25%.6.0/30 is directly comnnected, Serizall/ 0/1

c 172.25.6.8/30 is directly connected, Seriald/s1/0

c 172.25.6.12/30 is directly connected, Seris=l0/1/1
c 205%.17_.220.0/30 is directly connected, Serialds0/0
Router (config-router) fnetwork 17Z2.23.68.0

Bouter (config-router) fnetwork 172 _Z5_&.8

m

Router (config-router) fnetwork 172 _2Z5_&8.12
Router (config-router) §passive-interface s0/70/0
Bouter (config-router) §

Cirl+F8 to exit CLI focus Copy || Paste

O] ®p

Este procedimiento ya esta configurado anteriormente cuando estabamos configurando rip

para bogotal, medellinl.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO0/1/0;
SERIALO/1/1

Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO0/0/0; SERIALO0/0/1;
SERIALO/1/0

Medellinl SERIALO0/0/0; SERIALO0/0/1;
SERIALO/1/1

Medellin2 SERIALO/0/0; SERIALO/0O/1

Medellin3 SERIALO/0/0; SERIALO/0/1;
SERIALO/1/0

ISP No lo requiere




Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los routers, como
el passive interface para la conexion hacia el ISP, la version de RIP y las interfaces que

participan de la publicacion entre otros datos.

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/0/1

C 172.29.3.12/30 is directly connected, Serial0/1/0

Router(config-router)#network 172.29.0.0
Router(config-router)#network 172.29.3.0
Router(config-router)#network 172.29.3.4
Router(config-router)#network 172.29.3.4
Router(config-router)#network 172.29.3.12

Router(config-router)#passive-interface g0/0



? Bogota3 |
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Router (config-router) fversion 2 -
Router (config-router) §no auto—summary

Router (config-router) #do show ip route connected

c 172.29.0.0/24 is directly connected, GigebitEthernetd/0
c 172.29.3.0/30 1is directly connected, Seriald/0/0

c 172.29.3.4/30 1is directly connected, Serial0/s0/1

c 172.25.3.12/30 is directly connected, Serizl0/1/0

m

Router (config-router) §network 17223
Bouter (config-router) fnetwork 17Z.29
Router (config-router) §network 17223
1
1

7
7

Router (config-router) fnetwork Z5

RIORD KRR R

oW W o

[u]
[u]
-4
4
1

RBouter (config-router) §network 172.29

-1z
[Router (config-router) #pagaive—-interface gl/0

Router (config-router) §

n

Router conl is now awailable

Ctrl+F& to exit CLI focus Copy ] [ Paste

[ op

Se Hicieron las interfaces pasivas, la conexion a RIP

b. Verificar y documentar la base de datos de RIP de cada router, donde se informa de

manera detallada de todas las rutas hacia cada red.

Bogota3

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0

C 172.29.3.4/30 is directly connected, Serial0/0/1

C 172.29.3.12/30 is directly connected, Serial0/1/0

Router(config-router)#network 172.29.0.0



Router(config-router)#network 172.29.3.0
Router(config-router)#network 172.29.3.4
Router(config-router)#network 172.29.3.4
Router(config-router)#network 172.29.3.12
Router(config-router)#passive-interface g0/0

Bogota2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto summary
Router(config-router)#do show ip route connected

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0

C 172.29.3.8/30 is directly connected, Serial0/0/0

C 172.29.3.12/30 is directly connected, Serial0/0/1

Router(config-router)#network 172.29.1.0
Router(config-router)#network 172.29.3.8
Router(config-router)#network 172.29.3.12
Router(config-router)#passive-interface g0/0

Router(config-router)#

Medellin1

Router>en
Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#router rip



Router(config-router)#version 2
Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1
C 209.17.220.0/30 is directly connected, Serial0/0/0

Router(config-router)#network 172.29.6.0
Router(config-router)#network 172.29.6.8
Router(config-router)#network 172.29.6.12

Router(config-router)#passive-interface s0/0/0

Medellin2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto summary
Router(config-router)#do show ip route conneted

Translating "conneted"...domain server (255.255.255.255)

% Invalid input detected

Router(config-router)#do show ip route connected
C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/0
C 172.29.6.4/30 is directly connected, Serial0/0/1



Router(config-router)#network 172.29.4.0
Router(config-router)#network 172.29.6.0
Router(config-router)#network 172.29.6.4

Router(config-router)#passive-interface g0/0

Medellin3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-router)#version 2

Router(config-router)#no auto-summary
Router(config-router)#do show ip route connected

C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/0/0

C 172.29.6.12/30 is directly connected, Serial0/0/1

Router(config-router)#network 172.29.4.128
Router(config-router)#network 172.29.6.4
Router(config-router)#network 172.29.6.8
Router(config-router)#network 172.29.6.12

Router(config-router)#passive-interface g0/0

Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado con

autenticacion PAP.



Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#hostname ISP

ISP(config)#username MEDELLIN password cisco

ISP(config)#int s0/0/0

ISP (config-ify#encapsulation PPP

ISP(config-if)# ppp authentication pap

ISP(config-if)# ppp pap ?

Sent-username Set outbound PAP username

ISP(config-if)# ppp pap sent-username ISP password cisco

,?ISP =RREn X

Physical Config CLI Attributes
I

105 Command Line Interface

state to up -

LINEPROTO-5-UPDOWN: Line protocol on Interface Serizl0s0/1, changed
state to up

Router>EN

Routergconf t

Enter configuration commands, one per lime. End with CNTL/Z.
Router (config) $hostname ISF

V#encapsulation ppp

ISP(config-if)§

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serialds0/0, changed
state to down

I5P(config-if) §ppp authentication pap
ISP(config-if) §ppp pap ?

sent-username Set outbound PAF username
ISP{config-if) #ppp pap ?

sent-username Set ocutbound PAP usernams

m

ISP{config-if) #ppp pap sent-username ISP password cisco
ISP {config-if) § &

Ctrl+F6 to exit CLI focus Copy Paste

Top

Router>en

Router#conf t

Se configuro ISP con autenticacién PAP

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#hostname ISP




MEDELLIN(config)#username ISP password cisco
MEDELLIN (config)#int s0/0/0
MEDELLIN (config-ifyj#encapsulation PPP
MEDELLIN (config-if)# ppp authentication pap
MEDELLIN (config-if)# ppp pap ?
Sent-username Set outbound PAP username
ISP (config-if)# ppp pap sent-username MEDELLIN password cisco

® Medellinl = | B |
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Router>EN

Routerfconf t

Enter configuration commands, one per line. End with CHNTIL/Z.
Router (config) #hotname MEDELLIN

% Invalid input detected at '~' marker.

Router (config) #hostname MEDELLIN

MEDELLIN (config) fusername ISP password cisco

MEDELLIN (config)

$LINEFROTO-5-UPDOWN: Line protocol on Interface Serialds0/0, changed
state to down

MEDELLIN (config) #int s0/0/0

MEDELLIN (config-if) §encapsulation ppp

MEDELLIN (config-if) §ppp authentication pap

MEDELLIN (config-if) §ppp pap sent-username MEDELLIN password cisco
MEDELLIN (config-if) g -

m

Ctrl+F6 to exit CLI focus Copy | | Paste

Top

Se configuro Medellinl con autenticacion PAP

b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAP.

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA



BOGOTA(config)#username BOGOTA password cisco
BOGOTA(config)#username ISP password cisco
BOGOTA(config)#int s0/0/0
BOGOTA(config-ify#encapsulation PPP
BOGOTA(config-if)# ppp authentication chap

P 18P ==

Physical Config CLI Attributes
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[ELINEFRUI0-5-UPDUNN: Line protocol on lnberfzce Serizld/ 071, changed

state to down
ISP (config—if) #ppp authentication chap

FLINEPROTO-S5-UPDOWN: Line protocol om Interface Serial(/0/1,
state to up

ISP {config-if)$ping 209.17.220.6

% Inwalid input detected at """ marker.

ISP {config-if) fend

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/5 ms

4

Ctrl+F6 to exit CLI focus Copy ] [ Paste

[ Top

Se configuro ISP con autenticacion CHAP




® Bogotal E@u
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Router>EN
Routerfeonf t
Enter configuration commands, one per lime. End with CNTL/Z.

changed

|BOGOTA (config) #int s0/0/0
[BOGOTA (config-if) §encapsulation ppp
[BOCOTRA (config-if) #ppp authetication chap

L |

% Inwalid input detected at "' marker.

[BOGOTA (config—if) §ppp authentication chapy

BOEOTA(config-if) §

Cirl+F6 to exit CLI focus copy | [ Paste

[ Top

Se configuro Bogotal con autenticacion CHAP

Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y Medellinl), los
routers internos de una ciudad no podran llegar hasta los routers internos en el otro extremo,

s6lo existird comunicacion hasta los routers Bogotal, ISP y Medellinl.

Se perderia la comunicacion de extremo a extremo ejemplo pc2 a pcO

b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT en el
router Medellinl. Compruebe que la traduccion de direcciones indique las interfaces de
entrada y de salida. Al realizar una prueba de ping, la direccidbn debe ser traducida
automéaticamente a la direccion de la interfaz serial 0/1/0 del router Medellinl, como

diferente puerto.



MEDELLIN>en
MEDELLIN#conf t

Enter configuration commands, one per line. End with CNTL/Z.

MEDELLIN(config)#ip nat inside source list 1 interface s0/0/0 overload
MEDELLIN(config)#access-list 1 permit 172.29.4.0 0.0.3.255
MEDELLIN(config)#int s/0/0/0

MEDELLIN(config-if)#ip nat outside

MEDELLIN(config-if)#int s0/0/1

MEDELLIN(config-if)#ip nat inside

MEDELLIN(config-if)#int s0/1/0

MEDELLIN(config-if)#ip nat inside

MEDELLIN(config-if)#int s0/1/1

MEDELLIN(config-if)#ip nat inside

? Medellinl

Physical Config CLI Attributes
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state to up

State to up

MEDELLIN>en

MEDELLIN (config) facceas-list 1 permit 172.35.4.0 0.0.3_255
MEDELLIN (config) §int 3/0/0/0

% Inwalid input detected at """ marker.

MEDELLIN (config) §int a0/0/0
MEDELLIN (config-if) #ip mat outside
MEDELLIN {config—if) #int s0/0/1
MEDELLIN (config-if) #ip nat inside
IMEDELLIN ({config—if) §int s0/1/0
MEDELLIN (config—if) §ip mat inside
IMEDELLIN (config-if) §int s0/1/1
MEDELLIN ({config—if) #ip nat insid

MEDELLIN (config-if) §

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serialfd /071, changed

m

4

Ctrl+F& to exit CLI focus Copy

J

Paste

]

] op

Medellinl




c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccion de
direcciones indique las interfaces de entrada y de salida. Al realizar una prueba de ping, la
direccién debe ser traducida automaticamente a la direccién de la interfaz serial 0/1/0 del

router Bogotal, como diferente puerto.

BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#ip nat inside source list 1 interface s0/0/0 overload
BOGOTA(config)#access-list 1 permit 172.29.0.0 0.0.3.255
BOGOTA(config)#int s0/0/0

BOGOTA(config-if)#ip nat outside

BOGOTA(config-if)#int s0/0/1

BOGOTA(config-if)#ip nat inside

BOGOTA(config-if)#int sO/1/0

BOGOTA(config-if)#ip nat inside

BOGOTA(config-if)#int s0/1/1

BOGOTA(config-if)#ip nat inside

P Bogotal @M

Physical Config CLI Aftributes
—

10S Command Line Interface

1
Ctri+F6 to exit CLI focus

[ wop

Bogotal
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[Command Prompt

Minimum = 2ms, Maximum = 45ms, Au

Czh>

Top

ping 209.17.220.5 conexién exitosa

Configuracion del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el servidor

DHCP para ambas redes Lan.

Medellin 2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
Router(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
Router(config)#ip dhcp pool MEDELLIN2
Router(dhcp-config)#network 172.29.4.0 255.255.255.128
Router(dhcp-config)#default-router 172.29.4.1



Router(dhcp-config)#dns-server 0.0.0.0
Router(dhcp-config)#exit

Router(config)#ip dhcp pool MEDELLIN3
Router(dhcp-config)#network 172.29.4.128 255.255.255.128
Router(dhcp-config)#default-router 172.29.4.129
Router(dhcp-config)#dns-server 0.0.0.0
Router(dhcp-config)#exit

Router(config)#

(B Medellin2 [ESREER
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State to up -

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, ch d
State to up

Routergconf t
ter configuration commands, one per line. End with CNTL/Z.
Router (config) #ip dhcp excluded-address
Router (config) #ip dhcp excluded-address
Router (config) #ip dhcp pool MEDELLIN
Router (dhep-config) §network 172_29.
Router (dhep—config) §default—-router
Router {dhep-config) §dns—server 0.0.0.0
Router (dhcp-config) fexit
Router (config) #ip dhcp pool MEDELLIN
Router (dhep-config) §network 172_29.
Router (dhecp—config) §#default-router 17Z.
Router {dhep-config) §dns—server 0.0.0.0
Router (dhcp—config) fexit
Router (config) §
Router§
%SY¥YS-5-CONFIG_I: Configured from conscle by conscle

m

4

Cirl+F& to exit CLI focus copy | [ Paste |

[ Top

Se configura Medellin2 donde es el servidor principal para ambas redes
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Physical  Config  Deskop  Programming  Aftributes

@ DHCP ) Static DHCP reguest successful.

IP Address.

Subnet Mask

Default Gateway

DNS Server

IPvG Configuration

_) DHCP _ Auto Config @ Static

IPvE Address i

Link Local Address FEB0::20C:35FF:FETA:SB5C

IPvE Gateway E

IPv8 DNS Server
802.1X

[7] Use 802.1X Security
Authentication
Username

Password

[ Top

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int g0/0

Router(config-if)#ip helper-address 172.29.6.5

b. El router Medellin3 deber& habilitar el paso de los mensajes broadcast hacia la IP del

router Medellin2.

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int g0/0

Router(config-if)#ip helper-address 172.29.6.5



B Medellin3 =[O
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state to down -

$LINEPROTC-5-UPFDOWN: Line protocol on Interface Serialds/0/1, changed
state to down

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serialld/1/0, changed
state to up

$LINEFROTO-5-UPDOWN: Line protocol on Interface Serialds0/1, changed
state to up

&LINEPROTO-5-UPDOWN: Line protocol on Interface Serialds0/0, changed
state to up

Router>en
Routerfconf t
ter configuration commands,
Router (config) #int g0/0
Router {config—if) §ip helper—address 172_25_6_5
Router (config-if) §

Routerf

%5¥5-5-CONFIG_I: Configured from conscle by conscle

line. End with CNTL/Z.

one per

m

Routerf

Cirl+F& to exit CLI focus copy | [ Paste

[E] Top

Se hace un redireccionamiento para que halla comunicacion con medellin2

(@ pc1 (o] o

Physical Config Desktop Programming Aftributes.
—

@ DHCP () Static

IP Address 172.28.4.134

Subnet Mask 255

Default Gateway 17 B
DNS Server 0000

IPv& Configuration

() DHCP ©) Auto Config @ Static

IPvE Address !

Link Local Address FES0::209:7CFF.FESE.ABBA

IPvE Gateway =
IPvE DNS Server

802.1X

[ Use 802.1X Security
Authentication D5 -
Username

Password

[ Top

c. Configurar lared Bogota2 y Bogota3 donde el router Medellin2 debe ser el servidor DHCP

para ambas redes Lan.

Router>en
Router#conf t
Router(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5



Router(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
Router(config)#ip dhcp pool BOGOTA2
Router(dhcp-config)#network 172.29.1.0 255.255.255.0
Router(dhcp-config)#default-router 172.29.1.1
Router(dhcp-config)#dns-server 0.0.0.0

Router(dhcp-config)#ip dhcp pool BOGOTAS
Router(dhcp-config)#network 172.29.0.0 255.255.255.0
Router(dhcp-config)#default-router 172.29.0.1
Router(dhcp-config)#dns-server 0.0.0.0

® Bogota? (=] 5 i
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state to up

state to up

Bouter>en

BEoutergconf t

Enter configuration commands, one per line. End with CHILAZ.
Bouter (config) #ip dhep exluded-address 172.25.1.1 172.Z5.1.5

% Tnvalid input detected at "' marker.

Fouter (config) #ip dhep excluded-address 172.25.1.1 172.25.1.
Bouter (config) #ip dhep excluded-address 172.25.0.1 172.25.0.
Router {config) §#ip dhcp pool BOSOTAZ
Router (dhep—config) #network 172_.2%_1_0 255_255_
Router {dhep—config) fdefault-router 172.25.1_1
Router (dhep—config) #dna—server 0.0.0.0
Router (dhep—config) #ip dhcp pool BOGOTAS
Router {(dhep—config) #network 172 _29%_0_0 255_255_
Router (dhep—config) #default-router 172 29 .0_1
Router (dhcp—config) $dna—server 0.0.0.0
Router (dhcp—config) #

$LINEPROTO-5-TUPLOWN: Line protocol on Interface Seriz=ld/0/1, changed

SLINEPROTO-5-UEDOWN: Line protocol on Interface Seriald/0/0, changed

s

m

El

Ctrl+F& to exit CLI focus Copy ] [

Paste

[ Top
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SLINEPROTO-5-UPDOWN: Line protocol on Interface Serizl0s0/0, changed
state to down

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serizl0s1/0, changed
state to down

SLINEFROTO-5-UPDOWN: Line protocol on Interface Serizld/0/1, changed
state to down

SLINEFROTO-5-UPDOWN: Line protocol on Interface Serial0s0/1, changed
State to up

ELINEPROTO-5-UPDOWN: Line protocol on Interface Serizl0s1/0, changed
State to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serizl0/0/0, changed
state to up

Router>en

Fouterfconf t
ter configuration commands,
Router (config) §int gl/s0
Router (config-if) #ip helper—address 172.2%.3.1
Bouter (config—if)
Routerg

%5YS-5-CONFIG_I: Configured from conscle by conscle —

line. End with CHTL/Z.

one per

m

3

Cirl+F5 to exit CLI focus copy |[ Paste |

d. Configure el router Bogotal para que habilite el paso de los mensajes Broadcast hacia

la IP del router Bogota2.

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int g0/0

Router(config-if)#ip helper-address 172.29.3.13
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TLINEPRCIC-S5-UPDUWN . Linie protocol on lnLerface Serield;ur7u, changed
state to down

%LINE-5-CHANGED: Interface Seriald/0/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Serialds0/0, changed
State to up

Destination filename [startup-—config]?

Proceed with reload? [confirm]

System Bootstrap, Version 15.1(4)M4, RELEASE SOFTWARE (£cl)
Technical Support: http://www.cisco.com/techsupport

Copyright ({(c) Z010 by cisco Systems, Inc.

Total memory size = 51 MB - On-board = 512 MB, DIMMO = 0 MB
CISC01941/E9 platform with 524288 Ebytes of main memory

Main memory is configured to &4/-1(0n-board/DIMMO) bit mode with ECC
disabled

Readonly ROMMON initialized -

CirlsF to exit CLI focus Copy [ Paste |

[ ®op

® Medellin [ESREER™C
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SLINE-5-CHRNGED: Interface Serialld/0/0, changed state to up G

$LINEFRCTO-5-UPDOWN: Line protocol on Interface Serizl0/0/0, changed
state to up

MEDELLINfcopy run sStart
Destination filename [startup-configl?

MEDELLIN§reload
Proceed with reload? [confirm]

System Bootstrap, Version 15.1(4)M4, RELEARASE SOFIWARE (fcl)
Technical Suppeort: http://www.cisco.com/techsupport

Copyright (e} 2010 by cisco Systems, Inc.

Total memory size = 512 MB - On-board = 51Z MB, DIMMO = 0 MB
CISC01541/E% platform with 524288 Ebytes of main memory

Main memory is configured to &4/-1(0n-board/DIMMO) bit mode with ECC
disabled

Beadonly RCMMON initizslized

program load complete, entry point: 0x80803000, size: Oxlb340

oz o i ime o Ouononzonn imoc Dalloan

Cirl+F6 to exit CLI focus Copy ][ Paste

[ op
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Press RETURN to get started.

|.m

|[Destination filename [startup-config]?
[Building configuration...

ISP§reload
Proceed with reload? [confirm]
System Bootstrap, Version 15.1(4)M4, RELERSE SOFIWARE (fcl)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 2010 by cisco Systems, Inc.
Total memory size = 512 MB - Om-board = 512 MB, DIMMO = 0 MB -

Cirl+F6 to exit CLI focus

[0 Top

Procedemos a reiniciar los routers ISP, MEDELLIN1, BOGOTAL guardando la configuracion
para poder hacer ping de las pcs

B pc2 = | ] ||

Physical Config Desktop Programming Attributes

Pinging 17 1.6 with

Bequest timed out.

Reply from 172.259.1_6: bytesa=3Z time=lms TTL=12Z6&
Reply from 172_Z5.1_

Reply from 172.259.1_6: bytesa=3Z time=3ms TTL=12Z¢&

Ping statistics for 172_Z29%.1._6:

Packets: Sent = 4, Received = 3, Lost = 1 (Z5% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 3ms, Average = Zm3

C:\>ping 172.23_4.134
Pinging 172.29.4.134 with 32 bytes of data:

Regquest timed cut.

Beply from 172.25%.4.134: bytes=3Z time=6&ms TTIL=1Z3
Reply from 172.25_.4_134: bytes=32 time=6ms TTL=123
Beply from 172.25%.4.134: bytes=3Z time=Tms TTL=1Z3

Ping statistics for 172.2Z5_.4.134:

Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:

Minimum = éms, Maximum = Tms, RAverage = &m3

[ Top

Hacemos ping desde Pc2 y las conexiones son exitosas de extremo a extremo
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ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de Miami,
Bogota y Buenos Aires, en donde el estudiante serd el administrador de la red, el cual
debera configurar e interconectar entre si cada uno de los dispositivos que forman parte del
escenario, acorde con los lineamientos establecidos para el direccionamiento IP, protocolos

de enrutamiento y demas aspectos que forman parte de la topologia de red.

Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los

dispositivos que forman parte del escenario.

R1

Router>

Router>en



Router#conf t

Router(config)#hostname R1

R1(config)#no ip domain-lookup

R1(config)#int s0/0/0

R1(config-if)#description Connection to Miami
R1(config-if)#ip address 172.31.21.1 255.255.255.252
R1(config-if)#clock rate 128000

This command applies only to DCE interfaces
R1(config-if)#no shut

R1(config-if)#ip route 0.0.0.0 0.0.0.0 serial 0/0/0

R2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R2

R2(config)#no ip domain-lookup

R2(config)#int loopbackO

R2(config-if)#description simulated web server
R2(config-if)#ip address 10.10.10.10 255.255.255.255
R2(config-if)#int f0/0

R2(config-if)#description connection to ISP

R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)#no shut

R2(config-if)#int s0/0/1

R2(config-if)#description connection to Bogota
R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#no shut

R2(config-if)#int s0/0/0



R2(config-if)#description connection to Buenos Aires
R2(config-if)#ip address 172.31.23.2 255.255.255.252
R2(config-if)#no shut

R2(config-if)#ip route 0.0.0.0 0.0.0.0 f0/0

R3

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R3

R3(config)#no ip domain-lookup

R3(config)#int loopback4

R3(config-if)#ip address 192.168.4.1 255.255.255.0
R3(config-if)#int loopback5

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#int loopback6

R3(config-if)#ip address 192.168.6.1 255.255.255.0
R3(config-if)#int sO/0/1

R3(config-if)#description connection to Miami
R3(config-if)#ip address 172.31.23.2 255.255.255.252
R3(config-if)#no shut

R3(config-if)#ip route 0.0.0.0 0.0.0.0 s0/0/1



Configuracion ip Internet PC

B2 INTERNET PC

R x )

Subnet Mask

Link Local Address.

IPvE Gateway

IPvE DNS Server

802.1X

[7] Use 802 1X Security
Authentication MDS
Username

Password

Physical Config Desktop Programming Aftributes
@ DHCP @ Static o
IP Address. 208.185.200.230

255.255.255.248

Default Gateway 209. 155.200.225{

DNS Server 0.0.0.0

IPv6 Configuration

) DHCP @) Auto Config @ Static
IPvE Address

FE80::210:11FF:FEBD:B442

[

[ op

Switch S1

Switch>en
Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#hostname s1

s1(config)#no ip domain-lookup

Switch S3

Switch>en

Switch#conf t
Switch(config)#hostname S3
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$LINEPROTO-5-UPDOWN: Line protocol on Interface Seriallys0/0, changed .
state to up

$LINEPROTC-5-UBDOWN: Line protocol on Interface Serialds0/0, changed
state to down

$LINEPROTC-5-UBDOWN: Line protocol on Interface Serialds0/0, changed
state to up

&LINEPROTO-5-UPDOWN: Line protocol on Interface Serialls 070, changed
state to down

$LINEPROTC-5-UBDOWN: Line protocol on Interface Serialds0/0, changed
state to up

timecut is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/favg/max = 1/&/28 mas| D
i

Rlx

Ctrl+F8§ to exit CLI focus Copy ] [ Paste ]

[ Top

Hacemos ping del Router R1 a laip 172.31.23.2
B R1 (= [ @ |
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-

% LINEPROTCO-5-UFDOWN: Line protocol on Interface Seriald/0/0, changed
state to down
5LINEPROTO-5-UFDOWN: Line protocol on Interface Seriald/0/0, changed
state to up
Rl>
Bl»ping 172_31.23.2
Type escape sSequence to zbort.
Sending 5, 100-kbyte ICMP Echos to 172.31.23.2Z, timeout is 2 seconds:
reere
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/6/28 ms

timecut is Z seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 2/7 ms D
Bl>
Rl> =
Ciri+F8 to exit CLI focus copy || Paste |

[ Top

Hacemos ping del Router R1 alaip 172.31.21.2
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state to up

state to down

state to down

state to up

state to up

RZw»ping 172_.31_Z1.1

vpe egcape sSequence to abort.

Success rate is 100 percent (5/5),

BIx

SLINEPROTO-5-UFDOWN: Line protocol on Interface Serizalds0/1, changed

5LINEPROTC-5-UPDOWN: Line protocol on Interface Serizll/0/1, changed

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serizl0/0/0, changed

&LINEPROTO-5-UPDOWN: Line protocol on Interface Serizalds0/1, changed

5LINEPROTO-5-UPDOWN: Line protocol on Interface Serizll/0/0, changed

Sending 5, 100-byte ICHMP Echos to 172_31_21.1, timeout is 2 seconds:

round-trip minfavg/max = 1/2/7 ms

4 |.m

Cirl+F8 to exit CLI focus

[ Top

Copy ] [ Paste ]

Hacemos ping del Router R2 alaip 172.31.21.1

Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0

Configuration Item or Task

Specification

Router ID R1

1111

Router ID R2

5.5.5.5

Router ID R3

8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales
en

256 Kb/s

Ajustar el costo en la métrica de S0/0 a

9500

Verificar informacion de OSPF




Visualizar tablas de enrutamiento y routers conectados por OSPFv2

R1

R1>en

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 172.31.21.0 0.0.0.3 area 0
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#network 192.168.99.0 0.0.0.255 area 0
R1(config-router)#passive-interface default
R1(config-router)#auto-cost reference-bandwidth 1000
R1(config-router)#int s0/0/0

R1(config-if)#bandwidth 256

R1(config-if)#ip ospf cost 9500

R2

R2>en

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#router-id 5.5.5.5

R2(config-router)#network 10.10.10.10 0.0.0.0 area 0
R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0



R2(config-router)#passive-interface LoopbackO
R2(config-router)#passive-interface f0/1
R2(config-router)#int s0/0/0
R2(config-if)#bandwidth 256

R2(config-if)#ip ospf cost 9500
R2(config-if)#int s0/0/1

R2(config-if)#bandwidth 256

R2(config-if)#ip ospf cost 9500

R3

R3>en

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router)#router-id 8.8.8.8
R3(config-router)#passive-interface Loopback4
R3(config-router)#passive-interface Loopback5
R3(config-router)#passive-interface Loopback6
R3(config-router)#auto-cost reference-bandwidth 1000

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R3(config-router)#network 172.31.23.0 0.0.0.3 area O
R3(config-router)#network 192.168.4.0 0.0.3.255 area O
R3(config-router)#int s0/0/1

R3(config-if)#bandwidth 256

R3(config-if)#ip ospf cost 9500
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Rl {config-router) fnetwork 192_1€28.95.0 0.0.0.255 area 0
Rl {config-router) §passive-interface default

Rl {config-router) §No passive-interface s30/0/0

Bl (config-router) §No passive-interface s0/0/0

Rl {config-router) fauto-cost reference-bandwidth 1000

Rl {config-router)fint s0/0/0

Rl {config-if) §bandwidth Z5&

Rli{config-if)§ip ospf cost 35500

Bl{config-if)§

LOADING to FULL, Loading Done

Bl {config-if) fexit

Bl {config) gexit

Rl

%S5Y¥YS-5-CONFIG_I: Configured from conscle by consocle

05:23:3%: %05PF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0ys0/0 £from

Cirl+F& to exit CLI focus copy | |

Paste |

£ Top
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RZ (config-router) fnetwork 17Z.31.21.0 0.0.0.3 area 0
B2 (config-router) #network 172.31.23.0 0.0.0.3 area 0
RZ (config-router) §passive-interface Loopback(

BZ (config-router) #passive-interface £0/1

RZ (config-router) #int 30/0/0

RZ (config-if) §bandwidth 25&

B2 {config-if) #ip ospf cost 3500

RZ {config-if) #int =s0/0/71

RZ (config-if) §bandwidth 25&

RZ (config-if)§ip ospf cost 35500

RZ (config-if)§

B2 {config-if)§

RZ (config-if) fexit

BZ (config) fexit

RZE

%5¥Y5-5-CONFIG_I: Configured from conscle by conscle

R2¢show ip ospf neig

pfeighbor ID
Interface
2.8.2.8
Seriald/0/0]
2§

Cirl+F to exit CLI focus copy | |

Paste |

O op
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Enter configuration commands, one per line. End with CHTL/Z.
B3 (config) §router ospf 1

R3{config-router) frouter—id B8.8.8.8

B3 ({config-router) §passive-interface Loopback4
R3{config-router) §passive-interface Loopbacks
R3{config-router) fpassive-interizce Loopbacke
R3({config-router) fauto-cost reference-bandwidth 1000
R3{config-router) fnetwork 172.31.23.0 0.0.0.2 area O
R3{config-router) fnetwork 132.165.4.0 0.0.3.255 area 0
B3 {config-router)fint s0/0/1

B2 {config-if) §bandwidth Z2Z5%

R3{config-if) §ip ospf cost 3500

R3(config-if) fexit

B3 (config) fexit

R3§

%5YS5-5-CONFIG I: Configured from conscle by conscle

show ip ospf meig

Dead Time

Ctrl+F§ to exit CLI focus Copy ] [

]

Top

® R (= [
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inter area
* - candidate defsult, U - per-user static route, o - ODR
P - periodic downloaded static route

iz subnette
[110/ 1]

ia diractlu

N1 - OS5PF MS5R external type 1, NZ - OS5SPF NSS5R externzl type 2 =
El - OS5PF external type 1, EZ - O5PF external type 2, E - EGF
i - I5-I5, L1 - IS-IS level-1l, LZ - I5-IS lewvel-Z, ia - IS-IS

Cirl+F6 to ext CLI focus copy | |

Paste

Top




Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada
interface

R1

R1#show ip ospf interface

Rl (=6 ]

Physical Config CLI Attributes
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Bl>en -
Rl#show ip ospf interfaces

% Invalid input detected at '"' marker.

Ri#show ip ospf interface

NT-TO-DOINT, Cost:|

Transmit Delay is 1 s
No

No b

Timer imte

Helle due
Next 0

Last flood
Last flood

R2

® R [ESSER)

Physical Config CLI Attributes
—

105 Command Line Interface

FP=bow ip osp:f int

Loopback0 is up,

line protoccl is up

Internet

Cost:

POINT-TC

POINT,

Transmit Delay is 1 sec, State POINT-TO-D

No designa router on this network

Last flood scan length is 1, mawimum is 1
Last flood scan time is 0 msec, maximum is 0 masee
Neighbor Count is 1 , Adjacent
t with neighbor 1.1.1.1
hellc for 0 neighbor(s)
is up, 1li
Internet address is 172.

proto
31.




R3

O R3 (=@ [
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Area 0

Network Type
stub Host

is treated as a

is up, line prot
Internet addr
1

is up, line protocol is up

LOOPBACE,

Internet address is 172
ess ID 1 ter ID

POINT-TO-POINT, Cost:

Transmit Delay is 1 sec,

State POINT-TO-BOINT, Pricrity O
No designated router on this network

Ho backup designated router on this network
Timer intervals Hello 10, Dead 40,

configured, Wait 40,

Hello due in 00:00:0&

i

Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing Networks, and

passive interfaces configuradas en cada router.

R1
R1#show ip protocols

B R1 (=[O [

Physical Config CLI Attributes.
—

105 Command Line Interface

2Adjecent with neighbor 5-5.5.5 =]
Suppress hello for O neighboz(s)

)28l show ip protocols

Routing Protocol is "ospf 1"
ng update f£il list for all in is not set

Incoming update filter list for all interfaces is not set
uter ID 1.1.1.1

Mumber of areas in this router is 1. 1 normal 0 stub

Maximum path:

0 nssa

Information Sou:

Cirl+F6 to exit CLI focus
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Suppress hello for 0 neighbor(s)
RZg

col
updat is not set
Incoming update filter list for sll interfac is not set

s in this router is 1. 1 mormal 0 stub 0 nssa

22§ i

R [FSEER)
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Suppress hello for 0 neighbori(s)




Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN
Routing y Seguridad en los Switches acorde a la topologia de red establecida.

R1

R1#en

R1#conft

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int 0/0.30

R1(config-subif)#description Accounting LAN
R1(config-subif)#encapsulation dot1Q 30
R1(config-subif)#ip address 192.168.30.1 255.255.255.0
R1(config-subif)#int f0/0.40

R1(config-subif)#description MERCADEO LAN
R1(config-subif)#encapsulation dot1Q 40
R1(config-subif)#ip address 192.168.40.1 255.255.255.0
R1(config-subif)#int f0/0.200

R1(config-subif)#description Mantenimiento LAN
R1(config-subif)#encapsulation dot1Q 200
R1(config-subif)#ip address 192.168.200.1 255.255.255.0
R1(config-subif)#exit

R1(config)#int f0O/0

R1(config-if)#no shut

Switch S1

sl>en
sl#tconft



Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30

S1(config-vlan)#name ADMINISTRACION
S1(config-vlan)#vlan 40

S1(config-vlan)#name MERCADEO

S1(config-vlan)#vlan 200

S1(config-vlan)#name MANTENIMIENTO

S1(config-vlan)#int fO/1

S1(config-if)#switchport access vlan 30
S1(config-if)#switchport mode access

S1(config-if)#interface range FastEthernet0/2, FastEthernet0/4-23
S1(config-if-range)#switchport mode access
S1(config-if-range)#int f0/24

S1(config-if)#switchport mode access

S1(config-if)#int f0/3

S1(config-if)#switchport mode trunk

Switch S3

S3>en

S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30

S3(config-vlan)#name ADMINISTRACION
S3(config-vlan)#vlan 40

S3(config-vlan)#name MERCADEO

S3(config-vlan)#vlan 200

S3(config-vlan)#name MANTENIMIENTO

S3(config-vlan)#int fO/1



S3(config-if)#switchport access vlan 40

S3(config-if)#switchport mode access

S3(config-if)#interface range FastEthernet0/2, FastEthernet0/4-24
S3(config-if-range)#switchport mode access
S3(config-if-range)#int f0/3

S3(config-if)#switchport mode trunk

CE el

Physical Config CLI Attributes.
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SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0r3,
changed state to down

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetds3,
changed state To up

P |

g—if) §switchpors mode trunk
g-if) ¥

Ctrl+F6 to exit CLI focus Copy

[E] Top

En el Switch 3 deshabilitar DNS lookup

S3(config-if)#no ip domain-lookup

Asignar direcciones IP a los Switches acorde a los lineamientos.
S1

S1(config-if)#int vlan 200

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shut



S1(config-if)#ip default-gateway 192.168.99.1

S3

S3#en

S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#int vian 200

S3(config-if)#ip add 192.168.99.3 255.255.255.0
S3(config-if)#no shut

S3(config-if)#ip default-gateway 192.168.99.1

Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

S1(config)#interface range FastEthernet0/2, FastEthernet0/4-23

S1(config-if-range)#shut

(st (=l e
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RLINK-S-CHANGED: Interface FastEthernet(/Z,
administratively down

RLINK-S-CHANGED: Interface FastEthernect(/d,
administratively down

SLINK-5-CHANCED: Interface FastEthernet(/5,
administratively down

RLINK-5-CHANEZED: Interface FastZthernet(/&,
administratively down

RLINK-S-CHANGED: Interface FastEthernet(/7,
administratively down

SLINK-5-CHANCED: Interface FastEthernet(/8,
administratively down

RLINK-5-CHANGED: Interface FastZthernet(/S,
administratively down

administratively down

Ctr+F§ to exit CLI focus

[ ®op




S3

S3#en

S3#conf t

S3(config)#interface range FastEthernet0/2, FastEthernet0/4-24
S3(config-if-range)#shut

(®s3 O | B i
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[ELINE-5-CHANGED: InLeri=ce VI=nZUd, Chenged SCELE O Up

LINEPROTO-5-UPDOWN: Line protocol on Interface V1anZ00, changed
state to up

53 (config)
53%
%5YS5-5-CONFIG_I: Configured from conscle by conscle

|Enter configuration commands, one per line. End with CNIL/Z.
53 (config) #interface range FastEthernet0/2, FastEthernet0/4-24

52 (config-if-zangs) §shu

%LINE-5-CHRNGED: Interface FastEthernetl/2, changed state to
administratively down

SLINE-5-CHRNGED: Interface FastEthernet0/4, changed state to
sdministratively down

lam |

SLINE-5-CHRNGED: Interface FastEthernet(0/5, changed state to
sdministratively down

SLINE-5-CHRNGED: Interface FastEthernetl/€, changed state to -

Ctrl+F6 to exit CLI focus Copy

] Top

Implement DHCP and NAT for IPv4

Configurar R1 como servidor DHCP para las VLANs 30 y 40.

R1>en

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1



R1(config)#ip dhcp excluded-address 192.168.40.1
R1(config)#ip dhcp pool Administracion
R1(dhcp-config)#Network 192.168.30.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#ip domain-name ccna-unad.com
R1(config)#ip dhcp pool Mercadeo
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#dns-server 10.10.10.11

R1(dhcp-config)#ip domain-name ccna-unad.com

Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para configuraciones estaticas.

R1#en

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 30

Name: MERCADEO
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

40 Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar NAT en R2 para permitir que los host puedan salir a internet



R2

R2>en

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip nat pool ISP 209.165.200.225 209.165.200.228 netmask 255.255.255.248
R2(config)#ip nat inside source list 1 pool ISP
R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255
R2(config)#interface Loopback0

R2(config-if)#ip nat inside

R2(config-if)#INT f0/0

R2(config-if)#ip nat outside

R2(config-if)#int s0/0/0

R2(config-if)#ip nat inside

R2(config-if)#int s0/0/1

R2(config-if)#ip nat inside

Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir o
permitir trafico desde R1 o R3 hacia R2.

R2

R2>en

R2#conf t

R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255

R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255

R2(config)#ip nat pool ISP 209.165.200.225 209.165.200.228 netmask 255.255.255.248
R2(config)#ip nat inside source list 1 pool ISP

R2(config)#ip access-list standar Administracion

R2(config-std-nacl)#permit host 172.31.21.1



R2(config-std-nacl)#exit
R2(config)#line vty 0 4

R2(config-line)#access-class Administracion in

Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en

para restringir o permitir trafico desde R1 o R3 hacia R2.

R2#en

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#access-list 101 permit tcp any host 209.165.200.229 eq www
R2(config)#access-list 101 permit icmp any any echo-reply
R2(config)#int f0/0

R2(config-if)#ip access-group 101 in

R2(config-if)#int s0/0/0

R2(config-if)#ip access-group 101 out

R2(config-if)#int sO/0/1

R2(config-if)#ip access-group 101 out

R2(config-if)#int fO/1

R2(config-if)#ip access-group 101 out

Verificar procesos de comunicacion y redireccionamiento de trafico en los routers mediante

el uso de Ping y Traceroute.

PC-A



B PC-A Y A [E=RE)
Physical  Config _ Desitop  Programming  Aftributes
@ DHCP ) Static DHCP failed. APIPA is being used. o
P Address [169.254.130.87 ]
Subnet Mask [255.255.00 ]
Defautt Gateway [0:000 ] (W
DNS Server [00.00 ]
PvE Configuration
© pHep © Auto Config @ static '
PyE Address. !
Link Local Address FEB0::2D0:D3FF-FEOD:2261
PvE Gateway
1PV DNS Server I
802.1X
Use 802.1X Security
[mos ]
Usemame [ ]
Password [ ]| L

PC-C

B pCC \ [E=ES)

-9

Physical  Config  Deskiop  Frogramming  Aftributes

@ DHCP ) static DHCP failed. APIPA is being used. o

IP Address ‘ 169.254.119.151

‘Subnet Mask ‘255.255.U.U

Default Gateway [0.000

DHS Server [0.000

IPv6 Configuration

©) DHCP ) Auto Config @ Static

IPvE Address. I

Link Local Address FEB0::201:42FF FES1:7797 '

IPv6 Gateway

IPv6 DNS Server

802.1X

Use 802.1X Security

Authentication

WD5 -]

Username [ J

Password [ J
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R1>ping 172

Ty E ence to abort.

2, timecut is 2 seconds:

round-trip minsavg/max =

21>ping 132

Type escape seque to abort.
Sending 5, 100-byte ICMPE Echos to 1 _1, timeout is 2 seconds:
OuuUo
S 55 rate is 0
to abort.
byte ICMP Echos to 17Z2. - Z, timeout is seconds :

m

=]
=4
¥
Pl

Ctrl+F8 to exit CLI focus

Hacemos Ping desde R1

R1

R1>traceroute 209.165.200.230
L o .
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Success rate is 80 percent (4/5), round-trip min/avg/max = 1/7/27 ms
Rl>tracerroute 209.165.200.230

% Invalid input detected at marker.

Rl>tracercute 205.185.200.230
Type escape sequence to zbort.
Tracing the route to 203.185.200.230

TI.31.21.2 & msec 0 msec 0 msec

Er o v or % o8 %
R

"
o

EE o E E E & F &

EOF F E F E F E & &

Eor b & E & E & &

Ciri+F to exit CLI focus




R2
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ICHP Echos to 17

pe seque
the route

4

Cirl+F6 to exit CLI focus

[ e

R3

L?RB
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percent

Cirl+F& o exit CLI focus copy | [ Paste |

O] Top
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CONCLUSIONES

Con CHAP, el ID de usuario y la contrasefa siempre se envian cifrados, lo que lo

convierte en un protocolo mas seguro que PAP.

La VLAN es una herramienta muy importante en estos dias, ya que es demasiado
atil, la mayoria de las empresas que utiliza una conexion de red, cuenta con una
VLAN, para proteger y mantener una mejor conexion entre sus usuarios, ademas

de ser mas segura para €l envié de archivos y documentos.

La diferencia entre OSPF y RIP, es que RIP soélo realiza un seguimiento de la ruta
mas corta para cada direccion de destino, mientras que OSPF sigue la pista de una

completa topologia de la base de datos de todas las conexiones en la red local.
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