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1. INTRODUCCION

Las redes de datos han evolucionado desde sus origenes que datan de finales de
los afios 60 y principios de los 70 con el surgimiento de ARPANET; desde entonces
y hasta el presente su evolucion ha sido constante y exponencial, Internet es un
ejemplo de ello, segun datos de informe revelado por We are Social y Hootsuite en
este 2019, hasta el momento el mundo cuenta con 4.388 millones de internautas,
una penetraciéon del 57%; esto ha sido posible gracias al desarrollo tecnologico y los
distintos protocolos y estandares de comunicacién implementados.

En el presente trabajo se abordan las distintas tematicas vistas en el diplomado de
profundizacién CISCO los cuales abarcan desde fundamentos de Networking hasta
los distintos protocolos de enrutamiento en soluciones de red.

Para ello se plantea el analisis y solucion de dos escenarios propuestos para
aplicacion de los conceptos aprendidos.

En el primer escenario la topologia de red estd compuesta solo por Router
interconectados entre si, simulando las sucursales de una empresa con sede en
dos ciudades; para este caso se plantea la configuracién del protocolo de
enrutamiento RIP, configuracion de NAT vy el servicio DHCP para la asignacion de
IP en las LAN de cada ciudad, asi como encapsulamiento PPP con autenticacion.

En el segundo escenario la topologia de red plantea la interconexion de tres
ciudades, para este caso el protocolo utilizado sera OSPFv2, uno de los Router sera
el punto de salida a Internet en el cual se configurara NAT para la traduccion de
direcciones, en otro de los Router se configurara el servicio DHCP para la
asignacion dinamica de direcciones IP las LAN las cuales estaran segmentadas por
VLANS, igualmente se realizara la creacion de ACL para permitir o denegar trafico
entre los distintos puntos de la red.

Para el desarrollo de los dos escenarios propuestos se utilizé como referencia
bibliografica base, los médulos 1y 2 de la plataforma NetAcad de CISCO, asi como
la consulta de otras fuentes externas para la resolucion de inconvenientes que se
pudieran presentar durante el desarrollo de las actividades.

Ambos escenarios fueron desarrollados en su totalidad en el simulador de redes
Packet Tracer de CISCO.
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1.1.Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de Red

llustracion 1. Topologia de Red Escenario 1

MEDELLIN - -

meom
o 1sp
FFTPAT PP OHAT ok
MEDELLIN —f:-j“r._ﬁ;ra ) =
1722568/ WA200/D 20172204/

MEDELLIN > 172 29.4.0 /21

Fuente 1: UNAD

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar el
encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN
y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.
1.1.1. Configuracién equipos

Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnostico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad,
etc).

e Realizar la conexidn fisica de los equipos con base en la topologia de red
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llustracion 2: Conexidn fisica topologia en Packet Tracer

B Cisco Packet Tracer - G:\Escenario 1 Diplomado Cisco.pkt
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Router>enable

Router#configure terminal
Router(config)#hostname ISP
ISP(config)#enable secret cisco
ISP(config)#line console 0
ISP(config-line)#password unad
ISP(config-line)#login
ISP(config-line)#exit

ISP(config)#line vty 0 15
ISP(config-line)#password unad
ISP(config-line)#login
ISP(config-line)#exit
ISP(config)#service password-encryption
ISP(conflg)#banner motd #"Acceso no autorizado esta restrlngldo"#

Router>enable

Router#configure terminal
Router(config)#hostname Bogotal
Bogotal(config)#enable secret cisco
Bogotal(config)#line console O
Bogotal(config-line)#password unad
Bogotal(config-line)#login
Bogotal(config-line)#exit
Bogotal(config)#line vty 0 15
Bogotal(config-line)#password unad
Bogotal(config-line)#login
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Bogotal(config-line)#exit
Bogotal(config)#service password-encryption
Bogotal(conflg)#banner motd #"Acceso no autorizado esta restrlngldo"#

Router>enable

Router#configure terminal
Router(config)#hostname Bogota2
Bogota2(config)#enable secret cisco
Bogota2(config)#line console 0
Bogota2(config-line)#password unad
Bogota2(config-line)#login
Bogota2(config-line)#exit
Bogota2(config)#line vty 0 15
Bogota2(config-line)#password unad
Bogota2(config-line)#login
Bogota2(config-line)#exit
Bogota2(config)#service password-encryption
Bogota2(conf|g)#banner motd #"Acceso no autorizado esta restrlngldo"#

Router>enable

Router#configure terminal
Router(config)#hostname Bogota3
Bogota3(config)#enable secret cisco
Bogota3(config)#line console 0
Bogota3(config-line)#password unad
Bogota3(config-line)#login
Bogota3(config-line)#exit
Bogota3(config)#line vty 0 15
Bogota3(config-line)#password unad
Bogota3(config-line)#login
Bogota3(config-line)#exit
Bogota3(config)#service password-encryption
Bogota3(conf|g)#banner motd #"Acceso no autorizado esta restrlngldo"#

Router>enable

Router#configure terminal
Router(config)#hostname Medellinl
Medellin1(config)#enable secret cisco
Medellin1(config)#line console 0
Medellin1(config-line)#password unad
Medellin1(config-line)#login
Medellin1(config-line)#exit
Medellin1(config)#line vty 0 15
Medellin1(config-line)#password unad

10
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Medellin1(config-line)#login

Medellin1(config-line)#exit

Medellin1(config)#service password-encryption
Medelllnl(conflg)#banner motd #"Acceso no autorizado esta restringido™#

Router>enable

Router#configure terminal
Router(config)#hostname Medellin2
Medellin2(config)#enable secret cisco
Medellin2(config)#line console 0
Medellin2(config-line)#password unad
Medellin2(config-line)#login
Medellin2(config-line)#exit
Medellin2(config)#line vty 0 15
Medellin2(config-line)#password unad
Medellin2(config-line)#login
Medellin2(config-line)#exit
Medellin2(config)#service password-encryption
MedeII|n2(conflg)#banner motd #"Acceso no autorizado esta restringido™#

Router>enable

Router#configure terminal
Router(config)#hostname Medellin3
Medellin3(config)#enable secret cisco
Medellin3(config)#line console 0
Medellin3(config-line)#password unad
Medellin3(config-line)#login
Medellin3(config-line)#exit
Medellin3(config)#line vty 0 15
Medellin3(config-line)#password unad
Medellin3(config-line)#login
Medellin3(config-line)#exit
Medellin3(config)#service password-encryption
MedeII|n3(conf|g)#banner motd #"Acceso no autorizado esta restringido"#

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

1.1.2. Configuracién del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2,
declare la red principal, desactive la sumarizacion automatica.

Bogotal#configure terminal
Bogotal(config)#router rip

11
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Bogotal(config-router)#version 2
Bogotal(config-router)#no auto-summary
Bogotal(config-router)#network 172.29.3.0
Bogotal(config-router)#network 172.29.3.4
Bogotal(config-router)#network 172.29.3.8
Eogﬂal(ion@-rﬂtem#pﬁsive-interface s0/0/0

Bogota2#conf ter

Bogota2(config)#router rip
Bogota2(config-router)#version 2
Bogota2(config-router)#no auto-summary
Bogota2(config-router)#network 172.29.3.8
Bogota2(config-router)#network 172.29.3.12
Bogota2(config-router)#passive-interface g0/0
EogﬂaZ(ionm;-rﬂteﬂ#ex_it e e
Bogota3#conf ter

Bogota3(config)#router rip
Bogota3(config-router)#version 2
Bogota3(config-router)#no auto-summary
Bogota3(config-router)#network 172.29.3.0
Bogota3(config-router)#network 172.29.3.4
Bogota3(config-router)#network 172.29.3.12
Bogota3(config-router)#passive-interface g0/0
EogﬂaS(ﬁonig-rﬂtem#ex_it
Medellinl#configure terminal
Medellin1(config)#router rip
Medellin1(config-router)#version 2
Medellin1(config-router)#network 172.29.6.0
Medellin1(config-router)#network 172.29.6.0
Medellin1(config-router)#network 172.29.6.12
Medellin1(config-router)#network 172.29.6.8
Medellin1(config-router)#passive-interface s0/1/0
Medﬂliri(cwigioutir)#ﬂ) auto-summary
Medellin2#conf ter

Medellin2(config)#router rip
Medellin2(config-router)#version 2
Medellin2(config-router)#no auto-summary
Medellin2(config-router)#network 172.29.4.0
Medellin2(config-router)#network 172.29.6.4
Medellin2(config-router)#network 172.29.6.0
MEdﬂ Iir&(ccﬂ‘igioutir)#ﬁlssi_ve-ilterfice &O/O_

Medellin3#conf ter
Medellin3(config)#router rip

12
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Medellin3(config-router)#version 2
Medellin3(config-router)#no auto-summary
Medellin3(config-router)#network 172.29.4.12
Medellin3(config-router)#network 172.29.6.8
Medellin3(config-router)#network 172.29.6.4
Medellin3(config-router)#network 172.29.4.128
Medellin3(config-router)#passive-interface g0/0

b.

Los routers Bogotal y Medellin1 deberan afadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla
dentro de las publicaciones de RIP.

Medellinl#conf ter

Medellin1(config)#ip route 0.0.0.0 0.0.0.0 s0/1/0
Medellin1(config)#router rip
Medellin1(config-router)#default-information originate

Medil Iiri(colfigioutir)#git

Bogotal#conf ter

Bogotal(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0
Bogotal(config)#router rip
Bogotal(config-router)#default-information originate
Bogotal(config-router)#exit

Bogota

El router ISP debera tener una ruta estatica dirigida hacia cada red interna
de Bogota y Medellin para el caso se sumarizan las subredes de cada uno a
122.

Realizando la respectiva sumarizacion tenemos que:

Tabla 1: Sumarizacion de subredes

172.29.3.0/30

172.29.3.4/30

172.29.3.8/30

172.29.1.0/24

172.29.3.12/30

172.29.0.0/24

Sumarizada

RPlrRr|lRr|lRr|P,r]Rr ]|~
e N e e N
e e e N
e e e N
o|o|o|o|o|o|o
o|o|o|o|o|o|o

o|o|o|o|o|o|o
o|o|o|o|o|o|o
o|o|o|o|o|o|o
e e e N
S I N N N S
S I N N N S
o I e N N

(ol Noll Holl Noll Noll Noll Nl
(ol Noll Holl Noll Noll Noll Nl
(ol Noll Holl Noll Noll Noll Nl
([« Noll Holl Noll Noll Noll Nl
([« Noll Holl Noll Noll Noll Nl
([« Noll Holl Noll Noll Noll Nl

(ol Noll Holl Nolil Noll Noll Nl
(ol Noll Holl Noll Noll No il Nl
(ol Noll Holl Noll Noll Noll Nl
(ol Noll Holl Noll Noll HNo il Nl
o|lo|r|]O|FL,|]O]|O
oO|lOo|r|]O|O|Fr |O
ol Noll Holl Noll Noll Noll Nl

o|lo|lo|lo|lo|o|o
o|lo|lo|lo|lo|o|o
o|lo|lo|lo|lo|lo|o
o|lo|lr|lolr]|r |
o|lo|lr|lr]|r]|r]|r

172.29.0.0/22

13
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172.29.6.12/30

172.29.6.0/30

172.29.6.8/30

172.29.6.4/30

172.29.4.0/125

172.29.4.128/25

RPlr|lr|Rr|r]R,r ]|~
o|lo|lo|lo|lo|lo]|o
e e N N N
o|lo|lo|lo|lo|lo]|o
e e N S N Y
e e N S N Y
o|lo|lo|lo|lo|lo]|o
o|lo|lo|lo|lo|lo]|o

o|lo|lo|lo|lo|lo]|o
o|lo|lo|lo|lo|lo]|o
o|lo|lo|lo|lo|lo]|o
e e N S N Y
RPlr|lr|Rr|r]R,r ]|~
RPlr|lr|Rr|r]R,r ]|~
o|lo|lo|lo|lo|lo]|o
RPlr|lr|lRr|lr]R,r ]|~

(ol Noll Nolll No il Noll Noll Ne]
(ol Noll Nolll No il Noll Noll Ne]
(ol Noll Noll No il Noll Noll Ne]

Sumarizada

o|lo|lo|lo|lo|lo]|o
o|lo|lo|lo|lo|lo]|o
RPlr|lr|lRr|lr]R,r ]|~
o|lo|lo|lr|r|r]|r
o|lo|lo|lo|lo|lo|o

oO|lr|O|J]OCO|]O|]OC|O
(o} Nl Noll ol No il No il Ne)

(o} Nolll Holl Noll Noll Nell Ne)
(o} Nl Holl ol No il No il Ne)

oO|o|j|o|o|r|O]|Pr

oO|o|o|r|O|O|F

(ol Noll Nolll Nolll Noll Noll Ne]

172.29.4.0/22

ISP#conf ter

ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.1
ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6

1.1.3. Tabla de Enrutamiento

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar

las redes y sus rutas.

llustracién 3: Tabla enrutamiento Router ISP

¥ |5p — O ¥
Phy=ical Config CLI Attributes
——
105 Command Line Interface

ISPg¢sh ip route ~
Codes: L - local, C - connected, 5 - static, B - RIPF, M - mobkile, B -
BEP

D — EIGRF, EX - EIGRP extermal, © — O5PF, IA — O5PF inter area

N1 - OS5PF WNS55Z& external type 1, N2 - OS5PF NS55Z external type 2

El - OSPF extermnal type 1, E2 - OSPF external type 2, E - EGP

i - IS-I5, L1 - IS-I5 lewel-l, LZ - IS-IS lewel-2, ia - I5-IS
inter area

* - pandidate default, U - per-user static route, o - QDR

P — periodic downloaded static route
Fateway of last resort is not set

172.25%.0.0/22 is subnetted, 2 subnets
5 172.2%.0.0/22 [1/0] wia 20%9.17.220.¢
5 TZ.Z5.4.0/22 [1/0] wvia 205.17.220.1
.220.0/24 is wvariably subnetted, € subnets, 2 masks

C 0.0/30 is directly connected, Seriald/0/0
c 0.1/32 is directly connected, Serialls0/0
L 0.2/32 is directly connected, Seriald/0/0
C 0.4/30 is directly connected, Seriald/0/1
L 0.5/32 is directly connected, Seriald/0/1
C 0.£/32 is directly connected, Seriald/0/1 v
Ctri+F& to exit CLI focus Copy Paste
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llustracion 4: Tabla enrutamiento Router Bogota 1

¥ pOGOTA 1 — O

Physical Config CLI Aftributes
I

105 Command Line Interface

P - perlodlc downloaded STATl1lC route

Fateway of last resort is 0.0.0.0 to mnetwork 0.0.0.0

172.25.0.0/1¢ is wariably subnetted, 9% subnets, 3 masks
= 172.2%.0.0/24 [120/1] wia 172.25%.3.€, 00:00:1€, Serialds1s0
[120/1] wia 172.25%.3.2, 00:00:1€, Serialdsas1
172.2%.1.0/24 [120/1] wia 172.25%.3.10, 00:00:17, Seriald/1/1
172.259.3.0/30 is directly connected, Serialds0/1
172.2%.3.1/32 is directly connected, Seriald/0/1
172.2%.3.4/30 is directly connected, Seriald/1/0
172.2%.3.5/32 is directly connected, Seriald/1/0
172.25.3.8/30 is directly connected, Seriald/s1/1
172.25.3.59/32 is directly connected, Seriald/s1/1

i

L R I e B I e ]

[120/1] wia 172.25.3.€, 00:00:1€, Seriald/s1s0
[120/1] wia 172.25.3.2, 00:00:1€, Seriald/so0/s1
205.17.220.0/24 is variably subnetted, 3 subnets, 2 masks
205.17.220.4/20 is directly connected, Seriald/0/0
205%_.17.220.5/32 is directly connected, Seriald/0/0
209.17.220.8/32 is directly connected, Serial0/ 070
& 0.0.0.0/0 is directly connected, Serialdys0/0

w00

172.2%.3.12/30 [120/1] wia 172.25_.3_.10, 00:00:17, Seriald/1/1

105 Command Line Interface

Bogotalﬂ
llustracién 5: Tabla enrutamiento Router Bogota 2
¥ poGoTA2 — m|
Physical Config CLI Attributes
I I

Bogotal#sh ip route

Codes: L - local, T - connected, 5 - static, B - RIP, M — mobkile, B - .
BEE
D - EIGRP, EX — EIGRP external, © - OSPF, I& - O5PF inter area
N1 - OSPF NSS5A external type 1, N2 - OS5PF NS55R external type 2
El - OSPF extermnal type 1, EZ - OQO5PF external type 2, E - EGP
i - IS-I5, Ll - I5-IS lewel-l, L2 - IS-IS lewel-2, ia - IS-IS
inter area
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Zateway of last resort is 172.2%.3.% to network 0.0.0.0
172.29.0.0/1€ is wariably subnetted, 5% subnets, 3 masks
B 172.25%.0.0/24 [120/1] wia 172.29.3.14, 00:00:15, Serialos0o/1
[ 172.29.1.0/24 is directly connected, GigabitEthernet0/0
L 172.29.1.1/32 is directly connected, GigabitEthernet0/s0
R 172.29.3.0/20 [120/1]1 wia 172.25.32.5, 00:00:11, Seriald/s0/0
[120/1] via 1l72.25.3.14, 00:00:15, Seriald/0/1
B 172.25.3.4/30 [120/1] wia 172.25.3.5, 00:00:11, Serialds0/0
[120/1] wia 172.25.3.14, 00:00:15, Seriald/0/1
[ 172.29.3.8/30 is directly comnected, Seriald/0/0
L 172.29.3.10/22 is directly connected, Serialld/0/0
c 172.29.3.12/30 is directly connected, Serialls0/1
L 172.25.3.13/32 is directly connected, Seriall/0/1
B* 0.0.0.0/0 [120/1] wia 172.25.3.%, 00:00:11, Serial0/0/s0
Bogotazﬁl w
Ctri+F& to exit CLI focus Copy Paste
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llustracion 6: Tabla enrutamiento Router Bogota 3

¥ BOGOTA 3 — O
Physical Config CLI Aftributes
—
105 Command Line Interface
T - I5-18, LI - I5-1I% Iewel-I, LZ - IS-1I5 level-Z, 1a - I5-1 -
inter area
* - rcandidate default, U - per—-user static route, o — CLOR
P - periodic downloaded static route
Fateway of last resort is 172.2%.3.1 to metwork 0.0.0.0
172.25.0.0/1l€ is wvariably subnetted, 10 subnets, 2 masks
c 172.29.0.0/24 is directly connected, GigabitEthernetl/s0
L 172.25.0.1/32 is directly connected, GigabitEtherneti/0
=] 172.25.1_0/24 [120/1] wia 172.25.3.13, 00:00:27, Serialds1/0
c 172.29.3.0/30 is directly connected, Seriald/ 0/ 0
L 172.29.3.2/32 is directly connected, Serialds0/0
[ 172 _2%_3_4/30 is directly connected, Serial0d/ 0/1
L 172.25%.3_.€/32 is directly connected, Serizld 0/1
=3 172.25.3.8/30 [120/1]1 wia 172.25.3.5, 00:00:10, Serialds0/1
[120/1]1 wia 172.29.3.13, 00:00:27, Serialdsl/s0
[120/1] wia 172_.2%.32_.1, 00:00:10, Seriald/0/0
[ 172.25.3.12/30 is directly connected, Serizld/ 170
L 172.25.3.14/32 is directly connected, Serizsl0/ 170
B* 0.0.0.0/0 [120/1] wia 172.25.3.1, 00:00:10, Serial0s0/0
[120/1] wia 172.2%.3.5, 00:00:10, Serial0ys0/1
Bogot533| W
Cirl+F& tn exit Cl | focus Conw Paste
llustracion 7:Tabla enrutamiento Router Medellin 1
B MEDELLIN 1 — | *
Physical Config CLI Aftributes
—
105 Command Line Interface
T - periodic downloaded SCELlC LOUCE -~
Fateway of last resort is 0.0.0.0 to network 0.0.0.0
172.25%.0.0/1¢ is wariably submetted, % subnets, 3 masks
=] 172.25.4.0/25 [120/1] wia 172.25.6€.2, 00:00:08, Serialds1ls1
B 172.29.4.128/25 [120/1] wia 172.2%.€.10, 00:00:25,
Serial0/so/1
[120/1]1 wia 172Z.Z5.€.14, 00:00:Z5,
Serial0/s0/0
(= 172.25%.€.0/30 is directly connected, Serisld/s1/1
L 172.29.€.1/32 is directly connected, SerialdsLl/1
=] 172.25%_.€.4,/30 [120/1] wia 172_.25%_&€.2, 00:00:08, Seriald/s1/1
c 172.29.€.8/30 is directly connected, Serialds0/1
L 172 _.2%_€.59/32 is directly connected, Seriald/s0/1
[w 172.25.€.12/30 is directly connected, Serialdys0/0
L 172.29.6.13/32 is directly connected, Serialld/0/0
205.17.220.0/24 is wariably subnetted, 3 submnets, 2 masks
c 205.17.220.0/30 is directly connected, Seriall/ /1l /0
L 205.17.220.1/32 is directly connected, Seriall/1l/0
c 209.17.220.2/32 is directly connected, Seriald/1/0
S 0.0.0.0/0 is directly connected, Seriald/s1/s0
Medellinl$| >
Cirl+F& to exit CLI focus Copy Paste
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llustracion 8: Tabla enrutamiento Router Medellin 2

® MEDELLIN 2 — 0 4
Physical Config CLI Attributes
105 Command Line Interface
HMedellinZishow ip route ~
Codes: L - local, C - connected, 5 - static, R — RIP, M - mobile, B -
BEE
D - EIGRP, EX - EIGRP external, © - QO5PF, IR - OSPF inter area
W1l - OSPF NSS5R external type 1, N2 - OSPF NSS5AR external type 2
El - OSPF external type 1, E2 — OSPF extermnal type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-1, L2 - I5-I5 lewel-2, ia - I5-I5
inter area
* - candidate default, U - per—user static route, o - ODR
P - periodic downloaded static route
Fateway of last resort is 172.2%.€.1 to network 0.0.0.0
172.2%.0.0/1€ is wariably subnetted, % subnets, 2 masks
(v 172.29.4.0/25 is directly connected, GigabitEthernetd/s0
L 172.29.4.1732 is directly connected, GigakitEthernetd;0
= 172.25.4.128/25 [120/2] wia 172.25.€.1, 00:00:02, Seriall/0/1
c 172.259.€.0/30 is directly connected, Seriald/ /01
L 172.25%.€.2/32 is directly connected, Seriald/0/1
c 172.259.€.4/30 is directly connected, Seriald/0/s0
L 172.29.€.5/32 is directly connected, Seriald/0/s0
=3 172.25%.€.8/30 [120/1] wia 172.25.€.1, 00:00:08, Seriall 0/1
R 172.29.€.12/30 [120/1] wia 172.2%.6.1, 00:00:028, Seriald/0/1
B 0.0.0.0/0 [120/1] wia 172.25%.€.1, 00:00:08, Seriald/0/1
MedellinZ$ W
Ctrl+F& to exit CLI focus Copy Paste
llustracion 9: Tabla enrutamiento Router Medellin 3
B MEDELLIN 3 - O X

Physical Config CLI Attributes
I

105 Command Line Interface

Hedellin3#show ip route ~
Codes: L - local, C - connected, 5 - static, R - RIP, M - mobile, B -
BGP
D - EIGRP, EX - EIGRP external, © - O5PF, IR - OS5SPF inter area
N1 - OS5PF NSS5X external type 1, N2 - OSPF MNSS5R external type 2
El - OSPF external type 1, EZ - OSPF external type 2, E - EGP
i - I5-I5, L1 - IS-IS level-l, L2 - IS-I5 level-2, ia - IS-IS
inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
" Gateway of last resort is 172.25.€.123 to network 0.0.0.0
172.2€.0.0/1€ is wariably subnetted, 2 subnets, 2 masks
c 172.2€.€.4/30 is directly connected, Serialld/1/0
L 172.2€.6.6/32 is directly connected, Seriald/1l/0
172.29.0.0/1€ is wvariably subnetted, 5 subnets, 3 masks
=] 172.25.4.0/25 [120/2] wia 172.2%.€.9%, 00:00:15, Serial0/0/1
[120/2] wia 172.29.€.13, 00:00:19, Seriald/0/0
[ad 172.25.4.128/25 is directly connected, GigabitEthernet0/0
L 172.29.4.125/32 is directly connected, GigabitEthernet0d/0
= 172.2%.€.0/30 [120/1] wia 172.29.€.5, 00:00:159, Seriald/0/1
[120/1] wia 172.29.€.13, 00:00:19, Seriald/0/0
= 172.29.€.4/30 [120/2] wia 172.29.€.5, 00:00:19, Seriald/0/1
[120/2] wia 172.29.€.13, 00:00:19, Seriald/0/0
c 172.29.€.8/30 is directly connected, Serialld/0/1
L 172.29.€.10/32 is directly connected, Seriald/0/1
c 172.29.€.12/30 is directly connected, Serial0s0/0
L 172.29.6.14/32 is directly connected, Serialds0/0
=i 0.0.0.0/0 [120/1] wia 172.29_.€.13, 00:00:159, Seriald/0/0
[120/1] wia 172.29.€.5, 00:00:1%, Serial0d/0/1
Medellin3g| W
Ctrl+F& to exit CLI focus Copy Paste
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b. Verificar el balanceo de carga que presentan los routers.

Tomando como ejemplo el Router Bogotal se puede observar el balanceo de
cargas entre las rutas, teniendo la misma distancia administrativa y mismo costo

c. Obsérvese en los routers Bogotal y Medellin1 cierta similitud por su
ubicacion, por tener dos enlaces de conexidn hacia otro router y por la ruta

llustracién 10: Balanceo de cargas rutas

¥ poGoTa 1 — O X

Physical

Config CLI Attributes
I

105 Command Line Interface

N1 - O5PF NS55R external type 1, N2 - OSPF N55R external type 2 A
El - OS5PF external type 1, E2 - OSPF external type 2, E - EGP
i - I5-I5, Ll - IS-IS lewvel-1l, LZ - I5-I5 lewvel-2, ia - IS-IS
inter area
¥ - randidate default, U - per-user static route, o - CDR
P - periodic downloaded static route
Gateway of last resort is 0.0.0.0 to network 0.0.0
172.25.0.0/1% is wariably subnetted, % subnets, 3 masks
=} 172 _25.0.0/24 [120/1] wvia 172.23.3.2, 00:00 , Seriald/0/1
[120/1] wia 9.3.€, 00: 5, Serial0/Lls0
=3 .0/24 [120/1] wia 172.2%.3.10, 00:00:25, Seriall/1/1
C -0/30 is directly connected, Seriald/0/1
L .1/32 is directly connected, Serialds0/1
c .4/30 is directly connected, Serialds1l/s0
L .5/32 is directly connected, Seriald/1/0
c .8/30 is directly connected, Seriald/1/1
L -5/32 is directly connected, Seriald/1/1
=3 -12/30 [120/1] wia 172.29.3.2, Serialds0/1
[120/1] wia 17 -3.¢, Seriald/1/0
[120/1] wia 172.25.3.10, 00:00:25, Serialds1l/1
208.17.2 0/24 is wariakly subnetted, 2 subnets, 2 masks
c 209, -4/30 is directly connected, Serial0/0/0
L 209. €732 is directly connected, Serial0s0s0
g% 0.0.0.0/0 is directly connected, Serialds0/1
Bcgctalﬂl ¥
Ctrl+F& to exit CLI focus Copy Paste

por defecto que manejan.

llustracion 11: Validacion conexiones Router Bogota 1 - Medellin 1

¥ BOGOTA 1 - ] X | | ¥ MEDELLIN - a
Physical Confi CLI Attributes i [« ibutes
v et Prvses Gy _C_ftriies
I0S Command Line Interface I0S Command Line Interface
F - periodic downloaded static route '~ T - pericdic downloaded STatic Toute
Gateway of last zesozt is 0.0.0.0 to metwozk 0.0.0.0 Gateway of last resort is 0.0.0.0 to metwork 0.0.0.0
172.25.0.0/1€ is variably subnetted, ¥ submets, 3 masks 0716 is variably subnetted, S subnets, 3 masks
R .0.0/24 [120/1] via 1 £, 00:00:1%, Serial0/1/0 2 4.0/25 [120/1] via 172.25.6.2, 00 erialo/l/Ll
[ 1] via 1 Serial0/0/1 =] .4.128/25 [120/1] wia 1 -10
R 17 1. /1] wia 1 , 00: , Serial0d/l/1 Seriald/o/1
c 17 EN. directly comnected, Seriald/0/1 [120/1] via 172.29 €.14, 00:00:22
L 17 el directly connected, SerialOf0/1 Serialosos0 ’ ! !
c 17 -3- directly comnected, Serial0d/1/0 0 is directly connected, Serial0/1/1
L R directly comnected, Seriald/1/0 L 2 is directly connected, Serialo/l/l
c 1 ER directly comnected, Serial/1/1 2 [120/1] via 172.29.6.2, 00:00:07, Seriald/1/1
L 17 .3.9/32 is directly connected, Seriald/l/l 3] 0 is directly connected, Serialosorl o
R 17 .3.12/30 [120/1] wia 17 1o, o0 29, Serial0/1/1 L 2 is directly connected, Seri=l0/0/1
2 jll wia 17 -, 00:00:18, 5“?51‘3;1;'3 c .12/30 is directly connected, Seriald/ 0/0
[120/1] wia 17 -2, BO0:00:18, Seriald/o/l L 13/32 is directly connected, Serial0/0/0
varisbly subnetted, 3 subnets, 2 masis is wariably subnetted, 3 subnets, 2 masks
c 0 is directly connected, 5“151'3:‘3;'3 c /30 is directly connected, Serial0/1/0
c 2 is directly connected, Seriald/0/0 L f32 is directly comnecved, Seriald/1/0
L £32 is directly connected, Serial0/0/0 - (2737 is directly connected, Serislf/L/0
s* is directly connected, Serial0/0/0 o is directly connected, Serialoflso
Bogotali| o Medellinl
Cirl+F6 to exit CLI focu Copy Paste
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d. Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.

llustracion 12: Validacién conexiones Router Bogota 2 - Medellin 2

¥ BoGoTA 2 - a X ¥ MEDELLIN 2 — a
Physical Config CLI Attributes Physical Config C Aftributes.
—
105 Command Line Interface 105 Command Line Interface
T — T N TEern=l TyEE I, TZ - TF T ERTETnEl TYDE C BCE
E1 - OSEF external type 1, 2 — OSEF external type 2, £ - EGP D - EIERP, =X - EICRD external, © - OSDF, IA - OSPF inter area
i - I5-IS, LL - IS-I% lewel-1, L2 - IS-IS level-2, ia - IS-IS ML - OSPF NSSA exsernal type 1, N2 - OSEY WSSR external
B e Tt o
* - candidate default, U - per-user static route, o - ODR TR T evelTl, L2 T 8T ewelms, 2= -
D - periodic downloaded static route inter area
* - candidate defauls, U - per-user static rouse, o - ODR
B - periodic downloaded static route
Gateway of last resort is 17 .3.5 to network 0.0.0
Gateway of last resors is 172.2%.€.1 to network 0.0.0
variably subnetted, S subnets, 3 masks
2 <0724 [120/11 wia 17 -3-14, 000 3, Seriald/0/1 0.0/1€ is variably subnetted, % subnets, 3 masks
[ .0/24 is directly connected, GigabitEtherneto/o c .4.0/25 is directly connected, GigabitEthermet0/0
L -1/32 is directly connected, GigabitEthernet0/0 L .4.1/32 is directly connected, GigabitEthernetd/0
E} .0/30 [120/1] wvia 172.25.3.5, 00:00, Serial0/0/0 ® .4.128/25 [120/21 via 1 $.€.1, 00:00:09, Serial0/O/l
[120/1] wvia 25.3.14, 00:00:13, Serisld/0/1 c -€.0/30 is directly connected, Serialls0/1
Y 172.25.3.4/30 [120/1] via 25.3.5, 00:00, Serial0/0/0 L /32 is directly connected, SerialQ/0/1
[120/1] via .3.14, 00:00:13, Seriald/0/1 c 4/30 is directly connected, Serial0/0/0
& is directly connected, Serial0/0/0 L .€.5/32 is directly connected, Seriald/0/0
L 2 is directly connected, Seriald/0/0 El 172.28.€.8/30 [120/1] via 17 6.1, a0 05, Seriald/0/1
c 30 is directly connected, Serialo/0/1 El 172.29.€.12/30 [120/1] via 17 6.1, 00:00:05, Seriald/0/1
L . 2 is directly connected, Serialds0/L R¥  0.0.0.0/0 [120/1] via 17 .€.1, 00:00:05, Seriald/0/1
R*  0.0.0.0/0 [120/1] wia 172.25.3.9, 00:00:00, Serial0/0/0
Medellin2g| v
Bcgc:alﬂ W
Ctri+F6 to exit CLI focus Copy Paste
llustracion 13: Validacion conexiones Router Bogota 3 - Medellin 3
P —
% MEDELLIN 3 O x ? BOGOTA 2 _ O
Physical Attributes
¥ Physical Config CLI Attributes
—
105 Command Line Interface
05 Command Line Interface
T = DErICAic OoWNICEGEd STATIC TOUTE
“ T — I5-T TT - I5-I5 Iewel-I, LZ - I5-I5 level-2, 1g - I5-T =
Gateway of last resort is 172.2%.€.1% to network 0.0.0.0 incer area
* - candidate default, U - per-user static route, o - ODR
.0.0/1¢€ is wariably subnetted, 2 subnets, 2 masks P - periodic downloaded static route
c €.€.4/30 is directly connected, Seriald/1/0
L €.€.€/32 is directly comnected, Seriald/1/0 Cateway of last resort is 172.25.3.1 to network 0.0.0.0
.0.0/1€ is variably subnetted, S subnets, 3 masks
R 25.4.0/25 [120/2] via 172.25.€.5, 00:00:01, Seriald/e 172.25.0.0/1€ is variably subnetted, 10 subnets, 3 masks
[120/2] wia 17 J€.13, 00:00:01, Serial c 1 is directly comnected, GigabitEthernetd/0
c .128/25 is direcstly comnected, GigabitZthernet0/0 L 1 is directly comnected, GigabitEthernetd/0
L .125/32 is directly comnected, GigabitZthernet0/0 2 1 [120/1] wia 1 9.3.13, 00: Serialo/1/0
Y .0/30 via 00:00:01, Serialld/: c 1 is directly connected, Serial
via 0:01, Serial0/i L 1 is directly connected, Serial
Y 172.25.6.4/30 [120/2] via :01, Serial®/osl c 1 is directly comnected, Serialdsosl
[120/2] wvia 00:00:01, Seriald/o/d L 1 is directly connected, Seriall/0s1
c .€.8/30 is directly connected, Serial0/0/1 2 1 [120/11 wia 172.25.3.5, 00:00:10, Serialdso/l
T €.10/32 is directly connected, Serial0/0/1 [120/1] wia 172.25.3.13, 00:00:27, Seriall/l/0
c .€.12/30 is directly connected, Serial0/0/0 [120/1] via 172.28.3.1, 00:00:10, Seriald/0/0
L -€.14/32 is directly connected, Serial0/0/0 c .3.12/30 is directly connected, Seriald/1/0
B [i20/1] 0:01, Seriald/0/0 L .3.14/32 is directly conmected, Seriald/1/0
[120/1] 0:01, Seriald/0/1 B*  0.0.0.0/0 [120/1] via 17 .3.1, 00:00:10, Serial0/0/0
[120/1] wia 17 3.5, 00 0, Serial0/0/1
Medellin3g v
Bogotaig v
Ctrl+Fé to exit CLI focus Copy Paste
CHelaEE tn avit 01| r Dact,
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directamente conectadas.
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llustracion 14: Validacion rutas estaticas Router ISP

B |5p - O *

Physical Config CLI Aftributes

105 Command Line Interface

ISP#sh ip route ~
Codes: L - local, C - connected, § - static, R - RIP, M - mobile, B -
BGP

D - EIGRF, EX - EIGRP external, © - QO5PF, IR - OQS5PF inter area

N1l - OSPF NSS5R external type 1, N2 - OS5PF NSSR external type 2

El - OSPEF external type 1, EZ - OSFF external type 2, E - EGP

i - I5-I5, L1 - I5-IS5 lewel-1l, L2 - I5-I5 lewel-2, ia - I5-IS
inter area

* - rcandidate default, U - per—user static route, o — CDR

P - periodic downloaded static route

Fateway of last resort is not set

172.259.0.0/22 is subnetted, 2 subnets
5 172.2%.0.0/22 [1/0] wia 205.17.220.8
5 172.25.4.0/22 [1l/0] wia 205.17.220.1
.220.0/24 is variabkly subnetted, € subnets, 2 masks

c 0 is directly connected, Seriald/0/0

c 2 is directly connected, Seriald/s0s0

L 2 is directly connected, Seriald/s0/ 0

c 0 is directly connected, Seriald/0/1

L 2 is directly connected, Seriald/0/1

c -17.220.€/32 is directly connected, Seriald/s0/1

W

Ctrl+F& to exit CLI focus Copy Paste

1.1.4. Deshabilitar la propagacién del protocolo RIP

a. Para no propagar las publicaciones por interfaces que no lo requieran se
debe deshabilitar la propagacién del protocolo RIP, en la siguiente tabla se
indican las interfaces de cada router que no necesitan desactivacion.

Tabla 2: Interfaces sin propagacion de RIP

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0; SERIALO/1/1
Bogota2 SERIALO/0/0; SERIALO/0/1
Bogota3 SERIALO/0/0; SERIALO/0/1; SERIALO/1/0
Medellin1 SERIALO/0/0; SERIALO/0/1; SERIALO/1/1
Medellin2 SERIALO/0/0; SERIALO/0/1
Medellin3 SERIALO/0/0; SERIALO/0/1; SERIALO/1/0

ISP No lo requiere

1.1.5. Verificacion del protocolo RIP

a. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexién hacia el ISP, la version
de RIP y las interfaces que participan de la publicacion entre otros datos.
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llustracion 15: Protocolo RIP Router Bogota 1

® BpoGoTa 1 - m|
Physical Config CLI Attributes
—
103 Command Line Interface
Bogotalgshow ip protocols
Routing Protocol is "rip"”
Sending updates every 20 seconds, next due in 0 seconds
Invalid after 120 seconds, hold down 180, flushed after 240
futgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default wversion control: send wersion 2, receiwve 2
Interface Send Recv Triggered RIP Eey-chain
Serialds1/1 2 2
Seriald/1/0 2 2
Seriald/so/1 2 2
Lutomatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.25.0.0
Passiwve Interface(s):
Serial0ys0s0
Bouting Information Sources:
Fateway Distance Last Update
172.25.3.2 1za 0d:-00:10
172.25.32.¢€ lz0 0o:00:z10
172.25.3.10 lz0 oo:o0:z2z2
Distance: (default is 120)
Bogotalﬂ
Ctrl+F& to exit CLI focus Copy Paste
llustracion 16: Protocolo RIP Router Bogota 2
® poGoTAZ — O
Physzical Config cu Attributes
—
105 Command Line Interface
Bogotalfshiow 1p pro
BogotaZiéshow ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 7 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Cutgoing update £ilter list for all interfaces is not set
Incoming update £ilter list for all interfaces is not set
Redistributing: rip
Default version control: send wersion 2, receiwve 2
Interface Send BRecw Triggered RIF Eey-chain
Serialds0o/0 2 2
Serialds0/1 2 2
hutomatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.25.0.0
Passive Interface(s):
GigabitEthernetd/0
RBouting Information Sources:
Cateway Distance Last Update
172.25.3.14 120 a0:00:11
172.25.3.5 120 Q0:00:00
Distance: (default is 120)
Bogotalﬂ
Ctrl+F6 to exit CLI focus Copy Paste
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llustracion 17: Protocolo RIP Router Bogota 3

¥ poGOTA 3 — O
Physical Config CLI Aftributes
—
105 Command Line Interface
BogotaZdshow ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 1 seconds
Inwvalid after 180 seconds, hold down 180, £flushed after 240
Outgoing update f£ilter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bedistributing: rip
Default wersion control: send version 2, receive 2
Interface Send BRecwv Triggered RIF Eey-chain
Seriald/sLl/0 2 2
Seriald/0/0 2 2
Seriald/s0/1 2 2
Lutomatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.29.0.0
Lassive Interfacel(s):
FigabitEthernetd,/0
Routing Information Sources:
Fateway Distance Last TUpdate
172.25.3.58 120 00:00:18
172.25.3.1 120 00:-00:18
172.25.3.13 120 00:00:11
Distance: (default is 120}
Bogota3d
Ctrl+F§ to exit CLI focus Copy Paste
llustracion 18: Protocolo RIP Router Medellin 1
® MEDELLIN 1 — O
Physical Config CLI Attributes
—
105 Command Line Interface
Hedellinl{show ip protocols
Routing Protocol is "rip"
Sending updates ewvery 30 seconds, next due in 28 seconds
Inwvalid after 180 seconds, hold down 180, flushed after 240
Outgoing update £filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bedistributing: rip
Default wversion control: send version 2, receive 2
Interface Send Recwv Triggered RIP Eey-chain
Serialds1/1 2 2
Seriald/0/1 2 2
Seriald/s0/0 2 2
AZutomatic network summarization is not in effect
HMaximum path: 4
Routing for MNetworks:
172.25.0.0
Passive Interface(s):
Seriald/sLl/s0
Bouting Information Sources:
Gateway Distance Last Update
172.25.6.2 1z0 00:-00:23
172.25%.€.10 120 00:00:20
172.25.6.14 1z0 00:-00:20
Distance: (default is 120}
Medellinlgl
Ctrl+F§ to exit CLI focus Copy Paszte
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llustracion 19: Protocolo RIP Router Medellin 2

B MEDELLIN 2 — O
Physical Config CLI Aftributes
—
105 Command Line Interface
MedellinZ=en
Password:
MedellinZgshow ip protocols
Routing Protocol is "rip™
Sending updates ewery 30 seconds, next due in 9 seconds
Inwvalid after 180 seconds, hold down 180, £flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default version control: send wersion 2, receiwve 2
Interface Send Becw Triggered RIP Eey-chain
Seriald/0/0 2 2
Seriald/s0/ 1 2 2
Automatic network summarization is not in effect
Maximim path: 4
Routing for Hetworks:
172.25.0.0
Passive Interface(s):
GigabkitEthernetd/ 0
Routing Information Sources:
Gateway Distance Last Update
172.25.¢.1 1za 00:00:-11
Distance: (default is 120)
MedellinZg
Ctrl+F8 to exit CLI focus Copy Pazte
llustracion 20: Protocolo RIP Router Medellin 3
¥ MEDELLIN 3 — O
Physical Config CLI Aftributes
—
|05 Command Line Interface
Dassword.
Medellin3fshow ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 4 seconds
Invalid after 180 seconds, hold down 180, £flushed after 240
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default wersion control: send wversion 2, receiwe 2
Interface Send BRecw Triggered RIPF Eey-chain
Serialds0/0 2 2
Seriald/0/1 2 2
Zutomatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.25.0.0
Passive Interface(s):
GFigabitEthernetd/0
Routing Information Sources:
Fateway Distance Last Update
172.29.6.13 1zad 0d:00:22
172.29.€.59 120 00:00:2
Distance: (default is 120)
Medellin3g
Ctri+F8& to exit CLI focus Copy Paste
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b. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

llustracion 21: Base de datos RIP Router Bogota 1

¥ BOGOTAN - O b4

Physical Config CLI Attributes.
I

105 Command Ling Interface

Bogotalfshow ip rip da
Bogotal#show ip rip database
0.0.0.0/0 auto-SUmMmary
0.0.0.0/70
[0] via 0.0.0.0, 00:00:00
172.25%.0.0/724 auto-SUFmary
172.25.0.0/24
[1] via 172.25.3.€, 00:00:21, Seriall/l/0 [1] via 172.2%9.32.2,
00:00:21, Serialdsos1
172.25.1.0/24 auto-sSurmary
172.25.1.0/24
[1] via 172.25.2.10, 00:00:05, SeriallsLl/1
172 .25%_3.0/730 auto-SUFmary
172_25.3.0/320 directly connected, Seriald/0/1
172.25.3.4/30 auto-summary
172.25.3.4/730 directly connected, Seriald/1l/0
172.259.3.8/30 aUto-SUMmary
172 _25.3_8/30 directly connected, Seriald/1/1
172.25.3.12/7320 auto-surmary
172.25%_.3.12/30
[1] wia 172.2%.3.10, 00:00:05, Serial0/l/1 [1] wia 172.25.3_.¢€,
00:00:21, Seriald/Lls0 [1] wia 172.25.3.2, 00:00:21, Serial0/0/1
Bogotalﬂ W

Ctri+F6 to exit CLI focus Coov Paste

llustracion 22: Base de datos RIP Router Bogota 2

¥ poGoTa2 — m| X

Physical Config cL Attributes
I

105 Command Line Interface

Distance: (default is 120) s
BogotaZfshow ip rip data
BogotaZfshow ip rip database
0.0.0.050 auto-SUmMmary
0.0.0.0/0
[1] +wia 172.25%.3.5%, 00:00:22, Serial0yso0/0
172.29.0.0/24 auto-summary
2.25.0.0/24
[1] <ia 172.25.3_.14, 00:00:1%, Serialo/s0/1
172.29.1.0/24 auto-summary
172.25.1.0/24 directly connected, GigabitEthernetO/0
172.29.3.0/30 auto-summary
172.25.3.0/30
[1] wia 172.25.3.%, 00:00:22, Seriald/ 0,0 [1] wia 172.25.3.14,
00:00:15%, Serialds0/1
172.259.3.4/30 auto-summary
172.29.3.4/20
[1] wia 172.29.3.%, 00:00:22, Serial0/s0/0 [1] wia 172.25.3.14,
00:00:1%, Seriald/0/1
172 .25_3.8/30 auto-summary
172.29.3.8/30 directly connected, Serialls/0/0
172.25.3.12/730 SUto-SUNmaTry
172.29.3.12/730 directly connected, Seriall/0/1
BogotaZil i

Ctrl+F§ to exit CLI focus Copy Paste
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llustracion 23: Base de datos RIP Router Bogota 3

¥ poGOTA 2

Physical Config CLI Attributes
I

105 Command Line Interface

Distance: (default is 120)
Bogota3fsho ip rip dat
Bogota3dsho ip rip database

172.25.1.0/24
[1] wia 172.2%_3.13, 00:00:05, Seriald/1/0

172.25.3.0/30 SUTO-SUNmary
172.29.3.0/30 directly connected, Serialdys0
172.25.3.4/730 AUtO-SUTmMaLY
172.29.3.4/30 directly connected, Serialls0
172.29.3_8/730 auto-SUmMmary
172.29.2.8/30

[1] wia 172.25.3.1, 00:00:14, Serialds0/0
00:00:14, Seriald /0,1 [1] wia 172.25.2.13,
172.29.3.12/730 auto-summary
172.29.3.12/730 directly connected, Seriald/s
BogotaSﬂ

Lid.23.3.1 12U UoTudT L

O.a.0.070 auto-sSummary
0.0.0.0/0

[1] wia 172.25.3.5, 00:00:14, Serialds0/1 [1] wia 172.25.3.1,
00:00:14, Seriallso0/0 [1l] wia 172.25%.3.13, 00:00:05, Seriald/s1l/0
172.25.0.0/24 AULOo-SUNmary
172.29.0.0/24 directly connected, GigabitEthernetl/s0
172.29.1.0/24 auto-summary

fa

fl

[1] wia 172.25%_3.5,

00:00:05, Serialdsl/so

1/0

Ctri+F& to exit CLI focus

Copy Paste

llustracion 24: Base de datos RIP Router Medellin 1

® MEDELLIN1 — O
Physical Config CLI Aftributes.
I
105 Command Line Interface
L72.2%9.e.13 LzU [LJURSR R e

Distance: {(default is 120)
HMedellinlgsho
Hedellinl#show ip ¢
Medellinlgshow ip ri
Medellinlgshow ip rip da
Hedellinlgshow ip rip database
172.25.4 0725 auto—SUrmary
172.259.4.0/25

[1] wia 172.25.€.2, 00:00:21, Seriald/s1/1
172 .25 .4 128725 auto-sSummary
172.259.4.128/25

[1] wia 172.25_.€.10, 00:00:12, Seriald/ 071 [1] wia
172.2%_.&6.14, 00:00:12, Serialdys0/70
172.2%.6€.0/730 SUuto—SUEmary
172.2%.€.0/30 directly connected, Serizll/s1l/1l
172 .25 _€.4/30 auto—sSumrmary
172.259.6.4/30

[1] wia 172.25.€.2, 00:00:21, Seriald/s1/1
172 .25 _€.8/30 auto—sSumrmary
172.2%9.6.8/730 directly connected, Serizl0s0/1
172.2%.€.12/30 AULO-SUMMary
172 .25 _€.12/30 directly connected, Serialds0/0
Medellinlg|
Ctrl+F5 to exit CLI focus Copy Paste
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llustracion 25: Base de datos RIP Router Medellin 2

® MEDELLIN 2 — O

Physical Config CLI Attributes
I

105 Command Line Interface

HedellinZren

Password:

MedellinZ#sho

MedellinZgshow ip rip da
MedellinZgshow ip rip database

0.0.0.050 SUto-SUNmMary
0.0.0.0/0

[1] wia 172.25.&8.1, 00:00:1€, Seriall/0 /1
172.25.4.0/25 aUto-SUmMmary
172.25.4.0/25 directly connected, GigabitEthernet0/0
172.29.4.128/25 auto-summary

172.29.4.128/25
[2] wia 172.2%_&6.1, 00:00:1&, Seriald/o/1

172.29.6.0/730 auto-sSummary
172.25.€.0/30 directly connected, Seriald/sos1
172 .25 _.6€.4/730 AULO-SUmMmMary
172 .29 .&6.4/30 directly connected, Seriald/0/0
172.259.€.8/730 aUto-SUmMmary
172.25%_6.8/30

[1] +wia 172.2%.&.1, 00:00:1€, Seriald/0/1
172.25.€.12/30 aUuto-SUmMmary

172.2%.6.12/30
[1] +wia 172.2%.&.1, 00:00:1€, Seriald/0/1
Medellinzg|

Ctrl+F8 to exit CLI focus Copy Paste

llustracién 26: Base de datos RIP Router Medellin 3

® MEDELLIN 3 — O

Physical Config CLI Attributes
I

105 Command Line Interface

HedelI1Ncofshow 1P rip database
a.0.0.070 auto-Summary
0.0.0.0/0
[1] wia 172.25%.€.13, 00:00:23, Seriald/0/0 [1] wia 172.2%.€.9,
00:00:23, Serialdso/1
172.25.4.0/725 aUto-SUNmMary
172.25.4.0/25
[2] wia 172.25.€.5, 00:00:23, Serialds0/1 [2] wia 172.25.€.13,
00:00:23, Serialdsas0
172 .259_4 128725 auto—Summary
172.259.4_.128/25 directly connected, GigabitEthernetd/0
172 .25 _&€.0/30 auto—summary
172.25%.€.0/30
[1] wia 172.25.€.%, 00:00:23, Serialds0/1 [1] wia 172.25.€.13,
00:00:23, Serialdsas0
172.253.6.4/730 aUto-SUNmMary
172.25.6.4/30
[2] wia 172.25.€.5, 00:00:23, Serialds0/1 [2] wia 172.25.€.13,
00:00:23, Serialdsas0
172 .25 _&€_8/730 auto—summary
172 .25 _&€_8/730 directly connected, Seriald/0/1
172.259._&€.12,/30 auto-summary
172.259._&€.12,/30 directly connected, Seriald/s0/0
Medellin3g|

Ctri+F& to exit CLI focus Copy Paste
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1.1.6. Configurar encapsulamiento y autenticacién PPP

a. Segun la topologia se requiere que el enlace Medellin1 con ISP sea
configurado con autenticacion PAP.

ISP(config)#username Medellinl password cisco
ISP(config)#int s0/0/0

ISP(config-if)#encapsulation ppp

ISP(config-if)#ppp authentication pap

ISP(config-if)#ppp pap sent-username ISP password cisco

Medellin1(config)#username ISP password cisco
Medellin1(config)#int s0/1/0

Medellin1(config-if)#encapsulation ppp
Medellin1(config-if)#ppp authentication pap
Medellin1(config-if)#ppp pap sent-username ISP password cisco

b. El enlace Bogota1 con ISP se debe configurar con autenticacion CHAP.

ISP#conf ter

ISP(config)#username Bogotal password cisco
ISP(config)#int s0/0/1
ISP(config-if)#encapsulation ppp
ISP(config-if)#ppp authentication chap
ISP(config-if)#exit

Bogotal#conf ter

Bogotal(config)#username ISP password cisco
Bogotal(config)#int s0/0/0
Bogotal(config-if)#encapsulation ppp
Bogotal(config-if)#ppp authentication chap
Bogotal(config-if)#end

1.1.7. Configuraciéon de PAT

a En la topologia, si se activa NAT en cada equipo de salida (Bogota1l y
Medellin1), los routers internos de una ciudad no podran llegar hasta los
routers internos en el otro extremo, sélo existirA comunicacién hasta los
routers Bogota1, ISP y Medellin1.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el
NAT en el router Medellin1. Compruebe que la traducciéon de direcciones
indique las interfaces de entrada y de salida. Al realizar una prueba de ping,
la direccion debe ser traducida automaticamente a la direccion de la interfaz
serial 0/1/0 del router Medellin1, cémo diferente puerto.
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Medellinl#conf ter

Medellin1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
Medellin1(config)#ip nat inside source list 1 int s0/1/0 overload

Medellin1(config)#int s0/1/0

Medellin1(config-if)#ip nat outside
Medellin1(config-if)#int sO/1/1
Medellin1(config-if)#ip nat inside
Medellin1(config-if)#int s0/0/1
Medellin1(config-if)#ip nat inside
Medellin1(config-if)#int s0/0/0
Medellin1(config-if)#ip nat inside

Medellin1(config-if)#end

llustracion 27: Traducciones NAT Router Medellin 1

B MEDELLIM 1 O 4
Physical Config CLI Attributes
—
|05 Command Line Interface
Hedellinlgsh 1p nat =
Hedellinlgsh ip nat tra
Hedellinlfsh ip nat translations
Hedellinlgsh ip nat translations
FPro Inside glokal Inside local Cutside local Cutside
glokal
icmp 205%.17.220.1:10 172.25%.4.140:10 20%.17.220.2:10
20%.17.220.2:10
icmp 209.17.220.1:11 172.259.4.140:11 209.17.220.2:11
20%.17.220.2:11
icmp 209.17.220.1:12 172.25.4.140:12 209.17.220.2:12
20%.17.220.2:12
icmp 209.17.220.1:25 172.259.4.11:25 209.17.220.2:25
20%.17.220.2:25
icmp 209.17.220.1:2€ 172.25.4.11:2¢ 209.17.220.2:2¢
20%.17.220.2:2¢
icmp 209.17.220.1:27 172.259.4.11:27 209.17.220.2:27
20%.17.220.2:27
icmp 209.17.220.1:28 172.25.4.11:2%8 209.17.220.2:28
20%.17.220.2:28
icmp 2059.17.220.1:5 172.25.4.140:5 209.17.220.2:5
20%.17.220.2:5
Medellinlg W
Ctri+F& to exit CLI focus Copy Paste

c. Proceda a configurar el NAT en el router Bogota1l. Compruebe que la
traduccion de direcciones indique las interfaces de entrada y de salida. Al
realizar una prueba de ping, la direccion debe ser traducida automaticamente
a la direccidén de la interfaz serial 0/0/0 del router Bogota1, cémo diferente

puerto.
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Bogotal#conf ter

Bogotal(config)#access-list 1 permit 172.29.0.0 0.0.3.255
Bogotal(config)#ip nat inside source list 1 in sO/0/0 overload
Bogotal(config)#int s0/0/0

Bogotal(config-if)#ip nat outside

Bogotal(config-if)#int sO/1/1

Bogotal(config-if)#ip nat inside

Bogotal(config-if)#int s0/1/0

Bogotal(config-if)#ip nat inside

Bogotal(config-if)#int s0/0/1

Bogotal(config-if)#ip nat inside

Bogotal(config-if)#end

llustracion 28: Traducciones NAT Router Bogota 1

¥ poGoTA - O X
Physical Config CLI Attributes
I
105 Command Line Interface
Bogotalfsh 1p na -
Bogotalgsh ip nat tra
Eogotal#sh ip nat translations
Eogotalésh ip nat translations
Pro Inside global Inside local Cutside local Cutside
global
icmp 209.17_220.6:148 172.25_.1.11:14& 209.17.220.5:14¢
Z05.17.220.5:14¢
icmp 205.17.220.€:147 1T72.25.1.11:147 Z05.17.220.5:147
Z05.17.220.5:147
icmp 209.17_220.6:148 172.25.1.11:148 209.17.220.5:148
209.17.220.5:148
icmp 209.17.220.6€:14% 172.25.1.11:145 Z09.17.220.5:145%
Z05.17.220.5:145
icmp 205.17.Z20.6:€€ 172.25.0.11:¢€¢ Z05.17.2Z20.5:8¢€
209.17_.220.5:-&66
icmp 209.17_220.6:87 172.25.0.11:&7 209.17.220.5:&87
209.17.220.5:87
icmp 205.17.Z20.6:8€2 172.25.0.11:¢€5 Z05.17.2Z20.5:88
Z05.17.2Z20.5:8€2
lemp 20517 _220.€:€5 172.25_0.11:€5 205%_17_.220.5:€%
209.17_.220.5:&9
Bogotalg W
Ctrl+F6 to exit CLI focus Copy Paste

1.1.8. Configuracion del servicio DHCP

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser
el servidor DHCP para ambas redes Lan.

Medellin2#conf ter

Medellin2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.10
Medellin2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.139
Medellin2(config)#ip dhcp pool Medellin2
Medellin2(dhcp-config)#network 172.29.4.0 255.255.255.128
Medellin2(dhcp-config)#default-router 172.29.4.1
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Medellin2(dhcp-config)#dns-server 207.15.3.1
Medellin2(dhcp-config)#exit
Medellin2(config)#ip dhcp pool Medellin3

Medellin2(dhcp-config)#network 172.29.4.128 255.255.255.128
Medellin2(dhcp-config)#default-router 172.29.4.129

Medellin2(dhcp-config)#dns-server 207.15.3.1
Medellin2(dhcp-config)#exit

Se valida asignacion exitosa de IP por DHCP de acuerdo a la configuracién

realizada para la red LAN de Medellin2

llustracion 29: Asignacioén de IP por DHCP LAN-1 Medellin

¥ pco

Physical Config Deskiop Programming Attributes

IP Con figuration

Interface FastEthernetd
IP Configuration
(®) DHCP () Static
IP Address 17225411
Subnet Mask 255.255.255.128
Default Gateway 1722941
DNS Server 207.15.3.1

IPv& Configuration

(C) DHCP () Auto Confiy (@) Static

DHCP request successful

IPv6 Address |

Link Local Address |FESU::2IJ1:95FF:FE33:1E»SU

IPvE Gateway |

IPv6 DNS Server |

B02.1X

[] use 802.1X Security

[ Top

b. Elrouter Medellin3 debera habilitar el paso de los mensajes broadcast hacia

la IP del router Medellin2.
Medellin3#conf ter
Medellin3(config)#int g0/0
Medellin3(config-if)#ip helper-address 172.29.6.5
Medellin3(config-if)#end
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Se valida asignacion exitosa de IP por DHCP de acuerdo a la configuracién
realizada en Medellin2 y el paso de mensajes broadcast en Medellin3

llustracion 30: Asignacién de IP por DHCP LAN-2 Medellin

¥ py — O b ¢
Physical Config Desktop Programming Attributes
A
IP Configuration
Interface FastEthernetd -

IP Configuration

(® DHCP () static DHCP request success ful.
IP Address 172.29.4.140

Subnet Mask 255.255.255.128

Default Gateway 172.29.4.129

DNS Server 207.15.3.1

IPvE Configuration
() DHCP (O Auto Config (@) Static

PvE Address | | ]

IPvE Gateway |

|
Link Local Address |FEBD::ZDD:BDFF:FEE—B:TA@ |
|
|

IPv6 DNS Server |

B02.1X

[] Use 802.1X Security v
[ 1op

llustracion 31: Validacién asignaciones DHCP en Router Medellin 2

Medellin2ésh ip dh

Medellin2gé¢sh ip dhcp bkin

Medellin2gsh ip dhep binding

IP address Client—-ID/ Lease expiration Type
Hardware address

172.29.4.11 0001.9633.15&0 - Lutomatic

172_.25.4.140 000D .BDSB. 7Th4é - hutomatic

MedellinZg v

Ctri+F5 to exit CLI focus Copy Paste

c. Configurar la red Bogota2 y Bogota3 donde el router Bogota2 debe ser el
servidor DHCP para ambas redes Lan.

Bogota2#conf ter

Bogota2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.10
Bogota2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.10
Bogota2(config)#ip dhcp pool Bogota2
Bogota2(dhcp-config)#network 172.29.1.0 255.255.255.0
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Bogota2(dhcp-config)#default-router 172.29.1.1
Bogota2(dhcp-config)#dns-server 150.10.2.20
Bogota2(dhcp-config)#exit

Bogota2(config)#ip dhcp pool Bogota3

Bogota2(dhcp-config)#network 172.29.0.0 255.255.255.0

Bogota2(dhcp-config)#default-router 172.29.0.1
Bogota2(dhcp-config)#dns-server 150.10.2.20
Bogota2(dhcp-config)#exit

Se valida asignacion exitosa de IP por DHCP de acuerdo a la configuracién

realizada para la red LAN de BogotaZ2

llustracién 32: Asignacion de IP por DHCP LAN-1 Bogota

¥ pca

Physical Config Deskiop Programming Attributes

IP Configuration

Interface FastEthernetl
IP Configuration
(@) DHCP () static
IP Address 172.29.1.11
Subnet Mazk 255.255.255.0
Default Gateway 1722911
DNS Server 150.10.2.20

IPvE Configuration

() DHCP () Auto Config (@) Static

DHCP request successful

IPvB Address |

Link Local Address |FESD::ZDS:E4FF:FED3:ZBB4

IPvE Gateway |

IPv& DNS Server |

B02.1X

[] use 802.1X Security

O mop

d. Configure el router Bogota3 para que habilite el paso de los mensajes

Broadcast hacia la IP del router BogotaZ2.

Bogota3#conf ter

Bogota3(config)#int g0/0

Bogota3(config-if)#ip helper-address 172.29.3.13
Bogota3(config-if)#end
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Se valida asignacion exitosa de IP por DHCP de acuerdo a la configuracién
realizada en Bogota2 y el paso de mensajes broadcast en Bogota3

llustracion 33: Asignacion de IP por DHCP LAN-2 Bogota

¥ pe2 - [} b

Physical Config Desktop Programming Aftributes

IP Configuration

Interface FastEthernetl -
IP Configuration
(® DHCP () Static DHCP request successful.
IP Address 172.28.0.11
Subnet Mask 255.255.255.
Default Gateway 172.29.0.1
DNS Server 150.10.2.20
IPvE Configuration

(O DHCP (O Auto Config (@) Static
Pv6 Address | [ ]

Link Local Address | FEB0::2D0:58FF:FEZ5:B0A

|
|
IPvE Gateway | |
|

IPvE DNS Server |

B021X

[ Use 802.1X Security v
[ Top

llustracién 34: Validacién asignaciones DHCP en Router Bogota 2

BogotalZg

BogotaZfsh ip dhep bin

Bogotalé#sh ip dhep binding

IF address Clientc-ID/S Lease expiration Type
Hardware address

172.25%.1.11 0003 _E4D3 . 2B54 - Butomatic

172.25.0.11 0o0D0 5825 _0BOA -= Automatic

Bngntazﬂ W

Ctri+F& to exit CLI focus Copy Paste
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1.2. Escenario 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
qgue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

llustracién 35: Topologia de Red Escenario 2

VLAN Direccionamiento Nombre
Internet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 imi

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

F0/0 Buenos Aires
Foi2s | 8021Q

192.168.99.3

Fuente 2: UNAD

Desarrollo

1.2.1. Configuracién direccionamiento IP

a. Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario

Nota: Configuracién passwords de Routers y Switches se realizaron iguales a los
del escenario 1.
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Router#conf ter

Router(config)#Hostname Bogota

Bogota(config)#int s0/0/0

Bogota(config-if)#description Enlace a Miami

Bogota(config-if)#ip add 172.31.21.1 255.255.255.252

Bogota(config-if)#clock rate 128000

Bogota(config-if)#no shut

Bogota(config)#int g0/0

Bogota(config-if)#description LAN

Bogota(config-if)#ip add 192.168.99.1 255.255.255.0

Eogﬂa((ﬁnfiq_-if)ﬂlos_hut_ e e e e e e e e e e e
Router#conf ter

Router(config)#Hostname Miami

Miami(config)#int s0/0/1

Miami(config-if)#description Enlace a Bogota

Miami(config-if)#ip add 172.31.21.2 255.255.255.252

Miami(config-if)#no shut

Miami(config-if)#int s0/0/0

Miami(config-if)#description Enlace a Buenos Aires

Miami(config-if)#ip add 172.31.23.2 255.255.255.252

Miami(config-if)#clock rate 128000

Miami(config-if)#no shut

Miami(config-if)#int 100

Miami(config-if)#ip add 10.10.10.10 255.255.255.255

Miami(config-if)#int g0/0

Miami(config-if)#description Enlace a Internet

Miami(config-if)#ip add 209.165.200.225 255.255.255.248

Miami(cgfig_—if)#_no siut_
Router#conf ter
Router(config)#Hostname Buenos_Aires
Buenos_Aires(config)#int s0/0/1
Buenos_Aires(config-if)#description Enlace a Miami
Buenos_Aires(config-if)#ip add 172.31.23.1 255.255.255.252
Buenos_Aires(config-if)#no shut
Buenos_Aires(config-if)#int lo4
Buenos_Aires(config-if)#ip add 192.168.4.1 255.255.255.0
Buenos_Aires(config-if)#int 105
Buenos_Aires(config-if)#ip add 192.168.5.1 255.255.255.0
Buenos_Aires(config-if)#int o6
Buenos_Aires(config-if)#ip add 192.168.6.1 255.255.255.0
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llustracion 36: Configuracion PC Internet

® Internet PC - O X
Physical Coenfig Desktop Programming Attributes
"~
Interface | FastEthernetl -
IP Configuration
() DHCP @) Static
PP Address 209.165.200.230 |
Subnet Mask [255.255.255.248 |
Defaut Gateway 209.165.200.225 |
DNS Server [0.0.04] |
IPvE Configuration
() DHep () Auto Config (@) Static
IPvE Address | | 1] |
Link Local Address |Fean:290:cFFFE3CE18 |
IPvE Gateway | |
IPv& DNS Server | |
802.1X
[ use 802.1X Security v

llustracion 37: Conexion fisica topologia de red Packet Tracer

¥ Cisco Packet Tracer

Fie Edt Options View Tools Extensions Help

i=ERdO0oria@®
TQ@Q@X g/ me

/
(_ Physical)x 472

B¢ QaeaqoE B
B

a=; Fa0
Internet PC Intefnet

209.165.200.230 itz <

192.168.99.2

ol | Web Server
Se0/0/0 10.10.10.10/32

172.31.23.0/30
172.31.21.0/30

Se0/0/1

® se0/0/0
0SPF

Qros0 Buenos Aires

802.1a

Fa0/24 Trunk
Fa0/3

Lo4 192.168.4.0/124
LoS 192.168.5.0/24
Lo6 192.168.6.0/24
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1.2.2. Configuracién protocolo OSPFv2

a. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

Tabla 3: Parametros OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 5.55.5
Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500
Bogota#conf ter

Bogota(config)#router ospf 1
Bogota(config-router)#router-id 1.1.1.1
Bogota(config-router)#network 172.31.21.0 0.0.0.3 area 0
Bogota(config-router)#network 192.168.30.0 0.0.0.255 area 0
Bogota(config-router)#network 192.168.40.0 0.0.0.255 area 0
Bogota(config-router)#network 192.168.200.0 0.0.0.255 area 0
Bogota(config-router)#passive-interface g0/0.30
Bogota(config-router)#passive-interface g0/0.40
Bogota(config-router)#passive-interface g0/0.200
Bogota(config-router)#exit

Bogota(config-router)#int s0/0/0

Bogota(config-if)#bandwidth 256

Bogota(config-if)#ip ospf cost 9500

Eogﬂa(canfig_—if)#_end_

Miami#conf ter

Miami(config)#router ospf 1
Miami(config-router)#router-id 5.5.5.5
Miami(config-router)#network 172.31.21.0 0.0.0.3 area 0
Miami(config-router)#network 172.31.23.0 0.0.0.3 area 0
Miami(config-router)#network 10.10.10.10 0.0.0.0 area O
Miami(config-router)#passive-interface 100
Miami(config-router)#int s0/0/1
Miami(config-if)#bandwidth 256

Miami(config-if)#int s0/0/0

Miami(config-if)#bandwidth 256

Miami(config-if)#ip ospf cost 9500
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Miami (cgmfig_—if)#_end_

Buenos_Aires#conf ter

Buenos_Aires(config)#router ospf 1
Buenos_Aires(config-router)#router-id 8.8.8.8
Buenos_Aires(config-router)#network 172.31.23.0 0.0.0.3 area 0
Buenos_Aires(config-router)#network 192.168.4.0 0.0.0.255 area 0
Buenos_Aires(config-router)#network 192.168.5.0 0.0.0.255 area 0
Buenos_Aires(config-router)#network 192.168.6.0 0.0.0.255 area 0
Buenos_Aires(config-router)#passive-interface lo4
Buenos_Aires(config-router)#passive-interface 105
Buenos_Aires(config-router)#passive-interface 106
Buenos_Aires(config-router)#int s0/0/1
Buenos_Aires(config-if)#bandwidth 256

Buenos_Aires(config-if)#end

1.2.3. Verificar informacion de OSPF

a. Visualizar tablas de enrutamiento y routers conectados por OSPFv2

llustracién 38:Tabla enrutamiento OSPF Router Bogota

¥ Bogota — O et
Physical Config CLI Attributes
—
05 Command Line Interface

L 132 les 20 17528 15 directly connected, =lgablt:Ethernetl/u._gu A
152.1€8.959.0/24 is wvariably subnetted, Z subnets, 2 masks

c 192.1€8.595_0/24 is directly connected, FigabitEthernet0/0.200

L 192 .1€8.95_1/32 is directly connected, GigabitEthernet0/0.200

Bogotaf

Bogotagsh

Bogota#show ip os

Bogota#show ip ospf ro

Bogotagshow ip rou

Bogotagshow ip route os

Bogota#show ip route ospf
10.0.0.0/32 is subnetted, 1 subnets

o] 10.10.10.10 [l1l0/5501] wia 172.31.21.Z, 00:17:00, Seriald/0/0
172.31.0.0/16 is wariably subnetted, 3 subnets, 2 masks

] 172.31.23.0 [110/15000] wia 172.31.21.2, 00:12:21, Seriall/s0/0
152.1€8.4.0/22 is subnetted, 1 subnets

o] 152.1€8.4_1 [110/15001] wia 172_.31_21.2, 00:04:35, Seriald/ 070
152.1€2.5.0/32 is subnetted, 1 subnets

] l52.1€2.5.1 [110/19001] wvia 172.31.21.2, 00:04:2%, Serialls0/0
192 .1€2.6.0/32 is subnetted, 1 subnets

o] 18z 1€8_.€.1 [110/19001] wia 172_.31_.21.2, 00:04:25, Serialds0s0

Bogotad ¥]

Ctrl+F8 to exit CLI focus Copy Paste
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llustracion 39:Vecinos OSPF Router Bogota

® Bogota - O
Physical Config CLI Attributes
I
105 Command Line Interface
Bogotaren
Bogota#sho
Bogotagshow ip os
Bogotag#show ip ospf nei
Bogotaf#show ip ospf neighbor
Neighbor ID Fri State Dead Tims Eddress
Interface
5.5.5.5 a FULLS - a0:00:30 172.31.21.2
Serial0/s0/0
Bogotaﬂ
Ctrl+F6& to exit CLI focus Copy Paste
llustracion 40: Tabla enrutamiento OSPF Router Miami
# Miami — O
Physical Canfig CLI Attributes
I
|05 Command Line Interface
Miami=en
Miamigsho
Hiami#show ip osp
Hiami#show ip rou
Hiami#show ip route osp
HMiami#show ip route ospf
152 1828 .4 _.0/32 is subnetted, 1 subnets
[+] 152 . 1e8.4.1 [110/9501] wia 172.31.23.2, 00:0%:0&, Seriald/0/0
1592 .12 .5.0/32 is subnetted, 1 subnets
[+] 152 .1€8.5.1 [110/9501] wia 172.31.23.2, 00:08:5&, Seriald/0/0
152.1€8.€.0/32 is subnetted, 1 subnets
[} 15Z.1€8.€.1 [11l0/535011 wia 172.31.23.2, 00:08:5€, Serialosa/0
[} 152.1€8.30.0 [110/351] wia 172.31.21.1, 00:18:14, Serialdsa/1
[} 152.1€3.40.0 [110/351] wia 172.31.21.1, 00:18:14, Serialds0/1
Miamig

Ctrl+F8 to exit CLI focus

Copy

Paste
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llustracion 41: Vecinos OSPF Router Miami

® Miami — O

Physical Config CLI Attributes
I

105 Command Line Interface

Miamixen

Miamigshow

Miamig#show ip osp
Miamif#show ip ospf nei
Hiamigshow ip ospf neighbor

Neighkor ID Pri State Dead Time Zddress

Interface

a.8.8.8 o] FUOLLS - 00:00:33 172.31.23.2
Serisld/s0/0

1.1.1.1 o] FULLS - 00:00:37 172.31.21.1
Seriald/0/1

Miami g

Ctri+F6 to exit CLI focus Copy Paste

llustracion 42: Tabla enrutamiento OSPF Router Buenos Aires

® Buenos Aires - O

Physical Config CLI Aftributes
I

105 Command Line Interface

Buenos_Riresren
Buenos_Airesf§show ip rout
Buenos_Airesgshow ip route osp
Buenos_RAiresgshow ip route ospf
10.0.0.0/32 is subnetted, 1 subnets
Le] 10.10.10.10 [110/391] wia 172.31.23.1, 00:0%:12, Serialds0/1
172.31.0.0/1e is wariably subnetted, 3 subnets, 2 masks
Le] 172.31.21.0 [110/780] wia 172.31.23.1, 00:0%:12, Serialds0/1
Le] 1%2.1€8.30.0 [110/781] wia 172.31.23.1, 00:0%:12, Seriald/0/1
Le] 1%2.1€8.40.0 [110/781] wia 172.31.23.1, 00:0%:12, Seriald/0/1

Huenos_niresﬂ

Ctrl+F& to exit CLI focus Copy Paste
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llustracion 43: Vecinos OSPF Router Buenos Aires

# Buenos Aires - O X
Physical Config CLI Attributes
—
105 Command Line Interface
]
Buenos_Rireszen
Buenos_Riresishow ip osp
Buenos_Riresishow ip ospf nei
Buenos_Riresishow ip ospf neighbor
Neighbor ID Pri State Dead Time Rddress
Interface
5.5.5.5 1] FULL/ - 00:00:33 172.31.23.1
Seriald/s0/1
Buenos Aizes#l W
Ctri+F§ to exit CLI focus Copy Paste

b. Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface

llustracion 44: Interfaces OSPF Router Bogota

® Bogota - O X

Physical Config CLI Attributes
I

105 Command Ling Interface
[ ClgaDlCELOeLnet FlgablLEthernet IEEE SUZ. 32
Loopback Loopback interface
Serial Serial
<cr>
Bogotafshow ip ospf interface

Seriald/0/0 is up, line protocol is up

Internet address is 172.31.21.1/30, Zrea O

Process ID 1, Router ID 1.1.1.1, Hetwork Type POINT-TO-BPOINT, Cost:
5500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit

Hello due in 00:00:08

Index 171, flood gueue length 0

Hext 0x0(0)/0x0{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1
Bdjacent with neighbor 5.5.5.5

Suppress hello for 0 neighbor(s)

Bogotad

Ctrl+F8 to exit CLI focus Copy Paste
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llustracion 45: Interfaces OSPF Router Miami

® Miami - O X
Physical Config CLI Attributes
—
105 Command Line Interface
Miamigsh ip osp int A
Seriald/0/1 is up, line protocol is up
Internst address is 172.31.21.2/30, Area 0
Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT, Cost:
330
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit
5
Hello due in 00:00:07
Index 1/1, flood gueue length O
Wext 0x0(0)/0x=0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Rdjacent neighbor count is 1
BEdjacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Seriald/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Rrea 0
Process ID 1, Router ID 5.5.5.5, Network Type BOINT-TO-FOINT, Cost:
s500|
Transmit Delay is 1 sec, State POINT-TO-FOINT, Friority O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit
5
Hello due in 00:00:09
Index 2/2Z, flood gueue length 0O
Wext 0x0(0)/0:20{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Rdjacent with neighbor 2.2.2.8
Suppress hello for 0 neighboris)
Loopback0 is up, line protocol is up
Internet address is 10.10.10.10/32, Area 0
Process ID 1, Router ID 5.5.5.5, Network Type LOODBACK, Cost: 1
Locpback interface is treated as a stub Host
Miamig hd
Ctri+F& to exit CLI focus Copy Paste
llustracion 46: Interfaces OSPF Router Buenos Aires
® Buenos Aires - m} X

Physical Config CLl Attributes
—

108 Command Line Interface

Serial0/0/1 is up, line protocol is up

Internet address is 172.31.23.2/30, Rrea 0

Process ID 1, Router ID 8.5.5.8, Network Type DOINT-TO-POINT, Cost:
330

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

Mo designated router on this network

Mo backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit

Hello due in 00:00:02
Index 1/1, flood gueue length O
Mext 0x20(0)/020(0)
Last flood scan length is 1, mamimm is 1
Last flood scan time is 0 mses, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
hdjacent with neighbor 5.5.5.5
Suppress hello for 0 meighbor(s!
Loopbackd is up, line protocol is up
Internet address is 192 1€6.4.1/24, Rrea 0
Process ID 1, Router ID B.6.8.8, Network Type LOOPBACE, Cost: 1
Loopback interface is treated as a stub Host
LoopbackS is up, line protocol is up
Internet address is 192 1€6.5.1/24, Rrea 0
Process ID 1, Router ID B.6.8.8, Network Type LOOPBACE, Cost: 1
Loopback interface is treated as a stub Host
Loopbacké is up, line protocol is up
Internet address is 192 1€6.6.1/24, Rrea 0
Process ID 1, Router ID B.6.8.8, Network Type LOOPBACE, Cost: 1
Loopback interface is treated as a stub Host
Buenos_zirest|

Buenos_Airesgshow ip ospf interface ~

Ctrl+F& to exit CLI focus Copy Paste
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c. Visualizar elOSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

llustracion 47: OSPF Router Bogota

® Bogota — O 4

Physical Config CLI Aftributes
I

105 Command Line Interface

Bogotafshow ip protocols ~

Bouting Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bouter ID 1.1.1.1
Humber of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximum path: 4
Bouting for Networks:
172.31.21.0 0.0.0.3 area 0
152.1€8.30.0 0.0.0.255 area 0
192.1€2.40.0 0.0.0.255 area 0
152.1€8_.200.0 0.0.0.255 area 0
Passiwve Interface(s):
GigabitEthernetd/0.30
FigabitEthernetl/0.40
ZigabitEthernet0ys0.200
Bouting Information Sources:

Fateway Distance Last Update
1.1.1.1 110 00:19:34
5.5.5.5 11d Q0:09:28
g.gs.8.8 110 Q00050

Distance: (default is 110)

Bogotas| W

Ctrl+F§ to exit CLI focus Copy Paste

llustracion 48: OSPF Router Miami

® Miami - O s
Physical Config CLI Attributes
—
105 Command Line Interface
MHiami »en ~
Miamif#show ip pro
Miamif#show ip protocols
Bouting Protocol is "ospf 1™
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 5.5.5.5
Humkber of areas in this router is 1. 1 normal O stuk O nssa
Maximam path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.10 0.0.0.0 area 0
Passiwve Interface(s):
Loopbackd
Bouting Information Sources:
Fateway Distance Last Update
1.1.1.1 110 00:20:55
5.5.5.5 110 00:10:52
a.2.8.8 110 00:02:15
Distance: ({(default is 110)
HMiamif W
Ctri+F§ to exit CLI focus Copy Paste
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llustracion 49: OSPF Router Buenos Aires

¥ Buenos Aires - O
Physical Config CLI Attributes
—
103 Command Line Interface
Buenos_ RAiresgshow ip protocols
BEouting Protocol is "ospf 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 2.2.8.8
Number of areas in this router is 1. 1 normal 0O stub 0 mssa
Maximum path: 4
Bouting for Networks:
172.21.23.0 0.0.0.3 area 0
192.1€5.4.0 0.0.0.255 area 0
132.1€8.5.0 0.0.0.255 area 0
132.1€8.€.0 0.0.0.255 area 0
Passive Interface(s):
Loopkbackd
Loopbacks
Loopbacke
Routing Information Sources:
Gateway Distance Last Update
1.1.1.1 110
5.5.5.5 110
g.g.8.8 110
Distance: (default is 110)
Ctri+F& to exit CLI focus Copy Paste

1.2.4. Configuraciéon Switches

a. Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red

establecida.

Switch#conf ter

Switch(config)#Hostname S1

S1(config)#vlan 30

S1(config-vlan)#name Administracion

S1(config-vlan)#exit
S1(config)#vlan 40

S1(config-vlan)#name Mercadeo

S1(config-vlan)#exit
S1(config)#vlan 200

S1(config-vlan)#name Mantenimiento

S1(config-vlan)#exit
S1(config)#int f0/1

S1(config-if)#switchport mode access
S1(config-if)#switchport access vlan 30

S1(config-if)#exit
S1(config)#int vlan200
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S1(config-if)#ip add 192.168.99.2 255.255.255.0
S1(config-if)#int f0/3

S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config)#exit

S1(config)#ip default-gateway 192.168.99.1
S1(config)#int f0/24

S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#end

S1(config)#int fO/1

S1(config-if)#switchport mode access
S1(config-if)#switchport port-security
S1(config-if)#switchport port-security maximum 1
S1(config-if)#switchport port-security violation shutdown
S1(config-if)#switchport port-security mac-address sticky
Sl(config-ifyexit .
Switch#conf ter

Switch(config)#hostname S3

S3(config)#int vlan 200

S3(config-if)#ip add 192.168.99.3 255.255.255.0
S3(config-if)#exit

S3(config)#vlan 30

S3(config-vlan)#name Administracion
S3(config-vlan)#exit

S3(config)#vlan 40

S3(config-vlan)#name Mercadeo
S3(config-vlan)#exit

S3(config)#vlan 200

S3(config-vlan)#name Mantenimiento
S3(config-vlan)#exit

S3(config)#int fO/1

S3(config-if)#switchport mode access
S3(config-if)#switchport access vlan 40
S3(config-if)#int f0/3

S3(config-if)#switchport mode trunk
S3(config-if)#switchport trunk native vlan 1
S3(config)#exit

S3(config)#ip default-gateway 192.168.99.1
S3(config)#int f0/1

S3(config-if)#switchport mode access
S3(config-if)#switchport port-security
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S3(config-if)#end

S3(config-if)#switchport port-security maximum 1
S3(config-if)#switchport port-security violation shutdown
S3(config-if)#switchport port-security mac-address sticky

Bogota(config)#int g0/0.30
Bogota(config-subif)#encapsulation dot1Q 30
Bogota(config-subif)#ip add 192.168.30.1 255.255.255.0
Bogota(config-subif)#int g0/0.40
Bogota(config-subif)#encapsulation dot1Q 40
Bogota(config-subif)#ip add 192.168.40.1 255.255.255.0
Bogota(config-subif)#int g0/0.200
Bogota(config-subif)#encapsulation dot1Q 200
Bogota(config-subif)#ip add 192.168.99.1 255.255.255.0
Bogota(config-subif)#int g0/0

Bogota(config-if)#no shut

llustracion 50: VLANs Switch S1

L) — O *
Physical Config CLI Atftributes
E— —
|05 Command Ling Interface

Slg¢show wlan brief ~
VLEN Name Status Ports
1 default active Fal/2, Fal/s4, Fal/ss,
Fal/&

Fal/s7, Fadf8, Fald/ss,
Fal/10

Fals1ll, Fals12,
Fal/l3, Fal/sl4

Fal/l5, Falsle,
Fal/1l7, Fal/ls

Fal/l5, Fal/20,
Fals/2l, Fal/s22

Fal/23, =igd/s1l,
Gigl/s2
20 Administracion active Fad/1
40 Mercadeo active
200 Mantenimiento active
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-defaults active
1005 trnet-defaults active
s1g| v
Ctrl+F& to exit CLI focus Copy Pagte
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llustracion 51: Interfaces troncales Switch S1

B g - O
Physical Config CLI Aftributes
—
105 Command Line Interface
1UUS —ddi-deliault active
1003 token-ring-default active
1004 fddinet-defaults actiwve
1005 trnet-default actiwve
Slgshow in
Slishow interfaces tr
S51#show interfaces trunk
Port HMode Encapsulation Status Natiwve wvlan
Fald/3 on 802.1qg trunking 1
Fal/Z4 on 802.1qg trunking 1
Dort Vlans allowed on trunk
Fals3 1-1005
Fals24 1-10a5
Port Vlans allowed and active in management domain
Fal/ 3 1l,30,40,200
Fal/24 1l,20,40,200
Port Vlans in spanning tree forwarding state and not pruned
Fal/3 1,30,40,200
Fal/24 1l,30,40,200
s1g
Ctrl+F8 to exit CLI focus Copy Paste
llustracion 52: Seguridad Switch S1
® 5 - O
Physical Config CLI Attributes
—
105 Command Line Interface
1 0030.£241 5501 STATIC Fal/24
1 00d0 . babk 4503 DYMAMIC Fal/3
30 000l.€4d2 . €3chk STRTIC Fad/l
30 00d0 . babk .d503 DYNMAMIC Fal/3
40 00d0 . babk 4503 DYMAMIC Fal/3
99 00d0 . babk.d503 DYNAMIC Fad/3
2aa 00d0 . babk .d503 DYNMAMIC Fal/3
Sl¢show por
Sl#show port-security int f£0/1
Port Security : Enmabled
Port Status : Secure-up
Viclation Mode : Shutdown
Zging Time : 0 mins
Lging Type : Ebsolute
SecureStatic ARddress ARging : Disabled
Maximpum MAC RAddresses -1
Total MAC Addresses -1
Configured MAC Rddresses =0
Sticky MARC Rddresses o1
Last Source RAddress:Vlan : 0001 _&4D2_€3CB:-30
Security Violation Count =0
512
Ciri+F8 to exit CLI focus Copy Paste
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llustracion 53: Tabla MAC Switch S1

51 O
Physical Config CLI Attributes
—
105 Command Line Interface
CLiCEY HAC BOOLESSEes T g
Last Source Rddress:WVlan : 0001.€4DB.€3CB:30
Security Vioclation Count - 0
Slésho
Slishow mac—add
Slishow mac—address—table
Mac Address Table
Vlian Mac Rddress Type Borts
1 000a.£3cd.3b0L D¥NAMIC Fal/24
1 0040 . ke32 . b003 D¥NAMIC Fad/3
30 0001 .€4d3 . €3ch STATIC Fad/sl
30 000a.£3cd . 3b01 DYMAMIC Fal/24
20 0040 . ke32 . 002 D¥NAMIC Fad/3
40 0001.42ed.al4s D¥NAMIC Fad/3
4d 000a.£3cd . 3b01 DYMAMIC Fal/24
40 0040 . be38 bO03 DYMAMIC Fal/3
200 000a.£3cd.3b0L D¥NAMIC Fal/24
200 0040 . ke32 . b003 D¥NAMIC Fad/3
518
Ctrl+F& to exit CLI focus Copy Paste
llustracion 54: VLANs Switch S3
P 53 O
Physical Config CLI Aftributes
—
|05 Command Line Interface
Switchishow vlan brief
VLAN Name Status Ports
1 default active Fal/s2Z, Fals4, Fal/5,
Fal/&€
Fal/7, Fals2, Fald/5,
Fal/s10
Fals1ll, Fad/1Z,
Fa0/13, Fal/l4
Fal/s1l5, Fad/lE,
Fa0/17, Fal/ls
Fal/sls, Fad/s/20,
Fal/21, Falds22
Fal/Z3, Fald/24,
Gigl/s1l, Eigls2
20 Bdministracion active
40 Mercadeo active Fal/1
200 HMantenimiento active
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
lLOOn fmda L 1 4 3
Ctrl+F85 to exit CLI focus Copy Paste
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llustracion 55: Interfaces troncales Switch S3

53 — O

Physical Config cu Attributes.
I

105 Command Line Interface

Z00  Hantenlimiento SCCivE
1002 fddi-default active
1002 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
Switchi

Switch#

Switchgshow

Switch#show inte
Switché#show interfaces tr
Switchishow interfaces trunk

Port Mode Encapsulation Status Natiwve wlan
Fad/3 on S02.1lqg trunking 1

Port Vlans allowed on trunk

Fal/3 1-1005

Port Wlans allowed and active in management domain

Fal/3 1,30,40,200

Port Vlans in spanning tree forwarding state and not pruned
Fal/3 1,30,40,200

Switch#

Ctrl+F& to exit CLI focus Copy Paste

llustracion 56:Seguridad Switch S3

¥ 53 — O
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WlitCchEshow por

Switchishow port—-security

Secure Port MaxSecurefddr Currentlddr SecurityViclation Security
Beotion

Switch#show port-security int £0/1

Port Security : Enabled
Port Status : Secure-up
Viclation Mode : Shutdown
2ging Time : 0 mins
Aging Type : BEbsolute

Last Source Address:WVlan
Security Viclation Count

Switchg|

SecureStatic Rddress ABging : Disabled

Maximum MAC Rddresses 1
Total MAC Rddresses 1
Configured MAC Rddresses a
Sticky MRC Addresses 1

0001 _42ED_AD45:-40
[}

Ctrl+F8 to exit CLI focus

Copy

Paste
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llustracion 57: Tabla MAC Switch S3

L O *
Physical Config CLI Attributes.
I
105 Command Line Interface
POLL oStatcus T SEeCUrEe-Up =
Vioclation Mode : Shutdown
Lging Time : 0 mins
Lging Type : Absolute
SecureStatic Rddress Bging : Disabkled
HMaximum MAC RAddresses =1
Total MAC Rddresses -1
Configured MAC Rddresses - a
Sticky MAC Rddresses -1
Last Source Address:Vlan : 0001 42ED._RO45:40
Security Vioclation Count = a
Switchishow mac-ad
Switchfishow mac-address-table
Hac Address Tabkle
Vlan Hac Address Type Forts
1 00ed.2£f18.5503 DYNAMIC Fad/z
30 0001 .e4d8 . e3ck DYNAMIC Fal/3
40 0001 .42ed.al45 STATIC Fad/sl
Switchg] v
Cir+F& to exit CLI focus Copy Paste

b. En el Switch 3 deshabilitar DNS lookup

S3(config)#no ip domain-lookup

c. Asignar direcciones IP a los Switches acorde a los lineamientos.

S1(config)#int vlan200

S1(config-if)#ip add 192.168.99.2 255.255.255.0

S3(config)#int vlan200

S3(config-ify#ip add 192.168.99.3 255.255.255.0

d. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

S1(config-if)#int range f0/2, f0/4-23, g0/1-2

il(cglfiiif-ﬁnge_)#swt -

S3(config-if-range)#int range f0/2, f0/4-24, g0/1-2

S3(config-if-range)#shut
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1.2.5. Configuracién de DHCP

a. Implementar DHCP and NAT for IPv4

b. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

c. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para

configuraciones estaticas.

Tabla 4: Parametros DHCP

Configurar DHCP pool para VLAN 30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccha-unad.com
Establecer default gateway.

Bogota#conf ter

Bogota(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
Bogota(config)#ip dhcp pool Administracion
Bogota(dhcp-config)#network 192.168.30.0 255.255.255.0
Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#domain-name ccna-unad.com
Bogota(dhcp-config)#default-router 192.168.30.1

Bogota(dhcp-config)#exit

Bogota(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30

Bogota(config)#ip dhcp pool Mercadeo

Bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#domain-name ccna-unad.com
Bogota(dhcp-config)#default-router 192.168.40.1

Bogota(dhcp-config)#end
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llustracion 58: Asignacion IP DHCP LAN Administracion

¥ pc.a - O *

Programming Attributes

Physical Config

fault port)

Suff

llustracién 59: Asignacion IP DHCP LAN Mercadeo

¥ pc.c - O *

Programming Attributes

Physical Config
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llustracion 60: Tabla DHCP Router Bogota

¥ Bogota — O *

Physical Config CLI Attributes
I

105 Command Line Interface

Zoceso no autorizado esta restringido!
User Access Verification
Password:

Bogotaren

Password:

Bogota#sho

Eogota#show ip dh
Bogotafshow ip dhep bi
Bogotafshow ip dhep binding

IF address Client-ID/S Lease expiration Type
Hardware address

152 _.168.30_31 0001 _e4D8 . £3CB -

Automatic

152 168 .40_31 0001 _4ZED_RO45 -

Automatic

Bcgctaﬂ| W

Ctri+F§ to exit CLI focus Copy Paste

1.2.6. Configuracién de NAT

a. Configurar NAT en R2 para permitir que los host puedan salir a internet

Miami#conf ter

Miami(config)#access-list 1 permit 172.31.0.0 0.0.0.3
Miami(config)#ip nat pool Internet 209.165.200.226 209.165.200.229 netmask
255.255.255.248

Miami(config)#ip nat inside source list 1 pool Internet
Miami(config)#int s0/0/1

Miami(config-if)#ip nat inside

Miami(config-if)#exit

Miami(config)#int g0/0

Miami(config-if)#ip nat outside

Miami(config-if)#end

1.2.7. Configuracion de listas de Acceso

a. Configurar al menos dos listas de acceso de tipo estandar a su criterio para
restringir o permitir trafico desde R1 o R3 hacia R2.
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Miami(config)#access-list 10 deny host 192.168.30.31
Miami(config)#access-list 10 permit any
Miami(config)#int g0/0

Miami(config-if)#ip access-group 10 out
Miami(config-if)#end

Miami(config)#access-list 20 permit 192.168.4.0 0.0.0.255
Miami(config)#int s0/0/1

Miami(config-if)#ip access-group 20 in
Miami(config-if)#end

llustracion 61: Listas de acceso Estandar

B piami O
Physical Config CLI Attributes
—
|05 Command Line Interface

Miamixen
Miami#sho
Miami#show acc
Mizmi#show access-lists
Standard IP access list 10

10 deny host 1%2.1€8.30.31 (12 matchies))

20 permit any (1€ matchies))
Standard IP access list 20

10 permit 152.1€2.4.0 0.0.0.255

20 permit 172.31.23.0 0.0.0.3 (5 matchies))
Miamig
Ctrl+F& to exit CLI focus Copy Paste

b. Configurar al menos dos listas de acceso de tipo extendido o nombradas a
su criterio para restringir o permitir trafico desde R1 o R3 hacia R2.

Bogota#conf ter

Bogota(config)#access-list 101 deny tcp 192.168.40.0 0.0.0.255 209.165.200.224 0.0.0.7

eq 25

Bogota(config)#access-list 101 deny tcp 192.168.40.0 0.0.0.255 209.165.200.224 0.0.0.7

eq 23

Bogota(config)#access-list 101 deny tcp 192.168.40.0 0.0.0.255 209.165.200.224 0.0.0.7

eq 22
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Bogota(config)#access-list 101 permit tcp any any
Bogota(config)#access-list 101 permit icmp any any

Bogota(config)#access-list 101 permit udp any eq bootpc any eq bootps

Bogota(config)#int g0/0.40
Bogota(config-subif)#ip access-group 101 in
Bogota(config-subif)#end

Bogota(config)#access-list 120 permit icmp 192.168.30.0 0.0.0.255 172.31.21.2 0.0.0.3
Bogota(config)#access-list 120 permit udp any eq bootpc any eq bootps

Bogota(config)#int g0/0.30
Bogota(config-subif)#ip access-group 120 in

llustracion 62: Listas de acceso Extendidas

¥ Bogota

Physical Config CLI Attributes
I
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User Access Verification
Password:

Bogotaren

Password:

Bogotag#sho

Bogotagshow aceo

Bogotagshow access-lists
Extended IP access list 120

20 permit udp any eg bootpc any eq bootps
Extended IP access list 101

smtp

telnet
40 permit teop any any
50 permit icmp any any

€0 permit udp any &g bootpc any eq bootps

Bogotat

(8 matchies))

10 deny tep 192.1€2.40.0 0.0.0.255 205_.1€5.200.224 0.0,

20 deny tcp 192 162_.40.0 0.0.0_255 205%_165_200.224 0.0._

30 deny tcp 132 . 162.40.0 0.0.0_255 205_165_.200.224 0.0

{32 matchies))

10 permit icmp 192.1€2.30.0 0.0.0.255 172.31.21.0 0.0.0.3

a.

a.

0.7

eq

eq

eqg 22

Ctrl+F& to exit CLI focus

Copy

Paste

c. Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.

e En lailustracidén a continuacion se comprueba la conectividad exitosa de la
PC-C a Internet, de acuerdo con la lista de acceso 120 este host tiene

permitida esta conexion.
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llustracion 63: Conectividad ping y tracert PC-C

¥ pc.c — 0 %

Programming Attributes

Physical Config

Minimum

e En la siguiente grafica se observa que la PC-A no tiene permitido el acceso
a Internet de acuerdo con la lista de acceso 10, y solo se permite trafico ICMP
hasta la interfaz de entrada del Router Miami de acuerdo con la lista de

acceso 120
llustracion 64: Conectividad ping PC-A

P pca — O x

Programming Attributes

Physical Config

—
Com d Prompt

Minimuam
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e Validando conectividad entre los distintos Router:

llustracién 65: Conectividad Bogota - Miami - Buenos Aires

® Bogota

Physzical Caonfig CLI Aftributes
I

105 Command Line Interface

- O

BogoLaren
Password:
Bogotafping 172 _31_21_2

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.21.2, timeout is

Success rate is 100 percent (5/5), round-trip min/avg/max

Bogotadping 172 .31 .23.2

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.23.2, timeout is

Success rate is 100 percent (5/5), round-trip minfavg/max

Bogotaftrac

Bogotagtraceroute 172.31.23.2
Type escape sSequence to abort.
Tracing the route to 172.31.23.2

2 seconds:

= 1/3/12 ms

2 seconds:

= Z/5/17 ms

1 172.31.21.2 1 msec 0 msec 2 msec
2 172.31.23.2 3 msec 4 msec 1 msec
Bogotaf
Ctri+F6 to exit CLI focus Copy Paste

llustracion 66:Conectividad Miami - Bogota - Buenos Aires

® Miami
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X

Acceso no autorizado esta restringido!

User Access Verification

Password:

Miamizen
Password:
Miamigping 172.31.21.1

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31.21.1, timeout is

Success rate is 100 percent (5/5), round-trip minfavg/max

Miamigping 172.31.23.2

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31.23.2, timeout is

2 seconds:

= 1/3/12 ms

2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/4/17 ms
Miami g
Cir+F& to exit CLI focus Copy Paste
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llustracién 67: Conectividad Buenos Aires - Miami - Bogota

? Buenos Aires
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Booceso no autorizado esta restringidol

User Access Verification

Password:

Buenos_Riresren

Password:

Buenos_Riresfping 172.31.23.1

Type escape seguence to abort.

Sending 5, 100-byte ICMP Echos to 172.31.23.1,
Buenos_Airesfping 172 .31 _21_1

Type escape segquence to abort.

Sending 5, 100-byte ICHMP Echos to 172.31.21.1,

Euencs_kiresﬂ

timeout is

Success rate is 100 percent (5/5), round-trip min/awvg/max

timeout is

Success rate is 100 percent (5/5), round-trip min/awvg/max

seconds:

15175 ms

seconds:

2/8/18 ms

Ctri+F6 to exit CLI focus

Copy

Pazte

llustracion 68: Validacion ACL 101
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2. CONCLUSIONES

Los protocolos de enrutamiento son los que manejan el intercambio de
informacion entre los Router, estos dejan que los Router compartan
informacion sobre las redes remotas y esta informacion la agrega a su propia
tabla de enrutamiento, estos protocolos de enrutamiento seleccionan la mejor
ruta para cada red y la guardan en su tabla de enrutamiento, este proceso
hace que memorice nuevas redes y encuentre rutas alternativas para cuando
se producen fallos en los enlaces de la red actual.

RIP es un protocolo de enrutamiento de tipo vector de distancia, utiliza como
meétrica para la seleccion de rutas el numero de saltos; es decir, el nUmero
de routers que un paquete encontrara a su paso a lo largo de una ruta desde
un punto origen hacia un destino.

OSPF es un protocolo de enrutamiento de tipo estado de enlace, utiliza el
concepto de areas donde cada router tendra una base de datos completa de
los estados de enlace de un area especifica, utiliza el costo como métrica
para poder determinar la mejor ruta.

La Distancia Administrativa es un término utilizado por Cisco para medir la
importancia de los protocolos de enrutamiento IP.

El uso de las ACLs posibilita el control de flujo de trafico, limitando el trafico
no deseado en la red y mejorando el rendimiento de esta.

Se debe tener en cuenta el mejor punto en la red para ubicar una ACL,
dependiendo si esta es estandar o extendida.

NAT permite un ahorro significativo de direcciones IPV4 al utilizar una unica
direccidon IP publica para salir a Internet desde varias IP Privadas de una
LAN; ademas que mantiene cierto grado de seguridad para esta.
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