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INTRODUCCION

En el siguiente trabajo se identificaran la solucion de dos ejercicios o escenarios, el cual para su solucion se
tendra que abordar todos los diferentes temas que se vieron durante el desarrollo del diplomado y de la misma
manera las diferentes actividades practicas del curso. De igual manera los fundamentos del Networking es el
tema que se aplico en las actividades, ya que esta permitié identificar los diferentes tipos de red y sus
clasificaciones segun sus modelos.

Teniendo en cuenta la unidad 2 del diplomado, se abarcaron temas de gran conocimiento como lo es el
direccionamiento IP y OSL, es por ello la importancia de esta préctica ya que es como todo un refuerzo de los
conocimientos aprendidos en el gue se avanza significativamente para el enrutamiento y configuracion de
VLANS.
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Descripcidon de escenarios propuestos para la prueba de
habilidades

ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin, en donde el estudiante
sera el administrador de la red, el cual debera configurar e interconectar entre si cada uno de los
dispositivos que forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demaés aspectos que forman parte de la topologia de
red.

Topologia de red

ISP

FETPAT HPQUT |
MEDELLIN mm'*f;_h =
172.2.6.8 /% WR.200/D 20172204/

RBEID

Este escenario plantea el uso de RIP como protocolo de enrutamiento, considerando que se tendran rutas
por defecto redistribuidas; asimismo, habilitar el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y Medellin2 proporcionan el servicio DHCP a su propia red LAN y a los routers 3 de
cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogota1y Medellini.

Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnostico y dejar los equipos listos para su configuracion (asignar nombres de
equipos, asignar claves de seguridad, etc).

e Realizar la conexion fisica de los equipos con base en la topologia de red

Configurarlatopologiadered, de acuerdo conlas siguientes especificaciones.
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Configuracion ISP

Routerren

Routergconf ¢

Enter configuration commands,
Router (config) fhostname ISP
ISF{config) #banner motd # Advertencia. ..
ISPiconfig) #no ip domain-lookup
ISPiconfig) #ip domain-name www.unad.edu.co
ISP{config) #line console O
ISP{config-line) §password cisco
ISPi{config-line) f#login

ISP{config-line) #logging synchronous
ISP{config-line) fexit

ISP (configl#line wty 0 15

ISPiconfig-line) $password cisco
ISF{config-line) #login
ISP{config-line) fexit

ISPiconfig) #enable secret class
ISPiconfig) §service password-encryption
I5E(config) g

one per line. End with CHIL/Z.

Solo usuarios autprizadosg

Configuracion Bogotal
Routerren

Routergconf t©

Enter configuration commands, one per line.
Router(config) #hostname BOGOTZL

BOGOTAEL (config) #banner motd # Advertencia. ..
autprizadosg

BOGOTAL (config) #no ip domain-lookup

BOGOTAEL (config) #ip domain-name www.unad.edu.co
BOGOTRAL (config) #line console 0

BOGOTRL (config-line) #password cisco

BOGOTRL (config-line) #login

BOEOTAL (config-line) #logging synchronous
BOGOTRL (config-line) gexit

BOZOTRL (config) #line vty 0 15

BOGOTLL (config-line) $password cisco

BOGOTRL (config-line) #login

BOGOTRL (config-line) gexit

BOGOTREL (config) #enable secret class

BOGOTRL (config) #service password-encryption
BOGOTAL (config) g

End with CNTL/Z.

Sclo usuarios

07:45 p.m.
19/07/2019

0 ™Mol [
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Configuracion Bogota2

Routerren

Routergconf t©

Enter configuration commands, one per line. End with CHNTL/Z.
Router(config) #hostname BOGOTZAZ

BOGOTRZ (config) §banner motd § Rdvertencia... Sclo usuarios
autprizadosg

BOGOTAZ (config) #no ip domain-lookup

BOGOTAZ (config) #ip domain-name www.unad.edu.co

BOGOTAZ (config) #line console O

BOGOTRZ (config-line) gpassword cisco

BOGOTAZ (config-limne) #login

BOGOTAZ (config-line) #logging synchronous

BOGOTAZ (config-line) gexit

BOGOTAZ (config)#line vty 0 15

BOGOTRZ (config-line) §password cisco

BOGOTRZ (config-line) §login

BOGOTAZ (config-line) fexit

BOGOTAZ (config) #enable secret class

BOGOTAZ (config) §service password-encryption

BOCOTAZ (config) g

Configuracion Bogota3
Routez>eng g

Routergconf t

Enter configuration commands, one per line. End with CHTL/Z.
Router (config) §hostname BOGOTRZ

BOGOTAS (config) $banner motd # Rdvertencia... Solo usuarios
autprizadosg

BOE0TA3 (config) éno ip domain-lookup

BOGOTAZ (config) #ip domain-name www.unad.edu.co
BOGOTAS (config) #line console O

BOGOTAZ (config-line) #password cisco

BOGOTAS (config-line) #login

BOGOTAZ (config-line) #logging synchronous
BOZOTAZ (config-line) fexit

BOZOTLZ (config) #line wty 0 15

BOGOTAS (config-line) #password cisco

BOGOTAZ (config-line) #login

BOZOTAZ (config-line) fexit

BOGOTAZ (config) #enable secret class

BOGOTAS (config) #service password-encryption
BOGOTAS (config) §

Configuracion Medellin1

Bouter»en

Routergconf t©

Enter configuration commands, one per line. End with CHNIL/ZI.
Bouter (config) $hostname MEDELLIN1

MEDELLINL {config) #banner motd # Rdvertencia... Solo usuarios
autprizadosg

MEDELLIN] (config)#no ip domain-lookup

MEDELLIN] {config) #ip domain-name www.unad.edu.co

MEDELLINL {config) #line console 0

MEDELLIN] {config-line) ¢§password cisco

MEDELLIN] {config-line) #login

MEDELLINI {config-line) §logging synchronous

MEDELLINL {config-line) fexit

MEDELLINI {config) #line wty 0 15

MEDELLIN] {config-line) $password cisco

MEDELLINL {config-line) §login

MEDELLIN] (config-line) fexit

MEDELLINL {config) #enable secret class

MEDELLINIL {config) #service password-encryption

MEDELLINI {config) 4|

Configuracion Medellin2

Router>en

Routerg#conf t

Enter configuration commands, one per line. End with CHTL/Z.
Router (config) #hostname MEDELLINZ

MEDELLINZ (config) §banner motd £ Rdwvertencia... Solo usuarios
autprizadosg

MEDELLINZ (config) #no ip domain-lookup
MEDELLINZ (config) #ip domain-name www.unad.edu.co
MEDELLINZ {config)#line console 0

MEDELLINZ (config-line) #password cisco

LINZ (config-line) $login

LINZ (config-line) §logging synchronous
MEDELLINZ (config-line) fexit

MEDELLINZ (config)#line vty 0 15

MEDELLINZ (config-line) §password cisco
MEDELLINZ (config-line) #login

MEDELLINZ (config-line) fexit

MEDELLINZ (config) #enable secret class
MEDELLINZ (config) §service password-encryption
MEDELLINZ (config) 2|
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Configuracion Medellin3

Router>

Routerzen

Routergconf t

Enter configuration commands, one per line. End with CHTL/Z.
Router (config) #hostname MEDELLIN3Z

MEDELLINZ (config) #banner motd # Rdvertencia... Solo usuarios
autprizados$

MEDELLINZ (config) #no ip domain-lookup

MEDELLINZ (config) #ip domain-name www.unad.edu.co
MEDELLINZ (config) #line console 0

MEDELLIN3 (config-line) #password cisco

MEDELLINZ (config-line) #login

MEDELLINZ (config-line) #logging synchronous
MEDELLINZ (config-line) #exit

MEDELLINZ (config) #line vty 0 15

MEDELLIN3 (config-line) #password cisco

MEDELLINZ (config-line) #login

MEDELLINZ (config-line) #exit

MEDELLINZ (config) #enable secret class

MEDELLINZ (config) §service password-encryption
MEDELLINS (config) g

Parte 1: Configuracion del enrutamiento

Enrutamiento ISP

I5F ({config) #int s0,/0/0

I5P(config-if)#ip address 20%.17.220.1 255.3255_.255_252
ISP{config-if) #clock rate 4000000

ISP{config-if) #no shut

SLINE-5-CHRNGED: Interface Seriald/0/0, changed state to down
ISP {config-if)#int s0/0/1

I5P(config-if)#ip address 209.17.220.5 255.255.255_252
I5P{config-if) #clock rate 4000000

ISP{config-if) #no shut

§LINE-5-CHRNGED: Interface Serialds0/1, changed state to down

Enrutamiento Bogotal

BOGOTRL (config) #int s0/0/0
BOGOTRL (config-if) #ip address 205.17.220.€ 255.255.255.252
BOGOT2L (config-if) $no shut

BOGOT2L (config-if) $int s0/0/1

BOGOTZ] (config-if) #ip address 172.25%_3.5% 255_255_255_252
BOEOTRL (config-if) #clock rate 4000000

BOGOTRL (config-if) #no shut

SLINE-5-CHRNGED: Interface Seriall/0/1, changed state to down
BOGOTAL (config-if) #int s0/1/0

BOGOTRL (config-if) §ip address 172.2%_.3.1 255.255_.255.252
BOGOTRL (config-if) §clock rate 4000000

BOGOTRL (config-if) #no shut

SLINE-S5-CHRNGED: Interface Seriall/l/0, changed state to down
BOGOTAL (config-if) #int s0/1/1

BOGOTRL (config-if) #ip address 172.25.2.5 255.255.255.252
BOGOTAL (config-if) #clock rate 4000000

BOGOT2L (config-if) $no shut

S5LINE-5-CHANGED: Interface Seriall/1/1, changed state to down
BOGOTAL (config-if) #exit

BOGOTZ] (config) ¢

SLINE-5-CHRNGED: Interface Serialds0/0, changed state to up

BOGOTRL (config)
SLINEPROTO-5-UPDOWN : Line protocol on Interface Serial0s0/0, changed
state to up
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BOGOTAZ (config) #int s0/0/0
BOGOTAZ (config-if) #ip address 172.25.3.10 255.255.255.252
BOGOTAZ (config-if) $#no shut

BOGOTAZ (config-if) §int s0/0/1

BOGOTAZ (config-if) fip address 172_25_.3_13 255_355_355_2532
BOGOTAZ (config-if) #clock rate 4000000

BOEOTAZ (config-if) #no shut

SLINE-5-CHRNGED: Interface Seriald/0/1l, changed state to down
BOGOTAZ (config-if) #int gl/0

BOGOTAZ (config-if)#ip address 172.25.1.1 255.255.255.0
BOGOTAZ (config-if) $#no shut

BOEOTAZ (config-if) gexit

BOGOTAZ (config) #

SLINE-S5-CHRNGED: Interface Seriald/ 070, changed state to up
$LINE-5-CHANGED: Interface GigabitEthernet(/0, changed state to up
SLINEPROTO-5-UFDOWN: Line protoccl on Interface FigabitEthermetl/0,

changed state to up

Enrutamiento Bogota3

BOGOTAS (config) #int sO,/0/0
BOGOTAS (config-if)#ip address 172.25.3.2 255.255.255.252
BOGOTAZ (config-if) #no shut

BOGOTAS (config-if) #int s0/0/1
BOGOTRAS (config-if)#ip address 172.25%.3.& 2Z55.255.255.252
BOGOTAS (config-if) #no shut

BOGZOTAZ (config-if) #int sO0/1/0
BOGOTRAS (config-if) #ip address 172.25.3.14 255_.255_255.252
BOGOTAS (config-if) dno shut

BOGOTAS (config-if) $int gl/0
BOGOTAS (config-if) #ip address 172.2%.0.1 255.255_255.0
BOGOTAS (config-if) #no shut

BOGOTAS (config-if) gexic

BOGZOTAS (config) #

%LINE-5—CHANGED: Interface Serialid/0/0, changed state to up
LINE-5-CHANGED: Interface Seriall/0/1, changed state to up
SLINE-5-CHANGED: Interface Seriald/1/0, changed state to up

$LINE-S5-CHANGED: Interface GigabitEthernetd/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetd/0,
changed state to up

BOGOTAS (config) §
$LINEPROCTO-5-UFDOWN: Line protocol on Interface Seriall/1l/0, changed
state to up

BOZOTAZ (config) &
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serisll/0/0, changed
State to up

BOGOTAZ (config) #
SLINEPROTO-5-UPDOWN: Line protocol on Interface Serizld/s0/1, changed
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Enrutamiento Medellinl

MEDELLIN] (config) #int s30/0/0
MEDELLIN] {config-if) #ip address 205%_17_220_.2 255 _255_255_ 3252
HMEDELLIN] (config—-if) #no shut

MEDELLIN] (config-if) #int s0/0/1

MEDELLIN] {config-if) #ip address 172_.25%_&.1 255_255_255_252
HMEDELLIN] (config-if) #clock rate 4000000

HMEDELLIN] (config—-if) #no shut

(LINFE-5-CHRNZED: Interface Serialld,0/1l, changed state to down
MEDELLIN] (config-if) #int s0/1/70

MEDELLIN] {config-if) #ip address 172_.25%_&.5% 255_255_255_ 3252
HMEDELLIN] (config-if) #clock rate 4000000

HMEDELLIN] (config—-if) #no shut

2 LINFE-5-CHRNZED: Interface Seriall,l/0, changed state to down
MEDELLIN] (config-if) #int s0/1/71

MEDELLIN] {config-if) #ip address 172_.25%_&.13 255_255_255_ 252
HMEDELLIN] (config-if) #clock rate 4000000

HMEDELLIN] (config—-if) #no shut

(LINFE-5-CHRNZED: Interface Serialld,l/l, changed state to down
MEDELLIN] (config-if) fexit

MEDELLINL (config) #

(LINE-5-CHRWNZED: Interface Seriall,0/0, changed state to up

MEDELLINL (config) #
(LINEFROTO-5-UPDOWN: Line protocol on Interface Serialld/0/0, changed
state to up

Enrutamiento Medellin2

MEDELLINZ {config) #int s0/0/0
MEDELLINZ (config-if) #ip address 172.25%.€.2 255.255.255.252
MEDELLINZ (config-if) #no shut

MEDELLINZ (config-if) #int s0/0/1

MEDELLINZ (config-if) #ip address 172.25%.6.5 255.255.255.252
MEDELLINZ (config-if) #clock rate 4000000

MEDELLINZ (config-if) #no shut

5LINE-S5-CHABNEED: Interface Serialds0/1, changed state to down
MEDELLINZ (config-if) #int gl/0

MEDELLINZ (config-if) #ip address 172_.2Z3.4_.1 255.255.255.128
MEDELLINZ (config-if) #no shut

MEDELLINZ {config-if) fexit
MEDELLINZ {config) #
5 LINE-5-CHARMNGEED: Interface Serialld,0/0, changed state to up

%LINE-5-CHAMNGEED: Interface GigabitEthernetls0, changed state to up

SLINEFROTO-5-UFDOWIN : Line protocol on Interface GigabitEthernetl/0,
changed state to up
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Enrutamiento Medellin3

MEDELLINSZ (config) #int sO0/0/0

MEDELLINSZ (config-if) #ip address 172.25%.&.10 255_255.255_252
HMEDELLIN2 (config-if) §no shut

MEDELLIN3 (config-if) §int s0/0/1
MEDELLINSZ (config-if) #ip address 172.25%.&6.14 255_255.255_252
HMEDELLIN2 (config-if) §no shut

MEDELLIN3 (config-if) §int s0/1/0
MEDELLIN3Z (config-if) #ip address 172_.25%_&6.& 255.255.255.252
HMEDELLIN2 (config-if) §no shut

MEDELLIN3 (config-if) §int gl/0
MEDELLIN3Z (config-if) #ip address 172.25.4_12% 255_255.255_12%8
HMEDELLIN2 (config-if) §no shut

MEDELLIN3 (config-if) gexit
MEDELLINZ (config) #
SLINE-5-CHRNGED: Interface Seriall/0/0, changed state to up

SLINE-5-CHANEFED: Interface Seriall/ 071, changed state to up
SLINE-5-CHRNGED: Interface Seriall/1/0, changed state to up
SLINE-5-CHANZFED: Interface GigabitEthernet0/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthermetlds0,
changed state to up

MEDELLINZ (config) #
2LINEFROTO-5-UFDOWN: Line protocol on Interface Serially 0,1, changed
sState to up

MEDELLINZ (config) #
2LINEFROTO-5-UFDOWN: Line protocol on Interface Serially 0,0, changed
state to up

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare la red principal,
desactive la sumarizacién automatica.

BOGOTA1

BOEOTR]L (config) grouter rip

BOZOTAL (config-router) gversion 2

BOEOTA]L (config-router) fno auto-—summary

BOEOTA]L (config-router) fnetwork 172.29.3.0
BOZOTA]L (config-—router) fnetwork 172.29.3.4
BOEOTA]L (config-router) gnetwork 172 _.29_3 .8
BOEOTR]L (config-router) §passive—interface s0/0/0

MEDELLIN1

HMEDELLINI {config) #router rip

MEDELLIN] {(config-router) §version 2

HMEDELLIN] {(config-router) fno auto—sSurmary
HMEDELLIN] {config-router) gnetwork 172 _25% . ¢.0
MEDELLIN] {(config-router) fnetwork 172_25%.&.8
MEDELLIN] {config-router) fnetwork 172_.2% . &£.12
HMEDELLIN] {config-router) gpassive—interface s0/0/0
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b. Losrouters BogotaiyMedellin deberan afiadirasu configuracion de enrutamiento unarutapordefecto
hacia el ISPy, a su vez, redistribuirla dentro de las publicaciones de RIP.

BOGOTA1

BOZOTRL (config)fip route 0.0.0.0 0.0.0.0 205.17.220.5
BOGOTAL (config) frouter rip

BOGOTRA]L (config-router) fdefault-information originate

MEDELLIN1

MEDELLIN] {(config) #ip route 0.0.0.0 0.0.0.0 20%.17.220.1
MEDELLIN] {config) §router rip

MEDELLIN] {(config-router) fdefault-information originate

c. Elrouter ISP debera tener unarutaestatica dirigida hacia cadared interna de Bogotay Medellin para el
caso se sumarizan las subredes de cada uno a /22.

ISP{config)f#ip route 172.25%_.4.0 255_.255.252.0 20%5.17.220.

- s e = = T ==

ISF{config)#ip route 172_.25%_0.0 255_255.252.0 20%.17.220.

i [

Parte 2: Tabla de Enrutamiento
a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.

Bogotal

Fateway of last resort is 205%.17_.220.5 to network 0.0.0.0

172.25.0.0/1€ is wariably subnetted, € subnets, 2 masks

cC 172.25%.3.0/30 is directly connected, Seriald/s1l/s0
L 172.2%.3.1/732 is directly connected, Seriald/s1lys0
cC 172.25%.3.4/730 is directly connected, Seriald/s1l/s1
L 172.2%.3.5/32 is directly connected, Seriald/s1l/1
C 172.2%.3.8/30 is directly connected, Serialds0/1
L 172.25%.3.9/32 is directly connected, Seriald/s0/1
205%.17.220.0/24 is wariably subnetted, 2 subnets, 2 masks
C 20%.17.220.4/30 is directly connected, Seriall0/s0,/0
L 20%.17.220.6/32 is directly connected, Seriall/0,/0

g 0.03.0.0/0 [1/0] wia 205.17.220.5
Bogota2

Fateway of last resort is not set

172.25%.0.0/1¢ is wariably subnetted, & subnets, 3 masks

c 172.259.1.0/24 is directly connected, GigakitEthernetl/0
L 172.29.1.1/32 is directly connected, GigabkitEthernetl/0
C 172_.29.3_.8/30 is directly connected, Seriald/ 070
L 172.29.3.10/32 is directly connected, Serizal0y 070
c 172.259.3.12/30 is directly connected, Seriald/ 071
L 172.29.3.13/32 is directly connected, Serialld/s0/1
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Bogota3

Fateway of last resort is not set

172.25.0.0/1% is wvariably subnetted, 8 subnets, 3 masks
c 172.25.0.0/24 is directly connected, GigabitEthernetl/0
L 172.25.0.1/32 is directly connected, GigabitEthernetl/0
c 172_.25_.3.0/30 is directly connected, Seriald/s0/0
L 172.25.3_.2/32 is directly connected, Seriald/0/0
L 172.25.3.4/30 is directly connected, Seriald/0/1
L 172_.25_.3_&6/32 is directly connected, Seriald/0/1
c 172_.25%_.3_12/30 is directly connected, Seriald/1l;0
L 172.25.3.14/32 is directly connected, Seriald/s1/0
Medellinl
Fateway of last resort is 205%_.17.220.1 to mnetwork 0.0.0.0
172.2%.0.0/16 is wvariabkly subnetted, © subnets, 2 masks
[ 172.25.€.0/30 is directly connected, Serial0 071
L 172.2%.6.1/32 is directly connected, Seriald/0/1
C 172_.25%.6.8/30 is directly connected, Seriald/s1l;0
L 172.25%.6.9/32 is directly connected, Seriald/l;0
[ 172.25.€.12/30 is directly connected, Seriall/ 171
L 172.25%.6.13/32 is directly connected, Serialld/1l/1
20%.17_.220.0/24 is wariably subnetted, 2 subnets, 2 masks
c 20%.17.220.0/30 is directly connected, Serial0/0/0
L 205.17.220.2/32 is directly connected, Seriall/ /070
g% 0.0.0.90 [1/0] wia 209.17.220.1
Medellin2
Fateway of last resort is not set
172.25%.0.0/1¢€ is wariably subnetted, € subnets, 3 masks
c 172.25_4_0/25 is directly connected, GigabitEthermnetd/0
L 172.25_.4_.1/32 is directly connected, GigabitEthernetd/0
c 172.25%.6.0/30 is directly connected, Serialld/a/0
L 172.25.€.2/32 is directly connected, Serialdys0/0
c 172.25%_.6.4/30 is directly connected, Serialld/0/1
L 172.25%_€.5/32 is directly connected, Serialld/as1
Medellin3
Fateway of last resocrt is not set
172.2%9.0.0/16 is wvariakly subnetted, 2 subnets, 3 masks
c 172_.25.4_128/25 is directly connected, GigabitEthernet0/0
L 172.25.4_125/32 is directly connected, GigabitEthernet0/0
c 172.25.€.4/30 is directly connected, Seriald/1 S0
L 172_.2%.6.6/32 is directly connected, Serialld/ 1l 0
c 172_.25%.6_.8/30 is directly connected, Seriald/os0
L 172.25%.6.10/32 is directly connected, Serial0/0/0
c 172.25.€.12/30 is directly connected, Seriald/0/1
L 172.25%.6.14/32 is directly connected, Seriall/0/1

b. Verificar el balanceo de carga que presentan los routers.

Bogotal

=3 172.25.0.0/24 [120/1] wia 172.25_.3.&6, 00:00:22, Serialid/ S1/1
[120/1] wia 172.29.3.2, 00:00:22, Seriald/s1/s0

=3 172.25%.1.0/24 [120/1] wia 172.29.3.10, 00:00:0%, Serialds0/1

Bogota2

B .0.0.0/0 [120/1] wia 172.25%_.3.5, 00:00:02, Serial0y/O/0
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Bogota3
=) 172.2%.3.8/30 [120/1] wia 172.25_.3.5, 00:00:23, Seriall/0/1
[120/1] wia 172.25%_.3_.1, 00:00:23, Seriald/ 0,0
= 172.2%.3.12/30 [120/2] wvwia 172.2%9_.3.5, 00:00:23, Seriald/s0f1
[120/2] wia 172.25_.3.1, 00:00:23, Seriald/0/ 0
= og.0.0.0/0 [120/1] wia 172.25%_.3_.5, 00:00:23, Seriald 071
[120/1] wia 172.25%_.3_.1, 00:00:23, Seriald/ 0/ 0
Medellinl
=) 172.29_&.4/730 [120/1] wia 172.2%_.&.2, 00:00:01, Seriald/o0/1
[120/1] wia 172.25%.c.14, 00:00:08, Seriald/1/1
[120/1] wia 172.25%.6.10, 00:00:08, Seriald/1l/s0
Medellin2
=] 172.2%_6.8/30 [120/1] wia 172.25%_.&.1, 00:00:05, Serial0ys0/0
[120/1] wia 172.25%.&.&, 00:00:15, Serial0ysa/1
= 172.2%_.6.12/30 [1l20/1] wia 172.25%.c.1, 00:00:05, Serialdaso;0
[120/1] ~ia 172.25%.€.€, 00:00:15, Seriall /071
= O.0.0.0/0 [120/1]1 wia 172.25%_6.1, 00:00:05, Serial0/0/0
Medellin3
=i 0.0.0.0/0 [120/1] wia 172_.25%_.€.13, 00:00:07, Seriall/0/1
[120/1] wia 172_.25%_&€.5%, 00:00:07, Seriald/ o 0

c. Obsérvese en los routers Bogota1 y Medellin1 cierta similitud por su ubicacion, por tener dos enlaces
de conexién hacia otro router y por la ruta por defecto quemanejan.

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas directamente y recibidas
mediante RIP.

e. Lastablas de los routers restantes deben permitir visualizar rutas redundantes para el caso de la ruta
por defecto.

f. Elrouter ISP solo debe indicar sus rutas estaticas adicionales a las directamente conectadas.

172.23
172
172

205,17

.0.0/22 is subnetted, 2 subnets
.25.0.0/22 [1/0] wia 205%.17.220.
.25%.4.0722 [1/0] wia 20%.17.220.

.220.0/24 is wariably subnetted, 4 subnets, 2 masks

o

[

L]

205
20%
205
205

172200530
172201732
L17.220.4/30
J17.220_5/32

B a0

is
is
is
is

directly
directly
directly

connected,
connected,
connected,

directly connected,

SerialdsOof 0
Seriald/sO0/0
Serialdys0/1
Seriald/sO0 /1

Parte 3: Deshabilitar la propagacion del protocolo RIP

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe deshabilitar la
propagacion del protocolo RIP, en la siguiente tabla se indican las interfaces de cada router que no
necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALO/0/1; SERIALO/1/0; SERIALO/1/1
Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1; SERIAL0/1/0
Medellinl SERIALO/0/0; SERIALO/0/1; SERIALO/1/1
Medellin2 SERIALO0/0/0; SERIALO/0/1

Medellin3 SERIALO/0/0; SERIALO/0/1; SERIAL0/1/0
ISP No lo requiere
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Parte 4: Verificacion del protocolo RIP
a. Verificarydocumentar las opciones de enrutamiento configuradas en los routers, como el passive
interface para la conexion hacia el ISP, la version de RIP y las interfaces que participan de la
publicacion entre otros datos.

b. Verificar y documentar la base de datos de RIP de cada router, donde se informa de manera detallada
de todas las rutas hacia cadared.

Bogotal
BOZOTAl14sh ip rip database
o.0.0.070 is possikly down
ag.0.0.as0 is possikbly down
172.25.0.0/24 auto-summary
172.25.0.0/24
[1] wia 172.2%.3.€, 00:00:11, Seriald/s1l/s1 [1] wia 172.25.3.Z2,
00:00:11, Serial0/1ls0
172.25.1.0/24 auto—SUmNmAary
172.25.1.0/24
[1] wia 172.2%.3.10, 00:00:00, Serialdyso/1

172.25.3.0/30 auto-summary
172.25.3.0/30 directly connected, Seriall0/s1l,/0
172.25.3_.4/30 auto-summary
172.25.3_.4/30 directly connected, Seriall/1/1
172.25_3.8/30 auto—SUmNmAary
172.25.3.8/30 directly connected, Seriall0ys0,/1
172.25_3.12/730 Auto-SUmMmAary
172.25.3.12730

[1] wia 172.25%.3.10, 00:00:00, Serialds0/s1
Medellinl
MEDELLIMN1$#sh ip rip database
172.25.4.0/25 auto-surmary

172.29.4.0/25
[1] wvia 172.2%.€.2, 00:00:05%, Serialdys0/1

172.2%.4.128/25 AUuto-SUNmary
172.2%.4_.128/25
[1] wia 172.25%_&6.14, 00:00:01, Seriald/s1l/1 [1] wia
172.2%.€.10, 00:00:01, Seriald/s1/s0
172.2%.€.0/30 auto-surmary
172.25.€.0/530 directly connected, Serialld/ 0/ 1
172.25.6.4/30 auto-surmary
172.2%_&.4/730
[1] wia 172.25%_.6.2, 00:00:0%, Serialdysos1 [1] wia 172.25_c6.14,
00:00:01, Seriald/s/1l/1 [1] wia 172.25%_6.10, 00:00:01, Serialdys1l/s0
172 .2%.6.8/30 auto-surmary
172 .2%.6.8/30 directly connected, Serial0/1l/0
172 .259.€.12/30 auto-summary
172.2%.6.12/730 directly connected, Seriasl0/1l/s1

Parte 5: Configurar encapsulamiento y autenticaciéon PPP
a. Segun latopologia se requiere que el enlace Medellin1 con ISP sea configurado con autenticacion PAT.

MEDELLIN] {config) fusername ISP password cisco

MEDELLIN] (config) #int s0/0/0

MEDELLIN1 {config—-if) #encapsulation ppp

MEDELLIN]1 {config-if) #ppp authentication pap

MEDELLIN] {config-if) #ppp pap sent-username Medellinl password cisco
MEDELLIN] (config—-if) fexit

SLINEPROTO-5-UPDOWN: Line protocol on Inmterface Seriallys0,/0, changed
state to up
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b. El enlace Bogota1 con ISP se debe configurar con autenticacion CHAT.

BOEOTRL
BOZOTREL
BOFOTREL
BOEOTREL
BOEOTRL
BOZOTREL

state to up

Parte 6:

Configuracion de PAT

{config) fusername ISP password cisco
{config) #int s0/0/0
{config-if) #encapsulation ppp

{config-if) #ppp authentication chap
{config-if) fexit
{config)#

SLINEPROTO-5-UPFDOWN: Line protocol on Interface Seriald/0/0,

Mind Wide Open”

a. Enlatopologia, sise activa NAT en cada equipo de salida (Bogota1y Medellin1), los routers internos de
unaciudad no podranllegar hastalosroutersinternos en el otro extremo, s6lo existira comunicaciéon hasta

los routers Bogota1, ISP yMedellini.

b. Después de verificar loindicado en el paso anterior proceda a configurar el NAT en el router Medellini.
Compruebe que la traduccion de direcciones indique las interfaces de entrada y de salida. Al realizar una
prueba de ping, la direccion debe ser traducida automéaticamente a la direccion de la interfaz serial 0/1/0
del router Medellin1, como diferente puerto.

Medellinl

HMEDELLINL

owverload

HMEDELLIN1

MEDELLIN] (config) #int s0/0/0
MEDELLIN] (config-if) #ip nat outside
MEDELLIN] (config—if) #int s0/0/1
MEDELLIN] (config-if) #ip nat inside
MEDELLIN] (config-if)#int s0/1/0
MEDELLIN] (config-if) #ip nat inside
MEDELLIN] (config-if) #int s0/1/1
MEDELLIN] (config-if) #ip nat inside

{config) #ip nat inside source list 1 interface s0,/0/0

{config) faccess—1list 1 permit 172_25%_.4.0 0.0.3_255

c. Procedaa configurar el NAT en el router Bogota1. Compruebe que latraducciéon de direcciones indique
las interfaces de entrada y de salida. Al realizar una prueba de ping, la direccién debe ser traducida
automaticamente a la direccion de la interfaz serial 0/1/0 del router Bogota1, como diferente puerto.

Bogotal

BOZOTRL
BOEOTRL
BOZOTRL
BOEOTRL(
BOZOTRL
BOEOTRL
BOZOTRL
BOEOTRL(
BOZOTRL
BOEOTRL

config) #ip nat inside source list 1 interface s0/0/0 overload

config) faccess—-1ist 1 permit 172.25%_0.0 0.0.3_255

config)#int s0/70/0
config-if) #ip nat outside
config-if) #int s0/0/1
config-if) #ip nat inside
config-if)#int sO0/1/0
config-if) #ip nat inside
config-if)#int s0/1/1
ccnfig—if)#;p nat inside
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Parte 7: Configuracioén del servicio DHCP

Mind Wide Open”

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el servidor DHCP para

ambas red

HEDELLINZ
HEDELLINZ
HEDELLINZ
MEDELLINZ
HEDELLINZ
HEDELLINZ
HEDELLINZ
MEDELLINZ
HEDELLINZ
HEDELLINZ
HEDELLINZ

es LAN.

{dhep—config) gnetwork 172 2%
({dhep—config) §default-router
{dhep—config) fdns—-server 1.1
{dhep—config) fexit

{config) #ip dhep pool Medl3

({dhep—config) gnetwork 172 2%
{dhep—config) fdefaul t-router
{dhep—config) §dns-server 1.1.1.1

4.0
172.25.4.1
1.1

-4.128
172.259.4.129

{config) #ip dhcep excluded-address 172.25%_4.1 172_.25.4_.11
{config) #ip dhcep excluded-address 172.25%_4_12%5% 172_25.4_13%
{config) #ip dhcp pool MedlZ

b. Elrouter Medellin3 debera habilitar el paso de los mensajes broadcast haciala IP del router Medellin2.

HMHEDELLIN3 (config) #int gi/s0
MEDELLINZ (config-if) #ip helper—address 172.29.&.5

(®) DHCP () Static

P Address 172.29.4.12
Subnet Mask 255.255.255.
Default Gateway 1722841
DNS Server 1.1.1.1

(®) DHCP () static

P Address 172.29.4.140
Subnet Mask 255.255.255.
Default Gateway 172.28.4.128
DNS Server 1.1.1.1

DHCP request successful

DHCP request succezsful

c. Configurarlared Bogota2 y Bogota3 donde el router Medellin2 debe ser el servidor DHCP para ambas
redes LAN.

BOGOTRZ (|
BOGOTRZ
BOGOTRZ
BOEOTREZ
BOGOTRZ |
BOGOTRZ
BOGOTRZ
BOEOTREZ
BOGOTRZ |
BOGOTRZ
BOGOTRZ |

config) #ip dhep excluded-address 172_25
{config) #ip dhep excluded-address 172.25
{config) #ip dhcp pool Bogtl

{dhep—config) fnetwork 172 .29

dhcp-—config) §default-router

{dhep-config) #dns-server 1.1
{dhep—config) fexit
{config) #ip dhcp pool Bogt3

dhcp-config) fnetwork 172 .25

{dhep-config) #default-router
{dhep—config) gdns-server 1.1

-0.a

172.

1.1

-1.0

172.2

211

0.1 1v2.23.0.11
1.1 172.29.1.11
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d. Configure el router Bogota1 para que habilite el paso de los mensajes Broadcast hacia la IP del router
Bogota2.

BOEOTAS (config) #int gls0
BOZOTASZ (config-if) #ip helper—address 172.25.3.13

(® DHCP () static DHCP request successful.
IP Address 172.29.1.12

Subnet Mask 255255255

Default Gateway 1722911

DNS Server 1.1.1.1

(®) DHCP (O static DHCP request successful
IP Address 172.29.0.12

Subnet Mask 255.255.255.

Default Gateway 172.25.0.1

DNS Server 1.1.1.1
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ESCENARIO 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de Miami,
Bogotay Buenos Aires, en donde el estudiante sera el administrador de lared, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario, acorde con los
lineamientosestablecidos para el direccionamiento IP, protocolos de enrutamientoy demas aspectos que

forman parte de la topologia dered.

A

Internet

209.165.200.230
FO/0

F0/0 Buenos Aires

Foi24 | 802.1Q
— 192.168.99.3
192.168.99.2

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los dispositivos

que forman parte del escenario

Mind Wide Open”
|

VLAN Direccionamiento Nombre
30 192.168.30.0/24 Administracion

40 192.168.40.0/24 Mercadeo
192.168.200.0/24 Mantenimiento

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Er

| Physical | config | cur | Attributes

10S Command Line Interface

R1(config) §

Rl(config)$

R1(config) en

% Ambiguocus command: “"en"

Rl (config) $host R1

I R1(config)#int g0/0

Rl(config-if)$ip address 172.31.21.0 255.255.0.0
R1(config-if)§

Rl (config-if) #nc shutdown

Rl(config-if)#
SLINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

Rl(config-ifi ¢

SLINEPROTO-S-UPDOWN: Line protecol on Interface GigabitEthernet0/0,

changed state to up

=
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Mind Wide Open”

r

® R3

—Fs

[ Physical | config | ciI | Atwibutes |

10S Command Line Interface

Router>enable
Routergconfigure terminal

Router(config) §hostname R3

R3(confiqg) $

R3(config)fhost R3

R3(config) #int g0/0

R3(config-if) §ip address 172.31.23.0 255.255.0.0
R3({config-if) #no shutdown

R3(config-if)§

Enter configuration commands, cone per line. End with CNTL/Z.

3LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0

Configuration Item or Task

Specification

Router ID R1

1.1.1.1

Router ID R2

5:5:5:5

Router ID R3

8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales en

256 Kb/s

Ajustar el costo en la métrica de So/o0 a

9500

Configuration OSPF

Rl (config) frouter ospf 1
Bl {config-router) fnetwork 172_.31_21.0 0.0_.0_.255 area 0O

B2 (config) #router ospf 1
OSEF process 1 cannot start. There must ke at least one "up" IPF interface
RZ (config-router) fnetwork 172_.31.22.0 0.0.0.255 area 0

B3 {config) frouter ospf 1
B3 (config-router) fnetwork 172.31_.23.0 0.0.0_.255 area 0O

IP Loopback

BZ (config) #interface 1ol

RZ {config-if) §ip address 10.10.10.10 255.255.255.255

B3 (config) #interface 1lod

B3 (config-if)§#ip address 152_.168.4.0 Z55_255_255_255
B3 {config-if)#ip address 152.168.5.0 255.255.255.255
B3 lconfig-if) #ip address 132.168.6.0 Z55.255_255.255
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e
Asignamos IP en los Switches

51 {config) #int wlan 30

S5l{config-if) §ip address 13Z.168.33.Z Z55_.255.2Z55.0
5l {config-if) fexit

51 (config) #ip default-gateway 13Z_168.1.1

53 (config) #int wlan 40

53 (config-if) #ip address 152 _168.%%.3 Z55.2Z55_255.0
53 (config-if) fexit

53 (config) #ip default-gateway 132.188.1.3

Interfaces LAN pasivas

Bl (config) #router ospf 10
Bl {config-router) fpassive-interface default

BZ (config) frouter ospf 10
BZ (config-router) §passive-interface default

B3 ({config) frouter ospf 10
B3 ({config-router) fpassive—interface default

Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2
R1

1.0.0.0/8 is wvariakbly subnetted, 2 subnets, 2 masks

c 1.1.1.0/30 is directly connected, Serial0/0/0

L 1.1.1.1/32 is directly connected, Serial0/ 070
172.31.0.0/1€ is wariabkly subnetted, 2 subnets, 2 masks

C 172.31.0.0/16 is directly connected, GigabitEthernetd/0

L 172.31.21.0/32 is directly connected, GigabitEthernet0/0

R2

10.0.0.0/322 is subnetted, 1 subnets

C 10.10.10.10/32 is directly connected, Loopbackd
172.31.0.0/1¢ is wvariakly subnetted, 4 subnets, 2 masks
C 172.31.21.0/30 is directly connected, Seriald/0/1
L 172.31.21.2/32 is directly connected, Seriald/0/1
C 172.31.23.0/30 is directly connected, Seriald/ 0,0
L 172.31.23.1/32 is directly connected, Seriald/as0
20%_1€5_.200.0/24 is wvariably subnetted, 2 subnets, 2 masks
C 209_165.200_224/259 is directly connected, GigabitEthernetd/0
L 20%9_.165.200_225/32 is directly connected, GigabitEthernetd/0
R3
172.31.0.0/1e is wariably subnetted, 2 subnets, 2 masks
c 172.31.23.0/30 is directly connected, Serialdsa/1
L 172.3
€

-0/32 is subnetted, 1 subnets

1

1.232.2/32 is directly connected, Serial0/0/1
&

c 152 168 .6€.0/32 is directly connected, Loopback4
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Mind Wide Open”

e Visualizarlistaresumida de interfaces por OSPF en donde se ilustre el costo de cada interface

Rta: El comando “show ip ospf interface brief” no se esta disponible en Packet Tracer

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing Networks, and passive

interfaces configuradas en cadarouter.

R1

Routing Protocol is "ospf 10"

Outgoing update f£ilter list for all interfaces is not set
Incoming update f£ilter list for all interfaces is not set

Router ID 152.l€8.1.1

Number of areas in this router is 0. 0 normal 0 stubk 0 nssa

Maximim path: 4
Bouting for Networks:
Dassive Interface(s):
Wlanl
GigabitEthernetd,0
GigabitEthernetls1
Serialo/s0 0
Serialds0/1
Bouting Information Sources:
Fateway Distance Last Update
Distance: (default is 110}

Bouting Protocol is "ospf 1"

Outgoing update f£ilter list for all interfaces is not set
Incoming update f£ilter list for all interfaces is not set

Router ID 152.158.30.0

Number of areas in this router is 1. 1 normal 0 stubk 0 nssa

Maximum path: 4

Bouting for Networks:
172.21.21.0 0.0.0.255 area O
1.1.1.0 0.0.0.255 area 0

Routing Information Sources:

Fateway Distance Last TUpdate
1%2.158.30.0 11ad 00:00:55
Distance: (default is 110)

R2

Bouting Protocol is "ospf 10™
Cutgoing update £ilter list for all interfaces is not
Incoming update £ilter list for all interfaces is not
Router ID 10_10.10_10
Number of areas in this router is 0. 0 normal 0 stub
Maximim path: 4
Bouting for MNetworks:
Passive Interface(s):
Vlanl
FigakbitEthernetd/0
FigakbitEthernetd/1
Seriald/s0/s0
Seriald/s0/1
Routing Information Sources:
Cateway Distance Last Update
Distance: (default is 110}

Routing Protococl is "ospf 1"
Cutgoing update £ilter list for all interfaces is not
Incoming update filter list for all interfaces is not
Router ID 205%_1€5.200_.225
Number of areas in this router is 1. 1 normal O stub
Maximim path: 4
Bouting for MNetworks:
172.31.22.0 0.0.0.255 area 0O
Routing Information Sources:
Fateway Distance Last Update
Distance:- (default is 110)

set
set

0 nssa

set
set

0 nssa
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R3

Routing Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 15%2.1€2.1.3
Number of areas in this router is 1. 1 normal O stub 0 nssa
Maximim path: 4
Bouting for Hetworks:
172.231.22.0 0.0.0.255 area 0
Bouting Information Sources:

Fateway Distance Last Update
132 .1€8.1.3 110 00:03:01
Distance: (default is 110)

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN Routing y
Seguridad en los Switches acorde a la topologia de red establecida.

Configuracion VLAN

Sl {config)évlan 30
51 (config-vlan)$
$LINE-5-CHENGED: Interface V1an30, changed state to up

53 ({config) fvlan 40
83 (config-vlan)§
SLINE-5-CHRNCED: Interface Vlian4l, changed state to up

Puertos Troncales

S5l {config) finterface £0/1

Sl {config-if) #switchport mode dynamic desirable

51 {config) #int £0/3

51 (config—if) fswitchport mode dynamic desirable
53 (config) #int £0/3

53 (config-if) #awitchport mode dynamic desirabl
53 ({config) #int £0/1

53 ({config-if) fawitchport mode dynamic desirabl

Sl¢show interfaces trunk

Port Mode Encapsulation Status Hatiwve wlan
Fal/s3 desirable n—-g802_.1g trunking 1

Port Vlans allowed on trunk

Fal/3 1-1005

Fort Vlans allowed and active in management domain

Fad/s3 1,30

Port Vlans in spanning tree forwarding state and not

pruned e
Fad/s3 1,30 =
s1g -
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S53gshow interfaces trunk

Bort Hode Encapsulation Status Natiwve wlan
Fa0/3 desirable n-802.1g trunking 1

Port Vlians allowed on trunk

Fal/3 1-1005

Bort Vlans zllowed and actiwve in management domain

Fal/3 1,40

Bort Vlans in spanning tree forwarding state and not
pruned

Fal/3 1,40

EEL

A [ |

Puertos de enlace

51 (config) #interface £0/1

51 {config-if) §switchport access wlan 30

51 (config-if) §interface f£0/3

51 {config-if) §switchport access wlan 30
53 {config-if) §awitchport access wlan 40
53 ({config-if) §interface £0/1
53 {config-if) $§awitchport access wlan 40

Encapsulamiento e Inter-VLAN Routing

Bl {config) #interface gls1.1

Bl {config-subif)

Bl {config-subkif) #encapsulation dotll 1
Bl {config-subif)

Bl (config-subif) #ip address 13Z_1&8.1.1 255_255.255.0

BZ (config) #interface gl 1.1
BZ (config-subif) fencapsulation dotld 1
BZ (config-subif) §ip address 152 _168.1.Z2 255_255.

]

B3 ({config) #interface gl/f1.2

B3 ({config—subif) fencapsulation dotld 1
B3 ({config—subif) #ip address 1%32_.1&68.1_.3
% Incomplete command.

B3 (config-subif) #ip address 132 _168.1.3 Z55.2Z55_.25

Seguridad en los Switches

51 {config) #ip domain-name CCHA-lab.com

51 {config) fusername admin privilege 15 secret sshadmin
51 {config)#line wty 0 15

51 {config-line) #transport input ssh

51l {config-line) #login local

51 {config-line) gexit

51 {config)#

51 (config) #crypto key generate rsa

The name for the keys will be: 51.CCHA-lab.com

Choose the size of the key modulus in the range of 360 to 2048

for your

T

Feneral Purpose EKeys. Choosing & key modulus greater than 512

may take
g2 few minutes.

How many kits in the modulus [512]: 1024

% Generating 1024 kit R5R keys, kevys will be non-exportable. ..

OE1]

Mind Wide Open”
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53 ({config) #ip domain-—name CCHA-Lak_ com
53 {config) fusername admin privilege 15 secret sshadmin
53 {config)fline wty 0 15
53 {config-line) ftransport input ssh
53 {config-line) #login local
53 (config-line) fexit
S53{configl
53 (config) fcrypto key generate rsa
The name for the keys will ke: 53.CCHA-Lab.com
Choose the size of the key modulus in the range of 380 to 2048
for your
General Purpose Eeys. Choosing a key modulus greater than 512
may take
a2 few minutes.

How many kits in the modulus [51Z2]: 1024
% Generating 1024 kit RSA keys, keys will ke non-exportable. . .
[CE]

4. En el Switch 3 deshabilitar DNS lookup

53 (config) #no ip domain-lookup

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

S5l {config)#int wlan 30

51 (config-if) #ip address 13Z_168_.595%_.2 Z55_Z55_255.0
51 {config-if) §exit

51 {config) §ip default-gateway 13Z.1eB8.1.1

53 (config) §int wlan 40

53 (config-if)#ip address 152 _168.55%.3 Z55_.255_255.0
53 (config-if) gexit

53 (config) §ip default-gateway 192.168.1.3
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6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

S1xen
Slgcont ¢

Enter configuration commands, one per line.

Sl {config) #interface range
% Invalid input detected at

Sliconfig) #interface range

fzsEthernet 0/2

'~ marker.

£0/2

51 {config-if-range) #shutdown

SLINE-5-CHRMEED: Interface
51 {config-if-range) finterfa

FastEthernetl/2,
ce range £0/4-23

51 {config-if-range) #shutdown

SLINE-5-CHANGED: Interface
SLINE-5-CHRMEED: Interface
SLINE-5-CHANGED: Interface
SLINE-5-CHRMEED: Interface
3LINE-5-CHRENGED: Interface
SLINE-5-CHANGED: Interface
SLINE-5-CHRMEED: Interface
3LINE-5-CHRENGED: Interface
SLINE-5-CHANGED: Interface
3LINE-5-CHRNGED: Interface
SLINE-5-CHANGED: Interface
SLINE-5-CHRMEED: Interface
3LINE-5-CHRENGED: Interface

SLINE-5-CHANGED: Interface

%LINE-5-CHANGED: Interface
%LINE-5-CHARNGEED: Interface
SLINE-5-CHRNGED: Interface
SLINE-5-CHRNGCED: Interface
%LINE-5-CHARNGEED: Interface

SLINE-5-CHRNGED: Interface
51 (config-if-range) §

FastEthernet0/4,
FastEthernetl/5,
FastEthernetl/&,
FastEthernetl/7,
FastEthernet(/8,
FastEthernet(/3,
FastEthernet(/10,
FastEthernet0/11,
FastEthernet(/12,
FastEthernet(/13,
FastEthernet0/s14,
FastEthernet(/15,
FastEthernet0/1&,
FastEthernet(/17,

FastEthernetl/18,

FastEthernetl/1%3,

FastEthernet0/20,

FastEthernet0/21,

FastEthernetl/2Z,

FastEthernet0/23,

End with CNTL/Z._

changed state

changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed

changed

changed

changed

changed

changed

changed

Itate

state

Itate

state

state

Itate

state

State

Itate

Itate

Itate

state

State

Itate

Itate

state

state

Itate

state

state

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

administratively down

administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down
administratively down

administratively down

administratively down

administratively down

administratively down

administratively down

administratively down

Mind Wide Open”
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S3{config) ginterface range £0/2
53 (config-if-range) §shutdown

SLINE-S5-CHRNEED: Interface FazstEthernetl/Z,
53 ({config-if-range) f#interface range £0/4-24
53 (config-if-range) §shutdown

3LINE-5-CHANGED: Interface FastEthernetl/ 4,
S5LINF-5-CHRENGED: Interface FastEthernetl/5,
5LINE-5-CHRNCED: Interface FastEthernetl/&,
$LINE-5-CHANGED: Interface FastEthernetid/7,
3LINE-5-CHANGED: Interface FastEthernetl/&,
5LINE-5-CHRNGED: Interface FastEthernet0l/3,
5LINE-5-CHRNCED: Interface FastEthernetd/10,
2LINE-S5-CHRNEED: Interface FastEthernetd/11,
S5LINE-5-CHRENGED: Interface FastEthernetl/1Z,
5LINE-5-CHRNCED: Interface FastEthernetl/13,
2LINE-5-CHANGED: Interface FastEthernet0/14,
%LINE-S5-CHRNEED: Interface FastEthernetl/15,
$LINE-5-CHRENGED: Interface FastEthernetl/l&,
5LINE-5-CHAENGED: Interface FastEthernetl/17,

%LINE-S5-CHRNEED: Interface FastEthernetl/18,

LINE-5-CHANGED: Interface FastEthernet0/1%,
SLINE-5-CHARMEED: Interface FastEthernetl/ 20,
$LINE-5-CHAMGED: Interface FastEthernetlsZ1,
2LINE-5-CHANGED: Interface FastEthernetlsZ2,
SLINE-5-CHARMNEED: Interface FastEthernetl/ 23,

$LINE-5-CHAMGED: Interface FastEthernetlsZ4,

7. Implement DHCP and NAT forIPv4

Configuramos el EIGRP

changed

changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed

changed

changed
changed
changed
changed
changed

changed

Bl {config) router eigrp 1
Bl (config-router) #network 172.31_.21.0 0.0.0_Z55
Bl (config-router)fnetwork 1.1.1.1 0_0_.0_255

Bl (config-router) fno auto-sumary

% Invalid input detected

=t '

=tate

sState

gtate

state

state

sState

=tate

sState

state

gtate

state

state

state

state

sState

state

atate

state

state

Itate

state

state

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

to

administratiwvely

administratively
administratively
administratively
edministratiwvely
administratively

administratively

down

down

down

down

down

down

down

administratively down

administratively down

administratively down

administratively down

administratively down

administratively down

administratively down

administratively

administratiwvely

down

down

administratively down

administratively down

edministratively down

administratively down

administratively down

edministratively down

marker.

Bl (config-router) #no auto-summary
Bl (config-router) fnetwork 172_31_Z21.9 0.0.0_.3
Bl (config-router) fno auto-summary
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BZ (config) frouter eigrp 1

BZ (config-router) fnetwork 172_31_.21.5% 0.0.0.3

BZ (config-router) §

BZ (config-router) fredistribute static

RZ (config-router) fexit

RZ(config) §ip route 0.0 0 0.0.0.0 20%.165.200.225
oo . £

i Z
B3 {config) fip route 172.31.0.0 Z55_255.252.0 205._ 00_2Ze

Para asignar automaticamente la informacién de direccién en la red, se configura el R2 como
servidor de DHCPv4 y el R1 como agente de retransmision DHCP

B2 (config) frouter eigrp 1

BZ (config-router) fnetwork 172.31.21.% 0.0.0.3

BZ (config-router) §

RZ (config-router) redistribute static

RZ (config-router) fexit

BZ (config) #ip route 0.0.0.0 0.0.0.0 205%_.165.200.225
BZ (config) &

B2 (config) fexit

RIg

5YS-5-CONFIG I: Configured from conscle by conscle

RZfcont t
Enter configuration commands, cone per line. End with CHTL/Z.
BZ (config) #ip dhep excluded-address 172.31.21.0 132.1e8.0.%9
BZ (confiqg) §ip dhecp excluded-address 152 _168.1.1 15Z2.168.1.%5
RZ (config) fip dhecp pool RIGL

BZ (dhep-config) #network 152.1€8.1.0 Z55.2Z
RZ (dhep-config) #default-reouter 192 . 1e8.1.

55.255.0

[

% Inwvalid input detected at ""' marker.

RZ (dhep-config) #default-router 132.168.1.1
BZ (dhep-config) §dns—server Z05_165.200.2Z25
RZ (dhep-config) #domain-—name ccona—lab.com

RZ (config) #ip dhecp pool R1G0

RZ (dhep—config) gnetwork 152 . 1e8.0.0 2
BZ (dhep-config) gdefault-router 15Z.1e
BZ (dhecp-config) #dns—server 2Z09_.165_20

fall

FastEthernetl Connection: fault port)

Comnection-specific DNS

Physical Rd: E .- - 3eC.TCR4
Link-1 1 IPve Rddress LIFF:FE&eC:TCR4

DHCPvE Client L
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BC»ipeonfig /fall

FastEthernet0 Connection: (default port)
Connection—-specific DHNS ! £ix

Physical Address. ..

Link-local IPvé RAddress

8. Configurar R1 como servidor DHCP para las VLANSs 30 y 40.

Se agrega las VLANs 30 y 40 en el Router 1

Rl {config) #ip dhep pool DHCP-2ZB
Rl (dhcp-config) 7
default-router Default routers

dns-server Set name server

exit Exit from DHCP pool configuration mode
network Network number and mask

no Negate a command or set its defaults
option Raw DHCP options

Bl (dhep-config) #network 152 _168.0.0 2Z55_255_255.0
Rl (dhcp-config) fdefault

% Incomplete command.

Rl {dhep-config) #default-router 172.31.21.0

Bl (dhcp-config) #dns-server 8.8.8.8

Rl {dhep-config) fexit

Rl {config) §do wr

Building configuration. ..

[CE]

9. Reservarlas primeras 30 direcciones IP delas VLAN 30y 40 para Configuraciones estaticas.

Configurar DHCP pool para VLAN 30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default Gateway.

Configurar DHCP pool para VLAN 40

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default Gateway.

Bl (config) #ip dhcp pool administracion

Bl (dhcp—config) fnetwork 192 _158.30.0 255_.Z55_255.0
Rl {dhep—config) #dns—-server 10.10.10.11

Bl (dhep-config) fdomain-name ccona-unad.com

% Invalid input detected at """ marker.

Rl {dhep—config) #default-router 172.31.21.0
Rl {dhep—config) f#domain-name ccona-unad.com
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Rl {config) §ip dhcep pool mercadeo
Rl {dhcp-config) #dns—-server 10.10.10.11
Bl {dhep-config) fdefaul-router 172.31.21.0

% Inmvalid input detected at '"~" marker.

Bl {dhcp-config) fdefaul-router 152 _.1€8.1.1

% Inmvalid input detected at """ marker.

Rl {dhep-config) fdefault-router 172_31_.21.0
Bl (dhep—config) fdomain—name ccna—unad.com

% Inmvalid input detected at """ marker.

10.Configurar NAT en R2 para permitir que los host puedan salir a internet

BZ (config) ginterface gl/s0

BZ {config-if) #ip nat inside

BZ (config-if) ginterface 30,0
%Invalid interface type and number
BZ (config) ginterface 30/50/1

BZ {config-if)#ip nat outside

BZ (config-if) finterface 50,070

BZ {config-if)#ip nat outside

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir o permitir
trafico desde R1 o0 R3 haciaR2.

=N
{config) faccess-list 1 permit any
{config) #int gl/s0

{config-if) #ip access—group 1 out

Rl
Rl
Rl

LR =]
L I I

o

Bz

=k
Bz

config) faccess—-list 1 deny 172.31_.21.0 0.0_.0_.255

{config) faccess—1liat 1 deny 192_168.1.2 0.0_.0_Z55
{config) faccess—1list 1 permit any

{config)#int g0/1.1

{config-subif) #ip access—-group 1 out

{config) §access—-list 1 deny 172_31_232.0 0.0.0_.255
B3
{config)#int gl/0

tconfig-if) #ip access-group 1 out

config) gaccess-1list 1 permit any

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.

13. Verificar procesos de comunicacion y redireccionamiento de trafico en los routers mediante el uso

de Ping y Traceroute.
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CONCLUSIONES

Durante el desarrollo de la actividad practica se ha logrado comprender y aplicar los diferentes
conocimientos adquiridos durante el diplomado de profundizaciéon CISCO, en donde se logro
comprender laaplicacién del modelo OSIy el anélisis de dos diferentes escenarios, en donde se tenia
como objetivo principal que el estudiante planteara una soluciéon optima, con respecto a la
configuracion de cada uno delos escenarios propuestos; en este caso se lograron plantear soluciones
para el Subneting, NAT, EIGRP, OSPF, VLANS, etc.

Cabe resaltar que en el escenario 2 se identificaron aspectos de gran importancia como lo es la
asignacion de direccionamiento IP y puertos para cada dispositivo, en donde a raiz de eso se entiende
que el objetivo principal es la interconexién entre los routers y PC de cada zona, teniendo como
resultado final una configuracion DHCPyNAT; el cual brindaraun mejor flujo de comunicacion entre
las zonas.

Finalmente como futuros profesionales se debe estar en capacidad de analizar cualquier situaciony
de brindar una solucién 6ptima para cualquier eventualidad tomando decisiones relacionadas a
brindar el mecanismo o proceso de solucién que mejor se obtenga en laimplementacion de unared.
Esporello que es de gran importancia tener un conocimiento previo con gran seguridad sobre cuéles
son los costos de implementacion, eficiencia, escalabilidad, seguridad y fiabilidad.
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