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1. INTRODUCCION

La evaluacion denominada “Prueba de habilidades practicas”, busca identificar el
grado de desarrollo de competencias y habilidades que fueron adquiridas a lo largo
del diplomado. De tal manera que en el desarrollo del trabajo se aplicaran procesos
de verificacion de conectividad mediante el uso de comandos ping, traceroute, show
ip route, entre otros. Los cuales daran solucion a dos escenarios planteados los
cuales plantean el uso de RIP como protocolo de enrutamiento, considerando que
se tendran rutas por defecto redistribuidas; asimismo, habilitar el encapsulamiento
PPP y su autenticacion.

Para cumplir los objetivos de comunicacién, se emplean los routers y switches, que
soportan una gran variedad de servicios de red, y que permiten a los usuarios
conectarse a la misma. Es importante destacar que algunos de estos servicios
pueden restringirse o desactivarse, lo que mejora la seguridad de la red, para que
las operaciones que alli se realizan no se vean afectadas. Es importante destacar
la parte de seguridad ya que hoy en dia existen muchos administradores de red que
no aplican los respectivos procedimientos de seguridad, que por lo general deberian
ser una practica comun.
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2. OBJETIVOS

2.1 OBJETIVO GENERAL

Desarrollar solucién a los problemas de conectividad que poseen las
empresas entre sus sucursales.

2.2 OBJETIVOS ESPECIFICOS

Realizar rutinas de diagnostico.
Realizar conexion fisica de los equipos con base a la topologia de red.
Configurar topologia de red de acuerdo a las especificaciones
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3 DESARROLLO DE LOS ESCENARIOS

3.1 ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogot4 y Medellin, en
donde el estudiante serd el administrador de la red, el cual deber4 configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demaés aspectos que forman parte de la topologia de red.

3.1.1 Topologia de red.

I MEDELLIN > $72.29.4.0 /21
)

llustracion 1 Topologia 1

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar el
encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN
y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.
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3.1.2. Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagnéstico y dejar los equipos listos para su configuracion
(asignar nombres de equipos, asignar claves de seguridad, etc).

e Realizar la conexion fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientesespecificaciones.

1L A 1NN

llustracion 2 Topologia 1.2

Se utilizaron routers cisco 1941 los cuales se le asignaron los modulos HWCI-2T
para habilitar los puertos seriales, a los routers medellin3, medellinl, bogotal y
bogota 3 se le instalaron un modulo adicional HWCI-2T ya que la topologia solicita
habilitar un puerto serial adicional para la conexion.

3.1.3 Configuracion de Routers

A cada router se le realiza la configuracion inicial se asignaron contrasefias de inicio,
de modo enable y de las lineas vty, se cambia el nombre del router y se asigna un
mensaje en caso de no ingresar adecuadamente la contraseia, las contrasefnas se
encriptaron, se desactivaron la traduccion de nombres a direccion del dispositivo y
se asignan las direcciones ip y la mascara de red a cada puerto en este caso a los
puerto serial 0/0/0 y 0/0/1 o los que sean necesarios para cada router.

14



Router ISP

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname ISP

ISP(config)#no ip domain-lookup

ISP(config)#service password-encryption

ISP(config)#enable secret class

ISP(config)#banner motd "acceso restringido”

ISP(config)#ip domain-name unad.cisco

ISP(config)#line console 0

ISP (config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#line vty 0 15

ISP (config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#

ISP(config)#int s0/0/0

ISP (config-if)#ip add 209.17.220.1 255.255.255.252

ISP (config-if)#clock rate 4000000

ISP (config-if)y#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
ISP (config-if)#int s0/0/1

ISP (config-if)#ip add 209.17.220.5 255.255.255.252

ISP (config-if)#clock rate 4000000

ISP (config-if)y#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
ISP (config-if)#

ISP #

%SYS-5-CONFIG_I: Configured from console by console

Medellin 1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Medellinl

Medellin1(config)#no ip domain-lookup
Medellin1(config)#service password-encryption
Medellin1(config)#enable secret class
Medellin1(config)#banner motd "acceso restringido"
Medellin1(config)#line console O
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Medellin1(config-line)#password cisco
Medellin1(config-line)#login

Medellin1(config-line)#line vty 0 15
Medellin1(config-line)#password cisco
Medellin1(config-line)#login

Medellin1(config-line)#

Medellin1#

Medellinl1>en

Medellin1#conf t

Enter configuration commands, one per line. End withCNTL/Z.
Medellinl (config)#int s0/0/0

Medellin1 (config-if)#ip add 209.17.220.2 255.255.255.252
Medellinl (config-if)#no shut

Medellin1 (config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state toup
Medellinl (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Medellin1 (config-if)#int sO/0/1

Medellinl (config-if)#ip ad 172.29.6.1 255.255.255.252
Medellin1 (config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Medellinl (config-if)#

Medellinl (config-if)#clock rate 4000000

Medellin1 (config-if)#no shut

Medellin1 (config-if)#int sO/1/0

Medellinl (config-if)#ip add 172.29.6.9 255.255.255.252
Medellin1(config-if)#clock rate 4000000

Medellinl (config-if)#no shut

Medellin1 (config-if)#int sO/1/1

Medellinl (config-if)#ip add 172.29.6.13 255.255.255.252
Medellin1 (config-if)#clock rate 4000000

Medellinl (config-if)#no shut

MEDELLIN 2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Medellin2

Medellin2(config)#no ip domain-lookup
Medellin2(config)#service password-encryption
Medellin2(config)#enable secret class

16



Medellin2(config)#banner motd "acceso restringido”
Medellin2(config)#line console 0

Medellin2(config-line)#password cisco
Medellin2(config-line)#login

Medellin2(config-line)#line vty 0 15
Medellin2(config-line)#password cisco
Medellin2(config-line)#login

Medellin2(config-line)#exit

Medellin2(config)#

Medellin2>EN

Medellin2#conf t

Enter configuration commands, one per line. End withCNTL/Z.
Medellin2 (config)#int s0/0/0

Medellin2 (config-if)#ip add 172.29.6.2255.255.255.252

Medellin2 (config-if)#no shut

Medellin2 (config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Medellin2 (config-if)#int sO/0/

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to

Medellin2 (config-if)#int sO/0/1

Medellin2 (config-if)#ip add 172.29.6.5 255.255.255.252
Medellin2 (config-if)#clock rate 4000000

Medellin2 (config-if)y#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state todown
Medellin2 (config-if)#int g0/0

Medellin2 (config-if)#ip add 172.29.4.1255.255.255.128
Medellin2 (config-if)#no shut

Medellin2 (config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/0,
changed state to up

Medellin 3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Medellin3

Medellin3(config)#no ip domain-lookup
Medellin3(config)#service password-encryption
Medellin3(config)#enable secret class
Medellin3(config)#banner motd "acceso restringido"
Medellin3(config)#line console O
Medellin3(config-line)#password cisco

17



Medellin3(config-line)#login

Medellin3(config-line)#line vty 0 15
Medellin3(config-line)#password cisco
Medellin3(config-line)#login

Medellin3(config-line)#exit

Medellin3(config)#

Medellin3>en

Medellin3#conf t

Enter configuration commands, one per line. End withCNTL/Z.
Medellin3(config)#int s0/0/0

Medellin3(config-if)#ip add 172.29.6.10 255.255.255.252
Medellin3(config-if)#no shut

Medellin3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Medellin3(config-if)#int sO/0/1

Medellin3(config-if)#ip add 172.29.6.14 255.255.255.252
Medellin3(config-if)#no shut

Medellin3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
Medellin3(config-if)#int s0/1/0

Medellin3(config-if)#ip add 172.29.6.6255.255.255.252
Medellin3(config-if)#no shut

Medellin3(config-if)#intg0/0

Medellin3(config-if)#ip add 172.29.4.129255.255.255.128
Medellin3(config-if)#no shut

Medellin3(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

BOGOTA 1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Bogotal
Bogotal(config)#no ip domain-lookup
Bogotal(config)#service password-encryption
Bogotal(config)#enable secret class
Bogotal(config)#banner motd "acceso restringido"
Bogotal(config)#line console 0
Bogotal(config-line)#password cisco
Bogotal(config-line)#login
Bogotal(config-line)#line vty 0 15
Bogotal(config-line)#password cisco
Bogotal(config-line)#login
Bogotal(config-line)#exit

18



Bogotal(config)#

Bogotal#

Bogotal>en

Bogotal#conf t

Enter configuration commands, one per line. End withCNTL/Z.
Bogotal(config)#int sO/0/0

Bogotal(config-if)#ip add 209.17.220.6255.255.255.252
Bogotal(config-if)#no shut

Bogotal(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Bogotal(config-if)#int s0/0/1

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Bogotal(config-if)#int sO/0/1

Bogotal(config-if)#ip add 172.29.3.9 255.255.255.252
Bogotal(config-if)#clock rate 4000000

Bogotal(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Bogotal(config-if)#int sO/1/0

Bogotal(config-if)#ip add 172.29.3.1 255.255.255.252
Bogotal(config-if)#clock rate 4000000

Bogotal(config-if)y#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Bogotal(config-if)#int sO/1/1

Bogotal(config-if)#ip add 172.29.3.5 255.255.255.252
Bogotal(config-if)#clock rate 4000000

Bogotal(config-if)y#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Bogotal(config-if)#

Bogotal#

%SYS-5-CONFIG_I: Configured from console by console

BOGOTA 2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Bogota2

Bogota2(config)#no ip domain-lookup

Bogota2(config)#service password-encryption
Bogota2(config)#enable secret class

Bogota2(config)#banner motd "acceso restringido"
Bogota2(config)#line console 0

Bogota2(config-line)#password cisco

19



Bogota2(config-line)#login

Bogota2(config-line)#line vty 0 15

Bogota2(config-line)#password cisco

Bogota2(config-line)#login

Bogota2(config-line)#exit

Bogota2>en

Bogota2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota2(config)#int s0/0/0

Bogota2(config-if)#ip add 172.29.3.10255.255.255.252
Bogota?2(config-if)#no shut

Bogota2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Bogota?2(config-if)#i

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Bogota2(config-if)#int sO/0/1

Bogota2(config-if)#ip add 172.29.3.13 255.255.255.252
Bogota2(config-if)#clock rate 4000000

Bogota2(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state todown
Bogota?2(config-if)#int g0/0

Bogota2(config-if)#ip add 172.29.1.1255.255.255.0
Bogota?2(config-if)#no shut

Bogota2(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

BOGOTA 3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Bogota3
Bogota3(config)#no ip domain-lookup
Bogota3(config)#service password-encryption
Bogota3(config)#enable secret class
Bogota3(config)#banner motd "acceso restringido”
Bogota3(config)#line console O
Bogota3(config-line)#password cisco
Bogota3(config-line)#login
Bogota3(config-line)#line vty 0 15
Bogota3(config-line)#password cisco
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Bogota3(config-line)#login

Bogota3(config-line)#exit

Bogota3(config)#

Bogota3(config)#int s0/0/0

Bogota3(config-if)#ip add 172.29.3.2255.255.255.252
Bogota3(config-if)#no shut

Bogota3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Bogota3(config-if)#in

Bogota3(config-if)#int sO/0/1

Bogota3(config-if)#ip add 172.29.3.6 255.255.255.252
Bogota3(config-if)#no shut

Bogota3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

Bogota3(config-if)#int g0/0

Bogota3(config-if)#ip add 172.29.0.1255.255.255.0
Bogota3(config-if)#no shut

Bogota3(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Bogota3(config)#int s0/1/0

Bogota3(config-if)#ip add 172.29.3.14255.255.255.252
Bogota3(config-if)#no shut

De esta manera queda la red montada con sus direcciones ip asignadas.

"’?""""9
3

12.%.0004

7. %9.30/0

\
|
i

;
Dogoknl
LB L4

begots 172.39.0.0721

llustracion 3 Topologia 1.3
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3.1.4 Configuracién del enrutamiento.

Se debe configurar el enrutamiento en la red usando el protocolo RIP version 2, se
declara la red principal, y se desactiva la sumarizacién automatica.

Medellinl

Medellinl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#router rip
Medellin1(config-router)#version 2
Medellin1(config-router)#no auto-summary
Medellin1(config-router)#do show ip route connected
C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.8/30 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1

C 209.17.220.0/30 is directly connected, Serial0/0/0
Medellin1(config-router)#network 172.29.6.0
Medellin1(config-router)#network 172.29.6.8
Medellin1(config-router)#network 172.29.6.12
Medellin1(config-router)#passive-interface s0/0/0
Medellin1(config-router)#

Medellin 2

Medellin2(config)#router rip
Medellin2(config-router)#version 2
Medellin2(config-router)#no auto-summary
Medellin2(config-router)#do show ip route connected
C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/0

C 172.29.6.4/30 is directly connected, Serial0/0/1
Medellin2(config-router)#network 172.29.4.0
Medellin2(config-router)#network 172.29.6.0
Medellin2(config-router)#network 172.29.6.4
Medellin2(config-router)#passive-interface g0/0
Medellin2(config-router)#

Medellin 3
Medellin3(config)#router rip

Medellin3(config-router)#version 2
Medellin3(config-router)#no auto-summary
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Medellin3(config-router)#do show ip route connected
C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/0/0

C 172.29.6.12/30 is directly connected, Serial0/0/1
Medellin3(config-router)#network 172.29.4.128
Medellin3(config-router)#network172.29.6.4
Medellin3(config-router)#network 172.29.6.8
Medellin3(config-router)#network 172.29.6.12
Medellin3(config-router)#passive-interface g0/0
Medellin3(config-router)#

Bogota 1

Bogotal(config)#router rip
Bogotal(config-router)#version 2
Bogotal(config-router)#

Bogotal(config-router)#no auto-summary
Bogotal(config-router)#do show ip route connected
C 172.29.3.0/30 is directly connected, Serial0/1/0
C 172.29.3.4/30 is directly connected, Serial0/1/1
C 172.29.3.8/30 is directly connected, Serial0/0/1

C 209.17.220.4/30 is directly connected, Serial0/0/0
Bogotal(config-router)#network 172.29.3.0
Bogotal(config-router)#network172.29.3.4
Bogotal(config-router)#network 172.29.3.8
Bogotal(config-router)#passive-interface s0/0/0
Bogotal(config-router)#

Bogota 2

Bogota2(config)#router rip
Bogota2(config-router)#version 2
Bogota2(config-router)#no auto-summary
Bogota2(config-router)#do show ip route connected
C 172.29.1.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.8/30 is directly connected, Serial0/0/0
C 172.29.3.12/30 is directly connected, Serial0/0/1
Bogota2(config-router)#network 172.29.1.0
Bogota2(config-router)#network172.29.3.8
Bogota2(config-router)#network 172.29.3.12
Bogota2(config-router)#passive-interface g0/0
Bogota2(config-router)#
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Bogota 3

Bogota3(config)#router rip
Bogota3(config-router)#version 2
Bogota3(config-router)#no auto-summary
Bogota3(config-router)#do show ip route connected
C 172.29.0.0/24 is directly connected, GigabitEthernet0/0
C 172.29.3.0/30 is directly connected, Serial0/0/0
C 172.29.3.4/30 is directly connected, Serial0/0/1
C 172.29.3.12/30 is directly connected, Serial0/1/0
Bogota3(config-router)#network 172.29.0.0
Bogota3(config-router)#network 172.29.3.0
Bogota3(config-router)#network172.29.3.4
Bogota3(config-router)#network 172.29.3.12
Bogota3(config-router)#passive-interface g0/0
Bogota3(config-router)#

Se verifican las rutas de las direcciones ip con el comando show ip route.
Bogota 1

Bogotal>show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E -EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS interarea

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks

R 172.29.0.0/24 [120/1] via 172.29.3.2, 00:00:16, Serial0/1/0
[120/1] via 172.29.3.6, 00:00:16, Serial0/1/1

R 172.29.1.0/24 [120/1] via 172.29.3.10, 00:00:02, Serial0/0/1

C 172.29.3.0/30 is directly connected, Serial0/1/0

L 172.29.3.1/32 is directly connected, Serial0/1/0

C 172.29.3.4/30 is directly connected, Serial0/1/1

L 172.29.3.5/32 is directly connected, Serial0/1/1

C 172.29.3.8/30 is directly connected, Serial0/0/1

L 172.29.3.9/32 is directly connected, Serial0/0/1

R 172.29.3.12/30 [120/1] via 172.29.3.10, 00:00:02, Serial0/0/1
[120/1] via 172.29.3.2, 00:00:16, Serial0/1/0

[120/1] via 172.29.3.6, 00:00:16, Serial0/1/1

209.17.220.0/24 is variably subnetted, 2 subnets, 2 masks
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C 209.17.220.4/30 is directly connected, Serial0/0/0
L 209.17.220.6/32 is directly connected, Serial0/0/0

& Bogotal = | E

| Physical | Config | CLI

10S Command Line Interface

Bogotal»show ip route
Codes: L - local, € - connected, 5 - static, B - BRIP, M — mokile, B - BEP
D - EIGRP, EX - EIGRP external, O - O5BF, IA - OS5BF inter area
N1 - QS5PF NS55L external type 1, HZ - OS5PF NS55R external type 2
El - OS5PF external type 1, EZ - O5PF externzal type 2, E - EGF
i - I5-I5, L1 - I5-I5 lewvel-1, LZ - I5-I5 level-2, ia - I5-I5 inter area
* - pandidate default, U - per—-user static route, o — CDR
P - periodic downloaded static route

Fateway of last resort is not set

172.29.0.0/1¢ is wvariskly subnetted, % subnets, 3 masks
=) 172.25.0.0/24 [120/1] wvwia 17Z2.29.3.2, 00:00:1%€, Serisl0 170
[120/1] wia 17Z2.29.3.&, 00:00:1%&, Serial0s 171
=] 172.25.1.0/24 [120/1] wvia 17Z.29.3.10, 00:00:02, Serial0s0/1
c 172.29.3.0/30 is directly connected, Serislld/ 1,0
L 172.29_.3.1/32 jis directly connected, Serialld/ 1/0
c 172.29_.3_.4/30 is directly connected, Seriald/ 1/1
L 172.29_.3.5/32 is directly connected, Seriald/ 1,1
c 172 _.29_3_8/30 is directly connected, Seriald/ 071
L 172.29_.3.9/32 is directly connected, Seriald/ 071
=) 172.28_.3.12/,30 [1Z20/1]1 wia 17Z2.25%.3.10, 00:00:0Z, Seri=l0ys0/1
[120/1] wia 172.29.3.2, 00:00:1%, Serial0/S1/0
[120/1] wia 172_.Z9.3.¢€, 00:00:1%€, Serizl0, 171
209.17_220.0/24 is wariakly subnetted, Z subnets, Z masks
c 209_17_220_.4/30 is directly connected, Serizl0/0/0
L 209 _17_220_.6/32 i3 directly connected, Serial0/0,/0
Bogotal>

m

llustracion 4 show ip route bogota1

Medellin1

Medellin1>show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E -EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - I1S-IS interarea

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks
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R 172.29.4.0/25 [120/1] via 172.29.6.2, 00:00:10, Serial0/0/1
R 172.29.4.128/25 [120/1] via 172.29.6.14, 00:00:10, Serial0/1/1
[120/1] via 172.29.6.10, 00:00:10, Serial0/1/0

C 172.29.6.0/30 is directly connected, Serial0/0/1

L 172.29.6.1/32 is directly connected, Serial0/0/1

R 172.29.6.4/30 [120/1] via 172.29.6.2, 00:00:10, Serial0/0/1
[120/1] via 172.29.6.14, 00:00:10, Serial0/1/1

[120/1] via 172.29.6.10, 00:00:10, Serial0/1/0

C 172.29.6.8/30 is directly connected, Serial0/1/0

L 172.29.6.9/32 is directly connected, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/1

L 172.29.6.13/32 is directly connected, Serial0/1/1
209.17.220.0/24 is variably subnetted, 2 subnets, 2 masks
C 209.17.220.0/30 is directly connected, Serial0/0/0

L 209.17.220.2/32 is directly connected, Serial0/0/0
Medellin1>

& Medellinl = | B

| Physical | Config | CLI |

I0S Command Line Interface

Medellinl»show ip route
Codes: L - local, C - connected, 5§ - static, B — RIP, M - mobile, B - BGP
D - EIGRE, EX - EIGEP external, © - O5PFF, IZ - OS5PF inter area
N1 - OSPF WS55A externzl type 1, HMZ - OSPF MNS5L externzl type Z
El - OSPF externzl type 1, EZ - OSPF externzl type 2, E - EGF
i - I5-I5, L1 - I5-I5 level-1, LZ - I5-I5 level-2, ia - IS5-I5 inter area
* - candidate default, U - per—user static route, o — ODR
P - periodic downloaded static route

Gateway of last resort is not set

172.29.0.0/1¢ is wariably subnetted, 5 subnets, 3 masks
R 172_.29_4_0/25 [120/1] wia 172_.23_6_.2, 00:00:10, Serial0ns0/1
2} 172.25.4.128/725 [120/1] wia 172.29.6.14, 00:00:10, Seriald/1l/1
[120/1] wia 172.25.&6.10, 00:00:10, Serial0/ 1/ 0
C 17z . -&.0/30 is directly connected, Serialds0/1
L 172.29_6.1/32 is directly connected, Seriald/0/1
R 172_.29_&.4/30 [120/1] wia 172_.23_6.2, 00:00:10, Serial0ns0/1
[120/1] wia 172.253.&.14, 00:00:10, Serialﬂblfl
[120/1] wia 172.23%.€.10, 00:00:10, Seriald/s1/0
C 172.29_.6.8/30 is directly connected, Serial0/1/0
L 172.29.6.9/32 is directly connected, Serial0/ 170
c 172.29_.6.12/30 is directly connected, Serial0/1/1
L 172.25.€.13/32 is directly connected, Serizll/1/1
205.17.220.0/24 is wvarisbkly subnetted, 2 subnets, 2 masks
C 209.17_.220.0/30 is directly connected, Seri=l0/0/0 E
L 209.17_.220.2/32 is directly connected, Seri=l0/0/0
Medellinl>

Modallinle

llustracion 5 show ip route medellin1
Los routers Bogota1 y Medellin deberan afiadir a su configuracion de enrutamiento

una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de las
publicaciones de RIP.
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Medellin1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
Medellin1(config)#router rip
Medellin1(config-router)#default-information originate
Medellin1(config-router)#

Medellin1#
& Medellin 2 = | B S
‘ Physical | Config | CLI
I0S Command Line Interface
MedellinZ»show ip route £
Codes: L - loecal, C - connected, 5 - statie, B - RIP, M - mobkile, B - BEP
D - EIGRE, EX - EIGRP external, O - QS5PF, IL - OSPF inter area
N1 - OS5PF MSER extermal type 1, NZ - O5EF NS55R external type 2
El - O5PF external type 1, EZ - OS5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-1, LZ - I5-I5 lewvel-Z, iz - I5-I5 inter area
* — pandidate default, U - per-user static route, o - OODR
P - periocdic downloaded static route
Gateway of last resort is 172.29.6.1 to network 0.0.0.0
172.29.0.0/1¢ is wvariably subnetted, 3 subnets, 3 masks
C 172.29.4_0/25 i3 directly connected, GigabitEthernet0/0
L 172.29.4.1/32 i3 directly connected, GigabitEthernet0/0
R 172.29.4_128/25 [120/1] wvia 1VZ2.Z5.6.%, 00:00:22, Serial0/0/1
C 172.29.6.0/30 is directly connected, S5erial0/0/0
L 172.29.6.2/32 i3 directly connected, Serial0/0/0
C 172.29.6.4/30 is directly connected, S5erial0/0/1
L 172.29.6.5/32 i3 directly connected, S5erial0/0/1
R 172.29.8.8/30 [1Z0/1] wis 172.25.€.1, 00:00:1%, Seri=l0d/0/0
[120/1] wia 17Z.25.6.6, 00:00:2Z, Seriald/s0/1
B 172.29.8.12/30 [120/1] wia 172.29.86.1, 00:00:1%, Seriald/0/0
[120/1] wia 172.25.6.6, 00:00:22, Serial0d/0/1
R* 0.0.0.0/0 [120/1] wvia 172.29.%.1, 00:00:1%, Seriald/0/0 E
MedellinZ» R

llustracion 6 show ip route medellin2
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Bogotal>en

Bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Bogotal(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5

Bogotal(config)#router rip

Bogotal(config-router)#default-information originate
Bogotal(config-router)#

1 ?f Bogota2 = | 9] S

| Physical | Config | CLI |

105 Command Line Interface

-
BogotaZ2>»show ip route
Codes: L - local, C - connected, 5 - static, R — RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRF externzl, O - 05SPF, IR - OSEF inter aresa
N1 - OSPF MNSS5A externzl type 1, N2 - OSPF MNSSA externzl type 2
7 El - OSPF external type 1, EZ — OSPF external type 2, E - EGP
d i - I5-I5, L1 - I5-I5 level-1, LZ - IS-IS level-Z, ia - I5-I5 inter area
L * — pandidate defzult, U - per—user static route, o — GDR
d EF - periodic downloaded static route
q Gateway of last resort is 172.29.3.9 to network 0.0.0.0
a
172.25.0.0/1¢ is warisbkly subnetted, % subnets, 3 masks
23 172.29.0.0/24 [120/1] wia 172.25%_.3.14, 00:00:17, Serial0/0/1
c 172.25.1.0/24 is directly connected, GigabitEthernetl/0
3 L 172.29.1.1/32 is directly connected, GigabitEthernet0/0
=3 172.29.3.0/30 [120/1] wia 172.25.3.3, 00:00:22, Seri=l0d/s0/0
[120/1] wia 172.25.5.14, 00:00:17, Seriald/0/1
23 172.29.3.4/30 [120/1] wia 172_.29.3.9, 00:00:22, Serial0/0/0
[120/1] wia 172.25.3.14, 00:00:17, Seri=l0/0/1
c 172.25.3.8/30 is directly connected, Seriald/0/0
L 172.29.3.10/32 is directly connected, Serial0/0/0
c 172.25.3.12/30 is directly connected, Serialldys0/1 £
L 172.259.3.13/32 is directly connected, Serizl0/0/1
B+ 0.0.0.0/0 [120/1] wia 172_.23.3.5, 00:00:22, Seriald/0/0
H Bcgctalﬂ &

i
llustracion 7 show ip route Bogota2

El router ISP debera tener una ruta estatica dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.

Se realiza la tabla con las direcciones ip con el fin de suamirzar y enconrar la ruta
estatica adecuada, se cambia a binario para hacer la sumatoria.
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Medellin

17 |29|/0|0|0|0|O0O|1|0|Of[O|O|O|0O|O0O|0O|O|O 172.29.4.0/25
2
17 |29|/0|0|0|0|O|1|0O|O[1|0|0|0|0|0|O|O 172.29.4.128/2
2 5)
17 |29|0|0|0|0|0O|1|1|0|0|O|O|O|O|1|0]|O 172.29.6.4/30
2
17 |29|0|0|0|0O|0O|1|1|0|0|0O|O|O|[1]|0|0]|O 172.29.6.8/30
2
17 |29|0|0|0|0|O|1|1|0|0|O|O|O|1]|1|0]|O 172.29.6.12/30
2
17 |29|0|0|0|0|O|1|1|0|0|O|O|O|O|O|O]|O 172.29.6.0/30
2
17 |29|0|0|0|0O|0O|1|0|O|O|O|O|O|O|O|O]|O 172.29.4.0/21
2

Tabla 1 Sumarizacion Medellin

Bogota
172 29|0|l0|0|0|O0O|O|O|O|O[O|O|O|O[O|0O]|O 172.29.0.0/24
172 29|0|l0|0|0|O0O|0O|O|1|0[0O|0O|O|O[O|0O]|O 172.29.1.0/24
172 29|0|0|0|0|0O|O|1|1]|0[0|0O|0O|1([1]|0]|O 172.29.3.12/30
172 29|0|0|0|0|0O|0O|1|1|0[0|0O|0O|1([0|0]|O 172.29.3.8/30
172 29|0|0|0|0|0O|0O|1|1|0[0|0O|0O|0O[0O|0O]|O 172.29.3.0/30
172 29|0|0|0|0|0O|0O|1|1|0[0|0O|0O|0O[1]|0]|O 172.29.3.4/30
172 29|0|l0|0|0|O0O|O|O|O|O[O|O|O|O|O|O]|O 172.29.0.0/21

Tabla 2 Sumarizacion Bogota

ISP#conf t

Enter configuration commands, one per line. End withCNTL/Z.

ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
ISP (config)#ip route 172.29.0.0 255.255.252.0209.17.220.6

ISP(config)#
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3.1.5 Tabla de enrutamiento.

Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las
redes y sus rutas.

Se realiza los pings necesarios para verificar la conexion.

’f Bogota3 l = | (=l ﬂ
| Physical | Config | CLI |
10S Command Line Interface
LINAFEE B S UE mi . LINE pLULOUUL Ul LIILEL L aUE oLl 1lalUuyl 1L/ u, CIIslgeEd SLabE LU U "
SLINEPROTO-5-UPDOWN: Line protocol on Interface Serialdys0/0, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface Serialdys0/1, changed state to up
Bogotairen
Bogotadgping 172.25_.3.1
Type escape sSeguence to asbort.
Sending 5, 100-byte ICMP Echos to 172_.2%.3.1, timeout is 2 seconds:
rered
Success rate is 100 percent (5/58), round-trip minfavg/max = &/7/9 ms
Bogotadgping 205.17_220.5
Type escape seguence to sbort.
Sending 5, 100-byte ICMP Echos to 205_17.220.5, timeout is 2 seconds:
rered
Success rate is 100 percent (5/58), round-trip minfavg/max = 7/10/15 ms
Bogotal3fping 205.17_220.2
Type escape sSequence to abort.
Sending 5, 100-byte ICMP Echos to 205_17.220.2, timeout is 2 seconds: =
Lirrnt
Success rate is 100 percent (5/5), round-trip min/avg/max = 9/132&8/8585 ma
Bc:gc:taSt!| j
[ Conn ] [ Paste ]

llustracion 8 ping bogota3

30



Verificar el balanceo de carga que presentan los routers utilizando el comando show
ip route.

l
|
i
|

# Bogota3 =l
Physical | Config = CU

105 Command Line Interface

Bogutellshow ip zoute

i3 - £ 1
* - candidete defauls, U - per
gdic downlceded static

Cataway cf last zesces 14 172.25 3% to metwsmzk 0.0.0

y conzected, fZe

connacted, Serisl0/i/0

2.25,3.8, 05:00:21, Bacialljosl
P35, 00:00:37), Seriall/o/0

llustracion 9 Balanceo Bogota3

- Obsérvese en los routers Bogotal y Medellin1 cierta similitud por su
ubicacioén, por tener dos enlaces de conexion hacia otro router y por la ruta
por defecto que manejan.

- Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.

- Las tablas de los routers restantes deben permitir visualizar rutas
redundantes para el caso de la ruta por defecto.

- El router ISP solo debe indicar sus rutas estaticas adicionales a las
directamente conectadas.

Bouter (config-if) fexit

Bouter (config) $ip route 172.29.4.0 255_.255_25
Router (config) #ip route 172_.2%.0.0 Z55.255_.25Z.
Rnutericnnfigjﬂ

]
]

-0 205.17.

ZZ
205 17. 22

:]

:)
ka3 B2
[

llustracion 10 ip route
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3.1.6 Deshabilitar la propagacion del protocolo RIP.

Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogota1 SERIALo/o/1; SERIALo/1/o0;
SERIALo0/1/1

Bogota2 SERIALo/0/0; SERIALO/0/1

Bogota3s SERIALo/0/0; SERIALo/0/1;
SERIALo/1/0

Medellin1 SERIALo/0/0; SERIALo/0/1;
SERIALo/1/1

Medellin2 SERIALo/0/0; SERIALO/0/1

Medellin3g SERIALo/0/o0; SERIALo/0/1;
SERIALo/1/0

ISP No lo requiere

Tabla 3 Interfacez routers

En el paso 3.1.4 se realizo este proceso dejando las interfaces pasivas que no eran
necesarias.

3.1.7 Verificacion del protocolo RIP.

Verificar y documentar las opciones de enrutamiento configuradas en los routers,
como el passive interface para la conexion hacia el ISP, la version de RIP y las
interfaces que participan de la publicacion entre otros datos.

Verificamos utilizando el comando show ip protocols

32



Medellin 1

# Medellinl

| Physical | Config | CLI |

105 Command Line Interface

Password:
Password:

Medellinl»show ip protocols
Bouting Protocol is "rip™

Redistributing: rip

Interface Send
Serizl0/s0/ 1 z
Seriald/1/1 z
Serizl0/1/0 z

Maximum path: 4

Bouting for Networks:
172.25%.0.0

Passive Interface(s):
Seriall/0/ 0

Bouting Information Sources:

172.29.6.2

172.253.8.14

172_2%9_6.10
Distance: (defzult iz 120)

Cateway Distance

Sending updates ewvery 30 seconds, next due in 8 seconds
Invalid after 180 seconds, hold down 180, flushed after Z40
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

Defzult wersion control: send versiom 2, receive 2

Recwy Triggered RIP Eey-chain

(SRS e

Automatic network summarization is not in effect

Last Update
120 00:00:13
1z0 00:00:158
120 00:00:15

llustracion 11 Protocols Medellin1

Physical | Config | CLI |

10S Command Line Interface

T YESTIINgIOT
User Rccess Verification

Password:
Password:

Medellin2>show ip protocols
Routing Protocol is "rip”

Invalid after 180 seconds, hold
Outgoing update filter list for
Incoming update filter list for
Redistributing: rip

Autcmatic network summarization

Maximum path: 4

Routing for Networks:
172.29.0.0

Passive Interface(s):
GigabitEthernet(/0

Routing Information Sources:

Medellinzs|

Sending updates every 30 seconds, next due in 5 seconds

down 180, flushed after 240
all interfaces is not set
all interfaces is neot set

Defzult version control: send version 2, receive 2

Interface Send Recv Triggered RIP Key-chain
Serial0/0/1 2 3
Serial0/0/0 2 2

is not in effect

Gateway Distance Last Update

172.29.6.1 1z0 00:00:08

172.29.6.6 120 00:00:00
Distance: (defzult is 120)

m

Medellin 2

llustracion 12 Protocols Medellin 2
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Medellin 3

108 Command Line Interface

YU AUy VU T I T I U T O

Fassword:
Password:

Hedellind>show ip protocols

Routing Protocol is “"rip"

Bending updates evezry 30 seconds, nest due in 3 seconds
Invalid aftar 180 seaconds, hold down 180, flushed after 240
Outgeing update filter list for all interfaces im nNet sen
Incoming update filver listv for all inverfaces 1s novu set
Redistributing: zip

Default vearsion control: send version 2, seceive 3

Intexfaca Send Reev Triggerxed RIP Key-aohain
Bexiald/1/0 2 2
Smriml0/0/1 2 2
Seximal0s0/0 z 3

Auvomatic nevwork summarisavtion ils nov in effect
Haximum path: 4
Routing for Netwoazke:
172.29.0.,0
Passive Interfacu(s):
CigabitXthernert0/0
Routing Information Fources:

Cavewvay Disvance Last Updave

172.29.6.18 120 00:00:18

172.29.6.9 130 00s;00:13

172.29.6.5 120 00:00:16
Distance: (defaulet is 120)

Medellinds|

llustracion 13 protocols Medellin3

Bogota 1

gmml

Physical I Config CLI

105 Command Line Interface

User Rocoess Verification
Password:

Bogotal»show ip protocols

Bouting Protocol is "rip"™

Sending updstes every 30 seconds, next due in Z3 seconds
Inwvalid after 180 seconds, hold down 180, flushed after 240
Outgoing update f£ilter list for all interfaces is not set
Incoming update filter list £for all interfaces is not sSet
RBedistributing: rip

Default wersion control: send wversion 2, receiwve 2

Interface Send Recw Triggered RIF Eey-chain
Serialds1/1 2 z
Serialds1s0 z z
Serialds0/1 Z 2

Butomatic network summarization is not in effect
Maximim path: 4
Bouting for MNetworks:
172_.Z239_.0.0
Passive Interface(g):

Seriald/ 070
Bouting Information Sources:
Fateway Distance Last Update
172 .23 .3_& 1z0 00:00:14
172.25.3.2 120 00:00:14
172_.29_.3.10 120 00:-00:23
Distance: (default is 120}

Bugutal#

llustracion 14 Protocols Bogota 1
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Bogota2

# Bogota2 -

Physical I Conﬂg_i_l (S | [

105 Command Line Interface

acceso reavringido
User Access Verification
Pammsward:

Bogotalrshow ip protocals
Rouving Protocal ia "=zip"
Sanding updates every 30 seconds, next due in 24 seconda

Curgoing update filter lisv for all innverfaces is not sat
Incoming update filter list for all interfacers is NOLT set
Fedistributing: Tip

Default version control: send vermion 2, seceive 2

Automatic network summarizacion is novt in effect
Maxiram pach: 4
Routing for Networks:
172.29.0.0
Fassive Interface(s):
Gigabitktherneat0/0
Routing Information Sources:

Cateway Dimtance Last Update
172.29.5.9 120 00:00:05
172.259.35.14 120 00:00:20

Disvanca: (defaulc is 120)
Boannrad

ToTIITE T T WU TDONN . CINU PIUCUCTOL Il INCEI TSy SUIIIIvrore,

Invalid afver 180 seconds, hold down 180, flushed afver Z40

Intmzface Send Recv Triggesed RIP Key-chain
Sexial0/o/1 2 2
Sexzial0/0/0 2 2

TYTETTY|

llustracion 15 Protocols Bogota 2

Bogota3

Physical Conﬁgl CLI

\ 105 Command Line Interface

[T ACCeny VerIrICECIon
Password:

Bogotaiyshow ip protocols

Routing Protocol is "rip"”

Sending updates every 30 seconds, next due in 4 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for z2ll interfaces is not set
Incoming update filter list for z2ll interfaces is not set
' Redistributing: rip

Default wersion control: send versiom 2, receiwve 2

Interface Send EHecv Triggered RIP Eey-chain
Serisl0/0/1 Z 2
Serizld/0/0 2 b3
Seriszld/1l/0 2 b3

Zutomatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.25.0.0
Passive Insterface(s):
ZigabitEthernetl/0
Routing Information Sources:
Gateway Distance Last Update
172.253.3.5 1z0 00:00:07
172.25.3.1 1z0 00:00:07
172.29.3.13 1z0 00:00:07
Digstance: (defzult is 1Z0)
Bogotads

llustracion 16 Protocols Bogota 3
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Verificar y documentar la base de datos de RIP de cada router, donde se informa
de manera detallada de todas las rutas hacia cada red.

Se utiliza el comando show ip route rip

Medellinl

Medellinl¥*show ip route rip

172.29.0.0/16 is warisbly subnetted, 3 subnets, 3 masks
=) 172.2%.4.0/25 [120/1] wie 172.25%.€.2, 00:00:27, Seri=l0/0/1
=] 172.259.4.128/25 [120/1] wia 172_.25.&6.10, 00:00:10, Serial0 170
[120/1] wia 172.2%.%5.14, 00:00:10, Seri=l0/ 1,1
=) 172.2%.e.4/30 [120/1] wis 172.25%_.€.10, 00:00:10, Seri=l0/1/0
[120/1] wis 17Z.25%.€.2, 00:00:27, Seri=l0/ 0/1
-0

[120/1] wia 1TZ.Z 214, 00:00:10, Seri=l0 171
209_.17_220.0/24 is wariakly subnetted, 2 subnets, Z masks

Madellinlsl
llustracion 17 route rip Medellin1

Medellin2

MedellinZ¥»show ip route rip

172.29.0.0/16 is wariabkly subnetted, % subnets, 3 masks
B 172.29.4_128/25 [120/1] wia 172.23.6.€, 00:00:26, Serisl0sS0/1
=) 172.23.6.8/30 [120/1] wia 172.253.6.1, 00:00:01, Seri=l0/ 070
[120/1] wia 172.25%.&6.6, 00:00:2¢€, Seri=l0/0/1
=) 172 00:00:28, SerialdysO/1

28,8 12730 [120/1]1 wia 172.25%. 6.8,
[120/1] wia 172.2%.6.1, 00:00:01, Seriald/s0/0
B 0.0.0.0/0 is possikbly down, routing wia 172_2%.6.1, Seri=l0y/0/0

ae 1 mm - al

llustracion 18 route rip Medellin2

Medellin3

Medellin3»show ip route rip

172.29.0.0/16 is wariably subnetted, 10 subnets, 32 masks
=) 172.253.4.0/25 [120/1] wis 172.25%_.6.5, 00:00:1%, Seri=ld/ 1,0
=) 172.29.€.0,/30 [120/1] wis 172.25.6.9, 00:00:27, Seri=ld 0,0

[120/1] wia 17Z2.25%_.&.5, 00:00:1%c, Seri=ldS1/0
[120/1] wia 17Z2_.25%_.&.13, 00:00:27, Seri=lds0/1
B 0.0.0.0/0 is possikbly down, routing wvia 172.29.€.93, Serialds 070
B 0.0.0.0/0 is possikly down, routing via 17Z2.2%9_&.13, Seri=ld/ 071
Medellin3>|

(=== =]

llustracion 19 route rip Medellin3
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Bogotal

Bogotal*show ip route rip
172.29.0.0/1¢ is wvariaskly subnetted, 3% subnets, 3 masks
=) 172.23.0.0/24 [120/1]1 wie 172.25_.3.%, 00:00:1%, Serialdys1/1
[120/1] wia 172.25%.3_.2, 00:00:1%, Serialdy 1,0
=) 172.29.1.0/24 [120/1] wis 172.25%.3.10, 00:00:23, Serizl0s 0,1
=) 172.29.3.12/30 [120/1] wis 172.25%_.3_.2, 00:00:1%, Serial0s 1,0
[120/1] wia 172.2%.3.10, 00:00:23, Seriald/ 0/1
[120/1] wia 172.25.3.6, 00:00:13, Serialls1,1
209r17.220.0f24 is wvarisbkly subnetted, 2 subnets, 2 masks

llustracion 20 route rip Bogota1

Bogota2
BogotaZy»show ip route rip
172.29.0.0/1¢6 is warisbly subnetted, 3 subnets, 3 masks
=) 172.2%.0.0/724 [1Z0/1] wia 17Z2.25%.3.14, 00:00:24, Seri=l0ys0/1
=] 172.2%.3.0/30 [120/1] wia 172.29.3.%5, 00:00:0%, Seri=l0ys0/0
[120/1] wia 172.Z%.3.14, 00:00:2Z4, Serial0, 071
=) 172.2%.3.4/730 [120/1] wia 172.25.3.5, 00:00:0%, Seri=l0/s0/0
[120/1] wia 172.2%.3.14, 00:00:24, Serizl0 071
Bngntazﬂ
llustracion 21 route rip Bogota2
Bogota3
Bogota3i»show ip route rip
172.29.0.0/16 is wariably subnetted, 10 subnets, 3 masks
=) 172.29.1.0/24 [120/1] wis 172.25_.3.13, 00:00:11, Seri=l0/ 1,0
=) 172.2%.3.8/30 [120/1] wie 1T7Z.25.3.5, 00:00:20, Seri=l0ys0/1
[120/1] wia 172.2%.3.13, 00:00:11, Serizl0/S1s0
[120/1] wia 172_.2%.3.1, 00:00:20, Serial0/ 070
BngntaSﬂ

llustracion 22 route rip Bogota3

3.1.8 Configurar encapsulamiento y autenticacion PPP.

Segun la topologia se requiere que el enlace Medellin1 con ISP sea configurado
con autenticacion PAP.

Router(config)#username Medellinl password cisco
Router(config)#hostname ISP

ISP(config)#int sO/0/0

ISP(config-if)#encapsulation ppp
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ISP (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

ISP (config-if)#ppp authentication pap

ISP (config-if)y#ppp pap sent-username ISP password cisco

ISP (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Medellin1(config)#username ISP password cisco

Medellin1(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

Medellin1(config)#int s0/0/0

Medellin1(config-if)#encapsulation ppp

Medellin1(config-if)#ppp authentication pap

Medellin1(config-if)#ppp pap sent-username Medellinl password cisco
Medellin1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Medellinléping 205_.17_220.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209_.17_220.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = &/8/1¢ ms

Medellinl§

m

llustracion 23 ping Medellin1

El enlace Bogota1 con ISP se debe configurar con autenticacion CHAP.

ISP(config)#username Bogotal password cisco

ISP(config)#int s0/0/1

ISP(config-if)#encapsulation ppp

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to down

ISP(config-if)#ppp authentication chap

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

Bogotal(config)#username ISP password cisco
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Bogotal(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

Bogotal(config)#int s0/0/0

Bogotal(config-ify#encapsulation ppp

Bogotal(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Bogotal(config-if)#ppp authentication chap

Bogotal(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

I5Tfping 209.17.220.%

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17_220.&, timeocut is Z seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 5/6/7 ms

ISEE

llustracion 24 ping ISP

3.1.9 Configuracion de PAT.

En la topologia, si se activa NAT en cada equipo de salida (Bogota1 y Medellin1),
los routers internos de una ciudad no podran llegar hasta los routers internos en el
otro extremo, solo existira comunicacion hasta los routers Bogota1, ISP y Medellin1.

Medellinl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#ip nat inside source list 1 interface s0/0/0 overload
Medellin1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
Medellin1(config)#int s0/0/0

Medellin1(config-if)#ip nat outside

Medellin1(config-if)#int sO/0/1

Medellin1(config-if)#ip nat inside

Medellin1(config-if)#int sO/1/0

Medellin1(config-if)#ip nat inside

Medellin1(config-if)#int sO/1/1

Medellin1(config-if)#ip nat inside

Medellin1(config-if)#

Medellin1#
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Bogotal(config)#ip nat inside source list 1 int sO/0/0 overload
Bogotal(config)#access-list 1 permit 172.29.0.0 0.0.3.255
Bogotal(config)#int s0/0/0

Bogotal(config-if)#ip nat outside

Bogotal(config-if)#int s0/0/1

Bogotal(config-if)#ip nat inside

Bogotal(config-if)#int sO/1/0

Bogotal(config-if)#ip nat inside

Bogotal(config-if)#int sO/1/1

Bogotal(config-if)#ip nat inside

Bogotal(config-if)#

Después de verificar lo indicado en el paso anterior proceda a configurar el NAT en
el router Medellin1. Compruebe que la traducciéon de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccion debe
ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del router
Medellin1, cémo diferente puerto.

PCrping 203

Pinging 20%_17_220.5 with 32 bytes of data:

Beply fro

Ping statisti
B 4, Lost = 0 (0%

ate round trip times in milli-seconds:

Minimuim = 7ms, Maximum = 35ms, Average = l4ms

r

Bogotal>

Bogotal»show ip mat translations

Pro Inside glokal Inside local Cutaide local Cutside global
icmp Z05.17.220.8:13 172.29.0.86:13 208.17.220.5:13 2053 17.2Z0.5:13
icmp Z05.17.220.6:-14 172.29.0.6:14 205.17.220.5:14 205 _17.220.5:14
icmp Z03.17.220.6:15 172.23.0.6:15 203.17.220.5:15 203 _.17.2Z0.5:15
icmp Z05.17.220.86:16 172.23.0.6:1%¢ 2083.17.220.5:1¢ 205 _17.2Z0.5:1%¢
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Proceda a configurar el NAT en el router Bogota1. Compruebe que la traduccién de
direcciones indique las interfaces de entrada y de salida. Al realizar una prueba de
ping, la direccion debe ser traducida automaticamente a la direccion de la interfaz
serial 0/1/0 del router Bogota1, como diferente puerto.

e I SWOTT T,
BOGOTAl#show ip nal trapslation

Pro Inside global

Hemp 209.17.22C

llustracion 27 Nat translations 2

3.1.10 Configuracion del servicio DHCP.

Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

Medellin2

Medellin2>en

Medellin2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
Medellin2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
Medellin2(config)#ip dhcp pool Medellin2
Medellin2(dhcp-config)#network 172.29.4.0 255.255.255.128
Medellin2(dhcp-config)#default-router 172.29.4.1
Medellin2(dhcp-config)#dns-server 8.8.8.8
Medellin2(dhcp-config)#exit

Medellin2(config)#ip dhcp pool Medellin3
Medellin2(dhcp-config)#network 172.29.4.128 255.255.255.128
Medellin2(dhcp-config)#default-router 172.29.4.129
Medellin2(dhcp-config)#dns-server 8.8.8.8
Medellin2(dhcp-config)#exit

Medellin2(config)#
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Desktop | Custom Interface \

IP Configuration
IP Configuration

@ DHCP DHCP request successful.

IP Address
Subnet Mask
Default Gateway
DNS Server

IPv6 Configuration
llustracién 28 DHCP PCO

El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la IP
del router Medellin2.

Medellin 3

Medellin3(config)#int g0/0
Medellin3(config-if)#ip helper-address 172.29.6.5
Medellin3(config-if)#

e =™

e
l Physical I Config | Desktop | Custom Interface

IP Configuration X
IP Configuration

@ DHCP () Static

IP Address ;172.29.4.134

Subnet Mask 255.255.255.128

Default Gateway :172.29.4.129

DNS Server |8.8.8.8

1Pv6A Confinuration

llustracion 29 DHCP PC1
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Configurar la red Bogota2 y Bogota3 donde el router Bogota 2 debe ser el servidor

DHCP para ambas redes Lan.

Bogota2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
Bogota2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
Bogota2(config)#ip dhcp pool Bogota2
Bogota2(dhcp-config)#network 172.29.1.0 255.255.255.0
Bogota2(dhcp-config)#default-router 172.29.1.1

Bogota2(dhcp-config)#dns-server 8.8.8.8

Bogota2(dhcp-config)#ip dhcp pool Bogota3

Bogota2(dhcp-config)#network 172.29.0.0 255.255.255.0
Bogota2(dhcp-config)#default-router 172.29.0.1
Bogota2(dhcp-config)#dns-server 8.8.8.8

{ Physical [ Conﬁg__‘ Desktop i Custom Interface ‘
IP Configuration X

IP Configuration

Subnet Mask

DNS Server 8.8.8,

@ DHCP ) Static

Default Gateway 172.29.1.

IP Address 172.29.1.6

DHCP request successful.

llustracion 30 DHCP PC3

Configure el router Bogota3 para que habilite el paso de los mensajes Broadcast

hacia la IP del router BogotaZ.

Bogota3>en
Bogota3#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Bogota3(config)#int g0/0

Bogota3(config-if)#ip helper-address 172.29.3.13

Bogota3(config-if)#
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2 [Ty
Physical | Config | Deskiop | Custom nterface ' =
|

1P Configuration
& DHCP Static DHCP raguest successiul.
IP Address 172.20.0.6
Subnet Mask 2 0
Dafaidt Gateway 172.20.0.1
ONS Server 8.8:8.8
I Fanbi e binn .

llustraciéon 31 DHCP PC2
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3.2 ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman

parte de la topologia de red.

3.2.1 Topologia.

Direccionamionto

\ Internet 30 192.168.30,0/24

Nombse
Administracidn

192,108,40.0/24

Mercadeo

152.163.200.0/24

Mantenimiento

Buenos Aires

192.168.99.3

Lod 192.168.4,0/24
Lo5 192.168,5.0/24
Lo6 192.168.6.0/24

llustracion 32 Topologia escenario 2
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3.2.2 Configuracién direccionamiento IP.

Configurar el direccionamiento IP acorde con la topologia de red para cada uno de
los dispositivos que forman parte del escenario

Bogota

Router>

Router>EN

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA
Bogota(config)#enable secret class

Bogota(config)#line console 0
Bogota(config-line)#password cisco
Bogota(config-line)#login

Bogota(config-line)#exit

Bogota(config)#line vty 0 4
Bogota(config-line)#password cisco
Bogota(config-line)#login

Bogota(config-line)#exit

Bogota(config)#service password-encryption
Bogota(config)#banner motd “acceso no autorizado”
BOGOTA(config)#no ip domain-lookup
BOGOTA(config-subif)#int s0/0/0
BOGOTA(config-if)#description Connection to Miami
BOGOTA(config-if)#ip add 172.31.21.1 255.255.255.252
BOGOTA(config-if)#clock rate 128000
BOGOTA(config-if)y#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BOGOTA(config-if)#ip route 0.0.0.0 0.0.0.0 serial 0/0/0

MIAMI

Router>

Router>EN

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname MIAMI

MIAMI(config)#no ip domain-lookup

MIAMI(config)#enable secret class

MIAMI(config)#line console 0
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MIAMI(config-line)#password cisco
MIAMI(config-line)#login

MIAMI(config-line)#exit

MIAMI(config)#line vty 0 4

MIAMI(config-line)#password cisco
MIAMI(config-line)#login

MIAMI(config-line)#exit

MIAMI(config)#service password-encryption
MIAMI(config)#banner motd "acceso no autorizado"
MIAMI(config)#int loopbackO

MIAMI(config-if)#description simulated web server
MIAMI(config-if)#ip add 10.10.10.10 255.255.255.255

No shut

MIAMI(config-if)#int f0/0

MIAMI(config-if)#description connection to ISP
MIAMI(config-if)#ip add 209.165.200.225 255.255.255.248
MIAMI(config-if)#no shut

MIAMI(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
MIAMI(config-if)#int s0/0/1

MIAMI(config-if)#description connection to Bogota
MIAMI(config-if)#ip add 172.31.21.2 255.255.255.252
MIAMI(config-if)#no shut

MIAMI(config-if)#int s0/0/0

MIAMI(config-if)#description connection to Buenos Aires
MIAMI(config-if)#ip add 172.31.23.2 255.255.255.252
MIAMI(config-if)#no shut

MIAMI(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
MIAMI(config-if)#ip route 0.0.0.0 0.0.0.0 fO/0

%Default route without gateway, if not a point-to-point interface, may impact
performance

MIAMI(config)#

BUENOS AIRES

Router>

Router>EN

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BuenosAires
BuenosAires(config)#no ip domain-lookup
BuenosAires(config)#enable secret class
BuenosAires(config)#line console 0
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BuenosAires(config-line)#password cisco
BuenosAires(config-line)#login
BuenosAires(config-line)#exit

BuenosAires(config)#line vty 0 4
BuenosAires(config-line)#password cisco
BuenosAires(config-line)#login
BuenosAires(config-line)#exit
BuenosAires(config)#service password-encryption
BuenosAires(config)#banner motd "acceso no autorizado”
BuenosAires(config)#int loopback4
BuenosAires(config-if)#ip add 192.168.4.1255.255.255.0
BuenosAires(config-if)#int loopback5
BuenosAires(config-if)#ip add 192.168.5.1255.255.255.0
BuenosAires(config-if)#int loopback6
BuenosAires(config-if)#ip add 192.168.6.1 255.255.255.0
BuenosAires(config-if)#int s0/0/1
BuenosAires(config-if)#description connection to Miami
BuenosAires(config-if)#ip add 172.31.23.2 255.255.255.252
BuenosAires(config-if)#no shut

BuenosAires(config-if)#ip route 0.0.0.0 0.0.0.0 s0/0/1

INTERNET PC

& INTERNET PC B

" Physical ] Config | Desktop | Custom Interface |

IP Configuration
IP Configuration

") DHCP @ Static

IP Address 209,165.200.230
Subnet Mask 255.255.255.248
Default Gateway 209.165.200.225
DNS Server

1Pv6 Configuration
) DHCP () Auto Config @ Static
IPv6 Address
Link Local Address FEB80::201:43FF:FE3E:1A6

IPv6 Gateway

IPv6 DNS Server

llustracion 33 Ip configuration Internet PC
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SWITCH S1

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname s1

s1(config)#no ip domain-lookup
S1(config)#enable secret class

S1(config)#line console 0
S1(config-line)#password cisco
S1(config-line)#login

S1(config-line)#line vty 0 4
S1(config-line)#password cisco
S1(config-line)#login

S1(config-line)#service password-encryption
S1(config)#banner motd "acceso no autorizado"
S1(config)#exit

SWITCH S3

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S3

S3(config)#enable secret class

S3(config)#line console 0
S3(config-line)#password cisco
S3(config-line)#login

S3(config-line)#line vty 0 4
S3(config-line)#password cisco
S3(config-line)#login

S3(config-line)#service password-encryption
S3(config)#banner motd #acceso no autorizado#
S3(config)#exit

S3#
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Se realiza el ping para verificar las conexiones.

Ping Bogota a Miami

Bogotay» ping 17Z.31_.Z3_Z2

IType escape Seguence to abortc.
Sending 5, 100-byte ICHMP Echos to 172.31.23.2,

Success rate is 100 percent (575,

Bngntaﬂ

round—-trip min/avg/max =

timeout is Z seconds:

5/6/8 m=

llustracion 34 Ping Bogota - Miami

Ping Bogota a Buenos aires

Bogota>ping 172.31.21.2

Type escape segquence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.21.2,

Success rate is 100 percent (5/5),

timecut is 2

round-trip minfawvg/max =

seconds:

5/5/€ ms

llustracion 35 Ping Bogota - Buenos Aires

Ping Miami a Bogota

MIEZMI»ping 17Z.31.21.1

Type escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.21.1,

Success rate is 100 percent (5/5),

| MT2MT =]

timecut is

round-trip min/avg/max =

2 seconds:

5/&6/9 ms

llustracion 36 Ping Miami - Bogota

3.2.2 Configuracion protocolo de enrutamiento OSPFv2

OSPFv2 area o

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 5.5.5.5
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho debanda paraenlaces seriales
en 256 Kb/s
Ajustar el costo en la métrica de So/o a 9500

Tabla 4 OSFV2
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Verificar informacion de OSPF

- Visualizar tablas de enrutamiento y routers conectados por OSPFv2

- Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface

- Visualizar el OSPF Process ID, Router ID, Address summarizations,Routing
Networks, and passive interfaces configuradas en cada router.

BOGOTA

BOGOTA>en

BOGOTA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA(config)#router ospf 1
BOGOTA(config-router)#router-id 1.1.1.1
BOGOTA(config-router)#network 172.31.21.0 0.0.0.3 area 0
BOGOTA(config-router)#network 192.168.30.0 0.0.0.255 area0
BOGOTA(config-router)#network 192.168.40.0 0.0.0.255 area0
BOGOTA(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#network 192.168.99.0 0.0.0.255 area 0
R1(config-router)#passive-interface default

% OSPF: Reference bandwidth is changed.

No passive-interface s0/0/0

BOGOTA(config-router)#auto-cost reference-bandwidth 1000
BOGOTA(config-router)#int s0/0/0
BOGOTA(config-if)#bandwidth 256

BOGOTA(config-if)#ip ospf cost 9500

MIAMI

MIAMI>en

MIAMI#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#router ospf 1

MIAMI(config-router)#router-id 5.5.5.5
MIAMI(config-router)#network 10.10.10.10 0.0.0.0 areaO
MIAMI(config-router)#network 172.31.21.0 0.0.0.3 area0
MIAMI(config-router)#network 172.31.23.0 0.0.0.3 area 0
MIAMI(config-router)#passive-interface Loopback0
MIAMI(config-router)#passive-interface f0/1
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MIAMI(config-router)#int s0/0/0
MIAMI(config-if)y#bandwidth 256
MIAMI(config-if)#ip ospf cost 9500
MIAMI(config-if)#int sO/0/1
MIAMI(config-if)y#bandwidth 256
MIAMI(config-if)#ip ospf cost 9500

BUENOS AIRES

BuenosAires>en

BuenosAires#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BuenosAires(config)#router ospf 1
BuenosAires(config-router)#router-id 8.8.8.8
BuenosAires(config-router)#passive-interface Loopback4
BuenosAires(config-router)#passive-interface Loopback5
BuenosAires(config-router)#passive-interface Loopback6
BuenosAires(config-router)#auto-cost reference-bandwidth 1000
% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
BuenosAires(config-router)#network 172.31.23.0 0.0.0.3 area 0
BuenosAires(config-router)#network 192.168.4.0 0.0.3.255 area 0
BuenosAires(config-router)#int s0/0/1
BuenosAires(config-if)#bandwidth 256

BuenosAires(config-if)#ip ospf cost 9500

3.2.3 Visualizar tablas de enrutamiento y router conectados por OSPFv2

Verificamos si los routers formaron una adyacencia con los router vecinos a través
del ospf para esto se usa el comando show ip ospf neig

BOGOTA

Bogotafshow ip ospf neig

Jeighbor ID Eri State Dead Time Rddress Interface
5.5.5.5 a FUOLLS - 00:00:33 172.31.21.2 Serialdys0/0
Bogotad

Bogotafshow ip ospf neig

llustracion 37 OSPF neig Bogota
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MIAMI

Neighbor ID Eri State Dead Time Lddress
B.8.8.8 a FOLL, - 00:-00:38 172.31.23.2
1.1.1.1 a FOLLS - 00:00:30 172.31.21.1
MIRMTIE

Interface
Serisl0sS0/0
Seriald S0/1

llustracion 38 OSPF neig Miami

BUENOS AIRES

Neighkor ID Bri State Dead Time kddress
5.5.5.5 1] FULLS - 00:-00:36 172.31.23.2
Buenoshires§

Interface
Serizl0sO 1

llustracion 39 OSPF neig Buenos Aires

3.2.4 Visualizar listas resumidas interface.

Se utiliza el comando show ip ospf interface

Bogota

Bogota¥show ip ospf interface

Seriald/0/0 is up, line protocol is up
Internet address i3 172.31.21.1/30, Zrez O
Process ID 1, Router ID 1.1.1.1, Network Type BOINT-TO-POINTI, Cost:
Transmit Delay is 1 sec, State POINT-TO-BPOINI, Pricrity 0O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:01
Index 1/1, flood gueue length 0
Mext 0x0{0)/0x0{0)
Last flood scan length is 1, maximmm is 1
Last flood scan time is 0 msec, maximim is 0 msec
Neighbor Count is 1 , Rdjacent neighbor count is 1
2djacent with neighbor 5.5.5.5
Suppress hello for 0 neighbori(s)
Bngctaﬂ

llustracion 40 OSPF interface Bogota
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Miami

Physical | Config | CLI

105 Command Line Interface

MIAMI>ahow ip ospf interface

Loopback0 is up, line protocol i up
Internet addresw is 10.10.10.10/32, Area 0
Process ID 1, Router ID 5. 5.5.5, Network Type LOOPRACK, Comrn: 1
Loopback interface ls vreaved as a4 svub Hoasu
Merial0/0/1 im up, line protocol im up
Internat address 4im 172 .231.21.2/20, Axea O
Process ID 1, Router ID 6.6.6.6, WNawwork Typa POINT-TO-POINT, Costu: 9500
Transmit Delay is 1 sec, State POINT-TO-POINT, Pziority 0
Na designated router on this network
No backup designated routex on this network
Timer invervals configured, Helle 10, Dead 40, Waiv 40, Revzansmiv &
Hellp duw in 00:00:08
Tndex 2/3, flood queue length 0
Next 0x0(0)/0x0(0)
Lest flood scan length Ls 1, masimum is 1
L Lant flood mcan time im 0 meec, maximum is O maec
Naighboxr Count is 1 , Adjscent neighbor eouns is 1
Adjacent wivth neighbor 1.1.1.1
Suppress hellp for 0 neighbor(a)
Serial0/0/0 4w up, line protoanl is up
Invernet address is 172.31.23.2/30, Ares O
Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-DOINT, Cowt: 5500
Tranemit Delay im 1 wes, Sctate POINT-TO-POINT, Priority O
No designated router on this natwork
No backup designaved zouver on this netvork
Timer inteczvals configured, MHello 10, Dead 40, Wait 40, Retranamit &
Helle due 4n 00:00:03

llustracion 41 OSPF interface Miami

Buenos aires

|88 Router3 o — T ———— nq—-—:ggg

Physical | Config | CLI |

105 Command Line Interface

Buenosiires®show ip ospf interface

Loopback4 is up, line protocol is up
Internet zddress iz 1%2.1€2.4.1/24, Rrez 0O
Process ID 1, Router ID 8.8.8.8, Network Type LOOPBARACE, Cost: 1
Loopkback interface is treated as a stub Host
Loopkack5 is up, line protocol is up
Internet address is 1%2.1£5.5.1/24, Rrez 0O
Process ID 1, Router ID 8.8.8.8, Metwork Type LOOPBACE, Cost: 1
Loopkack interface is treated as a2 stub Host
Loopbacké is up, line protocaol is up
Internet address is 13%2.168.6.1/24, Rrezs O
Process ID 1, Router ID 8.8.8.8, Metwork Type LOOPBACE, Cost: 1
Loopkback interface is treated as a stub Host
Seriald/0/1 is up, line protococl is up
Internet address is 172.31.23.2/30, Rrea 0
Process ID 1, Router ID 8.8.8.8, Metwork Type BOINT-TO-BPOINT, Cost:
Transmit Delay is 1 sec, State BOINT-TO-POINT, Priority O
HNo designated router on this network
NHo backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:0&
Index 4/4, flood gqueue length 0
Wext 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
MNeighbor Count is 1 , AZdjacent neighbor count is 1
Adjacent with neighkbor 5.5.5.5

Sunnress helln for 0 nejighbhoris)

5500

llustracion 42 OSPF interface Buenos Aires
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3.2.5 Visualizar el OSPF process ID, router Address summarizations, routing
networks y interfaces pasivas configuradas en cadarouter.

Se usa el commando show ip protocols

Bogota

[Eogota>show ip protocols

REouting Protocol is "ospf 1™

Cutgoing update filter list for a1l interfaces is not set

Incoming update f£ilter list for zll interfazces is not set

Router ID 1.1.1.1

Number of areas in this router is 1. 1 normal 0 stubk 0 nssa

Maximum path: 4

Bouting for Networks:
172.31.21.0 0.0.0.3 area O
132 _168_.30.0 0_.0_0_255 area 0O
132 _168.40.0 0_.0_.0_255 area 0
132 _168_200.0 0.0.0_.255 area 0
132 . 168.33.0 0_.0_0_255 arez 0O

Passive Interface(s):

Vlanl
FastEthernet0s0
FagtEthernetl/, 1
Seri=zl0/ 071

BEouting Information Sources:
Cateway Distznce Last Update
1.1.1.1 110 00:21:38
5.5.5.58 110 00:21:38
g.e.8.8 110 00:21:3¢

Distance: (default is 110)

llustracion 43 Protocols Bogota Escenario 2

Miami

# Miami

l Physical I Config | CLI

O o

acceso no autorizado

10S Command Line Interface

User Access Verification
Pansword:
MIAMI>show ip protocols

Rourting Provecol is "capf 1"
Qungoing update filver list for all interfaces is not set
Incoming update filtmr list for all interfaces im not set
Router ID 5.5.6.5
Number of areas in this router is 1. 1 normal 0 stub O nasa
Mayximum path: 4
Rouving for Nevworks:
10.10,10,10 0,0,.0.0 area 0
172.81.21.0 0.0.0.83 arun 0
172.81.23.0 0.0.0.3 axea 0
Pasmivm Intesface(s):
FastEtherner0/1

Loopback0

Routing Information Sourcen:
Cavawvay Disvance Last Update
1.1.1.1 110 00:01:58
5.58.8.8 110 00:01:56
8.8.8.8 110 00:01:69

Distance: (default im 110)

MIAMI>|

llustracion 44 Protocols Miami Escenario 2
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Buenos Aires

BuenosBires>show ip protocols

Routing Protocol is "ospf 17
Cutgoing update filter list for all interfaces i3 not set
Incoming update filter list for all interfaces i3 not 3set
Bouter ID 8_.8_.8_.8
Humber of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximm path: 4
Bouting for Metworks:
172.31.23.0 0.0.0.3 area 0
192_.168.4.0 0.0.3_.255 area 0
Passive Interface(s):

Loopback4
Loopbacks
Loopbacke
Bouting Information Sources:
GFateway Distance Last Update
1.1.1.1 110 00:03:02
5.5.5.5 110 00:03:-00
B.8.8.8 110 00:03:02
Distance: (defeult iz 110)

llustracion 45 Protocols Buenos Aires Escenario 2

3.2.6 Configurar VLANS, puertos de acceso, encapsulamiento, Inter-VLAN
routing y seguridad en los switches acorde a la topologia de red esablecida.

Bogota

Bogota>en

Bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#int f0/0.30

Bogota(config-subif)#description Accounting LAN
Bogota(config-subif)#encapsulation dot1Q 30
Bogota(config-subif)#ip address 192.168.30.1 255.255.255.0
Bogota(config-subif)#int f0/0.40
Bogota(config-subif)#description MAERCADEO LAN
Bogota(config-subif)#encapsulation dot1Q 40
Bogota(config-subif)#ip address 192.168.40.1 255.255.255.0
Bogota(config)#int f0/0.200

Bogota(config-subif)#description Mantenimiento LAN
Bogota(config-subif)#encapsulation dot1Q 200
Bogota(config-subif)#ip address 192.168.200.1255.255.255.0
Bogota(config-subif)#exit

Bogota(config)#int f0/0

Bogota(config-if)#¥no shut
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S1

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1

S1(config)#vlan 30

S1(config-vlan)#name ADMINISTRACION
S1(config-vlan)#vlan 40

S1(config-vlan)#name MERCADEO

S1(config-vlan)#vlan 200

S1(config-vlan)#name MANTENIMIENTO

S1(config-vlan)#int fO/1

S1(config-if)#switchport access vlan 30
S1(config-if)#switchport mode access

S1(config-if)#interface range FastEthernet0/2, FastEthernet0/4-23
S1(config-if-range)#switchport mode access
S1(config-if-range)#int f0/24

S1(config-if)#switchport mode access

S1(config-if)#int f0/3

S1(config-if)#switchport mode trunk

S3

Switch>EN

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S3

S3(config)#vlan 30

S3(config-vlan)#name ADMINISTRACION
S3(config-vlan)#vlan 40

S3(config-vlan)#name MERCADEO

S3(config-vlan)#vlan 200

S3(config-vlan)#name MANTENIMIENTO

S3(config-vlan)#int f0/1

S3(config-if)#switchport access vian 40
S3(config-if)#switchport mode access

S3(config-if)#interface range FastEthernet0/2, FastEthernet0/4-24
S3(config-if-range)#switchport mode access
S3(config-if-range)#int f0/3

S3(config-if)y#switchport mode trunk

57



3.2.7 Deshabilitar DNS LOOKUP en switch S3.

S3(config)#no ip domain-lookup
S3(config)#

3.2.8 Asignar direccciones IP alos switches acorde a los lineamientos.
S1

S1>EN

S1#CONF T

S1(config)#int vian 200

S1(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan200, changed state to
up

S1(config-if)#ip address 192.168.99.2 255.255.255.0

S1(config-if)#no shut

S1(config-if)#ip default-gateway 192.168.99.1

S3

S3>EN

S3#CONF T

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#int vlan 200

S3(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan200, changed state to
up

S3(config-if)#ip add 192.168.99.3 255.255.255.0
S3(config-if)#no shut

S3(config-if)#ip default-gateway 192.168.99.1

Ping Switches

ping 13Z.1c8.5335_.2

Yype escape sSeguence to abort.
ending 5, 100-byte ICMP Echos to 132_.1&65.33%_2, timeout is Z seconds:

uccesas rate is 100 percent (5/5), round-—trip minJavg/max = 0,/0/0 ms

R

llustracion 46 Ping 192.168.99.2
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3.2.9 Desactivar todas las interfaces que nos ean utilizadas en el esquema de
red.

S1

S1>en

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#interface range FastEthernet0/2, FastEthernet0/4-23
S1(config-if-range)#s

Bort Link VLAN IP Address MAC Address

FastEthernet0/1 p 30 — 00%0_0C18_3201
FastEthernetl/2 Down 1 — 00530 _0C18_53202
FaastEthernetl/3 Up — — 00530_0C18_.53203
FastEthernetl/4 Down — 00530 _0C18_53204
FastEthernetl/5 Down — 00530 _0C18_.3205
FaastEthernetl/& Down — 00530 _0C18_3208
FaastEthernetl/7 Down = 00530_0C18_53207
FaastEthernetl/8 Down = 00530 _0C18_3208
FaastEthernetl/3 Down == 00530 _0C18_53209%

FaastEthernetl/10 Down
FastEthernetl/11 Down
FagstEthernetl/12 Down
FaastEthernetl/13 Down
FastEthernetl/14 Down
FastEthernetl/15 Down
FaastEthernetl/1l& Down
FaastEthernetl/17 Down
FastEthernetl/18 Down
FagstEthernetl/1% Down
FaastEthernetl/20 Down
FastEthernetl/21 Down
FastEthernetl/2Z2 Down
FaastEthernetl/23 Down
FagstEthernetl/24 Up
Vlianl Down
Vlanz00 Up
Hostname: 51

= 0090_0C18_3Z04
= 0090_0C18_3Z0B
= 00%0_0C18_3zZ0C
= 0090 _0C18_32Z0D
= 0090 _0C18_3Z20E
0090_0C18_3Z0F
= 00%0_0C18_3210
= 00%0_0C18_3211
= 00%0_0C1B_3212
== 00%0_0ClB_3213
= 00%0_0C1E8_9214
— 00%0_0C18_3215
= 0090 _0C1B_3216
— 00%0_0C18_3217
== 00%0_0ClB_3218
<not gSet> 0090 _0CAS_1330
aa 192 _168.93_2/24 0090 _0CAS_1330

R I e R R e  a  a a  a a a a a
1
|

Physical Location: Intercity, Home City, Corporate Office, Wiring Closet

llustracion 47 Interfaces desactivadas S1
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S3

S3(config)#int range FastEthernet0/2, FastEthernet0/4-24
S3(config-if-range)#shut

Port Link VLAN IF Rddress MACD Rddress

FastEthernetl/1 Up 40 - 00D0_.9743 _DCO1
FagstEthernetl/2 Down 1 - 00D0_.9743 _DCOZ
FastEthernetd/3 Up —-= - 00D0_.9743 _DCO3
FastEthernetl/ 4 Down — 0000 _53743 _DC04
FastEthernetl/5 Down - 00D0_.9743 _DCOS
FastEthernetl/ /& DowWn - 00D0_.9743 _DCOG
FastEthernetd/7 Down - 00D0_.9743 _DCaT
FastEthernetl/ 8 Down = 0000 _ 53743 _DCO032
FastEthernetl/3 Down - 00D0_.9743 _DCOS

— 00m0.5743 _DCOR
- 00D0.5743 _DCOB
= 00D .59743 _DCOC
= 00mD . 59743 _DCOD
— 00Dm0.5743 _DCOE
00D0.5743 _DCOF
= 00D0.59743 _DC10
= 00mD.59743 _DC11
— 00Dm0.58743 _DC12
- 00D0.5743 _DC13
= 00mD.59743 _DC14
= 00DmD.59743 _DC15
— 00DD.59743 _DC16
- 00D0.5743 _DC17
— 00D0.59743 _DC18
<not set> O0ED.BFB7_.8ccd
aa 152 _168_93 _ 3724 O0ED.BFEB7_8664d

FagstEthernetd/10 DowWn
FastEthernetl/11 DowWn
FastEthernetl/12 Down
FastEthernetl/13 Down
FastEthernetl/14 Down
FastEthernetd/15 Down
FastEthernetl/1& Down
FastEthernetl/17 Down
FastEthernetl/18 Down
FastEthernetd/15 Down
FastEthernetl/Z0 Down
FastEthernetl/21 Down
FagstEthernetl/22 Down
FastEthernetl/23 DowWn
FastEthernetl/ 24 Down
Vlanl Down
VlanZ2d0 Up
Hostname: 53

L S S S B O i T i T S S S S e o Sy SOy Sy SO =
i
I

Physical Location: Intercity, Home City, Corporate Office, Wiring Closed
llustracion 48 Interfaces desactivadas S3

3.2.10 Implementar DHCP and NAT for IPv4

Para la implementacion del DHCP y Nat se siguen los siguientes pasos.

Name: ADMINISTRACION
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

30 Domain-Name: ccna-unad.com
Establecer default gateway.
Name: MERCADEO

Configurar DHCP pool para VLAN| DNS-Server: 10.10.10.11

40 Domain-Name: ccna-unad.com

Establecer default gateway.

Tabla 5 DHCP VLAN
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3.2.10.1 Configurar R1 como servidor DHCP para las VLANS 30 Y 40

Bogota>en

Bogota#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota(config)#ip dhcp excluded-address 192.168.30.1
Bogota(config)#ip dhcp excluded-address 192.168.40.1
Bogota(config)#lp dhcp pool Administracion
Bogota(dhcp-config)#Network 192.168.30.0 255.255.255.0
Bogota(dhcp-config)#default-router 192.168.30.1
Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#ip domain-name ccna-unad.com
Bogota(config)#ip dhcp pool Mercadeo
Bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
Bogota(dhcp-config)#default-router 192.168.40.1
Bogota(dhcp-config)#dns-server 10.10.10.11
Bogota(dhcp-config)#ip domain-name ccna-unad.com
Bogota(config)#

3.2.10.2 Reservar las primeras 30 direcciones IP de las VLANS 30 Y 40para
configuraciones estaticas.

Bogota(config)#lp dhcp excluded-address 192.168.30.1192.168.30.30
Bogota(config)#lp dhcp excluded-address 192.168.40.1192.168.40.30

3.2.10.3 Configurar Nat en R2 para permitir que los host puedan salir a
Internet.

Miami

MIAMI>en
MIAMI#conf t

MIAMI(config)#ip nat pool ISP 209.165.200.225 209.165.200.228 netmask
255.255.255.248

MIAMI(config)#ip nat inside source list 1 pool ISP
MIAMI(config)#access-list 1 permit 192.168.30.00.0.0.255
MIAMI(config)#access-list 1 permit 192.168.40.00.0.0.255
MIAMI(config)#access-list 1 permit 192.168.4.0 0.0.3.255
MIAMI(config)#interface LoopbackO

MIAMI(config-if)#ip nat inside

MIAMI(config-if)#INT fO/0
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MIAMI(config-if)#ip nat outside
MIAMI(config-if)#int sO/0/0
MIAMI(config-if)#ip nat inside
MIAMI(config-if)#int sO/0/1
MIAMI(config-if)#ip nat inside

3.2.10.4 Configurar listas de acceso de tipo estandar para permitir o restringir
trafico desde R1 o R3 hacia R2.

MIAMI>en

MIAMI#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#access-list 1 permit 192.168.30.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.40.0 0.0.0.255
MIAMI(config)#ip nat pool ISP 209.165.200.225 209.165.200.228 netmask
255.255.255.248

MIAMI(config)#ip nat inside source list 1 pool ISP
MIAMI(config)#ip access-list standar Administracion
MIAMI(config-std-nacl)#permit host 172.31.21.1
MIAMI(config-std-nacl)#exit

MIAMI(config)#line vty 0 4

MIAMI(config-line)#access-class Administracion in
MIAMI(config-line)#

3.2.10.5 Configurar listas de acceso de tipo extendido para permitir o
restringir trafico desde R1 o R3 hacia R2.

MIAMI(config)#access-list 101 permit tcp any host 209.165.200.229 eq www
MIAMI(config)#access-list 101 permit icmp any any echo-reply
MIAMI(config)#int f0/0

MIAMI(config-if)#ip access-group 101 in

MIAMI(config-if)#int sO/0/0

MIAMI(config-if)#ip access-group 101 out

MIAMI(config-if)#int sO/0/1

MIAMI(config-if)#ip access-group 101 out

MIAMI(config-if)#int fO/1

MIAMI(config-if)#ip access-group 101 out

MIAMI(config-if)#
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3.2.10.6 Verificac

ion procesos de comunicacion y redireccionamiento de

trafico en los routers mediante ping y traceroute.

DHCP PC A

& pC-A

PR =L C

Physical | Config ] Desktop [ Custom Interface ]

IP Configuration
1P Configuration

@ DHCP ) Static DHCP failed. APIPA is being used.
1P Address [160.254.194.154

! Subnet Mask 1255.255,0.0
Default Gateway ji).0.0.0

H!

DNS Server

IPv6 Configuration
(0 DHCP () Auto Config @ Static

1PvA Address

llustracion 49 DHCP A ESCENARIO 2

DHCP PCC
& pcc | ———— =" -Elv!
' Physical | Config | Desktop | Custom Interface [

IP Configuration
IP Configuration

@ DHCP () Static DHCP failed. APIPA is being used.
1P Address 1169.254.7.51

Subnet Mask |255,255.0.0

Default Gateway .0.0

DNS Server

IPv6 Configuration

~) DHCP (7 Auto Config @ Static
IPv6 Address

Link Local Address FE80::201:96FF:FE2C:733

IPv6 Gateway
IPv6 DNS Server

llustracion 50 DHCP C ESCENARIO 2
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PING BOGOTA

T Routerl s ——

Phyysical Config CLI

105 Command Line Interface

Bogotarping 172.31.23.2

Type escape Seguence to sbort.
Sending 5, 100-byte ICHMP Echos to 172.31.23.Z2, tin#nut iz Z seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 5/7/14 ms
Bogotarping 152 .168.4.1

Type escape sSequence to sbort.

Sending 5, 100-byte ICMP Echos to 152.1€8.4.1, timeout is Z seconds:
ujajujupy

Success rate is 0 percent (0/5)

Bogotarping 172.31.21.2

Type escape Segquence to sbort.
Sending 5, 100-byte ICHMP Echos to 172.21.21.2, timeocut is Z seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = &/8/18 ms
Bogota»ping 209.165.200.230

Type escape sSequence to sbort.
Sending 5, 100-byte ICMP Echos to Z05.1€5.200.230, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 5/11/30 ms

Bogotar»

llustracion 51 PING BOGOTA

TRACEROUTE

ogotar*traceroute Z053_185_Z00_Z30
Type escape sequence to abort.
Tracing the route to 209_.1&5_Z200.230

1 172.31.21_2 11 maec 1l maec 1 maec

llustracion 52 TRACEROUTE BOGOTA

BuenosRires»ping 17Z.31.23.2

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.23.2, timeout is 2 seconds:

Success rate iz 100 percent (5/5), round-trip min/avg/max

5/8/10 ms

Buenosfiresrtraceroute 172_31_.23.2
Type escape sequence to abort.
Tracing the route to 172.31_.23_Z2

1 172.31.23_2 7 maec 1 msec & msec
Buennshiresﬂ

llustracion 53 TRACEROUTE BUENOS AIRES
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MIEMI>ping 172.31_.21.1
Type escape sequence to abort.

Success rate is 100 percent (5/5), round-trip min/avg/max

MIZMI>traceroute 172Z.31.21.1
Type escape sSequence to abort.
Tracing the route to 17Z.31.21.1

1 172.31_21.1 T maec 0 masec 1 maec
MIZMI>]

Sending 5, 100-byte ICMP Echos to 172_.31.21.1, timeout is 2

seconds:

1/6/11 ms

llustracion 54 PING Y TRACEROUTE MIAMI

209.165.200.230 o g
INTERNET PC

‘ 209.165.200.224/29

MIAMI i’ lo0 10.10.10.10/32
web server
Route
172.31.21.0/30 172.31.23.0/30
) OSPF
P S
BUENOS AIRES
Rouferl
802,10 Router3
192.168,99.2 192,168.89.3

VLAN 40

PC-A pC-C

lo4 192,168.4.0/24
lo5 192.168.5.0/24
lo6 192.168.6.0/24

llustracion 55 Conectividad escenario 2
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CONCLUSIONES

Con la utilizacion del ping para el rastreo y asi probar las rutas que sele
asignan a las topologias

Se maneja la configuracion de los servidores web, de correo electronico, de
DHCP, de DNSy FTP

Con Packet Tracer se configura y verifica el direccionamiento IPv4 e IPv6

Con packet Tracer podemos simular la conexién de un cliente a un servidor
como fueron las actividades de un servidor de juegos, permitiendo la
conexion, él envio de archivos y envio de correo electronico en un mismo
servidor.

La aplicacion de los temas vistos en nuestra vida laboral y productiva nos
puede abrir puertas a muchos proyectos.

La herramienta Packet Tracer es de inmensa ayuda ya que nospermite
enfrentarnos y solucionar problemas reales.
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