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Introduccion

El presente documento constituye la evidencia del desarrollo total de las actividades
colaborativas propuestas para la Unidad 4 del Diplomado de Profundizacion CISCO CCNP
208014A ofrecido como opcion de grado en la Universidad Nacional Abierta y a Distancia —
UNAD. Para el desarrollo de las actividades aqui plasmadas, se realizaron las respectivas
consultas de los contenidos de la unidad 4, que tratan sobre la implementacion de las

diferentes soluciones soportadas para el enrutamiento avanzado.

En las paginas siguientes se documentra detalladamente el desarrollo de cada una de las
ocho actividades indicadas para esta entrega del Paso 7, que van desde el laboratorio 5-1 al
laboratorio 8-2 del CCNP Route versién 7; cada desarrollo incluye las respuestas a los
interrogantes planteados y el informe cuenta con las correspondientes conclusiones

inherentes a todo lo desarrollado.
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Objetivos

General

Identificar y solucionar problemas de conectividad orientadas a soluciones de

entorno corporativo y residencial.

Especificos

e Securing_Layer2

e Securing VLANSs

e FHRP_HSRP_VRRP
¢ HSRPV6

e GLBP

e NTP

e SNMP
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Enlace para descarga de las Actividades

Para descargar las actividades de la unidad 4 dirijase al siguiente enlace:

https://www.dropbox.com/sh/nzsmyn9krfb9054/AADROr'Wy9-lkhNFL2UaOfiHya?d|=0
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Desarrollo de las Actividades

Chapter 10 Lab 10-1, Securing Layer 2 Switches

Topology
HSRP Gateway Addresses
VLAN IP Address
IntVL99 99 172.16.99.1/24 IntVL99
172.16.99.3124 172.16.99.4124
IntVL100 100 172.16.100.1/24 Int VL100
172.16.100.3/124 172.16.100.4124
VLAN 99 Int VL200 200 172.16.200.1/24 Int VL200
172.16.99.50/24 172.16.200.3124 172.16.200.4124
Fa0/6 Fa0/11 Fa0/11 DLS2
=
1/
Fa0/12 ™
DHCP Ic.
Server b n
(Host C) =3 )
@ S|
y Y o IntVL99
IntVL99 X 2 2
172.16.99.5/24 __ S| S S 172:0639.6124

Fa0/11 Fa0/11

Fa0/6 Fa0/6

Fa0/12 Fa0/12

All Switch-to-Switch Connections ——
Users on Fa0/15 - 0/24 Are 802.1Q trunks Users on Fa0/15 - 0/24
VLAN 100: STAFF VLAN200: STUDENTS

VLAN 100 VLAN 200
172.16.100.50/24 172.16.200.50/24

Objectives

Secure the Layer 2 network against MAC flood attacks.

Prevent DHCP spoofing attacks.

Prevent unauthorized access to the network using AAA and 802.1X.
Background

A fellow network engineer that you have known and trusted for many years has invited you
to lunch this week. At lunch, he brings up the subject of network security and how two of his
former co-workers had been arrested for using different Layer 2 attack techniques to gather
data from other users in the office for their own personal gain in their careers and finances.
The story shocks you because you have always known your friend to be very cautious with
security on his network. His story makes you realize that your business network has been
cautious with external threats, Layer 3—7 security, firewalls at the borders, and so on, but
insufficient at Layer 2 security and protection inside the local network.

When you get back to the office, you meet with your boss to discuss your concerns. After
reviewing the company’s security policies, you begin to work on a Layer 2 security policy.
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First, you establish which network threats you are concerned about and then put together
an action plan to mitigate these threats. While researching these threats, you learn about
other potential threats to Layer 2 switches that might not be malicious but could threaten
network stability. You decide to include these threats in the policies as well.

Other security measures need to be put in place to further secure the network, but you
begin with configuring the switches against a few specific types of attacks, including MAC
flood attacks, DHCP spoofing attacks, and unauthorized access to the local network. You
plan to test the configurations in a lab environment before placing them into production.

Note: This lab uses Cisco Catalyst 3560 and 2960 switches running Cisco I0S 15.0(2) IP
Services and LAN Base images, respectively. The 3560 and 2960 switches are configured
with the SDM templates “dual-ipv4-and-ipv6 routing” and “lanbase-routing”, respectively.
Depending on the switch model and Cisco 10S Software version, the commands available
and output produced might vary from what is shown in this lab. Catalyst 3650 switches
(running any Cisco I0S XE release) and Catalyst 2960-Plus switches (running any
supported Cisco I0S image) can be used in place of the Catalyst 3560 switches and the
Catalyst 2960 switches.

Required Resources

2 switches (Cisco 2960 with the Cisco IOS Release 15.0(2)SE6 C2960-LANBASEK9-M
image or comparable)

2 switches (Cisco 3560 with the Cisco 10S Release 15.0(2)SE6 C3560-IPSERVICESK9-M
image or comparable)

3 PCs with Windows OS , PC-C should be equipped with Wireshark and WinRadius
software

Ethernet and console cables

Note: Be sure to save your final device configurations to use with the next lab. Because the
VLAN and VTP commands do not display in the configurations, you must re-enter them in
the next lab.

Prepare the Network
Configure the basic switch parameters and trunking.

Configure the management IP addresses in VLAN 99. Configure the hostname, password,
and Telnet access on all four switches. HSRP will be used later in the lab, so set up the IP
addressing for VLAN 99 on DLS1 and DLS2. Because 172.16.99.1 will be the virtual default
gateway for VLAN 99, use .3 and .4 for the IP addresses on DLS1 and DLS2, respectively.

Configure a default gateway on the access layer switches. The distribution layer switches
are Layer 3 devices and do not need default gateways.

Configure 802.1q trunking between the switches according to the diagram. On the 2960
switches, only dotlq is supported, therefore the switchport trunk encapsulation
command is unavailable. As an added security measure, change the native vlan on the
trunks to VLAN 666 - a VLAN designated only for NATIVE VLAN traffic. The command to
change the native vlan is switchport trunk native wvlan 666. Also, turn of
switchport negotiation on the port using the switchport nonegotiate command.
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Switch(config)# hostname ALS1

ALS1(config)# enable secret class

ALS1(config)# line vty 0 15

ALS1(config-line)# password cisco

ALS1(config-line)# login

ALS1(config-line)# exit

ALS1(config)# interface vlan 99

ALS1(config-if)# ip address 172.16.99.101 255.255.255.0
ALS1(config-if)y# no shutdown

ALS1(config-if)# exit

ALS1(config)# ip default-gateway 172.16.99.1
ALS1(config)# interface range fastethernet 0/7 - 12
ALS1(config-if-range)# switchport mode trunk
ALS1(config-if-range)# switchport trunk native vlan 666
ALS1(config-if-range)# switchport nonegotiate

Switch(config)# hosthname ALS2

ALS2(config)# enable secret class

ALS2(config)# line vty 0 15

ALS2(config-line)# password cisco

ALS2(config-line)# login

ALS2(config-line)# exit

ALS2(config)# interface vlan 99

ALS2(config-if)y# ip address 172.16.99.102 255.255.255.0
ALS2(config-if)y# no shutdown

ALS2(config-if)# exit

ALS2(config)# ip default-gateway 172.16.99.1
ALS2(config)# interface range fastethernet 0/7 - 12
ALS2(config-if-range)# switchport mode trunk
ALS2(config-if-range)# switchport trunk native vian 666
ALS2(config-if-range)# switchport nonegotiate
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Switch(config)# hostname DLS1

DLS1(config)# enable secret class

DLS1(config)# line vty 0 15

DLS1(config-line)# password cisco

DLS1(config-line)# login

DLS1(config-line)# exit

DLS1(config)# interface vian 99

DLS1(config-if)# ip address 172.16.99.3 255.255.255.0
DLS1(config-if)j# no shutdown

DLS1(config-if)# exit

DLS1(config)# interface range fastethernet 0/7 - 12
DLS1(config-if-range)# switchport trunk encapsulation dotlq
DLS1(config-if-range)# switchport mode trunk
DLS1(config-if-range)# switchport trunk native vian 666
DLS1(config-if-range)# switchport nonegotiate

Switch(config)# hostname DLS2

DLS2(config)# enable secret class

DLS2(config)# line vty 0 15

DLS2(config-line)# password cisco

DLS2(config-line)# login

DLS2(config-line)# exit

DLS2(config)# interface vlan 99

DLS2(config-if)# ip address 172.16.99.4 255.255.255.0
DLS2(config-if)# no shutdown

DLS2(config-if)# exit

DLS2(config)# interface range fastethernet 0/7 - 12
DLS2(config-if-range)# switchport trunk encapsulation dotlq
DLS2(config-if-range)# switchport mode trunk
DLS2(config-if-range)# switchport trunk native vian 666
DLS2(config-if-range)# switchport nonegotiate
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Verify trunking and spanning-tree operations using the show interfaces trunk and show
spanning-tree commands.Which switch is the root bridge?

ALS1#show interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/7 on 802.1q trunking 666

Fa0/8 on 802.1q trunking 666

Fa0/9 on 802.1q trunking 666

Fa0/10 on 802.1q trunking 666

Fa0/11 on 802.1q trunking 666

Fa0/12 on 802.1q trunking 666

Port Vlans allowed on trunk
Fa0/7 1-1005

Fa0/8 1-1005

Fa0/9 1-1005

Fa0/10 1-1005

Fa0/11 1-1005

Fa0/12 1-1005

Port Vlans allowed and active in management domain
Fa0/7 1

Fa0/8 1

Fa0/9 1

Fa0/10 1

Fa0/111

Fa0/12 1

Port Vlans in spanning tree forwarding state and not pruned
Fa0/7 1

Fa0/8 1

Fa0/9 1

Fa0/10 1
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Fa0/11 1
Fa0/12 1

ALS1#show spanning-tree

VLANO0001

Spanning tree enabled protocol ieee

Root ID Priority 32769

Address 0001.6472.D7B3

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0001.6472.D7B3

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio.Nbr Type

Fa0/12 Desg FWD 19 128.12 P2p
Fa0/10 Desg FWD 19 128.10 P2p
Fa0/8 Desg FWD 19 128.8 P2p
Fa0/9 Desg FWD 19 128.9 P2p
Fa0/11 Desg FWD 19 128.11 P2p
Fa0/6 Desg FWD 19 128.6 P2p
Fa0/7 Desg FWD 19 128.7 P2p

For ALS1 and ALS2, which trunks have a role of designated (Desg), Alternate (Altn), and
Root?
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Is trunk negotiation being used here? Which mode are the trunks in?

Configure VTP on ALS1 and ALS2.

Set up the VLANs according to the diagram. Two VLANSs are in use at this time: one for
students, and one for faculty and staff. These VLANs will be created on DLS1, which is set
up as a VTP server. DLS2 also remains in its default VTP mode and acts as a server as
well. ALS1 and ALS2 are configured as VTP clients.

The user access ports for these VLANS also need to be configured on ALS1 and ALS2. Set
up these ports as static access ports and activate spanning-tree PortFast. Configure these
ports according to the diagram.

Configure ALS1 for the VTP client changes.
ALS1(config)# vtp mode client

Setting device to VTP CLIENT mode.

ALS1(config)# interface range fa0/6, fa0/15 - 24
ALS1(config-if-range)# switchport mode access
ALS1(config-if-range)# switchport access vlan 100
ALS1(config-if-range)# spanning-tree portfast

%Warning: portfast should only be enabled on ports connected to a single
host. Connecting hubs, concentrators, switches, bridges, etc... to this
interface when portfast is enabled, can cause temporary bridging loops.
Use with CAUTION

%Portfast will be configured in 10 interfaces due to the range command
but will only have effect when the interfaces are in a non-trunking mode.
Configure ALS2 for the VTP client changes.

ALS2(config)# vtp mode client

Setting device to VTP CLIENT mode.

ALS2(config)# interface range fa0/6, fa0/15 - 24
ALS2(config-if-range)# switchport mode access
ALS2(config-if-range)# switchport access vian 200
ALS2(config-if-range)# spanning-tree portfast
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%Warning: portfast should only be enabled on ports connected to a single
host. Connecting hubs, concentrators, switches, bridges, etc... to this
interface when portfast is enabled, can cause temporary bridging loops.
Use with CAUTION

%Portfast will be configured in 10 interfaces due to the range command
but will only have effect when the interfaces are in a non-trunking mode.
Configure IP routing, the VLANSs, VLAN SVIs, and HSRP on DLS1 and DLS2.

HSRP is a requirement for the network, and VLANs 100 and 200 are configured to use
HSRP to provide redundancy at Layer 3. Use the priority command to make DLS1 the
active router for VLANs 1 and 100, and DLS2 the active router for VLAN 200.

Configure VTP, VLANS, and IP routing on DLS1.
DLS1(config)# vtp domain SWPOD
DLS1(config)# vtp version 2

DLS1(config)# vlan 99

DLS1(config-vlan)# name Management
DLS1(config)# vlan 100

DLS1(config-vlan)# name Staff
DLS1(config-vlan)# vlan 200
DLS1(config-vlan)# name Student
DLS1(config-vlan)# vlan 666
DLS1(config-vlan)# name NATIVEVLAN_DONOTUSE
DLS1(config-vlan)# vlan 999
DLS1(config-vlan)# name PARKING_LOT

DLS1(config-vlan)# exit

DLS1(config)# ip routing

Configure switch virtual interfaces (SVIs) and HSRP on DLS1.
DLS1(config)# interface vlan 99

DLS1(config-if)# standby 99 ip 172.16.99.1

DLS1(config-if)# standby 99 preempt

DLS1(config-if)# standby 99 priority 150
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DLS1(config-if)# interface vlan 100
DLS1(config-if)# ip add 172.16.100.3 255.255.255.0
DLS1(config-if}# standby 100 ip 172.16.100.1
DLS1(config-if)# standby 100 preempt
DLS1(config-if)# standby 100 priority 150

DLS1(config-if)# interface vlan 200
DLS1(config-if)# ip add 172.16.200.3 255.255.255.0
DLS1(config-if)# standby 200 ip 172.16.200.1
DLS1(config-if)# standby 200 preempt

Configure IP routing, VLAN SVIs, and HSRP on DLS2.
DLS2(config)# ip routing

DLS2(config)# interface vlan 99

DLS2(config-if)# standby 99 ip 172.16.99.1
DLS2(config-if)# standby 99 preempt
DLS2(config-if)# interface vlan 100
DLS2(config-if)# ip add 172.16.100.4 255.255.255.0
DLS2(config-if)# standby 100 ip 172.16.100.1
DLS2(config-if)# standby 100 preempt
DLS2(config-if)# interface vlian 200
DLS2(config-if)# ip add 172.16.200.4 255.255.255.0
DLS2(config-if)# standby 200 ip 172.16.200.1
DLS2(config-if)# standby 200 preempt
DLS2(config-if)# standby 200 priority 150

Verify your configurations using the show vlan brief, show vtp status, show standby
brief, and show ip route commands. Output from DLS1 is shown here.

DLS1# show vlan brief

VLAN Name Status Ports

1 default active FaO0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/13, Fa0/14
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Fa0/15, Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Fa0/24, Gi0/1, Gi0/2

100 staff active

200 Student active

1002 fddi-default act/unsup
1003 trcrf-default act/unsup
1004 fddinet-default act/unsup
1005 trbrf-default act/unsup

How many VLANSs are active in the VTP domain?
3 vlans active

DLS1# show vtp status

VTP Version capable :1to03
VTP version running 12

VTP Domain Name : SWPOD
VTP Pruning Mode : Disabled
VTP Traps Generation : Disabled
Device ID : €840.406f.8b80

Configuration last modified by 172.16.1.3 at 3-1-93 00:18:32
Local updater ID is 172.16.1.3 on interface VI1 (lowest numbered VLAN interface found)

Feature VLAN:

VTP Operating Mode . Server

Maximum VLANSs supported locally : 1005

Number of existing VLANS 7

Configuration Revision 3

MD5 digest : OXAE OXEB 0x3A OxEB 0x28 0x23 0x1D 0x85

Ox7E 0x8C 0x70 0x56 0x03 0x70 0x29 0xB2

DLS1# show standby brief
P indicates configured to preempt.
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Interface Grp Pri P State Active Standby Virtual IP

Vi1 1 150 P Active local 172.16.1.4 172.16.1.1

VI100 1 150 P Active local 172.16.100.4 172.16.100.1

VI200 1 100 P Standby 172.16.200.4 local 172.16.200.1

What is the active router for VLANs 1 and 100? What is the active router for VLAN 200?
Interface Grp Pri P State Active Standby Virtual IP

VIl 1 150 P Active local 172.16.1.4 172.16.1.1

VI100 1 150 P Active local 172.16.100.4 172.16.100.1

VI200 1 100 P Standby 172.16.200.4 local 172.16.200.1

DLS1# show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S-1S, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - 1IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route, H - NHRP, | - LISP
+ - replicated route, % - next hop override

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 6 subnets, 2 masks
172.16.1.0/24 is directly connected, Vlanl
172.16.1.3/32 is directly connected, Vlanl
172.16.100.0/24 is directly connected, VIan100
172.16.100.3/32 is directly connected, Vlan100
172.16.200.0/24 is directly connected, VIan200
172.16.200.3/32 is directly connected, Vlan200
What would be the effect on virtual interface VLAN 100 if VLAN 100 had not been created?

o oo

Se crea la vlan 100
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Configure Spanning-Tree Root switches

Configure DLS1 to be the primary root for VLANs 99 and 100 and secondary root for VLAN
200. Configure DLS2 to be the primary root for VLAN 200 and the secondary root for
VLANSs 99 and 100.

DLS1(config)#spanning-tree vlan 99,100 root primary
DLS1(config)#spanning-tree vlan 200 root secondary

DLS2(config)#spanning-tree vlan 99,100 root secondary
DLS2(config)#spanning-tree vlan 200 root primary
Specify verification methods and mitigation techniques for attack types.

Complete the following table with the appropriate verification methods and mitigation
approaches for the attack types specified in the left column.

Attack Type Verification Mitigation
MAC address Show mac-address Configure port security
spoofing or flooding command Configure DHCP
snooping
DHCP spoofing View DHCP leases for Configure DHCP
discrepancies snooping
Unauthorized LAN Verification is  very Configure authentication
access difficult for this type of using AAA
attack

Part 2: Security Implementation
Storm Prevention

When packets flood the local area network, a traffic storm occurs. This could degrade
network performance. Storm control features help to protect against such an attack. Storm
control is typically implemented at the access layer switch ports to mitigate the effects of a
traffic storm before propagating to the network. Storm control can also be implemented on
trunk interfaces, including port-channel interfaces, to protect distribution-layer devices from
traffic saturation, which could have a much broader impact on the network.

Storm control can detect and mitigate storms of broadcast, unicast, or multicast traffic. As a
part of the configuration, you must specify what qualifies as a storm; either a rising and
falling threshold based on the percentage of an interface's bandwidth used (the storm is
recognized when X% of the interface bandwidth is used, and seen to be abated when Y%
of the interface bandwidth is used), or based on rising and falling thresholds measured in
either bits-per-second (bps) or packets-per-second (pps).
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Storm Control Command Options
0-100 0-100 Omitt  Falling and
Rising ) Rising is the high/low
Threshold Falling Threshold mark
0- 0-
storm-control  [unicast | bps 10,000,000,000 10,000,000,000
broadcast | multicast ] level [k|m]g] Rising [kimlg]  Falling
Threshold Threshold
0- 0-
S 10,000,000,000 10,000,000,000
PP [kimlgl Rising| [kimlg] Falling
Threshold Threshold

To accurately configure these levels, you must know of the amount of of these traffic types
flowing in your network during peak hours.

When a traffic storm is detected and storm control is configured, the default response is to
silently filter the traffic. Storm control can optionally be configured to either shutdown the
interface receiving the traffic storm or to send an SNMP trap to the NMS.

Enable broadcast storm control on access ports.

Enable storm control on Fast Ethernet ports 0/6 and 0/15 - 0/24 on ALS1 with the following
parameters:

Unicast storms will be noted at 65% bandwidth usage, and abated at 35% bandwidth
Broadcast storms will be noted at 1000 pps and abated at 300pps

Multicast storms will be noted at 40% bandwidth usage and abated at 25% bandwidth
If a storm is detected, send an SNMP trap.

ALS1(config}# interface range FastEthernet 0/6, £0/15-24
ALS1(config-if-range)# storm-control unicast level 65 35
ALS1(config-if-range)# storm-control broadcast level pps 1k 300
ALS1(config-if-range)# storm-control multicast level 40 25

ALS1 (config-if-range) # storm-control action trap

Verify the configuration with the show storm-control command. The output below is
showing the information for just fO/6; leaving the interface designation off would show
configuration information for all storm-control configured interfaces.

ALS1#sho storm-control fO/6 unicast

© 2014 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public. Page 18 of 174



o],
CIsCO. C(isco Networking Academy

Mind Wide Open”

Interface Filter State Upper Lower Current

Fa0/6  Forwarding 65.00% 35.00% 0.00%

ALS1#sho storm-control fO/6 broadcast
Interface Filter State Upper Lower Current

Fa0/6  Forwarding 1k pps 300 pps 0 pps

ALS1#sho storm-control f0/6 multicast

Interface Filter State Upper Lower Current
Fa0/6  Forwarding 40.00% 25.00% 0.00%
Demonstrate Storm Control Operation

To demonstrate the effects of storm control, configure unicast storm control on DLS1
interfaces FO/7 and FO/8 with purposely low numbers and then generate traffic from ALS1
that will cause the threshold to be exceeded.

At DLS1, configure FO/7 and FO/8 with the following:
DLS1(config)#int ran f0/7-8

DLS1(config-if-range)#storm-control unicast level bps 750 300
DLS1(config-if-range)#storm-control action shut
DLS1(config-if-range)#exit

At ALS1, issue the command ping 172.16.99.3 repeat 1000

Within a few seconds you will see a SYSLOG message on DLS1 indicating that a storm
had been detected and the interfaces shut down.

DLS1#

Oct 15 13:55:53.798: %PM-4-ERR_DISABLE: storm-control error detected on FaO/7,
putting Fa0/7 in err-disable state

Oct 15 13:55:53.823: %STORM_CONTROL-3-SHUTDOWN: A packet storm was detected
on Fa0/7. The interface has been disabled.

Oct 15 13:55:54.813: %LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/7, changed state to down

Oct 15 13:55:55.828: %LINK-3-UPDOWN: Interface FastEthernetO/7, changed state to
down
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Oct 15 13:56:25.070: %PM-4-ERR_DISABLE: storm-control error detected on Fa0O/8,
putting Fa0/8 in err-disable state

Oct 15 13:56:25.096: %STORM_CONTROL-3-SHUTDOWN: A packet storm was detected
on Fa0/8. The interface has been disabled.

Oct 15 13:56:26.085: %LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/8, changed state to down

Oct 15 13:56:27.100: %LINK-3-UPDOWN: Interface FastEthernet0/8, changed state to
down

Reset the storm control configuration on DLS1 FO/7 and FO/8

Because the interfaces are now shutdown due to an ERR-DISABLE, you have to manually
reset them by issuing the shutdown and no shutdown commands. While you do this,
remove the storm control from the interfaces.

DLS1(config)#int ran f0/7-8
DLS1(config-if-range)#shutdown
DLS1(config-if-range)#no storm-control unicast level bps 750 300
DLS1(config-if-range)#no storm-control action shut
DLS1(config-if-range)#no shutdown
DLS1(config-if-range)#exit

Configure port security

To protect against MAC flooding or spoofing attacks, configure port security on the VLAN
100 and 200 access ports. Because the two VLANSs serve different purposes—one for staff
and one for students—configure the ports to meet the different requirements.

The student VLAN must allow MAC addresses assigned to a port to change, because most
of the students use laptops and move around within the network. Set up port security so
that only one MAC address is allowed on a port at a given time. This type of configuration
does not work on ports that need to service IP phones with PCs attached or PC’s running
virtual machines. In this case, there would be two allowed MAC addresses. To enable
security on a port, you must first issue the switchport port-security command by itself.

The staff MAC addresses do not change often, because the staff uses desktop
workstations provided by the IT department. In this case, you can configure the staff VLAN
so that the MAC address learned on a port is added to the configuration on the switch as if
the MAC address were configured using the switchport port-security mac-address
command. This feature, which is called sticky learning, is available on some switch
platforms. It combines the features of dynamically learned and statically configured
addresses. The staff ports also allow for a maximum of two MAC addresses to be
dynamically learned per port.

Configure Basic Port Security

Enter the configuration for the student access ports on ALS2. To enable basic port security,
issue the switchport port-security command.
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Note: By default, issuing the switchport port-security command by itself sets the
maximum number of MAC addresses to 1, and the violation mode to shutdown. It is not
necessary to specify the maximum number of addresses, unless it is greater than 1.

ALS2(config)# interface range fastethernet 0/6, f0/15 - 24
ALS2(config-if-range)# switchport port-security

Verify the configuration for ALS2 using the show port-security interface
command.

ALS2#sho port-security interface f0/6

Port Security : Enabled
Port Status . Secure-up
Violation Mode : Shutdown
Aging Time : 0 mins
Aging Type : Absolute

SecureStatic Address Aging : Disabled

Maximum MAC Addresses :1

Total MAC Addresses 1

Configured MAC Addresses : 0

Sticky MAC Addresses :0

Last Source Address:Vlan :000c.2918.2e8b:200
Security Violation Count : 0

Configure Additional Port Security Parameters

Enter the configuration of the staff ports on ALS1. First, enable port security with the
switchport port-security command. Use the switchport port-security
maximum # of MAC addresses command to change the maximum number of MAC
addresses to 2, and use the switchport port-security mac-address sticky
command to allow the two dynamically learned addresses to be added to the running
configuration.

ALS1(config)# interface range fastethernet 0/6, f0/15 - 24
ALS1(config-if-range)# switchport port-security
ALS1(config-if-range)# switchport port-security maximum 2
ALS1(config-if-range)# switchport port-security mac-address sticky
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This time two MAC addresses are allowed. Both will be dynamically learned and then
added to the running configuration.

Verify the configuration using the show port-security interface command.

ALS1#show port-security int f0/6

Port Security : Enabled
Port Status . Secure-up
Violation Mode : Shutdown
Aging Time : 0 mins
Aging Type : Absolute

SecureStatic Address Aging : Disabled

Maximum MAC Addresses  : 2

Total MAC Addresses 1

Configured MAC Addresses : 0

Sticky MAC Addresses 1

Last Source Address:Vlan :000c.2915.800e:100
Security Violation Count : 0

Configure Error Disabled Port Automatic Recovery

Once a violation occurs on a port, the port will transition to an error disabled state. The
only way to clear a port that has been error disabled is to perform a shutdown command
and then a no shutdown on the interface. This method, of course, requires manual
intervention by an administrator.

Error disabled ports can be configured to automatically recover from port security violations
with the use of the errdisable recovery cause command. An interval can be configured
so that after a specified time the port will automatically clear the violation.

The command to verify the error disable configuration is the show errdisable recovery.

Configure the switch to automatically recover an error disabled port caused from a port
security violation. Notice there are many different options for which you can configure error
disable recovery. However, we will configure it only for port-security violation.

ALS1(config)# errdisable recovery cause ?

all Enable timer to recover from all error causes
arp-inspection Enable timer to recover from arp inspection error
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disable state
bpduguard Enable timer to recover from BPDU Guard error
channel-misconfig (STP) Enable timer to recover from channel misconfig error

dhcp-rate-limit Enable timer to recover from dhcp-rate-limit error
dtp-flap Enable timer to recover from dtp-flap error
gbic-invalid Enable timer to recover from invalid GBIC error
inline-power Enable timer to recover from inline-power error
link-flap Enable timer to recover from link-flap error
loopback Enable timer to recover from loopback error
mac-limit Enable timer to recover from mac limit disable state
pagp-flap Enable timer to recover from pagp-flap error
port-mode-failure Enable timer to recover from port mode change
failure

pppoe-ia-rate-limit ~ Enable timer to recover from PPPOE IA rate-limit
error

psecure-violation Enable timer to recover from psecure violation error

psp Enable timer to recover from psp

security-violation Enable timer to recover from 802.1x violation error

sfp-config-mismatch ~ Enable timer to recover from SFP config mismatch

error
small-frame Enable timer to recover from small frame error
storm-control Enable timer to recover from storm-control error
udld Enable timer to recover from udld error

vmps Enable timer to recover from vmps shutdown error

ALS1(config)# errdisable recover cause psecure-violation

Configure the recovery interval for 30 seconds. If no recovery interval is specified, the
recovery time defaults to 300 seconds.

ALS1(config)# errdisable recovery interval ?
<30-86400> timer-interval (sec)

ALS1(config)# errdisable recovery interval 30

Use the show errdisable recovery command to view the configuration.
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ALS1#sh errdisable recovery

ErrDisable Reason Timer Status
arp-inspection Disabled
bpduguard Disabled
channel-misconfig (STP)  Disabled
dhcp-rate-limit Disabled
dtp-flap Disabled
gbic-invalid Disabled
inline-power Disabled
link-flap Disabled
mac-limit Disabled
loopback Disabled
pagp-flap Disabled
port-mode-failure Disabled
pppoe-ia-rate-limit Disabled
psecure-violation Enabled
security-violation Disabled
sfp-config-mismatch Disabled
small-frame Disabled
storm-control Disabled
udld Disabled

vmps Disabled

psp Disabled

Timer interval: 30 seconds
Interfaces that will be enabled at the next timeout:
Configure IPv4 DHCP snooping

DHCP spoofing is a type of attack primarily where an unauthorized device assigns IP
addressing and configuration information to hosts on the network.

IPv4 DHCP servers reply to DHCPDISCOVER frames. These frames are generally
BROADCAST, which means they are seen all over the network. The attacker replies to a
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DHCP request, claiming to have valid gateway and DNS information. A valid DHCP server
might also reply to the request, but if the attacker’s reply reaches the requestor first, the
invalid information from the attacker is used. This can lead to a denial of service or traffic
interception.

Observe DHCP behavior before applying DHCP snooping

To validate this is happening, observe the current operation. On ALS1 reassign HOSTA on
f0/6 from VLAN 100 to VLAN 200. Run wireshark on HOST_A.

ALS1(config)# interface fastethernet 0/6
ALS1(config-if-range)# switchport access vian 100
ALS1(config-if-range)# exit

Change HOST_B's network configuration from a statically assigned address on vlan 200 to
use DHCP. Issue an ipconfig /renew on HOSTB.

EX Administrator: Command Prompt - ipconfig /renew 0| x|
C=sUszerssStudent>ipconfig ~renew

Windows IP Configuration

An error occurred while renewing interface Local Area Connection = unable to con
tact your DHCP server. Request has timed out.
An error occurred while releasing interface Loophack Pseudo-Interface 1 : The su

ctem cannot find the file specified.

C=sUszers~Student>ipconfig Arenew

Windows IP Configuration

An error occurred while renewing interface Local Area Connection = unable to con
tact wvour DHCP server. Request has timed out.

An error occurred while releasing interface Loophack Pseudo-Interface 1 : The su
ctem cannot find the file specified.

C:sUzerssStudent >ipconfig Arenew

Windows IP Configuration

Go back to Host A where Wireshark is running. HOST_A's Wireshark session will capture
the DHCPDISCOVER frame from Host B.
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ﬁ 9684 2088.017480 0.0.0.0 255,255,255 255 DHCP DHCP Discover - Transaction ID 087 cf233F
I+ DeCournus> eldps>euac Z0
= Bootp flags: Ox8000 (Broadcast)

1... +v-cs vue- v... = Broadcast flag: Broadcast
. 000 0000 0000 0000 = Reserwved flags: 0x0000

Client IP address: 0.0.0.0 (0.0.0.0)

your {(client) IP address: 0.0.0.0 (0.0.0.0)

Next serwver IP address: 0.0.0.0 (0.0.0.0)

rRelay agent IP address: 0.0.0.0 (0.0.0.0)

Client MmaC address: wvmware_Sb:dd:f8 (00:0c:29:5b:dd:f8)
Client hardware address padding: 00000000000000000000
server host name not giwven

Boot file name not giwven

Magic cookie: (OKD

= option: (£t=53,1=1) DHCP Message Type = DHCP Discowver

option: (53) DHCF Message Type
Length: 1
Value: 01

= option: (t=116,1=1) DHCP Auto-Configuration [ToDo]

4

option: (116} DHCP Auto-configuration [ToDo]
Length: 1

TV eam . M

LU

“ 9684 2088.017480 0.0.0.0 255.255.255.255 DHCP DHCP Discover - Transaction ID 0x87cf233f

# Frame 9684 (342 bytes on wire, 342 bytes captured)
# Ethernet II, Src: Vmware_5Sb:dd:f8 (00:0c:29:5b:dd:f8), Dst: Broadcast (ff:ff:ff:ff.ff:.ff

# Internet Protocol, Src: 0.0.0.0 (0.0.0.0),
= User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)

Source port: bootpc (68)

Destination port: bootps (&7)

Length: 308

Checksum: 0x68cd [validation disabled]

= Bootstrap Protocol

Message Type: Boot Request (1)
Hardware type: Ethernet
Hardware address length: 6
Hops: O
Transaction ID: Ox87cf233f
seconds elapsed: 26
Bootp flags: Ox8000 (Broadcast)

1... .... .... .... = Broadcast flag: Broadcast
. 000 0000 0000 Q000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0 (0.0.0.0)
Your {(client) IP address: 0.0.0.0 (0.0.0.0)

LI

Dst: 255.255.255.255 (255.255.255

L= = =]

m

3

f =]

-

255)

m

If Host A were an attacker, the attacker could craft DHCP server OFFER messages or

other DHCP sever messgages to respond to Host B’s DHCP request.

To help protect the network from such an attack, you can use DHCP snooping.

DHCP snooping is a Cisco Catalyst feature that determines which switch ports are allowed
to respond to DHCP requests. Ports are identified as trusted or untrusted. Trusted ports
permit all DHCP messages, while untrusted ports permit (ingress) DHCP requests only.
Trusted ports can host a DHCP server or can be an uplink toward a DHCP server. If a
rogue device on an untrusted port attempts to send a DHCP response packet into the
network, the port is disabled. From a DHCP snooping perspective, untrusted access ports
should not send any DHCP server responses, such as a DHCPOFFER, DHCPACK, or
DHCPNAK.

Configure IPv4 DHCP Snooping
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Enable DLS1 and DLS2 to trust DHCP relay information from ALS1 and ALS2 so that the
DHCP server can respond to the ALS1 and ALS2 trusted port requests. This is
accomplished using the ip dhcp relay information trust-all command.

DLS1(config)# ip dhcp relay information trust-all
DLS2(config)# ip dhcp relay information trust-all

Note: By default switches that relay DHCP requests will insert option-82 information, which
can be used for various management functions. When a switch receives a DHCP frame
that has option-82 information on an untrusted interface, the frame will be dropped. The ip
dhcp relay information trust-all command is one way to work around this
default behavior. It is not necessary to enable DHCP snooping on the distribution layer
switches, although this would allow DLS1 and DLS2 to trust ALS1 and ALS2 as relay
agents.

Configure ALS1 and ALS2 to trust DHCP information on the trunk ports only, and limit the
rate that requests are received on the access ports. Configuring DHCP snooping on the
access layer switches involves the following steps:

Turn snooping on globally using the ip dhep snooping command.

Configure the trusted interfaces with the ip dhcp snooping trust command. By
default, all ports are considered untrusted unless statically configured to be trusted.

Configure a DHCP request rate limit on the user access ports to limit the number of DHCP
requests that are allowed per second. This is configured using the ip dhcp snooping
limit rate rate in pps. This command prevents DHCP starvation attacks by limiting
the rate of the DHCP requests on untrusted ports.

Configure the VLANS that will use DHCP snooping. In this scenario, DHCP snooping will be
used on both the student and staff VLANSs.

ALS1(config)# ip dhcp snooping

ALS1(config)# interface range fastethernet 0/7 - 12
ALS1(config-if-range)# ip dhcp snooping trust
ALS1(config-if-range)# exit

ALS1(config)# interface range fastethernet 0/6, f0/15 - 24
ALS1(config-if-range)# ip dhcp snooping limit rate 20
ALS1(config-if-range)# exit

ALS1(config)# ip dhcp snooping vlian 100,200
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ALS2(config)# ip dhcp snooping

ALS2(config)# interface range fastethernet 0/7 - 12
ALS2(config-if-range)# ip dhcp snooping trust
ALS2(config-if-range)# exit

ALS2(config)# interface range fastethernet 0/6, f0/15 - 24
ALS2(config-if-range)# ip dhcp snooping limit rate 20
ALS2(config-if-range)# exit

ALS2(config)# ip dhcp snooping vian 100,200

Verify the configurations on ALS1 and ALS2 using the show ip dhcp snooping command.
ALS2# show ip dhcp snooping

Switch DHCP snooping is enabled

DHCP snooping is configured on following VLANS:

100,200

DHCP snooping is operational on following VLANS:

100,200

DHCP snooping is configured on the following L3 Interfaces:

Insertion of option 82 is enabled
circuit-id default format: vlan-mod-port
remote-id: 0017.95cf.1680 (MAC)
Option 82 on untrusted port is not allowed
Verification of hwaddr field is enabled
Verification of giaddr field is enabled
DHCP snooping trust/rate is configured on the following Interfaces:

Interface Trusted Allow option Rate limit (pps)

FastEthernet0/6 no no 20
Custom circuit-ids:

FastEthernet0/7 yes yes unlimited
Custom circuit-ids:

FastEthernet0/8 yes yes unlimited
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Custom circuit-ids:
Interface Trusted Allow option Rate limit (pps)

FastEthernet0/9 yes yes unlimited
Custom circuit-ids:

FastEthernet0/10 yes yes unlimited
Custom circuit-ids:

FastEthernet0/11 yes yes unlimited
Custom circuit-ids:

FastEthernet0/12 yes yes unlimited
Custom circuit-ids:

<...OUTPUT OMITTED...>

Verify IPv4 DHCP Snooping Operation

To verify DHCP Snooping is working, re-run the test conducted to observer DHCP
operation without DHCP snooping configured. Ensure WIRESHARK is still running on
HOST_A. Issue the ipconfig /renew command on HOST B. In this case, the
DHCPDISCOVER should NOT be seen at HOST_A.

Once validated, change ALS1 f0/6 back to VLAN 100 and make sure HOSTA and HOSTB
have valid static IP addresses assigned (HOSTA: 172.16.100.101/24, DFG 172.16.100.1,
HOSTB: 172.16.200.101/24, DFG 172.16.200.1).

Will DHCP replies be allowed to ingress access ports assigned to VLAN 2007?

How many DHCP packets will be allowed on Fast Ethernet 0/16 per second?

Configure AAA

AAA stands for Authentication, Authorization, and Accounting. The authentication portion of
AAA is concerned with the user being identified before being allowed access to the
network. Authentication is configured by defining a list of methods for authentication and
applying that list to specific interfaces. If lists are not defined, a default list is used.

For this network, it has been decided that AAA will be used for to validate users attempting
to log into the VTY lines of our network devices. For this lab, the AAA server will be a
radius server on Host C (172.16.99.50) connected to DLS1's FO/6 interface. There are
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many different radius server alternatives, but for this the program WinRadius will provide
the radius function and host the username/password database.
Configure Switches to use AAA to secure VTY line access

As it stands, all of the switches should have a statically assigned password of cisco
on the VTY lines. This is not a scalable configuration. It requires a single known
password, and manual modification of each switch individually as well as controlled
dissemination of that single known password. Using centralized authentication is a
much simpler method, where each user uses their own unique username and
password.

Configure PC-C to with the 172.16.99.50 with a default-gateway of 172.16.99.1.
Ensure that PC-C has connectivity to the gateway and all four switches.

Make the following configuration changes to all four switches:
Issue the aaa new-model global configuration command to enable AAA
ALS1(config)# aaa new-model

Configure a local user named lastditch with a privilege level of 15 and a password of
$cisc0123&

ALS1(config)# user lastditch privilege 15 password $cisco&

Configure the radius server to use authentication port 1812, accounting port 1813
and the shared key WinRadius

ALS1(config)# radius server RADIUS

ALS1(config-radius-server)# address ipv4 172.16.99.50 auth-port 1812 acct-port 1813
ALS1(config-radius-server)#key WinRadius

ALS1(config-radius-server)# exit

Configure the AAA authentication method REMOTE-CONTROL to use the radius
server and to fallback to the local database

ALS1(config)# aaa authentication login REMOTE-CONTROL group radius local
Configure the VTY lines to use the REMOTE-CONTROL authentication method
ALS1(config)# line vty 0 4

ALS1(config-line)# login authentication REMOTE-CONTROL
ALS1(config-line)# exit

Configure WinRadius

Use the instructions in Appendix A to setup, test, and run WinRadius. As a part of the
configuration, you should have the user account remote with the password cisco123.

Test centralized VTY line authentication
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Now from a host on the network, attempt to telnet to one of the switches. You should be
required to enter a username and password . Use the username of remote and the
password of cisco123. Authentication should be successful.

Shutdown unused port and move them to a Parking Lot

As an added layer of security to our campus architecture, ensure that all unused ports are
configured as static access ports, shutdown and moved away from VLAN 1 to an unused
VLAN named Parking_Lot. Verify that the ports are unused because applying this
configuration to trunk ports will adversely affect layer 2 connectivity.

Also, add another protective measure by suspending the state of the parking lot VLAN.
Repeat the below configuration on all unused switch ports on ALL switches.
ALS1(config)# interface range fa0/1 - 5, f0/14-16, gi0/1-2

ALS1(config-if-range)# switchport mode access

ALS1(config-if-range)# switchport access vlan 999

ALS1(config-if-range)# shutdown

ALS1(config)# vlan 999
ALS1(config-vlan)# state suspend
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Appendix A—WinRadius Server Installation

Note: A WinRadius (or comparable) server should be installed on your host platform for
this lab. If it is not, you can use the following procedure to download and install it. Check
with your instructor if you have questions regarding the RADIUS server installation.

Step 1: Download the WinRadius software.

A number of RADIUS servers are available, both freeware and for sale. This lab uses
WinRadius, a freeware standards-based RADIUS server that runs on Windows 7 and most
other Windows operating systems.

Note: The free version of the software can support only five usernames.

Step 2: Install the WinRadius software.

a. Create a folder named WinRadius on your desktop or other location in which to store the
files.

b. Search the web for winradius and download the latest version from a trusted website.

Instructor note: The instructions provided in this lab are for WinRadius 4.0. However, you
can use another RADIUS server if one is available.

c. Save the downloaded zip file in the folder created in Step 2a, and extract the zipped files
to the same folder. There is no installation setup. The extracted WinRadius.exe file is
executable.

d. You can create a shortcut on your desktop for WinRadius.exe.

Step 3: Configure the WinRadius server database.
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a. Start the WinRadius.exe application. WinRadius uses a local database in which it stores
user information. When the application is started for the first time, the following messages
are displayed:

Please go to “Settings/Database and create the ODBC for your RADIUS
database.

Launch ODBC failed.

b. From the main menu, select Settings > Database.

c. Click the Configure ODBC automatically button and then click OK. You should see a
message that the ODBC was created successfully. Exit WinRadius and restart the
application for the changes to take effect.

|5

o)

= Hd X 4+

18]

| Time

| Message

1
2

20081 2m27d 17hE5mIs
20081 2m27d 17h55mIs

Pleaze goto "Settings/D atabaze..." and create the ODBC for your RADIUS databasze.

Launch ODBC service failed.

ODBL settings E]

Please use 'Control panelfODBC' to set your RADIUS
database. Default database is "WinRadius.mdb’. *rou
can also add this database to your ODBC system by
clicking the following button.

Configure ODBC automatically

0DBC name: |W'inRadius

Note: Please input "yourQdbcName;
Uid=yourUsername;Pwd=yourPasswaord" if
username/password is needed.

User table name: |thUsers

Billing table name: |tbLngS

VolP table name: |thV|]|P

Refresh user information every 0 minutes

This database supports |dynasgl j

OK | Cancel |

Ok

d. When WinRadius starts again, you should see messages similar to the following:
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WinHadiug - 222

Operation LOG  Advanced  Settings Wiew  Help
S s @ x4+ -5 8¢ S
D | Tirne | Meszage
1 200807 2m27d 18hrm3ds 0 uzers were loaded.
2 2008u1 2m27d 18hrm3ds WAnR adivz iz nming OF, [Auth port=1812, Acct port=1813, Secret=winF adiuz).
3 2008y7 2m27d 18hfm3ds WinR adius iz waiting for MAS' request packets. If no request packet reached, please check your A5 configuration.
Ok

Instructor note: WinRadius listens for authentication on port 1812 and accounting on port
1813.

Step 4: Configure users and passwords on the WinRadius server.

Note: The free version of WinRadius can support only five usernames at a time. The
usernames are lost if you exit the application and restart it. Any usernames created in
previous sessions must be recreated. The first message in the previous screen shows that
zero users were loaded. No users had been created prior to this, but this message is
displayed each time WinRadius is started, regardless of whether users were created or not.

a. From the main menu, select Operation > Add User.

b. Enter the username remote with a password of cisco123.

c. Click OK. You should see a message on the log screen that the user was added
successfully.
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User name: Iremute

Password: I[:ist:lﬂ 23

Group: I

Calling address: I

Please fill MAC address or Calling number, thus this
user will be binded to this address. Empty means no
limitation, 0 means using first address of first login.

Cash prepaid: I p Cents

Expiry date: I

alid days since first login; empty means never

Mote: yyyy/mmidd means expiry date; digit means
expired.

Others: I

" Prepaid user * Postpaid user

Accounting method: IEasgd on Time j

Ok Cancel |

Step 5: Clear the log display.

From the main menu, select Log > Clear.

Step 6: Test the new user added using the WinRadius test utility.

a. A WinRadius testing utility is included in the downloaded zip file. Navigate to the folder
where you unzipped the WinRadius.zip file and locate the file named RadiusTest.exe.

b. Start the RadiusTest application, and enter the IP address of the RADIUS server. For
this lab, the RADIUS server is SRV1, and the IP address is 172.16.99.50.

c. Enter username remote and password ciscol23. Do not change the default RADIUS
port number of 1813 nor the RADIUS password of WinRadius.
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Note: Be sure to use the IP address of PC-C in this lab (172.16.99.50) when testing.

d. Click Send and you should see a Send Access_Request message indicating that the
server at 172.16.99.50, port number 1813, received 44 hexadecimal characters. On the
WinRadius log display, you should also see a message indicating that user remote was

authenticated successfully.

_|8] x|
Operation LOG  Advanced  Settings  Wisw  Help
b ea x+t-51 s I
jin] | Time | Message I
1 2014y10mZ&d 10h15mSEs User {remote) authenticate O,
]
Radius IP: 172.16.99.50 Radius Port: 1813
e e IAccess_Hequest j Secret: I WinRadius
Ssciians remote P d: | cisco123
Send I Performance test | Clear |
Send Access_Request
Process 1 circle need 1 millisec.
From IP=172.16.99.50, Port=1813, Size=44.
Received 02 01 00 2c 37 be 19 a8 24 e5 d6 4b 92 b6 03 b2 a8 06 77 bd
1b 06 00 98 96 7150 12 06 7f 1d e4 3b 65 35 5f 49 ec a4 b9
4d 5d ad ba
OK MUM
'/ start

RN - ] J BN Command Prompt | i RadiusTest P 172.16.99.3 - PuTTY | b winRadius - 777

e. Close the RadiusTest application.
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Chapter 10 Lab 10-2, Securing VLANs

Topology
HSRP Gateway Addresses
VLAN IP Address VLAN Purpose
1 172.16.1.1/24 150 Server-farm
100 172.16.100.1/24 151 Isolated
200 172.16.200.1/24 152 Community
Fa0/11 DLS2
|: Fa0is LS Fa0/6 ﬁ
“ ) _
Host C —

IS
-y — " - Zg

va Fa0/12 Fa0/12
Host A Host B

All Switch-to-Switch Connections
Are802.1Q trunks

Objectives

e Secure the server farm using private VLANS.
e Secure the staff VLAN from the student VLAN.
e Secure the staff VLAN when temporary staff personnel are used.

Background

In this lab, you will configure the network to protect the VLANs using router ACLs, VLAN
ACLs, and private VLANSs. First, you will secure the new server farm (Host C) by using
private VLANSs. Service providers use private VLANSs to separate different customers’ traffic
while utilizing the same parent VLAN for all server traffic. The private VLANSs provide traffic
isolation between devices, even though they might exist on the same VLAN.

You will then secure the staff VLAN from the student VLAN by using a RACL, which
prevents traffic from the student VLAN from reaching the staff VLAN. This allows the
student traffic to utilize the network and Internet services while keeping the students from
accessing any of the staff resources.

Lastly, you will configure a VACL that allows a host on the staff network to be set up to use
the VLAN for access but keeps the host isolated from the rest of the staff machines. This
machine is used by temporary staff employees.
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Note: This lab uses Cisco Catalyst 3560 and 2960 switches running Cisco 10S 15.0(2) IP
Services and LAN Base images, respectively. The 3560 and 2960 switches are configured
with the SDM templates “dual-ipv4-and-ipv6 routing” and “lanbase-routing”, respectively.
Depending on the switch model and Cisco 10S Software version, the commands available
and output produced might vary from what is shown in this lab. Catalyst 3650 switches
(running any Cisco I0S XE release) and Catalyst 2960-Plus switches (running any
supported Cisco 10S image) can be used in place of the Catalyst 3560 switches and the
Catalyst 2960 switches.

Required Resources
e 2 switches (Cisco 2960 with the Cisco IOS Release 15.0(2)SE6 C2960-
LANBASEK9-M image or comparable)

e 2 switches (Cisco 3560 with the Cisco IOS Release 15.0(2)SE6 C3560-
IPSERVICESK9-M image or comparable)

e 4PCs
e Ethernet and console cables

Prepare the switches for the lab

The instructions in this lab assume that the switches are running using the final
configuration from Lab 10-1 "Securing Layer 2 Switches".

Configure private VLANS.

Private VLANs are an option when you have multiple devices in the same broadcast
domain, but need to prevent them from communicating from each other. A good example is
in a server farm where the servers do not need to receive other server's broadcast traffic.

In a sense, private VLANSs allow you to sub-divide the layer 2 broadcast domain. You are
able to associate a primary VLAN with multiple secondary VLANS, while using the same IP
address space for all of the devices.

Secondary VLANs are defined as one of two types; either COMMUNITY or ISOLATED. A
secondary community VLAN allows the hosts within the VLAN to communicate with one
another and the primary VLAN. A secondary isolated VLAN does not allow hosts to
communicate with others in the same isolated VLAN. They can only communicate with the
primary VLAN.

A primary VLAN can have multiple secondary community VLANS associated with it, but
only one secondary isolated VLAN.

Configure VTP

VTP version 2 does not support PVLANS, so any switches that must host a PVLAN port
have to be in transparent mode and the PVLANs have to be manually configured. VTP
version 3 does support PVLANS, so the configuration only has to be done in one place.

a. Convert all switches to VTP version 3, and configure a VTP password of cisco123. Configure all four
switches. An example of DLS1 configuration follows:

DLS1 (config)# vtp version 3
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Aug 4 12:39:11.944:  $SW VLAN-6-OLD CONFIG FILE READ: 01d
version 2 VLAN configuration file detected and read OK. Version
3

files will be written in the future.
DLS1 (config) # vtp password ciscol23
Setting device VTP password to ciscol23
DLS1 (config) # exit

b. Configure DLS1 to be the primary switch for VLANS.

DLS1# wvtp primary vlan

This system is becoming primary server for feature vlan
No conflicting VTP3 devices found.

Do you want to continue? [confirm]

DLS1#

Aug 4 12:40:44.680: %$SW_VLAN-4-VTP PRIMARY SERVER CHG:
e840.406f£.7280 has become the primary server for the VLAN VTP
feature

DLS1#

Step 2: Configure the Primary Private VLAN

a. Based on the topology diagram, VLAN 150 will be used as the VLAN for the new server
farm. On VTP server DLS1, add VLAN 150, name the VLAN server-farm and exit vlian
config mode. This allows VLAN 150 to be propagated to the other switches in the
network. In addition, configure DLS1 as the root bridge for VLANs 150, 151, and 152.

DLS1 (config) # wvlan 150

DLS1 (config-vlan) # name SERVER-FARM

DLS1 (config-vlan)# exit

DLS1 (config) # spanning-tree vlan 150-152 root primary

b. Once this is complete, verify that VLAN 150 is preset in the database on DLS2.

Step 2: Configure interface VLAN 150 at DLS1 and DLS2:

DLS1 (config) # interface wvlan 150
DLS1 (config-if)# ip address 172.16.150.1 255.255.255.0

DLS2 (config) # interface vlan 150
DLS2 (config-if)# ip add 172.16.150.2 255.255.255.0

Step 3: Create the PVLANs on the VTP server

b. Configure the new PVLANs on DLS1. Secondary PVLAN 151 is an isolated VLAN,
while secondary PVLAN 152 is used as a community PVLAN. Configure these new
PVLANSs and associate them with primary VLAN 150.

DLS1 (config) # vlan 151
DLS1 (config-vlan) # private-vlan isolated
DLS1 (config-vlan)# exit
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DLS1
DLS1
DLS1
DLS1
DLS1
DLS1
DLS1
DLS1

config)# wvlan 152

config-vlan)# private-vlan community
config-vlan) # exit

config)# wvlan 150

config-vlan) # private-vlan primary
config-vlan) # private-vlan association 151,152
config-vlan) # exit

config) #

~ o~~~ o~~~ —~

c. Verify the PVLANS propagate to the other switches.

DLS2# show vlan brief | include active

1 default active Fa0/1, Fa0/2,
Fa0/3, Fa0/4

99 Management active

100 STAFF active

150 SERVER-FARM active

151 VLANO151 active

152 VLANO0152 active

200 STUDENTS active

666 NATIVE DO NOT USE active

d. Verify the creation of the secondary PVLANSs and their association with the primary
VLAN using the show vlan private-vlan command. Note that no ports are currently
associated with these VLANS. This is expected behavior.

DLS1l#show vlan private-vlan

Primary Secondary Type Ports
150 151 isolated
150 152 community

DLS2# show vlan private-vlan

Primary Secondary Type Ports
150 151 isolated
150 152 community

Configure support for routing of PVLANSs
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The private-vlan mapping interface configuration command permits PVLAN traffic to be
switched through Layer 3. Normally you would include all the secondary VLANSs to allow for
HSRP to work, but for this example we will not include a mapping VLAN 151 on DLS2 so
we can demonstrate the isolation of VLAN 151. Configure these commands for interface
VLAN 150 on DLS1 and DLS2.

DLS1 (config) # interface vlan 150
DLS1 (config-if) # private-vlan mapping 151-152
DLS1 (config-if) # end

DLS2 (config) # interface wvlan 150
DLS2 (config-if) # private-vlan mapping 152
DLS2 (config-if) # end

Will hosts assigned to ports on private VLAN 151 be able to communicate directly with
each other?

No

Step 4: Configure host access to PVLANs

e. On DLS1, configure interface FastEthernet 0/6 so it is in private-vlan host mode and has
association to VLAN 150:

DLS1 (config) # interface fastethernet 0/6

DLS1 (config-if) # switchport mode private-vlan host

DLS1 (config-if)# switchport private-vlan host-association 150
152

DLS1 (config-if) # exit

f. Use the show vlan private-vlan command and note that the ports configured are
currently associated with these VLANS.

DLS1#show vlan private-vlan

Primary Secondary Type Ports
150 151 isolated
150 152 community Fa0/6

g. On DLSZ2, configure the Fast Ethernet ports that are associated with the server farm
private VLANSs. Fast Ethernet port 0/6 is used for the secondary isolated PVLAN 151,
and ports 0/18-0/20 are used for the secondary community VLAN 152. The switchport
mode private-vlan host command sets the mode on the interface and