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RESUMEN

El presente trabajo comprende una pequefa configuracion que sirve de base para
calificar los conocimientos que adquirimos en el Diplomado de CISCO, ésta
configuracién se realiza para una empresa de Tecnologia que posee tres sucursales
distribuidas en las ciudades de Bogot4, Medellin y Bucaramanga, en donde el
estudiante sera el administrador de la red, el cual deber& configurar e interconectar
entre si cada uno de los dispositivos que forman parte del escenario, acorde con los
lineamientos establecidos para el direccionamiento IP, protocolos de enrutamiento
y demas aspectos que forman parte de la topologia de red.



INTRODUCCION

Esta prueba de habilidades practicas la cual la realicé mediante la herramienta
Packet Tracer, es una actividad final en donde como estudiante del presente
Diplomado adquiri destreza y un alto grado de desarrollo de las competencias y
habilidades de los temas que fueron dados a través del presente diplomado de
profundizacién para el disefio e implementacion de soluciones integradas
LAN/WAN.

Esta actividad la realicé con cada uno de los escenarios propuestos, me acompafé
del curso de la plataforma NetAcad para lograr realizar la respectiva configuracion
de cada uno de los dispositivos que nos solicitaron en la guia de actividades,
realizando un paso a paso y detallando cada actividad.



1. OBJETIVOS

1.1. OBJETIVO GENERAL

- Desarrollar las habilidades adquiridas en el curso del Diplomado de
Profundizacién de CISCO.

1.2. OBJETIVOS ESPECIFICOS

- Adquirir conocimientos acerca de la configuracion de diferentes dispositivos
necesarios en una red LAN/WAN.

- Adquirir destreza en el manejo del programa Packet Tracer.

- Terminar con éxito el Diplomado de Profundizacién de CISCO.



2. DESCRIPCION DEL ESCENARIO PROPUESTO

2.1. ESCENARIO:

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Bogota, Medellin y Bucaramanga, en donde el estudiante sera el administrador de
la red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

2.2. TABLA DE CONFIGURACION

Drecchonamiento Mormbre

a0 192,158.30.0/24 Administracidn
40 192,168.40.0/24 Mercaden
2k 197 168, 200,024 Mantenimiento
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2.3. TOPOLOGIA DE RED

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

B/MANGA

192.168.99.3
192.168.99.2
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3. ACTIVIDADES A REALIZAR

3.1. Configurar el direccionamiento IP acorde con la topologia de red
para cada uno de los dispositivos que forman parte del escenario.

¥ Cisco Packet Tracer - C:\Users\AulaZ\Desktop\Final. pkt
Fie Edt Optonrs View Tooks Extensions Help

—nn 1
Logical [Root] [New Cluster| |Move Object] Set Tiled Background Viewport Environment: 21:31:30
~
4 =
L

5

—’Fc T 194 E‘
R2 ServerPT

Internet PC Vieb Server X

]

-
MEDELLIN ] ig"a LI

1441 1941
R3

g - e e e o=
2ssofasT 2sofasT 5
=, =

PCRT PCAT

PC-A PCC

<

G G e G A

1041 | | 2001 | | 2911 [81910x BiowGw | 820 | | 1290 | | 4321 Generlc Generc | 1841 282 2200 | 2811 .

<

a-mﬂ. =

Imagen 1.

sers\Aula2\ Deskiop\Final. pkt

¥ Internet PC ] % Environment: 06:19:30

Physical  Corfig  Deskiop  Programming  Attributes LS
|-
! =]
PCPT
Intemet PC IP Configuration
O pHeP @ static x
1P Address [ 209.165.200.230 | (k
MEDELLIN i
Subnet Mask | 255.255.255.248 |
Default Gateway ‘ZDQ.].ES.ZDU.ZES ‘ .
DNS Server [0.0.00 | e
b
IPv6 Configuration —
29 O DHCP © Auto Config @ Static =
1Pv6 Address [ 1] .

; 1Pv6 Gateway [

1Pv6 DNS Server [

|
Link Local Address [Fesn::201:96FFFESLD7A8 |
|
|

<

[ 7ep

Time: 01:48:40 | ‘Puwe( Cyde DewuesHFastFo(

b deahembadl 5 v e 1 1ol e e e e ko e e L
I:l 1941 2901 2911 81910X BIHGW 829 1240 4321 Generic Genmeric | 1841 | 2620MM 2621XM 2811

<

’EIE - m i . P670XM

Imagen 2.

12



Cisco Packet Tracer - C:\Users\Aula2\Desktop\Final.pkt
P P

Fie Edt Optons Vew Tools Extensons Help

Logical Back [Root]

JX 209, 165,200,230

PCFT 194
Internet PC

ServerPT
Web Server

172.31.21.0/30

ser 0/0/0

B/MANGA

MEDELLIN 172.31.21.1

1941

PP —,
PECH FEig 2aof2atT

-
PCPT PCPT
PC-A PC-C

<

Physical  Config =~ CLI  Attributes

105 Cammand Line Interface

B — [m]

TSGK bytes of non volatile configuration memory
24985€X bytes of ATA System CompactFlash 0 (Read/Write)

--- System Configuration Dialog ——-

Would you like to enter the initial configuration dialog? [yes/
ne]: no

Press RETURN to get starsed!

Router>enable
Routergconfig ©

Enter configuration commands, one per line.
Router (config) ¢hostname R1

Bl (config) $enable secret class

BL(config) tinterface ser 0/0/0

Bl (config-if)#description conectado a B2
BL(config-if)#ip address 172.31.21.1

% Incomplete command.

RBL(config-if)#ip address 172.31.21.1 255.255.255.252
Bl(config-ifit

End with CNTL/Z

Cirl+F6 to exit CLT focus

Time: 02:28:27 | ‘Puwﬂ Cyde DemcEsHFastFnrward'ﬁmE

pF ] Fe T
—

O1ep

FE
B
x
Q,
@

"

Realtime

]

Imagen 3.

B Cisco Packet Tracer - C:\Users\Aula2\Desktop!Final. pkt
Fle Edit Optons View Tools Extensions Help

Logical Back [Root] INew Cluster{ [Miove Objec] Set Tiled Background Viewport Environment:
@ 209.165.200.230 BOGOTA
g ser 00/1 ser 0jofo i
PT
Intormet P 17231 21 2 RZ 172 31231 Server-PT
Web Server
172‘31‘21‘0130 172 31.23.0/%0
ser 000 17231211 ser 0/0/1
MEDELLIN BT
bt: 151 1941
R3
- —————
sofo4rT 20s0f24TT
4 4
PCPT PC-PT
PC-A pPCC
& >

Time: 06:50: 16 | ‘Puwe( Cyde Dewces"FastFomard‘ﬁme

] P
1

=l

Imagen 4.

Remote Network
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® Cisco Packet Tracer - C:\Users’

Opt

la2\Desktop\Final.pkt

Logical

INew Cluster| |vove Objec] Set Tiled Background Viewport Environment: 14:07:30

209.165,200.230

4

e e e e e

7
PCPT
Internet PC

ser o/ojo

MEDELLIN

mecfaarT

<

203.165.200.225
90/0 s,

10.10.10.11

BOC
ser 0071
172.31.21.2 Server-PT

Web Server

172.31.23.0/30
172.31.21.0/30
172.31.23.2
ser 0/0/1
B/MANGA
104 192.168.4.1

17231211

1941
RS lo 5 192.168.5.1

lo 6 192.168.6.1

) e e )
2960f24TT

g
PC-PT

e PCPT

®R3 ,

Physical  Config LI Attibutes

105 Command Line Interface

o *

T3 (config 1) fip =ddress 152.160.3.1 255.255.
23 (config-if) fexit

23 (config)3intertace 1o §

23 (config-if)gip address 152.169.5 1 255.255.
% 152.1€8.4.0 overlaps with Locpbacki
R3(config-if) fexit

R3(config) #interface lo 4

R3(config-if) #ip address 152.1€8.4.1 255.255
Bad mask OxFFESFFIC for address 152.1€6.4.1
23 (config-if) fip address 152.1€8.4.1 255.255
23 (config-if) gexit

23 (config)3interface 1o 5

R3(config-if)$ip address 1%Z.1€8.5.1 255 255
R3(config-if) fexit

R3(config) #intexface lo €

7520

252.0

.255.124

255.255

255255

23 (config-if)#
AL

changed state to up

%LINEPROTG-5-UBDOWN: Line protocol on Interface Loopbacke,
changed state to up

23 (config-if) #ip address DEPPRUTIRIR 255.255.255.258
23 (config-if) fexit
23 (configl?

v

Cirl+F6 to exit CLI focus

Time: 07:39:41 | ‘Puwer Cyde DemcesllFast Forward Time|

dIm s we
—

Orop

=l

Imagen 5.

Logical Back Root] INew Cluster| [Miave Objec] t Tiled viennort 22:15:30
®s - o x A
4 209.165.200.230 208.165.200.225 10.10.10. 11
90/0 =z,
——————— e P e Physical | Config ~ CLI Attrbutes
é ser 0/0/1
. ‘;C Tpc atats :;1\ ser0jofo sovaraT 105 Command Line Interface
nterne . Web Server S3(vian) #vian 000 name mantenimiento o
VLAN 200 added:
Name: mantenimiento
172,31.23.0/30 S3(vlan)gexic
172.31.21.0/30 APPLY completed.
Exiting..
S3gconfig €
172.31.23.2 Enter configuration commands, one per line. End with CNIL/Z.
= ser 0/0/1 53(config)$ip address 1352.1€8.5%.3 255 255 255 2852
ser 0, -
=Skl BJMANGA % Invalid input detected at '~' marker.
MEDELLIN
1:;1 o4 152.188.4.1 S3(config)#ip address 152.165.55.3
kN lo 5192.168.5.1 -
% Invalid input detected at '~' marker.
lo6152.168.6.1
S3(config)#interface vlian 200
S3(config-if)#
192.168.99.2 e e ) TRTERS SLINE-5-CHANGED: Interface V1an200, changed state to up
EC 2e0fesTT
S3(config-if)#ip address 192.163.99.3 255.255.255.252
Bad mask /30 for address 152.1€8.55.3
S53(config-if)#ip address 192.1€8.59.3 255.255.255.248
S3(config-if)fexic
53 (configis] hd
PPt e CUl476 to ext AT focus
PC-A e
<
Time: 42:18:26 | |iner Cycle Demms"FastForward'ﬁme O1ep

9= S 0

©
[

&l

Imagen 6.

Imagenes 1, 2, 3, 4, 5y 6 — Configuracion IP, (23-05-2018) “Elaboracién propia”.
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3.2.
criterios:

Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes

OSPFv2 area 0
Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 2222
Router ID R3 3.3.33
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 128 Kb/s
Ajustar el costo en la métrica de S0/0 a 7500

R1:

Configuration Item or Task

Specification

Router ID R1

1.111

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para 128 Kb/s
enlaces seriales en
Ajustar el costo en la métrica de S0/0 a 7500

N = O S S o o Tl
‘-.‘g'u‘gﬁ"ﬂq‘/@z@/@ﬁﬁa
L - 0 X
Logical Back [Raat] ew Cluster Environment: 06:43:30
. ~
_L /;?LE] —— 205.155.200.225 oot Physicsl  Config  CUI  Attributes
[=20
b g ———— O o o 105 Command Line Interface
BOGOTA - )
. ser 0/0/1 " =]
PCPT 1723112 2‘2‘1\ ser 0/jof0 d
InternetPC 172.31.23.1 wel X
172.31.23.0/30
172.31.21.0/30 Q,
172.31.23.2 [}
ser 0/0f1
ser 0o 172.31.21.1 i‘f_’ B/MANGH iy
MEDELLIN 1941 o 4 19
R3 -
bt 2
172.31.21.5 o523 -
lo6 19
=
192.168.99 P o 192.168.99.3
2060f24T 2960f24TT
a1config-1i9)2n n 1
21(config-if)2ip cspf cest 7500
21 tcontagoicrs] 5
D D Cirl+F6 to exit CLI focus Copy Paste
=
= = =
pCPT — )|
PC-A e A
< [ 7op >
Time: 45:46:21 | [power Cycle Devices][Fast Forward Time] i
SIE 5 WS
=l

Imagen 7 — Configuracion R1, (23-05-2018) “Elaboracion propia”.
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R2:

Configuration Item or Task

Specification

Router ID R2

2222

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para

enlaces seriales en

128 Kb/s

Ajustar el costo en la métrica de S0/0 a

7500

Logical [ ex Root]
—lj\iﬁj 209.165.200.230 209.165.200.225 10.10.10.11
o/
O, —_— PR L. Y ———
[P —— UTUTI—EOGDTA 0. 90/
=, ser
PCPT 172.31.21.2 .?21\“’ oiofo
IntemetPC EREERN
1723123030
17231200/
1723
sl
s 0 & 17331911 =
o Ly |
MEDELLIN | i 1841
g1 R3
17231215
192.168.99.2 g g ——— 192.168.93.3
F__F
PCET
PC-A
<

Time: 46:24:21 | ‘Fuwir Cyde DEViDES"FEsl Forward Time|

¥ R2

O

X

Physical  Config O Atrbutes
105 Command Line Interface
R2>enable
Dassword:

R2gconfig t
ZInter configuraticn commands, cne per line.
R2(config) ¢router ospf 1

RZ (config-router) #router—id 2.2.2.2

RZ(config-router)?
from LOADING to FULL, Loading Done

R2{config-router)#interface s0/0/0
R2(config-if)$bandwidcth 128
R2{config-if)fexit

R2{config) ¢interface s0/0/1
R2Z(config-if)#bandwidth 128
RZ(config-if)fexit

RZ{config) §interface s0/0/0
R2(config-if) #ip ospf cost 7500
R2{config-if)gexit

R2(config) g

End with CNTL/Z.

R2(config-router)#network 172.31.21.0 0.0.0.3 area 0

22:16:56: $0SPF-5-ADJCHE: Process 1, Nbr 1.1.1.1 on Serial/0/1

Cirl+F6 to exit CLI focus

O 7ep

Copy

Paste

~

IImswe g
™

-

Imagen 8 — Configuracion R2 - (23-05-2018) “Elaboracion propia”.

Remote Network.
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R3:

Configuration Item or Task

Specification

Router ID R3

3.3.3.3

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para
enlaces seriales en

128 Kb/s

Ajustar el costo en la métrica de S0/0 a

7500

.{? 209.165.200,230 oI 200 275 10.10.10.11
b b s o
o) _,.___.__07071_ R ——
o ser
941
T ‘:H{Tpc w2 [ Nerain Server-PT
nteme 17231231 Web Server
172.31.23.0/30
172.31.21.0/30
\72.31231
ser 0/0/1
S0P B 31001 BIMANGA
.
MEDELEN | 1941 41821841
a1 R3
17231915 lo 5192.168.5.1
o 6 192.168.6.1
192.168.99.2 g I ——— i 152168393

B3
Physical  Config  CUI  Atfributes
108 Command Line Interface
R3renable
Password:

R3fconfig ©
Enter configuration commands, one per line.
23 (config) frouter ospf 1

23 (config-router) frouter—id 3.3.3.3

23 (config-router) fnetwork 172.31.23.0 0.0.0.3 area 0
23 (config-router) fpassive-interface lo 4

23 (config-router) fpassive-interface lo 5

23 (config-router) fpassive-interface 1o €

23 (config-router) dexit

23 (config) finterface s0/0/1

23 (config-if) ¢bandwidth 128

23 (config-if) fexit

End with CNTL/Z.

~

23 (contig) ]
Ctrl+F6 to exit CLI focus Copy Faste
=
A
PC-A e i )
¢ e pe™-
Time: 46:38:51 ‘PuwerCydeDev\cesHFastFurwam'ﬁmE‘ Realtime
-
dIm TS o
Huuser
7 <
@ Remote Network

Imagen 9 — Configuracion R3 -(23-05-2018) “Elaboracion propia”.
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Verificar Informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

ket Tra

Desktop\Final.pkt

Time: 47:00:58 | |Pmuer Cyde DEvlcEs”Fasl Forward Time

Environment: 20:14:30

——
Logical Back [Reot] B - u} X
209, 165.200.230 209.165.200.225 10.10.10.11
—lf & [ pp— Physical  Config  CLI  Attributes
J .o
- e g o e — — % o 90/ e e e o ]
CEEIED 105 Command Line Interface
_— ser 0/0/1
PCPT 172.31.21.2 :;1" ser 0jofo ~
InternetPC e
172.31.23.0/30
172.31.21.0/30
1
ser 0/of0 172.31.21.1
19:55:15: ¥0SPF-S-ADJCHG: Process 1, Nbr 2.2.2.2 on Serial0/0/0
MEDELLIN y from LORDING te FULL, Loading Done
bt T
17231215 Rlrenable
Password:
Rlgshow ip ospf neighbor
192.168.99.2 g ———— g 192.163.99.
2960f24TT 2eofarT Neighbor ID Pri  State Dead Time Address
Interface
z.z.2.2 o FULL/ - 00:00:3€ 17z.31.21.2
Serial0/0/0
n1g v
2 A Chrl+F6 to exit CLI focus
PCPT e
PC-A or -
<
[ Top

"

G ‘P{‘)I?.me,q'

YIm A 0E o
R

Imagen 10 — Enrutamientos -(23-05-2018) “Elaboracién propia”.

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface.

v

Time: 47:03:30 | |Puwer Cyde Devlues”FEsl Forward Time|

O Tep

Logical R — [m] %
209, 165,200,230 209.165.200.225
—lD/Q\o S0 00101 Physcal  Config  CLI  Arbutes
), " = 00/1
. ser 0foj1 CooOTA 10 Command Line Interface
PCPT 17231212 :;1\521 ofoj0
Internet PC RS Neighbor ID Pri  State Dead Time Address
Interface
2.2.2.2 o FLLs - 00:00:3¢  172.31.21.2
172.31.23.0/30 Serialo/o0/0
172.31.21.0/30 Rlgshow ip ospf imterface
Serialo/o0/0 is up, line protocel is up
1 Internet address is 172.31.21.1/30, Area O
Process ID 1, Router ID 1.1.1.1, Network Type BOINT-TO-BOINT,
ser 0/0/0 T Cost: 7500
Transmit Delay is 1 sec, Svate DOINT-TO-POINT, Prioricy 0
MEDELLIN d Mo designated router on this network
e No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 20
17231215 * gueed, . . S
Retransmit 5
Helle due in 00:00:04
Index 1/1, £lood queue length 0
= o Next 0x0(0) /020 (0)
s I 192,168,953 Last flood scan length is 1, maximum is 1
29s0fa4TT 2960feaTT Last flood scan time is 0 msec, maximm is 0 msec
Meighbor Count is 1 , Adjacent neighbor couat is 1
Adjacent with neighbor 2.2.2.2
Suppress hello for 0 neighbor(s)
R13|
. | ot ettt s
PCAT PCPT
PC-A e
<

. i

Real

>Im s wE o
™

Imagen 11 — Configuracién interfaces OSPF - (23-05-2018) “Elaboracion propia”.
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e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

0 Packet Trac

Logical
"l XQEJ 209,165.200,230 209.165.200.225 10.10.10.11
900 <y
_— g Y 1/} RU——
g_.._——- 07071—3050.” - 90/
= ser
PCFT 172.31.21.2 s;l‘ ser 0o/
IntemetPC FRELRa
172.31.22.0/30
172.31.21.0/30
000 £ 17231010
MEDELLIN |
1
17231215
192.168.55.2 =i 121589
20eofaT 2950f2aT
=
PCT pCrT
PC-A e e
<
Time: 47:04:51 | Paner Cyde Devices[Fast Forward Tme

O ep

L3 - m] x

Physial  Config  CLT  Attributes
105 Command Line Interface
Edjacent with neighbor 2.2.2.2 -

Suppress hello for 0 neighbor(s)
Rlgshow ip ospf protocols

% Invalid input detected at '’ marker.
Rl#show ip protocols

Routing Protoeol is "ospf 1"
Outgoing update filter list for all imterfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Wetworks:

172.31.21.0 0.0.0.3 area @
Passive Interface(s):

GigabitEthernet(/o.1
Routing Information Sources:

Gateway Distance Last Update
1.1.1.1 110 00:17:32
2.2.2.2 110 00:11:53
Distance: (default is 110}
14 v

Ctrl+F6 to exit CLI focus

Realtin

IIE S 0E o

<

Time: 47:05:50 | ‘Powarcyde Demces”FastFomard'ﬁma

Logical Back [Root] B - O X
209.165.200.230 209.165.200.225 10.10.10.11
&Q 0, Physical  Config  CLI  Attributes
90/0 gz, o001
— — e o [ ——
I 105 Command Line Interface
= ser 0/0/1 941‘
PCPT matara fay VOO0 Cateway Distance Tast Update ~
Internet PC 172.31.23.1 l1.1.1.1 110 00:17:32
1.2.2.2 110 00:11:53
Distance: (default is 110)
172.31.23.0/30
172,31.21.0/30 Rlgshow ip ospf interface
Seriald/0/0 is up, line protocol is up
1 Internet address is 172.31.21.1/30, Area O
Process ID 1, Router ID 1.1.1.1, Network Type POINT-TG-BOINT,
ser 0/0f0 172302101 Cost: 7590 ) )
Transmit Delay is 1 sec, State POINT-TO-FOINT, Priority 0
MEDELLIN J No designated router on this network
’ No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
LA Retransmit §
Hello due in 00:00:05
Index 1/1, flood queue length 0
S A Next 0x0(0)/0x0(0)
LEIEEEE ———— 192, 168.5%% Last £lood scan length is 1, maximum is 1
29802417 2960241 Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 2.2.2.2
Suppress hello for 0 neighbor(s)
14| ¥
F A Cirl+F6 to exit CLI focus
PCAT PC-PT
PC-A e

Oop

Environment: 22

p =1 Pa- TIPS
[

==

Iméagenes 12 y 13 — Configuracion routers e interfaces -(23-05-2018) “Elaboracion

propia”.
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3.3. Configurar

VLANS,

Puertos troncales,

puertos de acceso,

encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches
acorde a latopologia de red establecida.

L

Logical
oﬁ 209.165.200.230 209.165.200.225 10.10.10.11
j 9000
1 ————————= i
_, ser 0/0fL
PCPT
Internet PC 3Lt 172.31.23.1
172.31.23.0/30
172.31.21.0/30
ser 0ol f i 51010
=t
veeuin (g
bt 72
S e
2060foarT 256002477
=
PC-AT pCeT
PCA e
<

Physcal  config  CUI  Atmbutes
105 Command Line Interface
Switch(config) $hostname S1 Py

S1{config) genable secret class
S1iconfig) fexit

s1#

$SYS-5-CONFIG_I: Configured from console by console

Sl#vlan database

% Warning: It is reccrmended to configure VLAN from config mode,
as VLAN database mode is being deprecated. Please consult user
documentation for configuring VTE/VLAN in config mode.

172.31.2

Slivian)¢ vlan 30 administracien

% Invalid input detected at '~' marker.

Slivlian]$¢ vlan 30 name administracien
VLAN 20 added:

Name: administracion
Slivian]gvlan 40 name mercadeo

S1{vlan)§vlan 200 name mantenimiento
VLAN 200 added:
Name: mantenimiento
Slivian) g s

Ctrl4F6 to exit CLI focus

Time: 08:02:56 | ‘Fqur Cyde DEV\DESHFESlewald'ﬁmE

Otop

S (

Realtime

IIm s wS

Remote Network

X

f 209.165.200.230 208.165.200.225 10.10.10.11 ® 5 - o
by 900 s N
L oL oG -
= ser 00/ 940W, cor oo Physical  Config  CLT  Attributes
PCHT w2322 fag O
Internet PC 172.31.23.1 105 Command Line Interface
Slginterface vian 30 o
172.31.21,0/30 172.31.23.0/30 % Invalid input detected ac '~' marker.
Slgconfig t©
172.31.23.2 Enter configuration commands, one per line. End with CNIL/Z.
5Sliconfig)#interface vlan 30
ser 0/0/0 ser 0/0/1 Sliconfig-if)2
172.31.21.1 ..—’a B/MANE $LINK-5-CHANGED: Intexface V1an30, changed state to up
=
n ~ 2
MEDELLIN | 1941 lo41 S1(config-1if)3ip address 192.1€8.30.1 255.255.255.252
1441 R3 oa Sliconfig-if)fexit
Sliconfig)#interface vlan 40
o6 Sliconsig-if)s
SLINK-5-CHANGED: Interface V1and0, changed state to up
f..—-———-. o S1{config-if)#ip address 192_.1€8.40.1 255.255.355.252
e i S1{config-if)gexit
2860241 Sl{config)#interface vlan 200
Sliconfig-if)#
SLINK-5-CHANGED: Interface V1an200, changed state to up
S51l({config-if)#ip address 152.1€8.200.1 255.255.255.252
51({config-if)gexit
F—7 S1iconfig) 4]
PCPT oot |
. PC-A e Cirl+76 to exit CLI focus
Time: 08:09:52 | ‘PcwerCydeDavloesHFastFomard‘ﬁme

DI = s 0S|
R

ks

O 7ap

&

Ramnts Netwark

Imagenes 13 y 14 — Configuracion Vlans en S1y S2 - (23-05-2018) “Elaboracién propia”.
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R1:

P Cisco Packet Tracer - C:\Us

Fle Edt Options

1a2\Desktop! Final.pkt

Extensions  Help

ServerT
Intemet PC \reb Server 105 Command Line Interface
~
MEDELLIN 2 | BMANGA
pt oy 1941
R3

<

2lrenable
Rlgcentig ©

Znter configuration commands, one per line
R1(config) fdomain-name cisco-lab.com

End with CNTL/Z

% Invalid input detected at '~' marker.

R1(config) #ip demain-name cisco-lab.com
R1{config) fusername admin password admin
R1(config) #line vty 0 &
R1(config-line)#login local
R1(config-line)#tzansport input all
R1(config-line)fexit

R1{config) genable secret class
R1(config) #line console 0
Rl{config-line) #password cisco
R1(config-line)#login
R1{config-line)fexit

21{contig) g

Cirl+F6 to exit CLT focus

Time: 02;

:47 | ‘ine( Cyde Demces"Fast Forward Time|

P = 5 WS
I

-

R2:

8 Cisco Packet Tracer -
File Edit

Options

[ 7ep

Back [Root] IMew Cluster| [“love Chject| Set Tied Background Viewport Environment: 17:25:00
BOGOTA Ll )
# R - o x
g_..___ o e g
164 Physical  Config  CLI  Attributes
R2

S
E]
X
Q

@

Users\Aula2\Desktop\Final.pkt

Extensions  Help

Remote Network

®R2 _

Logical Back [Root] IMew Cluster| [Mo:
Physcal  Config  CLI  Atiributes
209.165.200,230 209.165.200.225 10.10.10.11
gofo = w0/ 105 Command Line Interface
._.._____U_._MI a0caTh *
i ser
941
s 17231212 Fay oo Server{
nterme 172.31.23.1 Web Ser|
172.31.23.0/30
172.31.21.0/30
172.31.23.2 SLINK-5-CHANGED: Interface Seriald/0/0, changed state to up
ser 0/0/1 ALINEPROTO-5-UPDOWN: Line protossl on Interface Seriald/0/0,
ser 0 f a0y BMANGA changed state to up
MEDELLIN 1941 lo4 192,168
R3 RZrenable
bt
105192168 | onncnora-
Io 6 192.168 R2gconfig t
Enter configuration commands, one per line. End with CNIL/Z.
RZ{config)#secret passwor class
- e e g -
e il v il % Invalid input detected as marker
R2(config)fenable secret class
2 (config) 3|
Cirl+6 to exit CLI focus
- o
PCFT
PCFT
PC-A e [Oop

<

Environment:

Time: 07:47:54 | |iner Cyde DemcesHFast Forward Time

IIE s wS
I

=

o
Mubuser

Remote Network
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R3:

Logical

209.165.200.225
90/0 s,

o= o
_y ser 0/0/1

PCPT
InteretPC z3LaL2

209.165.200.230 10.10

am

172.31.21.0/30

serool g 171011

MEDELLIN

e e
29602417

=,
PCPT
PC-A

<

10,11
T S —

:‘2‘1\ ser 0/0f0
172.31.23.1

172.31.23.0/30

INew Cluster| [Move Object| Set Tiled Background Viewport
®R3 —

Physical | Config  CU  Attributes

Server5T 105 Command Line Interface

Environment: :30
% ~ =

[m]

Wieb Server Trocessor board 1D FIX1GZ400KS
2 Gigabit Ethernet interfaces

2 Low-speed serial({sync/async) network interface(s)

DEAM configuration is €4 bits wide with parity disabled.
255K bytes of non-volatile configuraticn memory.

24385€K bytes of ATR System Compactflash 0 (Read/Write)

29602417

172.31.23.2
ser 0/0f1
B/MANGA

Press RETURN to get started!

lo 419216841 Router-enable

Routerghostname 23

1941
lo 5192.168.5.1

lo6 192.168.6.1 % Invalid input detectsd at '~*
Routerfconfig t

Enter configuration commands,
Router (config) $hostname B3
R3(config) gensble secret class

% Invalid input detected at '~'
R3{config) #enable secret class
R3(config)#e ip domain-lookup

one per line.

marker.

marker.

End with CNIL/Z.

Cirl+F6 to exit CLT focus

Time: 07:42:44 | ‘Pcwer Cycle DemoesHFastForward Time|

IIm 0 o
R

O 7ep

C

Remote Network

Imagenes 15, 16 y 17 — Configuracion Vlans en R1, R2 y R3. -(23-05-2018) “Elaboracion

propia”.

S1:

B Cisco Packet Tracer - C:\Uses

Aula2\Desktop\Final. pkt

Logical

209.165.200.230 208.165.200.225 1w
e O
—.-_———_UTUTEUGUTA -
=, ser
541, ger g
PCFT ser
17231212 fp
Intemet PC -
b
172.31.21.0/30
=L 17231211
MEDELLEN
bt 3
*.._.—__..1
2s60f24TT 2
=,
PCPT
PC-A
<

Time: 07:49:15 | ‘Pcwe( Cyde DevluEsHFast Forward Time|

Physical  Config  CLI | Attributes
105 Command Line Interface

Cisco I0S Software, C25€0 Software (CZ3€0-LANBASE-M), Version ~

12.2(25)FX, RELEASE SOFIWARE (fcl)

Copyright (c) 198€-2005 by Cisco Systems, Inc.

Compiled Wed 12-Oct-05 22:05 by pt_team

Press RETURN to get started!

SLINK-5-CHANGED: Interfacs FastSthernst0/l, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthermet0/1,

changed state to up

&L : 3, changed state to up

ALINZPROTO-S-UEDOWN: Line protocol on Interface FastZthernez0/3,

changed state to up

Switch>enable

Switch#config t

Enter configuration commands, ome per line. End with CNTL/Z

Switch (config) ghostname S1

Sliconfig) #enable secret class

5liconfig) g hd
[ 7op

=1 P4
—
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S3:

W Cisco Packet Tracer - C:\Users\Aula2\Desktop\Final.pkt
P P

Fie Edt Optons  View

Extensions

Help

INew Cluster| [vove Obsect), SetTied Vignnart: 22:15:30

Logical Back [Root]
209,165,200,230 209.165.200.225 TR
PR
._.._____07071_ e ————
4 ser
941
b ‘:c#;rpc 7231212 fipa Mo Server-PT
ntermne! 172.31.23.1 Web Server
172.31.23.0/30
172.31.21.0/30
172.31.23.2
ser 0/0/1
00l #7311 BMANGA

MEDELLIN 1941 lo 4 192.168.4.1

i R 105 192.168.5.1

lo6 192.168.6.1
192.168.99.2 P
- 192.168.99.3
29sofaatT 260fe4TT
- -
PCPT
PCA el
<

Time: 42:18:26 | |Puwer Cyde DemcEs"Fast Forward Time|

>Im s 0

[
[

B - o x

Physcal  Config  CUT  Atiributes

105 Command Line Interface
53 (vian) #vian 200 name mantenimiente A
VLAN 200 added
Name: mantenimiento
S3(vlan)fexit
APPLY completed.
Emiving..
S3tcontig t
Enter configuration commands, one per line. End with CNIL/Z.
S3(config)#ip address 152.1€8.5%.3 255.255.255.2852

% Invalid input detected at '~' marker.

S3(config)#ip address 152.168.55.3

% Invalid input detected at '~' marker.
S3(config)ginterface vlan 200
S53(config-if)#
®LINE-S-CHANCED: Interface Vl1an200, changed state to up

address 192.1€8.99.3 255.255.255.252

Bad mask /30 for address 192.1€8.53.3

S53(config-if)#ip address 192.1€8.59.3 255.255.255.248
S3(config-if)fexit

53 (config) g v

o | o]

S3(config-if)2ip

Cirl+F6 to exit CLI focus

O 7op

~

"

® o x

-l

B Cisco Packet Tracer - C:\Users\Aula2\Dis

File Edit Options

ktop\Final.pkt

Logical Back
~
203.165.200.225
209,165.200.230 0.4 phyeeal | config LI Atmbutes
900 =z
e = == B0GOTA " 105 Command Line Interface
' serofoji g0 4y
1 tzc*’;rpc 17231212 fpp VO ~
nteme 172,
172.31.21.0/30 Press RETURN to get starsed.
00 £ 31010
MEDELLIN —
Bt 28 . |
- Switchenable
2960f24TT 2 Switchiconfig ©
Enter configuration commands, one per line. End with CNTL/Z
Switch(config) fhostname S3
83 (config) #enable secret class
53 (cenfigd] hd
T
5
PCPT
PC-A
<
[ 7op
Time: 07:50:32 | [power Cyele Devices][Fast Forward Time]

IIE 5 wS

s
I

=

Imagenes 18, 19y 20 — Configuracion Vlans en S1y S3. -(23-05-2018) “Elaboracién propia”.
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3.4.

Packet Tracer

Logical

En el Switch 3 deshabilitar

© o ©

DNS lookup

JE:

<

=] oy
¥ s - o *
Back [Root]
Physical  Config LI Attrbutes
10S Command Line Interface
~
Cisco 105 Softwars, C2SE0 Software (C25E0-LANBASZ-M), Version
ServerPT 12.2(25)FX, RELEASE SOFTWARE (fel)
Vieb Server Copyright (c) 1386-2005 by Cisco Systems, Inc.
Compiled Wed 12-Oct-05 22:05 by pt_team
Press RETURN to get started!
B/MANGA
sLT E 1, changed state to up

s s e il A1) B 3,

260faT
changed state to up
Switch-enable
Switchiconfig t©

e Enter configuration commands,

PCPT Switch(config) $no ip domain-lookup
PC-A PCC

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernesfl,
changed state to up

changed state T up

SLINEPROTO-5-UBDOWN: Line protocol on Interface FastZthernet0/3,

one per lime. End with CNTL/Z.

Switch(config)g] Z

Co ] Lo

Cirl+F6 to exit CLI focus

O Top

Time: 01:56:29 | ‘PuwercvdeDewces"Faleuerrd'ﬁmE

DIE S 0SS

1™

®

Remote Network

Imagen 21 — Deshabilitacion del DNS -(23-05-2018) “Elaboracion propia”.

3.5.
IP VLANS S1:

ula2\Desktop!Final pkt

Asignar direcciones IP alos Switches acorde a los lineamientos.

MEDELLIN

<

=D /71.31.11.1
o

= B/MAN SLINK-5-CHANGED: Interface V1an3D, changed state to up
¥ 1941 lo41 Sliconfig-if)#ip address 192.1€8.30.1 255.25§.255.252
a1 R3 o S1(config-if)dexit

=T
- —— g
Sl{config-if)#exit
2s60feTT
2960p24TT Sliconfig)#interface vlan 200
Sliconsig-if)t
SLINK-5-CHANGED: Interface Vlan200,
Sliconfig-if)#exit
F__F
peFT PCoT
PC-A e Crl+76 to exit CLI focus

\7231232

Slgconfig ©
Enter configuration commands,
S1{config)#interface vlian 30
Sliconfig-ifit

one per line. End with CNIL/Z.

ser 0/0/1

S1(config)tinterface vian 40
o6& Sliconfig-if)$

SLINK-5-CHANCED: Intexface Vland0, changed state to up

Sliconfig-if)#ip address 192.168.40.1 255.255.255.252

changed state to up

Slicenfig-if)#ip address 192.168.200.1 255.255.255.252

S1{conzigd] hd

Com [ ]

Time: 08:09:52 | ‘Puwer Cyde DEvlcEsHFastmeard Time|

IIE s we
1

Mukuser

O op

Logical Back [Root] INew Cluster| [Miove Obsect| Set Tiled Background Viewport Environment: 05:16:30
"
D)? 209.165.200.230 209.165.200.225 10.10,10.11 E _ O % §
b 00wz N
o BocoTA " -
ser Physical  Config  CLL  Attributes
PCPT 172.31.21.2 ;;1‘ =@
Internet PC 17231251 105 Command Line Interface
Slginterface vlan 30 o
172.31.23.0/30 .
EPANAED % Invalid input detected at marker.

S

Realtime

-

Bamnte Netwark
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IP S1:

P Cisco Packet Tracer - C:\Use

\ula2\Desktop!\Final.pkt -

209, 165,200,230 209.165.200.225 10.10.10.11 o _ = «
90/0 g, -
- ] LA [~
== ser Physical  Cont cu Attributes
PCPT 172.31.21.2 :;1\ ser 0ojo ' &
Internet PC 172.31.23.1 105 Command Line Interface
STicontig Fip sddzess 192.166.95.2 055255 255,052 =
172.31.21.0/3 172,31.23.0/30 % Invalid input detected at '~' marker.
Sliconfig) #ip address 192.1€8.59.2 255.255.255.248
172.31.23.2 -
% Invalid input detected at '~' marker.
ser 0/0/1
ser 0/0/0 172.31.21.1 B/MAN Sliconfig) #ip addre 192.1€3.99.2 255 255 255 243
n Sl{config) #ip default-gateway 152.1€8.8%.2 255.255.255.252
MEDELLN 1941 oa N o
141 R3 - % Invalid input detectad at '~' marker.
o6 5l{config) #ip default-gateway 152.168.5%.2 255.255.255.243
% Invalid input detected at '"' marker.
192.168.99.2 e
Sl{config) gexit
2060fa4TT 296ofosTT e
#SYS-5-CONFIG I: Configured from console by conscle
Slgconfig t
Enter configuration commands, one per line. End with CNTL/Z.
Sl{config) $ip default-gaveway [}
F__h Sliconfiglg hd
PCT PCAT
PC-A nee Cirl+Fs to exit CLI focus

<

Time: 08:24:29 | |Puwer Cyde DemcEsHFast Forward Time|

gg-;-@ . [ 7ep
I

—

IP S3:

W Cisco Packet Tracer - C:\Users\Aula2

Desktop\Final.pkt -

-
Logical Back [Root] New Cluster [+ove Gbiect]| Set Tied Viewnart i 00:11:30
¥ 53 - 0 X A
14 209.165.200,230 209.165.200.225 10.10.10.11 R
90/0 s,
e e e e OO physcal  Confg  CLT  Atmbutes
g'—" n-._/un BoGoTa % —
F_f ser
PCPT ramtata :;1\ ser 0/0f0 vt 105 Command Line Interface
Internet PC e —— Pkl S3(cemfigisip =ddress 192 165,953 255285 255 252
% Invalid input detected at o' marker
172.31.23.030
172.31.21.0/30 53(cenfig)#ip address 152.169.95.3
% Invalid input detecced at '~' marker
172.31.23.2 ~
ser 0O/ 53 (config)#intesZace vlan 200
ser 0/0/0 S3{config-if)
LA B/MANGA SLINK-S-CHANGED: Inverface V1an200, changed state te up
MEDELLTN
o 04152.18.4.1 S3(config-if) #ip addzess 152.1€3.35.3 255.255.285.252
g lo 5 192.168.5.1 Zad mask /30 for address 192.165.55.3
53(config-if) #ip address 152.163.55.3 253.285.285.248
lo 6 192.168.6.1 $3 (config-if) fexit -
S3(config)$ip address 1S2.1€8.55.4 255.255.255.248 bt
192.168.92.2 —_— e
- 100, 165.90.5 4 Invalid input detected at marker
2gs0fzaTT aseofeatT
S3(config)¢interface vlan 200
S3(config-if) $ip address 152_168.55.4 255.255.255.248
53 (config-if) fexmit
53 (config)#ip default-gateway 152.1€8.55.3
)| 5
=,
e = Cirl+F6 to exit CLI focus
FC-A S
<
Time: 42:22:18 | power cycle Devices]Fast Forward Time] O 7op
ubuser
L ] .

Imagenes 22, 23 y 24 Asignacion de direcciones IP - (23-05-2018) “Elaboracion propia”.
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3.6.

Desactivar todas las interfaces que no sean utilizadas en el esquema
de red.

>gical Back Reot] INew Cluster| [Mave Object Set Tiled Background Viewport Environment: 18:
~
D/Q 209.165.200.230 208.165.200.225 10.10.10.11 B 5 — [m] X L
E 90/0 0/ N
—_— P [ S ——— =
b ser 0/0f1 Physcal | Config  CLI | Atmbutes
PCAT 172.31.21.2 241 ser o0
InternetPC 172.31.23.1 108 Command Line Interface
Slgconfig © ~
Enter configuration commands, one per line. End with CNTL/Z.
TR 172.31.23.0/30 S1(config)ginterface range £0/5-24 (of
e S1{config-if-range) #shutdown
172.31.23.2 (55, B S, changed state to
ser oot administratively down
ser g, .
ofo 172.31.21.1 =~ B/MAN $LINK-5-CHANGED: Interface FastEthernet0/€, changed state to
—~
B = administratively down
MEDELLN | a 1941 041 —
pe oy R3 Poe $LINK-5-CHANGED: Interface FastEthernet0/7, changed state to B
administratively down
o6
®LINK-5-CHANGED: Interface FastEthernet0/3, changed state to %
administratively down
®LINK-5-CHANGED: Interface FastEthernet0/%, changed state to
sdminiscratively down
3LII B 10, changed state to
administratively down
3LII B 11, changed state to
F__n zdmini ely dovn R
PCFT
PC-A nre Cirl+F6 to exit CLI focus
Time: 08:35:15 | |Poweerde Dawces”Fasthrwardﬂma Realtime
bdm s & O
-
E Remote Network
ula2\Desktop\Final.pkt -
¥ s - [m} X
Logical Back Viewport Environment: 05:38:
~ Physical G CU  Attributes @
A 209.165.200,230 209.165.200.225 el e 2=
by 90/0 s, 105 Command Line Interface
bd BOGOTA = [=
R 17;:;02'/;’"21 541 53 (config-if-range) #shusdown
31212 fTRa
Internet PC
&LI B 4, changed state to
administratively down
sLT E S, changed state to
172.31.21.0/30 administratively down
ALINK-S-CHANGED: Interface Fastithernst0/€, changed state to
administratively down
ser 0/0/0 17231211 LT . 7, changed state to
- sdministratively dewn
MEDELLIN |
10 SLT B %, changed state to =
administratively down
&LI B 9, changed state to
administratively down 1
sLT E 10, changed state to
administratively down
ALINK-S-CHANGED: Interface Fastithernsto/Ll, changsd state to v
=
PCPT
PC-A
< Lo >

Time: 42:33:08 | ‘iner Cyde DEv\cEs"FastFnrward'ﬁmE

IIE WS
[

—

&
Muftuser

Imagenes 25 y 26 — Desactivacion de interfaces no utilizadas en el esquema de red, (23-
05-2018) “Elaboracion propia”.
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3.7. Implement DHCP and NAT for IPv4
Configurar R1 como servidor DHCP para las VLANs 30y 40.

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 30

o Packet Tracer - C:\Users\Aula2\Desktop'\Final pkt

_ogical Back [Root] Mew Cluster| [Move Object| Set Tiled Background Viewport

—Lfg 209.165.200.230 209.165.200.225 10.10.10.11
— R = U1 R —
g_"_"-'_ Ufu.fl aocoth % —'-i
. ser
’ s;l‘sarﬂfﬂlﬂ

PC-PT
172.31.21.2 Server-FT
Internet PC / 172.31.23.1 Web Server
172.31.23.0/30 Ll - o x

172.31.21.0{30

Physical  Config  CLL  Attributes
108 Command Line Tnterface
e 000 & 17331211 ~

. Press RETUBN to get started.
MEDELLIN
1941
17231215

192.166.59.2 e g ————

J 102.168.99

Rl>enable
F 1 Password:
PCAT Rl#config ©
PC-A Enter configuration commands, one per line. End with CNTL/Z.
3 Rl (config) #ip dhcp pool ADMINISTRACION

: 47:40: R1{dhcp-config) #dns-server 10.10.10.11
Time: 47:40:55 | ‘PowerCydeDewms”FastFnrwardTlme B1 {dnep-contig) fdetanlrouser EGNIERIEND

- Rl (dhcp-config) #network 152.1€8.30.0 255.255.255.252
:Q‘! == ;{ w ) 21 (dhep-config) fexit

] 21 {config) g ©
=l

Ctrl+76 to exit CLI focus Copy Paste

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40

Imagen 27 -Configuracion R1 como servidor DHCP, (23-05-2018) “Elaboracion propia”.
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it: 17:26:00

Logical Back [Roat] INew Cluster| |Mave Object| - 0 x
—[OF\Q 209.165.200.230 209.165.200,225 10.10.10.11 Physical  Config  CLI  Attributes
90/0 ey
- = 0/1
= socori “* % -~ 105 Command Line Interface
F—7 ser
941 &
i t:”;rpc 231212 fpo W ser o0 ServerPT
ntermne 172.31.23.1 Web Server
172.31.23.0/30
172.31.21.0/30
172.31.23.2
ser 0f0f1 Rl>enable
ser 0/0/0 P Tassword:
17231211 ==
5 s Erpieopi
MEDELLIN ] 1541 lo 4 192, 168.4.1 Enter configuration commands, one per line. End with CNTL/Z.
R3 Rl (config)8ip dhep pool ADMINISTRACION
1172 T1oLs lo 5192.168.5.1 R1(dhep-cenfig) 2dns—server 10.10.10.11
S (G R Rl (dhcp-config)#default-router 152.1€8.30.0
J g o Rl (dhcp-config)#network 192 .1€3.30.0 255.255 255 252
Rl (dhep-config) femit
Py Eacy Rl{ccnfig) #ip dhcp pool MERCADEQ
,163.99. —_—— 192.168.99.3
Eaizstss nd Rl (dhep-config) #dns-server 10.10.10.11
29802417 2s0f2aTT Rl (dhep-config) #default-router 192 168.40.1
Rl (dhcp-config) #network 192.168.40.0 255.255.255.252
Rl (dhcp-config) fexit
Rl (confighg] v
Col+F5 to it LT focus
7
PC-PT PCPT
) o
< OTop

Time: 47:43:06 | |Pcwer Cyde DewoesHFast Farward Time|

~

>

=] Pa =
™=

Imagen 28 -Configuracién R1 como servidor DHCP, (23-05-2018) “Elaboracion propia”.

3.8.

configuraciones estatic

Users\Aula2\ Desktop\Final.pkt

as.

Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para

Logical Back [Root] INew Cluster| [Move Object] Set Tiled Background Viewport Environment: 05:0
- ~
—[C’F\o 209.165.200.230 209, 165.200.225 R,
Q00 iy
s = oo/
- orors 00T s
=, ser
541, ser g
PCPT 17231212 fpy Mo ServerPT
Internet PC 172.31.23.1
L - ] X
172.31.23.0/30
EATEIET Physical o O Atwbutes
105 Command Line Interface
RIfshow ip ospf imterface o
ser 0f0/0 172.31.21.1 Serial0/0/0 is up, line protocol is up
Internet address is 172.31.21.1/30, Area 0
MEDELLIN J Process ID 1, Router ID 1.1.1.1, Netwock Type POINT-TO-POINT,
Cost: 7500
ey Transmit Delay is 1 sec, State POINI-TO-POINT, Priozity 0
L2t No designated router on this network
No backup designated router on this netwezk
Timer intervals comfigured, Hello 10, Dead 40, Wait 40,
= " Retzansmit §
192.168,99.2 ——— 192.168.99| o e m 0.00.08
20602417 zag0fz4TT Index 1/1, flood queue length O
Hext 0x0(0)/0x0(0)
Last flood scan length is 1, mamimm is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with meighbor 2.2.2.2
Suppress hello for 0 neighbor(s)
=,
PCPT _IPCWJ Rlgenable
PC-A o RUconfig ©
< Znter configuration commands, one per line. End with CNTL/Z. >
2L(config) ¢ip dhep exmcluded-address 172.168.30.1 172.168.30.30
Time: 47:18:39 ‘PWE" CWEDE“‘CESHFEStF“’WE’d'”’“E 2l({config) ¢ip dhep encluded-address 172 168 .40.1 172_15_40.30 Rea
5 ; @ 2 (config) ¢ v
JIms . P
S| e

Imagen 29 -Reservacion de primeras 30 direcciones IP, (23-05-2018) “Elaboracion propia”.
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3.9.

Configurar NAT en R2 para permitir que los hosts puedan salir a
internet.

¥ r2 -
Viewport Environme
Physical  Confg  CLI  Attributes
e 209.165.200.230 2 105 Command Line Interface
& ao/o
s e e e e e e — |
E ser 001
g ol Press RETURN to get starced.
FCFT 17231212
Intemet PC
172.31.21.0/3(
0RO F 17531,
- =
MEDELLIN |2
bt 7% R2>enable
1723121 | passwora
R2gconsig ©
Znter configuration commands, one per line. End with CNTL/Z.
A RZ (config) fusername webuser privilege 1§ password cuscol23ds
192.168.99.2 g = |R2tconfig)#ip nat inside scurce stavic 10.10.10.12
% Tneomplete command.
RZ (config) #ip nat inside source static 10.10.10.10 2.2.2.22%
R2 (config) g hd
Cirl+F to exit CLT focus Copy Paste
=,
PCFT
PC-A Lo
<
Time: 47:53:32 | [power Cycle Devices|[Fast Forwerd Tme|

IIm s 0E o
R

Imagen 30 -Configuracion NAT en R2, (23-05-2018) “Elaboracién propia”.

3.10. Configurar al menos dos listas de acceso de tipo estandar a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

acket Tracer - C:\Users\AulaZ\Desktop\Final.pkt - X
¥ Rz — O x il
Viewport Environment: 09:16:00
Physical  Config  CLI  Attributes
-
Pat 209.165.200.230 2 165 105 Command Line Interface ]
& g0/0
———————— ~ —
F 7 ser 0/0/1 =
PCAT
Internet PC 3Lz
Press RETURN to get scarsed. x
172.31.21.0/3 Q
ser 0/0/0
17231, =
MEDELLIN |4
bt 1 ]
172.31.21 &
Rz>enable
Passwozd: bt
A R2gconfig © oS
192.168.99.2 dieny - Enter configuration commands, ocne per lime. End with CNTL/Z
escloaT R2(config)faccess-list 1 permit 172.31.21.0 0.0.0.3
R2(config)faccess-list l pesmit 172.31.23.0 0.0.0.3
B2 (conzig) g hd
Ctrl+F5 to exit CLI focus Copy Paste
r 7
PCHT A
PCA 7o A
< >

Time: 48:14:36 | ‘anerCydeDEvicEsHFastFurward'l’\mE‘ Realtime

dIE WS o

Mukiuser

Imagen 31 -Configuracion lista de acceso tipo estandar, (23-05-2018) “Elaboracién propia”.
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3.11. Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en pararestringir o permitir trafico desde R1
o0 R3 hacia R2.

s
Logical Back [Root] Enviranment: 19:51:30
physical  Config = CLI  Atirbutes -
A 209.165.200.230 209.165.200.225 10.10.10.11 8
b Py — - 105 Command Line Interface .
_.___.___07071_ L ~ -
F__# ser =
PCPT 172.31.21.2 :;1\ ser 0/0f0
Intermet PC J—— X
172.31.23.0/30
172.31.21.0/30 Q,
% Incomplete .
[ ieenimrsaceess-iises @
% Invalid input detected at '~ marker.
ser o0 & 751210 L
e 22 (config) fexit
MEDELLIN | z22
s 4SYS-5-CONFIG I: Configured from console by console =
172.31.215
192.168.99.2 g4 —_——— J 192.165.99.3
10 deny 172.31.21.0 0.0.0.3
2zl v
Chl+F6 to exit CLT focus Copy Paste
PCPT ,@
PC-A O Top fany
< > [\
Time: 48:35:40 | [pomer cycie Devices|[Fast Forward Time] Realtime

IIE WS o
™=
Imagen 32 -Configuracion lista de acceso de tipo extendido, (23-05-2018) “Elaboracién

propia”.

3.12. Verificar procesos de comunicacion y re direccionamiento de trafico
en los routers mediante el uso de Ping y Traceroute.

PING R1 a R2:

4 (i)
Logical Back [Reat] e Cluster] [ove Obect Set Tied Background Viewpert Enviranment: 21: 15:00
- o ~

s ) 209, 165.200.230 209,165.200.225 16,100,112 L x
ShN [T pp— a
. ———— e =S yoor, O I ——e— o Physical  Config | CLI | Attributes .
N ser 0/0/1 o |
PCAT 41, ser 0/0/0 105 Command Line Interface
ST 1231212 fps
=i 172.31.23.1 =

172.31.23.0/30
172.31.21.0/30

*x

Q

o~ @
N

5

Lis

ser
aer 00N 172.31.21.1 .'}.’i SLINK-$-CHANGED: Interface Serial0/0/0, changed state to up
MEDELLIN 1841 | |szIweeroTo-s ~UPDOWN: Line protocol on Interface Serialo s0s0,

o R3 changea azaze %o up

Risping 172.31.21.2

o — — — Iypa ascaps saquance jio abart.
Zenaing 8, 1o0-Byte TCMP Zehes o 172.31.21.2, imecus is 2
2960f 21T s

roent (8/8), round-trip min/avgimax =

Ri> >

N (@S
, [@

Time: 07:53:53 | [Power Cyde Devices|[Fast Forward Time|
[ 7op
IIm s WS (o
s R -

Imagen 33 -Ping R1 a R2, (23-05-2018) “Elaboracién propia”.
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PING R2 a R3:

final.

Inicio Insertar Disefio Formato Referencias Cor| o
o Packet Tracer - C:\Users\Aula2\Desktop\finall. pkt
- Cortar
Caljbri (Cuerpe v 111 =
Copiar K R2 - O X
o o Packet Tra & o n
- G fi it
opiarfarmata Physical  Config  CLI  Attributes
Forapareles & s [Move Object|| Set Tiled Background Viewport Ervironment: 06::
105 Command Line Interface N
RLINK-5-CHANGED: Interface Serial0/0/0, changed state to up - .10.1 L
SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, P e e 2
changed state to up b ofofo =
no esta autorizado!s
banner motd #no esta autorizado!'$§ Server-PT
S Web Server x
banner motd [F2.31.23.0/30
User RAccess Verification ser 0',0’,1 Q
Password: g .
L ; lo 4192.168.4.1
Rz>enable
Saseword: 1931 BMANGA 195 192.168.5.1 =
Rzgping 172.31.23.1 lo6 192.168.5.1 L]
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.23.1, timeout is 2 =y &
seconds:
it 2as0fa4rT
Success rate is 100 percent (5/5), round-trip min/avg/max = I
2/8/15 ms
Rz 52
Ctrl+F6 to exit CLI focus Copy Paste bé
PCPT
>
e Realtime
<
&P = e T | =TT
Time: 02:15:14 |Power Cyde DevlcEs”FastFom 4
‘ - }
QH-; e » 0 |z| < B
1941 29§
[ | H Serial DTE

Imagen 34 -Ping R2 a R3, (23-05-2018) “Elaboracién propia”.

R2 a Internet PC

co Packet Tracer -

R2 - m] X
we Object||Set Tiled Background Viewport Environment: 0°
Physical  Config ~ CLI  Attributes =
105 Command Line Interface r
TUser Access Verificaticn A R —— -
Password: v N
ServerFT
1 R2renable Web Server ’
Password: .23.0/30
In RZ#ping 172.31.23.1 C
Type escape sequence to abort. ser 0/0/1
Sending 5, 100-byte ICMP Echos to 172.31.23.1, timecut is 2 v
ff‘ff‘?‘is; R i lo4192.168.4.1 ‘
Success rate is 100 percent (5/5), round-trip min/avg/max = 1331 B/MANGA lo 5192.168.5.1
2/8/15 ms Io 6 192.168.6.1
Rigping 205.1€5.200.230
== &
Type escape sequence To abort.
Sending 5, 100-byte ICMP Echos to 205.1€5.200.230, timeout is 2 2g60f24TT
seconds: ]
NERE
Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/0
ms
22g| hd =,
PCPT
Ctrl+F6 to exit CLI focus Copy Paste » 4
Realtime
4 &
[ Tep 73
Time: 02; 'ower 1

= \
Sdm o = .j@m .

1941
1

Serial DTE

Imagen 35 -Ping R2 a Internet PC, (23-05-2018) “Elaboracién propia”.
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S3 aS1i:

Jdod=2SE EEE [P0

Logical [Reot]
Pt
'| F ) 209.165.200.230 209.165.200.225 10.10.10.11
S 90/0 <y
— e
PCPT 231212 Fra \ ser 0/0/0
Internet PC

172.31.23.1

172.31.23.0/30
172.31.21.0/30

172.31.23.2
ser 0/o/1
\
serofold g 17351211 =N
=S L
VEDELLIN - |y 1941 !
g R3
]
192.168.99.2 J-o————o- 192.168.99.3
zgsglzm zgsc&zm
| 1
=) -
PC-PT -
pC-A S
<
Time: 45:00:06 | [Power Cycle Devices| |Fast Forward Tme
- s
pIm WS o
Mukiser

L 1

¥ s

Physical  Config  CUL  Atirbutes

108 Command Line Interface

D) ?

Environment: 07:28:00

"

Press RETURN to get started.

S3%ping 152.168.99.2

Type escape sequence to abort.
Sending 5, l00-byte ICMP Echos to 192.1€8.99.2,
seconds:

Success rate is 60 percent (3/5),
ms

52

timeout is 2

round-trip min/avg/max = 0/0/0

Cirl+F6 to exit CLI focus Copy

O 7ep

Paste

Realtime

- |

Remote Network

Imagen 36 -Ping S3 a S1, (23-05-2018) “Elaboracién propia”.

Internet PC a puerta de enlace

S H & ™

EIREARONONPONONS.

al B INTERMET PC

Physical Config Desktop Programming

Minimam

Attributes

Imagen 37 -Ping Internet PC a Puerta de Enlace, (23-05-2018) “Elaboracion propia”.
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Web Server a Puerta de Enlace

ooy | boed | 8 Y F— —a I

B Web Server — O >

Physical Config Services Desktop Programming Attributes

ply
eply

Imagen 38 -Ping Web Server a Puerta de Enlace, (23-05-2018) “Elaboracién propia”.

S1 a S3 VLAN 200

B g5q — || = —

Physical Config CLI Attributes
105 Command Line Interface
"
Tyvpe escape segquence to abort .
Sending S5, 100-byte ICMP Echos to 172_.31.Z2Z1._.1, timeocut is 2
seconds o B
Success rate is 0 percent (=g -0 ]
S1# - -
Slgping 132 _1€5.201 .1
Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos ©to 192 .1€2.201.1, Ttimeout is =2
seconds o
Success rate is 0 percent {(0/5) F1
S1g
Slgping 152 _1&3 .55 .3
L]

Typpe escape sSegquence to abort .
Sending 5, 100-kyte ICHFP Echos to 1932163 .3933_3, timeout is 2
seconds -
ey
Success rate is 100 percent (5/5), round trip minsavg/max = o
O0/3/,12 ms et 3
Cirl4+F6 to exit CLI focus Copy Paste

[ Tep

Imagen 39 -Ping S1 a S3 VLAN 200, (23-05-2018) “Elaboracién propia”.
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S3 a S1 VLAN 200

AaBbCcC AgBbCcD
L - O w RAdD
o U T S e 5
Physical  Config  CLI  Atiributes -
103 Command Line Interface
S3gping 152 _1€58.200.1 B
Type escape sequence to abort. Tiled Badcground” Viewport ”Erwirc
Sending 5, l00-byte ICMP Echos to 152.1€8.200.1, timeout is 2
seconds:
Success rate is 0 percent (0/5)
.-
S3gping 192.1€8.201.1
Type escape seguence to abort. SELVEFPT
Sending 5, 100-byte ICMD Zchos to 152_.1€8.201.1, timeout is 2 Web Server
seconds:
Success rate i1s 0 percent (0/5) i
S3fping 152.1€8.59.2
lo4192.168.4.1
Type escape seguence to abort.
ype escEpe seq . . MANGA |, 5192, 168.5.1
Sending 5, 100-byte ICMP Echos to 152.1€8.33%.2, timeout is 2
seconds: o6 192.168.6.1
Lo
Success rate is €0 percent (3/5), round-trip min/avg/maxz = 0/0/0
ne 92.168.99.3
v
Ctrl+F6 to exit CLI focus Copy Paste
(] 7op
PTFT =TT
'LAN:I< >

Imagen 40 -Ping S3 a S1 VLAN 200, (23-05-2018) “Elaboracién propia”.
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S1 aR1 VLAN 200
Ly - U

Physical Canfig CLI Attributes

105 Command Line Interface

User Reocess Verification
Password:

Slrenakble
Password:
Slgping 1%2.1€8.95.1

Type escape seguence to abort.

Sending 5, 100-byte ICMP Echos to 1%2_.1€2.5%5%.1, timeocut is 2
seconds :

St

Success rate is 80 percent (4/5), round-trip minfavg/max = 0,/0/0
ms

S1lg

Ctrl+F6 to exit CLI focus Copy Paste

[ ]Taop

Imagen 41 -Ping S1 a R1 VLAN 200, (23-05-2018) “Elaboracion propia”.
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CONCLUSIONES

Mediante ésta actividad, como estudiante del Curso del Diplomado de
Profundizacién de CISCO, pude poner en practica todos los conocimientos
adquiridos durante todo el desarrollo del curso, y entendi cada una de las
actividades realizadas y me di cuenta que son temas muy importantes que se deben
aprender como futuros Ingenieros de Sistemas.
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