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RESUMEN

Los principios basicos del routing y el switching estudiados durante el curso de
CCNA 2, fortalecen las habilidades necesarias para aplicarlas en un campo de
accion se presenta una descripcion de un escenario, en una empresa de
tecnologia con tres sucursales, en las ciudades de Bogota, Medellin y
Bucaramanga, el administrador de esta red debe solucionar los problemas e
interconectar los dispositivos correctamente siguiendo as especificaciones
dadas por la red, protocolos de enrutamiento y topologia de la red.

Esta actividad es evaluativa en el diplomado de profundizacion de CCNA,
permite calificar el nivel de comprension ante la solucién del problema, donde
abarca direccionamiento de la red, Networking, para su desarrollo se cuenta
con la herramienta de simulacion Packet Tracer. Que proporciona los
elementos para disefio y configuracién de una red

En este trabajo muestra la arquitectura y la configuracion basica de los routers
y switches para su funcionamiento, la creacion y configuracién de vins, enlaces
troncales, la asignacion de protocolo ospf de area unica y dhcp en una red
simulada de un escenario real.

Palabras Clave

Packet Tracer, enrutamiento, dhcp, ospf, simulacion, red.



INTRODUCCION

En la actualidad se vive donde la tecnologia ha llegado a todos los rincones
del mundo, hace parte de las labores cotidianas, la comunicacion y la
informacion llegan por distintos medios, la red esta disefiada para manejar
trafico de paquetes de audio, voz y video, grandes almacenamientos de
informacion que viajan a grandes velocidades por medio de ondas
electromagnéticas y un cableado estructurado hacen la conexién de los
dispositivos entre una LAN de una casa, pequefia industria y la conexion de
distintas LAN, y va creciendo cada vez mas la conexiones a largas distancias
mediante redes WAN cada vez mas creciente.

Por eso es indispensable la practica de laboratorios simulados, esto es posible
mediante el uso del programa de simulacion de red, Packet Tracer, que posee
las herramientas como Router, switches y dispositivos finales permitiendo la
configuracion y el disefio de una red, avalados por cisco.

A través de un escenario se quiere desarrollar una red que permita cumplir con
los requerimientos solicitados, para ser funcional brindando la oportunidad de
aplicar los conocimientos adquiridos durante el curso de CCNA 2.

El escenario plateado en la actividad de prueba de habilidades practicas CCNA
motiva al estudiante al manejo de una red solucionando el problema planteado
y preparandolo para la disposicién de equipos reales en una red de una
empresa, industria o area local.

La red simulada presenta la configuracion necesaria para establecerse en 3
Router, en donde se implementara protocolos DHCP, OSPF Y NAT, la
representacion grafica es la mas adecuada para el entendimiento mas asertivo
tal como se presenta en este trabajo.



1. OBJETIVOS

1.1 OBJETIVO GENERAL

Determinar la configuracién de una red en practica simulada en Packet
Tracer con base en el documento prueba de habilidades practicas CCNA

1.2 OBJETIVOS ESPECIFICOS

1. configuracién de los pardmetros basicos, dhcp, nat en Router cisco 1941
por medio del clic del iOS.

2. Configuracién basica de los parametros en switch cisco 2960 por medio
del clic del iOS.

3. Configuracion de dispositivos finales.
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2. EVALUACION — PRUEBA DE HABILIDADES PRACTICAS CCNA

Descripcion general de la prueba de habilidades

La evaluacion denominada “Prueba de habilidades practicas”, forma parte de las
actividades evaluativas del Diplomado de Profundizacion CCNA, la cual busca
identificar el grado de desarrollo de competencias y habilidades que fueron
adquiridas a lo largo del diplomado y a través de la cual se pondra a prueba los
niveles de comprension y solucion de problemas relacionados con diversos
aspectos de Networking.

Para esta actividad, el estudiante dispone de cerca de dos semanas para realizar
las tareas asignadas en cada uno de los escenarios propuestos, acompafiado de
los respectivos procesos de documentacion de la solucidn, correspondientes al
registro de la configuracion de cada uno de los dispositivos, la descripcidon
detallada del paso a paso de cada una de las etapas realizadas durante su
desarrollo, el registro de los procesos de verificacién de conectividad mediante el
uso de comandos ping, traceroute, show ip route, entre otros.

La prueba de habilidades podra ser desarrollada en el Laboratorio SmartLab o
mediante el uso de herramientas de Simulacién (Puede ser Packet Tracer o
GNS3). El estudiante es libre de escoger bajo qué mediacion tecnoldgica
resolvera cada escenario. No obstante, es importante mencionar que aquellos
estudiantes que hagan uso del laboratorio SmartLab se les considerara un
estimulo adicional a la hora de evaluar el informe, teniendo en cuenta que
su trabajo fue realizado sobre equipos reales y con ello seré la oportunidad
poner a prueba las habilidades y competencias adquiridas durante el
diplomado. Adicionalmente, es importante considerar, que esta actividad puede
ser realizada en varias sesiones sobre este entorno, teniendo en cuenta que
disponen de casi 15 dias para su desarrollo.



Finalmente, el informe deberda cumplir con las normas ICONTEC para la
presentacion de trabajos escritos, teniendo en cuenta que este documento
debera ser entregado al final del curso en el Repositorio Institucional, acorde con
los lineamientos institucionales para grado. Proceso que les sera socializado al
finalizar el curso.

Es muy importante mencionar que esta actividad es de caracter INDIVIDUAL. El
informe debera estar acompafiado de las respectivas evidencias de configuracion
de los dispositivos, las cuales generaran veracidad al trabajo realizado. El
informe deberé ser entregado en el espacio creado paratal fin en el Campus
Virtual de la UNAD.
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Descripcién del escenario propuesto para la prueba de
habilidades

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada
uno de los dispositivos que forman parte del escenario, acorde con los
lineamientos establecidos para el direccionamiento I[P, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

m I t t VLAN Direccionamiento Nombre
- nierne 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento
209.165.200.230 - 209.165.200.224/29 /

BOGOTA LoO | webServer

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

R3

Fo/0 BIMANGA
Forz4 | 802-1Q

et 192.168.99.3

192.168.99.2
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Dispositivos

Router 2901

The HWIC-2T is a Cisco 2-Port Serial High-Speed WAN Interface Card, providing

2 serial ports.

 Router?

Physical Config CLI  Attrbutes

MODULES

Physical Device View

HWIC-1GE-SFP Zoom In Original Size

HWIC-2T f

HAEER LRI Gisco 1841 Saries
cisco
HWIC-8A
o ]

WIC-Cover .
GLCLH-SMD . -

Customize
Icon in
Physical View

"
-/

Customize
Icon in
Logical View

The HWIC-2T is a Cisco 2-Port Serial High-Speed WAN Interface Card, providing 2 serial ports.

O Top

1!
3

"
o

sy




e
CIsco. Cisco Networking Academy” Mind Wide Open’
|

Switch 2960

¥ suitchd - m] * L

Physical  Config CLI  Attributes

MODULES ‘ Physical Device View

‘ Zoom In ” Qriginal Size ” Zoom Out | E

Custnrr_uze ’_‘._"‘,-'_F' Custnmlze fa:;‘
Icon in Icon in
Physical View Logical View
O Top [
PC Generico
¥ pco - x

Physical  Config Desktop  Programming  Attrbutes

MODULES Physical Device View

Zoom In H Original Size ” Zoom Out

@0 Em-cEm b v

Customize Customize
Icon in Iconin

Physical View N Logical View

The WMP300N module provides one 2.4GHz wireless interface suitable for connection to wireless networks. The module supports protocols that use Ethernet for LAN
access.

O Tep
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Servidor

B Serverd - X

Physical Config Services Desktop Programming  Attributes

‘ MODULES ‘ Physical Device View
Zoom In Original Size Zoom Qut
~
_ v
Customize Customize
Icon in Icon in
Physical View Logical View
The WMP300N module provides one 2.4GHz wireless interface suitable for connection to wireless networks. The module supports protocols that use Ethernet for LAN
access.
OTop

Topologia de red

B Cisco Packet Tracer - C:\Users\SAMSUNG\Cisco Packet Tracer 7.1\saves\prueba de habilidades practicas ccna millerpkt - X
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AR R EE

Logical Back [Root] INew Cluster||Move Object| Set Tiled Background Viewport Environment: 18:51:30
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s1 s3
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=] =] o
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. 5
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Disefio de la red

B Cisco Packet Tracer - C:\Users\SAMSUNG\Cisco Packet Tracer 7.1\saves\prueba de habilidades practicas ccna miller.pkt
Fle Edt Options View Tools Extensions Hep

A S

Logical Back [Root] New Cluster|[Move Object] Set Tiled Background Viewport Environment: 13:27:30

am Bt
Q—-———— se0/C Gao! 560/0/065.200.224/ 30+ -'

Internet PC

BOSUTA Web Server
209,165.200.230
172.31.21.0/30
172.31.23.0/30
OsPF
skl Area 0 Se0/0/1  WAeb Server
10.10.10.10/32
Medeln
S
MANGA
Trunk o
192.168.99.2 .03 192.168.99.3
Fa0/1
VLAN 30 N,
PCB
DHCP o

<

Time: 02:15:34 | |waer Cycle DevicesuFast Forward Tmel

Bms@cLnanEERren

Generic

81910X 819HGW | 829 | | 1240

© Sommo ]
> [ Mew | Doke |

<
é . m ﬂ . Remote Network

Toggle PDU List Window

Realtime

Fire

Last Status

Source Destination

Type Coloi
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1. Configurar el direccionamiento IP acorde con la topologia de red para
cada uno de los dispositivos que forman parte del escenario

Addressing Tables

Device Interface Network Comments
S0/0/0 DCE 172.31.21.1/30 172.31.21.0/30
GO0/0 192.168.99.1/24 192.168.99.0/24
Routerl
S0/0/0 172.31.23.1/30 172.31.23.0/30
S0/0/1 172.31.21.2/30 172.31.21.0/30
Router?2

GO0/0 209.165.200.224/29 209.165.200.248/29

GO0/1 10.10.10.11/29 10.10.10.10/29
S0/0/1 172.31.23.2/30 172.31.23.0/30
Router3 Lo4 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24
Sitel-SW1 VLAN 192.168.99.2/24

Sitel-SW2 VLAN 192.168.99.3/24
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Vlan

VLAN 30 192.168.30.0/24

Vlan VLAN 40 192.168.40.0/24

Vlan VLAN 200 192.168.200.0/24

Server
GO0/0 209.165.200.230/24

PC-A
Fa0/6 192.168.30.31/24 192.168.30.0

PC-C Fa0/18 192.168.40.54/24 192.168.40.0

PC-Internet Fa0/1 209'16/52500'230 209.165.200.225

R1

L
L - o X

Physical Config CLI  Attributes

105 Command Line Interface

Rl (config) #

Rl (config) #INTR

Rl (config) #interf

Rl (config) #interface s

Rl (config) #interface serial 0/0/0
Rl (config-if) #ip A

Rl (config-if)#ip AD

Rl (config-if) #ip ADdress 172.31.21.1 255.255.255.252
Rl (config-if) $cloc

Rl (config-if) #clock

Rl (config-if) #clock rate 12800
Unknown clock rate

Rl (config-if) #no shut

$LINK-5-CHANGED: Interface Serialld/0/0, changed state to
down

Rl (config-if) #

Rl (config-if) #exit v

Ctr+F6 to exit CLI focus Copy Paste

O Top
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R2

@ Cisco Pa

Fie Edit

Logical

!

<

cket Tracer - C:

Packet Tracer 7.1\saves\prueba

Options Extensions Help

[Root]

de habilidades practici

e O O ;

cena miller.pkt

[New Cluster||Move

¥R

Physical Config CLI  Attrbutes

105 Command Line Interface

R2 (config) Finterface serial 0/0/1

! . o0/ (= =]
s Fa0 0/ Gigoyo
e

Internet PC
BOGOTA

209.165.200.230
172.31.21.0/30
® Se0/0/0

=t

=y

Gigo/o

Fa0/24

Area
Medelin

Trunk
192.166.99.2 o [20/5
st

Fag/1

OSPF

Fao/s
—_

Gigo/1

Web Server

172.31.23.0/30
0 \Semml

(5~
3

B/MANGA

192.168.99.3

VLAN 40

5e0/0/065.200. 224;&-

R2 (config-if) #ip ad
R2 (config-if)#ip
R2 (config-if) #no
R2 (config-if) #no

shut

shutdown
R2 (config-if) #
$LINK-5-CHANGED:
up

Interface Serial0/0/1,

R2 (config-if)#interfa
$LINEPROTO-S5-UPDOWN:
seriald/o/1,
ce

Web Sel
10.10.10.
changed state to up

% Invalid input detected at '*' marker.
R2 (config-if) fexit

R2 (config) #interf

R2 (config) #interface s

R2 (config) kinterface serial 0/0/0

R2 (config-if) #ip adr

R2 (config—if) #ip adres

R2 (config-if)#ip ad

R2 (config-if)#clo
R2 (config-if) #clock ©

R2 (config-if) #clock rate 12300
Unknown clock rate

S G

R2 (config-if) #no shut
R2 (config-if) #no shutdown

address 172.31.21.2 255.255.255.252

changed state to

Line protocol on Interface

R2 (config-if)#ip address 172.31.23.1 255.255.255.252

(4321 Gene  Crrl+F6 to exit CLI focus

Remote Network

O Top

Copy

Paste

Fle Edt

Logical

<

P Cisco Packet Tracer -

C:\Users\SAMSUNG

Tools

o Packet Tracer 7. T\saves\prueba de habili

Options ~ View Extensions Help

- =

Back

[Root]

des practicas ccna miller pkt

AR =

B R - o

Physical Config CLI  Attributes

105 Command Line Interface

New Cl

Gugn/o

Intermet PC
BOGOTA
209.165.200.230
172.31.21.0/30
o seu/l)/n
Am 0

Me delin
ng/o
Fa0/24)
Trunk
192.168.99.2 i Fa0B,_ _ Fa0/3,_
S1
Fao/1
VLAN 30

PCA

DHCP

Gigh/1
5e0/0/0 65.200.: 224/13'

Web Server

172.31.23.0/30
Se0/0/1

%
R3

B/MANGA

Web Se
10.10.10.

192.168.99.3

VLAN 40

Time: 03:45:12 | [Power Cycee Devices|[Fast Forward Time]

=) (=) (S

5 GG IGIG)

2901 | | 2911 | 81910X [B19HGW

GGG

829 ) [ 1240 ) | 4321 ) (Gene|

Remote Network

R2 (confiq) finterface gigabitEthernet 0/0

R2 (config-if) #ip ad

R2 (config-if) #ip address 209.165.200.225 255.255.255.248
R2 (config-if) #no shu

R2 (config-if) #no shutdown

R2 (config-if)#
$LINK-5-CHANGED:
state to up

Interface GigabitEthernet0/0, changed

SLINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0, changed state to up

R2 (config-if)#exit

R2 (config) #int

R2 (config) #interface G

R2 (config) $interface GigabitEthernet 0/1

R2 (config-if)#IP AD

R2 (config-if) #IP ADdress 10.10.10.1 255.255.255.0
R2 (config-if) #NO SHU

R2 (config-if) #NO SHUtdown

R2 (config-if)#
$LINK-5-CHANGED:
state to up

Interface GigabitEthernet0/1, changed

SLINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/1, changed state to up

R2 (config-if) #¥EXIT
R2 (config) 4]

Ctrl+Fé to exit CLI focus Copy Paste

O Top
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Web server

Remote Network

Toggle

PDU List Window

B Web Server - O X
Physcal Confg Services Desktop Programming  Attrbutes I
i
IP Configuration
O DHCP ® Static
0 s Gl FaD
't 5e0/C ignyo L 5e0/0/065.200.224/2%*= IP Address [10.10.10.10 |
ernet ()
Interret PC BOGOTA e Subnet Mask |255.255.255.0 |
209.165.200.230
o Web Server Default Gateway [10.10.10.1 |
172.31.21.0/30 10.10.10.1
172.31.23.030 %3 | DNs Server [0.0.0.0 |
© 5e0(0/0 e S20/0/1
& 20 "~ IPv6 Configuration
Medelr =
- Gy & O DHCP O Auto Config ~ © Static
R3
Fa0/24 T IPv6 Address I [/ AN
Tm"; Link Local Address |FEB0::20C:85FF:FE05:D507 |
! Fa0/3 Fa0/3 == 192.168.99.3
19216832 ————— = IPV6 Gateway [ |
st IPv6 DNS Server [ NN |
Fa0/1 Fao/1
”vmww )
PCA O Top
DHCP DHCP -
< >
Realtime
) Fie LastStatus Source Destnaton Type Colo
SR eammE °

L g:E)

CLI  Attributes

Physical ~ Config

[0S Command Line Interface

R3»enable

R3#configure terminal

Enter configuration commands,
CNTL/Z.

R3 (config) #int

R3(config) #interface s
R3({config) #interface serial 0/0/0
R3(config-if)#ip ad
R3(config-if)#ip address 172.31.23.
R3(config-if)#clo
R3({config-if)#clock ¢
R3(config-if)#clock rate 12800
Unknown clock rate

R3 (config-if) #no shut
R3(config-if) #nc shutdown

envel

=b S¢
.10

$LINK-5-CHANGED: Interface Seriall/

down

one per line.

2 255.255.255.252

0/0,

End with b

changed state to

Ctrk+-F6 to exit CLI focus

O Top

Copy

Paste

Realtime
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Loopback 4,5y 6

L] -
Physical Config CLI  Attrbutes

105 Command Line Interface

RITCORTI] FINTETTacE [O0pDacE &

R3 (config-if) #
%LINK-5-CHANGED: Interface Loopback4, changed state to up

SLINEPROTO-5-UBDOWN: Line protocol on Interface Loopback4, changed state to up

R (config-if) #ip ad

R3(config-if) #ip address 192.168.4.1 255.255.255.0
R3(config-if) #no shut

R3(config-if) #no shutdown

R3(config-if) fexit

R3(config)#int 1

R3 (config)#int loopback 5

R3(config-if) #
RLINK-5-CHANGED: Interface LoopbackS, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface LoopbackS, changed state to up

R3 (config-if) #ip ad

R3(config-if) #ip address 192.168.5.1 255.255.255.0
R3(config-if) #no shut

R3(config-if) #no shutdown

R3(config-if) fexit

R3 (config) #int loopback &

R3 (config-if)#
BLINK-5-CHANGED: Interface Loopbacké, changed state to up

SLINEPROTO-5-UPDOWN: Line protoccl on Interface Loopbacké, changed state to up

Cork+F6 to extt CLI focus Copy

OTep

Mind Wide Open”

0 Packet Tracer AMSUNGHCi

Fle Edt Options View Tools Extensions Help
= SRS Physical Config CLI  Attrbutes
=) al| Bl BEANA

o Packet Tracer 7. \saves\prud (B g3

10S Command Line Interface

Logical Back

=
R3 (config) #interface loopback 4

JX R3 (config-if)#
O $LINK-5-CHANGED: Interface Loopback4, changed state to up

Fa0
Internet pL $LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4,
209.165.200.230
B3 (config-if)$ip ad
172.31.21.0/30 R3(config-if)#$ip address 192.163.4.1 255.255.255.0
@ 5e0/0f0 o |3 (config- sh
— Al R3 (config- shutdown
Medeln C R3 (config-if)#exit
Gigo/o B3 (config) #interface loopback 5
Fa0/24 R3 (config-if)$
Trunk $LINK-S5-CHANGED: Interface LoopbackS, changed state to up

A rao3 Fa0/3|
192.168.99.2 = —— 23 .
$LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5,

5\
R3 (config-if)$ip address 182.168.5.1 255.255.255.0
Fa0/1 R3 (config-if)#no shutdown
VLAN 30 R3(config-if) fexit
e R3 (config) #interface loopback 6
DHCP R3 (config-if)#
$LINK-5-CHANGED: Interface Loopbacké, changed state to up
<
|Fast Forward T\me‘ $LINEPROTO-5-UPDOWN: Line protecol on Interface Loopbacké,

R3(config-if)#ip address 19%2.168.6.1 255.255.255.0
Eigois\y haas ol

changed state to up

changed state to up

changed state to up

= =
Cirh-F6 to exit CLI focus

L)
g
H
2
M
B
=
5

OTop
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2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes

Configuracion item or Task

Specification

Router ID R1

1111

Router ID R2

2222

Router ID R3

3.3.3.3

Configurar todas las interfaces LAN como
pasivas

Establecer el ancho de banda para enlaces 128 Kb/s
seriales en

Ajustar el costo en la métrica de S0/0 a 7500

R1

Logical

Back

s ccna miller.pkt

e @ @7

[Root] New

B R —

Physical Confg CLI  Atrbutes

105 Command Line Interface

pt: 02:01:00

am

= Fa0
Internet P
200.165.200.230
172.31.21.

030

@ Se0/0/0
P
Medelin oy
Gig0/ 1

Fao/L
192.168.99.2 Fa0/3 _ _ Fal/3 gy 192.168.993

Fa0/6

PCA
DHCP

~Gigo/1

Goojo /1
BOGOTA

OSPF
Area

Trunk

VIAN

Fa0
20 165 200, 2]
5e0/0/0

172.31.23.0/34
0 \seu/u/

=
R3

B/MAN|

Fa0/18

30

Fa0 VLAN 40

DHCPCB

Time: 35:31:20 | ‘Puwer Cyde Dev\cesHFast Forward T\me‘

Rl#confi term

Enter configuration commands, one per line. End with
CNTL/Z.

R1(config) #router ospf 1

R1(config-router) #router

R1(config-router) #router-id 1.1.1.1

R1(config-router) #net

Rl (config-router) #network 172.31.21.0 0.0.0.3 area 0

R1(config-router) #pas

R1(config-router) #passive-interface g0/1.30
R1(config-router) #passive-interface g0/1.40
R1(config-router) #passive-interface g0/1.200
R1(config-router) #exit

R1(config) #int s0/0/0

R1 (config-if) #band

R1(config-if) #bandwidth 128

R1(config-if) #ip ospf cost 7500
R1(config-if)#exit

R1(config) #exit

R1#

$SYS-5-CONFIG_I: Configured from console by console

R1#

Rl (config-router) #network 192.168.30.0 0.0.0.255 area 0
R1(config-router) #network 192.168.40.0 0.0.0.255 area 0
R1(config-router) #network 192.168.200.0 0.0.0.255 area 0

Curl+F6 to exit CLI focus Copy

OTop

Paste

galtime

h Type Cobo

Remote Network

Toggle PDU List Window
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R2

W Cisco Packet Tracer - C:

Fie Edic

AMSUNG\Cisco Packet Tracer 7.T\saves\prueba de habilidades practicas ¢{ (B
Options View Tools Extensions Help

Physical

R2 - o

Config  CLI  Attributes

10§ Command Line Interface

[Root] Ne/
Gigo/1

Logical

= = © 0 ©
Fal
N0 165.20C. .o

Eack
e SEU/U/D

Infemet i WD“
209.165.200.230 / \
172.31.21.0/30
17231239
© 5e0/0/0 e \Se

=
Medeln ."aﬁ
R3

B/M

Gigh/1
Fa0/L

A raos3

-+ M

Trunk

192.168.99.2 s 192.168.99.3

Fa0/6

VLAN 30 VLAN 40

<

a3
R2>ena

R2#confi term

Enter configuration commands,
R2 (config) #router ospf 1

R2 (config-router) #router ospf 1

R2 (config-router) #router

R2 (config-router) frouter-id 2.2.2.2

R2 (config-router) #net

R2 (config-router) #network 172.31.21.0 0.0.0.3 area 0

R2 (config-router)#

07:06:58: %O0SPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1
from LOADING to FULL, Loading Done

one per line. End with CNTL/Z.

R2 (config-router) #network 172.31.23.0 0.0.0.3 area 0
R2 (config-router) #network 10.10.10.0 0.0.0.255 area 0
R2 (config-router) #pas

R2 (config-router) #passive-interface g0/1

R2 (config-router) #int s0/0/0

R2 (config-if) #ban

R2 (config-if)#bandwidth 128

R2 (config-if)#int s0/0/1

R2 (config-if)#bandwidth 128

R2 (config-if)#int s0/0/0

R2 (config-if) #ip ospf cost 7500

R2 (config-if) dexit

R2 (config) #end

R2%

$SYS-5-CONFIG_I: Configured from console by console

R2#

R3

Ctr+F6 to ext CLI focus

Copy Paste

S

Packet Tracer

T.1\saves\prueba de habilidades practicas ccna miller.pkt
aw Tools Extensions Help
SRR e
\Elﬁ'f‘ﬂb@,@/@\m::
Back [Root] New Cluster| (1

) G’»gO! |
= Fa[)

Fa0
Vll 2ND 165,200 cef29 i
Infernet Go/o S20/0/0
BOGOTA Web Serv|
209.165.200.230

Web
172.31.21.0/30 10.10)

@ 5e0/0/0

DI f Ans-a 0

172.31.23.0/30

\Seu,'m

R3
B/MANGA

Medelin

Gigo/1
Fa0/1
Mraor3
- ——

Trunk

192.168.99.2 _ Fa0i3, 192.168.99.3

Fal/e
VLAN 40

rer Cydle Dewces”Fast Forward Tlme‘

- (=

'-Qrf; G
I

<

® R3 —

Physical Config CLI  Attrbutes

10S Command Line Interface

Enter configuration commands, End with
CNTL/Z.

R3(config) #router ospf 1

R3 (config-router) $#router

R3(config-router) #router-id 3.3.3.3

R3 (config-router) #net

R3(config-router) #network

% Incocmplete command.

R3(config-router) $#network 172.31.23.0 0.0.0.3 area O
R3(config-router)#n

R3 (config-router) #n

07:27:53: $0SPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on
Serial0/0/1 from LOADING te FULL, Loading Done

one per line.

% Ambiguous command:
B3 (config-router) #ne
R3 (config-router) #n
R3(config-router) #net
R3(config-router) #network 192.168.4.0 0.0.3.255 area 0
R3 (config-router) $#pas

R3(config-router) #passive-interface lo4

R3 (config-router) #passive-interface lo5

R3 (config-router) #passive-interface lo6

B3 (config-router) #exit

R3 (config) #int s0/0/1

R3 (config-if) #ban

R3 (config-if) #bandwidth 128

R3 (config-if)#

R3(config-if) #exit

R3 (config) #exit

R3%

Ctr+F6 to exit CLI focus Copy

Paste
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Verificar informacién de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

R1

== R R - O x
Back [Root] [New Cluster||Move Object]
Q—-‘I——_ =GI00/1 104465 200520 229 Physical Config CLI  Attributes
e ouort§ Roseitn
BOGOTA R Wb Server 105 Command Line Interface
209.165.200.230 TS - ~
Web Server Suppress hello for 0 neighbor(s)
172.31.21.0/30 10.10.10.10/32 R1#
172.31.23.0/30 R1#
@ 520/0/0 OsPF
Area 0 Se0/0/1 R1#
Sy Rl#show ospf ne
piedeh L i Rl#show ospf nei
. R3 Rl#show ip osP
Gigty1 B/MANGA Rl#show ip osPf N
Fao/1 Trunk Rl#show ip osPf Neighbor
192.168.99.2 Fa0/3, _ FaO3,_ gy 192.168.993
Neighbor ID Pri State Dead
Time Address Interface
Fa0/6 Fa0/18 2.2.2.2 0 FULL/ -
VLAN 30 ’ VLAN 40 00:00:33 17z2.31.21.2 Serial0/0/0
g R1#
PoA R1# v
DHCP
Ctrl4+F6 to exit CLI focus Copy Paste
O Top
Power Cycle Devices"Fast Forward Time| Rean
[Root] New Clu ¥ R2 - d x
Gigd/1_ Fal |
G'gD,v‘DVl‘ ® 560;3?0"65'20(’"“{29 Physical Config CLI  Attrbutes
R2
EEER L 105 Command Line Interface ]
TS T T ICUU STHIT IENgTIT TSI MMEX IO TS T .
.0/30 Last flood scan time is 0 msec, maximum is 0 msec
0SPE 172.31.23.0/30 Neighbor Count 1is 0, Adjacent neighbor count is 0
0 Area 0 5e0/0/1 Suppress hello for 0 neighbor (s)
i p S—_— RZ#
) R2#
"3 R2#
igo/1 R2¥
01 Trunk BIMANGA | 2¢smow 1P ospF NE
RZ#SHOW IP OSPF NEighbor
a0/3 Fa0/3 .
’_f _fadof 192.168.99.3
Neighbor ID Pri State Dead Time Eddress
Interface
VLAN 30 3.3.3.3 0 FULL/ - 00:00:35
| VLAN 40 172.31.23.2 Serial0d/0/0 1
“ 1.1.1.1 0 FULL/ - 00:00:30
\ -
172.31.21.1 S 10/0/1
TG | eriald/0/ o
Ctrl+F6 to exit CLI focus Copy Paste
{
orward Time| U Top |
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R3

¥ R3

] [Root]

. GIg0/1

Physical Config CLI  Attrbutes

Fg
A 165.200. -]

- C
Ggo/o ¥l Seq/o/o 105 Command Line Interface
I0GOTA R2 —
/30
) OSPF 172.31.23.
Aea 0 \Sec
1R3>
01 R |r3>ENR
T B/M |R3#SHOW IP OSPF NE
0/1 R3#SHOW IP OSPF NEighbor
0/3 Fal0/3
o3, a5, 192.166.99.
Neighbor ID Pri State Dead Time Address
Interface
Fa0/18 2.2.2.2 0 FULL/ - 00:00:35
NEANEO vian 4 |172.31.23.1 Serialo/o0/1
§ Rs#l -
HoP CtrH+F6 to exit CLI focus
M Tan

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

Physical Config CUI  Attrbutes

105 Command Line Interface
R2#SHOW IF OSF INT 7] perond Viewport Envronment: 17:42:00
R2¥#SHOW IP OSpf int *

R2¥SHOW IP OSpf interface :‘&

Serial0/0/1 is up, line protocol is up 1
Internet address is 172.31.21.2/30, Area 0 ]
Process ID 1, Router ID 2.2.2.2, Network

Type POINT-TO-POINT, Cost: 781
Transmit Delay is 1 sec, State POINT-TO-

Medeln L POINT, Priority 0
No designated router on this network Physcal Confg CLI  Atmbutes
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 105 Command Line Interface
e 40, Wait 40, Retransmit 5 —
Hello due in 00:00:02 R3#
Physcal  Config  CLI  Attrbutes Index 1/1, flood gueue length O R3#
Next 0x0(0)/0x0(0) e
105 Commani £1 " 2 TN 1 1 _ R34

Qui+F6 to ext CLI focus Copy || Paste
RISENA

R1#SHOW IP OSPF IN

R3#show ip ospf int
R3#show ip ospf interface

Serial0/0/1 is up, line protocol is up
FARSHOW TP 0SPE Iiterface O Top Internet address is 172.31.23.2/30, Area 0
serial0/0/0 is up, line protocSI TEUE - Process ID 1, Router ID 3.3.3.3, Network
Internet address is 172.31.21.1/30, Area 0 Type POINT-TO-POINT, Cost: 781
Process ID 1, Router ID 1.1.1.1, Network Type POINT-TO- Transmit Delay is 1 sec, State POINT-TO-
POINT, Cost: 7500 L | |porwT, eriority o .
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority No designated router on this network

No backup designated router om this network
No designated router on this network k ¢ |ao™ipes, interyals contigured, Hello 10, Dead
No backup designated router on this network GGG » Wait 40, Ratransmit

Timer intervals configured, Hello 10, Dead 40, Wait 40, [ lGenenc Genenc! |11 e 0000201
Retransmit 5 > Cirl+F6 to exit CLI focus Copy Paste
Hello due in 00:00:08

Index 1/1, flood gueue length 0 ]
Next 0x0(0)/0x0(0) = Ol Top
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e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.
Physical Config CLI  Attributes Physical Config CLI  Autributes Physical Config CLI  Attributes
10S Command Line Interface 10S Command Line Interface 10S Command Line Interface
b e R e nat
RZ# ‘
Routing Protocol is "espf 1" R2# R3>ena
Outgoing update filter list for all R2# R3# show ip proto

interfaces is not
Incoming update
interfaces is not

Number of areas

Maximum path: 4

Router ID 1.1.1.

set

filter list for all
set

1

in this router is 1. 1

normal 0 stub 0 nssa

R2#show ip protocol
RZ#show ip protocels

Routing Proteocol is "ospf 1"

R3# show ip protocols

Routing Protocol is "ospf 1"
cutgoing updats filter list for

all

outgoing update
interfaces is not
Incoming update

filter list for all
set
filter list for all

interfaces is not
Incoming update
interfaces is not

set
filter list for all
set

Routing for Networks:
172.31.21.0 0.0.0.3 area 0
192.168.30.0 0.0.0.255 area 0
192.168.40.0 0.0.0.255 area 0

Passive Interface(s):
GigabitEthernet0/1.30
GigabitEthernet0/1.40

192.168.200.0 0.0.0.255 area 0

interfaces is not set
Router ID 2.2.2.2
Number of areas
normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0

in this router is 1. 1

Router ID 3.3.3.3
Number of areas
normal 0 stub 0 nssa

Maximum path: 4

Routing for Networks:
172.31.23.0 0.0.0.3 area 0
192.168.4.0 0.0.3.255 area 0

Passive Interface(s):

in this router is 1.

GigabitEthernet0/1.200 10.10.10.0 0.0.0.255 area 0 Loopback4
Routing Information Sources: Passive Interface(s): Loopback5
Gateway Distance Last Uj GigabitEthernst0/1 Loopbacké
1.1.1.1 110 00:11: Routing Information Sources: Routing Information Sources:
2.2.2.2 110 : Gateway Distance Last Upda Gateway Distance Last Updat
3.3.3.3 110 1.1.1.1 110 00:13:04 1.1.1.1 110 00:12:25%
Distance: (default is 110) 2.2.2.2 110 00:21:59 2.2.2.2 110 00:21:24
3.3.3.3 110 00:19:47 3.3.3.3 110 00:19:11
Rl#show ip protoco Distance: (default is 110) Distance: (default is 110)
Rl#show ip protocols
R2# R3#
Curl4+F6 to exit CLI focus Copy Cirl+F6 to exit CLI focus Copy A Ctr+F6 to exic CLI focus Copy Pa

O Top

O Top

[ Top

3. Configurar VLANS, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches

acorde a la topologia de red establecida.
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Configuracion de vlan

S1

Packet Tracer -
Fle Edit Options

Logical

SUNG\Cisco Packet Tracer 7,

lew Tools

xtensions  Help

S EE
Back

[Root]

saves\prueba de habilidades practic

|/©/@ /©‘H
[New cius|

Physical Config CLI Attrbutes

105 Command Line Interface

Switch ENE

i

S Fa0

Internet FC

209.165.200.230
172.31.21.0/30
© Se0/0/0

(;gumn?
BOGOTA R2

0OSPF
Area 0
Medeln
Gigo/o
Fa0/24
Trunk

192.168.99.2 Fa0/z__ Fa03

Fa0/1
VIAN 30

<

GGL . o ‘SS.ZEC.FLBB-/Z9 -
Se0/0/0

Switchfconfigure tesminal

Enter configuration commands, one per line.
Suitch(config) ¢no ip doma
Swicch(config)fne ip domain

Switeh(config) ¢no ip doma

Switch(config) no ip domsin-l
Switch(config) tno ip domain-lockup
Switch(config) $host 51

Ead with CNTL/Z.

W{ | Sticentia) svian 20

172.31.23.0/30
Se0/0/1

3
B/MANGA

192.168.99.3

VLAN 40

S1(config-vlan) SNAME ADMINISTRACION
S1(cenfig-vlan) $VLAN 40
S1(cenfig-vlan) SNAME MERCADEO
S1(config-vlan) SVLAN 200
S1(config-vlan) SNAME MANTENTMIENTO
S1(config-vlan) $EXIT

51(config) $INT

S1(config) $INTerface VLA

S1{config) #1NTexface VLAN 59
S1(cenfig-if)#ip a
S1(cenfig-if)#ip address 192.1€3.99.2 255.285.285.0
S1(config-if)#no shu

S1(config-if)#no shutdown

S1(config-if) gexic

Sliconfig)#ip def

S1(config)#ip defauls-gaveway 152.165.35.1
S1(config) #ip defauli-gaveway 192.163.55.1
Sl(cenfig)#no ip default-gateway 152.1€3.89.1
S1(zonrig) pant

S1(config)#interface £

S1(config)$interface fastEthernet 0/3
S1(config-if) #sw

51(config-if) éswitchpors m

51(config-if) #switchpors mode &

S1{config-if) #switchport mode tzunk

B

S1(config-if)gsw
S1(cenfig-if)gswizehpors T

G )

2011 | 81910

(%)

B19HGW

s

5

1240

G

829 )

S1(config-if) $switehport Trunk N
S1(config-if) $switehport Trunk Native VLAN 1
S1(config-if) $INT RA

time

Type Colo

Ctrl+F6 to exit CLI focus

Remote Network

[ Top

co Packet Tracer

er

SUNG

Fie Edic Optons View Took Extensions Hep

Logical [Root]

co Packet Tracer 7.1\saves\prueba de habilidades p

() (R) ()

cna mi

New Cluster|

ller.pkt

®s

A

AT Fa0
Internet PC

208.165.200.230
172.31.21.0/30
@ Se0/0/0

BOGOTA

OSPF
Area 0

Medeln
Gigo/o
Fa0/24
Trunk
192.168.99.2 Faof3 _ _ Fa0fs,_
B\

Fao/1
VLAN 30

PCA

DHCP

<

Ggo/1 "‘"“‘652[!3'?? 29
GgO/DVlf se0/0/0 a
RrR2

Web

172.31.23.0/30
5e0/0/1

R3

B/MANGA

192.168.99.3

VLAN 40

Physical Config CLI  Attributes

105 Command Line Interface

S1(cenfig)#ip default-gateway 152.168.95.1
51(config)#ins

S1(config)#interface £
S1(config)3interface fastEthernet 0/3
S1(cenfig-if)gewi

S1(cenfig-if) ¢switchport mede t
S1(config-if) éswitchport mode trunk

S1(config-if)s
ALINEPROTO-S-UEDOWN =
changed state to down

Line protocel on Interfase FassSthernse0/3,

ALINEFROTO-5-UEDOWN -
changed state to up

Line protocol on Interface FastEthernetd/3,

3LINEPROTO-5-UBDOWN:
state to up

Line protocol on Interface Ulan30, changed

3LINEFROTO-S-UEDOWN
state to up

- Line protocel on Interface Vland0, changed

SLINEPROTO-5-UBDOWN: Line protocol on Interface V1an200, changed

Ctrl+F6 to exit CLI focus

O Top

Time: 06:30:04 | ‘PMMEI Cyde Devu:esHFast Forward Tmel

Environment: 22:24:00

5

2001

5

2911

5

81910X.

5

B19HGW

829 || 1240 |

06

"

-

Realtime

Fire  Last Status
@  Successful
L Failed
L Falled

&5

Generic Generic

¢ oFmmo
[ New

4321

Remote Network

Toggle PDU List Window

Source
R2
51
S3

Destination ~ Type Colol
Internet PC ICMP [
RL cmp

st cve |
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W Cisco Packet Tracer - C\Users

Fle Edit Options Viey

MSUNG\Cisco Packet Trace

saves\prueba de habllidsdes practicss ccna mil] (@ 1 _ o x

Tools

tensions Help
Physical Config CLI  Attrbutes

105 Command Line Interface
Logical Back [Root] New S1(config-if) fawivchpars T -
S1(config-1f) gswitehpore Trunk
JX SLiconeig-sn) savisenpors Tounk R

S1{config-if) #INT
S1{congig-if) $INT RAN

S1{config-if) #INT RAN 2
% Unrecognized command

..Ggo/n,

"”° O 224294 S1{cenfig-if) $INT RAN
Inermec e GgD/DVli ’ -
BOGOTA We  |* tevaiia snpus sevested az o mazkes.
209.165,200.230
S1(contignie) gExIT
172.31.2L.0/30 51(conzig) $THT

172.31.23.0/30 Sl{config)#INTerface R
@ Se0/0/0 S1(config)#INTerface Range £20/1.2, £a0/i-24, g
Arean SED/WI S1(config)#INTerface Range £a0/1.2, fa0/4-24, gigabitEthernet 0/1-2
interface range not validated - cormand rejected
*a Sl{config)#INTerface Range fa0/1-2, faO/4-24, gigebitEthernet 0/1-2
51 (config-if-range)gsw
Sl{config-if-range)$#switchport m
Fa0/24 B/M ANGA 51{config-if-rangs)#swicchpors mode a
Trunk 51(config-if-range) svitehport mode access
Sl{config-if-range)#sw

192,168,992 o 03 Fﬂﬂ/3 192.168.99.3 S1{config-if-range) fwitehport ac

Sliconfig-if-range)gexit
51{config)#int
S1(config)tinterface £a0/1
- S1{config-if)#su
Fao/1 FaU/l S1(config-if) gswitchport mo
S1{config-if) #switchport mede ac
VLAN 30 o o >

S1{config-if)#switchport mode access
S1(config-if) gsw

S1{config-if) #switchport ac
ENPESS S1(config-if)gswitehport aceess vlam 30
S1{config-if) dexit

Time: 08:18:57 | [Power Cyde Devices|Fast Forward Trme] S1(contig) $TNTarface Range £a3/1-2, fad/i-24, gigsbitSsherner 0/1-2 .

S1(cenfig-if-range)#svitchport mode access
1

S1{config-if-range)#no shuc
2901 | |29u |Emux

Medelin

<

S1(config-if-range)$no shutdown Type Colo
2

S :
BISHGW) | 829 )| 1240 L CtrH+F6 to exit CLI focus

Remote Network OTop

co Packet Tracer - C ASUNG\Cisco Packet Tracer 7.1\saves\prueba de habilidades prac

: cna millerpkt L X5} - v 4

Fle Edt Options \ Tools Extensions Help
Physical Config CLI  Attributes

10S Command Line Interface

Logical Back [Root] New Cluster|[Move Object TwitoRTERT .

Swi term

Znter configuration commands, one per line. End with CNTL/Z.

Swineh (contag) Snotrene 83
ity
,G@on_ cones. 2070 25 ppv

_ A Fao

1 S3(config) ¢vian 30
Intemet H_ GWDV 53 (contigovian) fname Adminiscracion
Web Server 53(config-vlan)gvlan 40
209.165.200.230 S3{config-vlan)#name Mercadeo
Web Server S3(config-vlan)gvlan 200
172.31.21.0/30 10.10.10.10/32 -
172.31.23.0/30

§3(config-vlan) #no shut
R \Secvm S3isameiq viem tno mmuc

% Invalid input detected at '~' marker

S3(config-vlan) #name Mantenimiento
© SEDIDID

Medelin
Gng/‘O
Fa0/24

53(config-vian) gexit
S3{config) #in
§3(config) tinterface vlan 33
53(config-if) $ip ad
% Incomplete command.
53(config-if)#ip ad
$3(config-if) #ip address 152.1€8.95.3 255.2§5.255.0
53(config-if)#no shut
S3(config-if)#no shu
§3(config-if)#no shutdova
53(config-if)sexin
VLAN 40 S3(config) #ip def
53(config) #ip default-gateway 152 163 83 1
S2(c=oniig) #int
53(config) ¢interface £a0/3
DHCP DHOP S3(config-if) #sw
§3(config-if)#switchport m
< 53 (config-if) #switchport mode t©
S3(config-if)#switchport mede trunk
Time: 07:35:09 | ‘PWWE[ Cycle Dev»ces"Fast Forward Tme‘ sg:cm,ﬁg_lf;:su v

S3(config-if) #switchport tz

Trurk

192.168.99.2 F:E“ _ Llg

FaQ/1

~ ~ - ~ ~ > - ~ - 53 (config-if) #switchport trunk n
ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ S3{config-if)#switchport trunk native vlam 1 v
941 | | 2901 | | 2911 ) (81910x) B1oHGW | 829 | | 1240 ) | 4321 | (Generic CrlF6 to exit CLI focus

|
<
e . m E . Remote Network O Top




CIsCcO. Cisco Networking Academy”

4. En el Switch 3 deshabilitar DNS lookup

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

SAMSUNG\Cisco Packet Trac

7.M\saves\prueba de habilid:

s practicas ccna miller.pkt

ns Tools Extensions Help L] -
Physical ~Config CLI  Attrbutes
Back [Root] 105 Command Line Interface
[, =G0 ona 165 206F30 g 518
S rFa0 GgD/DVll Weseooin Sl¢ping 152.1€8.30.1
Internet v R2
TA Web Type escape sequence to abort.
209.165.200.230 Sending S, 100-byte ICMP Echos to 152.1€8.30.1, timecut is 2 seconds
172.31.21.0/30 Success rate is 100 percent (8/8), round-trip min/ave/max = 0/0/1 ms
00 OSPE 172.31.23.0/30
@ 5e0/0/0 slg 192.1€8.99.1
Area 0 Se0/0/1 BLng
& z Type escape sequence te abort
Medeln 5~ ] Sending 5, 100-byte IGMP Echos to 152.1€8.99.1, timecut is 2 seconds:
e
Gig/1 R3 Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 ms
MANGA
Fag/1  Trunk B Sleping 152.1€5.35.2
192.168.99.2 Fag/j.____Fag@._ 192.168.99.3 Type escape sequence ©o abort.
Sending §, 100-byte ICMP Echos to 152.1€2.55.2, timeout is 2 seconds:
o
— Success rate is 100 percent (5/5), round-trip min/avg/max = 1/9/24 ms
Fa0/6 Fao/L Sieping 152.1€8.40.1
VLAN 30
AN Type escape sequence to abort.
= Sending 5, 100-byte ICMP Echos to 152 168 40.1, timeout is 2 seconds
PCA ey
DHCP DHCP Success rate is 100 percent (5/§), round-trip min/avg/max = 0/2/14 ms

| |waer Cycle DewcesHFast Forward T\me‘

R LI L L L LELEL

S3

® Cisco Packet Trac
Fle Edic Options

Sl#ping 192.1€8.200.1

Type escape sequence to abort.

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/2/12 ms

Sending 5, 100-byte ICMP Echos to 192.168.200.1, timeout is 2 seconds:
i

CtrF6 to exit CLI focus Copy

B - o

Time: 34:35:57 | [Pover Cyde Devices]Fast Forward Time]|

5 5 555 &S
41

2001 | | 2911 | (81910X  B1oHGW | 825 | | 1240

Remote Network

—’—W

Physical Config CLI  Attributes
Logical Back [Root] 105 Command Line Interface
| I S ~Ggo/1 Fa0 T
) PL Sen;%'ss.zoc.gdn SLtping 152.1€3.30.1
Intermet 9 o
BOGOTA Web| |Tvpe sscape sequence to aport
209.165.200.230 Sending 5, 100-byce ICMP Zchos to 152.1€8.30.1, vimeous is 2 ssconds:
172.31.21.0/30 o Success rate is 100 percent (8/%), zound-trip min/avg/max = 0/0/1 ms
172.31.23.0/30
@ 5e0/0/0 = in
Z’/ &= \fer Sieping 152 168 35,1
Type sscapes sequence to an
Medeln L Sending 5, l00-byte ICMP Echos to 192.1€8.55.1, timecut is 2 seconds:
a0/ Success rate is 100 percent (S/S), zound-crip min/avg/max = 0/0/1 ms
ot B/MANGA
Fao/1  Trunk Sieping 192.168.95.2
Fa0/3 Fa0/3 192.168.993
162.168.99.2 a0/ = X Type escape sequence to aborc
= ~ Sending 5, 100-byte ICMP Echos to 152.168.99.2, vimeout is 2 seconds:
Success rate is 100 pescent (8/3), zound-trip min/avg/max = 1/5/24 ms
Fa0/6 - Fa0/1 Slsping 152 162 40.1
WEANEYD Type =scaps ssquence to akort.
= Sending S, L00-byse ICMP Sohes to 1S2.160.40.1, wimesus is 2 sasznds:
PCA i
DHCP DHEP Success rate is 100 percent (5/3), zound-trip min/avg/max = 0/2/14 ms
Sitping 152.168.200.1
Type escape sequence vo aborc
< Sending 5, 100-byce IGMP Zchos to 152.169.200.1, vimeous is 2 seconds:

Success rate is 100 percent (5/), sound-trip min/avg/max = 0/2/12 me
Ctrlt+F6 to exit CLI focus. Copy Paste
OTop

Mind Wide Open”
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6. Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

L - O X
Back [Root]
Physical Config CLI  Attrbutes
172.31.21.0/30
10S Command Line Interface
© 520/0/0 OSPF
Area 0 TTconTig 1T) Fswitchport mode access -
.-,;:r Sliconfig-if)#sw
delin l i S1{config-if)$#switchport ac
Gigh/1
Fal/24  Trunk
£ SLINE-S5-CHANGED: Interface FastEthernet0/Z, changed state to
192.168.99.2 i administratively down
RLINE-S-CHANGED: Interface FastEthernet0/4, changed state to
Fa0/1 X
H administratively down
&LINE-S-CHANGED: Interface FastEthernet0/7, changed state to
g VLAN 30 administracively down
’ &LINE-S-CHANGED: Interface FastEthernet0/2, changed state to
PC-A administratively down
DHCP D SLINE-5-CHANGED: Interface FastEthernet0/3, changed state to
administratively down v
Ctrl+F6 to exit CLI focus Copy Paste

7. Implement DHCP and NAT for IPv4

8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para
configuraciones estaticas.

ack ‘ [Root] ‘New C\uster‘ Move | 8 g1 — o X

Physical Config CLI  Attrbutes

10s Command Line Interface

~ Gigd/1 e ZK)GFED/zg TTREPROTO=S=UrDOWRT TIN= DToToCoT O
- - 165.200.22=/29 = 3

G\gU/U‘l’ll 520/0/0 Interface Serial0/0/0, changed state to up
BOGOTA R2 W 00:00:10: $0OSPF-5-ADJCHG: Process 1, Nbr
2.2.2.2 on Serial0/0/0 from LOADING to FULL,
Loading Done

SESFa0

ermet PC

15.200.230
172.31.21.0/30
@ Se0/0/0

OSPF 172.31.23.0/30

Area 0 \520/0/1 R1>ena
P~ Rl#confi ter
i (] Enter configuration commands, one per line.
R3 End with CNTL/Z.
Gig0/1 B/MANGA Rl (config) #ip dhcp exc
Fa0/1 Trunk Rl (config) #ip dhcp excluded-address
192.168.30.1 192.168.30.30

168.99.2 = FED/'_J‘___EEEE._ 192.168.99.3 Rl (config) #ip dhcp excluded-address
192.168.40.1‘ 192.168.40.30
R1 (config)# )

Fa0/6 Fa0/18
[ | VLAN 30 (e | VI AN 40

Ctr+F6 to extt CLI focus Copy Paste

wcesHFast Forward Time| O Top
T
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Configurar DHCP pool para
VLAN 30

Name:
ADMINISTRACION
DNS-Server:
10.10.10.11

Domain-Name: ccna-
unad.com Establecer
default Gateway.

Configurar DHCP pool para VLAN
40

Name: MERCADEO
DNS-Server: 10.10.10.11

Domain-Name:
ccna-unad.com
Establecer default
Gateway.

] Fa0
G801 o 465 906722 29 4
5e0/0/0

w

172.31.23.0/30

Se0/0/1
:—9;'/
oy
1
. R3
Gig0/1
B/MANGA
Fa0/1 Trunk
1 Fa0/3 Fal/3
~AFa0/3 _ _ Fa0/ 192.168.99.3
)6 Fa0/18
1 VLAN 30 1 VAN 40
orvard T\me‘
11616 11 1G]

2901 2911 | [B1910X/ [819HGW | 825 1240 4321

R1

Physical Config CLI  Attributes

10S Command Line Interface

End with CNTL/Z.

Rl (config) #ip dhcp pool ADMINISTRACION
Rl (dhcp-config) #dns

Rl (dhcp-config) #dns-server 10.10.10.11
Rl (dhcp-config) #domain

Rl (dhcp-config) #domain—

Rl (dhcp-config) #defa

Rl (dhcp-config) #net

Rl (dhcp-config) #network 1%2.168.30.0
255.255.255.0

Rl (dhcp-config) fexit

Rl (config) #ip dhcp pool MERCADEO

Rl (dhcp-config) #dns

Rl (dhcp-config) #dns-server 10.10.10.11
Rl (dhcp-config) #defa

Rl (dhcp-config) #ne

Rl (dhcp-config) #network 19%2.168.40.0
255.255.255.0

Rl (dhcp-config) fexit

Rl (config) #exit

R1#

console

Rl (dhcp-config) #domain-nameccna-unad.com

% Invalid input detected at '"' marker.

Enter configuration commands, one per line.

Rl (dhcp-config) #default-router 1%2.168.30.1

Rl (dhcp-config) #default-router 19%2.168.40.1

%5YS-5-CONFIG_I: Confiqured from console by

Ctri+F6 to exit CLI focus Copy

Paste
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10. Configurar NAT en R2 para permitir que los hosts puedan salir a internet

Back | [Root] ¥R - =

Physical Config CLI  Attributes

10S Command Line Interface

E—— Gigo/1 RZ>ena
i Ggo/o/l,  l®sen| |Rziconfi term . -
BOGOTA R2 Enter configuration commands, cne per line. End with
209.165.200.230 CNTL/Z.. o .
R2 (config) #user webuser privilege 15 secret ciscolZ2345

172.31.21.0/30
(] SeDIUfD

R2 (config) #ip nat inside source static 10.10.10.10
209.168.200.229
R2 (config) #int
R2 (config) #interface g
Medelin R2 (config) #interface gigabitEthernet 0/0
R2 (config-if) #ip nat out
G\gD,i'l R2 (config-if)#ip nat out
2 (config-if) #ip nat outside

Fa0/1 Trunk R2 (config-if) #int gO/l
R2 (config-if) #ip nat insi

(

(

OSPF
Area 0

Fa0/3 Fa0/3
192.168.99.2 af __f_‘_ R2 (config-if)#ip nat inside

R2 conflg if) fexit

Fa0/6 Ctrl+F6 to exit CLI focus Copy Paste

| VLAN 30
1} OTop

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

Physical Config CLI  Attrbutes

10S Command Line Interface

Gig0/1 a4 R TIIgTwInT P
L ® 5¢0/0/0 RZ ccm.f:!_g) #:.Lnterface g ]
,I R2 RZ (config) #interface gigabitEthernet 0/0
R2 (config-if) #ip nat out
2 config-if)#ip nat out

config-if) #ip nat outside

172.3 config-if)#int g0/1

Area 0

config-if) #ip nat inside

config-if) #exit

config)#

config) #ac

config) #access-1list 1 permit 1%2.168.30.0 0.0.0.255
config) #access-1list 1 permit 19%2.168.40.0 0.0.0.255
config) #access-list 1 permit 1%2.168.4.0 0.0.0.255

192.14 R2 (config) #ip nat pool INTERNET 209.165.200.225
209%.165.200.228 netmask 255.255.255.248|

RZ (confiqg) # )

L
(
(
(
(
2 (
2 (
OSPF \ 2 (config-if)#ip nat insi
2 (
2 (
2 (
2 (
2 (
2 (
2 (

Ctr+F6 to exit CLI focus Copy Paste
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12. Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir tréfico desde
R1 o R3 hacia R2.

Back [Root] ¥R - m]

Physical Config CLI  Attrbutes

10S Command Line Interface
RZ(CONrig-1TJvip Nat oUr
R2 (config-if) #ip nat outside

R2 (config-if) #int g0/1

Gig0/L | o 4.

© Se0/0/0
Internet PC <0/0/

209.165.200.230

172.31.21.0/30
© 5e0/0/0

Tedelin

192.168.99.2

i

il
Gig0/1
Fa0/1

Trunk

R2 (config-if) #ip nat insi
R2 (config-if) #ip nat inside
R2 (config-if) #exit

R2 (config) #

R2 (config) #ac

R2 (config) #access-1list
RZ (config) #access-1list 1 permit
R2 (config) #access-1list 1 permit
R2 (config) #ip nat pool INTERNET
20%.165.200.228 netmask 255.255.
R2 (config) #

R2 (config) #ip nat

% Incomplete command.

[R2 (config) #ip nat inside source

1%2.168.30.0 0.0.0.255
192.168.40.0 0.0.0.255
192.168.4.0 0.0.0.255
209.165.200.225
255.248

1 permit

list 1 pool INTERNET

Fa0/6 Ctr+F6 to extt CLI focus Copy Pas

Fa0/3 Fa0/3
a0/ ___E_," 4 192.1¢
i Fa0/18

13. Verificar procesos de comunicacion y re direccionamiento de tréfico en
los routers mediante el uso de Ping y Traceroute.

Dhcp vlan 30 Administraciéon

Dhcp vlan 40 Mercadeo
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W Cisco Packet Tracer - Dr\prueba de habilidades\prueba de habilidades practi

File Edit Options

< ccna miller terminado.pkt

Extensions Help

Logical Bad ®pcs — o X Environment: 09:00:30

~
Physical Config Desktop  Programming  Attributes Loy
IP Configuration
@® DHCP O Static
Gigo/ dd
Fapj2] | 1P Address 192.168.40.31
Subnet Mask 255.255.255.0
192.168.99.2 g P
Default Gateway 192.168.40.1
Fa0/6 ul | ons server 10.10.10.11 i
1Pv6 Configuration
A O DHCP O Auto Config ® Static
PC-A 1Pv6 Address [ 1] |
DHC
Link Local Address |FE80::205:SEFF:FESE: 196 |
IPv6 Gateway I |
1Pv6 DNS Server [ |
v
>

<
Time: 04:13:17 | Power Cyde Devi O Top Realtime

Source Destination Type Colo
L] ‘5cenann 0 v‘ P Rz i HEIN
L | Web ... R3 cMe |l
> New | Delete || o | Web aL Lonp
- = L4 | Intern... R2 cMP |
Copper Cross-Over Toggle PDU List Window . i

W Cisco Packet Tracer - D:\prueba de habilidades\prueba de habilidades practicas ccna miller terminado.pkt

Fle Edit Options

Took Extensions Help

Logical

172.31.21.0/3

® SED/DJCII/

Physical Config Desktop  Programming  Attrbutes

IP Configuration

B
@ DHCP O Static
Gig0/ x
IP Address 192.168.30.31

Subnet Mask 255.255.255.0
192.168.99.2 -
Default Gateway 192.168.30.1

Fa0/6 DN Server 10.10.10.11

IPv6 Configuration

O DHCP O Auto Config @® Static 'Y
PC-A IPv6 Address ‘ ‘ / ‘ ‘
PHQ || ik Local Address |FE80::2F0:8FFF:FEB2:63D1 | 5
IPv6 Gateway ‘ ‘
|

IPv6 DNS Server

<
Time: 04:12:47 | Power Cycle Devi O Top Realtime

e oo Source Destination Type Coloi

@ |Scenar\u 0 "l P R3 R2 jla iy |
@ Successful Web ... R3 jlevly |
P | New | Delete | @ successful web .. RLICMP
< 2 @ Successful Intern... R2 ICMP [
Copper Cross-Over Toggle PDU List Window . N
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¥ Cisco Packet Tracer - D:\prueba de habilidades\prueba de habilidades practicas ccna miller terminado.pkt - X
Fle Edt Options View Tools Extensions Help
) — O & ™ [ T -
‘-.—'H‘EIE" L0 O E =~ &
Logical Back [Root] New Cluster||Move Object| Set Tiled Background Viewport Environment: 08:10:30
-
JX Evaluacién — Prueba de habiidades practicas CCNA VLAN 30 192.168.30.0/24 ADMINISTRACION

sz G0/l VLAN 40 192.168.40.0/24 MERCADEO

Fa0
SEW C GlgU/O Se0/0/0165.200.224/ 29 —' VLAN 200 192.168.200.0/24 MANTENIMIENTO
Intemet PC

B
BOGOTA Web Server
209.165.200.230

172.31.23.0/30 Web Server
172.31.21.0/30 10.10.10.10/32

@ 5e0/0/0 OSPF
=010/ Area 0 5e0/0/1

VAL a F’% LO4 192.168.4.0/24
@ LO5 192.168.5.0/24
Gig0/1 L0 192.168.6.0/24

Fad/24  Trunk B/MANGA

Fa0/3 —_—
192.168.99.2 ST Py o 168903 =
Fal/6 Fal/18
VLAN 30 VLAN 40
M@

< > |\
Time: 04:11:38 | ‘PDWEI Cyde Dev»cesHFast Forward Tme| Realtime
Frre  Last Status Source Destination Type Coloi
@ |Scenario 0 v P R3 R2 cMP W
J @ Successful Web . R3 icMe H
= @ Successful Web ... R1 1cMp
> @ Successful Intem... R2 ICMP [
Copper Cross-Over Tz (2D Lt i M N
M Cisco Packet Tracer - D:\prueba de habilidades\prueba de habilidades pra cna miller ado.pkt - X

Fle Edit Options Tools Extensions Help

[——
Back [Root] New Cluster| [Move Object| Set Tiled Background Viewport Environment: 10:23:30
~
Evaluacidn — Prueba de habiidades précticas CCNA Vi L
B Web Server - [m] X ”
v
e Gigo/t Fa0 Physical Config ~Services Desktop  Programming  Attributes
SEWC Glg[)/ﬂ Se0/0/0165.200.224/ 29 — VI
lntemet PC G
BOGOTA el erver .
ST YRSTNEN URL |http://10.10.10.10
172.31.23.0/30 Web Serv .
172.31.21.0/30
; 10.10.10. Cisco Packet Tracer
@ Se0/0/0 OSPF
e0ro/ Area 0 5e0/0/1 . . L.
MEDELLIN Pﬁ - Welcome to Cisco Packet Tracer. Opening doors to new opportunities.
& 1041 Mind Wide Open.
B3 106
G/t B/MANGA i i
Fa0/24  Trunk Quick Links:
R0 A small page b
192.168.99.2 —N .
192.168.99.3 Copyrights
Fa0/6 Fa0/18 Iinage page
VLAN 30 VLAN 40 Image
<
Time: 04:16:00 | |Puwer Cycle Dev»ces”Fast Forward Trne‘
e OTo

> [ New [ Dekte || @ sSuccesstl Web..  RL  ICMP
< > @ Successful Intern.. R2 IcMP W

Copper Cross-Over Toggle PDU List Window
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CONCLUSIONES

Teniendo como base las practicas realizadas en el periodo de estudio del curso
CCNA2 segun el analisis del escenario en la actividad practica prueba de
habilidades, realizado en modo simulacion usando el programa Packet Tracer que
permite el disefio y la configuracién del escenario propuesto para la solucién del
problema.

Las exigencias académicas en la UNIVERSIDAD Nacional Abierta y a Distancia
UNAD permitié el avance académico y el conocimiento apropiado para el manejo
de la herramienta de Packet Tracer simulando redes reales.

Los objetivos de este trabajo se vieron desarrollados durante el disefio y la
configuracion del problema planteado, donde un escenario plantea un problema
muy comun.

El material utilizado para el desarrollo de la prueba de habilidades practicas CCNA
2, como modulos, laboratorios, practicas simuladas fue proporcionado por la
universidad, con el apoyo de los tutores, consejero académico, y equipos reales
durante los laboratorios presenciales.
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