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PRUEBA DE HABILIDADES PRACTICAS CCNA

Novoa Ruiz, Diana Camila

Bogota, Colombia

Resumen

Se realiza simulacion en el software paquet tracer de Cisco con el fin de llevar a practica lo aprendido durante el
diplomado, se realiza mediante los comandos, la interconexién de las redes como lo solicita la guia, obteniendo una
topologia de red con OSPF version 2

Abstract

Simulation is carried out in Cisco's paquet tracer software in order to carry out what was learned during the course, it is
done through the commands, the interconnection of the networks as requested by the guide, obtaining a network topology
with OSPF version 2

Keywords: Traduccion al ingles de las palabras clave




1. INTRODUCCION

En el siguiente documento se realiza la simulacién de la topologia dada para la
prueba préactica del diplomado CCNA en la cual se desarrollara los diferentes
requerimientos como configuracion de direccionamiento, configuracion de
protocolo OSPF version 2.

OSPF es un protocolo de ruteo dinamico estandar definido en la RFC 2328 para
IPv4 y en la RFC 5340 para IPv6. Su funcién (por ser un protocolo de ruteo) es la
de recolectar la informacion necesaria para armar las tablas de ruteo. Se lo puede
clasificar como protocolo de estado de enlace y, a su vez, dentro del grupo de los
IGP (Interior Gateway Protocol), dado que estd pensado para ser utilizado dentro
del dominio de un sistema auténomo.

Algunas de sus caracteristicas basicas de OSPF:
- Estandar y de especificacion abierta.
- Intra sistema autonomo.
- Converge rapidamente.
- Soporta disefio jerarquico, lo que lo hace muy escalable.
- Envia actualizaciones disparadas y solo con la informacion que cambia.
- Se comunica utilizando multicast.
- Soporta autenticacion.



2. JUSTIFICACION

Se realiza este documento para documentar el proceso de la actividad practica del
diplomado CCNA de la universidad nacional abierta y a distancia, en el cual se
puede ver el desarrollo, el aprendizaje y conocimientos adquiridos durante el
semestre.

Se realiza la configuracion en packet tracert en el cual se monta la topologia, se
realiza la configuracién de direccionamiento IP, configuracion de seguridad entre
otras y los pasos solicitados en la guia.



3. OBJETIVOS

3.1 OBJETIVO GENERAL

Identificar el grado de desarrollo de competencias y habilidades adquiridas en el
diplomado de profundizacion de CCNA.

3.2 OBJETIVOS ESPECIFICOS

- Montaje topologia

- Configuracion de direccionamiento IP

- Configuraciéon de enrutamiento OSPF version 2
- Documentacion de la configuracion.



4. PRUEBA DE HABILIDADES PRACTICAS CCNA

41 ESCENARIO

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Bogota, Medellin y Bucaramanga, en donde el estudiante sera el administrador de
la red, el cual debera configurar e interconectar entre si cada uno de los
dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

4.1.1 Topologia

VIAN Direcconamiento Nombre

lnt.rnet 20 192.168.30.0/24 Administranon
& 192.168.40.0/24 Mescaden
200 192.163.200.0/24 Mantenniento

209.165.200.230 209.165.200.224/29
Foi0 /

BOGOTA LoO I webServer

172.31.21.0/30

Lod 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

192.168.99.2



4.1.2 Topologia packet tracert

File Edit Optons View Tools Extensions Help

N3

e w———

PC-C
PC-A




4.1.2.1 Configuracion inicial Routers
Con el comando hostname configuramos el nombre a todos los dispositivos
ROUTERS:
- R1
- R2
- R3
SWITCH:

- S1
- S2

Configuracién de sequridad

Asignacion de contrasefas

Bl

Rl»ena

RElgconf termin

Enter configuration commands, one per line. End with CHIL/Z.

Bl (config) #enable secret cisco
D1 {config) g

Bl {config) #enable secret class
Rl {config) §

Bl {config) #enable secret class
Bl {config)#line aux 0

Bl {config-line) fpassword ciaco
Bl {config-line) flogin

Bl {config-line) fexit

Bl {config) #line console 0

Bl {config-line) fpassword class
Bl {config-line) flogin

Bl {config-line) fexit

Bl {configi#line wty O

Bl {config-line) fpassword ciaco
Bl {config-line) flogin

Rl {config-line) #|

Encriptar contrasefias:

Rl (config) #service pass
Rl (config) §service password-encryption




Configurar banner y verificacién de seguridad

| Physical | Config | CLI | Attributes

105 Command Line Interface

Rl con0 is now available

Press RETURN to get started.

PROHIBIDO EL USO NO AUTORIZADC UNAD DCNR

User Access Verification

Pessword:l

Ctrl+F6 to exit CLI focus | copy

Este procedimiento se replica en los routes R2 y R3



| Physical | Config | CUI | Attrbutes |

10S Command Line Interface

RZ con0 is now available

Press RETURN to get started.

PROHIBIDO EL USO NO AUTORIZADO UNAD DCNR

User Access Verification

Password: |

Ctrl+F6 to exit CLI focus

copy || Paste

Physical | Config | CLI | Attributes |

105 Command Line Interface

R3 conl is now available

Press RETURN to get started.

PROHIBIDO EL USOC NO RUTORIZADO UNAD DCNR

User Access Verificaticn

P —T—

Password: I

CHrl+F6 to exit CLI focus [ copy || paste |




4.1.2.2 Configuracion direccionamiento

Configurar el direccionamiento IP acorde con la topologia de red para cada uno de
los dispositivos que forman parte del escenario

Con el comando |Rilcenfigiip sddress | asignamos a cada interfaz el
direccionamiento de acuerdo a la topologia dada.

ROUTER R1

fe.o o

| Physical | Config | CLI | Attributes |

10S Command Line Interface

interface Serizl0/0
ip address 172.31.21.1 255.255.255.252
ip ospf ccst 7500

clock rate 5€000
!

interface Serizll/0

no ip address

clock rate 2000000

shutdown

!
interface FastEthernet2/0

ip address 192.168.85.1 255.255.2
duplex auteo

speed =zuto

!
interface FastEthernetZ/0.30
encapsulation dotl® 30

ip address 152.168.30.1 255.2
!
interface FastEthernetZ/0.40
encapsulation dotl® 40

ip address 152.168.40.1 255.2
!

Ctrl+F6 to exit CLI focus

[] Top



ROUTER R2

(e~ -

| Physical | config | CLI | Attributes |

105 Command Line Interface ’

interface Loopback(

ip address 10.10.10.10 255.255.255.255
1

interface Serizl0/0

ip address 172.31.21.2 255.255.255.252
ip access-group 120 in

ip nat inside

I

interface Seriall/0

ip address 172.31.23.1 255.255.255.252
ip access-group 10 in

clock rate 56000

1

interface FastEthernetz/0

ip address 208.165.200.225 255.255.255.248
ip nat ocutside

duplex auto

speed auto
! -

m

Ctrl+F6 to exit CLI focus | copy || Paste |

Top



ROUTER R3

| Physical | Config | CLI | Attributes

105 Command Line Interface

f
interface Loopback4

ip address 1352.168.4.1
!
interface Loopback5

ip address 152.168.5.1
!
interface Loopbackée

ip address 152.1€8.6.1
!
interface Serizl0/0

no ip address

cleck rate 2000000
shutdown

!

interface Serizll/0

ip address 172.31.23.2
1

no ip address
duplex =sutoc
speed auto

shutdown
!

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.252

interface FastEthernetZ/0

Ctrl+F6 to exit CLI focus

Copy

][ Paste

[~ Top

|



4.1.2.3 Enrutamiento OSPFv2

Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios

OSPFvZ area 0
Configuration Item or Task Specification
Router IDR1 1.1.1.1
Router IDR2 2222
Router ID R3 3.3.33
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 128 Eb/s
Ajustar el costo en la métrica de 50/0 a 7500
R1

Se configura OSPF y las redes de acuerdo a la topologia

Bl {config) #router ospf 10
Rl{cnnfig—rcuterbﬂ

network 192.1&3.33.0 0.0.0.7

network 192 _168_20.0 0.0.0.255 area 0
network 192 _.163.40.0 0.0.0.2

network 172_.31_.21.0 0.0.0.3 area 0

R2

router ospf 10

router—-id Z.Z2.2Z.2
log—adjacency—changes
passive-interface FastEthernetZ,/0
passive-interface Loopbackl
network 10.10.10.10 0.0.0.0 area 0

network 209_.165_.200.224 0.0.0.7 area 0
network 172.31.21.0 0.0.0.3 area 0
network 172.31_.23.0 0.0.0.3 area 0
1

R3

router ocspf 10

router-id 3.3.3.3
log-adjacency-changes
passive-interface Loopbackd
passive-interface Loopbackb
passive-interface Loopbacke

network 192 _168.4.0 0.0_.0.255 area 0
network 192 _168.5.0 0.0.0.255 area 0
network 192_1e8.4.0 0.0.0.255 area 0
network 172_31_23.0 0.0.0.3 area 0




4.1.2.4 Verificar informacion OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2 show ip
route ospf

| Physical | Config | CLI | Attributes

10S Command Line Interface

o —e
legin

!
line aux 0

password 7 0822Z455D02lé6
legin

!
line vty O

password 7 0822455D02le
legin

line vty 1 4

legin

!

1

!

end

RZ2gshow ip rocute ospf
192.1€8.4.0/32 is subnetted, 1 subnets

Lo} 192.1€8.4.1 [110/€5] wia 172.31.23.2, 02:32:32, Seriall/0O
152.168.5.0/32 is subnetted, 1 subnets
o} 192.168.5.1 [110/€5] wvia 172.31.23.2, 02:32:32, Seriall/0
192.168.€.0/32 is subnetted, 1 subnets L
Lo} 192_168.6.1 [110/€5] via 172.31.23.2, 02:32:32, Seriall/0 (=
zz >
Ctrl+F6 to exit CLI focus Copy || Paste |

[T Top



| Physical | config | clI | Attributes |

105 Command Line Interface

line aux 0

password 7 0822455D0OR1eE
legin

1

line vty O

password 7 0822455D0OR1eE
legin
line vey 1 4

legin

end

R3gshow ip route osps
10.0.0.0/32 is subnetted, 1 subnets
(o] 10.10.10.10 [110/€5] wia 172.31.23.1, 02:29:24, Seriall/O
172.31.0.0/30 is subnetted, 2 subnets
o] 172.31.21.0 [110/128] wvia 172.31.23.1, 02:29:24,
Serizll/0
209.1€5.200.0/28 is subnetted, 1 subnets
o 208.165.200.224 [110/65] wvia 172.31.23.1, 02:25:24,
Serizll/0

EEL

Ctrl+F6 to exit CLI focus Lo ] [

[T Top




e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo

de cada interface.
e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

Blgshow ip ospf database
OS5PF RBpouter with ID (1.1.1.1) {(Process ID 10)

Bouter Link States (Area 0)

Link ID | ADWV Bouter Lge Segt Checksum Link count

BEZ2gshow ip ospf data
O5PF Bouter with ID (2.2.2.2) (Process ID 10)

Bouter Link States (Area 0)

Link ID ADV Bouter Bge Segf Checksum Link
count

2.2 2.2 2.2 2.2 574 0x80000011 0x00£053 5
3.3{3.3 3.3.3.3 972 0x8000000f Ox00a%28 5
et

BE3fshow ip ospf data
O5PF Bouter with ID (3.3.3.3) (Process ID 10)

Bouter Link States (Area 0)

Link ID ALDWV Bouter Lge Seqgt Checksum
Link count

3.3.3.3 3.3.3.3 1050 O0x8000000£f 0Ox00a%a8 5
2.2.2.2 2.2.2.2 1093 0x20000011 0x00£053 5
—_—|

e RI1

R1#show ip ospf interface

FastEthernet2/0 is up, line protocol is up

Internet address is 192.168.99.1/29, Area 0

Process ID 10, Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1

Designated Router (ID) 1.1.1.1, Interface address 192.168.99.1

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)

Index 1/1, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

FastEthernet2/0.30 is up, line protocol is up



Internet address is 192.168.30.1/24, Area 0

Process ID 10, Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1

Designated Router (ID) 1.1.1.1, Interface address 192.168.30.1

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)

Index 2/2, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

FastEthernet2/0.40 is up, line protocol is up

Internet address is 192.168.40.1/24, Area 0

Process ID 10, Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1

Designated Router (ID) 1.1.1.1, Interface address 192.168.40.1

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)

Index 3/3, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

Serial0/0 is up, line protocol is up

Internet address is 172.31.21.1/30, Area 0

Process ID 10, Router ID 1.1.1.1, Network Type POINT-TO-POINT, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:06

Index 4/4, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Countis 1, Adjacent neighbor countis 1

Adjacent with neighbor 2.2.2.2

Suppress hello for 0 neighbor(s)



R2
R2#show ip ospf inter

LoopbackO is up, line protocol is up

Internet address is 10.10.10.10/32, Area 0

Process ID 10, Router ID 2.2.2.2, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host

FastEthernet2/0 is up, line protocol is up

Internet address is 209.165.200.225/29, Area 0

Process ID 10, Router ID 2.2.2.2, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1

Designated Router (ID) 2.2.2.2, Interface address 209.165.200.225
No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)

Index 2/2, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

Seriall/0 is up, line protocol is up

Internet address is 172.31.23.1/30, Area 0

Process ID 10, Router ID 2.2.2.2, Network Type POINT-TO-POINT, Cost: 64
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:07

Index 3/3, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Countis 1, Adjacent neighbor countis 1

Adjacent with neighbor 3.3.3.3

Suppress hello for 0 neighbor(s)

Serial0/0 is up, line protocol is up

Internet address is 172.31.21.2/30, Area 0

Process ID 10, Router ID 2.2.2.2, Network Type POINT-TO-POINT, Cost: 64
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:08

Index 4/4, flood queue length O



Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec
Suppress hello for 0 neighbor(s)

R3
R3#show ip ospf inter

Loopback4 is up, line protocol is up

Internet address is 192.168.4.1/24, Area 0

Process ID 10, Router ID 3.3.3.3, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host

Loopback5 is up, line protocol is up

Internet address is 192.168.5.1/24, Area 0

Process ID 10, Router ID 3.3.3.3, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host

Loopback6 is up, line protocol is up

Internet address is 192.168.6.1/24, Area 0

Process ID 10, Router ID 3.3.3.3, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host

Seriall/0 is up, line protocol is up

Internet address is 172.31.23.2/30, Area 0

Process ID 10, Router ID 3.3.3.3, Network Type POINT-TO-POINT, Cost: 64
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:06

Index 4/4, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Countis 1, Adjacent neighbor countis 1

Adjacent with neighbor 2.2.2.2

Suppress hello for 0 neighbor(s)



4.1.2.5 Configuracion VLANs

Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-
VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

Configuracion S1

Sl#show run
Building configuration...

Current configuration : 1601 bytes
I

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

1

hostname S1
1

enable password 7 0822455D0A16
I

spanning-tree mode pvst
spanning-tree extend system-id
]

interface FastEthernet0/1
switchport access vlan 30
switchport mode access

!

interface FastEthernet0/2
shutdown

1

interface FastEthernet0/3
switchport mode trunk

!

interface FastEthernet0/4
shutdown

!

interface FastEthernet0/5

shutdown
!



interface FastEthernet0/6

shutdown
|

interface FastEthernet0/7

shutdown
|

interface FastEthernet0/8

shutdown
|

interface FastEthernet0/9

shutdown
1

interface FastEthernet0/10

shutdown
|

interface FastEthernet0/11

shutdown
1

interface FastEthernet0/12

shutdown
|

interface FastEthernet0/13

shutdown
|

interface FastEthernet0/14
shutdown

!

interface FastEthernet0/15
shutdown

!

interface FastEthernet0/16
shutdown

!

interface FastEthernet0/17
shutdown

!

interface FastEthernet0/18
shutdown

!

interface FastEthernet0/19
shutdown

!

interface FastEthernet0/20

shutdown
!



interface FastEthernet0/21
shutdown

!

interface FastEthernet0/22
shutdown

!

interface FastEthernet0/23
shutdown

!

interface FastEthernet0/24
switchport mode trunk

!

interface GigabitEthernet0/1
shutdown

!

interface GigabitEthernet0/2
shutdown

!

interface Vlanl

description IP S1

ip address 192.168.99.2 255.255.255.248
1

banner motd "CPROHIBIDO EL USO NO AUTORIZADO UNAD DCNR”C
|

!

!

line con 0

password 7 0822455D0A16
login

|

line vty 0 4

password 7 0822455D0A16
login

line vty 5 15

password 7 0822455D0A16
login

!

!

!

end



Configuracion S3

S3#sho run
Building configuration...

Current configuration : 1598 bytes

!

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

|

hostname S3
|

énable password 7 0822455D0A16
I

!

!

no ip domain-lookup

!

!

spanning-tree mode pvst
spanning-tree extend system-id
!

interface FastEthernet0/1
switchport access vlan 40
switchport mode access

|

interface FastEthernet0/2
|

interface FastEthernet0/3

switchport mode trunk
|

interface FastEthernet0/4

shutdown
1

interface FastEthernet0/5

shutdown
|

interface FastEthernet0/6

shutdown
|

interface FastEthernet0/7

shutdown
!



interface FastEthernet0/8

shutdown
|

interface FastEthernet0/9

shutdown
|

interface FastEthernet0/10

shutdown
|

interface FastEthernet0/11

shutdown
1

interface FastEthernet0/12

shutdown
|

interface FastEthernet0/13

shutdown
1

interface FastEthernet0/14

shutdown
|

interface FastEthernet0/15

shutdown
|

interface FastEthernet0/16
shutdown

]

interface FastEthernet0/17
shutdown

!

interface FastEthernet0/18
shutdown

!

interface FastEthernet0/19
shutdown

!

interface FastEthernet0/20
shutdown

!

interface FastEthernet0/21
shutdown

!

interface FastEthernet0/22

shutdown
!



interface FastEthernet0/23
shutdown

!

interface FastEthernet0/24
shutdown

!

interface GigabitEthernet0/1
shutdown

!

interface GigabitEthernet0/2
shutdown

1

interface Vlanl

description IP S3

ip address 192.168.99.3 255.255.255.248
1

banner motd "CPROHIBIDO EL USO NO AUTORIZADO UNAD DCNR"C
I

!

!

line con 0

password 7 0822455D0A16
login

|

linevty 04

password 7 0822455D0A16
login

line vty 5 15

password 7 0822455D0A16
login

!

!

!

End



4 .En el Switch 3 deshabilitar DNS lookup

|53icnnfig)#nn ip domain-lookup

S53gshow run
Building configuration. ..

Current configuratiom : 1538 bytes
!

version 1Z.2

no Service timestamps log datetime msec
no service timestamps debug datetime msec
gervice password-encryption

!

hostname 53

!

enable password 7 08Z22455D0R&l1&

1

1

1

no ip domain-loockup

1

5. Asignar direcciones IP a los Switches acorde alos lineamientos.

S1

1
interface Vlanl

description IP 51

ip address 192 _168_.95%_.2 2Z55_255_2Z55_248
1

S3

interface Vlianl
description IP 53
ip address 1%2.168.9%3.3 25

.255.255.248

o

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

S1

interface FastEthernet0/2
shutdown

!

interface FastEthernet0/3

switchport mode trunk
!



interface FastEthernet0/4

shutdown
|

interface FastEthernet0/5

shutdown
|

interface FastEthernet0/6

shutdown
|

interface FastEthernet0/7

shutdown
1

interface FastEthernet0/8

shutdown
|

interface FastEthernet0/9

shutdown
1

interface FastEthernet0/10

shutdown
|

interface FastEthernet0/11

shutdown
|

interface FastEthernet0/12
shutdown

!

interface FastEthernet0/13
shutdown

!

interface FastEthernet0/14
shutdown

!

interface FastEthernet0/15
shutdown

!

interface FastEthernet0/16
shutdown

!

interface FastEthernet0/17
shutdown

!

interface FastEthernet0/18

shutdown
!



interface FastEthernet0/19

shutdown
|

interface FastEthernet0/20

shutdown
|

interface FastEthernet0/21

shutdown
|

interface FastEthernet0/22

shutdown
1

interface FastEthernet0/23

shutdown
|

interface FastEthernet0/24

switchport mode trunk
I

interface GigabitEthernet0/1

shutdown
|

interface GigabitEthernet0/2
shutdown

S3

interface FastEthernet0/2
1

interface FastEthernet0/3
switchport mode trunk

!

interface FastEthernet0/4
shutdown

!

interface FastEthernet0/5
shutdown

!

interface FastEthernet0/6
shutdown

!

interface FastEthernet0/7
shutdown

!

interface FastEthernet0/8
shutdown



interface FastEthernet0/9
shutdown

!

interface FastEthernet0/10
shutdown

!

interface FastEthernet0/11
shutdown

!

interface FastEthernet0/12
shutdown

!

interface FastEthernet0/13
shutdown

1

interface FastEthernet0/14
shutdown

!

interface FastEthernet0/15
shutdown

!

interface FastEthernet0/16
shutdown

!

interface FastEthernet0/17

shutdown
|

interface FastEthernet0/18

shutdown
|

interface FastEthernet0/19

shutdown
1

interface FastEthernet0/20

shutdown
|

interface FastEthernet0/21

shutdown
|

interface FastEthernet0/22

shutdown
|

interface FastEthernet0/23
shutdown



interface FastEthernet0/24

shutdown
|

interface GigabitEthernet0/1

shutdown
|

interface GigabitEthernet0/2
shutdown

7. Implement DHCP and NAT for IPv4

8. Configurar R1 como servidor DHCP paralas VLANs 30y 40.

ip dhecp pool ADMINISTRRACION
network 132.1€8.30.0 Z55.255.Z255.0
default-router 1%2_1&8_30_.1
dns-server 10.10.10.11
ip dhep pool MERCADED
network 132.1€38.40.0 Z55.25
default-router 1%2_1&8_.40_.1
dns-server 10.10.10.11

5.255.0

9. Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para
configuraciones estéticas.

ip dhecp excluded-address 192.168.30.1 152 .1&88.30.30
ip dhep excluded-address 132 _168.40.1 1%3Z.1€8.40_.30

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

ip nat pool UNAD 203 _165.200.225 Z20393.165.200.230 netmask Z55.255_.255.248
ip nat inside source list 1 pool UNAD

ip classless

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas
a su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.



access—list 10 deny 1592 _168.4.0 0.0.0_.255

access—list 10 permit any

access—list 20 deny 19%Z2.1€8.%3.0 0.0.0.Z55

accesg—-list Z0 permit any

access—list 1 permit 192 .168.30.0 0_.0_.0_Z55

accesgs—list 120 permit tcp host 192_.168_.320.0 any eg wwWw
access—list 120 deny ip any any

5. RESULTADOS

13. Verificar procesos de comunicacion y redireccionamiento de trafico en
los routers mediante el uso de Ping y Traceroute.

Ping PC-A a PC-C

W Cisco Packet Tracer - DAmyGOOQRLINADILZ Sermestre\DIFLOMADONDCIRpkE

W= TS el B AT SO0

I Rk
Logical I | {‘»‘.co:r] }m«w[‘ ” S¢t Thed Background “
E Qvoa
~"| Physcal | Confg | Desktcp | Programmng | Abtribuies




Ping PC-C a PC-A

¥ Cisco Packet Tracer - D:AkmyGoogle\UNAD\12 Semestre\DIPLOMADO\DCNR.pkt

LN B Y ) R Ry =
Logicil‘ | Bad I lj@pc_c : ﬁ——u_—i_—v—_—_‘.—ui—

a

_ Physical | Config Desktop Programming } Attributes
ommand Prompt

Packet Tracer PC Command Line 1.0
C:\>ping 192.168.30.31

Pinging 192.168.30.31 with 32 bytes of data:

Reply from 192.168.30.31: time=1l4ms TTL=127
Reply from 192.168.30.31: time=20ms TTL=127
Reply from 192.168.30.31: time=12ms TTL=127
Reply from 152.168.30.31: bytes=32 time=10ms TTL=127

Ping statistics for 192.168.30.31:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = 10ms, Maximum = 20ms, Average = l4ms

C:\ﬂ

PC-C

SHOW IP ROUTE



B Rl

e e = =] =

| Physical | Config | CLI | Attributes

105 Command Line Interface

area

El>ena

Pasaword:

Blgshow ip route

Codes: C - connected, 5 — static, I - IGRPE, BE - BIP, M — mobkile,
B - BEE

D — EIGREF, EX - EIGRP external, & - O3FF, I2 - OS5PFF inter

N1l - 0O5BF W55Z externzal type 1, HZ — O5PF MS55R external

=1

El1 - OS5PF external type 1, EZ - O5PF external type 2,

i - I5-I5, L1 - I5-I5 lewvel-l, LZ - I5-IS5 level-Z, ia -

I5-I5 inter area

* — pandidate default, U - per-user static route, o — QDR
P - periodic downloaded static route

Gateway of last resort is not set

172.31.0.0/30 is subnetted, 1 subnets

C 172.31.21_.0 is directly connected, Serial0/0

C 182 _168.30.0/24 i3 directly connected, FastEthernetZ/s0.30

c 152 _168.40.0/24 i3 directly connected, FastEthernetZ/s0.40 E
152 _168.99_.0/29 is subnetted, 1 subnets

C 192 _.168.99.0 is directly connected, FastEthernetz/0

BE1§ o

Cirl+F& to exit CLT focus Copy || Paste

[] Top




| Physical | Config | CLI | Attributes |

105 Command Line Interface

00:00:10: %05PF-5-ADJCHE: Process 10, Mbr 3.3.3.3 on Serizll/0 from LOADING
to FULL, Loading Done
FRCHIBIDD EL US0O WO AUTCRIZADD UNAD DCHER

User Access Verification

Password:
Password:
Password:

RiZrena
Password:
BZfshow ip route
Codes: C© - connected, 5 - static, I - IZRF, R - RIF, M - mokile, B - BEF
D - EIGRF, EX - EIGZRFP external, & - O5PF, IA - OS5PF inter area
N1 - OS5PF M55R external type 1, HNZ - O5PF M55SR external type 2
El - OS5PF external type 1, EZ - OS5PF externzl type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 lewel-Z, ia — I5-I5 inter

* — pandidate default, U - per-user static route, o - QDR
P - periodic downloaded static route

Fateway of last resort is not set

10.0.0.0/3Z is subnetted, 1 subnets

10.10.10.10 is directly connected, Loopback(
172.31.0.0/30 is subnetted, 2 subnets

172.31.21.0 is directly connected, Serizl0,0

172.31.23.0 is directly connected, Serizll, 0
152 .1e8.4.0/32 is subnetted, 1 subnets

192 .168.4.1 [110/%65] wia 17Z2.31_.23_2, 00:03:432, Seri=sllys0
152 .1e8.5.0/32 is subnetted, 1 subnets

192.168.5.1 [110/%65] wia 17Z2.31_.23_2, 00:03:432, Serisllys0
182 . 1€8.8.0/32 iz subnetted, 1 subnets

192 .168.&6.1 [110/%65] wia 17Z2.31_.23_2, 00:03:432, Seri=sllys0
205%.185.200.0,2% is subnetted, 1 subnets

205_.185.200.224 is directly connected, FastEthernetZ/0

nzg

Cirl+F5 to exit CLI focus

[] Top
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| Physical | config | CLI | Attributes |

105 Command Line Interface

Bassword: -~

Rirena

Fasaword:

Password:

B3fshow ip route

Codes: C - connected, 5 - static, I — IGEP, B - BIP, M - mobkile, B -
BEE

D - EIGRP, EX¥ - EIGRP external, O - O5PF, I& - O5PF inter area

N1 - OS5PF MS55L external type 1, MZ - O5PF NSS5R external type 2

El1 - O5PF external type 1, EZ — 0O5PF externzsl type 2, E — EGP

i - I5-I5, L1 - I5-I5 lewvel-1l, LZ - IS5-I5 lewvel-Z, ia - I5-IS
inter area

* — pandidate default, U - per—user static route, o — ODR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/32 is subnetted, 1 subnets
10.10.10.10 [110/€5] wvia 172.31.23.1, 00:04:50, Seri=lls0O

172.31.0.0/30 is subnetted, 2 subnets
172.31.21.0 [110/1Z2B] wia 172.31.23.1, 00:04:50, Serisll/ /0
172.31_22.0 is directly connected, Seriall/s0

182 _.168.4_0/24 is directly connected, Loopbackd

192 _.188.5.0,/24 is directly connected, Loopkbackb

192 . 1e68.6.0/24 is directly connected, Loopbacké

209_.1685_200.0/29 is subnetted, 1 subnets

o 203.1€5.200.224 [110/€5] wies 172.31.23.1, 00:04:50, Serisll, /0

nag

Ctrl+F6 to exit CLI focus

[] Top




6. CONCLUSIONES

Se realiza configuracién de enrutamiento

Se lleva a practica los conocimiento adquiridos acerca de OSPF adquiridos en
el semestre

Se verifica conectividad entre los dispositivos

Se realiza configuraciéon de seguridad sabiendo que siempre se debe
implementar ya que estos dispositivos en una red son muy importantes ya que
interconectan las redes y son fuente de ataques.
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8. ANEXOS

8.1 ANEXO1

Configuracion de routers y switchs.



