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GLOSARIO

DHCP. la asignacion dinamica es el mecanismo DHCPvV4 utilizado y comprende el
intercambio de diversos paquetes entre el servidor de DHCPv4 y el cliente DHCPV4,
lo que deriva en el arrendamiento de informacion de direccionamiento valida durante
un periodo predefinido.

NAT. el network address translation, se utiliza para contribuir a mitigar el
agotamiento del espacio de direcciones IPv4.

OSPF. El protocolo Open Shortest Path First (OSPF), definido en RFC 2328, es un
protocolo de routing de estado de enlace sin clase.
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RESUMEN

La evaluacion denominada “Prueba de habilidades practicas”, es una de las
actividades evaluativas del Diplomado de Profundizacion CCNA, la cual busca
identificar el grado de desarrollo de competencias y habilidades que fueron
adquiridas a lo largo del diplomado y a través de la cual se pondra a prueba los
niveles de comprension y solucion de problemas relacionados con diversos

aspectos de Networking.

Para esta actividad, el estudiante realizara las tareas asignadas en cada uno de
los escenarios propuestos, acompafiado de los respectivos procesos de
documentacion de la solucién, correspondientes al registro de la configuracion de
cada uno de los dispositivos, la descripcion detallada del paso a paso de cada una
de las etapas realizadas durante su desarrollo, el registro de los procesos de
verificacion de conectividad mediante el uso de comandos ping, traceroute, show

ip route, entre otros.

Descripcion del escenario propuesto para la prueba de habilidades

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas

aspectos que forman parte de la topologia de red.
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INTRODUCCION

El desarrollo del siguiente laboratorio demuestra el uso y aplicacién de conceptos
bésicos aprendidos en el médulo CCNA 1 y 2 de redes Cisco en configuracion
basica de una red y configuracion de protocolos de enrutamiento OSPF, manejo de
los protocolos DHCP, implementacion de NAT en router y creacién de ACL en el

simulador Packet Tracer.
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1. PRUEBA DE HABILIDADES PRACTICAS CCNA

llustracion 1. Topologia de red

VLAN Direccionamiento Nombre

| 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

209:165:200.230 - 209.165.200.224/29
FO/0

BOGOTA

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN -
R3

Fo/0 BIMANGA
Foiz4 | 802.1Q

192.168.99.3
192.168.99.2
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1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno

de los dispositivos que forman parte del escenario.

llustracién 2. Topologia de red - Packet Tracer

J

=s
Inte rft PC

- ————— -

R2 Web Server
e

llustracion 3.Configuracién Internet PC

Q Internet PC

Physical Desktop Custom Interface

IP Configuration
IP Configuration

) DHCP @ Static

IP Address 209.165.200.230
I Subnet Mask 255.255,255.248
N Default Gateway 209.165.200.225

DNS Server |
]
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llustracion 4. Configuracion PC-Ay PC-B

[

& pc-A - - e | = # pcc — — SE=
Physical | Config | Desktop ‘ Custom Interface | Physical | Config | Desktop | Custom Interface |
IP Configuration IP Configuration
IP Configuration IP Configuration
@ DHCP ") Static DHCP failed. APIPA is being used. @ DHCP *) Static DHCP failed. APIPA is being used.
IP Address 169.254.141.226 1P Address 169.254.128.125
Subnet Mask 255.255.0.0 | Subnet Mask 255.255.0.0 |
Default Gateway Default Gateway 0.0.0.0
DNS Server DNS Server

llustracion 5. Configuracién R1

Router (config) fhostname R1

Bl {config) #no ip domain-lookup
Rliconfig) #interface 30,070

Bl {config-if) #description conecta con B2
Bl {config-if) #ip address 172_.31_.21.1 Z55
Bl {config-if) #clock rate 128000

Bl {config-if) #no shutdown

SLINK-5-CHANGED:
D1 (config-if) §

Interface S5eri=ld/0/0,

o
]
[ij]
P
o
R

.~
-&a

changed state to down

llustracion 6. Configuracién R2

interface GigabkitEthernet0/0
description conecta con Internet Pc
ip address Z09_.1685.Z00.225 Z55.Z55
duplex auto
gpeed auto
!
interface GigabitEthernetd/1
no ip address
duplex auto
gpeed auto
shutdown
!
interface Seri=ldsS0/0
description conecta con B3
ip address 172.31.23.1 Z55.Z55_.F55.25Z2
clock rate 128000
!
interface Seri=zldsS0/1
description conecta con R1
ip address 172.1&e.12.2Z Z55.255_.Z55.2Z52
B2 {config) #interface gls0
B2 {config-if) §description conecta con Internet Pc
BZ (config-if) §ip address Z0%.165.200.225 Z55_.255_Z55.248
B2 (config-if) #no shutdown

15



2 lconfig) f#interface gl/s1
B2 (config-if) fdescription conecta con Webk Server
2 lconfig-if) #no ip address 10.10.10.1 Z55.255_255.0

% Invalid input detected at '"~' marker.

BZ (config-if) #ip address 10.10.10.1 255_255_Z55.0
BZ (config-if) fnoc shutdown

llustracion 7.Configuracion R3

B3 ({config) #interface Serisld/ 0,1

B3 {config-if) #ip address 172.31.23.2 Z255.255.255_252
B3 (config—if) fclock rate 128000

This command applies only to DCE interfaces
BRiponfig=iFf 1§

B2 {config-if) #no shutdown

B3 {config-if) &
2LINE-5-CHARNEED: Interface Serizl0/0/1, changed state to up

$LINEPROCTO-5-UPDOWN: Line protocol on Inmterface Serizl0 0/1, changed state to up

R3 (config-if)#interface lo4

R3 (config-if) &
2LINE-5-CHANCED: Interface Loopbackd4, changed state to up

(LINEPROTO-5-UFDOWN: Line protocol on Interface Loopbkack4, changed state to up

B3 (config-if) §ip address 132_.168.4.1 Z55.2Z55.255.0
R {config-if) #interface lobs

B3 {config-if) &
2LINE-5-CHANEED: Interface Loopback5, changed state to up

$LINEPRCTO-5-UPDOWN: Line protocol on Inmterface Loopbacki, changed state to up

R3lconfig-if) gip address 132.168.5.1 255.255.255.0

R {config-if) §interface lob

R {config-if) §
S LINE-5-CHANGED: Interface Loopbackée, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbacke, changed state to up

B3 lconfig-if) #ip address 132 _.1&8.&.1 255.255_255.0
R3{config-if)$§
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llustracién 8.Configuracién Web Server

f Web Server

IP Configuration

Custom Interfad

Interface ’ FastEthernetD

IP Configuration

) DHCP @ Static

IP Address 10.10.10.10
Subnet Mask 255.255.255.0
Default Gateway 10.10.10.1|

Tabla 1. OSPFv2 area 0

Tarea o item de configuracion Especifico
Router ID R1 1.11.1
Router ID R2 22.2.2
Router ID R3 3.3.3.3
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales 128 Kb/s
en
Ajustar el costo en la métrica de S0/0 a 7500

Tabla 2.Configuraciéon OSPFv2 para R1

Bl (config) #router ospf 1
Rl {config-router) frouter-id 1.1.1.1

Bl ({config-router) fpassive-interface gl/0.30
Rl {config-router) fpassive-interface gl0/0.40
Bl {config-router) fpassive-interface gl/0.200
Rl {config-router) fexit

Rl {config) #int =0/0/0

Rl {config-if) §bandwidth 128

Bl (config-if) §ip ospf cost 7500

Rl {config-router) fnetwork 172.31.21.0 0.0.0.3 area 0

Bl (config-router) fnetwork 13%2.185.30.0 0.0.0.255 area 0
Rl {config-router) fnetwork 152.168.40.0 0.0.0.255 area 0
Bl (config-router) fnetwork 132 .185.200.0 0.0.0.255 area 0
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Tabla 3. Configuracion OSPFv2 para R2

BZ (config) #router ospf 1

BZ (config-router) frouter—-id 2_.2_2_2

BZ (config-router) fnetwork 172_.31_.21.0 0.0.0.3 area 0
B2 {config-router) #network 172.31.23.0 0.0.0.32 area 0
BZ (config-router) fnetwork 10.10.10.0 0.0.0.255 area 0O
BZ (config-router) #passive—interface gl/0

BZ (config-router) §passive—-interface gl/s1

B2 (config-router)#int 30,5070

BZ (config-if) $bandwidth 128

BZ (config-if) #int =30/0/1

BZ (config-if) §bandwidth 128

B2 (config-if) $#int =0/0/0

2 (config-if) #ip ospf cost 7500
OO0 e &0 oyps =8 8

Tabla 4. Configuracion OSPFv2 para R3

B3 ({config) #router ospf 1
B3 ({config-router) §router—-id 3_.3_.3_3
B3 ({config-router) §fnetwork 172_31_23.0 0.0.0_.3 area 0

% Imvalid input detected at '"~' marker.

B3 ({config-router) fnetwork 172.31.23.0 0.0.0.3 area 0
B3 ({config-router) fnetwork 152 _168.4.0 0.0.0.255 area 0
B3 ({config-router) network 192 _168.5.0 0.0.0.255 area 0O
B3 ({config-router) fnetwork 192 _168_.6.0 0.0.0.255 area 0O
B3 ({config-router) passive-interface lod

B3 (config-router) fpassive-interface 1lob

B3 ({config-router) §passive—-interface loé

B3 ({config-router) #int =0,/0/1
R3{config-if) #bandwidth 128
D3 (config-if) g

Verificar informaciéon de OSPF

¢ Visualizar tablas de enrutamiento y routers conectados por OSPFv2.

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface.
e Visualizar el OSPF Process ID, Router ID, Address summarizations,

Routing Networks, and passive interfaces configuradas en cada router.
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llustracion 9. Routers conectados por OSPFv2.

BZ2fshow ip ospf neighbor

Neighbor ID Pri State Dead Time 2ddress Interface
3.3.3.3 a FULLS - 00:00:38 172 .31.23.2 Seriald/sO 0

1.1.1.1 a FULLS - 00:00:32 172.31.21.1 Serialdys0of1
|

Blfshow ip ospf neighbor

Neighbor ID Pri State Dead Time 2ddress Interface
2.2.2.2 u] FOLLS - 00:00:35 172.31.21.2 Serizl0s0/0
BEl§

R3gshow ip ospf neighbor

Neighbor ID Pri State Dead Time Zddress Interface
Z2.2.2.2 a FULLS - 00:00:34 172.31.23.1 Seriald/s0/ 1
nag

19



llustraciéon 10. Informacién de OSPF de R1

Blgshow ip ospf interface

GigabitEthernetld,/0_.30 is up, line protocol is up
Internet address jis 1532 _1&8_.30_.1/24, BArea 0
Process ID 1, Bouter ID 1.1.1.1, MNetwork Type BROADCAST,
Transmit Delay is 1 sec, State DR, Priocrity 1

No backup designated router on this network

Timer interwvals configured, Hello 10, Dead 40, Wait 40,
No Hellos (Passiwve interface)

Index 1/1, flood gueue length O

Next Ox0{d)/0x0(0)

Last flood scan length iz 1, maximum is 1

Last flood scan time is 0 moec, maximam is 0 maec

Neighbkor Count is 0, 2djacent neighbor count is 0

Suppress hello for 0 neighbor(s)

GigabitEthernetl,/0.40 is up, line protocol is up

Internet address is 1532 _1&68.40_.1/724, RArea 0

Process ID 1, Bouter ID 1.1.1.1, MNetwork Type BROADCAST,

Transmit Delay is 1 sec, State DR, Priocrity 1

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
HNo Hellos (Passiwve interface)

Index 2/2, flood gueue length O

Hext 0x0{0) /020{0)

Last flood scan length i3 1, maximum jis 1

Last flood scan time is 0 msec, maximam is 0 msec

Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

GigabitEthernetd,/0_.200 is up, line protococl is up

Internet address is 1532 _1&68.200.1/24, Rrea 0

Frocess ID 1, Bouter ID 1.1.1.1, WNetwork Type BROARDCAST,

Transmit Delay iz 1 sec, State DR, Priority 1

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
No Hellos (Passiwve interface)

Index 3/3, flood gueue length O

Hext Qx0(0) /0x0(0)

Last flood scan length is 1, maximim is 1

I P | al e g i P - R S | P -

Cost: 1

Designated Router (ID) 1.1.1.1, Interface address 132_1&8.30.1

Betranamit 5

Cost: 1

Designated Bouter (ID) 1.1.1.1, Interface address 15%2_1&8.40.1

Betranamit 5

Cost: 1

Designated Router (ID) 1.1.1.1, Interface address 1532 _1&68.200_.1

Betransmit 5
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llustraciéon 11. Informacién de OSPF de R2

BZfshow ip ospf interface

GigabitEthernetl/1 is up, line protocol is up
Internet address is 10.10.10.1/24, Rrea 0
Process ID 1, Bouter ID 2_.2_2_Z, MNetwork Type BROADCARST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Bouter (ID) Z2.2.2.2, Interface address 10.10.10.1
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Ho Hellos {(Passive interface)
Index 1/1, flood gqueue length 0
Hext 0x0{0),/0x0{0)
Last flood scan length is 1, maximam is 1
Last flood scan time is 0 mosec, maximam is 0 msec
Neighbor Count is 0, &djacent neighbor count is 0
Suppress hello for 0 neighbkor(s)
S5erield/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, RArea O
Process ID 1, Bouter ID 2_.2_2_Z, MNetwork Type POINT-TO-BOINT, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit
Hellog due in 00:00:05
Index Z/2, flood gqueue length 0
Next Ox0{0),/0x0{0)
Last flood scan length is 1, maximim is 1
Last flood scan time is 0 moec, maximam is 0 maec
Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 3.3.3.3
Suppress hello for 0 neighbori{s)
S5erield/0/1 is up, line protocol is up
Internet address is 172.31.21_2/30, RArea 0O
Process ID 1, Bouter ID 2.2.2_.Z, MNetwork Type POINI-TO-POINT, Cost: 7TE1
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
--More—-—

I
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llustracién 12. Informacién de OSPF de R3

BE3fshow ip ospf neighbor

B3fshow ip ospf interface

Loopback4 is up, line protocol is up
Internet address is 19Z_168.4_1/24, RArea 0
Process ID 1, Bouter ID 3.3_.3_3, Network Type LOOPBARACE, Cost: 1
Loopback interface is treated as a stub Host
Loopbackd is up, line protocol is up
Internet address is 19Z_168.5_.1/24, RArea 0
Process ID 1, Bouter ID 3.3_.3_3, Network Type LOOPBARACE, Cost: 1
Loopback interface is treated as a stub Host
Loopbackeé is up, line protocol is up
Internet address is 19Z_168.6.1/24, RArea 0
Process ID 1, Bouter ID 3.3_.3_3, Network Type LOOPBARACE, Cost: 1
Loopback interface is treated as a stub Host
S5eri=ld/0/1 is up, line protocol is up
Internet address is 17Z.31_.23_2/30, RArea 0

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:08

Index 4/4, floocd gueus length 0

Next 0x0{0)/0x0{0)

Last flood scan length is 1, maximm is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 2_.2_2_Z

Suppress hello for 0 neighbor{a)

R3f

Neighbor ID Pri State Dead Time Lddress Interface
2.2.2.2 a FUOLLS - 00:-00:34 172.31.23.1 Seriald S0/

Process ID 1, Bouter ID 3.3_.3_.3, Network Type BOINT-TO-POINT, Cost: 781

llustracion 13. Rutas OSPF de R1

Rlfshow ip route ospf
10.0.0.0/Z4 is subnetted, 1 subnets

o 10.10.10.0 [110/7501] wia 172.31.21_.2, 00:5&6:27, Serial0/0/0
172.31.0.0/16 is wvariaesbly subnetted, 2 subnets, Z masks

] 172.31.23.0 [110/15%000] wie 17Z.31.21_.2, 00:5&€:27, Serisl0ys0/0
182 . 168.4_.0/32 i3 subnetted, 1 subnets

o 132 .1e8.4.1 [110/15001] wia 17E.31.21_.2, 00:05:45, Serial0ys0/0
182 . 168.5.0/32 is subnetted, 1 subnets

] 1532 .1e8.5.1 [110/15%001] wia 17Z.31.21_.2, 00:0%:45, Serisl0/0/0
182 . 168.6.0/32 i3 subnetted, 1 subnets

o 132 .1e8.6.1 [110/15001] wia 17E.31.21_.2, 00:05:45, Serisl0ys0/0

Rl
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llustraciéon 14. Rutas OSPF de R2

BEZ2fshow ip route ospf
1532 .1€8.4.0,/32 is subnetted, 1 subnets

] 132.1e8.4.1 [110/7501] wia 172.31_.23.2, 00:10:33, Serisl0/ 070
192 . 168.5.0/32 is subnetted, 1 subnets

o 132.1e8.5.1 [11l0/7501]1 wia 172.31.23.2, 00:10:33, Serisl0/0/0
1532 .1€8.6.0,/32 is subnetted, 1 subnets

] 132.1e8.6.1 [110/7501] wia 172.31_.23.2, 00:10:33, Serisl0/ 070

] 132 .1€8.30.0 [11l0/782]1 wia 172.31_.21.1, 00:57:0&, Seri=l0/ 0,1

o 132.1€8.40.0 [11l0/782]1 wisa 172.31.21.1, 00:57:08, Seri=l0/ 071

o | 132 .1€8.200.0 [110/782] wia 172.31.21.1, 00:57:0&, Seri=l0 071

BZE

2. Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,

Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red

establecida.

En el Switch 3 deshabilitar DNS lookup.

4. Asignar direcciones IP a los Switches acorde a los lineamientos.

Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

llustracion 15. Configuraciéon S1 de VLANS, puertos troncales y de acceso

51

51
51
51

5114
511

511
511

config)#vlan 30
config-vlan) fnams
{config-vlan) fvlan
config-vlan) fname
config-vlan) §vlan
{config-vlan) fname
{config-vlan) fexit
lconfig) fexit

ddministracion
40

Hercadeo

200
Mantenimiento

51

51

up

514

{config) #interface £0/3

{config-if) §

config-if) §awitchport mode trunk
SLINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/3,
down

SLINEPROTO-5-UPDWN: Line protococl on Interface FastEthernet0/3,

51 (config-if) fawitchport trunk native vlan 1
1

changed state to

changed state to
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51 (config) fint vlan Z00
Sliconfig-if)§
(LINE-5-CHANEELD: Interface V1anZ00, changed state to up

(LINEPROTO-5-UPDOWN: Line protocol on Interface V1anZl0, changed state to up
5l (config-if) §ip address 192.1683.3%353_.2 2

51 {config-if) exit

51 (config) $ip default-gateway 1532 _.1&658.3%.1

51 (config) €

51 (config) gint £0/3

51 {config—if) fawitchport mode trunk

51 {config—if) fawitchport trunk native wvlan 1

51 {config-if) #int range £a0/1-2, £fal0/4-23, gl/1-Z
51 {config-i
51 {confi

—range) §awitchport mode access
—range) §interface £fal/sl

51 {config—if) §awitchport mode access

51 {config—if) §switchport access vlan 30

51 {config-if) #]

51 {config-if) #int range £fal/2, £20,/4-23, gl0/1-2
S5l {config-if-range) §shutdown

llustracion 16. Configuracién S2 de VLANS, puertos troncales y de acceso

52 (config-vlan) §vlan 40

52 (config-vlan) fname Mercadeo

5Z (config-vlan) §vlan 30

52 (config-vlan) fname bdministracion
52 (config-vlan) §vlan 200

52 (config-vlan) fnamse Mantenimiento
52 ({config-vlan) fend

SZg

52 (config) #int wlan Z00
52 (config-if) g
2LINE-5-CHRMGEED: Interface V1anZi0, changed state to up

SLINEPROTCO-5-UBDOWN: Line protococl on Interface V1anZ(0, changed state to up
52 (config-if)§ip address 132.165.3%.3 2Z55_Z55.255.0

52 (config-if) fexit

52 (config) §ip default—gateway 132 _Z68_99_.1

% Invalid input detected at "~' marker.

52 (config)§ip default—gateway 132 _168_99_.1
52 (config) §
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52 (config)gint £al/s3

52 (config-if) fawitchport mode trunk

52 (config-if) #§switchport trunk native wlan 1

52 (config-if) #int range £20/1-2, £fal0/4-24, gl/fl1-2Z
52 (config-if-range) fswitchport mode access

52 (config-if-range)#int £a0/1

52 (config—if) §awitchport access wvlan 40

52 ({config-if) #int range £a0/2, £a0,/4-24, gl0/1-2
52 (config-if-range) #shutdown

52 {config) fno ip domain-lookup
52 (config) §

llustracién 17. Configuracion Subinterfaces y 802Q

Bl {config) #int gld/0.30
Bl {config-subif) fdescription LAN Administracion
Bl (config-subif) §encapsulation dotlg 30

Bl (config-subif) §ip address 15Z.168.30.1 Z55.255_255.0
21l (config-subif) &

Bl {(config) #int gld,/0_40

Bl {config—subif) fdescription LAN Mercadeo

Bl {config—subif) fencapsulation dotlg 40

Bl (config-subif) §ip address 15Z.168.40.1 Z55.255_255.0

Bl {config—subif) fexit

Bl (config)#int gld/0_Z200

Bl {config—subif) fdescription LAN Mantenimiento

Bl (config—subif) fencapsulation dotlg 200

Rl {config-subif) §ip address 19Z2.168.200.1 Z55.255_255.0
Bl (config-subif)

Bl {config) $int gl/ 0
Bl (config-if) #no shutdown

Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

Implemente DHCP and NAT para IPv4
7. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.
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Tabla 5. Configuracion de DHCP

Name: ADMINISTRACION

Configurar DHCP pool para VLAN 30 DNS-Server: 10.10.10.11

Domain-Name: ccna-unad.com
Establecer default gateway.

Name: MERCADEO

Configurar DHCP pool para VLAN 40 DNS-Server: 10.10.10.11

Domain-Name: ccna-unad.com

Establecer default gateway.

llustraciéon 18.

Configuracion de DHCP para R1

Rl

Bl
Rl

{config) #ip dhep excluded-address 152 . 168.30.1 132 _1&8.30_30
Bl
B1{
{dhep—config) #dns—server 10.10.10.11

{dhep—config) #domain-name ccna-unad.com

% Imvalid input detected at "' marker.

Bl {dhcp—config) #default-router 1592 _168_30.1

Bl {dhcp—config) fnetwork 192_.168.30.0 2Z55.255.255.0
Bl {dhcp-config) #ip dhep pool MERCADED

Bl {dhep—-config) fdns—server 10.10.10_.11

Bl {dhcp—config) fdomain-name ccna—unad.com

% Imvalid input detected at "' marker.

Bl {dhcp—config) #default-router 1592 _168_40.1

Bl ({dhcp—config) fnetwork 192_.168.40.0 2Z55.255.255.0

Rl{

config)#ip dhep excluded-address 132 168_.40.1 192_168.40_30
config) #ip dhep pool ADMINISTRRCTION

dhcp—cnnfighﬂ

9. Configurar NAT en R2 para permitir que los host puedan salir a internet

llustracion 19.

Configuracion de NAT para R2

RZ
RZ

B2
{config-if) #ip nat outside
{config-if) §interface gl/ 1
RZ 1
B2

config) finterface gl 0

config-if) #ip nat inside
config-if) g
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10. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para

restringir o permitir tréfico desde R1 o R3 hacia R2.

llustracion 20. Configuracién de ACL estandard

BZ {config) #access-list 1 permit 192 _168_20.0 0.0_.0_.255
BZ (config) faccess-list 1 permit 192 _168_.40.0 0.0_.0_.255
B2 {config) #access-list 2 permit 192 _1e8_.4.0 0.0_0_Z55
B2 (config) faccess—-list 2 permit 192_168.5.0 0.0_0_Z55
BZ (config) #access-list Z permit 192 _168_.&6.0 0.0_0_Z55
D2 (config) g

RZ (config) #int =s050/0

RZ (config-if)$ip access-group 1 out
RZ (config-if) #ip access-group out
RZ (config-if) fexit

RZ (config) #int =s0/0/1

RZ (config-if) $ip access-group 1 out

k3

11. Configurar al menos dos listas de acceso de tipo extendido o nombradas
a su criterio en para restringir o permitir tréfico desde R1 o R3 hacia R2
La ACL 100 deniega el acceso del router 3 a FTP

La ACL 110 permite que lared de la VLAN 30 pueda hacer telnet al router

llustracion 21. Configuracién de ACL extendida

B2 (config)#ip access-list 100 deny tcp host 172.31.23.2 any eg Z1

% Inwvalid input detected at """ marker.

RZ {config) faccess—-list 100 deny tcp host 172.31.23.2 any eg Z1
B2 {config) ip access-list 100 permit tep host 172.31_21.1 any eq 21

% Invalid input detected at "~' marker.

RZ {config) faccess—list 100 permit teop host 172.31.21_lany any eq 21

% Invalid input detected at "~' marker.

B2 (config) $access-1list 100 permit tcp host 172.31.Z21.1 any eg Z1

B2 (config) $access-1list 110 permit tcop 192.168.30.0 0.0.0.255 host 172.31.23.1 eg
21

Rz {config)fint =0,/0/0

RZ {config-if) #ip access—group 100 out

BZ (config-if)&int s0/0/1

B2 lconfig-if) #ip access—group 100 out

RZ {config-if) #ip access—group 110 out

B2 (config-if)
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12. Verificar procesos de comunicacion y re direccionamiento de trafico en los

routers mediante el uso de Ping y Traceroute.

llustracién 22. Verificacion de conectividad entre routers

Rlgping 172_.31_21_2

Type escape sSegquence to abort.
Sending 5, 100-byte ICMP Echos to 172.31_21_.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/10/37 ms

RlE

Bfgping 172.31.25.2

Type escape 3eguence to abort.
Sending 5, 100-byte ICMP Echos to 172.31_.23_.2, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/7/Z8 ms

RZ§
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CONCLUSIONES

En esta practica de laboratorio fortalecimos nuestras habilidades al configurar los
routers con el protocolo de enrutamiento OSPF, aplicamos medidas de seguridad
para desactivar los puertos que no se estan utilizando en la topologia, ademas la
implementacion de ACL o listas de acceso que permiten o deniegan el servicio de
un host o una red a otro host o red de trafico en la red o de un servicio

especificando el nombre o puerto de servicio.

También implementamos el protocolo DHCP vy la configuracion de NAT en los

routers.
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