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RESUMEN

Se desarroll6 una topologia que envuelve tres PCs, dos switches 2960, tres routers 2811,
modulos HWIC-2T y los cables DCE adecuados para las conexiones. Se realiz tabla de
direccionamiento-subnetting haciendo uso de tablas de direcciones, red, rango,
broadcast y gateway. Adicionalmente, se configuraron los routers y switches con sus
respectivos nombres y contrasefas. Se configuraron las VLANs en los switches
asignando sus direcciones IP. Se realiz6 el enrutamiento OSPFv2, se configur6 el NAT
y los ACLs. Finalmente, se realiz6 la prueba de conectividad exitosa haciendo uso de
PING y TRACER.



ABSTRACT

The topology involves three PCs, two switches 2960, three routers 2811, HWIC-2T
modules and DCE cables for making the connections. The addressing-subnetting table
was made using address, network, range, broadcast and gateway tables. Additionally,
there was the configuration of routers and switches with their respective names and
passwords. The VLANs had their own IP address and they were configured on the
switches. OSPFv2 routing was performed, NAT and ACLs were configured. Finally, the

connectivity test was carried out using PING and TRACER.
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1. INTRODUCCION

En la presente evaluacion, se trabajé con VLAN, configuramos IPV6 e IPV4 y trabajamos
con cableado de red. Durante la resolucién de la evaluacion se puede evidenciar que
cuando se conecta un grupo de PC a un computador y les da todas las direcciones IP en
la misma red, se crea una LAN. Se evidencia en los laboratorios realizados que una
VLAN es una LAN virtual. La diferencia es que las VLAN conecta todas las PC a un unico
computador, pero hace que el computador se comporte como si se tratara de
computadores multiples e independientes. Cada VLAN es su propio dominio de difusion

y subred IP.

En los presentes laboratorios, se podran encontrar ejercicios en los cuales resolvimos
problemas relacionados con la configuracion de switches, calculacion de rutas con IPv4
e IPv6, disefio e implementacion de direcciones IPv4 con VLSM, configuracion de Trunk

802.1 y configuracion de Trunks y de VLANS.

Durante el trabajo colaborativo se trabajo con Packet Tracer en la versién 6.0 para

demostrar los conocimientos practicos aprendidos durante el curso.
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2. OBJETIVOS

1.1.1 OBJETIVO GENERAL
Evidenciar el registro de la configuracion de cada uno de los dispositivos, hacer las

conexiones entre ellos y seguir las especificaciones demandadas por la topologia.

1.1.2 OBJETIVOS ESPECIFICOS

e Asignar direcciones IP a los Switches acorde a los lineamientos.

e Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio

en para restringir o permitir trafico desde R1 o R3 hacia R2.
e Configurar NAT en R2 para permitir que los hosts puedan salir a Internet.
e deshabilitar DNS lookup.

e Verificar procesos de comunicacion y redireccionamiento de trafico en los routers

mediante el uso de Ping y Traceroute.

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing

Networks, passive interfaces configuradas en cada router.

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada

interface.

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2.
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3. PLANTEAMIENTO DEL PROBLEMA

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Bogota, Medellin y Bucaramanga, en donde el ingeniero sera el administrador de la red,
el cual debera configurar e interconectar entre si cada uno de los dispositivos que forman
parte del escenario, acorde con los lineamientos establecidos para el direccionamiento
IP, protocolos de enrutamiento y demas aspectos que forman parte de la topologia de

red.
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4. MARCO TEORICO

ENRUTADOR

Un enrutador conecta redes. En funcién de su conocimiento actual del estado de la red
a la que esta conectado, un enrutador actiia como despachador, ya que determina a qué
enviar cada paquete de informacién. Un enrutador est& ubicado en cualquier puerta de
enlace donde se encuentra una red. A menudo se incluye un enrutador como parte de

un conmutador de red.

SWITCH

Un switch es un dispositivo que canaliza los datos entrantes desde cualquiera de los
multiples puertos de entrada al puerto de salida especifico que llevaréa los datos hacia su
destino previsto. En la red telefonica tradicional con conmutacién de circuitos, uno o mas
conmutadores se utilizan para configurar un dispositivo dedicado. En una red de area
local Ethernet (LAN), un switch determina desde el dispositivo fisico en cada cuadro de
mensaje entrante el puerto de salida para reenviarlo. En una red de conmutacion de
paguetes de area amplia tal como Internet, un switch determina desde la direccion IP en
cada paquete qué puerto de salida usar para la siguiente parte de su viaje al destino

deseado.

OSPF

OSPF realiza la autenticacién a nivel de area, todos los dispositivos de enrutamiento

dentro del area deben tener la misma autenticacion y contrasefia configurada. Para que
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la autenticacion funcione, los dispositivos de enrutamiento tanto de recepcion como de

transmision deben tener la misma clave.

NAT

Un NAT es la virtualizacion de las direcciones de Protocolo de Internet (IP). NAT mejora

la seguridad y reduce el nimero de direcciones IP que una organizacién necesita.

Las NAT se ubican entre dos redes, la red interna y la red externa. Los sistemas en la
red interna generalmente tienen asignadas direcciones IP que no pueden enrutarse a
redes externas. Esta puerta de enlace hace que el trafico asignado desde un dispositivo
externo se envie a un sistema interno correcto. Crea una direccion externa valida y la
envia al sistema interno correcto. Garantiza la seguridad, ya que cada solicitud saliente
0 entrante debe pasar por un proceso de traduccion que también ofrezca la oportunidad
de calificar o transmitir flujos entrantes auténticos y hacer que coincidan con las

solicitudes salientes.

VLAN

Una red de area local virtual (VLAN) es un grupo légico de estaciones de trabajo,
servidores y dispositivos de red que parecen estar en la misma LAN teniendo en cuenta
su distribucion geografica. Una VLAN permite que una red de computadoras y usuarios
se comuniquen en un entorno simulado como si Las VLAN se implementaran para lograr
escalabilidad, seguridad y facilidad de administracion de la red y pueden adaptarse a los
cambios en los requisitos de red y a la reubicacion de estaciones de trabajo y nodos de
servidor.

El objetivo de implementar una VLAN es mejorar el rendimiento de una red o aplicar

funciones de seguridad apropiadas.
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LISTA DE ACCESO DE CONTROL ACL

Una ACL es una lista de permisos de usuario para un archivo, carpeta u otro objeto.
Define qué usuarios y grupos pueden acceder al objeto y qué operaciones pueden
realizar. Estas operaciones generalmente incluyen lectura, escritura y ejecuciéon. Por
ejemplo, si una ACL especifica acceso de solo lectura para un usuario especifico de un
archivo, ese usuario podra abrir el archivo, pero no podra escribir ni ejecutar el archivo.
Las listas de control de acceso proporcionan un método sencillo para administrar los

permisos de archivos y carpetas.
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5. MATERIALES

e 3 Enrutadores (Cisco 1941 con Cisco I0S Release 15.2 (4) M3 imagen universal o

similar)
e 2 Switches (Cisco 2960 con Cisco I0S Release 15.0 (2) lanbasek9 image o similar)

e 3 PC (Windows 7, Vista, O XP con programa de emulacion de terminal, como Tera

Term)

e Cable de consola para configurar los dispositivos Cisco IOS a través de los puertos de

la consola

e Cables Ethernet y serie como se muestra en la topologia
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6. DESARROLLO DE LA TOPOLOGIA

REALIZAR LA TOPOLOGIA

Imagen 1 Topologia

& Cisco Packet Tracer Student - C\Users\audri\Desktop\Adriana Torres Examen Final 2.pkt — O ot

File Edt Options WView Tools Extensions Help

- = E‘ ) (g |.f0 M ,=’|FF"]

Loaical [Root] Mew Cluster Move Object Set Tiled Background Viewport
~ [
A &

Sarver-PT '\\ p
Internet PC u, 209, 155,200, 22423 EI

209, 165. 200, 230 )

x
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&

1541
172.31.20.0/30 R .
172.31. 23,030

OSPF
Area il =
MEDELLIN Lo 192, 153, 4.0/24 L

1:; 1 LoS 192, IEB.S.Dg =
Lo6 132. 168 6.0 b
02,19 B/MANGA,
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192, 168.22.2

2960024TT 2060124TT 192.168.99.3

VLAN 40
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DRcP DHCP
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INICIALIZAR LOS EQUIPOS Y CONFIGURAR, REALIZAR ENRUTAMIENTO
OSPFV2, VLAN, DESHABILITAR DNS LOOKUP, NAT, RELOJ Y BANDA ANCHA,
INICIALIZAR LOS ROUTERS, BORRAR EL STARTUP-CONFIG FILE EN TODOS LOS
ROUTERS, REINICIAR TODOS LOS ROUTERS.

Imagen 2 Configuracion int S0/0/0

Fri - O X
Physical ~Config CLI

I0S Command Line Interface

Copy Paste

Imagen 3 OSPF, passive interface y bandwidth

® R - o X
Physical  Config ~ CLI

I0S Command Line Interface

=, End with CNTL/Z

Imagen 4 IP dhcp pool, network, default-router, dns-server

#Fr1 - [u] x
Physical Config CLI

I0S Command Line Interface

a1 ~
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Imagen 5 Ospf, passive interface, bandwidth

Fr2 -
Physical  Config ~ CLI

10S Command Line Interface

a

X

R2>ENABLE
Rifconfis ©

guration commands, one per line. End with CNTL/Z

R2 [config-router) fend
Rzt

4SYS-5-CONFIG I: Configured frem conscle by console
Rzézouter ospr 1

% Invalia inpur detected at '~' mazker

RIECONF T
nter configuration commands, ome per line. End with CNTL/Z
R2 (config) #router ospf 1

R2 {config: ) $necwork 209.165.200.224 C 25 area 0
OSPF: Invalid mask)

r)dnctwork 172.31.21.0 0.0.0.3 arca 0

=n sspf 1
o ntesface
#Invalid interface type and number

R2 [eongig: ) dpassivaintezface GO/0
on: s0/0/0

contig-ror fincertac:
R2 config-1f) fbandwidch 12
= o/o/0

contag-1e)§|

Copy

Paste

Imagen 6 IP route static

Fr -
Physical Config  CLI

10S Command Line Interface

[u] X

R2>en
Rzfcont ©

#nter configuracion commands, ome per line. End with CNTL/Z.
R2 (config) #1p route 20%.165.200.224 255.255.285.252 172.31.2
R2 (config) #show ip Toute static

% Invalid input des

cted st 'N' marker

=2 (conr1g) dena
24
$5¥5-5-CONFIS_I: Configured Irom console by console

R2#show ip rowte static
* 0.0.0.0/0 is directly com

GigabitEcheznes/ o
R2:

Enter configusation commands, one per line. End with CNTL/Z.
B2 (config) bip roure 0.0.0.0 0.0.9.0 172.31.21.2

2 (config) bsmow 1p Toute static

* Invalid inpur detected at ' maxl

R2 (contig) fend
R2t

5¥5-—

MFIG I: Cenfigured from conssle by conscle

R2fshow ip route static
S 0.0.0.0/0 15 Girectly conne
2|

24, GigabitErherneco/o

Copy

Paste

Imagen 7 interface 105, IP address

& r3 -
Physical ~ Config  CLI

1I0S Command Line Interface

o X

Rifcont term
Enter configura:

mmands, one per line. End with CNTL/Z

R3(config)#1nt S0/0/0
R3(config-if) pinterface las
B3 (configmif) fip sddress
B3 (config-1if) #no shut
B3 (config-1if)§
B3 (config-if) §
3 (2on ¢

o

=2

1g-as)§

B3 (gon

R3(config-if} §
R3(config-if) #
B3 (config-if) &
R3(config-if) &

R3(config-if) &
B3 (config-if)§
B3 (confic
AELg-Sr]

B3 (config-1f)§

copy

paste

21



Imagen 8 router id, router ospf, passive interface, bandwidth

T3 -
Physical Config  CLI

10S Command Line Interface

o x

R3>enable
mafoons ©

Enter configurarion commands, ome per line. End with CNIL/Z.
R3{contig) foonfic ©

#Invalid hex value

R3(config) érouter ospf 1

R3{config-router] frouter—id 2.2.2.2

R3(canfig-router) fend
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3SYS-5-CONFIG I: Configured from console by console
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% Invalid inpuc devected at '*' marker.

R3scont t
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% Invalid impur devected st *°' mazkes.

B3 (contig) frouter capr 1
R3(config-router} fnetvork 172.31.21.0 0.0.0.3 azea 0
R3 (config-router) frouser ospf

R3 {contig-router} #passive-interface £0/0

AInvalid interface type and number

R3(config-router) $passive-intarface g0/0

B3 (config-router) finterface 30/0/0

R3 (config-if) fbanduidch 12

R3(concig-ir) finterface serial 0/0/0
R3(conrig-1f)#1p oapr cost 7500

B3 (config-12)4

Imagen 9 Inicializacién
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2)

coa/techauppore
Inc.

Tange cent- arsie, date ox24729040

Stater and iocal councey
Deiivary of Cisce Crypragraphic prodacea does not

omplisnce with U.5. and local country lews. By using this pr
sgres <o comply wich applicebie lavs and regsiscions. If you
to ccaply v rn this produce immeds

% susmary of U.S. laws governing C1sG0 CIVPTOGTAPMiC Products
eouna a
neep:// w, s

I you require furcher assistance please contact s by sendin
exportleiace. com

Cisco CISCOIS41/ES (revision 1.0) with 451520K/32765K bytes o
132400K5

2 Gigabir Etherner interfaces

2 Low-speed sexisl(sync/async) secwork iatertace(s)

Dl contiouanion 1a ¢4 Dice wide with parivy. disables.

55K bytes of mon-volatile configuration memo:

45856X byzes of ATA Systes Conpactflash ©

Readsux

)

== System Configuration Dialog -

Continue vich configuravion disleg? [yes/noli no

Fress RETURN to get starced:

= and usexs

an aay
nctps/ /. G180, Com/ el /export/CrypTa/T00l/stqrg . hTml

¢ you require further
exporticiace. com.

ciaco crsco
Processsr board ID FIXIS2400KS
2 Gigabit Zcherner incerfaces
2 Low-speed serial(sync/

DRt =

/async) network incerface (s)
4 ise ide Stk paciry dismbio:

215306k byves of ATA Systen ConpaciFissh o (Read/write)

Systen Contiguration Dialog -—-

Continue with configusation dialog? [yes/nol: o

Fress RETURN to get started!

Rouzers

p sl gl g Pt ol ptre seing shis prodect you
1

R S SO R i i S B
mport, export, cranster snd

v
mm pasty sumhoriey o import, export, distribute of nee encryption.
e for

agzee to comply With applicable laws and regu you axe .
T Gompiy vAth 0.5 and 100al 1ave, Terarn This Dro@uct immediscely.
aummazy Of U.3. laws Governing Cisce cryptographic products may be

istance please contact us by sending email to

$41/%9 (zevisson 1.0) with $9iSI0K/IITESN byses of memory.

pasts
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REINICIAR LOS SWITCHES, VERIFICAR LA VLAN EN LOS DOS SWITCHES

Imagen 10 show flash

&

Physical Config CLI

10S Command Line Interface

Tompiled Wed 12

% 27708 by pe_team

Pzeaa RETURN started!

face Fas

: Line protecel en

face FastErm

t Interface FastEzhe

3, cnangea state To

UBDONN: Line protecel cm

face FastEch

<no dats> e2980-lanbase-

64016384 Dyzes to
Switchi

(59601463 EyTes rres)

0/, changed state to up

T0/3, o

up

Copy

Paste

CONFIGURAR LA BANDA ANCHA

Imagen 11 Bandwidth

® r2

Physical ~ Config CLI

I0S Command Line Interface

andwidth 123
g-1r) Fena

+
45¥5-§-CON Configured fr

nsole by censole

copy

Imagen 12 IPv6 route,

®r
Physical Config CLI

10S Command Line Interface

a X
M
Paste

clockrate y bandwidth

o b

RI§1p route 0.0.0.0 C

14 input detected at %' marker.

End with CNIL/Z.

Copy

Paste

23



REALIZAR LA CONFIGURACION IP

Imagen 13 IP configuration, IP address, subnet mask, default gateway, IPv6
address, link local address, IPV6 gateway

hysical  Config  Services Desktop  Custom Interface

—_—l——— —— — S
IP Configuration
Interface FastEthernet0 -

1P Configuration
O DHCP @ Static

| IP Address |208.165.200.230

| Subnet Mask 255.255.255.248
Default Gateway ‘30‘),165 200.225
DNS Server

1Pv6 Configuration
(O DHCP O Auto Config @ Static

IPv6 Address 2001:DBB:ACAD:2::30 /64
Link Local Address [FE80::202:4AFF-FE17:6982
[Pv6 Gateway 2001:DB8:ACAD:2::1

IPv6 DNS Server |

Imagen 14 no IP domain-lookup, hostname, password, line vty, IP address, IPv6

address, IP route, clockrate, interface serial

®r1 o X

Physical Config  CLI

I10S Command Line Interface

System Configuraticn Dialog

Continue with cenfiguration dialog? [yes/nsl: no

Press RETORN to get searted!

1~ mareer,

commands, one per line. End with CNTL/Z.

password-encryprion
5ta fUnautnorized access to This device 13

. changed state o down

ntertace, may

Copy Paste



Imagen 15 Interface serial, IP address, IPv6 address, clock rate, int loopback

#Fr

- 8] X
Physical  Config ~CLI
10S Command Line Interface
T (config-1f) fao SButdown o
Rz (conzig-11)§
ALINK-5-CHANGED: Interface 5er1alo/0/0, cmanged State To up
R2(config-1f)#
ALINEPROTO-5-UPDOWN: Line pro ce ser1alof0/o, changed

atate to up

R2(config-1f)#int 30/0/1
R2(config-if) fdescription Conmection to
R2(config-if) #ip addsess 172.16.23.2 255

% Invalid input detected st '*" merker.

B2 (conrig-1f) bip address 172.16.23.2 255.255.255.252
RI(Config-1f) f1pve addresss 2001:4b8:acad:23::2/64
% Invalia impur detected at 'ot marker.
R2(contig-1f) Fipve address 2001:db8iacad:2

R2(config-1f)#olock rate 128000
R2(config-1f)#no shutdown

ALINE-5-CHANGED: Interface Serial0/0/l, changed state ©o
R2 (config-if)#int GO/
R2(config-if) fdescription
R2(comfig-1f)#ip addzess 208
R2(config-if) fipve eddress 2001:dbS:iacad:2
R2(config-if)fno shutdown

own

R tcentigint
INE-5-CHING

ED: Interface GlgabitEchernsr0/0, changed state to up

ALINEPROTO-5-UPDOWN: Line proSocol on Inter
changed state to wp

ce GigapitEznernsto/o,

R2(config-17)#1nt loopback 0

R2 (config-if)#
ALINE-5-CHANGED: Interface Loopback!

changed state to up

o1 on Interface Loopbackl,

nanged state

R2 (config-if) Hip add
R2 (contig-if) fass:
R2 (contig-if) fexit

R2 (contig) f1p xou 6 0.0.0.0 g0/0

3Derault route Winmour gateway, i BOT a POLNC-TO-POLET 1nGSrface, may
1npact perrormance

RZ (contiq) #1pve route ::/0 99/0

R2(config) #

es 10.10.10.10 255.255.255.255
pricn Comnectisn to Simulated Wek Server

Copy Pasta

Imagen 16 no IP domain-lookup, hostname, password, line vty, IP address, IPv6
address, IP route, clockrate, interface serial, int loopback 4,5, 6, 7

& Router3

- u] x
Physical ~Config CLI

105 Command Line Interface

xic

Enter comfiguration commands, cme per line. Emd With CNIL/Z.
Routs 1g)#no ip domain-lookup

Router (config) fhostname B3

R3 (contig) fenable secret class

R3 (config) #line console 0

R3 (config-line) #paasword cisco

R3 (sanfig-line) flegin

23 (config-Line} exit

R3(config) fservice password-sncryprion

%3 (conr1g) fbanner motd $Unauthorized access Lo This device 15

pronpiteary

3 (config) fint 20/0/0

2 (oantia-i) faeacripuion oomnectica o
3(config-17) $1p address 172.16.23.1 255.255.255

3 (contaa42) Fopre addeess 260118 sacadiass rroi

R3 (config-if) no shusdown

SLINE-5-CHANGED: Interface Sezial0/0/0, changed state to down
£

loopback 4

Interface Locpbac

hanged state o up

EDOWN: Line

rotocol on Interface Loopbackd, changed stat

R3(config-if}§ip address 152.168.4.1 255.255.255.0
R3(eonfig-if) #int loopback §

Incerface Loopback$, chenged state To up

Line protocol on Interface LoopbeckS, changed state

s 182.165.6.1 255.255.255.0
R3(config-if}finc loopback &

®3 (config-1t)§
SANGED: Incerface Loopbacké, changed state To up

DOWN: Line protoccl on Interface Loopbacks, changed state

£ (emnfagost) pap asareas 192166 G1 255.295.265.0
cverlaps with Locpbacks
vhg'xf)llr 1capback 7

Copy Paste
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Imagen 17 IPv6 address, IPv6 route

& Router3 - o be

Physical Config CLI

10S Command Line Interface

PreRibitealy ~

R3(config)Hiaz 0/0/0

R3(conrig-1r) fasscripion comnection T B2

R3(CORF1g-1T) fip address 172.16.23.1 255.2

R3(config-1f}#1pve address 2001:dbdiacadi2

B3(CORf10-1f) 10 shutdown

SLINK-5-CHANGED: Interface Serial¢/0/0, changed state to down

R3(config-if) #interface loopback 4

R3(config-if)#

ALINK-5-CHANGED: Interface Loopbackd, changed

4LINEFROTO-5-TEDORN: Line protecol en Interface L changed state

re up

R3(coRfig-if)fip address 182

R3(config-if) finc loopback §

R3(conrig-11)§

$LINK-5-CHANGED: Incerface Loopbacks, chamged

VLINEPROTO-5-UEDOKN: Line protocol on Interface changed state

o

R3(config-if) #ip address 152 6.1

R3(config-if) #int loopback &

R3(config-if)#

ALTNK-S-CHANGED: Tncerface Loopbacks, ch

ALINEPROTO-5-UEDOWN: Line protecol on Interface Loopbacks, changed state

B3(CORF1g-1)#1p address 192.168.6.1 2

% 152.168.6.0 overlaps with Loopbacks

R3(config-1f)fint loopback T

R3(config-1f)#

MLINK-5-CHANGED: Incerface Loopback?, changed state to up

SALINEPROTO-S-UEDOWN: Line protocol on Interface Loopbackl, changed state

o up

R3(config-if) #ipve address 2001:db8:acad:3::1/64

R3(configmif) fexic

R3(config)dip zouce 0.0.0.0 0.0.0.0 50/0/1

aDefault route without gateuay, Lif mor & point-to-point interfass, may

impact performance

R3(conrig) fipve rouc ::/0 80/0/1

% ANDIgUCNS Command: "ipVS FOWT 1i/0 80/0/1"

R3(confiqh#1pvé rouce ::/0 80/0/1

&3 (contia) i v
Copy Paste

CONFIGURAR LINEAS VTY

Imagen 18 no IP domain-lookup, hostname, password, line vty.

&

Physical Cenfig CLI
10S Command Line Interface

G WS-C2260-24TT 12.2 casen- ~
ZRuERSE-M

105 Software, C2%6
12.2(25)FX, RELEASE SOFINARE (fol)

Copyrignt (c) 1986-2005 by Ciaco Syatems, Inc.
apiled Wed 12-Oct~ by pt_team

(C2960-LANBASE-H) , Version

Press RETURN to get starsea!

SLINE-5-C : Interface 6, changed

e up

ALINEPROTG-5-UPDOWN: Line proc
state to up

Incerface FastE:

ernecO/é, changed

an : Interface T 3, changed

up

SLINEPROTG-5-UPDOWN: Line Proocol on Interface FastEc
atate to wp

erneso/3, cnanged

SLIX 5 : Interface , changed state to dowm

SLINEPROTG-5-UPDOWN: Line protecel on Interface FastEchernec0/3, changed
"

ALINE-5-C Interface 3, changed

e o up

SLINEPROTG-5-UPDOWN: Line pro
state to up

seol on Interface FastEe

ernecn/3, changed

ome per line. End with CNTL/Z.

Switch(config) fhostname a1
s1(canfig) fenable secres class

nfig)#line comsole

11 (canfig-line) Hlogan lane
% Tnvalid inpur detected ac '"' marker.

s1(config-line) flogin
nfig-line)fline viy 0 &
21 (2oncig-line) fpassword cisse
s1(canrig-line) flogin
21 (config-line) fexit
#1(contig) #=exvice password-encryprion
s1(cont1g) $oanner motd fUnaushorized access To this device 13
prohibited!#
3l (config) # v

copy Paste
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Imagen 19 no IP domain-lookup, hostname, password, line vty.

&

Physical Config CLI

10S Command Line Interface

State To doem

ALINK-§-CHANG]

Incerface . cnanged state to up

Line

ALINEPROTO-5-UEDOW
state to u

zotocol on Interface FastEthernet0/3, changed

Switchoeneb

Switchecent term

Enter configuration commends, one per line.
Switch(config) #no ip domsin-lookup
Suitch(cenfig) dhestname 53
S3(ccnfig)fenable sseret class
S3(config)Hiine console &

53 (conrig-1ine) fpassuord cisco
S3(config-line) flagin

S3(config-line)§line vey O 4
s3(conrig-11ne) fpassword cisco
S3(conrig-line)41ogin

S3(config-line) fexit

S3(config}fservice password-encrypricn
S3(config) fhanner motd fUmauthoTized acceas to TALS device 15
prohibiced!s

S3(confight

End with CNTL/Z.

copy Paste

VERIFICACION CON PING Y CON COMMAND PROMPT

Imagen 20 verificacion ping 172.16.12.2

#Fr1 - m]

%
Physical Config CLI
10S Command Line Interface

TRER T3 €T DIt WidE With PATivy @isabieds S
255K bytea of mon-volatile configuration memory.

249856K bytes of ATA System CompactFflash ¢ (Read/Write)

Press RETURN to get started!

ELINR-S-CHANGED: Interface Serialo/0/0, changed state to up
ALINEPROTO-5-UPDOWN: Line protocl en Interface Serial0f0/0, changed
Onauthoried access G thia device s probivireat

User Access Verification

Passwora:

Rl>ping 172.1€.12.2
Type escape sequence
Sending 5, 100-Ey: .16.12.2, timeout i3 2 secomds
Success rate is 100 percent [5/5), rousd-czip min/ava/max = 1/3/12 ms
203 -

Copy Paste

Imagen 21 verificacion ping 172.16.23.1

SEHB MN[0 08 m

cal [Root] New Cluster Move Object  Set Tiled Background
e
®r2 - o *
Physical  Config  CLI
10S Command Line Interface
55K Lynes of menvelarile conflosrarics memeri. ' ~
289856K bytes of ATA System C lagn 0 (Read/Wrice)
Press RETURN to get started!
ALINK-S-CHANGED: Interface Serialo/0/0, changed 3tate to up
ALINEPROTO-5-UBDGWN: Line protocol on Interfase GigabitEThernetolo,
chenged state to up
ALINEPROTO-5-UPDGWN: Lime protcccl cn Interface Serial/0/0, changed
Tnsuchorized sccess to this device Ls probibited!
User Recess Verification
Passwoza:
R2>ping 172.16.23.1
Type escape sequence to abort.
Sending §, 100-byte ICHP Echos to 172.16.23.1, timeout i3 2 seconds:

Copy. paste

27



Imagen 22 verificacion ping 209.165.200.225

& Serverd o

Physical Config  Services Desktop Custom Interface

—

—_— ——

Command Prompt X

CONFIGURACIONES, IP ROUTE, ASIGNAR HOSTNAME, ASIGNAR IP ADDRESS,
ASIGNAR IPV5 ADDRESS y IPV6 ADDRESS, ASIGNAR CLOCK RATE, ASIGNAR
INTERFACE S0/0/0, ASIGNAR INTERFACE S0/0/1, ASIGNAR DEFAULT ROUTE

Imagen 23 IPv5 address, IPv6 address, interface serial, IP route, IPv6 route, clock
rate.

R - o x
Physical Config CLI

10S Command Line Interface

ppppp

28



Imagen 24 Description connection to R1, R3, description connection to Internet.

L 3:% - o x
Physical Config CLI

I10S Command Line Interface

Routersenanle -
Routerfoent cerm
Enter configuracion commands, one per line. with QUTL/Z.
Router (conf1g) 09 1p domain-lockup
cenfig) fhoatname Rz
1) bins 30/0/0
ig-if) fdesoription comnecsion to Rl
onfig-if) bip addreas €.12.2 5.
RZ {confiq-iE) §ipve address 2001-dbdsaced: 121 2/65
2 (configmif) o shutdown
Invesface Sesisl03/0, changed suase
onrig-1r)f1nc 50/0/0
UPDOWN: Line protocel on Imterface Seriald/o/d, changed
atate to up
B2 {oonfag-if) Fint s0/0/1
B2 (config-1f) femic
R2 {config) fexit
§5¥5-5-CONFIG
R2fensble
Rageent
Zace: configuranion somasds, cos per line.
B2 {config)§ /0/0
B2 {concig-1c) knes"xxpm.u'x connecticn to R
B2 (cOnFig-17) #1p address 172.16.12.2 255.255.255.252
R (eontagoAF) Fipee address 2001140 E
B2 (oont: shutdavn
B2 (config-1f) fin 80/0/1
3-1f) Fdescription connection to R3
5g-if) bip address 172.16.23.2 288.255,285.252
if) #ipve address 2001:d 2res
B2 {config-if) belock rate 128000
B2 {config-if) fno shutdown
ALTNE-S-CHANGED: Tnterface Serisl0/0/1, changed state to down
B2 {config-if) Fint g0/d
B2 {conrig-1ir) fasscription connection to internet
B2 {config-if)fip address 209.165.200.225 255.255.255
£1g-17) Fipve address 2001:dbliacadiliil/6d
5-1f)#n0 shutdown
B2 {oonfig-if) ¥
[ CHENGED: Inverface GigabisEshernetO/0, changed state to up
UEDORN: Line protocel on Interface GigabitEthernst0/0,

Copy Paste

Imagen 25 description connection to R3, IPv6 address, clock rate, int g0/0,

address, description connection to simulated web server.

Fr - o x
Physical Config CLI

I10S Command Line Interface

d from

+575-5-CORFIG

Contig

0l by comsols -~

R2genavie

E2fcont ©

Enter configuracipn commands, one per line. End With GNTL/Z.
R2(config) $1nt 30/0/0

B2 {confag-if) fdescription connestion to Rl

B2 feontia-if) bip addzess 172.16.12.2 268,28

R2 (cOnf1g-1f) #1576 address 2 2
R2 {confag-if) fno shutdown

R2 {sonfig-if) Bint 30/0/1

R2 [con€ig-if) kdescription cenncction ta B3
R2[config-if) Fip sddress 172.1€.23.2 255 2
) #ipve address 2001:dbS:acadi23:12/64
i£) belock rave 128000
B2 {config-if) fno shutdoun

SLINK-5-CHRNGED: Interface Serial0/0/1, changed
B2 [config-17) Fint gb/o

B2 (ooncig-10) faescripTion CORNECTion To invern
B2 (config-17) Fip address 205. o
R2{config-1f) #1pve address 2
B2 (confag-if) fno shusdown

to down

R2 fconfig-if) §
SLINK-5-CHANGED: Intezface Gig hezr

state to wp

SLINEPROTO-
changed

UBDORN: Line protocel on Tmte

ce GigebitEthernet0/0,

R2 (config-if) #int laopback 0

B2 (eontig-16) §
SLINK-5-CHANGED: Interface Loopbackl, changed state ©o up

UPDOWN: Line pretecel on Inte:

SLINEPROTO- ce Locpbacko, changed state
o wp

B2 (config-1f) fip address 10,10.10
R2 (conf1g-1f) fdessription connecs:
R2 (config-if) fexit

K2 (config) #ip Toute 0,0.0.0
SDefault Toute withouwt gateway, if Mot & PoiRt-to-peant interface, ma
impact performen

R (config) dipvé route
B2 (config) §
ALTNE- 5~ CHANGE

0 258,258
siom ma simulazed web server

sged stat

e to up

SLINEPROTO-S
state to up

TEDOWN: Line protocol on Tnterface Ser1alo/o/1, changed

Copy Paste




ASIGNAR INTERFACE LOOPBACK 0, 4, 5, 6, HACER TRUNKING EN INTERFACE

FO/3 Y FO/5, ASIGNAR F0/18 AL VLAN 33

Imagen 26 Description connection to R2, interface loopback 4, 5, 6, 7

®rs - o x
Physical Config CLI
10Ss Command Line Interface
Routerrenable -~
Rouserfoont term
Encer configuracicn commands, one per line. End with
Rouser (conf1q) fno 1p domain-1o0kup
Rouser [canfag) fhostneme B3
R3 (config) #int a0/0/1
R3 (config-if) #description connection to R2
83 (=omfg-1%) 41D address 172.16.23.1 255.255.255.262
R3 (config-if) $ipvé address 2001 :dbd:aced: 2+ +L/ 64
R3 (config-if)#no shutdows
%3 (canfig-1) e
L CHANGED: Interface Serial0/0/1, changed srate te up
%3 (cont1g-12) ¢
ILINEPROTC-5-UPDOWN: Line protecol on Interface Serial0d/0/1, changed
atace o u
A3 (contig-if) #interface locpback 4
R3 (config-if)4
WLINE-5-CHANGED: Imterface Loopback4, changed state to up
NEPROTO-S-UPDORN: Line pr on Interface Locpbackd, changed state
1 255.255.255.0
23 (config-if] #int locpback 5
73 (cantig-15)4
SLINR-S-CHANGED: Interface LoopbackS, changed state o up
SLINEPROTO-5-UPDOWN: Line prosossl on Interface Locpbacks, cranged amate
o uwp
R3 (Sonfig-1%)#ip address 192.168.5.1 255.255
R3 (config-if) $int Loopback 6
83 (config-19)4
ALINR-S-CHANGED: Interface Loopbacké, changed state to up
ILINEPROTO-S-UPDOWN: Line protocol on Interface Loopbacké, changed state
R3 (conf1g-1f)#1p address 192.168.6.1 255.255.255.0
R3 (config-12)#ine Locpback 7
R3 (config-if)#
SLINE-5-CHANGED: Interface Loopback?, changed state to up
SLINEPROTG-5-UPLOWN: Lime prozsesl om Interface Locpbeck?, changed state
v
Copy Paste

Imagen 27 IPv6 address, IP route, IPv6 route

® [

Physical Config CLI

10S Command Line Interface

=0

ATIg-17)7ip address T

T

~
RS (config-1r) #1pve aadress 2001:dDS:acad: 1/e4
5 (onfig-it) fno shuracen
83 (contig-1f)
SLINK-5-CHRNGED: Interface Ser1alo/o/1, changed state
83 (zonfig-if)t
SLINEPROTS-5-UPDORN: Linc p 1 on Interface Serial0/0/1, chenged
stare o w
5 (configif) finterface locpback ¢
23 (contig-2D)§
LINK-5-GHANGED: Interface Loopbacks, changed state to up
SLINEPROTO-5-UPDOWN: Line provocol on Interface Loopbacki, changed state
=5 m
R3 (config-if) #ip address 152.168.4.1 255.255.255.0
83 (zontig-af)ant loopback 5

nfig-if)

(S-CHANGED: Interface LoopbackS, changed state Lo up
SLINEPROTO-5-UPDORN: col on Interface Loopbacks, changed state
%o up
RS (config-1I)#1p adaress 192.1€8.5
43 (santig-1t)#int locpback o
R3 (config-1f)#

SLINK-5-GHANGED: Interface Loopbacks, changed state 5o up
INEFROTG-S-UPDORN: 551 on Interface Loopbacké, changsd state
nfig-if) #ip address 192.168.6 5.285.285.0
B3 (eonfig-if)dint locpkack 7
23 (contig22)§
SLINK 5 GHANGED: Interface Loopbask?, changed state ©o up
LINEPROTO- 5 UPLOH e prosocol onm Interface Loopbacki, svate
=5 m
R3 (config-if) #ipvé address 2001:dbé:acad:3
A3 (zontigaf) temiz
nfig)éip rowte 0.0.0.0 0.0.0.0 20/0/1
I3
25 (confia) #1pve f0 so/0/1
R3 (config)# hd
Copy Paste
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Imagen 28 no IP domain-lookup, hostname
2

Physical Cenfig CLI

10S Command Line Interface

Te—procoeoT

GED: Interrace FastEtherneo/3, chamged state to doun

on Interface FastEthernec0/3, changed

per line. End with CNTL/Z.

Copy Paste

VERIFICACIONES

Imagen 29 verificacion ping 172.16.12.2

&

Physical  Config  CLI

10S Command Line Interface

Press RETURM To ger started.

sut 1w 2 seceman:

max = 1/3/12 ms

Ccopy Paste

Imagen 30 verificacion 172.16.23.1

®Fr2
physical  Config  CLI

- o x

10S Command Line Interface

Eress REIURN o get started

copy paste

31



INTERNET SERVER

Imagen 31 verificacion ping 209.165.200.225

® Intemet PC o *

Physical ~Config Services Desktop  Custom Interface

—_— — —_—

CommandPrompt B

S1 CONFIGURAR VLAN 30,40, 200, CREAR DHCP POOL PARA LAS VLAN 30, 40
Y 200, ASIGNAR INT RANGE, ASIGNAR NOMBRE, DNS-SERVER, DOMAIN-NAME
Y DEFAULT GATEWAY

Imagen 32 configuracién VLAN 30y VLAN 40

&
Physical Config CLI

I0S Command Line Interface

4 with CNTL/Z.
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Imagen 33 configuracién VLAN 200

® s 1
Physical Config  CLI

10S Command Line Interface

ST (configvian) Fexit =
51(contig)fint wlan 30
51 (contig-L) b

SLINK-5-CHANGED: Interrace v1an3o, changed state to up

51(eonfig-if) #1p address 192.168.30.2 255.285.285.0
51(contig-1f)fno shusdown

ntig-if)fexic

(config) #ip default-gateway 192.168.30.1

(sontig) fexiz

'

85Ys-

~CONFIG_1: Configured from console b

Siivlan 40

% Invalid inp

af ¢
Zncer configuration commands, one per lins. Esd with CNIZ/
S1(cont1g) #vlan 40

S1(config-vian) Fip address 152.1

0.2 255.285.255.0

% Invalid inpuc detected at '~ marker.

config-vian)#int vian 40
51 (config-if) #
SLINK-5-CHANGED

Interface Vlan46, changed state to up

£ig-if)bip sddress 192,169.40.2 255.255.255.0
£ig-if)bne shucdoun

mfig-if) fexit

£ig)fip defsule-gateway 182.168.40.1

arig) fexit

s1p
PEN

~CONFIG_I: Configurad from censols by comsole

sifint viam 2

* Invalid inpur detected at marker.
sifcont ©

Encer configuravion commands, one per line. End with CNTL/Z.
S1{config)#int vian 200

S1(config-if} ¢

SLINK-5-CHANGED: Inserface ¥Wlan200, changed state to up

g

S1(config-if) #ip eddress 152.168.200.2 255.255.255.0
51(eoafigmif) Hip defauli-gareway 182.163.200.1
contig) fexit

s1
s

#3¥5-3-CONFIG_I: Configured fzom censols by comscle

Copy Paste

Imagen 34 trunk native VLAN 1, delimitacion int range,

®
Physical ~Config CLI

I0S Command Line Interface

~
SLINEPROTO-5-TBDOWN: Line prococel on Isverface Viand00, changed state
1(oonfig-if) fswicohport trunk mavive vian 1

(conf1g-1£1f1nT 10/5

(conf1g-if) kawitchport mode crunk
S1(config-if) switchport trunk mavive vlan 1
S1(config-1f)#int range fa0/1-2, £0/4, £0/6-24, g0/1-2

conf1g-i f-range) fawtichport mode access
% Invalid inpus decected sz o0 markes

config-if-rangs) fswtitchpors mode access
+ Isvalid inpue dstected at *ot marker.
1 (contig-1c-range) dswitcnporc moas access
S1(conr1g-1r-range) fint 0/e

(config-if) fawitchport access vian 31
% Aooess VLAX does nov ewist. Creating vias 31
S1(cont1g-1f) #ouitonpors access vian 30
S1(config-if)#int range fa0/1-2, £0/4, £0/7-24, g0/1-2
1 (config-it-range) ishutdown
s GED: Inte changed state to
administratively down
SLINE GED: Intesface F . chenged state to
administracively down
ALINE-5-CHANGED: Interface FastZthernst0/4, changed state to
administratively down
SLINE-5-CHANGED: Interface , enangea state to
administratively down
ALINK-5-CHANGED: Interface FascETherneto/s, changed state to
administrasively down
ALINK-S-CHANGED: Interface FastEtherneto/9, changed state to
administratively down
SLINE-5-CHANGED: Interface FastEthernet0/10, chenged state to
administratively down
ALTNE-S-CHANGED: Interface FastEthernsr0/11, changed state to
administrativaly doun
SLINK-5-CHANGED: Interface FascEchernsto/1Z, changed state to
administrativaly asum

Intertace ¥ 13, changed state wo v

Copy paste
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Imagen 35 interfaces FastEthernet

&

Physical ~ Config  CLI

I0S Command Line Interface

BERInistIatively dswn

FLINK-5-CHANGED: Interface FasiZtnerneti/10, changed state To
amministratively dswn

SLINK-5-CHANGED: Interface FastEtherneto/ll, changed state to
acminiatratively down

AL; CHANGED: Interface
administratively down

changed state o

AL c :
administratively

. changed state e

cnanged state Te

ALINK-S-CHANGED: Interface FastiEtherneud/l
ammintatratively down

Intersace 15, changed state e
acministratively down

AL CHANGED: Interface
administratively down

changed state To

aL; CHANGED:
administratively

changed state o

ALINE-5-CHANGED:
asministratively down

changed state te

ALINK-S-CHRNGED: Interface Fas:Ethernet0/13, changed state to
amministratively dewn

ALINK-5-CHANGED:
administrasively

ace Fastfthernet0/20, changed state to

ALl CHANGED: Intezface

c chenged state to
administracively dawn

L c : Intesface 22,
administratively down

nged state to

ALINK-S-CHANGED: Interface Fastithernst0/23, changed State to
administracively down

4, changed state to

administracively

ALINK-5-CHANGED: Int
administratively down

ace GigabitEchernec0/l, changed state to

aL; CHANGED: Interface BigebitEthernet0/2, changed state to
administratively down

S1(cenfig-if-rangs) ¢

Copy Paste

Imagen 36 int f0/3, switchport mode trunk, int range

53 - 0 X
Physical Ceonfig CLI
10S Command Line Interface
o T prTTCTT T T o
state to up ~
swicchsenanie
Switchfeont term
Tacer configuzarion commands, one per line. End with CNTL/Z.
Switeh(config) fno ip demian-lockup
% Invalid imput detected at "' marker.
Switen(config) fno ip domain-loo
™ (config) $hostname 53
53 (config) #vlian 30
53 (canfig-vian) fname ADMINISTRACION
53 (config-vlan) #évlan 10
33 (config-vlan) fname MERCADEQ
nfig-vian) frien 200
nfig-vlan) fnane MANTENIMIENTO
nfig-vlan) fexit
53 (config)dvian 30
53 (config-vian) fip demain-name cona-unsd.com
53 (config) #ip name-server 10.10.10.11
53 (conrig) $vlan 40
53 (config-vlan) #1p dcmain-name cona-unad.com
53 (config) #1p name-server 10.10.10.
53 (config) #vlan 200
3 (config-vlan) fname MANTENIMIENTO
$3 (config-vlan) fexit
53 (config) #int vlan 40
33 (config-if)4
ALINR-S-CHANGED: Intesface Viand0, changed state to up
ALINEPROTO-S-UPDOWN: Line protocal on Interface V1andd, changed state to
up
53 (config-17)#1p address 152.168.39.3 255.255.255.0
53 (config-if)#no shutdor
53 (config-1f)#exit
53 (conf1g) faetaulr-gaseway 192,168.99.1
% Invalid input detected at markez.
nfig) #ip default-gateway 192.168.95.1
nfig) dint £0/3
53 (2anfig-if) fauitchpors mode runk
53 (config-if) $awitchport trunk netive vlan 1
33 (config-if)fint zange faD/1-2, f0/4-24, gO/l-2
53 (config-if-range)fswitchpert meds asesss
53 (conf1g-1z-range) $int Ta0/13
53 (config-if) #switchport access vlantO
% Invalid inpuc detected ac o' marker. .
Copy paste
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Imagen 37 int range parte 1

#s53 - [u] *

Physical nfig  CLI

10S Command Line Interface

% Invalid impur devecied at o' marker.

£1g)$1p defaulc-gatewsy 192.163.35.1

53 (contiq) #inT 0/3

53(conf1g-17) #awitchpors mode trunk
S3(config-1f)#switchpors trunk native vlan 1

53 (config-if)#int Tange fa0/l-2, £0/4-24, 90/1-2
53(config-1f-range) $aVISCRDOTE mode access

3 (config-if-range) #in
33 (config-if) fswitchpo

% Invelid input detected at o0

S3(cenfig-if) fswinchpers acesss vian 40
S3(config-if)#int range £20/1-2, £0/4-17, £0/18-2%, @0/1-2
53 (config-1f-range) fsh

L Inzerrace 1, cnangea state to
administratively dewn

83 Incerrace , changed state to
adminiztratively down

ALINE-5-C : Inverface 4, changed atate to
administrotively down

ar c : Interface
administratively dewn

changed state o

ALINK-S-CHANGED: Interface
agministratively dewn

changed state to

2 c Interrace 7, cnangea state to
amministratively dewn

Inerface , changed state to
acministratively dewn

ALINE-5-Cl : Interface 9, changed atate to
administratively down

ar ci : Inverface 0/10, changed state to
administratively down

i = : Inmterface 11, changed state to
administratively dewn

c Inmterface
amministratively down

2, changed srate Te

* Interface 13, cnanged state te
aown

Copy paste

Imagen 38 int range parte 2

® s
Physical ~ Config  CLI

I0S Command Line Interface

Tamlnistzatively domn ~
ALINK-S-CHANGED: Interface FastEThernsr0/s, changed stats to
administracively down
ALINK-5-CHANGED: Incerface FaSTETAernet0/l0, changed state to
administracively down
AMLINK-S-CHANGED: Incerface FastErhernet0/ll, changed state to
administracively down
ALINK-S-CHANGED: Interface FastEthernet0/12, changed state to
sdministratively down
SLTNK-S-CHANGED: Incerface FastEthernet0/13, changed state to
adminssrzacively doun
SLINK-S-CHANGED: Incerface FastELRErnero/ls, changed state to
aaminisrracively doun
SLINK-5-CHANGED: Incerface FastEGherneto/ls, changed state to
aaministracively doun
SLINK-5-CHANGED: Inverface FastEthernes0/ls, changed state to
- aswm
ALINR-5-CHANGED: Incerface FascEthernei0/17, changed state to
5 : Incerface 12, changed stace Lo
adninistracively down
RLINK-5-CHNRGED: Incerface FascEchernei0/20, changed state to
agminisczacively down
$S-CHANGED: Incerface 21, changed svate to
administracively down
ALINK-5-CHANGED: Interface 22, changed atate to
administracively down
Interface 0/23, changed atate to
scministratively down
s Interface 28, changed state to
vely down
Tncerface GigabitEthernerofl, changsd state to
dowun
$-CHANGED: Inverrace 2, cnangea state o
administracively down
53 (contig-1t-zange) v

Copy. Paste



Imagen 39 Encapsulation dotlq 30,40y 120

#r1 - a} X
Physical ~Config  CLI

105 Command Line Interface

~
Enter configuration commands, one per 1ine. End WiTh CNIL/Z.
R1(conrig) fint 30
R1(config-subif) fencapsulation dotlq 30
R1(config-subif) #1p addreas 152.168.30.1 255.285.255.0
R1(Config-supif) descriprion Accomncing LAN
Rl(config-aubif) #int g0/1,40
Rl (config-subif) fencapsulation dotlq 40
Rl(config-subif)#1p address 192.160.4
#descs
R1{cenfig-subif) fencapsulatic
cion of multiple subinrarfaces of The same matn
with the same VID (30) iz met permivred.
D 1s already conrigured en
R1(config-subif) Fint g0/1.200
R1(conf1g-supif) fencapsulation dotig 200
ece GigabitEthernct0/l, changed st
ALINEPROTO-5-UPDOWN: Line protecel eon Interfacs Gigabit
ALINE-3-CHANGED: Interface GigabiTETHernsto/l.30, changed sIate ©o up
ALINEPROTO-5-UBDOWN: Line protocol on Interface Gigabi:
changed state To W
ALINK-5-CHANGED: Interface GigabitEcherne
ALINEPROTO-5-UPDOWN: Line protocol
o= to u
ANGED: Interface Gigak:
ALINEEROTO-5-UPDOWN: Line protocel
ged stane to up

Copy Paste

PRUEBA S1

Imagen 40 prueba ping 192.168.30.1 y 192.168.99.2

®s1 - o X
Physical  Config  CLI

10S Command Line Interface

S, 100-Dyes IGHP Echos to 152.163.31.1, Iy A
s iccess rate 1s 0 percent (0/5)
Si#ping 192.168.30.1
Type eacope seque
Sending 5, 100-by .1, cimeout i3 2 seconds:
cimeour 1s
£1p min/ave/max
it v

Copy. Paste

PRUEBA S3

Imagen 41 prueba ping 192.168.99.1 y ping 192.168.99.3

&3 - o X
Physical Config CLI

105 Command Line Interface

~
s33ping 192.168.59.1

Type escape sequence to abort.

Sending 5, 100-byee ICHE Echos to 1, 15 2 seconda:
3uctess sate is O percent (1/5)

sssping 1 s

Type cscape ssquence to aport.

sending 5, 0o-byie 2 seconds:
Susseas Tate im 100 perStn (5/5), TOURA-TIID minfave/man = 1/6/S ma

535 v

copy paste




REALIZAR CONFIGURACIONES IPV2

Imagen 42 router rip

@ - [u] be
Physical Config CLI

10S Command Line Interface

Rl>enable
Rlicon? remm
Enter configuration commands, one per lime. End With CNIL/Z.

Rl (contig-zouter) éveraio
Rl (config-router) #¥do show ip route connected

G 172.16.12.0/30 13 directly commected, Serialofo/n
© 152.168.30.0/24 13 directly commected, GagebitEshermsti/l.30
C 152.163.40.0/24 is directly o

G 152.168.200.0/2¢ a3 dizectly cor
(config-zouter) dexit

(contig) tend

Rt
$5YS-5-CONFIG_I: Configured from conscle by comsele

Rifenanie
Rifcont term
Enter configur:

©on commands, one per line. End with CNTL/Z.
R1(conig) frouter rip

R (cont1g-router) fveraion 2

uter) $do shos

ip route con

ected

i3 direstly comnected, Serial0/0/0

nected, GigabitEsherneco/l1.30
ract0/1. 40

13 directly co
i3 directly comnected, GigabicEch
is directly compected, GigabicEeh

k182

o
router) §passive-inerface go/l 30

R1(contig:

% Invalid inpur decected st 'C mazkex

B1(config-router) §passive-interface go/l. 30

% Invalid input detected at '~ marke:

R1(config-router) fpassive-interface go/l.30

% Invalid input detected at '**

Rl(zonfig-router) fpassive-interface g0/1. 30

cted st At ma:

% Tnvalid inpur de

R1 (config-router) §passive-incerface §0/1.30

R1 [config-router) fpassive-incerface g0/1.40

B g-zouter) passive-interface §9/1.200

router) #no auce-susmary

1 (config-router) fend

Bl =

Copy. Paste

Imagen 43 passive interface, show IP protocols

& - o x
Physical ~ Config ~ CLI

10S Command Line Interface

¥ Invalid input getected at 'ov marker o
B1(config-zouter) fpaseive-interface go/1.30
% Invalid input decected at '*' marker
Rl (config-router) fpassive-interface g0/1. 30
% Invalid input decected av '*' marke:
RI(config-router) épeasive-interfacs g0/1.30
R1(config-router) fpassive-interface g0/1.40
SYS5-S-CONFIG_I: Configursd from comsale by comsole
Rifsnow 1p protocols
Routing Protocel 15 "rip"
Sending updates every 30 seconds, net due in 4 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update f£1 115t for all interfaces is no
g update filter list for all interfaces is mot set
Redistributing: Ti
Default version centrol: send wersion 2, receive 2
Triggered RIP Key-chain
Rutomatic nerwork sunmarizacion §3 mat in e
GigabizEchernec0/1,30
GigabaizEsherneso/1.40
GigabatEthernet0/1.200
Routing Informstien Sourc
Gatevay Last Update
172.16.12.2 120 00:00:23
Distasce: (defaslc is 120)
Bismow ip route i
10.0.0.0/32 15 subnecced, 1 susmets
ES 10.10.10.10 [120/1] via 172.16.12.2, Sez1a10/0/0
172.16,0.0/1¢ 18 variably subnetted, 3 subm
" 3.0/30 [120/1] via 172.16.12
B 192.168.4.0/24 [120/2] via 172.16.12.2,
B 192.168.5.0/24 (120/2] via 172,16.12.2,
R 192.168.6.0/24 [120/2] via 172.16.12.2, 00:00:23, Ser1alo/0/0
152,162.200,0/24 is variably subnetted, 2 subnecs, 2 masks
Rlshow run secticn router rip v

Copy Paste



Imagen 44 default-router, IP domain name,

default-router.

#Fr1 -
Physical Config CLI

10S Command Line Interface

Rl (config)

Capy

paste

IP dhcp excluded-address, dns-server,

Imagen 45 router rip, do show IP router connected, networks, passive-interface

®
Physical Config CLI

10S Command Line Interface

=, cne per line. End wit

Copy

Imagen 46 access-list 1 permit, IP nat pool

® r2 =
Physical Config CLI

10S Command Line Interface

Paste

o

© 1 permic 192.168.30.0

NTERNET 209.165.200.

ource 1ist 1 pool

Copy

Paste

Imagen 47 router rip, do show IP route connected, passive interfaces

&
physical  Config  CLI

10S Command Line Interface
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VERIFICACION

Imagen 48 Verificacion DHCP

L4
Physical Config ~Desktop  Custom Interface
TP Configuration
IP Configuration
@® DHCP O Static DHCP request succs
1P Addre 92.168.30.2

Subnet Mask
Default Gateway

DNS Server 0.10.11 ,
1Pv6 Configuration

D DHCP O Auto Config ® Static

1Pv6 Address /

Link Local Address  |FE80::260:3EFF:FEDO:E2EB H

1PV6 Gateway
1Pv6 DNS Server |

el —

Imagen 49 PC-A verificacion IP config /all

& pe.a - o X
Physical ~ Config Desktop Custom Interface

— —_— ——

Imagen 50 PC-B verificacion DHCP

®

Physical Config Desktop  Custom Interface

IP Configuration

1P Configuration

® DHCP O Static DHCP request successful.
1P Address ) 8.40
Subnet Mask 255.2

Default Gateway 192 .4
DNS Server 10.1
1Pv6 Configuration
QO DHCP O Auto Config @ Static
IPv6 Address i
Link Local Address FEB80::201:C9FF:FEQ7:54BB |
IPv6 Gateway
1Pv6 DNS Server
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Imagen 51 PC-C verificacion IP config /all

#pcC - o %

Physical Config Desktop Custom Interface

— — =

—_—

mmand Prompt

Imagen 52 ntp server 172.16.12.2, ntp update-calendar

& R1 — o X
Physical = Config =~ CLI

I0S Command Line Interface

cNTL/Z

Copy paste

Imagen 53 telnet 172.16.12.2

#py - o X
Physical ~ Config ~ CLI

10S Command Line Interface

e by conzole

.2 closed by Toreign nost]

Copy Paste
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CONFIGUAR NAT Y ACL, DEFINIR LAS TRADUCCIONES NAT, CREAR UN
SERVIDOR WEB ESTATIVO NAT, HABILITAR SERVIDOR HTTP, DEFINIR LA
TRADUCCION DINAMICA NAT

Imagen 54 configuracion NAT, clock set

@2 - m] 'S
Physical  Config  CLI

10S Command Line Interface

markez.
R2(config-if) #ip net inside
ed at 1o parker.
4 Incomplete
R2 (config) Hip 165.200.225 208.1
Femeeoilt
£1g) 41p n
cafig)4IND
R2fclock
+ Invalid marker.
R2#clock set
4 Invelid input detected st '*' markes.
100 27 Hay 2
cosmands, one per 1 Ena wien oNTL/Z
3 rigurea from consele by
sai| v

Copy Paste

Imagen 55 transport input telnet, line vty

®r - ] x
Physical Config CLI

10S Command Line Interface

R2#clock act 9:00:00 27 Meyo 2018

% Invalid inpur detected ar '°' marker.

ke set 04
nt te:
nfiguration comman
contag) #ena

Znter

'5-5-CONFIG_I: Cor

B2#zonf term

ation commen
nfig) $ip access-list =
acl

% Invalid inpur detected at

n11g-sua-nacl) fexit
nt1q) fline vty 0 4

Copy paste




Imagen 56 line vty, transport import telnet, show access list, show IP interface

®Fr - [u] ®
Physical  Config CLI

10S Command Line Interface

R2>enable
Rafcont ©
Enter configuration commands, ome per line. End with CNTL/Z.
B2 (config)bline vey 0 4
R (config-line) faccess-class ADMIN-HOT in
R2(comfig-line) frramsport inpus telnet
B2 (config-line) $end
Rz
35Y5-5-CONFIG I: Configured from consale by console
Rifshow sccess-lisc
standa:
10
20 permic 192
30 permic 192
40 permt 152
50 permit
Standard T
10 permit host 172.16.12.1 (2 metch(es))
Rifclear ip mccess-list counters
% Invalid tnpur detected at *°' marker.
R2§snow 1p inverzace
G1gabitEtherneto/0 1s up, line protosal 13 up {commected)
Internes address is 209,165.200.225/2%
Broadcast address 1s 288.255,285.285
Address determined by setwp command
HTU 13 1500 bytes
Helper addzess is not set
brosdeast forwarding i3 dissbled
sccess list is not
access list is ner ser
Brosy REP is ensbled
Security level is default
Spiic morizon is snables
ICHP redtrects are always semt
ICMP unreachables are always sent
1CHP mask replies are never sens
Ip rass awitohing 1o disabled
1P fast switching on the seme interface is dissbled
IE Flow switching is disabled
1P Fast swstching turbo vector
18 multicest fast switching i dissbled
I mulcicast distributed fast swicching is dissbled
Router Diseovery is disabled
tput packet accounting is dissb
I acesss vislatien accounting is disabled
TCE/T® neader compressien 1s dissbled
RTZ/IE header compressicn is disabled
Probe proxy mame replies are aisabled
Policy routing 1s disabled v

Copy Paste

Imagen 57 IP interface parte 1

&®

Physical Config CLI

I10S Command Line Interface

PO & i

Helper address is not set
Dirccted brosdcast forwarding ia dissbled
Outgoing aceess list is mot aet
Inbound  scsess list is mos sst
Proxy ARP is enabled

Securicy level is default

Split horizon is enabled

ICMP rediracts are always ssne
ICMF unreschables sluays ssat
ICMP mask replies are never semt
IF rasc switcning is disablsd

1P multicast fast switching is disabled

IP mulsicast distributed fast awitching is disabled
Router Discowery is disabled

IF cutput packet accounting i3 disabled

IF access violation accounsing is disabled

ct outbound is disabled

WCCP Redirect inbound is disabled

WCCP Redirect exclude 1s disabled
11

down, line prot:

(dizabled)
Internes protosol processing disabled
Serial0/0/0 ia up, linc protocol is up (commected)
Incernes addzess is 172.16.12.2/30
Brosdeast address i3 2 .255.255

p command

s i not ser
Directed broadeast forwarding is dissbled

ICHP redirects are alvays senc

ICHP unreachables aze always sent

ICHP mask replies are never semt

IP fast awitching is disabled

IF faat awitching on the seme interface is disebled

Copy Paste
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Imagen 58 IP interface parte 2

®:
Physical ~Config CLI

10S Command Line Interface

TCETIF Feeder ToTeaned s
RTP/IF header compression 1s disabled
Prebe proey mame eplies are drssbled
Policy routing ia disabled
Network address translation is disabled
WCCP Redirest outbound 13 dissbled
WCC Redirect exclude is dissbled
BGF Policy Mapping is dizabled
Sez1a10/0/1 is up, line protacl is up (connec
Internet address is 172.16.23.1/30
Ercadcast address is 232.233.235.255
Address decermined by setup commana
r0 1a 1500
Eelper address 1s met ses
Directe broadsast forwarding is disabled

ess 1ist is mot sec
acoess list 1z noc set
ARP 13 enasles
tovel 13 defauic
Split horizom is enabled
ICHP redirests are slways semt
TCHP umccochables are alweys sent

switehing is dissbled

ace is dissbled

IP fast switching en the same ink:
IF Flow swinchisg is dissbled
IP Fast switehing turbe vectar
IP mulcicast fast switching 1s disabled
IF multicast distribured fast switching is disabled
Rourer Discovery is aisapled
1P output packst accounting 1s disabled
IP access violation accouncing is disabled
TCB/IF header compression ia disabled
RTP/IF header compression is disabled
Probe proxy name replies are dissbled
Policy routing is disabled
Hetwork sddress translatio
WCCP Red: outbound is dissbled
WCCP Redirect sxelude is disabled
BEP Pelicy Mapping is disabled

Loopbackd is up, line pretocol is up {comnectad)
Internet agarsss is 10.10.10.20/32
Broadcast address 1s 255.255.255,255
Address determined by secup command
KIU 12 1sldpyies
Helper address 1s not aet
Directed broadcast forwarding is disabled
Outgoing access list is mot set
Inbound access 1ist 1s mot et
Proxy ARE i3 cnebled
Security 1 is defauls
Split herizen is enabled
TCMP zed:

i3 disabled

= aze aluays sent ©

Copy Paste

Imagen 59 IP interface parte 3

*®:
Physical Cenfig CLI
10S Command Line Interface

TOHP mask Teplics are mever sent o
1P fast switching iz dlssbled

1P fast switching on the same interface 1s disabled

1P Flow switcning 1s aisabled

1P output packet accownting is disabled
1P access violaticn accounting 13 dissbled
TCB/IP header compzession is disabled
RTB/IP heades compzessicn is disebl

Probe praxy neme

Palicy routing is dissbled
Network address tzanslazicn is disabled

WCCP Redireet outbound is disabled

WCCP Redirect exclude 1s disabled

BGP Dolicy Mapping is disabled

Loopbackd 1s up, lime protocol 1s up (comnected)
Internst adaress 1s 10.10.10.10/32

Broadoast address is 255.255.255.155

Address determined by secup command

HTU is 1514bytes

Helper address is not set

Directed broadcast forwarding is disabled

ccurity level is default
Split horizon is ensbled

IOMP redirects aze alvays semt
ICHMP unreachables are always sent
ICMP mask replies are mever senc
1P fast switching i Gisabled

1P fast switcning on the same interface 1s disabled
1P Flow switching is disabled

1P Fast switching Turbe vestor

1P multicast fast awitching 1a disabled

18 multicast distributed £ tching is disabled
Router Discovery is disabled

1P output packet accoumting 13 dissbled

1P acceas wiolation acceunting is disebled

TCP/TP hesder compressicn is diseb)

BTB/IP header compzessicn is disabled
plies are diseb

Brobe proxy neme
Eolicy routing is disabled
Network address translation is disabled
5GP Policy Mapping is disabled

Input features Check

copy paste



Imagen 60 telnet 172.16.12.2

&#R3 - [m} x
Physical Config CLI

I10S Command Line Interface

Press RETURN to get starred ~
zefused by remcte host
v

copy Paste

Imagen 61 access-class admin-mot in, show access-list

#r2 - [m} x
Physical Config  CLI

10S Command Line Interface

~
nds, cne per line. End With CNIL/Z.

onf1g-line) fend

§-CONFIG_I: Configured from console by console
R2#show access-liat
Standard TP access list 1

1 2. o

T 172.16.12.1 (2 maten(es))
Copy Paste

VERIFICACION DE TRADUCCIONES

Imagen 62 show IP nat translations

Sy | Confy | QI | Awbues

Imagen 63 show IP nat translations parte 2

Physcal | Contg | Qi | Ambutes




INTERNET SERVER

Imagen 64 Verificacién 209.166.200.226

Imagen 65 Ping 209.165.200.230

Imagen 66 Ping 192.168.33.21
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Imagen 67 IP nat inside, show IP nat translations

105 Command Lne Interface
= Toaids 1oeal Goraide lasal Cutssde gices
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tep 209.165.200.228:00 10.10.10.10:80  209.165. 209.165.200.230: 1025
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32 (contig) vint 30/0/0
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20
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semp 2 2 168.31.21:13

13 209
10 209.166.200.230:14 209.165.200.330:14
2 115 209,

semp 203 355.200

16 203.168.300.23011¢ 209.165.500.230:16
Sp 209.165.200.229:00 10.10110.10:90  20.165.200.220:1026209.165.200. 230:1035
a2

coor paste

R2 €6
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S0y 1es 00320 o e 103
Sp 209168.300.329100 10.10.10.10:00  109.165.200.233:1028205.168.200.295: 1025

avesnt tram
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1681200 290:16

203.168.200.230
209.165.200.230
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8209, 168200330
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Routers

R(config)#hostname R1
R1(config)#line console 0
R1(config-line)#password

R1(config-line)#login
R1(config)#line vty
R1(config-line)#password
R1(config-line)#login

Switches

S(config)#hostname S1
S1(config)#line console O

S1(config-line)#password

S1(config-line)#login
S1(config)#line vty
S1(config-line)#password

S1(config-line)#login

Configuracién de VLANs

S1(config)#VLAN
S1(config-VLAN)#name

7. COMANDOS APLICADOS
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S1(config-VLAN)#end
S1(config)#interface f0/1
S1(config-if)#switchport mode access

S1(config-if)#switchport access VLAN 30
S1 (config)#interface FastEthernet0/0
S1 (config-if)#IP address 209.165.205.225 255.255.255.248

Enrutamiento OSPFv2

R(config)#router ospf 1

R(config-router)#router-id 1.1.1.1
R(config-router)#end

R(config-router)#network 172.31.23.0 0.0.0.3 area 0
R(config-router)#passive-interface f0/0

R(config)#IP route 0.0.0.0 0.0.0.0 172.31.25.2
R(config)#interface f0/0.200

R(config-subif)#encapsulation dotlqg 200
R(config)#IP dhcp pool ADMINISTRACION
R(dhcp-config)#network 192.168.30.0 255.255.255.0
R(dhcp-config)#default-router 192.168.30.1
R(dhcp-config)#dns-server 10.10.10.11
R(dhcp-config)#end
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Configuracion NAT en Routers

R2(config)#IP nat pool public_access 209.165.201.225 209.165.201.230 netmask
255.255.255.248

Configuracion ACL’S

R2(config)#access-list 1 permit 192.168.99.0 0.0.0.255

Ancho de Banda
R1(config)#interface s0/0/0

R1(config-if)#bandwidth 128

Costo De Métrica En S0/0/0
R1(config)#interface serial 0/0/0
R1(config-if) #IP ospf cost 7500
Visualizaciones

#show IP route

#show IP ospf

#show IP ospf interface serial 0/0/0
#show IP protocols

Crear las VLAN

S1(config)#VLAN 30
S1(config-VLAN)#name Administracion

S1(config-VLAN)#end



Puertos troncales S1(config-if)#interface [interface]
S1(config-if)#switchport mode trunk

S1(config-if)#switchport trunk native VLAN [VLAN number]

Encapsulamiento

R1(config)#interface [INTERFAZ. Un Numero] (1)
R1(config-subif)#encapsulation dot1Q [numero de VLAN] (2)
R1(config-subif) #IP address [IP] [mascara de red]

Switch 3 Deshabilitar Dns Lookup

S3(config)#no IP domain-lookup

Desactivar las interfaces en desuso.

(config)#interface FastEthernet0/1

(config-ify#shutdown

(config)#interface Serial0/0/1

(config-ify#shutdown

Habilitar el DHCP y NAT para IPv4

R1#config t

R1(config)#IP dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#IP dhcp pool ADMINISTRACION
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#dns-server 10.10.10.11

R1(dhcp-config)#end



Configurar DHCP pool para VLAN 40

R1(config)#IP dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#IP dhcp pool MERCADEO

R1(dhcp-config) #network 192.168.40.0 255.255.255.0
R1(dhcp-config) #default-router 192.168.40.1

R1(dhcp-config) #dns-server 10.10.10.11

R1(dhcp-config) #end

Configurar NAT en R2, salida a Intenet de los hosts

Ruta estatica en R2

R2(config)#IP route 209.165.200.224 255.255.255.252 172.31.21.1
R2#show IP route static

Ruta predeterminada en R1

R1(config)#IP route 0.0.0.0 0.0.0.0 172.31.21.2 R1#show IP route static
Lista de control de acceso (ACL)

Gateway(config)# access-list 1 permit 192.168.30.0 0.0.0.255

Gateway(config)# access-list 1 permit 192.168.40.0 0.0.0.255
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8. CONCLUSIONES

La capacidad de troncalizar VLAN a través de multiples computadores hace que
agregar usuarios, mover usuarios y cambiar las membresias de VLAN de los

usuarios sea mucho mas facil.

La Lista de control de acceso de Cisco (ACL) se usa para filtrar el trafico segun
un criterio de filtrado determinado en un enrutador o interfaz de conmutador. En
funcion de las condiciones proporcionadas por la ACL, un paquete esta permitido

0 bloqueado para un mayor movimiento.

La Traduccion de direcciones de red (NAT) reemplaza las direcciones IP dentro
de un paquete con diferentes direcciones IP. Es util para conservar la direccion IP
y conectar una red privada usando una direccion no registrada a una red publica
como Internet. Los dos tipos principales de configuraciones NAT son estaticas y

dinamicas.

Las ACL para el filtrado de trafico TCP/IP se dividen principalmente en dos tipos

gue son las listas de acceso estandar, y las listas de acceso extendidas.

Las VLAN aumentan el numero de dominios de difusion mientras reducen su
tamanfo; este es el mismo efecto que tienen los enrutadores, pero sin la necesidad
de comprar muchos enrutadores o un enrutador grande con muchos puertos, por

lo que es menos costoso y mas facil de administrar.

Las VLAN brindan una capa adicional de seguridad: ningan dispositivo en ninguna
VLAN puede comunicarse con un dispositivo en ninguna otra VLAN hasta que no

haya configurado deliberadamente la manera de hacerlo.
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Las VLAN pueden abarcar multiples computadores utilizando enlaces troncales.
Esto le permite crear una agrupacién logica de usuarios de red por funcion en

lugar de ubicacion.

Las VLAN son flexibles en términos de cdémo se usan en el equipo de red y pueden

usarse independientemente.

Otra forma de traduccion dindmica es la sobrecarga o la traduccion de direcciones
de puertos (PAT), que permite asignar muchos hosts a una sola direccion al
mismo tiempo. Cuando PAT esta configurado, el enrutador utiliza los nimeros del
puerto de origen para distinguir las sesiones de diferentes hosts. PAT crea una
entrada de traduccion extendida en la tabla NAT al incluir el protocolo y la
informacion del puerto. PAT se configura agregando la opcion de sobrecarga al
comando de configuracion de NAT dinamico, que vincula los hosts y el grupo.

Una configuracion de NAT estéatica crea una asignacion de uno a uno y traduce
una direccion especifica a otra direccion. Este tipo de configuracion crea una
entrada permanente en la tabla NAT siempre que la configuracion esté presente
y permite que tanto los hosts internos como externos inicien una conexion. Esto
es principalmente Gtil para hosts que proporcionan servicios de aplicaciones como

correo, web, FTP y otros.
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