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Introduccion

Este consta del desarrollo de habilidades practicas donde se plasma los conocimientos previo al estudio del
diplomado de profundizacion, donde se puede observar configuracion por medio del enrutamiento OSPFv2,
donde se realiza la respectiva configuracion de seguridad, VLANS, puertos de acceso y troncales, NAT,
listas de acceso y estandar por ultimo se realiza la verificacion del funcionamiento correcto de la topologia
por medio de ping y tracerroute.
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Objetivos

e Configuracion correcta a los dispositivos de red segun los requerimientos solicitados.
e Configurar correctamente el protocolo de enrutamiento OSPFV2.

e Configurar el direccionamiento IP acorde con la topologia de red.
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1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los

dispositivos que forman parte del escenario

Dispositivo Interface Direccionamiento
S0/0/0 172.31.21.1/30
R1 g0/1 10.10.10.10/32
g0/0 209.165.200.230
R S0/0/0 172.31.23.1/30
S0/0/1 172.31.21.2/30
R3 S0/0/1 172.31.23.2/30
SW1 VLAN200 192.168.99.2
SW3 VLAN200 192.168.99.2
Internet PC g0/0 209.165.200.230
Web Server g0/1 10.10.10.10/32
Lo4 192.168.4.0/241192.168.4.0/24
Lo5 192.168.5.0/24|192.168.5.0/24
Lo6 192.168.5.0/24 | 192.168.5.0/24
PC-A DHCP DHCP
PC-C DHCP DHCP

Configuracion Inicial de todos los dispositivos

51>

Sl>enable

Slgconf ©

Enter configuration commands,
51 {config) #enable secret class
51 {config) #line console 0

51 {config-line) fpass cisco

51l {config-line) flogin

81 {config-line)fline vty O 4
51 {config-line) fpass cisco

5l {config-line) #login

5l {config-line) fexit

51 {config) $#service password-encryption
51 {config) #

one per line.

End with CHNIL/SZ.

R2#show r

Building configuration...

Current configuration : 1797 bytes

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

hostname R2
|

lenable secret 5 $1$mMERr$9cTjUIEqNGurQiFU.ZeCil
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no ip cef
no ipv6 cef
|

license udi pid CISCO1941/K9 sn FTX1524450I
|

spanning-tree mode pvst

|

interface GigabitEthernet0/0

ip address 209.165.200.225 255.255.255.248
ip access-group 101 out

Ip nat outside

duplex auto

speed auto

|

interface GigabitEthernet0/1

ip address 10.10.10.1 255.255.255.0

ip access-group 101 out

ip nat inside

duplex auto

speed auto

|

interface Serial0/0/0

bandwidth 128

ip address 172.31.23.1 255.255.255.252
ip ospf cost 7500

ip access-group 101 out

clock rate 2000000

|

interface Serial0/0/1

bandwidth 128

ip address 172.31.21.2 255.255.255.252
ip ospf cost 7500

ip access-group 101 in

clock rate 2000000

|

interface Vlanl

no ip address

shutdown

|

router ospf 1

router-id 2.2.2.2

log-adjacency-changes
passive-interface GigabitEthernet0/1
network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0
network 10.10.10.0 0.0.0.255 area 0

|

ip nat pool INTERNET 209.165.200.225 209.165.200.228 netmask 255.255.255.248
ip nat inside source list 1 pool INTERNET
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Ip nat inside source static 10.10.10.10 209.165.200.229
ip classless
!
access-list 1 permit 192.168.30.0 0.0.0.255
access-list 1 permit 192.168.40.0 0.0.0.255
access-list 1 permit 192.168.4.0 0.0.3.255
ip access-list standard ADMIN-MERC
permit host 172.31.21.1
access-list 101 permit tcp any host 172.31.21.1
access-list 101 permit icmp any any echo-reply
!
line con 0
password 7 0822455D0A16
login
!
line aux 0
!
line vty 0 4
access-class ADMIN-MERC in
password 7 0822455D0A16
login
!
end

B3 ({config-if)#int
B3 (config-if) #int lod

R3(config-if)§
(LINE-5-CHLNGED: Interface Loopback4, changed state to up

(LINEPROTO-5-UEDOWN: Line protocol on Interface Loopback4, changed state to up

R3{config-if)fip add 15%2.1eB8.4.1 255.255.255.0
B3 (config-if) #no sh

B3 ({config-if) #no shutdown

B3 ({config-if)#int lob

B3 ({config-if)#
2LINE-5-CHANGED: Interface Loopbacki, changed state to up

SLINEPROTO-5-UEDOWN: Line protocol on Interface Loopbackbd, changed state to up

R3{config-if)#ip add 132.1&B.5.1 Z5
B3 ({config-if)#no sh

B3 ({config-if) #no shutdown

B3 (config-if) #int lo6

-255_255.0

T

R3(config-if)§
2LINE-5-CHLNGED: Interface Loopbacké, changed state to up

2 LINEPROTO-5-UEDOWN: Line protocol on Interface Loopbacké, changed state to up
R3{config-if)§ip add 1532_1eB8.6.1 Z255_2Z55_255.0
B3 (config-if) §
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2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0
Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 2.2.2.2
Router ID R3 3.3.3.3
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 128 Kb/s
Ajustar el costo en la métrica de S0/0 a 7500
Router 1

R1(config)#router ospf 1

R1 (config-router)#roue

R1 (config-router)#ro

R1 (config-router)#router-id 1.1.1.1

R1 (config-router)#network 172.31.211.0 0.0.0.3 area 0
R1 (config-router)#network 192.168.30.0 0.0.0.255 area 0
R1 (config-router)#network 192.168.40.0 0.0.0.255 area 0
R1 (config-router)#network 192.168.50.0 0.0.0.255 area 0
R1 (config-router)#passive-interface g0/1.30

R1 (config-router)#passive-interface g0/1.40

R1 (config-router)#passive-interface g0/1.200

R1 (config-router)#

R1 (config-router)#exit

R1 (config)#interface s0/0/0

R1 (config-if)#bandwidth 128
R1 (config-if)#ip ospf cost 7500

Router 2

R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.10 0.0.0.255 area O
R2(config-router)#passive-interface g0/1
R2(config-router)#

R2(config)#interface s0/0/1

R2(config-if)#bandwidth 128

R2(config-if)#ip ospf cost 7500
R2(config-if)#interface s0/0/0
R2(config-if)#bandwidth 128

R2(config-if)#ip ospf cost 7500
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Router 3

R3(config)#router ospf 1

R3(config-router)#router-id 3.3.3.3
R3(config-router)#network 172.31.23.0 0.0.0.3 area 0
R3(config-router)#

04:16:45: %OSPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Serial0/0/1 from LOADING to FULL, Loading
Done

R3(config-router)#network 172.31.23.0 0.0.0.3 area 0
R3(config-router)#network 192.168.4.0 0.0.3.255 area 0
R3(config-router)#passive-interface lo4
R3(config-router)#passive-interface 105
R3(config-router)#passive-interface 106
R3(config-router)#interface s0/0/1
R3(config-if)#bandwidth 128
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Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

BEZ2fshow ip ospf neighbor

Neighbor ID Pri State Dead Time Lddress Interface
3.3.3.3 a FUOLLS - 00:00:38 172.31.23.2 Seri=l0/ 050
1.1.1.1 a FOLLS - 00:00:32 172.31.21.1 Seri=lds001

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada interface

BZfshow ip ospf interface

S5erialds0/1 is up, line protocol is up
Internet address is 172.31.21_.2/30, RArea O
Process ID 1, Bouter ID 2_.Z2_2_Z, MNetwork Type PBOINT-TO-POINT, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priocrity O
No designated router on this network
Ho backup designated router om this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, BRetransmit 5
Hellg due in 00:00:04
Index 1/1, £flood gqueue length 0
MNext O0x0{0),/0x0{0)
Last flood scan length is 1, maximam is 1
Last flood scan time is 0 moec, maximam is 0 maec
Neighbor Count is 1 | Adjacent neighbor count is 1
2djacent with neighbor 1.1.1.1
Suppress hello for 0 neighbkor(s)
S5erield/0/0 is up, line protocol is up
Internet address is 17Z2.31.23.1/30, RArea 0
Process ID 1, Bouter ID 2_.2_.2_Z, MNetwork Type POINT-TO-POINT, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-BPOINT, Priority 0O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Betranamit 5
Hellog due in 00:00:z07
Index Z/2, flood gueue length 0
MNext 0x0{0),/0x0{0)
Last flood scan length is 1, maximam is 1
Last flood scan time is 0 msec, maximam is 0 maec
Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 3.3.3.3
Suppress hello for 0 neighkor(s)
FigabitEthernetd/1 is up, line protocol is up
Internet address is 10.10.10.1/24, Rrea 0
Process ID 1, Router ID 2.2.2.Z, WNetwork Type BROARDCAST, Cost: 1
Transmit Delay is 1 sec, State WAITINGE, Priority 1
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passiwve interface)
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e Visualizar el OSPF Process ID, Router ID,

BZfshow ip protocols

RBouting Protocol is "ospf 17
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Fouter ID Z2.2.2.2
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximm path: 4
Bouting for Metworks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0_.Z55 area 0
Passive Interface(s):
FigabitEthernetl/1
Bouting Information Sources:

GFateway Distance Last Update

1.1.1.1 110 00:22:05

2222 110 00:08:-38

3.3.3.3 110 00:06:-038
Distance: (default iz 110}

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN

Routing y Seguridad en los Switches acorde a la topologia de red establecida.

Password:

Sl¥enable

Password:

Slgenable

Slgconf ter

Enter configuration commands, one per line. End with CHTL/Z.
51 {config) #vlan 320

51 (config-vlan) fname Administracion
51 {config-vlan) §vlan 40

5]l {config-vlan) fname Mercadeo

5l {config-vlan)#vlan 200

51 (config-vlan) fname Mantenimiento
51 {config-vlan) g

S1(config)#interface vlan 200
S1(config-if)#
%LINK-5-CHANGED: Interface VIan200, changed state to up

S1(config-if)#ip ad

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shutdown

S1(config-if)#exit

S1(config)#ip de

S1(config)#ip default-gateway 192.168.99.1
S1(config)#interface f0/3

S1(config-if)#switchport mode trunk

S1(config-if)#
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VI1an200, changed state to up
S1(config-if)#switchport native vlan 1

S1(config-if)#interface f0/24

S1(config-if)#switchport mode trunk

S1(config-if)#switchport trunk native vlan 1

S1(config-if)#int range f0/1-2, fa0/4-23

S1(config-if-range)#switchport mode Access

S1(config-if-range)#int fa0/1

S1(config-if)#switchport mode access

S1(config-if)#switchport access vlan 30

Swithc 3

S3>enable

Password:

S3#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30

S3(config-vlan)#name Administracion

S3(config-vlan)#vlan 40

S3(config-vlan)#name Mercadeo

S3(config-vlan)#vlan 200

S3(config-vlan)#name Mantenimiento

S3(config-vlan)#exit

S3(config)#interface vlan 200

S3(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VI1an200, changed state to up

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#no shutdown

S3(config-if)#

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.99.1
S3(config)#interface fastEthernet 0/3
S3(config-if)#switchport mode trunk
S3(config-if)#switchport trunk native vlan 1
S3(config)#interface range f0/1-2, FO/4-24
S3(config-if-range)#switchport mode Access

S3(config-if-range)#int f0/1
S3(config-if)#switchport mode access
S3(config-if)#switchport access vlan 40
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Configuracion seguridad

R1(config-subif)#encapsulation dot1Q 30
R1(config-subif)#ip address 192.168.30.1 255.255.255.0
R1(config-subif)#interface fastEthernet 0/0.40
R1(config-subif)#encapsulation dot1Q 40
R1(config-subif)#ip address 192.168.40.1 255.255.255.0
R1(config-subif)#interface fastEthernet 0/0.200
R1(config-subif)#encapsulation dot1Q 200
R1(config-subif)#ip address 192.168.50.1 255.255.255.0

4. En el Switch 3 deshabilitar DNS lookup

Switchfenable

Switchiconfigure terminal

Enter configuration commands, one per line. End with CHIL/Z.
Switch({config) #no ip domain-lookup

Switch (config) #hostname 53

53 (config) g

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shutdown

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#no shutdown

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

S1(config-if-range)#int range fa0/2,f0/4-23
S1(config-if-range)#shutdown
S3(config-if)#interface range f0/2, FO/4-2
S3(config-if-range)#shutdown
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7. Implement DHCP and NAT for IPv4

R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#ip DHCP pool ADMINISTRACION
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#domain-name ccna-unad.com

N

% Invalid input detected at "' marker.
R1(dhcp-config)#default-router 192.168.31.1

R1(dhcp-config)#no default-router 192.168.31.1
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#ip DHCP pool MERCADEO
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#domain-name ccna-unad.com

N

% Invalid input detected at '~ marker.
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0

8. Configurar R1 como servidor DHCP para las VLANSs 30y 40.
R1(dhcp-config)#dns-server 10.10.10.11

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones
estaticas.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: cena-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 30

R1(config)#ip DHCP pool ADMINISTRACION
R1(dhcp-config)#dns-server 10.10.10.11.
R1(dhcp-config)#domain-name ccna-unad.com
N

% Invalid input detected at '~ marker.
R1(dhcp-config)#default-router 192.168.31.1

MName: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40
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R1(dhcp-config)#ip DHCP pool MERCADEO
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#domain-name ccna-unad.com
N

% Invalid input detected at "~ marker.
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229

R2(config)#interface g0/0

R2(config-if)#ip nat outside

R2(config-if)#interface g0/1

R2(config-if)#ip nat inside

R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255

R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255

R2(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.228 netmask 255.255.255.248
R2(config)#ip nat inside source list 1 pool INTERNET

® PCA - o @ pC-C - E
Physical | Config | Desktop | Custom Interface Physical Config Desktop | Custom Interface
Ll -

IP Configuration IP Configuration

1P Configuration IP Configuration
(® DHCP () Static (®) DHCP () Static

IP Address 192.168.30.31 1P Address 192.168.40.31

Subnet Mask 255,255.255.0 | Subnet Mask 255.255.255.0

Default Gateway 192.168.30.1 Default Gateway 192.168.40.1

DNS Server 10.10.10.11 ' DNS Server 10.10.10.11

IPv6 Configuration IPv6 Configuration
() DHCP () Auto Config ® Static () DHCP () Auto Config @ Static

IPv6 Address / IPv& Address /

Link Local Address ~ |FEB0::204:9AFF :FE45:736 1 Link Local Address  FEB0::210:11FF:FE3B:364E

IPv6 Gateway IPvE Gateway

IPv6 DNS Server IPv6 DNS Server

[
[~

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir o

permitir trafico desde R1 o R3 hacia R2.

R2(config)#ip access-list standard ADMIN-MERC
R2(config-std-nacl)#permit host 172.31.21.1
R2(config)#line vty 0 4
R2(config-line)#access-class ADMIN-MERC in
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12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en

para restringir o permitir tréfico desde R1 o R3 hacia R2.

R2(config)#access-list 101 permit tcp any host 172.31.21.1
R2(config)#access-list 101 permit icmp any any echo-reply
R2(config)#interface s0/0/1

R2(config-if)#ip access-group 101 in

13. Verificar procesos de comunicacion y redireccionamiento de trafico en los routers

mediante el uso de Ping y Traceroute.

209,165,200, 230 D
. 209,165,200,224/29
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192,168.99.2 Lo
Fa0/1
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PC-A
DHCP
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Web Server
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timegut is 2
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seconds:
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Rifping 10.10.10.10

Type escape sSegquence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.10.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max

0/0/1 ms
BZfping 209 _1s5_Z00_.230

Type escape sSegquence to abort.
Sending 5, 100-byte ICMP Echos to 20%9.185_.200.230, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 0,/0/1 ms
BZfping 2059 _165_Z00_.224

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.1685_.200.224, timeout is 2 seconds:

Beply to reguest 0 from 209_165_200_Z230,
Beply to request 1 from 209_165_200_Z30,
Beply to regquest 2 from 20%9_165_200_.Z230,
Beply to reguest 3 from 20%9_165_200_.Z230,
Beply to reguest 4 from 209_165_200_Z230,

BiEaE

Difping 192 _1&5_5.1

Type escape seguence to abort.
Sending 5, 100-byte ICMP Echos to 15%2.168.5.1, timeout is 2 seconds:

Success rate iz 100 percent (5/5), round-trip minfavg/max = &/7/10 ms
RZfping l32.1leB8.6.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1%Z2.168.6.1, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/6/12 ms
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Conclusiones

Se utilizan los conocimientos adquiridos en el transcurso del diplomado de profundizacion, implementando
y configurando correctamente los dispositivos con el direccionamiento de la topologia y el protocolo de
enrutamiento exigido teniendo éxito en todas las pruebas de conectividad realizadas con el ping y traceroute.
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