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Introduccion

En el presente trabajo se desarrolla la prueba de habilidades practicas CCNA 2 en
la cual se busca identificar el grado de desarrollo de competencias y habilidades
que fueron adquiridas a lo largo del diplomado, los niveles de comprension y
solucion de problemas relacionados con diversos aspectos de Networking.

Se realiza la practica en Packet Traicer y la documentacién en un documento de
PDF, los respectivos procesos de la solucién correspondiente al registro de la
configuracién de cada uno de los dispositivos, la descripcion detallada del paso a
paso de cada una de las etapas realizadas durante el desarrollo, el registro de los
procesos de verificacion de conectividad mediante el uso de comandos ping, show
ip route entre otros.



Resumen

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades
de Bogota, Medellin y Bucaramanga, en donde se debera configurar
interconectar entre si cada uno de los dispositivos que forman parte del
escenario, acorde con los lineamientos establecidos para el direccionamiento IP,
protocolos de enrutamiento y demas aspectos que forman parte de la topologia de

red.
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1. CONFIGURACION DEL DIRECCIONAMIENTO IP ACORDE A LA TOPOLOGIA
DE RED PARA CADA UNO DE LOS DISPOSITIVOS QUE FORMAN PARTE DEL
ESCENARIO

=)
PC-%
Internet RC

Server-PT
Serverl



Una vez creada la topologia procedemos a Iniciar y reiniciar los routers y los
switches, utilizando el comando erase start-config y reload.

K
Y
Physical Config CLI Attributes

! 105 Command Line Interface

Bouterferase startup-config
Erasing the nvram filesystem will remove all configuration £files!
| Continue? [confirm]
[CE]
| Erase of nvram: complete
| 55YS-7-HNV_BLOCE INIT: Initialized the geometry of nvram
i Boutergfreload
Froceed with reload? [confirm]
System Bootstrap, Version 15.1(4)M4, BRELERSE SOFTWARE (£fcl)
Technical Support: http://www.cisco.com/techsupport
‘ Copyright (c) 2010 by cisco Systems, Inc.
Total memory size = 512 MB - On-board = 512 MB, DIMMO = 0 MB
CISCOZ901/ES platform with 524288 Fbytes of main memory
| Main memory is configured to 72/-1(0n-board,/DIMM0) bit mode with
| ECC disabled

Beadonly ROMMON initiali=zed

program load complete, entry point: 0280803000, sizme: Oxlb340
program load complete, entry point: 0x80803000, size: Oxlk340

I05 Image Load Test

Digitally Signed BRelease Software

program load complete, entry point: 0x81000000, size: O0x3bcd3dE
Self decompressing the image :

(323222332323 2332333232332 2323222232323 332232332223 2833322 2222224 |
ggggagagg [OE]

Smart Init is enabled

smart dnit =5 sizing Jomem

Copy Paste

(] Top

Imagen 1. Reinicio de Router 1
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SLINEFROTO-5-UPDOWN : Line protocol on Interface FastEthernetl/3,
changed state to up

Switch»enakle

Switchfdelete wvlan.dat

Delete filename [wvlan.dat]?

Delete flash:/vlan.dat? [confirm]

%Error deleting flash:/vlan.dat (No such £file or directory)

Switchireload

Proceed with reload? [confirm]

C23€0 Boot Loader (C2S€0-HBOOT-M) Version 12_.2({25r)FX, RELEASE
SOFIWARRE (fci)

Cisco WS5-CZ3€0-24TT (RC32300) processor (rewvision C0) with Z1033%E
bytes of memory.

259€0-24TT starting. ..

Base ethernet MAC Address: 00D0.BCB5.0D32

¥modem £file system is available.

Initializing Flash...

flashfs[0]: 1 files, O directories

flashfs[0]: 0 orphaned files, 0 orphaned directories
flashfs[0] - Total bytes: ©401c384

flashfs[0] : Bytes used: 4414521

flash£fs[0] : Bytes awvailabkle: 55€014&3

flashEfs[0]: flashfs fsck took 1 seconds.

--.done Imitializing Flash.

Boot Sector Filesystem (bs:) installed, £sid: 3

Parameter Block Filesystem (pbk:) installed, f£sid: 4

Loading "flash:/cZ%&0-lanbase-mz.122-25 _FX bin"™. ..

tffggginggaiginagdag g

Copy Faste

[]Top

Imagen 2. Reinicio de Switch 1



Iniciamos con la Configuracion de internet PC

¥ |nternet PC

Physical Config Desktop Attributes Software/Services

IF Configuration

IF Configuration

(O DHCP ®) Static

IP Address |209.165.200.230
Subnet Mask 255.255.255.248
Default Gateway 209.165.200.225
DMNS Server |

IPvE Configuration

Imagen 3. Inicio de interntet PC

1.1 Configuracion R1

Para R1 se agrega el nombre del router como R1, se crea una contrasefia en modo
privilegiado (class), contrasefia de acceso a la consola (cisco) y la contrasefia de
acceso mediante telnet (Cisco). También se crea un mensaje para personas no
autorizadas. Se Configura VLANs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches acorde a la
topologia de red establecida.
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Password:

Blrenakle

Password:

Blfconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
Bl {config) #no ip domain-lookup

Bl {config) #enakle secret class

Bl {config) #line console 0O

Bl {config-line) #password cisco

Bl {config-line)#login

Rl (config-line) fexit

Bl {config) #line wty O 15

Bl {config-line) #password cisco

Bl {config-line)#login

Bl {config-line)#service password-encryption

Rl (config) #banner moth $Unauthorized RAccess is Prohibited!s

e

% Invalid input detected at "*' marker.

Bl {config) #banner motd $Unauthorized Access is Prohibited!:
Bl {config) #interface s0/0/0

Bl {config-if) f#description R1-R2

Rl {config-if) #ip address 172.31.21.1 255.
Bl {config-if)f#clock rate 128000

Bl (config-if) #no shutdown

%]
o
i
[
(1]
o
%]
o
[

5LINE-5-CHANGED: Interface S5erialld/0,/0, changed state to down
Bl {config-if) fexit

Bl {config)#ip route 0.0_.0.0 0.0.0.0 sO0/0/0

%Default route without gateway, if not a point-to-point
interface, may impact performance

21 (config) g

Copy Paste

[ Top

Imagen 4. Configuracion R1
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]

User Rcocess Verification
Password:
Password:
Rlrenable
Dassword:
Rlgconfigure terminal
Enter configuration commands, one per line. End with CHTL/Z.
Bl {config)gint gls1.30
Rl {config-subif) #encapsulation do
% Incomplete command.
Rl {config-subif) #description Lan &dm
Bl (config-subif) #encapsulation dotlQ?
dotlQ
Bl (config-subif) #encapsulation dotlQ 7

<1-1005>= I 802.1Q VLAN ID
Rl (config-subif) #encapsulation dotlQ 30
Rl {config-subif)$§ip address 192 _1€2_.30.1 255.255.255.0
Bl (config-subif) #no shutdown
Rl (config-subkif) #exit
Bl {config)#int gl/1.40
Rl {config-subkif) #description Lan ler
Bl (config-subif) #encapsulation dotlQ 40

lconfig-subif) §exit
Rl ({config)#int gl/1.200
Rl {config-subif)#description Lan_mant

(config-subif) #encapsulation dotlQ 200
Rl (config-subif) gexit

{config) ¢int g':l_fll
Rl{config-if)#no shutdown
Rl {config-if)§
SLINE-5-CHRNGED: Interface GigabitEthermetl/l, changed state to
up
$LINEFROTO-5-UPDCOWN: Line protocol on Interface
GigabitEthernetl/l, changed state to up
$LINE-5-CHANGED: Interface GigakitEthernetds1l.30, changed state
to up
$LINEFROTC-5-UPDCWN: Line protocol on Interface
GigabitEthernetd,s1.30, changed state to up
$LINE-5-CHANGED: Interface GigabitEthernetds/1.40, changed state
to up
3LINEPROTO-5-UPDCWH : Line protocol on Interface
GigabitEthernetds/1.40, changed state to up
$LINE-5-CHRNGED: Interface GigabitEthernetds/1.200, changed state
to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernetd,/1.200, changed state to up

L

Copy Paste

[ Top

Imagen 5. Configuracion R1
1.2 Configuracion R2

Para R2 se agreg6 el nombre del router como R2, se cre6 una contrasefia en modo
privilegiado (class), contraseiia de acceso a la consola (cisco) y la contrasefia de
acceso mediante telnet (Cisco). También se cred un mensaje para personas no



autorizadas.
encapsulamiento,
topologia de red establecida.

Se configura VLANS,

Puertos troncales,

Inter-VLAN Routing y Seguridad en los

= R2 -
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puertos de acceso,
Switches acorde a la

REZrenakle

Password:

RZgenable

R2gconfigure terminal

Enter configuration commands,
{config) #no ip domain-lookup

onfig) #hostname R2

{config) #enable secret class

onfig) #line console 0

{config-line) #password cisco

onfig-line) flogin

{config-line) fexit

onfig)#line wty 0 15

{config-line) #password cisco

onfig-line) f#login

onfig-line) §service password-encryption

RZ (config) #ip http server

one per line.

% Invalid input detected at "~' marker.

=

onfig) #interface s0/0/0
lconfig-if) f#description
onfig-if) #ip address 1
onfig-if) #no shutdown
{config-if) fexit

onfig) #interface s0/0/1
lconfig-if) #description R2

(%]
[}
I}
(%]
[}
I}

(%]
[}
I}

onfig-if) #ip address 1 255 _255.2
R2 (config-if) #clock rate 122000
This command applies only to DCE

=5

interfaces

{config-if) fno shutdown

onfig-if) fexit

onfig) #interface gl/0

{config-if) #description RZ-Internet
onfig-if) #ip address 203.1€5.200.225
{config-if) fno shutdown

onfig-if) finterface loopback 0O
onfig-if) #description web server
onfig-if) #ip address 10.10.10.10
{config-if) #no shutdown

onfig-if) fexit
onfig)#
lconfig) #ip route
onfig) #

(%]
o
I
(5]
i
mn

255.2

255.2

2.0.0.0 0.0.0.0 gls0

End with CNIL/Z.

{config) fbanner motd f$Unauthorized Rccess is Prohibkbited!:

Copy

O Top

Imagen 6. Configuracion R2

Paste
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TESonora,
Password:

Rirenable

Password:

Rigconfigure terminal

Enter configuration commands, one per line. End with CHNTL/Z.
B2 ({config)fint gl/1

B2 (config-if) #no shutdown

B2 (config-if) g
$LINE-5-CHRNGED: Interface GigabitEthernetl/l, changed state to
up

SLINEPRCOCTO-5-UFDOWH: Line protococl on Interface
GigabitEthernetd/l, changed state to up

B2 lconfig-if)fip add 10.10.10.5% 255.255.255.248
% 10.10.10_.8 owverlaps with Loopback(

R2 {config-if) #no shutdown
B2 (config-if) fexit

RZ (config) #no int loopback
RZ (config) #
SLINE-5-CHRNEED: Interface Loopbackd, changed state to
administratively down

(=]

SLINEFROTO-5-UPDOWN: Line protocol on Interface Loopback(d,
changed state to down

B2 (config) #do show run
Building configuration. ..

Current configuratiom : 102% bytes

!

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

I

hostname BRI

!

1

1

enable secret 5 F15mERr5ScTjUIEgNGurliFU.ZeCil

Copy Paste

[ Tep

Imagen 7. Configuracion R2



1.3 Configuracion de Router 3

Para R3 se agreg6 el nombre del router como R2, se cre6 una contrasefia en modo
privilegiado (class), contrasefia de acceso a la consola (cisco) y la contrasefia de
acceso mediante telnet (Cisco). También se crea un mensaje para personas no
autorizadas. Se configura VLANs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches acorde a la
topologia de red establecida.

¥ R3 - (8] *
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Router enable

Routerficonfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rouver (config)snoe Lip domain-lookup

Router (config)dhostname R3

Ratoonfig)genable seoret olass

R2 (config)gline coneole O

Rl (config-line) gtpansvord cisco

Rl (config-line)#login

RY (config-line) fexit

PR3 (config)fline vey O L&

PR3 (config=line) dpassvord cisco

R3 (config=line)slogin

R3(eonfig-line)gexitc

R2(config) gxexvice passvord-encryption

Rl (monfig) thanner motd jUnauthorized Access ia Prohibited!d
Rl (config)#interface x0/0/1

RI (config-if) fdescription RI-R2

R3(config=i€) Nip address 172.31.23.2 284 244 284 282
R3(config-Lf)ene shuvdown

R3(ponfig-if) gexit
Ri(oconfig)ginterface loopback 4

RI(config~4i2)8ip acddress 192.1¢€0.4.1 2585.2358.2588.0
BRI (config=if) #no shutdown

R (config-4f) Hexit

R3leconflg) sinverface loopback &

R3(ponfig-4if)2ip address 193 168.65.1 255 266 2355.0
R3 (config-1if)gno shutdown

Ri(config~1f) fexic

R3 (config) tinterface loopback €

RS (config=4if)#ip acdress 192 1€5.€.1 258.255.268.0
3leonfig-1f)#nc shuvdown

\fAg-1€)denin

\Ag) 8Ap Foute 0.0.0,.0 0.0,0,0 s0/0/1

ALINK-G-CHANGED: Interface Herial0/0/1, changed state to up

SLINK«5~CHAHGED: Interface Loopbackd, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackd,
changed state o up

SLINK=-6-CHANGED: Tnuerxface Loopbacks, ohanged state to up

MLINEPROTO~E-UPDOWN: Line protoccl on Interface Loopbhackh,
changed state to up

SLINK-6-CHANGED: Interface Loopbacké, changed sbate to up

SLINEPROTO-5-UPDOWN: Line provo
changed state To up

ol on Intexface Loopbacke,

ALINEPROTO«L~UPDOWN: Line protocol on Intexface Sexial0/0/1,
changed state tec up

Copy Paste

] Top

Imagen 8. Configuracion R3



1.4 Configuracion del servidor

¥ Servert

Physical Config Services Desktop Attributes SoftwareServices

IP Configuration

Interface FastEthernetl
IF Configuration

) DHCP (® Static

1P Address |10.10.10.10
Subnet Mask |255.255.255.248
Default Gateway |10.10.10.9

DNS Server |

Imagen 9. Configuracion del servidor
1.5 Configuracion S1

Para el S1 se agrega el nombre del switch como S1, se crea una contrasefia en
modo privilegiado (class), contrasefia de acceso a la consola (cisco) y la contrasefia
de acceso mediante telnet (Cisco). También se crea un mensaje para personas no
autorizadas. Se asigna direcciones IP acorde a los lineamientos. Se configura
VLANs, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN
Routing y Seguridad en los Switches acorde a la topologia de red establecida. Se
desactiva todas las interfaces que no son utilizadas en el esquema de red.
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1Z2.2({25)F¥, RELERSE SOFTWARE (£cl) "
Copyright (c) 1%2&-2005 by Cisco Systems, Inc.
Compiled Wed 12-0ct-05 22:05 by pt_team

Press BETURN to get started!

(LINE-5-CHARNGED: Interface FastEthernetl,/l, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/1,
changed state to up

(LINE-5-CHARNGED: Interface FastEthernetl,/3, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/3,
changed state to up

Switchrenabkle

Switchfconfigure terminal

Enter configuration commands, one per line. End with CHNIL/Z.
Switch({config)$no ip domain-lookup

Switch (config) fhostname sl

sl {config) genakle secret class

sl {config) #line consocle 0O

sl {config-line) fpassword cisco

sl {config-line) flogin

sl {config-line) fexit

sl {config) #line wty 0O 15

sl {config-line) fpassword cisco

sl {config-line) #login

sl {config-line) fexit

sl (config) #service password-encryption

sl {config) fbanner motd $Unauthorized lccess is Prohibited!:
sl (config) g v

Copy Paste

(] Top

Imagen 10. Configuracién S1
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sl=enakble

Dassword:

slévlan database

% Warning: It is recommended to configure VLAN from config mode,
as VLAN database mode is being deprecated. Please consult user
documentation for configuring VIP/VLAN in config mode.

s51li{wlan)#vlan 30 name Administracion
WLAN 30 added:
Name: ARdministracion
sliwvlan)fvlan 40 namse Mercadeo
VLAN 40 added:
Name: HMercadeo
sliwvlan)fvlan 200 name Mantenimiento
VLAN 200 added:
Name: Mantenimiento
sli{wlan)$
sl {vlan)fexit
APPLY completed.
Exiting. ...
slfconfigure terminal
Enter configuration commands, one per lime. End with CHNIL/Z.
sl {configlfint wlan 200
51l {config-if) #ip address 1%2.1€2.200.2 255.255.255.0
sl {config-if) #no shutdown
sl {config-if) fexit
sl {config)fip default-gateway 152.1eB8.30.1
sl {config)finterface £0/3
sl {config-if) #switchport mode trunk

sl {config-if) #switchport trunk native wlan 1
sl {config-if)#

sl{config-if) gexit

sl {config)f

sl {config)g

sl {configlfinterface £0/5

sl {config-if) #switchport mode trunk

sl {config-if) #switchport trunk native wlan 1
sliconfig-if)

sl {config-if) fexit

sl {config)g

sl {config)$

sl (config)finterface range £0/1-2,£0/4, £0/c-24, :0/1-2
sl (config-if-range) §switchport mode access
sl (config-if-range) #shutdown

SLINE-5-CHANGED: Interface FastEthernetl/l, changed state to
administratively down

ITiTrr o oTIaIoT = i [~ e o i ol

Copy Paste
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sl {config-if-range) fexit
sl {config) #

sl {config) #interface £0,€
5l {config-if) #no shutdown

sliconfig-if)#switchport mode access

sliconfig-if) #switchport access wlan 30

sliconfig-if) fexit

sl {config) #

SLINE-5-CHLNGED: Interface Vlan20d, changed state to up

1.6 Configuracion S3

Para el S3 se agrega el nombre del switch como S3, se crea una contrasefia en
modo privilegiado (class), contrasefia de acceso a la consola (cisco) y la contrasefia
de acceso mediante telnet (Cisco). También se crea un mensaje para personas no
autorizadas. Se asigna direcciones IP acorde a los lineamientos. Se configura
puertos de acceso, encapsulamiento,
Routing y Seguridad en los Switches acorde a la topologia de red establecida. Se

VLANSs, Puertos troncales,

desactiva todas las interfaces que no son utilizadas en el esquema de red.

. En el Switch S3 se deshabilita el DNS lookup.

Switch>enable
Switchfconfigure terminal

Switch{config)fno ip domain-lookup
Switchi{config)f#hostname s3

53 (config) genakle secret class

53 (config) #line console O

53 (config-line) §password cisco

53 ({config-line) #login

53 (config-line) fexit

53 (config) #line wty 0O 15

53 (config-line) #password cisco

53 (config-line) #login

53 (config-line) fexit

53 (config) #service password-encryption
53 (config) fbanner motd 3Unauthorized Reocess is Prohibkited!:
s3 (config) §

Enter configuration commands, one per line. End with CHIL/SZ.

Copy
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Imagen 12. Configuraciéon S3

Paste

Inter-VLAN




L — O

Physical Config CLI Attributes

105 Command Line Interface

User kccess Verification

Password:
Password:

s3renabkble

Dassword:

s3gvlan database

% Warning: It is recommended to configure VLAN from config mode,
as VLAN database mode is being deprecated. Please consult user
documentation for configuring VIP/VLAEN in config mode.

s3(vlan)fvlan 20 name Rdministracion
VLAEN 320 added:
Name: Administracion
s3({vlan)fvlan 40 name Mercadeo
VLAEN 40 added:
Hame: Mercadeo
s3({vlan)fvlan 200 name Mantenimiento
VLAN 200 added:
Name: Mantenimiento
s3(vlan) g
s3(vlan) fexit
ZPPLY completed.
Exiting._ ...
s3fconfigure terminal
Enter configuration commands, one per line. End with CHTIL/Z.
53 (config) #int wlan 200
53 (config-if) §ip address 152.1€28.200.3 255.255.
53 (config-if) gno shutdown
53 {config-if) fexit
53 (config) #ip default-gateway 152 _1&8_40_.1
s3 ({config) §interface £0/3
53 (config-if) #switchport mode trunk
53 (config-if) §switchport trunk native wlan 1
s3 (config-if) §
53 ({config-if) fexit
s3 ({config) #
53 (config) ginterface range £0/1-2,£0/4-24 G0/1-2
s3 ({config-if-range) #switchport mode access
53 (config-if-range) #shutdown

(8]
i
i
o

SLINE-5-CHRNZED: Interface FastEthernetl/1l, changed state to
administratively down

SLINE-5-CHRNGED: Interface FastEthermetl/2, changed state to
administratively down

Copy Paste
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53 (config-if-range) fexit
53 ({config)

53 (config) #interface £0/18
53 (config-if) #no shutdown

53 (config-if) §switchport mode access

53 (config-if) #switchport access wlan 40

53 (config—if) fexit

5LINE-5-CHRWNEED: Interface Wlan200, changed state to up

1.7 Pruebas de conectividad

R1 a R2 S0/0/0

» times in

= Oms, Maximum =

Imagen 14. Pruebas de conectividad

R2 a R3 S0/0/1

R2fping 172.31.23.2
Type escape seguence to abortc.

Sending 5, 100-byte ICHMP Echos to 172.31.23_.2, timeout is 2
seconds:

S1 to R1 Vian 200



sl#ping 152.162.200.1

Type escape seguence to abort.

Sending 5, 1l00-byte ICHMP Echos to 15%2.1€8_.200.1, timeout is 2
seconds :

Shrnd

Success rate is 80 percent (4/5), round-trip min/favg/max =
0/15/62 ms

s1g|

S3 aR1 Vian 200

s3gping 192 _1£8.200.1

Type escape seguence to abort.

Sending 5, 100-byte ICMP Echos to 15%2.1€8_200.1, timecut is 2
seconds :

L

Success rate is 20 percent (4/5), round-trip minfavg/max = 0/1/4
ms

s3g

S1 aR1 Vian 30
sle#ping 192 _163_30.1

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 192_.168_30.1, timeout is 2
seconds :

St

Success rate is 20 percent (4/5), round-trip minfavg/max = 0/0/0

ms

S3 aR1 Vian 40
s3fping 192.165.40.1

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 1%2_1€2_.40_.1, timeout is 2
seconds :

St

Success rate is 20 percent (4/5), round-trip min/favg/max = 0/0/1

ms



2. CONFIGURACION DEL PROTOCOLO DE ENRUTAMIENTO

OSPFV2
Configuraciéon ftem Especificacion
Router ID R1 1111
Router ID R2 2222
Router ID R3 3.3.3.3

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales | 128Kb/s
en

Ajustar el costo en la métrica de S0/0 a 7500

Tabla 1. Tabla de enrutamiento OSPFv2

Se verifica la configuracion

Rlfconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
Bl (config) §do show ip route connect

C 172.31_.21 . 0/30 is directly connected, Seriald/ 0 0

C 152 _.1&62.30.0/24 is directly connected,
GFigabitEthernetd/,/1_30

C 152 _168.40.0/24 is directly connected,
GigabitEthernetd/,1_ 40

c 152 .162.200.0/24 is directly connected,
FigabitEthernet0/1.200

Bl i{config)g



2.1 Configuracién R1 bajo el protocolo de enrutamiento OSPFv2 Area
0
L — O X
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il
Password:
Password:
REl=enable
Password:
RElgconfigure terminal
Enter configuration commands, one per line. End with CHTL/Z.
Bl {config) #router ospf 1
Bl {config-router) #router—-id 1.1.1.1
Bl {config-router) fnetwork 152_.31.21.0 0.0.0.3 area 0
Bl {config-router) fnetwork 15%2_1&2_.30.0 0.0.0_.255 area 0
Bl (config-router) fnetwork 152 _1&2_.40.0 0.0.0_.255 area 0
Bl {config-router) #network 152 _1&8_200.0 0.0.0_.255 area 0
Bl {config-router)
Bl (config-router) fpassive—-interface default
Bl {config-router) #no passive—-interface s0/0/0
Bl {config-router) fauto-cost reference-bandwidth 1000
Bl {config-router) fecit
% Invalid input detected at "' marker.
Bl {config-router) fexit
Bl {config) #int s0,/0,50
Bl {config-if) #bandwidth 122
Bl {config-if) #ip ospf cost 7500
Rl (config-if) g v

Copy Paste

(] Top
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Unauthorized Access is Prohibited!

User RBccess Verification

Password:

Password:

Password:

REizenable

Password:

R2fconfigure terminal

Enter configuration commands, one per line. End with CHNTL/Z.

B2 (config) #do show ip route con

C 10.10.10.2/2% is directly connected, GigabitEthernetd/1l

C 172.31.21.0/30 is directly connected, Serial0y/sa/0

C 172.31.23.0/30 is directly connected, Serial0y/0/1

c 20%_1€5.200_.224/2% is directly connected,
GigabitEthernetd/0

B2 (config)$

Copy Paste

[ Top
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0

¥ 2 — O *

Physical Config CLI Attributes

105 Command Line Interface

Password: "~
Password:
Password:

REirenable

Password:

R2fconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
B2 {config) §do show ip route con

c 10.10.10.8/25% is directly connected, GigabitEthernetl/l
c 172.31.21.0/30 is directly connected, Seriald/0/0

c 172.31.23_.0/30 is directly connected, Serialds0/1

c 205%_1€5.200.224/2% is directly connected,
FigabitEthernet0,/0

B2 {config) §router ospf 1
B2 {config-router) $router—-id 2.2.2.2
B2 (config-router) fnetwork 10.10.10.8 0.0.0.7 area 0
B2 {config-router) gnetwork 172.31_.21.0 0.0.0.3 area 0
B2 {config-router) gnetwork 172.31_.23.0 0.0.0.3 area 0
B2 {config-router) §passive—-interface gl/1
B2 {config-router) #
B2 {config-router) auto-cost reference-bandwidth 1000
% OS5PF: Reference bandwidth is changed.
Flease ensure reference bandwidth is consistent across
all routers.
B2 {config-router) fexit
B2 {config) #int s0/0/0
B2 (config-if) #bandwidth 122
B2 {config-if)#ip ospf cost 7500
B2 {config-if)#int s0,/0/1
B2 {config-if) #bandwidth 128
B2 (config-if)#ip ospf cost 7500
B2 {config-if) fexit
RZ (config) & v

Copy Paste

[]Top
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Se verifica la configuracion
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= ClgoD1l ELIELIEC LIICELLolES
2 Low-speed serial(sync/async) network interface(s)
DEAM configuration is &4 bits wide with parity disabled.
255E bytes of non-volatile configuration memory.
2459235€F bytes of ATA System CompactFlash 0 (Read/Write)
Press BETUBN to get started!
5LINE-5-CHARNGED: Interface Serialld /0/1l, changed state to up
SLINEPROTO-5-UPDOWN: Line protococl on Interface Seriald/ 0/ 1,
changed state to up
Tnauthorized RZcococess is Prohibited!
User RBccess Verification
Password:
Password:
Rizenable
Password:
RBigconfigure ¢
Enter configuration commands, one per line. End with CHNTL/Z.
B3 {config) #do show ip route con
c 172.31.23.0/30 is directly connected, Serial0y/0/1
c 152 .168.4_0/24 is directly connected, Loopback4
c 152 .168.5.0/24 is directly connected, Loopbackb
c 152 _.162.6.0/24 is directly connected, Loopkbacké
B3 (config)
Copy Paste

[ Top

Imagen 18. Verificacion de la configuraciéonr3
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R3gconf t
Enter configuration commands, one per line. End with CHTL/Z.
B3 ({config) #router ospf 1
B3 ({config-router) §router-id 3.3.3.3
B3 {config-router) fnetwork 172_31_.23.0 0.0.0.3 area 0O
B3 {config-router) fnetwork 172_.31.4.0 0.0.0_.2
B3 ({config-router) fnetwork 172.31.5.0 0.0.0.25
B3 (config-router) gnetwork 172.31.€.0 0.0.0.2
B3 {config-router) passive—-interface loopback
B3 ({config-router) fpassive—-interface loopbkack
B3 ({config-router) fpassive—-interface loopback
B3 ({config-router) fexit
B3 ({config) #router ospf 1
R3({config-router) fauto—cost reference-bandwidth 1000
% O5PF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across
all routers.
R3({config-router) fexit
R3{config) #int s0/0/1
B3 {config-if) #bandwidth 1283
B3 ({config-if) #ip ospf cost 7500
B3 ({config-if) fexit
R3 (config) § o

55 area 0
area 0
area 0

n

5

W

o

Copy Paste
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Hig

B2gshow ip ospf interface?
interface

Rigshow ip ospf interface

GigabitEthernetl/l is up, line protocol is up
Internet address is 10.10.10.5%/25%, RArea 0
Process ID 1, Router ID 2.2.2.2, MNetwork Type BROADCAST, Cost:
1a
Transmit Delay is 1 sec, State WAITING, Priority 1
No designated router on this network
No kackup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Betransmit 5
Ho Hellos (Passiwve interface)
Index 1/1, £flood gueus length 0O
Wext 0x0(0) /0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0O
Suppress hello for 0 neighbor(s)
Seriald/0/0 is up, line protocol is up
Internet address is 172.31.21_.2/730, Area 0
Process ID 1, Houter ID 2. Hetwork Type POINTI-TO-PBOINT,
Cost: 7500
Transmit Delay is 1 sec, State POINT-TCO-BPOINT, Priocrity O
No designated router on this network
No kackup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Betransmit 5
Hello due in 00:00:05
Index 272, flood gueue length 0O
Wext 0x0(0) /0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Suppress hello for 0 neighbori(s)
Seriald/0/1 is up, line protocol is up
Internet address is 172.31.23_.1/30, Area 0
Process ID 1, Router ID Hetwork Type POINTI-TO-PBOINT,
Cost: 7500
Transmit Delay is 1 sec, State POINT-TCO-BPOINT, Priocrity O
No designated router on this network
No kackup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Betransmit 5
Hello due in 00:00:05
Index 2/3, £flood gqueus length 0O
Wext 0x0(0) /0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Suppress hello for 0 neighbori(s)

r

Copy Paste

[ Top
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5LINE-5-CHRWNGED: Interface Seriald/0/0, changed

SLINEFROTO-5-UPDOWN: Line protocol on Interface
changed state to down

5LINE-5-CHRNZED: Interface Seriallds0/0, changed

SLINEFROTO-5-UPDOWN: Line protocol on Interface
changed state to up

00:00:28: %05PF-5-RDJCHG: Process 1,
from LOADING to FULL, Loading Done
TUnauthorized Access is Frohibited!

User Access Werification
Password:
Password:

RElxenabkle
Password:

Rlgshow ip ospf neighbor

Neighbor ID
Interface

Pri State Dead Time

2 FULLS 00:00:35

Seriald/s0/0
Rl

state to down

Serialdysoys0,

state to up

Serialdysoys0,

on Serialld/ 0,0

Zddress

[ Top

Imagen 21. Verificacion de la informacion OSPFv2 en R1
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00:00:36: %0S5PF-5-ADJCHE: Process 1, Nbr 3.3.3.3 on Seriald/ 0/1 ~

from LORDING to FULL, Loading Done

Unauthorized RAccess is Prohibited!

User RAccess Verification

Password:

Password:

Rizenable

Password:

R2fping l32.l€2.4.1

Type escape seguence to abortc.

Sending 5, 100-byte ICHMP Echos to 1%2.168.4.1, timeout is 2

seconds:

rreet

Success rate is 100 percent (5/5), round-trip min/avg/max =

1/11/74% ms

R2fshow ip ospf neighbor

Neighkor ID Bri State Dead Time Lddress

Interface

1.1.1.1 a FULLS - 00:-00:38 172.31.21.1

Serialdysos0

3.3.3.3 u] FULLS - 00:00:34 172.31.23.2

Serialdys0/1

R1g i

Copy Paste

[ Top

Imagen 22. Verificacion de la informacion OSPFv2 en R2

2.4 Se visualiza lista resumida de interfaces por OSPF en donde se
ilustre el costo de cada interface
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REZ¢show ip ospf neighbor
Neighbor ID Fri State Dead Time Address
Interface
1.1.1.1 a FULLS - 00:00:38 172.31.
Serialdys 0,0
3.3.3.3 a FULLS — 00:00:34 172.31.
Seriald/sOf1
R2fshow ip ospf interface
GCigabitEthernetl/1l is up, line protocol is up
Internet address is 10.10.10.9%/2%, RArea 0O
Process ID 1, Router ID 2.2_.2.2, Network Type BROADCRST, Cost:

Transmit Delay is 1 sec, State DR, Priority 1

No backup designated router on this network

Timer intervals configured, Helleo 10, Dead 40, Wait 40,
Retransmit 5

No Hellos (Passive interface)

Index 171, f£flood gueue length 0O

Hext 0:=0(0) /0=:20{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximmm is 0 msec

Neighkbor Count is 0, Rdjacent neighbor count is 0O

Suppress hello for 0 neighboxr(s)
Seriald/0/0 is up, line protocol is up

Internet address is 172.31.21.2/730, Area 0

-

Cost: 7500

No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5
Hello due in 00:00:0%
Index Z/2, flood gqueue length 0O
Next Ox0{0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighkbor Count is 1 , Rdjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Seriald/0/1 is up, line protocol is up
Internet address is 172.31.23.1/730, Area 0

Cost: 7500

No designated router on this network

No backup designated router on this network

Timer interwvals configured, Hello 10, Dead 40, Wait 40,

RBetransmit 5

Hello due in 00:00:02

Index 373, flood gueue length O

Next 0x04(0) /0x0{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , RBdjacent neighbor count is 1
Adjacent with neighbor 3.3.3.3

Transmit Delay is 1 sec, State POINT-TCO-POINT, Priority O

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

Designated Router (ID) 2.2.2.2, Interface address 10.10.10.%

Process ID 1, Router ID 2.2_.2.2, WNetwork Type POINT-TO-POINT,

Process ID 1, Router ID 2.2.2.2, NHetwork Type POINIT-TO-POINT,

Copy
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2.6 Verificacion de protocolos

R2fshow ip protocols

Bouting Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 2.2.2.2
Humber of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Bouting for WNetworks:
10.10.10.8 0.0.0.7 area 0
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
Passiwve Interface(s):
FigabitEthernetd/1
Bouting Information Sources:

Fateway Distance Last Update

1.1.1.1 11d O0:-02:24

2.2.2.2 114a 00:-08:1¢

3.3.3.3 11a O0d:08:1€
Distance: (default is 110)

192.1€2.30.0 [L10/7501] wia 1l72.31.21.1, 00:05:40, Seriald/0/0
192 .1€2.40.0 [110/7501] +wia 172.31.21.1, 00:05:40, Seriald/s/0/0
152.1€2.200.0 [l10/7501] wvwia 172.31.21.1, 00:05:40, Seriald/0/0

2.7 Se visualiza el OSPF Process ID, Router ID, Address
summarizations, Routing Networks, and passive interfaces configuradas
en cada router.
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=) IT3Z Tew- 0.0 [LI97 7o0Ll] wi=s L72-3L-2L-I, To-IF 50, oerraIayurg
o 152.165.200.0 [110/7501] wia 172.31.21.1, 00:15%:50, Seriald/0/0

BZ2#show ip ospf interface

GigabitEthernetl/l is up, line protocol is up
Internet address is 10.10.10.5/25, Area 0O
Process ID 1, Router ID 2.2.2.2, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 2.2.2.2, Interface address 10.10.10.5
No backup designated router on this network
Timer interwvals configured, Hello 13, Dead 40, Wait 40, BRetransmit 5
No Hellos (Passive interface)
Index 1/1, flood gueue length 0
Wext 0x:0(0) /0x0({0]}
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Weighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
Seriald/0/0 is up, line protocol is up
Internet address is 172.31.21.2/30, Rrea 0
Process ID 1, Router ID 2.2.2.2, Network Type POINI-TO-POINI, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Prioricy O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello dus in 00:00:032
Index 272, flood gueue length O
Wezxt 020 (0) 0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Rdjacent neighkor count is 1
ABdjacent with neighkbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Seriall/0/1 is up, line protocol is up
Internet address is 172.31.23_.1/730, Area 0O
Process ID 1, Router ID 2 Z, Network Type POINT-TO-BOINT, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 13, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:08€
Index 3/2, flood gueue length 0
Wext 0x0(0)/0x0{0]}
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Rdjacent neighkor count is 1
Adjacent with neighbkor 2.2.3.2
Suppress hello for 0 neighboris)
RIg
RZ§
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Imagen 24. Visualizacion del OSPF Process ID
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R2f#show run | begin router ospf
router ospf 1
router—id 2.2.2.2
log-adjacency-changes
passive-interface GigabitEthernetl/s/1l
auto—cost reference-bandwidth 1000
network 10.10.10.8 0.0.0.7 area 0
network 172.31.21.
network 172.31.23.
!
ip classless
ip route 0.0.0.0 0.0.0.0 GigabitEthernetd/0
1
ip flow-export wversion 3
1
1
1
kanner motd “ClUnauthorized &Zccess is Prohikited!=C
1
1
1
1
line con 0
password 7 02822455D021c
login
!
line aux 0
1
line wty 0 4
password 7 08224E55D0R1E
login
line wty 5 15
password 7 0822455D0R1s
login
!
1
1

end

3. IMPLEMENTAR DHCP AND NAT PARA IPV4

3.1 Configuraciéon de R1 como servidor DHCP para las VLANs 30y 40

Configurar DHCP pool para VLAN 30 Name: Administracion
DNS-Server :10.10.10.11
Domain —name: ccna-unad.com
Establecer default gateway

Configurar DHCP pool para VLAN 40 Name: Mercadeo

DNS-Server :10.10.10.11
Domain —name: ccna-unad.com
Establecer default gateway




3.2 Se configura Configurar R1 como servidor DHCP para las VLANs
30y 40. Y se Reserva las primeras 30 direcciones IP de las VLAN 30y

40 para configuraciones estaticas.
¥ R — a X
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REl=enable
Password:
Rlfcont t©
Enter configuration commands, one per line. End with CHTL/Z.
Bl (config) #ip dhcp excluded-address152_168_30.1 152 _1€8_30_30

% Invalid input detected at "~' marker.

Bl (config) #ip dhcp excluded-address1S2 . 162.40.1 152 _1€83.40_30

% Invalid input detected at "~' marker.

Bl (config) #ip dheop excluded-address 152 _1€2.30.1 152.1€8.30.30
Bl {config) #ip dhep excluded-address 1%2_1628_40.1 152 _1&2_40_30
Bl {config) #ip dhcp pool bdministracion

Rl (dhep-config) §network 192 _1€8.30.0 255.255.255.0

Bl {dhep-config) #dns—server 10.10.10_.11

Bl {dhcp-config) fdefault-router 152 _168_30.1

Bl {dhcp-—config) fexit

Bl {config) #ip dhcp pool Mercadeo

Bl (dhep-config) gnetwork 152 _1&8.40.0 255.255.255.0

Bl {(dhcp-config) §dns—server 10.10.10.11

Bl {dhcp—config) fdefault-router 152 _ 168 _40_lexit

% Invalid input detected at "~' marker.

Bl (dhep—config) fexit
Bl {config) #ip domain-—name ccna.unad.com
Rl (config) g W

Copy Paste

[ Top

Imagen 25. Configuracion de R1 como servidor DHCP
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[P Configuration

IP Configuration

@) DHCP () Static

IP Address 192.168.30.31
Subnet Mask 255.255.255.0
Default Gateway 192.168.30.1

DNS Server 10.10.10.11

Imagen 26. Configuracion de PC-A como DHCP
¥ pcc

Physical Config Desktop Attributes Software/Services

DHCP request successful.

IP Configuration

IP Configuration
® DHCP

IP Address

Subnet Mask
Default Gateway .

DNS Server 10.10.10.11

TP el P e Eir

Imagen 27. Configuracién de PC-A como DHCP

DHCP request successful.

3.3 Configuracion de NAT estatico y dinamico en R2

Se configura NAT en R2 para permitir que los host puedan salir a internet
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B2 (config-if) fexit

B2 {config) &

B2 (config) fexit

B2

%5¥5-5-CONFI:_I: Configured from consocle by console

BE2ffconf ¢

Enter configuration commands, one per line. End with CHTL/SZ.
B2 (config) fusername webusr priwvilege 15 password ciscol2345b
B2 {config) #ip nat inside source static 10.10.10.10
20%9_.165.200_.22%9

B2 {config) #int gl/1

{config-if)#ip nat inside

oo

{config-if) fexit

({config) #int gl/s0
{config-if)#ip nat outside
{config-if) ¢

{config-if) fexit

wl

w

wl
[ R S ]

-

2 |config) #access-list 1 permit 15%2.1€8.30.0 0.0.0.2
B2 {config) faccess-list 1 permit 1%2_162_40.0 0.0_.0_255
B2 {config) faccess-1list 1 permit 1%2_.168.4.0 0.0.3_25
B2 (confiqg) #ip nat pool INTERNET 205.1€5.200.225 20%5.1€5.200.228
netmask 2Z55.255.255.248

B2 {config) #ip nat inside source list 1 pool INTERNET

B2 (config) #

s

Copy Paste
(] Top
Imagen 28. Configuracion NAT estaticoy dindmico en R2
3.4 Verificacion de DHCP y NAT estatico
Py Coly Cesizp Anrtotes e

Cisco Packet Tracer

Welooese 10 Cisco Packet Tracer Opening doors to sew opportusities. Mind Wide Open

Quick Lanks
A sl poge
Copyrights




Imagen 29. Verificacion NAT estéatico y dinamico

3.5 Configuracién de listas de acceso de tipo estandar para restringir o

permitir trafico

B2 ({config) #ip access-list standard RZdmin-mgt

(config-std-nacl) fexit

B2 ({config) #line wty O 15

B2 ({config-line) faccess—class Bdmin-mgt in
B2 {config-line)§

(config-std-nacl) fpermit 172.31.21_.1 0.0.0.3

L4
Tyscal on'tg | Artrbutes
0S Command Line Interface
wer Acceas Verificaziom 4
Faswword
ass td
] panlinauchorized Acces s Przh .
5 AsSN TINRCUS *Xp -
e 7 sed by foreign b
Aliteloee < 3
T ng A7 e aath * - hibised!
&
29 .
Copy Cante
Imagen 30. Configuracion de listas
Verificacion
P
"
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Command Prompt

ommand Line 1.0

net

Trying 17

by remote host




Imagen 31. Verificacion de listas
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llallyeid Shalbs Lo Ml
2LINE-5-CHRZNEZED: Interface Seriald/0/1, changed state to down

SLINEFROTO-5-UPDOWN: Line protoccl on Interface Seriall 0/1,
changed state to down

SLINE-5-CHRNEED: Interface Seriald/0/1, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serialds0/1,
changed state to up

00:00:3€: %05PF-5-ADJCHE: Process 1, Nbr 2.2.2.2 on Seriald/0/1
from LOADING to FULL, Loading Done
Unauthorized Rccess is Prohibited!

User Rocess Verification

Password:
Dassword:

R3=enabkle

Dassword:

Password:

E3ftelnet 172.31.21.2

Trying 172.31.21.2

% Connection refused by remote host
R3ftelnet 172.31.23.1

Trying 172 _31.23.1

% Connection refused by remote host
nag

Copy Paste

(1 Top

Imagen 32. Verificacion de listas

Ping de Internet PC a PCA
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3.6 Configuracion de listas de acceso de tipo extendido o nombradas a

Su criterio para restringir o permitir trafico
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M
Tnauthorized Bcococess is Prohibited!
User Access Verification
Fassword:
Passwozrd:
BE2=enakle
Fassword:
R2gconf ©
Enter configuration commands, one per line. End with CHNTL/Z.
B2 {config) #int s0,/0,/0
B2 (config-if) #ip access—-group 101 out
B2 (config-if) fexit
B2 {config) #ip access—group 101 out
% Imnvalid input detected at '*' marker.
B2 {config) #int s0,/0/1
B2 (config-if) #ip access—-group 101 out
B2 {config-if) fend
B2g
%5¥5-5-CONFI:_I: Configured from console by conscle
W

Copy Paste



Imagen 33. Configuracion de listas de tipo extendido

ping 192 _1¢ -1
Pinging 1%2.168.4.1 with

stination host unreachakle.

stination
stination h > unreachable.
unreachable .

unreachabkle .

Ping statistics for 1
Packets: Sent = 4,

with

timed out.
time=1llms TTL=127

time=12ms TTL=127
time=10ms TTL=127

Ping statistics for 1352
Packets: Sent = 4,

Lpproximate round trip
Minimm = l1l0ms, Ha

ping

Pinging
time<lms TTL=127
time<lms TTL=127
time=12ms TTL=127

time<lms TTL=127

Ping statistic
PEII" -
imate round trip times in milli-seconds

= lZms,

Minimim = (ms, Maximuam
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Unauthorized Access is Prohibited!
User Rccess Verification

Password:
Password:

FEZrenabkle
Password:
R2fconf t

B2 (config)#int s0,/0/0

B2 (config-if) #ip access—-group 101 out
B2 (config-if) gexit

B2 (config)#ip access—group 101 out

% Invalid input detected at "*' marker.

B2 (config)#int s0,/0/1

B2 (config-if) #ip access—-group 101 out

B2 (config-if) #end

R2g

$5¥5-5-CONFI&_I: Configured from consocle by console

B2fconf t
B2 (config)#int gl/1

B2 (config-if) #ip access—-group 101 out
R2 (config-if) §]

Enter configuration commands, one per line. End with CHTL/Z.

Enter configuration commands, one per line. End with CHTL/Z.

Copy

[]Top

Imagen 34. Configuracién de listas R2

Verificacion

Paste




> unreachable .
st unreachakble .
st unreachakble.

unreachakle .

Lost = 4 (100%

ping 10.10.10_.10
Pinging 10.10.10.10 with
> unreachable .
> unreachable .

st unreachable.
st unrea

ets: Sent

mate round trip times in milli-s
Minimm = lms, Ma = l3ms, TEera

r

Ping PCA a



B2gconf t

Enter configuration commands,

B2
B2
B2
B2
=]
8]

{config)#int gl/s1

{config-if) #ip access—group 101 out
{config-if) #exit

{config) $int gl/s0

{config-if) #ip access—group 101 in
{config-if) g

one per line. End with CHTL/Z.

1y
1y

unreachable .
unreachable .

> unreachable .
> unreachable .

(100%
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1
interface GigabitEthernet0/0
description RZ-Internet
ip address 205.1€5.200.225 255.255.255.24%
ip access—group 101 in
ip nat outside
duplex auto
speed auto
I
interface GigabitEthernetl/1
ip address 10.10.10.9% 255.255.255.
ip access—group 101 out
ip nat inside
duplex auto
speed auto
1

(%]
=
w

interface Serialld/ 070

description RZ-R1

bandwidth 128

ip address 172.31.21.2 2Z55.255_255_252
ip ospf cost 7500

ip access—group 101 out

1

interface Seriall/0/1

description RZ-R3

bandwidth 128

ip address 172.31.23.1 255.255_355_25
ip ospf cost 7500

ip access—group 101 out

clock rate 2000000

1

&

interface Vlanl

no ip address

shutdown

!
router ospf 1

router-id 2.2.2.2

log-adjacency-changes

passive—-interface GigabitEtherneti/l

auto-cost reference-bandwidth 1000

network 10.10.10.%8 0.0.0.7 area 0

network 172.31.21.0 0.0.0.3 area 0

network 172.31.23.0 0.0.0.3 area 0O

1

ip nat pool INTERNET 209.165.200.225 209.165.200.228 netmask
255 _255.255_248

ip nat inside source list 1 pool INTERMET

ip nat inside source static 10.10.10.10 205%.1€5.200.22%5
ip classless

ip route 0.0.0.0 0.0.0.0 FigabitEthernetl/0

1

ip flow-export wersion 9

1

1

access—list 1 permit 152.1€28.230.0 0.0.0.255

access—list 1 permit 152.1€8.40.0 0.0.0_255

access—list 1 permit 152.1€3.4.0 0.0.3_255

ip access-list standard AZdmin-mgt

permit 172.31.21.0 0.0.0.3

access—list 101 permit tcp any host 205%_1&5.200.225% eqg www

Copy Paste

O Tep

Imagen 35. Verificacion de listas
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Command Prompt

Pinging 2045
time=2Zms TTL—
time=1l4ms TTL~12
time

mate round trip time
Minimam 2ms, Maximum =

Verificacidn de las listas de acceso estandar y extendido

RZgshow access-list
Standard IP access list 1
10 permit 1%2.1€8_.30.0 0.0.0_255
20 permit 1%2.1€8_.40.0 0.0.0_255
30 permit 1%2.1€5.4.0 0.0.3_255
Standard IP access list Admin-mgt
10 permit 172.31.21.0 0.0.0.2 (4 matchies))
Extended IF access list 101
10 permit tcp any host 20%.185.200.225% egqg www
20 permit icmp any any echo-reply (12 matchies))

BZfclear access-list counters 1
RZfgshow access-lists
Standard IP access list 1
10 permit 15%2_.1&€2.30.0 0_.0_.0_255
20 permit 152 _1&€2_.40.0 0_.0_0_255
30 permit 152 _1€2.4.0 0.0.3_255
Standard IP access list Admin-mgt
10 permit 172.31.21.0 0.0.0.3 (4 matchies))
Extended IP access list 101
10 permit tcp any host 20%_.165_.200_.225% egqg www
20 permit icmp any any echo-reply (12 match{es))
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