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Introduccién

El curso de Cisco CCNA, prepara a los estudiantes para obtener los
conocimientos basicos y la preparacion para rendir de forma satisfactoria los
conocimientos en Cisco CCNA Routing & Switching, En este curso podras realizar
practicas de configuracion de dispositivos Cisco, por medio del software de
emulacién de redes llamado "Cisco Packet Tracer" y enfrentar asi de mejor
manera el examen de certificacion de Cisco.

Este curso se enfoca en la explicacion de los tdpicos mas importantes de la
certificacion CCNA vy practica simultdnea en cada clase. Todo el material de
estudio, estd pensado para la certificaciéon Cisco, mediante la configuracion de

Switch y Router Cisco,

Tomado de: https://www.tutellus.com/tecnologia/hardware/cisco-ccna-200-125-practicas-de-

configuracion-en-espanol-12790

Con el desarrollo del presente trabajo se pretende consolidar de manera practica
las habilidades adquiridas por el estudiante durante el desarrollo del curso, con el
fin de poner en conocimiento y evidencia por parte de los ingenieros encargados
del proceso educativo que el estudiante adquiri6 de manera correcta todos los
principios y fundamentos tedricos en las configuraciones, caracteristicas,
conexiones Yy principios que hace posible las conexion de diferentes protocolos y
equipos en una red de telecomunicaciones, ademas de aplicar el manejo de las
herramientas de software como lo es el Packet Tracer para el desarrollo de la
actividad solicitada. Obteniendo asi una calificacion positiva referente al
conocimiento aplicado en el actual proceso educativo en cada una de las areas del
diplomado Cisco CCNA.


https://www.tutellus.com/tecnologia/hardware/cisco-ccna-200-125-practicas-de-configuracion-en-espanol-12790
https://www.tutellus.com/tecnologia/hardware/cisco-ccna-200-125-practicas-de-configuracion-en-espanol-12790

Contenido

Escenario
Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de

Bogota, Medellin y Bucaramanga, en donde el estudiante sera el administrador de
la red, el cual deberd configurar e interconectar entre si cada uno de los
dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas

aspectos que forman parte de la topologia de red.

Topologia de red

Internet i
VLAN Direccionamiento Nombre
v % Internet 30 192.168.30.0/24 Administracion
a0 192.168.40.0/24 Mercaden

209.165.200.230 200 152.168.200.0/24 Mantznimiento

BOGOTA

172.31.21.0130

Lo4 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

FoI0 BIMANGA
Foi24 | 202.1Q

192.168.99.3
192.168.99.2
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1. Configurar el direccionamiento IP acorde con la topologia de red para cada

uno de los dispositivos que forman parte del escenario.

Internet — PC

#® INTERMET PC — [m] *

Physical  Config ~ Desktop  Programming  Atiributes

IP Configuration

O bHep @ Static

1P Address [209.165.200.230 |
Subnet Mask [255.255.255.248 |
Default Gateway [209.165.200.225 |
DNS Server [0.0.0.0 |

IPv6 Configuration
() DHCP (O Auto Config (@) Static

1Pv& Address | | ! ‘

Link Local Address |FE80::201:97FF:FE9E:E5E0

\
\
IPvE Gateway | ‘
\

1PvE DNS Server [
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Router 1

L —

Physical Config CL Attributes

105 Command Line Interface

Z Gigabit Ethernet interfaces
2 Low-speed serial{sync/async] network interface(s)
DREM configquration is €4 bits wide with parity disabled.
SK bytes of non-volatile configuration memory.
249856K bytes of ATA System CompactFlash 0 (Read/Write)

Press

ETURN to get started!

Router-enable
Routergconfigure terminal

Router (config)#no ip domain-lookup
Router (config) fhostname R1

R1(config) $enable secret class
Rl{config)] #line censole 0
Rl{config-line)#password cisco
Rl{config-line)#login
Rl({config-line)fexit

Rl{econfig]#line wey 0 4
Rl{config-line)$#password cisco
Rl{config-line)#login

onfig-line)fexit

onfigl #service pass

R1(config) #service password-encryption
Rl(config) tbanner motd FAcceso no Autorizado$
Rl (config) #

Enter configuration commands, one per line. End with CNTL/Z.

Ctrl+F6 to exit CLI focus Copy

[7op

Paste

.

Physical Config CLI Attributes

105 Command Line Interface

B R -

T TY- TS T FENLT
onfigl#line vty 0 &
g-line) #password cisco
R1{config-line) ¢login
Rl(config-line) fexit

( gidservice pass
onfig)#service password-encryption
onfig) #banner motd $Accesc no Autorizados
R1(config)#int s0/0/0
Rl(config-if) #description Coneccion a R2
R1¢ £i#ip address 172.31.21.1
R1(config-ifi#clock rate 128000
Rl(config-if)$no shutdown

Ctrl+F6 to exit CLI focus Copy

O 7op

Paste
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Physical Config CLI Attributes
105 Command Line Interface
Rl{config)$int g0/1.40
Rl ({config-subif]gno description Administracion LAN
Rl{config-subif) #nc encapsulation dotlg 30
Rl (config-subif) #¢no ip address 152.1€8.30.1 2
% Invalid input detected at '"~' marker.
Rl (config-subif) gexit
Rl(config) #int gO/1.30
Rl{config-subif) fdescription Administracion LAN
Rl (config-subif) #encapsulation dotlg 30
Rl{config-subif] #ip address 192.138.30.1 255.255
Rl{config-subif) ¢int gl/1.40
Rl{config-subif) ¢description Mercadeo LaN
Rl{config-subif] fencapsulation dotlg 40
Rl{config-subif) #ip address 152.165.40.1 2
Rl {config-subif) #int gl/1.30
Rl (config-subif) #ip addresss 192 _.168.30.1 2
% Invalid input decected at '~' marker.
Rl({config-subif) #ip address 152.1€8.30.1 255.255.255.0
Rl{config-subif] gexit
Rl{config)$int g0/1.200
Rl (config-subif] g¢description Mantenimiento LAN
Rl{config-subif) fencapsulation dotlg 200
onfig-subif) $ip address 192 .163.200.1 o
Rl [config-subif) g
Ctrl+F6 to exit CLI focus Copy Paste
O Top
L - m}
Physical  Config  CLI  Atiributes
105 Command Line Interface
Rl (config) ¢int gO/1_30
Rl{config-subif) fdescription Administracion LAN
Rl (config-subif) #encapsulation dotlg 30
#ip address 152.138.30.1 2
J#int g0/1.40
onfig-subif) ¢description Mercadeo LaN
onfig-subif) fencapsulation dotlg 40
Rl(config-subif] #ip address 152.165.40.1
Rl {config-subif) #int gl/1.30
Rl(config-subif)¢ip addresss 132.1€8.30.1
% Invalid input decected at '~' marker.
Rl({config-subif) #ip address 152.1€8.30.1 255.255.255.0
Rl{config-subif] gexit
Rl{config)#int g0/1.200
Rl {config-subif] g¢description Mantenimiento LAN
Rl{config-subif) fencapsulation dotlg 200
Rl({config-subif] ¢ip address 132.1&3.
Rl{config-subif] gint £0/0
%Invalid interface type and number
Rl{config] $int £0/0/0
%Invalid interface type and number
Rl{config]¢int £0/0/0
%Invalid interface type and number
Rl{econfig]g#int £a0/1/0
Rl{config-if) fno shutdown
Rl (config-if)g
Ctrl+F6 to exit CLI focus Copy Paste

[7op
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Physical Config CLI Attributes
10S Command Line Interface
Acoeso no Autorizado
User Access Verification
Password:
Rlrenable
Password:
Rléconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
21 {config) #router ospf 1
21 (config-router)frouter-id 1.1 1.1
21 {config-router) 3|
Ctrl+F6 to exit CLI focus Copy Paste
[7ep
L - m}
Physical  Config ~ CLI  Attributes
105 Command Line Interface
Acceso no Autorizado
User Access Verification
Password:
Rlrenable
Password:
Rlgconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Rl {config) frouter ospf 1
Rl {config-router)frouter-id 1.1.1.1
21 (config-router) #network
21 (config-router) #network
21 (config-router) #network
21 (config-router) #network
Rl{config-routez)$
Cirl+F6 to exit CLI focus Copy Paste

[ Top
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Physical Config CLI Attributes

10S Command Line Interface

User Access Verification
Password:
Rlrenable

Password:
Rlfconfigure terminal

Rl {config) frouter ospf 1

Rl {config-router)frouter-id 1.1.1.1
Rl{config-router)#network 172.31.21.0 0.0.0.3 area 0
Rl {config-router)#network 152.1€8.30.0
Rl{config-router)$network 1592.1€8.40
Rl{config-router)$network 192.1€2.200.0
Rl {config-router) #pass
Rl{config-router)#passive-interface gi/1
SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastZthernetl/1/0, changed state to down

Bl {config-router) fpassive-interface g0/1.30
Bl {config-router) fpassive-interface g0/1.40
21 {config-router) fpassive-interface g0/1_200
21 {config-router) §

ter configuration commands, one per line. End with CNIL/Z.

Ctrl+F6 to exit CLI focus Copy

[Jop

Paste

L

Physicad  Config  CLI  Attributes

105 Command Line Interface

SLINEPROIO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/L.30, changed state to up

to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/1.40, changed state to up

to up

$LINEPRCTC-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/1.200, changed state to up

Rliconfig-if) gexit
Rliconfig) gwr

% Invalid input detected 3t '~' marker.

Rli{config)#int s0/0/0

Rl {config-if) $ban

Rl {config-if) ¢bandwidth 128
Rl {config-if)

&LINE-5-CHANCED: Interface CGigabitEthernet0/1.40, changed state

SLINE-5-CHANGED: Interface GigabitEthernet0/1.200, changed state

Cirl+F6 to exit CLI focus Copy

[ Top

Paste
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Physical Config CL Attributes

105 Command Line Interface

Processor board LD FIX152400KS
Cigabit Ethernmet interfaces

Low-speed serialisync/async) network interface(s)
DREM configuration is €4 bits wide with parivy disabled.
SSK bytes of non-volatile configuration memory.
245356 bytes of ATA System CompactFlash 0 (Read/Write)

Press RETURN to get started!

Router>enable

Routerfconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)#no ip domain-lockup

Router (config) #hostname &
onfig) fenable secret class

onfig) #line console 0
onfig-line)#password cisco
tconfig-line)#login
onfig-line)fexit

onfig) #line vty 0 4

onfig-line) #password cisco
onfig-line)#login
onfig-line)#exit

{config) #service pass

onfig) #service password-encryption
onfig) 3

Ctrl+F6 to exit CLI focus Copy

[7op

Paste

¥R -

Physical Canfig CLI Attributes

105 Command Line Interface

Routezr~enable

Routerfconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) $no ip domain-lockup

Router (config) ghostname 22

config) fenable secret class

config) #line console 0O

config-line) fpassword cisco
config-line)#login

config-line) fexit

config)#line vey 0 4

Z{config-line) #passvord cisco
(config-line)#login

B2 (config-line) fexit

(config) gsezvice pass

B2 (config) #service password-encryption
R2(config) #banner motd Shcceso no Autorizades
(eonfig) gint s/0/0/0

% Invalid input detected at '~' marker.

0/0

(config) gint s
config-if) fexit

config) #¢int s0/0/1

R2 (config-if)#description Comeccion a BRI
config-if)$ip address 172.31.21.2

Ctrl+F6 to exit CLI focus Copy

[1op

Paste

10
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Physical Config CL1 Attributes

105 Command Line Interface

(config-if)#no sh "

RZ(config-if)$
% LINE-5-CHAN

Interface Serial0/0/1, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial/0/1
changed state to up

R2g
%SYS-5-CONFIG_I: Configured from console by console

RZgint s0/0/0

% Invalid input detected at marker.

R2gconfirgure terminal
% Invalid input detected at '~' marker

R2Zgconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z
Rz (config) gint s0/0/0

R2(config-if)#ip address 172.31.23.1 255.255.255
R2(config-if)#no sh

SLINE-S-CHANGED: Interface Serizl0/0/0, changed state to down
config-if)gclock rate 123000
RZ (config-if)$ hd

Cirl+F8 to exit CLT focus Copy Paste

[ 1op

¥R - m} x

Physical Canfig CLI Attributes

105 Command Line Interface

- ~

% Invalid input detected at marker.

Rigconfirgure terminal

% Invalid input detected at marker .
R2gconfigure terminal

nter configuration commands, one per line. End with CNTL/Z
Rz (config) gint s0/0/0

R2(config-if)#ip address 172.31.23.1 255.255.255.252
RZ(config-if)gno sh

SLINK-5-CEHAN Interface Serial0/0/0, changed state to down
config-if)gclock rate 123000

config-if)fexit

(config) ¢int goso

config-if)#description Coneccion a Internet

config-if)#ip address 205.1€5
{config-if)$no sh

RZ(config-if)$
3LINK-5-CEHAN
up

Interface GigabitEthernet(/0, changed state to

3LINEPROTO-5-UPDOWN: Line protoeol on Interface
GigabitEZthernet0/0, changed state to up
| v

Ctrl+F6 to exit CLI focus Copy Paste

O 1op

11
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Physical Config CL1 Attributes

105 Command Line Interface

2 {config-if)#clock rate 128000
config-if)gexit

B2 (config) #int g0/0

config-if)#description Coneccion a Internet
config-if)#ip address 209 165
{config-if)$no sh

RZ(config-if)$
3LINK-5-CHAN
up

Interface GigabitEchernet0/d, changed state to

$LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0, changed state to up

R2(config-if)fexit
config) gint gosl
config-if)#ip address 10.10.10.1
config-ifi#no sh

(config-if) 3
SLINK-5-CHANGED: Interface CigabitEthernet0/1, changed ssate to
up

SLINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitZthernet0/l, changed state to up

R
RZ (config=if)§

config-if)#descriprion Conececion a Server Web

Cirl+F8 to exit CLT focus Copy Paste

[ 1op

® R - m}

Physical  Config  CLI  Attributes

105 Command Line Interface

onfig-router) exit e

% Invalid input detected at '~' marker.

onfig-router) fexit
onfig) fexit

Rzg

%5YS-5-CONFIG_I: Configured from console by console
wr

Building configuration...

[0K]

gconfigure terminal
Enter configuration commands, cne per line.
RZ [config) #zouter ospf 1
onfig-router) ¢pss
onfig-router) #pass
onfig-router] $passive-interface gosl
onfig-router)fauto-cest reference-ban
onfig-router) #auto-cost reference-bandwidch 1000
% OSDF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across
all routers.
RZ [config-router) #int s0/0/0
R2 [config-if) gban
onfig-if) ghandwidth 128
onfig-if] gint s0/0/1
{config-if] gbandwidth 128
onfig-if) g

d with CNTL/Z.

Ctrl+F6 to exit CLI focus Copy Paste

[7op

12




Server WEB

Router 3

B Serve WEB -

Physical Config Services Desktop Programming Attributes

IP Configuration

O DHeP ® Static

1P Address [10.10.10.10 |
Subnet Mask [255.255.255.0 |
Default Gatenay [10.10.10.1] |
DNS Server [0.0.0.0 |

IPv6 Canfiguration
O DHeP O Auto Config @) Static

1Pv& Address |

Link Local Address |FE80: +2D0:BCFF:FEAE:EDBA

IPvE Gateway |

1Pv6 DNS Server [

O op

¥ R3 - m}
Physical Config CLI Attributes
10S Command Line Interface
A
Press REIURN to get started!
Routerrenable
Routerg#configure terminal
EZnter configuration commands, one per line. End with CNTL/Z.
Router (config)£no ip domain-lookup
Router (config) ghostname R3
R3(config) genable secret class
23 (configlline console 0
23 (config-line) gpassword cisco
23 (config-line) #login
R3{config-line) fexit
A3 (config) #line vty O 4
22 (config-line) gpassword cisco
B3 (config-line) #login
22 (config-line) fexit
A3 (config) #service pass
A2 (config) #service pass
R3{config) $service password-encryption
R2(config) $banner motd fAcoceso no Autorizadof
R32 (config) § ol
Cirl+F6 to exit CLI focus Copy Paste

O op

13
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Physical Config CLI Attributes

10S Command Line Interface

Enter configuration commands, one pet line. End with CNIL/Z.
Router (config)£no ip domain-lookup

Router (config) #hostname R3

23 (config) fenable secret class

R3({config)#line console O

R3{config-line) #password cisco

R3i{config-line) #login

R3i{config-line) fexit

R3{config) #line voy 0 4

23 ({config-line) fpassword cisco

R3(config-line) #login

A2 (config-line) fexit

22 (config) gservice pass

22 (config) gservice pass

22 (config) #service password-encryption

22 (config) #banner motd $kcoeceso no Autorizado$
R3{config)$int s0/0/1

R3{config-if) #description Coneccion a R2
R3(config-if)#ip address 172.31.23.2 255.255.255.252
R3(config-ifl#no sh

R3lconfig-ifi#
SLINK-S5-CHANGED: Interface Serialds071, changed state to up

Ctrl+F6 to exit CLI focus Copy Paste

[Jop

¥ R3 - m}

Physicad  Config  CLI  Attributes

105 Command Line Interface

% LINEPROIO-5-UPDOWN: Line protocol on Interface Serial0O/0/1,
changed state to up

R2(config-if)#int lod

23 (config-if)#
SLINK-5-CHANGED: Interface Locpback4, changed state to up

&LINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackd,
changed state to up

R3{config-if) #ip address 192.1€3.4.1 255.255.255.0
R3{config-if)#ho sh
shiconfig) #int lo4
shiconfig-if) #ip address 1
shiconfig-if)#no sh
shiconfig-if)#int 1o5

shiconfig-if)#
% LINE-5-CHAN(

: Interface LoopbackS, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Loopbacks,
changed state to up

Cirl+F6 to exit CLI focus Copy Paste

[ Top

14
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Physical Config CLI Attributes

10S Command Line Interface

shiconfig-if)#int 1lo5

shiconfig-if)#
3LINK-5-CHANGED: Interface LoopbackS, changed state to up

SLINEPROTO-S-UPDOWN: Line protocol on Interface LoopbackS,
changed state to up

shiconfig-if) #ip address 1
shiccnfig-if)$no sh
sh{config-if) #int lo€

shiconfig-if)#
LLINE-S-CHANGED: Interface Locpbacké, changed state to up

&LINEPROTO-5-UPDOWN: Line protocol on Interface Loopbacke,
changed state to up

shiconfig-if) #ip address 132.168.6.1 255.255.255.0
shiconfig-if)#no sh

shiconfig-if) #int 1o§

shiconfig-if) #ip address 1%2.168.5.1 255.255.255.0
figno sh

shiconfig-if) 4

Ctrl+F6 to exit CLI focus Copy

[Jop

Paste

¥ R3 -

Physicad  Config  CLI  Attributes

105 Command Line Interface

Acoeso no Autorizado
User Access Verification
Password:

shrenable
Password:
shfconfigure terminal

shiconfig) ¢router ospf 1

sh{config-router) $router-id 3.3.3.3
sh{config-router) #network 172.31.23.0 0.0.0.3 area 0
sh{config-router)$

04:10:08: %0SPF-5-ADJCHG: Process 1, Nbr 2.2
from LOADING to FULL, Loading Done

shiconfig-router)$network 152.1€2.4.0 0.0.2.255 area 0
sh{config-zoustez) §

Znter configuration commands, one per line. End with CNTL/Z.

2 on Serial0;0/1

Cirl+F6 to exit CLI focus Copy

[ Top

Paste

15
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Physical Config CLI Attributes

105 Command Line Interface

Fassword:
sh#configure terminal

Enter configuration commands, one per line. End with CHTL/Z.
sh(config) $router ospf 1

sh(config-router) frouter—id 3.3.3.3

sh (config-router) gnetwork 17231
sh(config-router)t

04:10:08: ¥0SPF-5-RDJCHE: Drocess 1, Nbr
from LORDING to FULL, Loading Done

.0 0.0.0.3 area O

on Serialds0fl

shiconfig-router) fnetwork 192.1€3.4.0 0.0.3 area 0
sh{config-router) fass
sh(config-router) #paasi
sh{config-router) $paasive- in
sh{config-router) $pass
sh|config-router) fpassive-inte:
sh{config-router) #passive-inte:
sh{config-router) $passive-interface lo¢
shl{config-router) fauto-cost refere
shl{config-router) #auto-cost reference-bandwidth 1000
% 0OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across

all routers.

sh(config-router) g

Ctrl+F6 to exit CLI focus Copy Paste

[ 7op

Lg:E - m}

Physical Config  CLI  Atirbutes
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shlconfig-router) grouter-id 3.3.3.3
sh(config-router) $network 172.31
sh{config-router)$

04:10:08: %0SPF-5-ADJCHC: DProcess 1, Nbr 2.2.2.2 on Serialdso/l
from LOADING to FULL, Loading Done

.0 0.0.0.2 area O

sh(config-router) network 192.168.4.0 0.0.3.255 azea 0
sh(config-zouter) fass
sh{config-router)#paasi
shlconfig-router) §paasive— in
sh{config-router) #pass
shlconfig-router) §passive—interface lod
shlconfig-router) fpassive—interface 1o
sh|config-router)#passive-inte
sh{config-router) auto-cost refere
sh (config-router) gauto-cost reference-bandwidch 1000
% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across

ace lo€

all routers.
sh{config-router) fexit
sh(config)#int s0/0/1
sh{config-if) $ban
sh(config-if) #bandwidth 128
shiconfig-if)#

Ctrl+F6 to exit CLI focus Copy Paste

[ Top
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SLINEPROTO-5
changed state to up

Switch>enable
Switchfconfigure terminal

Switchlconfig) #éno ip domain-lookup
onfig) ghostname S1
Sliconfig) #enable secrert class

% Invalid input detected at marker.
Sli{config) #enable secrst class
Sliconfig)#line console 0
S1iconfig-line) gpassword cisco
Sliconfig-line)#login
S1{config-line)gexit

Sliconfig)#line vty 0 4
§1({config-line) gpassword cisco
Sl{config-line)flogin
§1{config-line)fexit

S1{config) #service pass

Sliconfig) #service password-encryption
S1{configl#

%LINK-5-CHENGED: Interface FastEthernet(/3, changed state to up

UPDOWN: Line protocol on Interface FastEthernet0/3,

nter configuration commands, one per line. End with CNTL/Z.

Ctrl+F6 to exit CLI focus Copy Paste
[ 7op
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SLINK-5-CHENGED: Interface Fas

LLINZPROTO-5-UPDOWN: Line protocol on Interface Fas
changed state to up

Switch>enable
Switchfconfigure terminal

Switchlconfig) $no ip domain-lookup
onfig) thostname S1
Sliconfig) #enable secrert class

% Invalid input detected at marker.
Sliconfig) #enable secret class

Sl{config) #line comsole O
S1{config-line)gpassword cisco
S1{config-line! #login

S1{config-line)gexit

Sliconfig)#line vty 0 4

S1{config-line) gpassword cisco
Sliconfig-line)$login

S1{config-line) fexit

S1{config) #service pass

Sliconfig) #service password-encryption
S1{config) #hanner motd $hcceso No Butorizado$
Sliconfig)

hernet/3, changed state to up

Ethernet0/3,

Enter configuration commands, one per line. End with CNTL/Z.

Ctrl+F6 to exit CLI focus Copy

[ Top

Paste
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Switchlconfig) #hostname S1
51{config) #enable secrert class

% Invalid input detected at '~' marker_

Sl{config)#enable secret class
Sl{config)#line console 0

g-line) #password cisco
S1{config-line)#login

Sliconfig-line) fexit

S1{config)#line voy 0 4
Sl{config-line)gpassword cisco
§1{config-line)#login
Sl{config-line)fexit

Sliconfig) #service pass
S1{config)#service password-encryption
S1i{config) #banner motd $Acceso Mo Butorizado$
§1{config)#vlan 30

g-vlan)gname Administracion
S1{config-wlan)gvlan 40
Sl{config-vlan)#name Mercadeo
§1{config-vlan)#vlan 200
S1{config-vlan)gMantenimiento

% Invalid input detected at '~' marker.

§1{config-vlan)gname Mantenimiento
S1{config-vlan)§

Cirl+F6 to exit CLI focus Copy

[ Top
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S1(config) #line vty 0 &
S1i{config-line) fpassword cisco
S1{config-line)#login

g-line)gexit

§1{config) #service pass

Sl{config) #service password-encryption
S1{config)#banner motd $Acceso Mo Butorizado$
S1{config)gvlan 30

Sl{config-vlan)#name Administracion
S1{config-vlan)gvlan 40

S1{config-vlan) #name Mercadeo
S1{config-wlan)gvlan 200
Sl{config-vlan)$Mantenimiento

% Invalid input detected at '~' marker_

51{config-vlan) gname Mantenimiento

S1{config-vlan)gint wlan
Sliconfig-if)$
SLINK-S-CHENGED: Interface Vlanzo

{config-if) #ip address 192.1€5.200.2 255.255 0
config-ifigno sh

config-if) fexit

{config) #ip defaul

Sl{config) #ip default-gateway 152.168.
S1{config g

00,1

changed state to up

Ctrl+F86 to exit CLI focus Copy

[7op
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51 (config-vlan) EMantenimiento
% Invalid input detected at '~' marker.

§1{config-vlan)gname Mantenimiento
Sli{config-vlan)#
S1{config-vlan)#int vlan
Sliconfig-if)$
$LINK-S-CHAENGED: Interface V1an200, changed state to up

Sliconfig-if)#ip address 132.1€3.2
config-if)#no sh
config-if)fexit

(config) #ip defaul

config) #int £0/3
config-if)#swi
Sliconfig-if)#switchport mede trunk

Sliconfig-i£)#
SLINZPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3,
changed state to down

SLINEPROTO-5-UBDOWN: Line protocol on Interface Fas
changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface V1an2z00, changed
state to up

Cirl+F6 to exit CLI focus Copy Paste

[ Top

L] - O

Physical  Config  CLI  Attributes

105 Command Line Interface

51 (config-vlan) gint vlan 200
Slico g-if) g
%LINK-5-CHENGED: Interface Vlanl

changed state to up

162

Sl{config-if)#ip address 1
Sl{config-if)#no sh

#exit
§1({config) #ip defaul
Sliconfig) #ip default-gateway 152.1€8.200.1
Sliconfig)#int £0/3

S1iconfig-if)#swi

S1{eonfig-if)#switchport mode trunk

Sliconfig-if)$
SLINEPROTO-5-UBDOWN: Line protocol on Interface FastEthernet0/3,
changed state to down

$LINEPROTO-5-UPDOWN: Line protocol on Interface Fas
changed state to up

hernet/3,

SLINEPROTO-5-UPDOWN: Line protocol on Interface V1an200, changed
state to up

S1{config-if}#switchport trunk native wlan 1
£ig#int £0/24
S1{config-if)#switchport mode trunk
Sl{config-if)#switchport trunk native vlan 1
S1{config-if) 3

Ctrl+F86 to exit CLI focus Copy Paste

[7op
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changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface V1an2z00, changed
state to up

S1{config-if)#switchport trunk mative vlan 1
Sliconfig-if)#int £0/2
51 £)#switchport mode trunk
S1{config-if)g#switchport trunk native wlan 1
Sliconfig-if)#int range f£a0/1-2, £a0/4-23, gl/1-
interface range not wvalidated - commshd rejected
Sl{config) #int range £0/1-2, £0/4-23, gl/1-2
interface range not validated - command rejected
Sliconfig)

s13

+5Y5-5-CONFIG_I: Configursd from comscle by console

Sljconfigure terminal
nter configuration commands, one per line. End with CNTL/Z.
Sl{config)gint range

% Incomplete command.

Sliconfig)#

config)#int f£a0/l

config-if) #sw

config-if)#switchport mode acces

£)#switchport mode access
config-if)#switchport access vlan 30
config-if)#

Cirl+F6 to exit CLI focus Copy Paste
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Switch>enable
Switchfconfigure terminal

% Invalid input detected at '*' marker.

Switchiconfigure terminal
nter configuration commands, one per line. Snd with CNTL/Z.
Switch(config) éne ip domain-lockup

Suitch [config) $hostname 53

S3{config) fenable secret class

S3(config) #line console 0

53 (config-line) gpassword cisco

S%(config-line) #login

S3(config-line)#line wey 0 4

$3{config-line) gpassword cisco

S3(config-line) #login

S3(ccnfig-line) fexit

S3(config) #service pass

S3(config) #service password-encryption

g) #banner motd $Acceso no Rutorizado$

53 (config g

Ctrl+F6 to exit CLI focus Copy Paste

[7op
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changed state to up
Acceso no Busorizade

User Access Verification

Password:

S3>enable

Password:

S3fconfigure terminal

nter configuration commands, one per line. End with CNTL/Z.
S2{config) #vlan 30

§3{config-vlan)gname Administracion

S3{config-vlan)#vlan 40

§3{config-vlan) #name Mercadeo

S3{config-vlan)gvlan 200

S3i{config-vlan) #name Mantenimiento

§3(config-wlan) gexit

g) #int vlan
S3(config-if)d

oo

SLINE-S-CHANGED: Interface V1an200, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlan2 changed
state to up
S3{config-if)#ip addres 1
S3(config-if)#no sh
S3{config-if)
Ctrl+F6 to exit CLI focus Copy Paste
[ Top
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SLINE-5-CHANGED: Interface vlanz00, changed state ©o up
SLINEPROTO-5-UPDOWN: Line protocol on Interface V1an20d, changed

state to up

53 (config) #int vlan 40
S3(config-if)$
%LINK-5-CHANGED: Interface V1an40, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Vlandd, changed
state to up

ip address 152.1€8.40.3 2
Bad mask /30 for address 1
{config-if) #ip address 1
config-if)$#no sh
config-if) gexit

config) #ip default
config)#ip default-gateway 152.165.40.1
config)#int fan/3

config-if) #sw

S3{config-if)#switchport mode trunk
$3{config-if)#switchport trunk mative vlan 1
S3 (config-if)d

1€3.40.3
1€8.40.3 255

Ctrl+F86 to exit CLI focus Copy Paste
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S3lconfig-if)#no sh -
S3{config-if)fexit

S3{config) #ip defaul

S3(config) #ip default-gateway 152.1€8.200.1

S3{config) #int vlan 40

S3{config-if)#

SLINK-S-CHANGED: Interface Vlandd, changed state to up

SLINZPROTO-5-UPDOWN: Line protocol on Interface Vlan40, changed
state to up

ip address 192.163.40.3 2 .
Bad mask /30 for address 192.1€9.4
S3i{config-if)$#ip address 192.1€2.40.3 255.255.255.0
S2i{config-if)$no sh

§3{config-if) fexit

S3(config) #ip default

S3{config) #ip default-gateway 152.1€8.40.
S3(config) #int £a0/3

S% {config-if) §sw
S3{config-if)#switchport mode trunk

=
-

S3{config-if)#switchport trunk native vlan 1

§3{config-if) fexit

§3(config) #int fa0/l

S3{config-if)#sw

53(config-if)#switchport mode access

$3{config-if) #switchport access vlan 40

S3{config-if)fexit

S3{config) # hd

Cirl+F6 to exit CLI focus Copy Paste

[ Top

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:
OSPFv2Z area 0

Configuration Item or Task Specification

Router ID R1 1.1.1.1

Router ID R2 2.2.2.2

Router ID R3 3.3.3.3

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales en 128 Kb/s
Ajustar el costo en la métrica de S0/0 a 7500
L — [m] *
Physical Config CLI Attributes
10S Command Line Interface
Ll
RArreso no Autorizado
User ARrcess Verification
Password:
BEl=enable
Password:
Rlgconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Rl{config) $router ospf 1
Rl{config-router)f#router-id 1.1.1.1
Rl{config-router) #network 1
Rl{config-router) #network 1
Rliconfig-router) #network 1
Rliconfig-router)#network 13
iy v
liconfig-routeriins
Ctrl+F6 to exit CLI focus Copy Paste
[7ep
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SLINEPROTO-5-UEDOWN: Line protocol om Interface Seriald/0/1, ~
changed state to down

&LINK-5-CHANCE!

Interface Serial(/0/l, changed state to up

RLINEPROTC-S5-UPDOWN: Line protocol on Interface Seriall/0/1,
changed state to up
Acceso no Autorizado

User kccess Verificationm
Password:

R2>enable

Password:
RZg#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
B2 (config) #router ospf 1

g-router) frouter-id
onfig-rouser) fnetwork 17

S31.21.0 ¢

0.2 area 0
B2 (config-router)#

04:02:53: $0SPF-5-ADJCHE: Process 1, Nbr 1.1.1.1 om Serial0/0/1
from LOADING to FULL, Loading Done

fig-router] fnetwork 101
onfig-router) # v

Cirl+F6 to exit CLI focus Copy Paste

O Top
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3 LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitE

hernet0/1.40, changed state to up

SLINK-5-CHANGED: Interface GigabitEthernet0/1.200, changed state
to up

&LINEPROTO-5-UPDOWN: Line protocol on Interface
GCigabitEthernet0/1.200, changed state to up

Rliconfig-if) #exit
Rlico g #wr

% Invalid input detected at '~' marker.

Rllconfig) #int s0/0/0

Al {config-if) $ban

$bandwidth 123
#ip pspf cost 75

% Invalid input detected at '~' marker._

1 {config-if)$ip ospf cost 7500
R1{config-if) g

Cirl+F6 to exit CLI focus Copy Paste
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R2 (config-router) fexit e A

% Invalid input detected at marker.

config-router] fexit
config) fexit

$5YS-5-CONFIG_I: Configured from console by console
wr
Building configuration...
[OK]
configure terminal
Enter configuration commands, one per lime. End with CNIL/Z.
config) $router ospf L
config-router)#pss
config-router) ¢pass
config-router) fpassive-interface gO/1
config-router] fauto-cost reference-ban
config-router] fauto-cost reference-bandwidth 1000
% OSDPF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across

all rousers.

config-router] #int s0/0/0

£) ¢ban

£)] ghandwidch 128

#int s0/0/1

£ ghanduwidch 128

config-if) g v

Cirl+F6 to exit CLI focus Copy Paste

O Top

Verificar informacion de OSPF

v Visualizar tablas de enrutamiento y routers conectados por OSPFv2

¥R - O X
Physical Config  CLI  Atfributes
105 Command Line Interface
BT IO CONT IO ION -
[OE]
=kt 3
04:10:08: %05PF-5-ADJCHG: Process 1, Nbr 3.32.3.3 on Seriald/0/0 from LORDING to
FULL, Loading Done
cisco
Translating "cisco™
% Unknown command or computer name, or unable to £ind computer address
show ip ospf nei
show ip ospf neighbor
Neighbor ID DPri State Dead Time Zddress Interface
2.2.2.3 a FULL/ - 00:00:3€ 17z.21.23.2 Seriald/0/0
l1.1.1.1 a FULL/ - 00:00:32 17z.21.21.1 Seriald/0 /1
RZ# v
Ctrl+F6 to exit CLI focus Copy Paste
[ Top
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v Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo

de cada interface

¥ Rz - m} *
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Ritshow ip ospf interface P

Serial0/0/L is up, line protocol is up
Internet address is 172.31.21.2/30, Rrea 0
Process ID 1, Router ID Network Type POINT-TO-DOINT, Cost: €47
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router on this network
Timer intervals configured, Helle 10, Dead 40, Wait 40, Retransmit §
Hello due in 00:00:05
Index 1/1, flood queue length O
Next Ox0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Serialds0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Area 0
Process ID 1, Router ID 2.2.2.2, Network Type BOINT-TO-POINT, Cost: 7500
Transmit Delay is 1 sec, State BOINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router on this network

--More—— hd
Ctrl+F6 to exit CLI focus Copy Paste
[1ep
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Timer intervals configured, Hellc 10, Dead 20, Wait 40, Retransmit & o
Hello due in 00:00:05
Index 2/2, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
2Zdjacent with neighbor 3.3.3.3
Suppress hello for 0 neighbor(s)
GigabitEthernetdsl is up, line protocol is up
Internet address is 10.10.10.1/24, Area 0
Process ID 1, Router ID Network Type BRORDCAST, Cost: 10
Transmit Delay is 1 sec, State WAITING, Priority 1
No designated router on this network
No backup designated router om this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit §
No Hellos (Passive interface)
Index 3/3, flood gqueue length 0
Next 0:20(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Weighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
D3 v
Ctrl+F6 to exit CLI focus Copy Paste
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v Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing

Networks, and passive interfaces configuradas en cada router.

¥R - O X
Physical ~Config  CLI  Attributes
105 Command Line Interface
Neighbor Count is 0, Adjacent neighbor count is 0 '~
Suppress hello for 0 neighbor(s)
R2¢show ip protocols
Routing Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 2.2.2.2
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Mamimum path: 4
Routing for Networks:
172.231.21.0 0.0.0.3 area 0
172.231.23.0 0.0.0.3 area 0
10.10.10.0 0. 255 area O
Passive Interface(s):
FigabitEthernetl/1
Routing Information Sources:
Gateway Distance Last Update
l.1.1.1 110 7:02
z.z.2.2 110 5:48
3.3.3.3 110 €:03
Distance: {(default is 110)
nag A
Ctrl+F6 to exit CLI focus Copy Paste
[1ep
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FigabitEthernetl/1 r
Routing Information Sources:
Gateway Distance Last Update
l.1.1.1 110 t17:02
z.z.2.2 110
3.3.3.3 110
Distance: {(default is 110)
R2¢show ip route ospf
% Invalid input detected at '~' marker.
R2tshow ip route ospE
152.16€2.4.0/32 is subnetted, 1 subnets
o [110/7500] wia 172.31.23 00:07:05, Seriald/0/0
is subnetted, 1 subnets
o [110/7500] wia L7 2 :07:05, Serial0/0/0
is subnetted, 1 subnets
o [110/7500] wia 172.31.23 7:08, Serial0/0/0
o 1%2.16€2.20.0 [110/€48] via 172.31.21.1, 00:14:34, Serial0/0/1
o 152.1€2.40.0 [110/€42] wia 172.31.21.1, 00:14:24, Serizl0/0/1
o 152.1€2.200.0 [l10/€48] wia 172.231.21.1, 00:14:24, Seriald/0/1
D3 v
Ctrl+F6 to exit CLI focus Copy Paste
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descripeion Comeccion a RL o
bandwidth 123

ip address 172.31.21.2 255.255.255.252

.

interface Vlanl
no ip address
shutdown

I

router ospf 1L
router-id
log-adjacency-changes
passive-interface GigabitEthernetO/1
auto-cost reference-bandwidth 1000
network 172.21.21.0 0.0.0.2 area 0
network 172.31.22.0 0.0.0.2 area O
network 10.10.10.0 0.0.0.255 area 0
I

ip classless
ip route 0.0.0.0 0.0.0.0 GigsbitEthernetl/0
|

ip flow-export version 3
|
!

--More-- | v

Ctrl+F6 to exit CLI focus Copy Paste
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3. Configurar VLANs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red

establecida.
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Switch(config) shostname 51 o
51 (config) enable secrert class

% Invalid input detected at '~' marker.
S1(config) enable secret class
S1(config)#line console 0
S1{config-line)#password cisco
S1lconfig-line)#login

S1(config-line)gexic

S1tconfig) #line vty 0 4

51 (config-line)#password cisco
S1(config-line)#login

51(config-line)fexit

config) gservice pass

S1(config) #éservice password-encryption
S1(config) $banner motd sAcceso No Rutorizados
S1tconfig) #vlan 30

S1({config-vlan)#name Rdministracion
S1(config-vlan)$vlan 40

51(config-vlan)#name Mercadeo
S1(config-vlan)$vlan 200
51(config-vlan)#Mantenimiento

% Invalid input detected at marker.

S1(config-vlan)§name Mantenimiento
51 (config-vlan)$ =

Ctrl+F6 to exit CLI focus Copy Paste
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SLINK-5-CHANGED: Interface FastEthernet(/3, changed state to up

LLINEPROTO-5-UDDOWN: Line protocol on Interface FastEthernetd/3,
changsd state to up

Switchrenable

Switchgconfigure terminal

Enter configuration commands, one per line. End with CNIL/Z.
Switch(config)#no ip domain-lockup

Switch(config)fhostname S1

51 (config) $enable secrert class

% Invalid input detected at marker.
S1lconfig) enable secret class
S1(config) #line console 0
S1{config-line)fpassword cisco
{config-line)#login

onfig-line)fexit

onfig)#line wey 0 4
lconfig-line)#password cisco
S1lconfig-line)#login
S1(config-line)gexic

S1(config)$ b

Cirl+F6 to exit CLI focus Copy Paste

O Top
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Switchrenable
Switchéconfigure termunal

% Invalid input detected at marker.
Switchgconfigure terminal

Enter configuration commands, one per lime. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Switch(config)#hostname 53

53 (config) enable secret class

S3(config) $line console 0

{config-line) #password cisco

onfig-lins)#legin

onfig-line)$line vty 0 4

onfig-line)#password cisce

onfig-line)#login

53 (config-line)gewic

S3(config) $service pass

S3(config) ¢service password-encryption

53 (config) fbanner motd jhcceso no Rutorizade?

53 (config) g hd

Ctrl+F6 to exit CLI focus Copy Paste
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S1lconfig) #line vey O 4
51(config-line)gpassword cisco
S1tconfig-line)#login

S1{config-line)gexit

(config) #service pass

onfig) #service password-encryption

onfig) $banner motd Shcceso No Butorizadod
onfig) #vlan 30

{config-vlan)#name Administracion
S1tconfig-vlan)$vlan 40

51 (config-vlan)gname Mercadeo
S1{config-vlan)#vlan 200

51(config-vlan) #Mantenimiento

% Invalid input detected at marker.
S1(config-vlan)#name Mantenimiento
51(config-vlan)

S1(config-vlan)#int vlan 200
51(config-if)g

#LINK-5-CHAN!

Interface Vlan:

]
S1{config) §
Cirl+F6 to exit CLI focus Copy Paste
O Top
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Sliconfig-vlan)#Mantenimiento

% Invalid input detected at marker.
S1tconfig-vlan)#name Mantenimiento
51(config-vlan)

S1(config-vlan)#int vlan 200
Sliconfig-if)§

#LINK-5-CHAN!

Interface Vlan:

changed state to up

S1(config-if) #ip address 152_168
Sliconfig-if)gno sh
51(config-if) genit

S1{config) #ip defaul
Sliconfig)#ip default-gateway 132.1€3
S1(config)tint £0/3
Sliconfig-if)g#swi

S1(config-if) gswitchport mode trunk

51(config-if)g
SLINEPROTO-S-UEPDOWN: Line protocol on Interface FastEthernetd/3,
changed state to down

$LINEPROTO-5-UEDOWN: Line protocol on Interface FastEthernesd/3,
changed state to up

%LINEPROTO-5-UEDOWN: Line protocol on Interface Vlan: changed
state to up
Ctrl+F6 to exit CLI focus Copy Paste

[7op
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Sl{config-vlan)$#int vlan 200
Sl{config-if)g¢
3 LINK-5-CHAN

Interface V1anzoO

changed state to up

(config-if) fip address 1
onfig-if)#no sh
onfig-if) fexit

onfig) #ip defaul
(config) #ip default-gateway 152.168
S1tconfig) #int £0/3
51(config-if) gswi

S1(config-if) gswitchport mode trunk

S1(config-if)§
$LINEPROTO-5-UEDOWN: Line protocol on Interface FastEthernesd/3,
changed state to down

LLINEPROTO-5-UDDOWN: Line protocol on Interface FastEthernetd/3,
changed state to up

%LINEPROTC-5-UPDOWN: Line protocol on Interface Vlan: changed
state to up
)#switchport trunk native vlan 1
S1(config-if)g¢int £0/24
Sliconfig-if) g¢switchport mode trunk
onfig-if) ¢switchport trunk native vlam 1
S1{config-if) g
Cirl+F6 to exit CLI focus Copy Paste
O Top
® 5 - m}
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changed state ©o up
4LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan: changed

state to up

S1(config-if) fswitchport trunk native vlan 1

S1(config-if) ¢switchport mode trunk
S1{config-if) gswitchport trunk native vlan 1
S1{config-if]gint range £a0/1-Z, fa0/4 gl/1
interface range not validated - commshd rejected
S1{config]#int range £0/1-2, £0/4-23, gl/1-2
interface range not validated - command rejected
S1iconfig)#

Slg

%5¥5-5-CONFIC_I: Configured from console by console

Sl#configure terminal
Enter configuration commands, one per lime. End with CNTL/Z.
S1(config) $int range

% Incomplete command.

S1(config)#

onfig) #int fal/l

S1(config-if) gsw

S1tconfig-if) fswitchport mode acces

51(eonfig-if) gswitchport mode access

S1(config-if) fswitchport access vlan 30

51(config-if)g

Ctrl+F6 to exit CLI focus Copy Paste

[7op
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53 (config-if) gexit
S3(config) $ip defaul
53 (config) #ip default-gateway 152.163

S3(config) #int vlan 40

83 (config-if)$

Interface Vlan4d, changed state to up

*LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan4d, changed
state to up

ip address 182.162.40.3
Bad mask /30 for address 192

onfig-if]¢no sh
onfig-ifl fexit

onfig) #ip default

53 (config) #ip default-gateway 152.1€3.40.1
S3(config) #int fa0/3

53 (config-if] gsw

53 (config-if) gswitchport mode trunk
onfig-if] ¢switchport trunk native vlan 1
onfig-ifl fexit

mode access
access vlan 40

53 (config) #

Cirl+F6 to exit CLI focus Copy Paste

O Top
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RI(config) #int go/1 20
Rltconfig-subif) fno description Administracion LAN
Rl {eonfig-subif] g¢no encapsulation dotlg 30

Rl{config-subif) #no ip address 192.1€8.30.1

s

% Invalid input detected at '~ marker.

R1(config-subif) gexit
Rl{config) #int g0/1.30
Rl (config-subif] g¢description Administracion LaN
Rl(config-subif) fencapsulation dotlg 30
Rl{eonfig-subif) #ip address 152.138.30.1 2
Rl(config-subif] fint g0/1.40
Rl(config-subif) #description Mercadeo LAN
Rl (config-subif) fencapsulation dotlg 40
onfig-subif) #ip address 152.168.40.1
R1(config-subif] ¢int go/1.30
Rltconfig-subif) #ip addresss 152.1€3.30.1 255.

Rl

% Invalid input detected at '~ marker.

Rl(config-subif] fip address 192.168.30.1
Rl(config-subif) fexit

Rl (config)$int gO/1. 200

Rl(config-subif) fdescription Mantenimiento LAN
R1(config-subif] gencapsulation dotlg 200
Rl(config-subif) fip address 152.168.200.1 255.2
Rl {config-subif) g

Ctrl+F6 to exit CLI focus Copy Paste

[7op
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User Access Verification
Password:

Rlrenable

Password:

Rlgconfigure terminal

ter configuration commands, one per line. End with CNIL/Z.
Rl {config) frouter ospf 1

Rl {config-router)frouter-id 1.1.1.1

Rl{config-router)#network 172.31.21.0 0.0.0.3 area 0

Rl {config-router)#network 152.1€8.30.0
Rl{config-router)$network 1592.1€8.40
Rl{config-router)$network 192.1€2.200.0
Rl {config-router) #pass
Rl{config-router)#passive-interface gi/1
SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastZthernetl/1/0, changed state to down

Rl{config-router) $passive-interface gi/1.30
Rl{config-router) fpassive-interface gi/1.40
Rl {config-router) fpassive-interface gi/1.200
Rl {config-router)#

Ctrl+F6 to exit CLI focus Copy Paste

[Jop
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BEl=enable

Password:

Rlgconfigure terminal

Znter configuration commands, one per lime. End with CNTL/Z.
Al{config) $zouter ospf 1

Rl {config-routez) $router—id 1.1.1.1
Rl {config-zoutez) fnstwork 172.31.21.0
Rl{config-router) #network 152.168. 30
Rllconfig-router) #network 152.168._4f
R1{config-router) fnetwork 152.1€8_200.
Rl{config-router) pass

Al {config-zroutes) fpassive-interface g/l
RLT ROTO-5-UPDOWN: Line protocol on Interface
FastEtherneti/1/0, changed state to down

.3 area 0

.0.255 area 0
0.0.0.2
.255 area 0

55 area O

Rliconfig-router)gpassive-interface gO/s1.30
Rliconfig-router) #passive-interface g0/1.40
Rliconfig-router) #passive-interface gl/1.200
Rliconfig-router) fauto-cost reference-bandwidth 1000
% OSDF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across
all routers.
Rl{config-routex)$

Cirl+F6 to exit CLI focus Copy Paste

[ Top

32




Ll - m}

~

Physical Config CLI Attributes

10S Command Line Interface

TLINEPROIO-5-UFDORN . Line protocol on lateziace o
GigabitEtheznet0/1.30, changed state to up

$LINE-5-CHANGED: Interface GigabitEZthernet0/1.40, changed state
to up

SLINEPROTO-S-UPDOWN: Line protocol on Interface
GigabitEthernet0/1.40, changed state to up

% LINK-5-CHAN
to up

: Interface GigabitEthernet0/1.200, changed state

$LINEPROTC-5-UPDOWN: Line protocol on Interface
GigabitEthernetl/1.200, changed state to up

R1{config-if) fexit
Bl {config) #wr

% Invalid input detected at '~' mazker.
Bl iconfig) #int s0/0/0

Bl {config-if) #ban

Rl {config-if)#bandwidth 128

21 {config-if) g he

Ctrl+F6 to exit CLI focus Copy Paste

[Jop

4. En el Switch 3 deshabilitar DNS lookup

L] - m}
Physical  Config ~ CLI  Attributes
105 Command Line Interface
~
Press RETURN to get started.
Switchrenable
Switchgconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch{config)fno ip domain-lockup
Switchiconzig) g v
Cirl+F6 to exit CLI focus Copy Paste
O7op
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changed state to up -

LLINEPROTO-5-UDDOWN: Line protocol on Interface Vlan:
state to up

changed

S1(config-if) ¢switchport mode trunk
S1{config-if) gswitchport trunk native vlan 1
S1(config-if)gint range fad/1-2, fa0/4-23, gl/1-2
interface range not validated - commshd rejected
S1(configl#int range £0/1-2, £0/4-23, gl/l
interface range not validated - command rejected
S1iconfig)#

Slg

%5¥5-5-CONFIC_I: Configured from console by console

Slgconfigure terminal
Enter configuration commands, one per line.
Sl{config) #int range

% Incomplete command.

S1(config)#

Sliconfig)#int falsl

S1(config-if) gsw

Sliconfig-if) g¢switchport mode acces
51(eonfig-if) gswitchport mode access
S1(config-if) fswitchport access vlan 30
S1{config-if) ¢ &

d with CNTL/Z_

Ctrl+F6 to exit CLI focus Copy Paste

[7op
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Switchiconfig)#hostname S1 A
51(config) ¢enable secrert class

% Invalid input detected at '~' marker.

51(config) #enable secret class
onfig)¢line console 0
51(config-line)#password cisco
51(config-line)#login

onfig) #line woy 0 4
onfig-line)#password cisco
onfig-line)#login

S1(config-line)fexit

S1(config) #service pass

S1(config) $service password-encryption
S1(config) $banner motd Acceso No Autorizados
S1(config) #vlan 30

S1(config-vlan)$name Administracion
51(config-vlan)gvlan 40

S1(config-vlan)$name Mercadeo

lan)#vlan
S1(config-vlan)$Mantenimiento

% Invalid input decected at '~' marker.

S1({config-vlan)$name Mantenimiento
S1{config-vlan)$ b

Cirl+F6 to exit CLI focus Copy Paste

O Top
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changed state to up ~
Acceso no Rutorizado

User Rocess Verification
Password:

S3-enable
Password:
S3fconfigure terminal

Enter configuration commands, one per lime. End with CNTL/Z.
53 (config) $vlan 30

onfig-vlan) #name Administracion

onfig-vlan)#vlan 40

onfig-vlan) #name Mercadeo

onfig-vlan)#vlan 200

53 (config-vlan) #name Mantenimiento

53 (config-vlan)gexit

S3(config) $int vlan 2
53 (config-if) g
#LINK-5-CHAN!

Interface V1an2d0, changed state to up

%LINEPROTO-5-UPDCWN: Line protocol on Interface Vlan2
state to up

0, changed

S3 (config-if)§ hd

Cirl+F6 to exit CLI focus Copy Paste

O Top
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S LINE-5-CHAN

Interface vlan.

G, changed state to up -

LLINEPROTO-5-UDDOWN: Line protocol on Interface Vlan:
state to up

changed

53 (config-if] gexit
53 (config) #ip defaul
53(config) #ip default-gateway L
53 (config) #int vlan 40

53 (config-iflg
4L INK-5-CHANGE|

Interface Vlantd, changed state to up

#LINEPROTO-S-UPDOWN: Line protocol on Interface Vlandc
state to up
ip address 1
Bad mask /30
(config-if) gip address 18,
onfig-if)fno sh
onfig-if) gexit

onfig) #ip default
onfig) #ip default-gateway 132.1€8.40.1

53 (config) ¢int fa0/3

53 ({config-if) gsw

53 (eonfig-if) gswitchport mode trunk

53 (config-if) fswitchport trunk native vlan 1

53 (config-if) g &

changed

_1€8.40.3

Ctrl+F6 to exit CLI focus Copy Paste

[7op

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
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7. Implementar DHCP and NAT for IPv4
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User Access Verification
Password:

R2>enable

Password:

Password:

R2fconfigure terminal

nter configuration commands, one per line. End with CNTL/Z.

config) fuser webuser privilege L5 secret ciscol2345
config) #ip hitp server

% Invalid input detected at '~' marker.
Rz (config) ¢ip http authentication local

% Invalid input detected at '~' marker._

B2 (config) #ip nat inside source statiec 10.10.10.10 205.1€5.200
config) gint go/so0

config-if) $ip nat ocutside

config-if) g#int g0/l

config-if) #ip nat inside

config-if) § v

Cirl+F6 to exit CLI focus Copy Paste

O Top
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IP Configuration

(® DHCP () Static DHCP request successful,
1P Address 192.168.30.31

Subnet Mask 255.255.255.0

Default Gateway 192,168.30.1

DNS Server 10.10.10.11

IPv6 Configuration

() DHCP () Auto Config (@) Static

1PvS Address |

IPvE Gateway |

|
Link Local Address [Feao::208:28FF FE32:9881 |
|
|

1PvE DNS Server [

[Jop
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IP Configuration
(® DHCP DHCP request successful,
1P Address

Subnet Mask

Default Gateway

DNS Server

IPv6 Configuration

() DHCP () Auto Config (@) Static

1Pv6 Address | | {f ‘

Link Local Address |FESDJJZSD:FFF:FE21: 1C7C

IPvE Gateway |

1PvE DNS Server [

[Jop

8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 30

L - m} *
Physical  Config ~ CLI  Attributes
105 Command Line Interface
~
Acceso no Autorizado
User Access Verification
Password:
Rl=enable
Password:
Rlgconfigure terminal
Enter configuration cormands, one per line. End with CNTL/Z.
Rl{config) #ip dhep excl
Rliconfig) #ip dhcp excluded-address 132.1€8.30.1 152.1€2.30.30
Rliconfig) #ip dhcp excluded-address 132.1€8.40.1 152.1€2.40.30
Rliconfig) #ip dhep pool Administracion
21 (dhcp-config) #dns-se
Rlidhcp-config) ddns-server 10.10.10.11
21 (dhcp-config) #domain-name ccna-unad.com
% Invalid input detected at '~' marker._
21 (dhcp-configl g ¥
Cirl+F6 to exit CLI focus Copy Paste
O7op
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21 (dbop-contig) fdns-se
21 (dhcp-config) #dns-server 10.10.10.11
21 (dhcp-config) #domain-name cons-unad.com

% Invalid input detected at marker.
R1idhep-config) #ip dhep pool Rdministracion wlan 30
% Invalid input detected at '~' marker.
Rlidhcp-config) #ip dhcp pool vlan 30

% Invalid input detected at '~' marker.

2l (dhcp-config) $?
default-zouter Default routers

dns-sezvez Set name sezve:
exit Exit from DHCP peol configuration mode
netwozk Network number and mask

a0 Negate = command or set its defaults
opticn Raw DHCP opticns

R1idhcp-config) #default-router 192.163.30.1
21 {dhcp-config) #network 152.1€3.30.0 255.235.255.0
21 {dhcp-config) &

Ctrl+F6 to exit CLI focus Copy Paste

[Jop

Configurar DHCP pool para VLAN 40

Name: MERCADEO
DNS-Server: 10.10.10.11

Establecer default gateway.

Domain-Name: ccna-unad.com

Ll - m}
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% Invalid input detected at '~' marker.
Rlidhcp-config) #ip dhcp pool vlan 30

% Invalid input detected at marker.

21 {dhcp-config) 7
default-router Default routers

dns-server Set name server
exit it from DECP pool configuration mode
network Network number and mask

no Negate a command or set its defaults
option Raw DHCP options

Rlidhcp-config) fdefault-router 192.16€3.30.1
2l idhcp-config) #network 152.1€2.30.0 255.255.255.0
A1 {dhcp-config) #ip dhop pool Mercadso

Rl idhcp-config) #dns-server 10.10.10.11

Rl idhcp-config) #domain-name cona-unad.com

% Invalid input detected at '~' marker.
Al {dhcp-config) #default-router 152.1€2.40.1

2l {dhcp-config) fnetwork 152.183.40.0 255
A1 {dhep-config)

Cirl+F6 to exit CLI focus Copy Paste

O op
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Acoeso no Autorizado

User Acocess Verification

Password:

Rl=enable
Password:
Rléconfigure terminal

Znter configuration commands, one per line.

End with CNIL/Z.

Rliconfig) #ip dhep excl

Rliconfig) #ip dhep excluded-address 192.168.30.1 152.168.30.30
Rliconfig) #ip dhep excluded-address 192.168.40.1 152.168.40.30
Rliconfig) #ip dhep pool Administracion

1 {dhcp-config) #dns-se

21 idhep-config) #dns-server 10.10.10.11

1 (dhep-config) #

Cirl+F6 to exit CLI focus Copy

[Jop

Paste

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

[+ _
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RZgconfigure terminal

ter configuration commands, one per line.
onfig) fuser webuser privilege 15 secret ciseol2345
(config) $ip http server

% Invalid input detected at '~' marker.
RZ (config) #ip http authentication local

% Invalid input detected at '~' marker.

{config)#ip nat inside source static 10.10.10.10
5.1e5.200.22

onfig) #int g0/0

onfig-if] $ip nat outside

onfig-if] gint g0/l

onfig-if] #ip nat inside

onfig-if] gexit

onfig) fexit

R2g
$SY5-5-CONFIG_I: Configured from console by console

R2¢
Ra#
R2gwr
Building configuration...
[0K]
B

End with CNTL/Z.

Ctrl+F6 to exit CLI focus Copy

[7op

Paste
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11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir tréfico desde R1 o R3 hacia R2.

Lg:w — m] X
Physical Config CL Attributes
105 Command Line Interface
R2¥ ~
=3
&
R2g
R2¢
R2#
R2¢
RZg
R2g
R2¢
R2#
R2¢
R2¢
R2g
28
R2g
&
&
3
&
Rigeonfigure terminal
ter configuration commands, one per line. End with CNTL/Z.
R2 (config) $access-list
% Incomplete command.
{config) #acc
onfig) faccess-1ist 1 permit 152.168.30.0 0.0.
onfig) faccess-list 1 permit 152.1€3.40.0 0.0.
(config) # v
Ctrl+F6 to exit CLI focus Copy Paste
[ ep
Lg:w — m] X
Physical Config CL Attributes
105 Command Line Interface
A
tconfigure terminal
ter configuration commands, one per line. End with CNTL/Z.
RZ (config] faccess-list
% Incomplete command.
onfigl gace
cnfig) faccess-list 1 permit
onfig) #access-list 1 permit
onfig) access-1ist 1 permit 132
onfig) faccess-list 1 permit 152.16%.4.0 0.0.3.25%
{config) g hd
Ctrl+F6 to exit CLI focus Copy Paste
[ ep
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RZ lconfig) faccess-list ~

% Incomplete command.

tconfig) face

onfig) faccess-list 1 permit

onfig) faccess-list 1 permit

onfig) faccess-list 1 permit

onfig) faccess-list 1 permit

B2 (config) #ip nat pool INTERNET

netmask 255_255.255.148

#Pool INTERNET mask 255.255.255.148 too small; should be at least

0.0.0

%Start and end addresses on differsnt subnets

B2 (config) #ip nat pool INTERNET 209.165.200.

netmask 255.255.255.248

%Fool INTERNET mask 255.255.255.248 too small; should be at least

0.0.0

#Start and end addresses on di
3 (config)#no ip nat pool INTERNET 2
0.1 5

3Pool INTERNET not found

B2 (config) #ip nat pool INTERNET 209.16

netmask 255.255.255.243

%Pool INTERNET mask

0.0.0.0

iStart and end addresses on different subnets

B2 (config) $ip access-list standard ADMIN1Z3

g-std-nacl) gpermit host 172.31.31.1

onfig-std-nacl) #] b

48 too small; should be at least

onf

Cirl+F6 to exit CLI focus Copy Paste

O Top

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.
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S#configure terminal ~
nter configuration commands, one per line. End with CNTL/Z.

R2 (config) faccess-list

% Incomplete command.

R2 [config) facc

onfig) #access-list 1 permit 182.16%.30.0
onfig) faccess-list 1 permit 19
g) #access-1list 1 permit 18
onfig) faccess-list 1 permit 19,
{config) #ip nat pool INTERNET 205.1
netmask 255 255 255.143

@

.148 too small; should be at least

0.0.0
%Start and end addresses on di

erent subnets

R2 (config)#ip nat pool INTERNET 205.1€5.200.225 200.1€5.200.228
netmask 255.25 55.248
%Pool INTERNE 255.255.255.248 too small; should be at least

209_185.2

0.165

248 too small; should be at least

.0
%Start and end addresses on different subnets
onsig) v

Cirl+F6 to exit CLI focus Copy Paste

O Top
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0.0.0.¢ o
%5tart and end addresses on different subnets
RZ{config)#no ip mnat pool INTERNET 2095.1€5.2

225 200.1€5.200.228

00.165 8

$Pool INTERNET mask 255.255.2
0.0.0.0

#Start and end addresses on different subnets
onfig)#ip access-list standard ADMIN1Z3

242 too small; should be at least

R2{config-std-nacl) permit host 172.31.21.1
22 (config-std-nacl) fexit

R2 (config) fexit

ES

%S¥S-5-CONFIG_I: Configured from console by console
Rzgur

Building configuration...

[CK]

R2fconfigure temrinal
% Invalid input detected at '~' marker.

R2gconfigure terminal
er configuration commands, ome per line. End with CNIL/Z.
onfig)faccess-list 101 permit tep any host 205.1€8.200.225 eq www
onfig) # hd

Cirl+F6 to exit CLI focus Copy Paste

[ Top

13. Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.

¥ INTERMNET PC - m} *

Physical  Config  Desktop  Programming  Atiributes

< > | URL |http://209.165.200.229| Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities.
Mind Wide Open.

[ Top
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Acceso no Autorizado
User Access Verificaticn
Password:
Rlrenable
Password:
Rlgwr
Building configuration
[OK]
Rlgping 192.1€2.30.31
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 152.168.30.31, timeout is 2
seconds:
R
Success rate is 50 percent (4/5), round-trip min/avg/max = 0/0/1
ms
Rlg
Cirl+F6 to exit CLI focus Copy Paste
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Physical Config CLI Attributes
105 Command Line Interface
User hccess Verificatiom
Password:
Rlrenable
Password:
Rlgwr
Building configuration...
[OK]
Rlgping 192.1€8.30.31
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.30.31, timeout is 2
seconds:
St
Success rate is 50 percent (4/5), round-trip min/avg/max = 0/0/1
ms
Rlgping 192.1€2.40.31
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 152.1€8.40.31, timeout is 2
seconds:
R
Success rate is 80 percent (4/5), round-trip min/awg/max = 0/0/0
ms
n1g
Cirl+F6 to exit CLI focus Copy Paste
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Physical Config CLI Attributes

105 Command Line Interface

Tt
Success rate is 80 percent (4/5), round-trip min/avg/max = 0/0/1
ms

Rlfping 192.168.40.31

Type escape sequence to abort.
Sending §, 100-byte ICMP Echos to 152.1€5.40.31, timecut is 2
seconds:

N

Success rate is 30 percent (4/5), round-trip minfavg/max = 0/0/0
ms

Rlgtracercute 192.168.40.31
Type escape sequence to abort.
Tracing the route to 192.165.40.31

1 183.1€8.40.31 1 msee 1 msee
Rlgping

Type =scape sequence to abort.
Sending §, 100-byte ICMP Echos to 205.1€5.200.230, timeout is 2

seconds:

[RERY

Success rate is 100 percent (5/5), round-trip min/avg/ma

ms

R1g v
Cirl+F6 to exit CLI focus Copy Paste
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Conclusiones

v' Se identifica cada uno de los componentes fisicos presentes en el desarrollo de la
actividad, asi como la finalidad de las conexiones y sus protocolos de enrutamiento,
con el fin de dar inicio a la aplicacion de cada uno de las habilidades practicas
obtenidas en el diplomado Cisco CCNA

v Al aplicar los protocolos de conexion solicitados en la actividad, podemos identificar la
conceptualizacion tedrica adquirida en el desarrollo del curso, asi como las
caracteristicas de configuracién permitidas por cada uno de los equipos en un

ambiente virtual que se simula de la mejor manera a uno real de laboratorio.

v' Mediante la presentacion de un trabajo escrito se establece y desarrolla cada uno de
las solicitudes inertes en la guia de actividades practicas del curso, con el fin de
aplicar el 6ptimo manejo de los equipos y recursos tecnoldgicos solicitados. Asi como
la integracion de un archivo de extension .pkt donde se puede observar cada una de

las configuraciones y validaciones sobre su correcto funcionamiento.
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