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INTRODUCION

La siguiente actividad es el desarrollo de una prueba de habilidades practicas del diplomado
de profundizacion en cisco con el cual demostramos los conocimientos adquiridos durante el
desarrollo del curso, mostrando nuestras habilidades de manejo de packet tracer el cual es
un software de mucha ayuda pues nos permite simular situaciones y entornos de red que nos
permitiran saber como debemos hacer las configuraciones cuando nos encontremos en una
situacion real.
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OBJETIVOS
General

e Realizar informe de la prueba de habilidades practicas del diplomado de cisco

Especificos.

® Solucionar el ejercicio propuesto en la plataforma de cisco llamado prueba de habilidades practicas

® Demostrar los conocimiento adquiridos durante el desarrollo del diplomado de cisco
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Prueba de Habilidades Préacticas

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Bogot4, Medellin y Bucaramanga, en donde el estudiante sera el administrador de la red, el
cual deberé configurar e interconectar entre si cada uno de los dispositivos que forman parte
del escenario, acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red.

TOPOLOGIA DE LA RED
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1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los
dispositivos que forman parte del escenario.

1.1.

Reseteo de dispositivos

Se realiza el reseteo de los 3 Router y también de los switch.

1.2.

Router>enable

Router#erase startup-config

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
[OK]

Erase of nvram: complete

%SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram

Router#reload

Proceed with reload? [confirm]

L] — O b

Physical Config CLI Attributes

105 Command Line Interface

Would you like to enter the initial configuration dialog? [yes/ M
nol: no

Fress RETURN to get started!

Router=enable

Routerferase startup-config

Erasing the nvram filesystem will remowve all configuration files!
Continue? [confirm]

[OK]

Erase of nvram: complete

£5¥Y5-7-NV_BLOCE INIT: Initialized the geometry of nvram
Routergreload

Proceed with reload? [confirm]

System Bootstrap, Versionm 15.1(4)HM4, RELEASE SOFIWRRE (£fcl)
Technical Support: http://www.clisco.com/techsupport

Copyright (c) 2010 by cisco Systems, Inc.

Total memory size = 512 MB - On-board = 512 MB, DIMMO = 0 MB

1 CISCO1l541/E% platform with 524288 EFbytes of main memory

Main memory is configured to €4/-1(0n-board/DIMMO) bit mode with
ECC disabled

Ctrl+F6 to exit CLI focus Copy Faste

[ Tep

Configuracién del Router 1

Router>enable
Router#conf term
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1.3.

Router(config)#hostname R1
R1(config)#int s0/0/0
R1(config-if)#description conection to R2

R1(config-if)#ip address 172.31.21.1 255.255.255.252

R1(config-if)#no shutdown

R1>enable

R1#conf term

R1(config)#int g0/0
R1(config-if)#description conection to S1

R1(config-if)#ip address 192.168.99.1 255.

R1(config-if)#no shutdown
R1(config-if)#exit
R1(config)#

| ®

Physical Config CLI Attributes

255.255.0

105 Command Line Interface

nol: no

l Press RETURN to get started!

| Router>enable

Routergconf term

Enter configuration commands,
Router

nfig) ghostname R1
1gint s0/0/0

—if) ¢description conec
Rl {config-if) #ip address 172.31
Bad mask /32 for address 172.31
Bl (config-if) #ip address 172.3
Rl {config-if) #no shutdown

Rl {comn:
Rl {con;

Bl (config-if) fexit

Rl {config) gint s0/0/0

Bl (config-if) $clock rate 128000
Bl (config-if) fexit

Rl (config)#

one per line. End with CNTL/Z.

tion to R2
-21.1 255.255.255.255
-21.1

1.21.1 255.255.255.252

%LINE-5-CHANGED: Interface Seriall/0/0, changed state to down

wwwww YO IIFE TO SNCEr UHE INITISI CONTIgUESTION dIzlog: Lves)

L]

Ctrl+F6 to exit CLI focus

[ Top

Configuracion del Router 2

Router>enable

Router#conf term
Router(config)#hostname R2
R2(config)#int s0/0/1
R2(config-if)#Description conection to R1

Copy

R2(config-if)#ip address 172.31.21.2 255.255.255.252

R2(config-if)#no shutdown

R2(config-if)#int s0/0/0

Paste
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R2(config-if)#Description conection to R3

R2(config-if)#ip address 172.31.23.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#int g0/0

R2(config-if)#Description conection to Internet
R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)#no shutdown

R2>enable

R2#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface loopback 0

R2(config-if)#

%LINK-5-CHANGED: Interface LoopbackO, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback0, changed state to up
R2(config-if)#description Web Service
R2(config-if)#ip address 10.10.10.10 255.255.255.255

L — O ®
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M
| Router>enakle
Routerfconf term
Enter configuration commands, one per line. End with CHTL/Z.
Bouter (config) thostname R2
R2 (config) gint s0/0/1
RZ (config-if) §Description conection to R1
B2 (config-if) #ip address 172.31.21.2 255.255.255.252
i RZ (config-if) #no shutdown
[ RZ (config-if) &
| 2LINE-5-CHAMNEED: Interface Seriald/0/1, changed state to up
|
(LINEPROTO-5-UPDOWN: Line protocol on Interface Serialls0/1,
changed state to up
RZi{config-if) #int s0/0/0
B2 ({config-if) §Description conection to RE
B2 (config-if) #ip address 172.31.23.2 255.255.255.252
RZiconfig-if) #no shutdown
SLINE-5-CHANGED: Interface Seriall/0/0, changed state to down
RZ (config-if) #int gl 0
RZ (config-if) #Description conection to Internet
RZ (config-if) #ip address 205.1€5.200.225 255.255.255.248
RZ (config-if) #énoc shutdown
RZ (config-if) g
(LINE-5-CHANZED: Interface GigabitEthernetd/0, changed state to v
Ctrl+F6 to exit CLI focus Copy Paste

| [ Top
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1.4. Configuracion del Router 3

Router>enable

Router#conf term

Router(config)#hostname R3

R3(config)#int s0/0/1

R3(config-if)#Description conection to R2
R3(config-if)#ip address 172.31.23.1 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#interface loopback 4

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback4, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state to up
R3(config-if)#ip address 192.168.4.1 255.255.255.0

R3(config-if)#interface loopback 5

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback5, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state to up
R3(config-if)#ip address 192.168.5.1 255.255.255.0

R3(config-if)#interface loopback 6

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback6, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state to up
ip address 192.168.6.1 255.255.255.0

R3(config-if)#exit

R3(config)#
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Routerrenable
Routergconf term
Enter configuration commands, one per line. End with CHTL/Z.
Router (config) ghostname R3
B2 ({config) #int s0/0/1
B2 ({config-if)#Description conection to R2
RZ{config-if)d#ip address 172.31.23.1 255.255.255.252
R2{config-if) #no shutdown
B3 ({config-if)#
%LINE-5-CHRENGED: Interface Seriald/0/1, changed state to up
SLINEPROTO-S5-UPDOWN: Line protocol on Interface Serial0/0/1,
changed state to up
RZ{config-if)#interface loopback 4
R3{config-if)#
%LINE-5-CHAENGED: Interface Loopbackd4, changed state to up
SLINEFROTO-5-UPDOWN: Line protocol on Interface Loopback4,
changed state to up
R3{config-if)#ip address 152.1€8.4.1 255.255.255.0
R3{config-if)#interface loopback 5
R3{config-if)#
&LINE-5-CHANGED: Interface Loopback5, changed state to up
S LINEPROTO-S5-UPDOWN: Line protocol on Interface Loopbacks,
changed state to up
R3{config-if)d#ip address 1%2_1€8.5.1 255.255_255.0
B2 ({config-if)#interface loopback €
B3 ({config-if)#
%LINE-5-CHAENGED: Interface Loopbackeé, changed state to up
SLINEFROTO-5-UPDOWN: Line protocol on Interface Loopbacke,
changed state to up
ip address 19%2_1€8_6.1 255.255.255.0
R3 (config-if) #exit
23 (config) &
Ctrl+F6 to exit CLI focus Copy Paste

=
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Physical Config Desktop Programming Attributes

[P Configuration

IP Configuration

() DHCP (® Static

1P Address [192.168.99.3 |
Subnet Mask [255.255.256.0 |
Default Gateway [0.0.00 |
DNS Server [0.0.00 |
IPv6 Configuration

() DHCP O Auto Config @) Static

IPvE Address | | |

Link Local Address |FE80: 1 206: 2AFF:FE73:EO0CE

IPvE Gateway |

IPv& DNS Server [

[ Top

¥ pc-a — m| P

Physical Config Desktop Programming Attributes

[IP Configuration

IP Configuration

() DHCP (@ static

1P Address [192.168.99.2 |

Subnet Mask [255.255.255.0 |
Default Gateway [0.0.0.0 |

DNS Server [0.0.0.0 | |t

IPv6 Configuration

() DHCP (O Auto Config (@) Static

IPv6 Address | | | |

Link Local Address |Fes0::201:42FF:FEB2:8C23 |

IPv6 Gateway [ |
|

TPy DN Server |

[ 7op

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:
3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN
Routing y Seguridad en los Switches acorde a la topologia de red establecida.

S1>enable

Sl#conf term

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30
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S1(config-vlan)#name Administracion

S1(config-vlan)#Vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#Vlan 200
S1(config-vlan)#name Mantenimiento
S1(config-vlan)#exit

S1(config)#

S1(config)#int vlan 200

S1(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up
S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shutdown

S1(config-if)#exit

Sl#conf term

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#ip default-gateway 192.168.99.1
S1(config)#int f0/3

S1(config-if)#switchport mode trunk
S1(config-if)#

S1(config-if)#switchport trunk native vlan 1
S1(config-if)#int f0/1
S1(config-if)#switchport mode trunk
S1(config-if)#

S1(config-if)#switchport trunk native vlan 1
S1(config-if)#int f0/24
S1(config-if)#switchport mode trunk
S1(config-if)#

S1(config-if)#switchport trunk native vlan 1
S1(config-if)#int f0/1
S1(config-if)#switchport access vlan 30
S1(config-if)#int range fa0/2,fa0/4-
S1(config-if)#int range fa0/2,fa0/4-23, g0/1-2
S1(config-if-range)#Shutdown
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$LINE-5-CHRNGED: Interface FastEthernet0/24, changed state to up

changed state to up

Sl>zenable
Slgvlan 30

% Inwvalid input detected at '~' markexr.

Slgconi term

Enter configuration commands, one per line. End with CHNTIL/Z.
Sliconfig)#vlan 30

Sli{config-vlan) fname Administracion

51 (config-vwlan) §Vlan 40

51 {config-vlan) gname Mercadeo

Sli{config-wvlan)#Vlan 200

51 (config-vlan) gname Mantenimiento

51 ({config-vlan) fexit

Sl {config)$

$LINEFROTO-5-UFDOWN: Line protocol on Interface FastEthernet(/24,

Ctrl+F6 to exit CLI focus Copy Paste

[ Top

Configuracion del S3

S3>enable
S3t#tconf term

Enter configuration commands, one per line. End with CNTL/Z.

S3(config)#vlan 31
S3(config-vlan)#name exit
S3(config-vlan)#exit

S3(config)#vlan 30
S3(config-vlan)#name Administracion
S3(config-vlan)#vlan 40
S3(config-vlan)#name Mercadeo
S3(config-vlan)#vlan 200
S3(config-vlan)#name Mantenimiento
S3(config-vlan)#exit

S3(config)#

S3(config)#vlan 30
S3(config-vlan)#exit
S3(config)#int vlan 200
S3(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up

Mind Wide Open”

%LINEPROTO-5-UPDOWN: Line protocol on Interface V1an200, changed

state to up

S3(config-if)#ip address 192.168.99.3 255.255.255.0
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S3(config-if)#no shutdown
S3(config-if)#exit

S3(config)#ip default-gateway 192.168.99.1
S3(config)#int f0/3
S3(config-if)#switchport mode trunk
S3(config-if)#switchport trunk native vlan 1
S3(config-if)#int f0/1
S3(config-if)#switchport access vlan 40
S3(config-if)#int range f0/2, f0/4-24, g0/1-2
S3(config-if-range)#shutdown

CONFIGIRACION DEL R1

R1>enable

R1#conf term

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int g0/0.30

R1(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.30, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0.30, changed state to up

R1(config-subif)#encapsulation dotlq 30

R1(config-subif)#ip address 192.168.30.1 255.255.255.0
R1(config-subif)#description administracion LAN

R1(config-subif)#int g0/0.40

R1(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.40, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0.40, changed state to up

R1(config-subif)#encapsulation dotlq 40

R1(config-subif)#ip address 192.168.40.1 255.255.255.0
R1(config-subif)#description Mercadeo LAN

R1(config-subif)#int g0/0.200

R1(config-subif)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0.200, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0.200, changed state to up

R1(config-subif)#encapsulation dotlq 200
R1(config-subif)#ip address 192.168.200.1 255.255.255.0
R1(config-subif)#description Mantenimiento LAN
R1(config-subif)#int g0/0

R1(config-if)#no shutdown

R1(config-if)#
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4. En el Switch 3 deshabilitar DNS lookup

S3>enable

S3#conf term

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#no ip domain-lookup

S3(config)#exit
L — O x
Physical Config CLI Attributes
105 Command Line Interface
L]
S53=enable
S3gconf term
Enter configuration commands, one per line. End with CHTL/Z.
53 (config) #no ip domain-lockup
% Invalid input detected at "~' marker.
53 {config) #no ip domain-lookup
53 (config) #exit
S3¢
£5YS5-5-CONFIC I: Configured from conscle by conscle
L
Cirl+F6 to exit CLI focus Copy Paste
[ Top
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