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Introduccién

A continuacién, se presenta el desarrollo de los ejercicios pertenecientes a la prueba
finas de habilidades practicas para el diplomado de profundizaciéon Cisco, donde
logramos disefiar e implementar soluciones a diferentes escenarios para la
configuracién de redes, mediante el uso de una excelente herramienta de

simulacioén, Cisco Packet Tracer.

Para dar soluciéon al problema planteado usamos diferentes elementos de
interconexion simulados, como los son switches, routers, Pc, etc. logrando
desarrollar la actividad y culminar los objetivos planteados, basados en obtener una

solucion de conexion y habilitar los servicios necesarios de una red.
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Resumen

En este trabajo se plantea el desarrollo de una actividad, que consiste en dar
solucion a un problema establecido como examen final de habilidades préacticas
para el diplomado de profundizacion en el manejo de redes, este problema
consiste en administrar una red de una empresa, la cual posee tres sucursales
ubicadas geograficamente distantes, y se hace necesario poder interconectar

dentro la red cada uno de los dispositivos que forman parte de la empresa.

Esta actividad se debe desarrollar siguiendo los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman

parte de la topologia de red.
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Obijetivos

1. Objetivo General

Desarrollar satisfactoriamente la prueba de habilidades practica del Diplomado de
profundizacion Cisco, mediante la utilizacion de las competencias y habilidades

adquiridas a lo largo del diplomado.

1.1. Objetivos Especificos

» Realizar la interconexion de los dispositivos pertenecientes a la red de la
empresa la cual se esta administrando.

» Configurar los protocolos de enrutamiento OSPF.

» Cumplir con la conectividad mediante el uso de comandos ping, traceroute,
show ip route, entre otros.

» Desarrollar el disefio de la topologia, utilizando la herramienta de simulacion

Cisco Packet tracer.
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Actividad Prueba De Habilidades Ccna

Descripcion Del Escenario Propuesto Para La Prueba  De Habilidades

Topologia
VLAN Direccinnamiento Nombre
| 30 172.16.20.0/ 24 Docentes
| an 172.16.40.0{24 | Administrativos
| 150 172.16.150.0/24 Soporte
Lod 192.168.4.0/24
Lo5 192.168.5.0/24
Lob 192.168.6.0/24
DHCP DHCP
1. Configurar el direccionamiento IP acorde con la topologia de red para cada

uno de los dispositivos que forman parte del escenario

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes

criterios:
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PFv2 &rea O

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 2.2.2.2
Router ID R3 3.3.3.3

Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 128 Kb/s
Ajustar el costo en la métrica de S0/0 a 7500

Verificar informacion de OSPF

* Visualizar tablas de enrutamiento y routers conectados por OSPFv2

* Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cadainterface

» Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

1. Configurar VLANS, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches
acorde a la topologia de red establecida.

2. En el Switch 3 deshabilitar DNS lookup
3. Asignar direcciones IP a los Switches acorde a los lineamientos.

4. Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

5. Implementar DHCP and NAT for IPv4
6. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

7. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.
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Name: DOCENTES

Configurar DHCP pool para VLAN 30 DNS-Server: 10.10.10.11
Domain-Name: Ccna-Unad.Com
Establecer Default Gateway.

Name: ADMINISTRATIVOS
Configurar DHCP pool para VLAN 40 DNS-Server: 10.10.10.11
Domain-Name: Ccna-Unad.Com
Establecer Default

Gateway.

1. Configurar NAT en R2 para permitir que los hosts puedan salir a internet

2. Configurar al menos dos listas de acceso de tipo estandar a su criterio
en para restringir o permitir trafico desde R1 o R3 hacia R2.

3. Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde
R1 o R3 hacia R2.

4. Verificar procesos de comunicacion y redireccionamiento de
trafico en los routers mediante el uso de Ping y Traceroute.
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Simulacién
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| Physical | Config | LI | Attributes |

I 105 Command Line Interface

to comply with T_5. and local laws, return this product B
immediately.

2 summary of U.5. laws governing Cisco cryptographic products may
ke found at:
http://fwww.cisco.com/wwl/export/crypto/tool/stgrg.-html

If vou reguire further assistance please contact us by sending
em=ail to
export@cisco. com.

Cisco CISCO1541/KES (revision 1.0) with 431520E/32768E bytes of
memory -

Processor board ID FTX15Z2400ES

2 GFigzkit Ethernet interfzces

2 Low-speed serizl (sync/async) network interface(s)

DEAM configuration i3 &4 bits wide with parity disabled.

255K bytes of non-volatile configuration memory.

Z2493858E bytes of ATA System CompactFlash 0 (Read/Write)

—-—— System Configuration Dialog --—-
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x? Routerl

L cicis

| Physical I Config | CLI | Attributes |

I 105 Command Line Interface

Routerr>enable

Routerferase startup-config

Erasing the nvram filesystem will remove all configuration f£iles!
Continue? [confirm]

| [CE]

Erase of nvram: complete

%5¥5-7-NV_BLOCE INIT: Initialized the geometry of nvram
Boutergreload

Proceed with reload? [confirm]

System Bootstrap, Versiom 15.1(4)M4, RELERSE SOFTWRARE (fcl)
Technical Support: http://www.cisco.com/techsupport -
Copyright (c) 2010 by cisco Systems, Inc. d
Total memory size = 512 MB - On-board = 512 MB, DIMMO = 0 MB
CISCO01341 /K% platform with 524288 Fbytes of main memory

Mzin memory is configured to €4/-1(0n-board/DIMMO) bit mode with

i ECC disabled

Readonly ROMMON initialized

program load complete, entry point: 0x80803000, size: Oxlb340
program load complete, entry point: 0x80803000, size: Oxlb340

1 I05 Image Load Test

Dioitslla Siongd Dolgase Softosrg

Cirl4F6 to exit CLI focus | copy || Paste
8 o s [ el

| Physical I Config | CLI | Attributes |

105 Command Line Interface

Routerrenzhle

Routerferase startup-config

Erzsing the nvram filesystem will remowve all configuration files!
Continue? [confirm]

[CKE]

Erase of nvram: complete

%5Y5-7-NV_BLOCE_ INIT: Initialized the gecmetry of nvram
Routergreload

Proceed with reload? [confirm]

System Bootstrap, Versiom 15_1(4)M4 RELERSE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 2010 by cisco Systems, Inc.

Total memory size = 512 MB - On-board = 512 MB, DIMMO = 0 MB
CISCC1941/KS platform with 524288 Ebytes of main memory

Main memory is configured to &4/-1{0n-board/DIMMO) bit mode with
ECC disabled

Beadonly BOMMON initialized

program load complete, entry point: 0x80803000, size: Oxlb340
program load complete, entry point: 0x80803000, size: Oxlk340

I0S5 Image Load Test
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| Physical | Config | CLI | Attributes |

105 Command Line Interface

owitch>enable

Switchgerase startup-config

Erasing the nvram filesystem will remowe all configuration £iles!
Continue? [confirm]

[CE]

Erase of nvram: complete

&5¥5-7-NV_BLOCE INIT: Initialized the geometry of nvram
Switchireload

Proceed with reload? [confirm]

C2960 Boot Loader (CZ980-HBOOT-M) Version 12_.2(25r)FH, RELEASE
SOFTWARE (£fed)

Ciseco WS5-CZ2960-24TT (RC32300) processor (revision CO0) with 21033%E
bytes of memory.

2380-24TT starting...

Base ethernet MAC Address: 00D0.D35B.ADAE

Hmodem £ile system i3 awvailakle.

Imitializing Flash...

£lashfs[0]: 1 £iles, 0 directories

£lashfs[0]: 0 ocrphaned £files, 0 ocrphaned directories
£lash£fs[0]: Total bytes: £401&384

£lashfs[0] : Bytes used: 4414521

£lashfs[0] : Bytes awvailakle: 55&014&3

flashfs([0]: f£lashfs fack took 1 seconds.

-..done Imnitializing Flash.
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Physical | Config | CLI | Attributes |

105 Command Line Interface

Switch»enable

Switchferase startup-config

Erasing the nvram filesystem will remowve all configuration £iles!
Continue? [confirm]

[CE]

Erase of nwvram: complete

%5¥5-7-NV_BLOCE_INIT: Initialized the geometry of nvram
Switchireload

Proceed with reload? [confirm]

C2960 Boot Loader (CZ2960-HBOOT-M) Version 1Z.Z(25r)FX, RELEASE
SOFTHARE (fc4)

Cisco WE-CZ2380-24TT (RC32300) processor (revisionm CO0) with Z1033E
bytes of memory.

2960-24TT starting...

Base ethernet MALC Rddress: 000Z2.1&45_378B

H¥modem file system is awvailable.

Initielizing Flash. ..

flashfs[0]: 1 files, 0 directories

flashfs[0]: 0 crphaned files, 0 orphaned directories
£flashfs[0] : Total kbytes: £401&384

£flashfs[0] : Bytes used: 4414521

£flashfs[0] : Bytes awvailakle: 53&014&3

flashfs[0]: flashfs fack took 1 seconds.

--..done Initializing Flash.

Configuracion PC 1 (INTERNET PC)

B INTERNET PC " -' =-' :

Physical | Config | Desktop | Programming | Attributes |

IP Configuration

IP Configuration

(71 DHCP @ Static

IP Address 209,165,200,230
Subnet Mask 255,255.255.248
Default Gateway 2[]9 1.65 ZUD 225
DNS Server 0.0.0.0

IPva Configuration
) DHCP

IPv6 Address

Link Local Address
IPvE Gateway

IPwa DS Server

71 Auto Config @ Static

FES0::2D0: 11FF:FEDO: 1655
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nfiguracion Recuerdo A La Topologia

Configuracién R1.

Routerl T

| Physical | Config | CLI | Attributes |

I05 Command Line Interface
Routerrenable
Bouterfconfig ¢
Enter configuration commands, one per line. End with CHIL/Z.

Bouter (config) fno ip domain-lookup
Router (config) #host R1

Bl {config) #enable secret class

Bl {config)$#line con O

Bl {config-line) §pass cisco

Bl (config-line) floguin

' marker.

% Invalid input detected at "~
Bl {config-line) #login

Bl {config-line)fline vty 0 4
Bl {config-line) §pass cisco

Bl (config-line) flogin

Bl {config-line) fexit

Bl {config) #service password-encryption

Bl {config) &#int s0/0,/0

Bl {config-if) #description conexcion a RZ

Rl {config-if)§ip add 172.31.21.1 Z55.255_255_252
Bl {config-if) #clock rate 128000

This command applies only to DCE interfaces

Bl {config-if) #no shutdown

SLINE-5-CHANCED: Interface Seria=l0s0/0, changed state to down
Bl {config-if) #exit
Bl {config)$#ip route 0.0.0.0.0.0.0.0 s0,/0/0

% Invalid input detected at "' marker.

Bl (config) &
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nfiguracion R2

B Routerl

| Physical | Config | CLI | Attributes |

105 Command Line Interface

BZgconfig t

Enter configuration commands, one per line. End with CHIL/Z.
BZ (config) ino ip domain-loockup

BZ (config) #host RZ

BZ (config) #enable secret class

BZ (config)#line con 0

BZ (config-line) §pass cisco

B2 (config-line) #login

BZ (config-line) #line wty O 4

BZ (config-line) §pass cisco

BZ (config-line) #login

RZ (config-line) fexit

BZ (config) #

BZ (config) #service password-encryption

BZ (config) §banner motd §Prohibido Ingreso Mo autorizadog
BZ (config) &#int s0/0/1

BZ (config-if) §description conexcion a Rl

BZ (config-if)#ip add 172_31_.Z1_.2 255_Z55_255_25Z
BZ {config-if) #no shutdown

BZ (config-if) §int =s0,/0/0

BRZ (config-if) §description conexcion a R3

BZ {config-if)#ip add 172.31.23.1 Z55.255_255.2Z52
BZ (config-if) #clock rate 128000

This command applies only to DCE interfaces

B2 (config-if) #no shutdown

SLINE-5-CHANEED: Interface Seriald/0/0, changed state to down
BZ (config-if) gexit

BZ (config)#line con 0

BZ (config-line) fexit

RZ (config) #int gl0/s0

BZ (config-if) §description conexcion a ISP

BZ (config-if)#ip add 205_165.200_225 Z55_255_255_248

BZ {config-if) #no shutdown

BZ (config-if) #int gl 1

B2 (config-if) §description conexcion a web server
BZ config-if)#ip add 10.10.10.1 255_255_255.0

BZ (config-if) #no shutdown

B2 lconfig-if) ¢
SLINE-5-CHANCED: Interface GigabitEthernet0/1, changed state to
up

(LINEPROTO-5-UFDOWN: Line protocol on Interface
GigebitEthernetl,1, changed state to up

22 (config-if)§|
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nfiguracion R3

e "
u

[ physical | config | €I | Atiributes |

I0S Command Line Interface

Bouterrenable

Bouterfconfigure terminal

Enter configuration commands, one per line. End with CHIL/Z.
Router {config) fhostnams B3

B3 {config) genable secret class

R2 {config) §line con O

B3 lconfig-line) #pass cisco

B2 {config-line) #login

B3 {config-line) fline vty 0 4

B3 lconfig-line) §pass cisco

Ri{config-line) #login

B3 ({config-line) fexit

B3 {config) §service password-encrypticon

R3 ({config) fbanner motd §Prohibido Ingreso No autorizadof
B3 (config)#int a0/0/1

B3 {config-if) #description conexcion a RBZ
B3{config-if)§ip add 172.31_23.2 255.255.255_252
R3{config-if) #no shutdown

B3 |{config-if)§
SLINE-S5-CHANEED: Interface S5erizl(/0/1, changed state to up

S LINEPROTO-5-UFDOHN: Line protocol on Interface Serisl0dy /051,
changed state to up

R3{config-if) #int loopback 4

B3 |{config-ifi g
SLINFE-5-CHANGCED: Interface Loopkback4, changed 3tate to up

SLINEPROTO-5-UEDOHN: Line protocol on Interface Loopbackd,
changed state to up

MO S Sl g T EV B g ~Ad s~ S18% 450 A 4 ACE CATE ACC A

R3({config-if) fint loopback 5

B3{config-if)§
SLINE-5-CHANEED: Interface Loopbacki, changed state to up

$§LINEPROCTO-5-UPDCWN : Line protococl on Inmterface Loopbacks,
changed state to up

R3 ({config-if) #ip address 19Z.1&8.5.1 Z55.Z55.2Z55.0
R3({config-if) §int loopback ©

B3{config-if)§
$LINE-5-CHANEED: Interface Loopbacké, changed state to up

SLINEEROTO-5-UEPDOWN: Line protocol on Interface Loopbacke,
changed state to up

R3 (config-if) #ip address 19Z.168.6.1 Z55_Z55.2Z55.0
R3(config-if) fexitc
Ri3lconfig)#ip route 0.0.0.0.0.0.0.0 =s0,s0/1
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nfiguracion Web Server

l? WEE SERVER ';- m pr— " = 5] |-,

Physical | Config I Services | Desktop | Programming I Attributes |

| figuration
IP Configuration
71 DHCP @ Static
I IP Address 10.10,10, 10
Subnet Mask 255.255.255.0
| Default Gateway 10.10.10.1
DS Server 0.0.0.0]

IPvE Configuration

) DHcp ) Auto Config @ Static

IPvE Address !
Link Local Address FEEII’_'I - 2604?FFFE36ACEC

IPve Gateway

IPvo DMS Server

Configuraciéon S1

RSl T ——————

| Physical | Config | CLI | Attributes |

105 Command Line Interface

Switch¥»enable

Switchfconfigure terminal

Enter configuration commands, one per line. End with CHIL/SZ.
Switch (config) #hostname 51

51 (config) #enable secret class

51 {config)#line con 0O

51 {config-line) §pass cisco

51 {config-line) #login

51 {config-line) #line wty 0 4

51 {config-line) §pass cisco

51 {config-line) #login

51 (config-line) fservice password-encryption

51 {config) #banner motd #Prohibido Ingresoc No autorizadog
51 (config) &
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onfiguracion S3

I | Physical | Config | CLI | Attributes |

105 Command Line Interface
Switchr»enable
Switchiconfigure terminal
Enter configuration commands, one per line. End with CHNTL/Z.

Switch(config) fhostname 53

53 (config) #enable secret class

53 ({config)#line con O

53 ({config-line) §pass cisco

53 ({config-line) #login

53 ({config-line) #line wty 0 4

53 (config-line) §pass cisco

53 ({config-line) #login

53 (config-line) fservice password-encryption
53 ({config) #banner motd #Prohibido Ingresoc No autorizadod
53 (config) &

Verificacion De Conectividad En La Red
Ping de R1 a R2

R1 e B

— _

LY

| Physical | Config | CLI | Atiributes |

105 Command Line Interface

Rl>enak
! Hl»enable
Dassword:
Password:
Pzssword:
% Bzd secrets

Rl1x

Rl»enzkle

Dassword:

Rlgping 172_.31.21_2

Type escape Sequence to abort.
Sending 5, 100-byte ICHMP Echos to 172.31_.21_2, timeout is
seconds:

L]

Success rate is 100 percent (5/5), round-trip min/favg/max
ms

17257
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A

—

[ Ié‘-Hysica.I" | Cu:unﬁ-g - CLI AtErIbLItES |

105 Command Line Interface

Prohikbido Ingreso No autorizado
User Access Verification
Password:

Rirenable

Password:
Bifping 172_31.23.

[ ]

Type escape Ieguence to abort.
Sending 5, 100-byte ICMP Echos to 172_.31.23_.2
seconds:

ka2

timecout is

Succesa rate is 100 percent (5/5), round-trip min/avg,/max
2/4,10 ms

B3

Ping desde Internet PC a Puerta de Enlace Predeterminada

¥ INTERNET PC YT W W T =

Physical Config Desktop Programming Attributes

Command Prompt

e round trip mes in milli-sec
Minimum = Oms, Maximum = lms, Lverage = Oms
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Configuracion De Switch Security, Vlans E Inter Via

n Routing

Tareas de configuracion para S1 incluyendo: Crear la base de datos VLAN,
asignar la direccion IP de administracion, asignar la puerta de enlace
predeterminada, forzar la conexion troncal en la interfaz FO/3, forzar la conexion
troncal en la interfaz FO/24, configurar todos los demas puertos como puertos de
acceso, asignar F0/1 a la VLAN 30, apagar todos los puertos no utilizados.

Configuraciéon S1

P I - - -

Physical | Config | CLI | Attributes

105 Command Line Interface

Prohibido Ingresoc WMo autorizado

User Access Verification

Password:

Sl¥enakle

Password:

Slgconfig t

Enter configurstion commands, one per line. End with CNTL/Z.
51l {config)#vlan 30

5l {config-vlan) fnaeme administracion
Sl {config-vlan)fvlan 40

51l {config-vlan) fname Mercado

Sl {config-vlan)fvlan 200

51l {config-vlan) fname mantenimiento
51 {config-vlan) fexit

Sl {config)§
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P s1

-

| Physical I Config | CLI | Attributes

105 Command Line Interface

51 {config-vlan) fexit

51 {config)#int wlan Z00

51 {config-if)#

2LINE-S5-CHANGED: Interface V1aniZd0, changed state to up

S5l {config-if)$#ip add 15%2.1eB.200.2 255.255.255.0
51 (config-if) #no shutdown

51 {config-if) fexitc

51 {config) #ip default—gateway 132 _163_200_.1

Sl iconfiglfint £0/3

51 ({config-if) gawitchport mode trunk

51 {config-if) ¢
$LINEPROTO-5-UFDOWN: Line protocol on Interface FastEthernet0/3,

changed state to down

SLINEPRCTCO-S5-UPDCHN: Line protocol on Interface FastEthernet0/3,
changed state to up

2LINEFROTO-5-UPDOWN: Line protocol on Interface WlanZ00, changed
state to up

51 {config-if) switchport trunk native wvlan 1
51 {config-if) §

. S =
- Pt

| Physical | config | CLI | Attributes

I 105 Command Line Interface

Sliconfig-if)#
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/3,
changed state to down

2LINEPROTCO-5-UFPDOWN: Line protocol on Interface FastEthernet0/3,
changed state to up

$LINEPROTC-5-UFDOWN: Line protocol on Interface WlanZ0d, changed
state to up

51 {config-if) #awitchport trunk native wlan 1

51 {config-if) #int £0/24

51 {config-if) fswitchport mode trunk

51 {config-if) #switchport trunk native wlan 1
S51{config-if) #int range fal0/s1-2, £20/4-23, gl/1-2Z
S5l {config-if-range) fawitchport mode access

81 {config-if-range) fint £0/1

51 {config-if) #switchport mode access

S5l {config-if) #switchport access wlan 30

51l {config-if) #int range £fal0/s2, £fals/4-2Z3, gl0/1-Z
51 {config-if-range) #shutdown

[T |

2LINE-5-CHRMNGEED: Interface FastEthernet0/Z, changed state to
administratively down -
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| Physical | Config | CLI | Atmbutes |

105 Command Line Interface

S3renable

Pazssword:

S53fconfig t©

Enter configuration commands, cne per line. End with CHNIL/SZ.
52 {config)fvlan 30

53 ({config-wlan) fname administracion

53 (config-wlan) §vlan 40

53 (config-wlan) gname Mercado

52 {config-wvlan) §vlan 200

53 ({config-—wvlan) fname mantenimiento

53 (config-vwlan) gexit

53 (config) #int vlan 200

52 lconfig-if) &

SLINE-5-CHANEED: Interface V1ianZ00, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface V1anZ00, changed
sState to up

S2{config-ifyfip add 15z2.168.200.3 2Z55.255.255.0
53 (config—if) #no shutdown

53 lconfig-if) fexitc

53 {config) fip default-gateway 1392.168_Z00.1

53 (config)$int £0/3

53 (config—if) §awitchport mode trunk

52 {config-if)§

53 ({config-if) fswitchport trunk native wvlan 1

53 (config-if) §int range £a0/1-2, f£al0/f4-24, g0f1-Z
53 (config-if-range) §awitchport mode access

52 {config-if-range)fint £0/1

53 ({config-if) fawitchport mode access

53 (config-if) §awitchport accesa wlan 40

S3 {config-if) #int range £a0/2, fal/4-24, glfl-2
53 lconfig-if-range) §shutdown

SLINE-5-CHANGED: Interface FastEthermetl/Z, changed state to
. e demcn,
Ctrl+F6 to exit CLT focus Copy || Paste
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| Physical | Config | cuI | Attrbutes |

105 Command Line Interface

Blrenable -
Dassword:

I Blfconfig t

Enter configuration commands, one per line. End with CHNTIL/Z.

Bl {config)#int gl,/1_.30

Rl {config-subif) fdescription LAN administracion

Bl {config-=subif) fencapsulaticon dotlg 30

Bl {config-subif)fip add 192.16B.30.1 255.256.255.0

Bl (config-subif) fexitc

Bl |config)gint g0/s1_200

Bl {config-=subif) fdescription LAN mercado

Bl {config-subif) fencapsulacion dotlg 40

% Invalid input detected at "' marker.

Bl {config-subif) fencapsulation dotlg 40

Bl |config-subififip add 192.168_40.1 255_Z55.255.0
Rl {config-subif) fexitc

Bl {config)#int glF1.200

Bl (config-subif) fdescription LAN mantenimiento

Bl {config-subif) §encapsulation dotlg 200

Bl |config-gubif)gip add 132_168_200_1 255_255_255.0
Bl {config-=subif) fexit

Bl {config) #int gl/s1

Bl {config-if) #no shutdown

Bl (config-if) ¢
RLINE-5-CHANEED: Interface FigabitEthernetl/1, changed state to
up

ELINE-5-CHRNEED: Interface GigabitEthernetl,/1_.30, changed state =
to up

SLINE-5-CHRNGFED: Interface GigabitEthernet(/1_.200, changed s3tate

-

Cirl+F6 to exit CLI focus Copy ] [ Paste

[ Top
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rificacion De Conectividad En La Red

Ping de S1 a R1 Direccién VLAN 200

| Physical | Config | CUI | Attributes |

105 Command Line Interface
[TOEL LoneoS WerlolooLLion

Password:

Sl»enzble
| Pagsword:
I Sl#ping 192.168.200.1

Iype escape seguence to abort.

Sending 5, 100-byte ICME EZchos to 192.188.200.1, timeout is 2
seconds:

Success rate is B0 percent (4/5), round-trip minfawg/max = 07070
ms3

Slgping 159Z.168_200_.1

Type escape sequence to sbort.
Sending 5, 100-byte ICMP Echos to 152.168.200.1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 |

ms

s1g| 2

Cirl4F6 to exit CLI focus | copy || Paste |
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ng de S3 a R1 Direccion VLAN 200

vy - |- - ot

| Physical | Config | CLI | Atiributes |

I 105 Command Line Interface

Type escape sSequence to abort.
Sending 5, 100-byte ICMEF Echos to 172.168.200.1, timeout is
seconds :

B2

Success rate is 0 percent (0/5)
S3fping 172.168.Z200.1
Type escape sSequence to abort.

Sending 5, 100-byte ICMEF Echos to 172.168.200.1, timeout is
seconds :

B2

Buccess rate is 0 percent (0/5)
S3fping 192 _168.Z00.1

Type escape 3equence to abort.

Sending 5, 100-byte ICME Echos to 19Z2_.168_200.1, timeout is 2
seconds :

Success rate is 100 percent (5/5), round-trip minfavg/max = 0/0/1 (-
ms

1

sag|

Ping de S1 a R1 Direccién VLAN 30

¥ =T T a—
¥ R -

| Physical | Config | CLI | Attributes |

' 105 Command Line Interface
Sl$ping 192.1%8.50.1 o

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 132.168_320_.1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip minfevg/max = 0/0,/0
ms

51
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| Physical | config | CLI | Attributes |

I 105 Command Line Interface
S3fping 192 _168.30.1 =
Type escape sSeguence to s2bort.

Sending 5, 100-byte ICMP Echos to 1%2.168.30.1, timecut is 2
l seconds:

Buccess rate is 100 percent (5/5), round-trip minfavg,/max = 0/0/1
ms

Ping de S1 a R1 Direccién VLAN 40

25— |- i

| physical | config | CLI | Attributes |

I 105 Command Line Interface

Sl$ping 192.168.40.1 =

Type escape sSeguence to abortc.
Sending 5, 100-byte ICHME Echos to 15%Z2.1e8.40.1, timecut is 2
seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 0,/0/1
ms

51

Ping de S3 a R1 Direcciéon VLAN 40

e s~

| Physical | Config | CLI | Attrbutes |

I 105 Command Line Interface
S3fping 135Z_1&8.40.1 E

Type escape sSeguence to 2bort.
Sending ‘5, 100-byte ICMP Echos to 1%2.168.40_.1, timecut is 2

" seconds:

treee
I Success rate is 100 percent (5/5), round-trip min/avg/max = 0/1/3
[ ms
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Configurar el Protocolo de Enrutamiento Dinamico OS PFv2

Tareas de configuracion para R1 incluyendo: ID de proceso OSPF, ID de
enrutador, anunciar redes conectadas directamente, establecer todas las interfaces
LAN como pasivas, cambiar el ancho de banda de referencia de costo
predeterminado para admitir calculos de interfaz Gigabit, establecer el ancho de
banda de la interfaz en serie, ajustar el costo métrico de S0/0/0.

Configurando OSPFv2 en R1.

| Physical | Config | CLI | Attributes

| 105 Command Line Interface
Password:
Rlgconfig t©
Enter configuration commands, one per line. End with CHTL/Z.

Bl {config) #router ospf 1
Bl {config-router) #router—-id 1.1.1.1
Bl (config-router) fnetwork 172.31.21.0 0.0.3 area 0

% Invalid input detected at '"' marker.

Rl {config-router) gnetwork 172.31.21.0 0.0.0.3 area 0
Bl {config-router) #network 15%2.31.30.0 0.0.0.255 area 0O
Bl {config-router) gnetwork 152.31.40.0 0.0.0.255 area 0O
Bl (config-router) fnetwork 192.31_.200.0 0.0.0_.255 area 0
Bl {config-router) §passive-interface gl/s1.30

Bl (config-router) fpassive—-interface gls1_40

Bl {config-router) §passive-interface gl/1.200

Rl {config-router) gexit

Bl {config) #int s0/0/0

Rl {config-if) #bandwidth 128

Bl (config-if)#ip osf cost 7500

% Invalid input detected at '~' marker.

Rl {config-if) #ip ospf cost 7500
R1(config-if) #

Ctrl+F6 to exit CLI focus Copy || Paste




v

| physical | config | CLI | Attributes |

I 105 Command Line Interface

Password:
Pagsword:
Password:

Rirenzbe
| Translating "enabe"

| address
HiZrenzble
Password:

RZgconfig t©

BZ {config) #router ospf 1

Enter configuration commands, one per line. End with CHNIL/Z.

] % Unknown command or computer name, or unable to find computer

| B2 {config-router) frouter-id 2_2_2.2
| RZ {config-router) gnetwork 172_31.21.0 0.0.0_.3 area 0
BZ (config-router) fnetwork 17Z_.31_23.0 0.0.0.3 area 0O
| | 00:559:-09: %0SPF-5-BDJCHE: Process 1, Nbr 1.1.1.1 on Serial0/ 0/1
'l from LADING to FULL, Loading Done
|

RZ {config-router) fnetwork 10.10.10_.10 0.0.0_.255 area 0
BZ (config-router) fpassive-interface gls1

RZ {config-router) fexit

B2 (config) #int =20/0/0

BZ {config-if) §bandwidth 128

BZ {config-if) #int s0/0/1

B2 lconfig-if) #§bandwidth 128

| RZ (config-if) #int s0/0/0

BZ lconfig-if) #ip ospf coat 7500

| thcnnfig—ifiﬂ

m

ﬁ

Cirl+F6 to exit CLI focus Copy

Paste

[7] Top

%
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Configurando OSPFv2 en R3

v N -

| Physical | Config | CLI | Attributes |

105 Command Line Interface

B3 {confiqg) #router ospf 1

B3 {config-router) #router—-id 3.3_.3.3

B3 ({config-router) fnetwork 172_.31_.23.0 0.0.0.3 area 0O
B3 ({config-router) fpassive-interface 104

B3 ({config-router) fpassive-interface 105
B3 ({config-router) fpassive-interface 106
B3 {config-router) exit

B3 ({config)#int 30/70/1

B3 ({config-if) fbandwidth 1Z8

B3 {config-if)

Verificacion de la Informacién de OSPF

Routers conectados por OSPFv2

®r ™

| Physical | Config | CLI | Attributes |

105 Command Line Interface

Translating "anable™ -
% Unknown command or computer name, or unable to find computer
address

RZ»class

Translating "class™
% Unknown command or computer name, or unable to find computer
address

REirenzble
Password:
RZgshow ip ospf neighbor

Neighbkor ID Eri State Dead Time Lddress
Interface

3.3.3.3 u] FUOLLS - 00:00:38 172.31.23.2
Serizldys0as0

1.1.1.1 u] FULLS - 00:00:-37 172.31.21.1
Serizldys0Or 1

RZg



Resumen de las interfaces OSPF que incluye una colu
de cada Interfaz

Physical | Config | CLI | Attributes |

105 Command Line Interface

RZgshow ip ospf interface 'k

S5eri=1l0/0/1 is up, line protococl is up
Internet address is 172_31_.21_2/30, Area 0
Process ID 1, Bouter ID Z2_.2.Z2_.2, Network Type POINT-TO-BOINT,
Cost: 781
Transmit Delay is 1 sec, State POINT-TC-POINT, Pricrity O
No designated router omn this network
No backup designated router on this network
Timer interwals configured, Hello 10, Dead 40, Weaitc 40,
Retransmit 5
Hello due in 00:00:07

Index 1/1, flood gueue length 0

Heart Qx04{0) /020 (0)

Last flocd scan length is 1, maximm is 1

Last flood scan time is O mIec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1

bdjacent with neighbor 1.1_1.1

Suppress hello for 0 neighbor(s)
Serisl0/0/0 is up, line protocol is up

Internet address is 172_.31_.23_.1/30, Rrea 0O

Process ID 1, Bouter ID 2_.2.Z2_.2, Network Type POINT-TO-BOINT,
Cost: 7500

Transamit Delay is 1 sec, State POINT-TO-POINT, Priocrity O

No designated router on this network

No backup designated router on this network

Timer interwals configured, Hello 10, Dead 40, Waitc 40,

Hello due in 00:00:03
Index Z/2, floocd gqueue length 0O
Next Qx0{0)/0x0{0)
Last flood scan length is 1, maximm is 1
Last flood scan time is 0 msec, maximum is 0 msec

bdjacent with neighbor 3.3_3.3
Suppress hello for 0 neighbor (=)

Internet sddre=sg 49 10 10 10 1 /24 Zres 0

mna para el Costo

Betransamit 5

m

Neighbor Count is 1 , Adjacent neighbor count is 1 |

GigabitEthernetl/1 iz up, line protocol is up

Universidad Nacional
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GigebitEthernetl/1 is up, line protococl is up
Internet address is 10.10.10.1/24, Area 0
Process ID 1, Bouter ID 2_.2.Z2.2, Wetwork Type BROADCAST, Cost:

Transmit Delay is 1 sec, State WAITING, Priocrity 1
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Betransmit 5
No Hellos (Passive interface)
Index 3/3, flood gueues length 0
HNext 0x0{0)/0:x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
NHeighbor Count is 0, Adjacent nmeighbor count is 0
Suppress hello for 0 neighboris)
RZ§
nz g

m

1

Cirl4F6 to exit CLI focus Copy || Paste

OSPF Process ID, Router ID, Address summarizations,  Routing Networks, y
passive interfaces configuradas en un Router

| Physical | Config | CLI | Attributes

105 Command Line Interface

RZ§show ip protocols

Bouting Protocol is "oapf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Fouter ID 2.2.2.2
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximim path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0
Passiwve Interface(s):

GigebitEthernetl,1
Bouting Information Sources:
Fateway Distance Last Update
1.1.1.1 110 00:1&:-28
Z.Z.Z2.2 110 00:09:30
[ 3.3.3.3 110 00:0&:-44

Distance: (default is 110)

RZ2§
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Mostrar solo las rutas OSPF

|Physi|:3| I Config | CLI | Attributes |

105 Command Line Interface
Hegshow 1p route ospl =
o 192_.168_.30.0 [110/782] wia 172_31.21_.1, 00:17:47,
Serizld/ 051
el 152 .168.40.0 [110/7B2) viae 172_31_.21.1, 00:17:47,
Seriald/s0/1
o 152 1e8.200.0 [110/782] wvia 172.31.21.1, 00:17:-47,
Serizl0/ 0/1
RZg

Seccion OSPF de la configuracion en ejecucion

Physical | Config | CLI | Attributes

105 Command Line Interface

interface GigabitEthernet0/0
description Conexion a ISP

ip address 20%_1€5.200.225 255_.255.255.2438
duplex auto

speed auto

1

interface GigakbitEthernetl/s1
description Conexion a webk server
ip address 10.10.10.1 255.255.255.0
duplex auto

speed auto

1

interface Seriald/0/0

description Conexion a R3

bandwidth 128

ip address 172.31.23_.1 255_255_255_252
ip ospf cost 7500

clock rate 122000

1
interface Serialds0/1

description Conexion a Rl

bandwidth 122

ip address 172.31.21.2 255.255.255.252
clock rate 2000000

1
interface Vlanl

no ip address

shutdown

1
router ospf 1

router—id 2.2.2.2
log-adjacency—changes
passive-interface GigakitEthernetlOs1
network 172.31.21.0 0.0.0.2 area 0O
network 172.31.23.0 0.0.0.2 area 0
——More——
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Implementacién Dhcp Y Nat Para Ipv4

Tareas de configuracion para R1 incluyendo: Reservar las primeras 30
direcciones IP en la VLAN 30 para configuraciones estaticas, reservar las
primeras 30 direcciones IP en la VLAN 40 para configuraciones estéticas, crear
una agrupacion DHCP para la VLAN 30, crear una agrupacién DHCP para la
VLAN 40.

Configurando R1 como el servidor DHCP para las VLAN 30y 40.

R ——— =

| Physical | Config | CUI | Attributes |

105 Command Line Interface

Rlfconfig t©
Enter configuration commands, one per line. End with CHNTL/Z:
Bl {config) #ip dhcep exclused-address 132 _.168.30.1 1%2.168.30.30

% Imvalid input detected at """ marker.

Bl {config) #ip dhcep excluded-address 132 _.168.30.1 1%2.168.30.30
Bl {config) #ip dhep excluded-address 152 _.168.40.1 152 _.188.30_-40
Bl {config) #ip dhep pool administracion
Rl {dhep—config) §dns-server 10.10.10.11

Bl (dhep—config) #ip dhep pool mercado
Bl (dhcp-config) f#dns—server 10.10.10.11
Bl (dhep—config) #domain-name ccna-unad.com

% Inwvalid input detected at """ marker.

Bl {dhep—config) #defaul-router 192 _.168.40.1

% Inwvalid input detected at """ marker.

Bl (dhcp—config) fdefault-router 152 _168.40.1 ‘
Bl {dhep—config) fnetwork 192 _168_40.0 Z55_255_Z55.0
01 (dhep-config) §

m

1|
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I | Physical | Config | CLI | Attributes

| 105 Command Line Interface

BEZrenabhle

Dassword:

RZfconfig t

Enter configuration commands, one per line. End with CHTLSZ.

B2 (config) fuser webuser priwvilege 15 secret ciscolZ345

! B2 (config) $#ip nat inside source stacticl0.10.10.10 Z205.165.200.Z2Z2%9

% Invalid input detected at "' marker._

B2 (config)#ip nat inside source stactic 10.10.10.10 Z0%.165.200.ZZ%

' marker.

% Invalid input detected at "~
BZ (config) $ip nat inside source static 10.10.10.10 Z05.165.200.ZZ29

BZ {config) fint glO/s0

B2 (config-if) #ip nat outside

B2 (config-if) §int gl/1

BZ (config-if) #ip nat ocutside

B2 (config-if) §access-list 1 permit 19Z2.1&8.30.0 0.0.0.255

B2 (config) faccess—-list 1 permit 1%2_.168.40.0 0.0.0.255

RZ (config) faccess-list 1 permit 1%2.168.4.0 0.0.0.255

BZ (config) fip nat INTERTHNET 205_1e5_200_225 209_.165_200_.Z28 nmetmask Z55_2Z55_255_Z248

T

% Invalid input detected at marker.

BZ (config) #ip nat pool INTERTHMET Z09_165.2Z00.2Z5 Z09.165.200.2Z8 netmask Z55_Z55.255_Z48
B2 (config) #ip nat inside source list 1 pool INTERMET
BZ (config) g

Ctrl+F6 to exit CLI focus Copy || Paste
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Verificando Dhcp Y Nat Estética

Verificando que la PC-A haya adquirido la informaci  6n IP del servidor DHCP

@ DHCP ) Static

IP Address | 192.168.30.31
| Subnet Mask 255,255,255.0

Default Gateway [192.168.30.1

DNS Server [10.10.10.11

IPv& Configuration

7 DHCP 71 Auto Config @ Static
1Pv6 Address |

Link Local Address FEB0:: 2E0:F7JFFFES0:6971
IPvE Gateway

IPw6 DNS Server

Verificando que la PC-C haya adquirido la informaci  6n IP del servidor DHCP

T N R =

i

Physical | Config Desktop | Programming I Attributes |
[[F Configuration
I IF Configuration
@ DHCP ") Static
IP Address 192,168.40.2
Subnet Mask 255,255.255.0
Default Gateway |192.168.40.1
DNS Server .ll_f_l.ll_"._l.ll_"__l.ll
IPv6 Configuration
(T) DHCP () Auto Config @) Static
IPy& Address /
Link Local Address FEB0::290: 2BFF:FE20: 27AE
IPv& Gateway
IPv& DNS Server




omprobacién Ping De Pc-A A Pc-C
B pc-A ) "_TTT WW W “

Physical I Config | Desktop | Programming I Attributes |

Command Prompt X

C:W>DPING

Pinging 1!

Ping statistics fo

Sent = 4

mate round trip times in milli-seconds:

Minimim = Oma, Maximum = lms, Average = 0Oms
v v =

Configuracion Y Verificacion De Listas De Control D e Acceso (Acl)
Restringiendo EI Acceso A Las Lineas Vty En R2

te N - - -

| Physical | Config | CLI | Attributes |

105 Command Line Interface

Password: ~

RZrenable

Password:

BZfconfig t

Enter configuration commands, one per line. End with CHIL/Z.
BZ (config) #ip access-list atandard ADMIN

% Invalid input detected at """ marker.

BZ (config) §

BZ (config) #ip access-list standard ADMIN

BZ (config-std-nacl) #permit host 172.31.21.1
BZ (config-std-nacl) gexit

BZ (config)$#line wty 0 4

BZ (config-line) §access—-class ADMIN in

BZ (config-line) £

Universidad Nacional
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egurando la Red del Tréfico de Internet

P2 R2 d —

Physical Config CLI Attributes

105 Command Line Interface

RZ (config-line) ip access-list standard ADMIN o~
B2 (config-std-nacl) fpermit host 172.31.21.1

B2 (config-std-nacl) exit

B2 (config) #line wty 0 4

B2 (config-line) faccess—-class ADMIN in

RZ (config-line) #access-1list 101 permit tcp any host
209_165.200.229 eq wWwWwW

RZ {confiqg) faccess-list 101 permit icmp any any echo-reply
B2 (config) #int gls0

B2 (config-if) $#ip access—group 101 out

B2 (config-if)#int =50/0/0

RZ (config-if) #ip access—-group 101 out

RZ (config-if)&int s0/0/1

B2 (config-if) §ip access-group 101 out

RZ {config-if) fint gl/1

B2 (config-if) $#ip access—group 101 out

Verificando Que La Acl Esté Funcionando
Ping PC-A (Ping deberia ser inalcanzable)

®rc-a . -l — t

Physical Config Desktop Programming Attributes
Command Prompt
>ping
Pinging

I 1y

C:\»ping

Pinging

N
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Ping PC-B (Ping deberia ser inalcanzable)

¥ INTERNET PC =

Command Prompt |

cket Tr r ommand Line 1.0

P.Hysin:a;l Cnnﬁ-g Desktop [ Programming Atﬁibutes

hZrping 152 _1g8

Pinging

unreachable .

h

Destination
Destination unreachable .
egtination unreachable .

[ O I L B

Fi Fh Fh

Ping statistic
I Packets: 5

Destination
stination
stination unreachable .
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Desde R1, Ping a la Internet PC (Ping deberia tener  éxito).
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| Physical | Config | CU | Attributes |

105 Command Line Interface

from FULL to DOWH, Neighbor Down: Interface down or detached

5LINEFROTO-5-UPDOWN: Line protocol con Interface Seriallf 0/0,
changed state to up

04:5g:41: %05PF-5-ADJCHEZ: Process 1, Wbr 2_2:2.2 on Seriall/os0
from LORDING to FULL, Leoading Done

User REccess Verification
Password:

Elrenable
Password:
Bliping Z059.165.200.230

Type escape seguence to abort.

Sending 5, l100-byte ICHMP Echos to 20%_1€5.200.230, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/favg/max =
1/5/13 ms

Bl

7] Top



’ ," Universidad Nacional
4 ‘/ Abierta y a Distancia

Verificacion De La Informacién De Las Acls

Coincidencias que han recibido las listas de acceso

| Physical | Config | CLI | Attributes

105 Command Line Interface

Prohikido Ingresoc Mo autorizado
User Access Verification
Password:

RiIxenakble
Password:
Password:
RZf show access-lists
Standard IP access list 1
10 permit 192 _168_.30.0 0.0.0_.255
20 permit 192 _168_.40.0 0.0.0_.255
30 permit 19Z.168.4.0 0.0.0.Z55
Standard IP access list ADMIN
10 permit host 172_.31_.21.1
Extended IP access list 101
10 permit tcp any host 20%.165_200.229 eq www
20 permit icmp any any echo-reply

1 [m |

nzg

Ctrl+F6 to exit CLI focus Copy || Ppaste |

[] Top
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Conclusiones

Al finalizar la actividad logramos concluir que, mediante el desarrollo de la prueba
final de habilidades, empleamos todos los conocimientos, destrezas y herramientas
gue nos brindaron mediante la realizacion de este diplomado, en el desarrollo de los
modulos establecidos, Network Fundamentals (CCNAl R&S) y Routing and
Switching Fundamentals (CCNA2 R&S). y con los cuales pudimos profundizar de

manera detallada el campo de las redes y telecomunicaciones.

Este conocimiento es muy esencial y enriquecedor para nuestra carrera de
Ingenieria de Sistemas, donde nos catapulta los conocimientos adquiridos y
mediante los cuales desarrollamos nuevas competencias en nuestra formacion

como profesionales y de gran utilidad en el campo laboral.
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