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INTRODUCCION

La prueba de habilidades practicas, corresponde a una solucion de un caso de
networking dispuesto mediante evaluacion que pone a prueba lo aprendido a lo
largo del desarrollo del curso y se evidencia en este informe a manera de
practica.

En este Informe se registra la configuracion de cada uno de los dispositivos, la
descripcion detallada del paso a paso de cada una de las etapas realizadas
durante su desarrollo, el registro de los procesos de verificacion de conectividad
mediante el uso de comandos ping, traceroute, show ip route, entre otros.

Para el desarrollo de esta prueba de habilidades se escogié libremente la
herramienta de Simulacién Packet Tracer, con la cual se resolverd cada
contexto que exige la prueba.



OBJETIVOS

GENERAL

Dar solucién evidenciando el proceso paso a paso al Escenario consistente en:
Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Bogota, Medellin y Bucaramanga, en donde el estudiante sera el administrador de
la red, el cual deberad configurar e interconectar entre si cada uno de los
dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

ESPECIFICOS

» Crear la topologia fisica y l6gica de la red del escenario a desarrollarse.

» Configurar la topologia, direccionamiento ip, protocolos de enrutamiento
especificada en el escenario objeto de la prueba.

« Simular cada uno de los pasos propuestos en la evaluacion evidenciando el
paso a paso del desarrollo de la solucion.

* Ejecutar en los dispositivos los comandos ping, traceroute, show ip route, y
otros de acuerdo a lo que se solicite en la prueba con el animo de verificar
la conectividad y configuraciéon de los dispositivos que hacen parte de la
topologia a desarrollar.



DESCRIPCION DEL ESCENARIO PROPUESTO PARA LA PRUEBA DE
HABILIDADES

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante serd el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

Topologia de red

l VLAN Direccionamiento Nombre
nte rnEt 30 172.16.30.0/24 Docentes
40 172.16.40.0/24 |Administrativos
209.165.200 224/29 150 172.16.150.0/24 Soporte
b
BOGOTA S A:\ LoO J| webServer
2 10.10.10.10/32

172.31.23.0130

172.31.21.0730

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

192.168.99.2



Configurar el direccionamiento IP acorde con la topologia de red para cada uno
de los dispositivos que forman parte del escenario.

Tabla de direccionamiento

Méscara de Gateway

Dispositivo Interfaz Direccion IP subred predeterminado
R1 (MEDELLIN) | S0/0/0 (DCE) 172.31.21.1 255.255.255.252 N/A

GO0/0 192.168.13.1 255.255.255.252 N/A
R2 (BOGOTA) GO0/0 209.165.200.225 | 255.255.255.248 N/A

GO0/1 10.10.10.1 255.255.255.0 N/A

S0/0/0 (DCE) 172.31.23.1 255.255.255.252 N/A

S0/0/1 172.31.21.2 255.255.255.252 N/A
R3 (B/IMANGA) [ S0/0/1 172.31.23.2 255.255.255.252 N/A

Lo4 192.168.4.1 255.255.255.0 N/A

Lo5 192.168.5.1 255.255.255.0 N/A

Lo6 192.168.6.1 255.255.255.0 N/A
Internet PC NIC 209.165.200.230 | 255.255.255.248 209.165.200.225
Web Server Fa0 10.10.10.10 255.255.255.0 10.10.10.1
PC-A FO/1 DHCP DHCP DHCP
PC-C FO/1 DHCP DHCP DHCP

Direccionamiento ip (Internet PC)

1. Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario

B Internet PC

Physical Config

Desktop

Programming

Attributes

[P Configuration

IF Configuration

DHCP

@ Static

IF Address 209.165.200. 230

Subnet Mask 255.255.255.243
Default Gateway 209.165.200.225
DMS Server

IPv6 Configuration

DHCP Auto Config @ Static

IPvG Address

Link Local Address FES0:: 204:9AFF:FEOD:BO39

IPvE Gateway |

IPwiS DMNS Server



R1 (MEDELLIN)

config t

hostname MEDELLIN

int s0/0/0

ip add 172.31.21.1 255.255.255.252
clock rate 64000

no shu

R2 (BOGOTA)

config t

hostname BOGOTA

int loop0

ip add 10.10.10.10 255.255.255.255
no shut

int s0/0/0

ipadd 172.31.23.1 255.255.255.252
clock rate 64000

no shu

int s0/0/1

ip add 172.31.21.2 255.255.255.252
no shutdown

int g0/0

ip add 209.165.200.225
255.255.255.248

no shutdown

D03

TR

B R = | B |
| Physical | config | QI | Attributes
105 Command Line Interface
-
Router>EN

k?RZ

Routerfconf ¢

Enter configuration commands,
Router (config) fhostname MEDELLIN

MEDRELLIN (config) §

MEDRELLIN (config) §interface s0/0/0

MEDELLIN (config-if) §172.31.21.1 255.255.255_252

% Invalid input detected at "'~'
MEDRELLIN (config-if) §ip address 172.31.21.1 255.255.255.252
MEDELLIN (config-if) #clock rate €4000

MEDELLIN (config-if) #no shutdown

%LINE-5-CHANGED:

one per line. End with CHNTL/Z.

marker.

Interface Serizl0/0/0. changed state to down

e

| Physical I Config | QI | Attributes |

105 Command Line Interface

% Invalid input detected at '~'

BOGOTR (config-if) §ip address 172.31.23.1 255.255_255.25
BOGOTA (config-if) #clock rate 64000
BOGOTA (config-if) #no shutdown

SLINE-5-CHANGED: Interface Serizl0/ 070,
BOGOTR (config-if) #interface 30/0/1
BOEOTR (config-if) §ip address 172.31.21.2 Z55_2Z55.255.252 4

BOGOTA (config-if) #no shutdown

Routerfconf terminal

Enter configuration commands,
REouter (config) #hostname BOGOTR
BOGOTA (config)#int loopld

one per line. End with CNTL/Z.

BOEOTR (config-if) &
&LINE-5-CHANGED: Interface Loopback(d,

changed state to up

SLINEPROTO-5-UPDOWN: Line protococl on Interface Loopbackd,
changed state to up

BOGOTA (config-if) §ip asddress 10.10.10.10 255.255.255.255
BOGOTA (config-if) #no shutdown

BOEOTR (config-if) ginterface 507070
BOGOTA (config-if)#ip address 172.81.23.1

255.

merker.

=]

changed state to down

BOGOTA (config-if)#
3LINE-5-CHANEZED: Interface Seriall 071,

changed state to up

$LINEPROTO-5-UPDOWN: Line protocoel on Interface Serial0s0/1,
changed state to up

BOGOTR (config-if) #interface gl/0 i
BOGOTR (config-if) §ip address 205.1&5._ 5 5 5
Bad mask /29 for address 205.165.200.
BOGOTA (config-if) #no shutdown

[=]
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R3 (B7MANGA)

config t

hostname BUCARAMANGA

int loop4

ip add 192.168.4.1 255.255.255.0
no shut

int loop5

ip add 192.168.5.1 255.255.255.0
no shut

int loop4

ip add 192.168.6.1 255.255.255.0
no shut

int s0/0/1

ip add 172.31.23.2
255.255.255.252

no shu

Lt

AR A A A A A A R REEEEEE————_—TTe

Physical | Config | CLI | Attributes |

105 Command Line Interface

Router»en
Routerfconfigure t
Enter configuration commands, one per

Router (config) fhostname BUCAREMANGE
BEUCARAMANGA (config) #int loop4

BUCARAMENGE (config-if) &
SLINE-5-CHAENGEED: Interface Loopbackd,

SLINEFROTO-5-UPDOWN: Line protocol on
changed state to up

BUCARAMANGR (config-if) #ip address 13Z.
BUCARAMANGE (config-if) #no shutdown
BUCARRMAMNGER (config-if) #int loophs

BUCARAMANGA (config-ifl &
%LINE-5-CHANGED: Interface Loopbacks,

SLINEPROTO-5-UPDOWN: Line protocol on
changed state to up

BUCARAMANGE (config-if) #§ip address 13zZ.
BUCRRAMANGE (config-if) #no shutdown
BUCARAMANGE (config-if) #int loopd
BUCARAMANGR (config-if) #ip address 13Z.
BUCARAMANGE (config-if) #no shutdown

BUCARAMANGE (config-if) #ip address 17Z.
BUCAREAMANGR (config-if) #no shutdown

BUCARAMANGR (config-if)§
%LINE-5-CHANGED:

Interface Seriald/ 071,

line. End with CNTL/Z.

changed state to up

Interface Loopbackéd,

168.4.1 255.255.255.0

changed state to up

Interface Loopbacks,

la8.5.1 255.255.255.

188.6.1 255.255.255.0

BUCARAMANGE (config-if) #interface s0/0/1

31.23_.2 255_.255_255_252

m

changed state to up

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 2.2.2.2

Router ID R3

3.3.3.3

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales en

128 Kb/s

Ajustar el costo en la métrica de S0/0 a

7500




CONFIGURACION OSPF V2

AL Al SELTh AN . SN N [N

r - il
R1 (MEDELLIN) B l‘. -
config t '

| Physical | Config | CL | Attributes |
router ospf 1 [
] 105 Command Line Interface

router-id 1.1.1.1 i
network 192.168.99.0 0.0.0.255 i MEDELLIN>en
area 0 MEDELLIN{conf t

I Enter configuration commands, one per line. End with CNIL/Z.
network 172.31.21.0 0.0.0.3 MEDELLIN{config) $zouter ospf 1
area 0 1l MEDELLIN{config-router) frouter-id 1.1.1.1

MEDELLIN{config-router)fnetwork 192.168.3%.0 0.0.0.255 area 0
Nai ) MEDELLIN(config-router)fnetwork 172.31.21.0 0.0.0.3 area 0
paSSIVe mterface gIO/O | MEDELLIN{config-router)fpassive-interface gil/0
. MEDELLIN{config-router)finterface s0/0/0
int s0/0/0 I MEDELLIN (config-if) #bandwidth 128
. MEDELLIN{config-if) #ip ospf cost 7500

bandwidth 128 Il | |¥EDELLIN(config-if) interface s0/0/1
B MEDELLIN(config-if) §bandwidth 128
ip ospf cost 7500 || | |vEpELiiN(consig-if) ¢
int s0/0/1

bandwidth 128

R2 (BoGOTA)

wooabibilidad] o o
#

config t B R =
router ospf 1 | Physical | Config | 1 | Attributes
. 105 Command Line Interface
router-id 2.2.2.2
BOGOTA>en
BOGOTAR ft
network 209.165.200.224 0.0.0.7 area 0 Enter czigiguraticn commands, one per line. End with CNTL/Z.
BOGOTA (config) frouter ospf 1
BOGOTR (config-router) frouter-id 2.2.2.2
network 172'31'21'0 0'0'0'3 area O BOGOTR (config-router) gnetwork 209.165.200.224 0.0.0.7 area 0
network 10.10.10.10 0.0.0.3 area 0 BOGOTA (config-router) fnetwork 172.31.21.0 0.0.0.3 area 0
BOGOTAR (config-router) §
. . . 01:05:14: %05PF-5-ADJCHE: Process 1, Mbr 1.1.1.1 on Seriald/0/1
passwe-lnterface gIO/O from LOADING to FULL, Loading Done
Int SO/O/O BOGOTR (config-router) fnetwork 10.10.10.10 0.0.0.3 area 0
H £ \config-router asslve-interiace gil,
bandwidth 128 BOCOTR (config |passive-interface gil/0
BOEOTA (config-router) #int 30/0/0
ip ospf cost 7500 BOGOTA config-if) ¢handwidth 128
BOEOTA (config-if) #ip ospf coat 7500
int s0/0/1 BOGOTA|config-if) #int s0/0/1
BOGOTA (config-if) fbandwideh 128
bandwidth 128 BOROTA (config-if)#




R3 (B/MANGA)

P —

config t PR3 o B
router ospf 1 [ Physical | Config | CLI | Atrbutes |
router-id 3.3.3.3 105 Command Line Interface

network 172.31.23.0 0.0.0.3 area 0

BUCARAMANGR>en
network 192.168.4.0 0.0.0.255 area 0 BUCARAMANGAEcons t

Enter configuration commands, one per line. End with CNTL/Z.

network 192.168.5.0 0.0.0.255 area 0 BUCARRMANGA (config) frouter ospf 1

BUCRRAMANGA (config-router) frouter-id 3.3.3.3

BUCARAMANGA (config-router) fnetwork 172.31.23.0 0.0.0.3 area O
network 192.168.6.0 0.0.0.255 area 0 BUCARAMANGR |config-router) fnetwork 132.168.4.0 0.0.0.255 area 0

BUCARAMANGA (config-router) fnetwork 1%2.168.5.0 0.0.0.255 area 0

int s0/0/0 BUCARAMANGA (config-router) $network 192.168.6.0 0.0.0.255 area 0
BUCRRAMANGA (config-router) #int 50/0/0

bandwidth 128 BUCARAMANGE (config-if) $bandwidth 123
BUCARAMANGA (config-if) #ip ospf cost 7500

|p Ospf cost 7500 BUCLREMANGE (config-if) #interface 20/0/1
BUCARAMANGA (config-if) $bandwidsh 128

int s0/0/1 BUCARAMANEA (config-if) §

BUCARRMANGR (config-if)

bandwidth 128

Configuracién WEB Server

4 % WEESERVER
ar-PT
RVER
Physical | Config | Services | Desktop | Programming | Attributes
[P Configuration
IP Configuration
) DHCP @ Static
IP Address 10,10.10.10
Subnet Mask 255,255,255.0
Default Gateway 10,10.10.1
168.99.3
DNS Server 0.0.0.0
IPv& Configuration
() DHCP () Auto Config @ Static
IPv6 Address
Link Local Address FEBD:: 2E0: A3FF:FE74:6400
IPv6 Gateway
[Py DNS Server




Verificar informacién de OSPF

T TR LERE ole e

Physical | config | CLI | Attributes |

105 Command Line Interface

MEDELLIN>en
MEDELLINE show ip ospf neighbor

HNeighbor ID EBri State Dead Time Address
Interface
| Z.Z_Z.Z a FULL/S - 00=-00=359 172.31_21_2
Serialdys 0,0
MEDELLIMNE
[ =
L R2
E i -
| Physical | config | CLI | Attributes
105 Command Line Interface
-
BOEOTA»show ip ospf neighbor
HMeighbor ID Pri State Dead Time Bddress
Interface
1.1.1.1 u] FULLS - 00:-00:3Z2 17Z.31.21.1
Serizlds 051
BOGOTRA>

[ ]
el costo de cada interface

Guia de disefio de OSPF - X

/[ UNAD.php

C | & Seguro | htips//stadium.unad.edu.co/preview/UNAD.php?u

bitstream/10596/18637/1/103757327 L pdf

T T U O TR T TUCUS

oo

Visualizar lista resumida de interfaces por OSPF en donde se ilustre

-:-Elﬂ

R3

al Attributes

Physical | Config | 1 | Atiributes

105 Command Line Interface 108 Command Line Interface

ip ospt interface

MEDELLIN>en
MEDELLIN$#show ip pspf interface up, line protocol is up
- ddress is 10.10.10.10/32, Area 0
1, Router ID 2.2.2.Z, Network Type LOOPBACK,
nterface iz treated 2z 2 stub Host
iz up, line protscsl iz up
ddress iz 172.31.21.2/30, Rrez 0
1, mouter ID 2 , Wetwork Type BOINT-TO-H

% Invalid input detected at marker.

MEDELLIN#show ip ospf interface

Serial0/0/0 is up, line protocol is up

Internet address is 172.31.21.1/30, Ares O

Process ID 1, Router ID 1.1.1.1, Network Type FOINT-TO-FOINT,
Cost: 7500

Transmit Delsy is 1 sec, State FOINT-TO-BOINT, Pricrity O

No designated router on this network i

Blay is 1 sec, State DOINT-TO-POINT, Priority
ed router on this network
designated router on this netwerk
als configured, Helle 10, Dead 40, Wait 40,
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40,
Retransmit $
Hello due in 00:00:08
Index 1/1, flood queue length 0
Wext 0x0(0)/0x0(0)
Last flcod scan length is 1, maximum is 1
Last fleed scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Rdjacent with neighbor Z z
Suppress hello for 0 neighbori(s)
MEDELLIN?
MEDELLIN?
MEDELLIN?
MEDELLIN?
MEDELLIN?

& in 00:00:08

flood queue length 0
£0%0(0)

scan length is 1,
scan time is 0 msee,
Bunt is 1 , Adjacent neighbor count is 1
with neighbor 1.1.1.1

£11c for 0 neighbor(s)

Weit 40, "

maximum is 1
maximuim is 0 msee

[ Physical | config | clI | Attributes

10S Command Line Interface

BUCARAMANGA>en

ip ospf

Locpback$ is up, line protocel is up
Internet address is 192.168.5.1/24, Ares 0
Process ID 1, Router ID 3.3.3.3, Network Type LOOFBACK, Cost: 1
Loopback interface is treated as = stub Host
Locpback is up, line protocel is up
Internet address is 192.168.6.1/24, Ares 0
Process ID 1, Router ID 3.3.3.3, Network Type LOOFBACK, Cost: 1
Loopback interface is treated as = stub Host
Serial0/0/1 is up, line protocol is up
Internet address is 172.31.23.2/30, Ares 0
Process ID 1, Router ID 3.3.3.3, Network Type FOINT-TO-FOINT,
Cast: 781
Transmit Delsy is 1 sec, State FOINT-TO-POINT, Pricrity O
Ho designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40,
Retransmit S
Hello due in 00:00:03
Index 3/3, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is L1
Last floed scan time is 0 msec, maximum is 0 msec
Suppress hello for 0 neighbor(s)
ICARAMANGAE

Wait 40,

BUCRRAMANGRE

MEDELLIN%

Ctrl476 to exit CLI focus

Cirl+F6 to exit CLI focus

JTop

[ Top

| C & Lyt K




e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

% R

| Physical | config | cLI | Attributes |

I0S Command Line Interface

MEDELLIN>en
MEDELLIN#show ip protocols

BEouting Protocol is "ospf 1™
Cutgoing update £ilter list for all interfaces is not set
Incoming update filter list for all interfaces is not sSet
Bouter ID 1.1.1.1
Humber of areas in this router is 1. 1 normal 0 stuk 0 nssa
Maximum path: 4
Bouting for HNetworks:
192 _1&83_.99_.0 0_.0_0_.Z55 area 0
172.31.21.0 0.0.0.3 area 0O
Pzssiwe Interface(s):
EigabitEthernecd/,0
Bouting Imnformation Sources:

Fateway Distance Last Update
1.1.1.1 110 00:18:37
T 3 2 9 11N Am-18-27

i
. HE o -

Physical | Config | CLI | Attributes

105 Command Line Interface

BOEOTA»en
BOEOTRAEshow ip protocols

Fouting Protocol is "ospf 1™

Cutgoing update £ilter list for a&ll interfaces is not 3t

Incoming update filter list for all interfaces is not set

Router ID Z2_.Z2_Z_Z

Humber of aress in this router is 1.

Maximm path: 4

BEouting for HNetworks:
Z09_.1e5_200_.224 0.0.0.7 area 0
172.31.21.0 0.0.0.3 area 0O
10.10.10.8 0.0.0.2 area 0O

Pasgive Interface(3):
GigakitEthernetd,/0

Routing Information Sources:

1l normal 0 stuk 0 nssa

Distance:

BOGOTLE

fdefault is 110)

EFateway Distance Last Update
1.1.1.1 114 00:z1e:-08
Z. 2. 2.2 114 00:-1g-08



—— =
| Physical | config €LI Attributes
105 Command Line Interface
BUCARAMANCA>cn

Cutgoing update filter
Tncoming update filter
Router ID 2 _2.3.3

Maximm path: 44
Fouting for Hetworks:

Routing Protocol ia "oapf

BUOCARMMANCAEshow ip protocols

1
list for all imterfaces is not et
list for all imterfaces is not et

Humber of areas inm this router is 1. 1 norm=l 0 stubk 0 nssa

172.31.232.0 0.0.0.3 area 0O

19Z2.1e28.4.0 0.0.0.255 area 0O

19Z2.1e8.5.0 0.0.0.255 area 0O

19Z.1le28.e€.0 0.0.0.255 area 0O
Bouting Information Sources:

EFateway Distance Last Update

I.2.3.8 110 O0z17:-41
Distance: {(default is 110)

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-
VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

Crear vlans S1

B 51

| Phiysical I Config | CLI | Attributes

105 Command Line Interface

Press RETURN to get started!

2LINE-5-CHANGED: Interface FastEthernetd/s1, changec

SLINEPROTO-S5-UPDOWN: Line protoccl on Interface Fa:
changed state to up

SLINE-5-CHRNGED: Interface FastEthernetl/s3, change:

2LINEPROTO-5-UPDOWN: Line protocol on Interface Fa:
changed state to up

Sl>en
Slgconf ©

Enter configuration commands, one per line. End w:
S1(configl#nc ip domain-lockup

51 g)gvlan 30
s1 g-vlan) #name DOCENTES

51 g-vlan) gvlan 40

s1 g-vlan) fname ADMINISTRATIVOS
51 g-vlan) gwlan 150

g-vlan) #name SOPORTE
g—vlan) §

Ctrl+F6 to exit CLI focus (

Creacion vlans S3

P 53 -

| Physical Config | CLI | Attributes

105 Command Line Interface

3LINEFROTO-5-UFDOWN: Line protocol om Interface FastE
changed state to up

53>EN
S3fconf ©
Enter configuration commands, one per line. End with

53 (config) §vlan 30

53 (config-vlan) #name DOCENTES

53 (config-vlan) §vlan 40

53 (config-vlan) fname ADMINISTRATIVOS
52 (config-vlan) #Vlan 150

| 53 (config-vlan) #name SOPORTE

53 (config-vlan) §EXIT

53 (config) §EXIT

%S5¥S5-5-CONFIG_I: Configured from conscle by conscle

53§
S3¢
538
53§
53§

cos




| Physical | Config | CLI | Attributes

105 Command Line Interface

from LOARDIME to FULL, Loading Done

MEDELLIN>en
MEDELLINfconf t

MEDELLIN (config) #interface gl/s0.30

MEDELLIN (config-subif) ginterface gl/s0.30

MEDELLIN (config-subif) §édescription DOCENTES

MEDELLIN (config-subif) gencapsulation dotlg 30
MEDELLIN{(config-subif) §ip address 172.16.30.1 255.255.255.0
MEDELLIN (config-subif) #éinterface g0/s0.40

MEDELLIN (config-subif) #édescription ADMINISTRATIVOS

MEDELLIN (config-subif) gencapsulation dotlg 40
MEDELLIN{(config-subif) §ip address 172.16.40.1 255.255.255.0
MEDELLIN (config-sukif) $interface gl/0.150

MEDELLIN (config-subif) #¢description SOPORTE

MEDELLIN (config-subif) gencapsulation dotlg 150
MEDELLIN{(config-subif) §ip address 172.1€.150.1 Z55.Z55.255.0
MEDELLIN (config-subif) ginterface gl/s0

MEDELLIN{config-if) #no shutdown

MEDELLIN{config-if)§

00:00:10: %05PF-5-ADJCHE: Process 1, Wbr 2.2.2.2 on Serizld/ 070 -~

Enter configuration commands, one per line. End with CNIL/Z.

2LINE-5-CHAENEED: Interface GigabitEthernetl/s0, changed state to

m

Ctrl+F5 to exit CLI focus Copy I [

Paste

4. En el Switch 3 deshabilitar DNS lookup

® 53

| Physical | Config | CLI | Attributes

105 Command Line Interface

S53xen
S3fconft t©

S53{config) gno ip domain-lookup
53 {config)

Enter configuration commands, one per line. End with CHNTL/Z.




5. Asignar direcciones IP a los Switches acorde a los lineamientos.

Configuraciéon S1

®s1 -

| physical | Config | CLI | Attributes

TTTTOIITT
Enter configuration commands, one per
51 (config) #vlan 30

51 (config-vlan) fexit

51 (config) #int wlan 150

51 (config-if) £

Sl{config-if) #ip address 192 _168_.35_Z
Sl {config-if) #no shutdown
Sl{config-if) fexit

51l ({config) #interface £0/3
51 (config-if) #switchport mode trunk

Sl {config-if)§
SLINEPROTO-5-UPDOWN: Line protocol on

SLINEPROTO-5-UPDOWN: Line protocol on
SLINEFROTO-5-UPDOWN: Line protocol on
5l {config-if) #awitchport trunk natiwve
5l {config-if) #interface £0/24

51 (config-if) #switchport mode trunk

Sl {config-if)§
SLINEPROTO-5-UPDOWN: Line protocol on

SLINEPROTO-5-UPDOWN: Line protocol on
Sl{config-if) §switchport trunk natiwve

Sl{config-if) fexit

51 (config-if-range) fexitc
51 (config) #interface £al/S1
51 (config-if) #switchport mode access

51l {config) #ip default—gateway 1892 _1&8.

line. End with CHTL/Z.

SLINE-S5-CHANEED: Interface WVlanl50, changed state to up

255.255.255.0

951

Interface

Interface

Interface

wlan 1

Interface

Interface

wlan 1

5l {config) #interface range £al/2, £a0/4-23
5l (config-if-range) fawitchport mode access

51 (config-if) #switchport access wlan 30

FastEthernetl/3, changed

FastEthernetl/3, changed

V1lanl50, changed state to

FastEthernetl/Z4, changed

FastEthernetl/Z4, changed



Configuracién s3

Physical I Config CLI Attributes

I0OS Command Line Interface

S52>emn
SSEEconf ©
Enter ocor

dguratiomn comarnds, omne per line Ernd =writk
S {config)l#interface wlamn 150

S22 {config—ifl £

SLIMNE-5—CHOMNEED: Imterface WliamnlsSo, changed Sstatce To

SLINEFPFROTO—S—TFEFDIOFHIN: Line protoocol omn Imterface Wland
state To up

S lconfig—iflE#interface wlamnm 150

S22 {config—ifl#ip address 192 _l1loc=2_39393_3 =2
52 {config—1f) fnoc shutdown

S {config—dif£) fnoc Shuto

S22 {config—if)#fip default—gateway 19Z_l1laes5 .35 _ 1
S22 {config)finterface T0.,3

S22 {config—i

i
]l
8]
i
]l
8]
i
il
]

1 Egwitchport moxde trumnk

S22 {config—if) fswitchport trumk matiwre wlamnn 1
S3{config—iflfinterface range fTalds 2, fad " 4—=4
S22 {config—if—range)l fgswitchport mo-de access3

S {config—if—range) fFintcerfacse a0,

S5 {config—dif) faswitchport mode access

S22 {config—4if) fawitchport access wlamn 40
S3 {config—ifl §

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

B s1 - 53 -

Physical | Config | CLI | Attributes Physical | Config | LI | Attributes
x 0
53 (config-if)int range f£a0/2, fa0/4-24
s1>en 3 {config-if-range) ¢shutdown
Sl#cons ¢
Enter configuration commands, one per line. End with CNTL/Z. SLINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively down
S1(config)#int range £a0/2, £20/4-23
S1 (config-if-range)¢shutdown SLINK-5-CHANGED: Interface FastZthernet0/4, changed state to administratively dewn
3LINE-5-CHANGED: Interface FastEthernet0/Z2, changed state to administratively dewn ALINK-5-CHANG Interface FastEcthernet0/5, changed state to administratively down
LLTHE- Tnterface FastithernesOfd, changed state to administracively dews SLINK-5-CHANGED: Interface FastZthernet0/&, changed state te administratively dewn
sLTNE- Interface FastEthernes0/S, changed state to administratively dows SLINK-5-CHANGED: Interface FastEthernet0/7, changed state to administratively down
SLINE- Interface FastEthernet0/8, chenged scace to sdministracively dewn SLINK-5-CHANGED: Interface FastEthernet0/8, changed state to administratively down
SLINE- Interface FastEthernet0/7, changed state to administratively down ALINE-5-CHANGED: Interface FastEIthernst0/9, changsd state to administratively down
SLTHE- Inberfoce FastEthernet0/8, chenged sbabe 5o edministrabively dewn SLINK-5-CHANGED: Interface FastZthernet0/10, changed state to administratively down
ALINK-S-CHARNGED: Interface FastZthernet0/S, changed state to sdministratively down *LINK-5-CHANGED: Interface FastEthernsc0/11, changed state to administravively down
SLINK-S-CEANGED: Interface FastEthernet(/10, changed state to administzatively down SLINK-S-CHANGED: Interface FastZthernet0/12, changed state to administratively down
SLINK-5-CHANGED: Interface FastEthernet0/11, changed state to administratively down SLINK-S-CHANGED: Interface FastEthernet0/13, changed state to administrasively down
SLINK-5-CHANGED: Interface FastEthernet0/12, changed state to administratively down SLINK-S-CHANGED: Interface FastEthernet0/14, changed state to administrasively down
3LINK-S-CHANGED: Interface FastEthernet0/13, changed state to sdministratively dewn SLINK-S-CHANGED: Incerface FastEthernet0/1S, changed state to administracively down
3LINK-5-CHANGED: Interface FastEthernet0/14, changed state to administrasively down SLINK-S-CHANGED: Incerface FastEthernet0/1€, changed state to administracively down
SLINK-5-CHANGED: Interface FastEthernet0/15, changed state to zdministratively down SLINK-5-CHANG: Interface FascEthernet0/17, changed state to sdministratively down
SLINE S CHANGED: Incerface FascZthermect/16, changed ssace <o sdministracively dewn SLINK-5-CHANGED: Interface FastEthernet0/18, changed state to administratively down
SLINF S CHANGED: Incerface FascZthermect/17, changed ssace <o sdministracively dewn SLINK-5-CHANGED: Interface FastEthernet0/13, changed state to administratively down
SLINK-5-CHANGED: Interface FastZthernet0/20, changed state to administratively down

%LINK-5-CHANE

Interface FastEthernet0/18, changed state to administratively down




7. Implement DHCP and NAT for IPv4
8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para configuraciones
estaticas.

SRR

¥ R1

| Physical | config | CLI | attributes |

105 Command Line Interface

MEDELLIN>en ~
MEDELLINEconf t

Enter configuration commands, one per line. End with CHNTL/Z.

MEDELLIN (config) #ip dhep excluded—-address 17Z2_16.30.1 172 _.1&€_.30_30
MEDELLIN (config) #ip dhep excluded-address 172.16.40.1 17Z2.1le.40.30

MEDELLIN{
MEMNET.T.TH

config) g

e e F

Configurar DHCP pool para VLAN 30

Name: DOCENTES

DNS-Server: 10.10.10.11

Domain-Name: ccna-unad.com
Establecer default gateway.

Name: ADMINISTRATIVOS
DNS-Server: 10.10.10.11

Domain-Name: ccha-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40

rﬁRl |_L‘='

LS

| Physical | cenfig CLI Attributes

I0S Command Line Interface

MEDELLIN>amn
MEDELLINgcon t©
Enter configuration commands,

one per line. End with CHMTIL/SZ _

MEDELLIN (config) #ip dhop pool DOCENTES
MEDELLIN {(dhcp—config) #dns—server 10.10_.10_.11

MEDELLIN (dhcp—confiig) #fdefault—router 172.1€.30.1
MEDELLIN (dhcp—config) #fnetwork 172.1e.30.0 Z55_.Z55.2Z55.0
MEDELLIN (dhcp—config) fexit

HMEDELLIN (config) f#exit

MEDELLINE

FS5YS-5-CONFIE= _TI: Configured from conscle by console

MEDELLINE§en conf t©

% Imvalid input detected at "' marker.

HMEDELLINEen
MEDELLINEconf t+

MEDELLIN

4 MEDELLIN
MEDELLIN

Enter configuration commands,
{configl #ip dhcocp poocl ADMIMNISTRRTIWVOS
MEDET.T.ITM {
MEDELLIMN {

one per line.

dhep—config) f#dns—server 10.10_.10.11
dheop—config) #default—router 17Z.1le.40.1

{dhocp—config) #network 17Z_.1e.40.0 Z55_Z55_Z255
{dhep—config) EEXIT
MEDETLLIN({

ccnfig?ﬂ

End with CHIL/SZ.

-0




B pc-A a - n -

Physical | Config Desktop | Programming | Attributes

IF Configuration
@ DHCP ) Static DHCP request successful.

IP Address

Subnet Mask:

Default Gateway
DMNS Server 10.10.10.11
IPvE Configuration

=) DHCP ) Auto Config @) Static
IPvE Address
Link Local Address FES0:: 20C:85FF:FES7:CASD
IPwvE Gateway

IPv5 DNS Server

. pcc S —— i - —

Physical Config Desktop Programming I Attributes

IF Configuration

@) DHCP ) static DHCP reguest succe:
IP Address 172.16.40.31

Subnet Mask 255,.255,255.0

Default Gateway 172.16.40.1

DMS Server 10.10.10.11

IPwE Configuration
~) DHCP ) Auto Config @ Static
IPvG Address
Link Local Address FE30:: 2E0:FFFF:FEB 1: 5SE1B
IPvE Gateway

IPvb6 DMNS Server

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

Physical | Config CLI Attributes

105 Command Line Interface

BOZOTRA>en

BOEOTRAFcont ©

Enter configuration commands, one per line. End with CHIL/Z.

BOZOTERE { comn gl #ip mat inside source static 10.10.10.10 Z09_1&5_.200.224
BOEOTRE (config) £




11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.

-~

.EHRQ =)

| Physical | config | clI | Attributes

105 Command Line Interface

BOCOTR>

BOGOTA>en

BOEOTREcont t©

Enter configuration commands, one per line. End with CHILSZ.
_I BOEOTA (config) #no access—list 2 permit 17Z2_.1€_30.0 0_0_0_Z585

BOEOTA (config) #no access—list 2 permit 17Z2_.1e_40.0 0_0_0_Z55

BOEOTA (config) fexit
BOEOTAE
E5YS-5-—CONFIE I: Configured from consocle by consocle

[ R2

1 | Physical | config CLI Attributes

I0S Command Line Interface

BOEOTAE (configl £

BOFOTA (config) #ip access—list standasrd ADMIN-MET
BOFOTE (config—std—nacl) fpermit host 17Z2.31.21.1
BOE0OTA (config—atd—mnacl ) f#exit

BOEOTR (config) #line wey 0 4

BOEOTA (config—line ) faccess—class ADMIN-MET in
BOFOTA (config—line) fexit

BOEOTA (config) &

BOEOTA (config) Erxit

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

-]

% w B W W e R =) S

| Physical I Config | CLI | Attributes |

105 Command Line Interface

% Invalid input detected at "' marker. o~
BOGOTR (config) faccess-list 101 permit icmp any
% Incomplete command.

BOGOTR (config) #access-1ist 101 permit icmp any any
BOGOTA (config)
BOGOTA (config)




13. Verificar procesos de comunicacion y redireccionamiento de trafico en los

routers mediante el uso de Ping y Traceroute.

" R1

g-‘

| Physical | cenfig | cLI Attributes

I0S Command Line Interface

MEDELL.ITHNEping 172 _31_21 _Z

Type escape sSeguence to abort .
Sending 5,
seconds:
Success rate is 100 percent
m=

(5550 .

MEDELTLTHMNE
MEDELTLTHMNE

MEDELLIN>en
MEDELLINEPING 172.31.23.1

Type escape sSeguence to abort.
Sending 5,
seconds:

100—kbyte ICHMP Echos to 17Z_31_Z1_.Z,

round—trip min/savgsmax

100-byte ICHMP Echos to 172.31_23.1,

timecut is

8]

17E25a

timeout is 2

| Physical | confia | cLI | Attributes |

105 Command Line Interface

BOZOTA>an
BOOTAfping 172.31.23 .2

Type escape sSequence to abort.
Sending 5,
seconds:
Success rate is 100 percent
1/3/12 ms

15450,

BOGOTRE

100-byte ICHMP Echos to 17Z2.31.

round—trip min/avg/max

2a_32,

ki

timeout is
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CONCLUSIONES

Se configura exitosamente la topologia de red sugerida en la prueba de
habilidades, aplicando los conocimientos y habilidades adquiridas en el Diplomado.

El desarrollo de manera organizada permite disminuir errores durante la
configuracion de la red.

Con la configuracion de DHCP facilita la administracion de las direcciones IP y
ahorro de tiempo ya que no toca asignar direccionamiento individual pues. Si DHCP
esta activo, el servidor DHCP administra y asigna las direcciones IP sin necesidad
de que intervenga el administrador. Los clientes pueden moverse a otras subredes
sin necesidad de reconfiguracion manual, ya que obtienen del servidor DHCP la
nueva informacién de cliente necesaria para la nueva red.

Mediante la configuracién de las listas de acceso, permite o deniega el acceso de
hosts a algunos recursos ofrecidos en red.

Existe diferentes formas de configuraciones que permiten toda la administracion
remota de cada uno de los dispositivos del modo usuario, privilegiado y global.

Se utilizé la herramienta de simulacion Cisco Packet Tracer, como medio para
desarrollar la practica con ello la seguridad y sin temor a equivocarnos de realizar
implementaciones en la vida real de este o cualquier otra red que surja como
solucién tecnoldgica a una necesidad.
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