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Introduccién

En la actividad presente se desarrolla y analiza las teméticas de cisco CCNAL y
CCNAZ2 enfocadas en la identificacion y solucion de un problema planteado y
relacionado con el enrutamiento mediante comandos i0s. Se conocen los
diferentes protocolos de routing, la implementacion y configuracion basica de
OSPF, se analizan y desarrollaran las instrucciones necesarias para utilizar las
ACL estandar y extendidas en un router Cisco, implementaremos cada una de las
funciones de DHCPv4 y se analizara la implementacion de NAT con el fin de usar
de forma mas eficaz las direcciones IPv4, lo anterior se ejecuta utilizando la
informacion contenida en la prueba de habilidades préacticas de la plataforma de
Cisco Networking Academy, poniendo en préactica el desarrollo un con la ayuda
del software Packet Tracer.



Desarrollo y Aplicacion de una Red Segura en Simulador Cisco Packet

Tracer

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas

aspectos que forman parte de la topologia de red.

Topologia de red

VLAN Direccionamiento Nombre

Internet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

Web Server
10.10.10.10/32

BOGOTA
s0M1

172.31.23.0/30

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

F0/0 B/IMANGA

192.168.99.3
192.168.99.2



1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno
de los dispositivos que forman parte del escenario

® Internet PC LI_Iﬂ—hJ:' =

Physical I Config | Services Desktop Programming Attributes |

[P Configuration

IP Configuration

© DHCP @ Static

IP Address 209.165,200.230
Subnet Mask 255.255,255.243
Default Gateway 209.165.200.255
DMS Server 0.0.0.0

IPvE Configuration

() DHCP (7) Auto Config (@ Static

IPvE Address

Link Local Address FEB0::290:CFF:FEC&:CO71
IPvE Gateway

IPvE DNS Server

[ Top




B R1

| Physical I Config | CLI | Attributes

105 Command Line Interface

Router (config) ghostname R1

Rl {config) fno ip domain-lookup

Rl {config) #enable secret class
Rli{config)§line con O

Rl {config-line) §password cisco

Rl {config-line) $login

Rl {config-line) #logging synchronous

Rl {config-line) fexit

Rl {config)&line wty 0 4

Rl {config-line) fpassword cisco

Rl {config-line) $login

Bl {config-line) #logging synchronous

Rl (config-line) fexit

Rl i{config) #service password-encryption

Rl {config) #banner motd #prochibido el accesoc No autorizadog
Rl {config) f§interface s0/0/0

Rliconfig-if) §description connection to R2
Rl {config-if)&ip address 172_31.21.1 Z255.255.255.252
Rl {config-if) fclock rate 1Z800

Unknown clock rate

Bl ({config-if) #clock rate 1Z8000

Rl {config-if) #no shutdown

5LINE-5-CHANGED: Interface Serialls0/0, changed state to down

o1y £5 isy 8l

Citrl+F8 to exit CLI focus copy || Paste |

[C] Top

P R2

£

| Physical | Config | CLI | Attributes

105 Command Line Interface

Press RETURN to get started! ~

Routerrenable

Bouterfconf terminal

Enter configuration commands, one per line. End with CHTL/Z.
Router{config) fhostname RZ

RZ (config) #ip domain-lookup

RZ (config) #enable secret class

RZ (config)§line con O

RZ {config-line) fpassword cisco

BZ (config-line) #loggin

% Incomplete command.

RZ (config-line) #login

RZ {config-line) #logging synchronous

RZ (config-line) fexit

B2 (config)&line vty 0 4

RZ [config-line) §password cisco

BZ (config-line) #login

BZ (config-line) #logging synchronous

BZ (config-line) fexit

RZ {config) #service password-encryption

RZ {config) #banner motd Eprohibido el acceso no autorizadod S
RZ {config) g <

Ctrl4F6 to exit CLI focus copy | [ Paste |

[0 Top




B R2 C=1r0 x|

| Physical I Config | CLI | Attributes

105 Command Line Interface

RZgenable

RZfconf terminal

Enter configuration commands, one per line. End with CNTL/Z.
RZ (config) #interface s0/0/1

RZ (config-if) #descrption comnection to R1

& Invalid input detected at marker.

RZ (config-if)#description connection to R1

RZ (config-if)$#ip address 172.31.21.2 255.255.255_252
RZ (config-if) #no shutdown

RZ (config-if)§
%LINE-5-CHRNEED: Interface Seriald/0/1, changed state to up

RZ {config-if)$
S§LINEPROTO-5-UPDOWN: Line protocol on Interface Seriallds o1,
changed state to up

RZ (config-if)#interface s0/0/0

RZ (config-if)fdescription connection to R3

RZ (config-if)$ip address 172_.31.23.1 Z255_.255_255_252
BZ (config-if) fclock rate 128000

BZ {config-if) #no shutdown

1]

1

Ctrl4F6 to exit CLI focus copy || Ppaste

]

[C] Top

B R2

| Physical | config | cI | attributes

105 Command Line Interface

B2 (config-if) $ip address 205 _165_200.225 255 _255_255_245
Bad mask OxFFFFFFFS for address 205.1e5.200.225

B2 (config-if) $ip address 205_165_200.22Z5 255 _255.255_248
RZ (config-if) §no shutdown

RZ (config-if) &
SLINE-5-CHARNGED: Interface GigabitEthernetd/0, changed state to
up

SLINEFPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0, changed state to up

BZ {config-if) finterface gl/1

BZ (config-if) §description connection to WebServer
B2 (config-if) §ip address 10.10.10.1 2Z55_255_255.0
BZ (config-if) §no shutdown

BZ (config-if)§
SLINE-5-CHARNGED: Interface GigsbitEthernetl/1, changed state to
up

%LINEFROTO-S5-UPDOWN: Line protocol on Interface
GigabitEthernet0/1, changed state to up

RZ (config-if) §

« o

Cirl4F6 to exit CLI focus copy || Paste

[C] Top




. WebServer - . . -

Physical I Config I Services Desktop Programming Attributes

1P Configuration

() DHCP @ Static

1P Address 10.10.10.10

Subnet Mask 255,255,255.0

Default Gateway 10.10.10.1

DNS Server 0.0.0.0

IPv6 Configuration

() DHCP () Auto Config @) Static
1Pv5 Address

Link Local Address FEBO:: 240:BFF:FE29:34C4
IPvE Gateway

1Pu6 DNS Server

[[] Top

Configuracion de Router 3

¥ R3

5

| Physical | Config | CLI | Atiributes

105 Command Line Interface

Eouterrenable

Routerfconf terminal

Enter configuration commands, one per line. End with CHNTIL/Z.
Router {config)fhostnbame R3

' marker.

% Invalid input detected at '~
Router {config) fhostname R32

B3 (config) #ip domain-lookup

B3 ({config) #enable secret class
BE3{config)fline con 0

B3 {config-line) fpassword cisco
B3 {config-line)$login
BE3{config-line) #logging synchronous

B3 {config-line) fexit

B3 (config)fline vty 0 4

R3{config-line) fpassword cisco

B3 {config-line)flogin

R3{config-line) #logging synchronous

R2{config-line) fexit

B2 {config) #service password-sncrypticn

B3 ({config) $banner motd #prohibido el acceso no autorizadof
B3 (configl ¢interface s0/0/1

B3 (config-if) §description Connection to RZ

B3 {config-if) §ip address 172Z.31.23.2 255.255_255.252

B3 {config-if) fno shutdown

B3 {config-if) §
SLINE-5-CHRNGED: Interface Seriall/0/1, changed state to up

m

B3 {config-if) §
I SLINEFROTO-5-UPDOWN: Line protocol on Interface Serialls0/1, e
] changed state to up =

1 Cirl+F6 to exit CLI focus copy || Paste




PR3

| Physical | config | CI | Attributes

I0S Command Line Interface

Password: =
R3fconf terminal

Enter configuration commands, one per line. End with CNTL/Z.

B3 (config) #no shutdown

% Invalid input detected at "' marker.
B3 (config) #interface los

R2{config-if) §
2LINE-5-CHRMNEED: Interface Loopback5, changed state to up

SLINEFROTO-5-UPDOWN: Lime protocol on Interface Loopbacks,
changed state to up

B2 {config-if) §ip address 192.168.5.1 2Z55.255_255.0
B2 {config-if) #no shutdown
B2 (config-if)finterface lo&

R2{config-if) §
SLINE-S5-CHRMEED: Interface Loopbacks, changed state to up

SLINEFROTO-5-UPDOWN: Lime protocol on Interface Loopbacks,
changed state to up

m

1|

23 (config-if) g

Cirl+F6 to exit CLI focus copy || Paste |

[T] Top

®R3

Physical I Config | CLI | Attributes

105 Command Line Interface

&LINEEROTO-5-UPDOWN: Line protocol on Interface Loopbacks,
changed state to up

B2 (config-if)#ip address 19Z.168.5.1 255.255.255.0
B3 (config-if) #no shutdown
B3 (config-if)#interface lod

R3 (config-if)§
%LINE-S5-CHAWNGED: Interface Loopbacké, changed state to up

SLINEFROTO-5-UFPDOWN: Line protocol on Interface Loopbacke,
changed state to up

B3 (config-if)#ip address 152.168.6.1 255.255.255.0
R2(config-if) #no shutdown

B3 (config-if) fexit

B3 ({config)#ip route 0.0.0.0 0.0.0.0 =0/0/1

%Default route without gateway, if not a point-to-point
interface, may impact performance

B3 (config)fip route 0.0.0.0 0.0.0.0 =0/0/1

B3 (config) gexit

R3t |_

n

%5YS5-5-CONFIE_I: Configured from ecnscle by conscle

rag -

Cirl+F6 to exit CLI focus copy | [ Paste |

[C] Top




Configuracién de Switchl

Fstila

®s1 (=] |

| Physical | config | CUI | Attributes

105 Command Line Interface

Switch{config) #hostname sl

sl i{config) #ip domain-lookup
sli{config) #enabkle secret class
sliconfig)gline con O

sl {config-line) §password ciseco

sl {config-line)§login

sl {config-line) #logging synchronous
5l {config-line) fexit
sliconfig)$line vty 0 4

sl {config-line) §password ciseco

sl {config-line)§login

sl {config-line) #logging synchronous
5l {config-line) fexit

sl {config) §service password-encryprion

tar

% Invalid input detected at marker.

sl {config) #service password-encryption

5l {config) §banner motd # Prohibido el accesoc no autorizadog
sl {config) fexit

s1§

%5¥Y5-5-CONFIGC I: Configured from consocle by conscle

m

s1# [+

Ctrl+F6 to exit CLI focus copy | [ Paste

]

[T Top




Configuracion de Switch 3

® 53 = |
| physical | config | cLI | Atmmbutes |
105 Command Line Interface
o~
Switch¥enable
Switchfconf terminal
Enter configuration commands, one per line. End with CHNTL/Z.
Switch{config) fhostname 53
53 (config) #ip domain-lockup
52 (config) #enable secret class
53 (config)éline con O
53 (config-line) §password cisco
53 (config-line) #login
53 (config-line) #logging synchronous
53 (config-line) fexit
53 ({config) gline wty 0 4
53 (config-line) fpassword cisco
53 (config-line) #login
53 (config-line) §logging synchronous
53 (config-line) fexit
52 (config) #service password-encryption
53 (config) #banner motd £Prohibido el acceso no autorizado# Tl
53 (config) fexit
S52f =
%5¥5-5-CONFIG_I: Configured from consocle by conscle
53¢ <
Cirl+F6 to exit CLT focus Copy |[ Paste

[C] Top




Verificar la conectividad — ping entre los router y servidores

?Rl = |3 1

| Physical | Config | CLI | Attributes |

105 Command Line Interface

User Access Verification

Pagsword:

Rlrenable
Password:
Rlgping 172.31_.21.2

Type escape Seguence to zbort.

Sending 5, 100-byte ICMP Echos to 172.21.21.2, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max
1/6/27 ms

Rlgping 172.31.23.1

Type escape segquence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.23.1, timeout is 2
seconds:

Success rate is 0 percent (0/5)

m

1

Rl

Cirl+F5 to exit CLI focus copy | [ paste |

[T Top

B R

Physical | Config | CLI | Attributes

105 Command Line Interface

User heocess Verification ~
Pagsword:

RZrenzble
Password:
Rifping 172.31.23.2

Type escape sSequence to abort.

Sending 5, 100-byte ICMP Echos to 172.31.23.Z, timeout is Z
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/68/336 ma

Rzfping 172.31.21.1

Type escape sSequence to abort.

Sending 5, 100-byte ICMP Echos to 172.31.Z21.1, timeout is Z
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max
1/3/14 ms

Rz i

Cirl+F6 to exit CLI focus Copy || Paste

[ Top




¥ Internet PC T e L= 5

Physical | Config | Services | Desktop | Programming | Atiributes

3
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Top




2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0

Configuration Item or Task

Specification

Router ID R1

1.111

Router ID R2

2222

Router ID R3

3.3.3.3

Configurar todas las interfaces LAN
como pasivas

Establecer el ancho de banda para
enlaces seriales en

128 Kb/s

Ajustar el costo en la métrica de S0/0
a

7500

e —— x— f— =

¥ R1

= | B e

| Physical Config | CLI | Attributes

105 Command Line Interface

User Access Verification

Password:

Rl¥»enable

Password:

Rlfconfigure terminal

Enter configuration commands, one per line.
Bl {config)#router ospf 1

Rl {config-router) frouter-id 1.1.1.1

Bl {config-router) #network 1%2_168_30.0 0.0.0.
Rli{config-router) fnetwork 152.168.40.0 0.0.0.
Bl {config-router) fnetwork 192 _168.93.0 0.0.0.
Bl (config-router) §passive-interface g0/0.30
Rl {config-router) fpassive-interface g0/0.40
Rl {config-router) gpassive-interface gd/0.200
Bl (config-router) fexit

Bliconfig) #interface 30/0/0

Bl (config-if) fbandwidth 128

Bl {config-if) §ip ospf cost 7500
Rliconfig-if)§

Bl (config-if) fexit

Bl {config)$

End with CHNTL/Z.

Bl (config-router) fnetwork 172_.31_.21.0 0.0.0.3 area 0

255 area 0
Z55 area 0
Z55 sresa 0

m

Cirl+F6 to exit CLI focus

Copy ] [ Paste

[ Top




B R2

| Physical | config | CI | Attributes

105 Command Line Interface

User Rccess Verification ~
Password:

RZz»enzble

Password:

RZfconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
R2Z (config) #router ospf 1

BZ (config-router) frouter—-id 2_.2_.2.Z

RZ (config-router) fnetwork 172.31.23.0 0.0.0.3 area 0

RZ (config-router) fnetwork 17Z2.31.21.0 0.0.0.3 area O

RZ (config-router) fnetwork 172.31.21.0 0.0.0.3 area 0
00:15:46: %0SPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serizsl0 /071
from LORDING to FULL, Loading Done

BZ (config-router) fnetwork 10.10.10.0 0.0.0.255 area 0

RZ (config-router) §passive-interface gl/s1

RZ{config-router) finterface s0/0/0

RZ (config-if) §bandwidth 128 =
RZ (config-if) #ip ospf cogt 7500
BZ (config-if) §interface s0/0/1
RZ {config-if) §bandwidth 128

B2 (config-if) fexit —
RZ (configl & v

m

Ctrl+F6 to exit CLI focus Copy || Paste

[ Top




¥ R3 ’ has

| Physical Config | CLI | Attributes

105 Command Line Interface

User Access Verification ~
Password:

B3renable

Password:

R3fconfigure terminal

Enter configuration commands, one per line. End with CNIL/Z.
R3 {config) #router ospf 1

B3 (config-router) frouter—-id 3.3.3.3

B3 ({config-router) fnetwork 172.31.23.0 0.0.0.3 area 0

R3 (config-router) §

00:28:37: %05PF-5-ADJCHE: Process 1, Wbr Z2.2_.Z.2 on Serialds0/1
from LORDING to FULL, Loading Done

B3 (config-router) énetwork 152.168.4.0 0.0.3_255 area 0
l B3 (config-router) I
B3 (config-router) fpassive-interface lod
B2 {config-router) §passive-interface lob
B3 (config-router) épassive-interface lo®
B3 {config-router) fexit

B3 (config) §interface 30/0/1

B2 {config-if) §bandwidth 128

B3 (config-if) §exit

B3 (config) § slia

m

Cirl+F6 to exit CLI focus copy | [ Paste

[C] Top

Verificar informaciéon de OSPF

¢ Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.



| Physical I Config | CLI | Attributes

105 Command Line Interface

prohibido el accesoc no autorizado
User Rccess Verification
Password:

RZrenzble
Password:
RZfshow ip ospf neighbor

Neighbor ID Eri State Dead Time Zddress
3.2.3.32 a FULL/ - 00:00:35 172.31.23.2
1.1.1.1 a FULL/ - 00:00:32 172.31.21.1
RZ§

RZg

RZ§

RZ§

Rzg

Interface
Serisl0/0/0
Serial0s0/s1

Cirl+F6 to exit CLI focus

Copy

J{

Paste

[[]Top

B R2

| Physical | Config | CLT | Attributes

105 Command Line Interface

RZg
RZgshow ip ospf interface

Seriald/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Are= 0

Transmit Delay is 1 sec, State BOINT-TO-BOINT, Pricrity O
Ho designated router on this network
Ho backup designated router on this network

Hello due in 00:00:04

Index 1/1, flood queue length 0O

MNext O0x0{0)/0x0{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Heighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 3.3.3.3

Suppress hello for 0 neighboris)

Seriald/0/1 is up, line protocol is up
Internet address is 172.31.21_.2/30, Are= 0

Transmit Delay is 1 sec, State BOINT-TO-BOINT, Pricrity O
Ho designated router on this network

Ho backup designated router on this network

——More—-—

Process ID 1, Bouter ID Z.2.2_.2, Network Type POINT-TO-POINT, Cost:

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

Process ID 1, Bouter ID Z.2.2_.2, Network Type POINT-TO-POINT, Cost:

7500

781

m

Ctrl+F6 to exit CLI focus

Copy

)

Paste

[T] Top




? iz |
| Physical | config | CUI | Attributes
105 Command Line Interface
[CIO=DITEChCENetd; L 12 Up, Iine protoeol If up N
Internet address is 10.10.10.1/24, Arez O
Process ID 1, Bouter ID Z2.Z2.2.2, Network Type BROADCAST, Cost: 1
Tranamit Delay is 1 sec, State WAITING, Priority 1
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)
Index 2/3, flood gueue length 0O
Hext O0x0{0)/0x0{0]}
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Rdjacent mneighbor count is 0
Suppress hello for 0 neighbor(s)
RZE
BZEshow ip route ospf
1592 _.168.5.0/32 is subnetted, 1 subnets
o] 132 _1658.5.1 [110/7501] wia 172_31.23_ 2, 00:03:30, Serizl0/ 0/s0
192 _.168.6.0/32 is subnetted, 1 subnets
o] 1%Z.1€8.6.1 [110/7501] wia 172.31.Z3.Z, 00:0%:30, Seri=l0/ 070
[} 192 _.168.30.0 [110/78Z] wia 172.31.2Z1.1, 00:15:Z2&, Serizl0ys0/1
o] 192.168.40.0 [110/782] wia 172.21.21.1, 00:15:26, Serial0d/0/1 —
o 192 _.168.93.0 [110/782] wia 172_.31.21.1, 00:15:26, Serial0d/0/1 =
nzg o
CHrl+F6 to exit CLI focus copy | [ Pase |
[ Top

® R2 ESEEE] =)

| physical | config | CuI | Attributes

105 Command Line Interface

o 152.1¢8.40.0 [110/782] wia 172.31.21.1, 00:15:2&, Serizld/0/1 -
o 192_.168.99.0 [110/782] wia 172.31.21.1, 00:15:2&, Serizl0/0/1

BZE&show ip protocols

Routing Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 2.2.2.Z
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximim path: 4
Bouting for Networks:
172.31.23.0 0.0.0.3 area 0
172.31.21.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0
Daggive Interfsce(s):

FigabitEthernetl0/1
Fouting Information Sources:
Cateway Distance Last Update
1.1.1.1 110 00:-20:320
z.2. 2.2 110 00:11:-41
2.3.3.3 110 00:08:-40 B
Distance: (default is 110) ‘—‘
RZE sl
Cirl4+F6 to exit CLI focus copy || Pase |
[ Top

—————————————————————————————



B R1

| Physical | config | CUI | Attributes

105 Command Line Interface

[FESSWoEA:
Rl§show ip protocols

Bouting Protocol is "ospf 1"

Outgoing update filter list for =2ll interfaces is not set
Incoming update filter list for 2ll interfaces is not set
Router ID 1.1.1.1
Humber of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximim path: 4
Routing for Networks:

172.31.21.0 0.0.0.3 area 0

1582 _.168.30.0 0.0.0.255 area 0

152 _168.40.0 0.0.0.255 area 0

1532 _168.5%.0 0.0.0.255 area 0
Passive Interface(s):

GigabitEthernetd/0.30

GigabitEthernetl,/0.40

GigabitEthernet0/0.200
Routing Information Sources:

Gateway Distance Last Update
1.1.1.1 110 00:21:5%5
Z.2.Z.Z2 1140 00:13:0&
3.3.3.3 1140 00:10:05
Distance: (default is 110}
——HMore--

m

Ctrl+F6 to exit CLI focus

Copy
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Paste
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PR3 .

| Physical | cConfig | CLI | Atiributes

105 Command Line Interface

BE3renabkle
Password:
R3gshow ip protocols

Routing Protoecol is "ospf 1™

Bouter ID 3.3.3.3

Maximim path: 4

Routing for Metworks:
172.31.3.0 0.0.0.3 area 0
132_.1e8.4.0 0_.0_.3_255 area 0

Paggive Interface(s):

Loopback4d

Loopbacks

Loopbacka

Routing Information Sources:

Gateway Distance Last Update
1.1.1.1 11a 00:-23:11
Z_Z.2.Z2 110 00-14:-Z22
3.3.3.3 110 00-11:-21

Distance: {(default is 110)

23

Cutgoing update f£ilter list for a1l interfaces is not set
Incoming update filter list for all interfaces is not set

Humber of areas in this router is 1. 1 normal 0 stubk 0 nsasa

Ctrl+F6 to exit CLI focus

Copy
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Paste

[] Top




3. Configurar VLANs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

..?51 - —_——— e — —

il o SN S S NN S———

| Physical | config | cu | Attributes

105 Command Line Interface

TIFoONT CermIIET

% Invalid input detected at '~' marker.

slrenable

Password:

sl§conf terminal
Enter configuration cc
sl {config) §#vlan 30

sl (config-vlan) #name Administracion

sl (config-vlan) #vlan 40

3l {config-vlan) §name mercadec

sl (config-vlan) #vlan 200

3l (config-vlan) §name Mantenimiento

3l {config-vlan) fexit

sl (config) #interface vlan 200

3l {config-if)

SLINE-5-CHANGED: Interface V1anZd0, changed state to up

one per line. End with CNTL/Z.

3l (config-if) #ip address 192_168.95.2 255.255.255.0
sl {config-if)#no shutdown

5l (config-if) fexit

sl {config) §ip default-gateway 19Z2.168.595.1
sldcunfig?3| i

leam |

Cirl+F6 to exit CLI focus copy | [ pase |

[ Top
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| Physical | config | cur | attributes |

105 Command Line Interface

sliconfig-if)§ -
$LINEFROTC-5-UFDOWN: Line protocol on Interface FastEthernet0/73,
changed state to down

$LINEFROTC-5-UFDOWN: Line protocol on Interface FastEthernet0/73,
changed state to up

%LINEFROTO-5-UPDOWN: Line protocol on Interface V1lanZd0, changed
state to up

sli{config-if) §switchport trunk native wvlan 1
sli{config-if) §interface £0/24

sli{config-if) §switchport mode trunk
sl{config-if) §switchport trunk native vlanl

% Invalid input detected at '"~' marker.

sli{config-if) §switchport trunk native wvlan 1
sli{config-if)$interface range £als2, £a0s/4-23, g0s1-2
sl {config-if-range) §switchport mode access
sl{config-if-range) #interface £0/1

sl{config-if) §switchport mode access

sl {config-if) §switchport access vlan 30
sl{cunfig—if)3|

|
Cirl+F6 to exit CLI focus copy [ Paste | |
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| Physical | config | clI | Attributes

105 Command Line Interface

SLINE-5-CHRNGED: Interface FastEthernet0/15, ch d state to
administratively down

SLINE-5-CHANGED: Interface FastEthernet0/1%, ch d state to
administratively down

SLINE-5-CHRNGED: Interface FastEthernet0/20, ch d state to
administratively down

SLINE-5-CHANGED: Interface FastEthernet0/21, ch d state to
administratively down

SLINE-5—-CHANGED: Interface FastEthernet0/2Z, ch d state to
administratively down

SLINE-5-CHRNGED: Interface FastEthernet0/23, ch d state to
administratively down

SLINE-5-CHRENGED: Interface GigabitEthernetl/1l, changed state to
administratively down

$LINE-5—-CHARNGED: Interface GigabitEthernet0/sZ, changed state to
administratively down
slicnnfig—if—range)ﬂl &2

Ctrl+F6 to exit CLI focus Copy ] [ Paste

[ Top

@ s3

i

| Physical | config | cI | Attributes

105 Command Line Interface
Password: -~
S3>enable
Password:
S3fconf terminal
Enter configuration commands, one per line. End with CNTL/Z.

53 {config) §vlan 20

53 (config-vlan) fname Administrador

53 (config-vlan) #vlan 40

53 ({config-vlan) fname Mercadeo

53 (config-vlan) $vlan 200

53 (config-vlan) §name Mantenimiento

53 ({config-vlan) fexit

53 (config) #interface vlan 200

S3{config-if)§

$LINE-5-CHAENGED: Interface VlanZ00, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface V1anZ00, changed
State to up

53 ({config-if) #ip address 132Z_168_.53_.3 255_255.255.0
53 {config-if) fno shutdown

53 (config-if) fexit

53 ({config) #ip default-gateway 132.168.95.1 —
53 (config) § =

m

Cirl+F6 to exit CLT focus copy | [ Ppaste
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| Physical | config | cur | Atiributes

105 Command Line Interface

53 (config-vlan) vlan 40

53 (config-vlan) fname Mercadeo

53 (config-vlan) §vlan 200

53 (config-vlan) #name Mantenimiento

553 (config-vlan) fexit

53 (config) #interface wvlan 200

53 (config-if) §

SLINE-5-CHAWNEED: Interface V1an200, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface WlanZ00, changed
state to up

53 (config-if) #ip address 132.165.35.3 Z55.255.255.0
53 (config-if) §no shutdown

53 ({config-if) fexit

53 (config) #ip default-gateway 132.168.39.1

53 (config) §interface £20/3

53 {config-if) §switchport mode trumk

53 {config-if) §switchport trunk native wvlan 1
S3(config-if) §interface range £a0/1-2, fa0s4-24, g0/s1-2
53 {config-if-range) #switchport mode access

53 (config-if-range)#interface £al/1

53 {config-if) §switchport mode access

53 (config-if) §switchport access vlan 40

53 (config-if) g

m

Cirl4F6 to exit CLI focus copy || Ppaste

[] Top
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| Physical | config | cu1 | attributes

P = | E [

105 Command Line Interface

$LINE-5-CHANGED: Interface FastEthernetds/13, changed state to
administratively down

SLINE-S5-CHRNGED: Interface FastEthernet0/20, changed state to
administratively down

SLINE-S-CHANGED: Interface FastEthernetd/21, changed state to
administratively down

&LINE-5-CHANGED: Interface FastEthernetd/2Z, changed state to
administratively down

$LINE-5-CHANGED: Interface FastEthernetl/23, changed state to
administratively down

$LINE-5-CHANGED: Interface FastEthernet(/Z4, changed state to
administratively down

SLINE-S5-CHANGED: Interface GigabitEthernet(/1, changed state to
administratively down

SLINE-5-CHANGED: Interface GigakitEthernet(/2Z, changed state to
administratively down
53 (config-if-range) §

m

CHrl4F6 to exit CLI focus copy | [ Paste
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| Physical | config | clI | Attributes

105 Command Line Interface

Password:

Rlrenable

Password:

Rliconf terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #interfacen gl/0.30

% Invalid input detected at '"~' marker.

Bl (config) #interface gls0.30

Bl i{config-subif) #description L&N ARdministracion

Rl {config-subif) fencapsulation dotlg 30

Bl {config-subif) §#ip address 152_168.30.1 Z255.255_255.0
Rl {config-subif) finterface g0/0.40

Rl {config-subif) fdescription L&N Mercadeo

Rl {config-subif) fencapsulation dotlg 40

Rl {config-subif) §#ip address 152_168.40.1 255.255_255.0
Bl {config-subif) #interface gl/0.200

Bl {config-subif) #description LAN Mantenimeinto

Bl ({config-subif) f#description LAN Mantenimiento

Bl i{config-subif) #encapsulation dotlg 200
Rl{config-subif) $#ip address 132.168.33.1 255.255.255.0
Rl {config-subif) §interface gl/0

Rl {config-if) §nc shutdown

m

Cirl+F6 to exit CLI focus Copy ] [

Paste
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| Physical | config | CI | Atiributes

105 Command Line Interface

up

5LINEEFROCTO-5-UPDOWN: Line protocol on Interface
GigebitEthernet0/0, changed state to up

to up

$LINEFROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0.30, changed state to up

to up

$LINEFROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0.40, changed state to up

to up

$LINEFROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0.200, changed state toc up

Bl (config-if)

&LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to

$LINKE-5-CHANGED: Interface GigabitEthernet0,s0.30, changed state

$LINE-5-CHANGED: Interface GigabitEthernet0s0.40, changed state

$LINE-5-CHANGED: Interface GigabitEthernet0/0.200, changed state

m

Cirl4F6 to exit CLI focus Copy ] [

Paste

[C] Top
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| Physical I Config | CLI | Attributes

105 Command Line Interface

User Rccess Verification -
Password:

slrenable
Password:
s1lg¢ping 192 168 95 1

Type escape sSeguence to abort.

Sending 5, 100-byte ICMP Echos to 132.188.9%53.1, timecut is 2
seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 0/7/28
ms

slgping 132.163.30.1

Type escape sSeguence to abort.

Sending 5, 100-byte ICMP Echos to 132.188.30.1, timecut is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1 —
ms

[Lm

s1§

Co14£6 o exit Ll foas

[C]Top

4. En el Switch 3 deshabilitar DNS lookup

¥ 53 = -
Physical | Config | CLI | Attributes
105 Command Line Interface
-
Switch¥enzable
Switchi#conf terminal
Enter configuration commands, one per line. End with CHNIL/Z.
| Switch {consi hostname 53
L83 {confi ip domain-looku
53 (config) #enskle secret class
53 ({config)fline con 0O
52 ({config-line) §password cisco
53 (config-line) #login
52 ({config-line) #logging synchronous
53 (config-line) §exit
53 {config)§line wty 0 4
53 ({config-line) fpassword cisco
53 (config-line) §login
52 (config-line) #logging synchronous
53 (config-line) fexit
53 (config) #service password-encryption
53 (config) #banner motd §Prohibido el acceso no autorizadof b
53 (config) fexit
53¢ =
%5¥5-5-CONFIG_I: Configured from conscle by conscle
53¢ i
Citrl+F6 to exit CLI focus Copy || Paste
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5. Asignar direcciones IP a los Switches acorde a los lineamientos.
Configuracién realizada en los puntos 1y 3

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
Configuracion realizada en el punto 3

7. Implement DHCP and NAT for IPv4
e Configurar R1 como servidor DHCP para las VLANs 30y 40.
e Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estéticas.

® R1 (=B e

| Physical | config | cuI | Attributes

105 Command Line Interface

prohibido el acceso No autorizado
User Rccess Verification
Password:

Rlzenable

Password:

Rléconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rliconfig)fip dhep excluded-address 192.162.30.1 132.168.30.30
Rliconfig)fip dhep excluded-address 19Z.162.40.1 132.168.40.30
Rl (config)§

Rl (config)§

Rl (config)§

Rl (config)

R1{config) & AL

m

Cirl4F6 to exit CLI focus copy | [ Paste

[ Top

Name: ADMINISTRACION

DNS-Server: 10.10.10.11
Configurar DHCP pool para VLAN | Domain-Name: ccna-unad.com

30 Establecer default Gateway.

Name: MERCADEO
Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11

40 Domain-Name: ccna-unad.com
Establecer default Gateway.




B R1

| Physical | config | CUI | Attributes

105 Command Line Interface

User Reocess Verification
Password:

Rlr»enable

Password:

Rlgconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rl{config) #ip dhep excluded-address 192.168.30.1 192 _.168.30.30
Rl {config)#ip dhep excluded-address 132 168 _40.1 182 1&8_40_30
Rliconfig)

Rl{config)

Rliconfig)

Rliconfig)

21(config)#ip dhcp pool ADMINISTRACICN

Rl (dhcp-config) fdns-server 10.10.10.11

Rl {dhcp-config) fdefault-router 13Z_168.30.1

Rl {dhcp-config) énetwork 159Z.168.30.0 Z55.255.255.0
R1{dhcp-config) #ip dhep pool MERCADECD

Rl (dhcp-config) fdns-server 10.10.10.11

Rli{dhcp-config) f{default-router 132.185.40.1

Rl {dhcp-config) énetwork 159Z.168.40.0 Z55.255.255.0

Rl {dhcp-config) fexit

21 (config) #]

Cri+#6 1o ext LT foas

[Tl Top

8. Configurar NAT en R2 para permitir que los host puedan salir a internet

@ R2 (= [ B S

| Physical | config | cuI | Attributes

105 Command Line Interface

Password: ~

RZrenable

Password:

Password:

RZfconfigure terminal

Enter configuration cc one per line. End with CNIL/Z.

RZ ({config) fuser webuser privilege 15 secret ciscolZ345
RZ{config)$ip nat inside source static 10.10.10.10 Z05.165.200.229%
RZ (config) #interface gl/s0

RZ{config-if)#ip nat outsite

% Invalid input detected at '~' marker.

RZ{config-if)#ip nat outside
RZ (config-if) #interface g0/1 I
B2 (config-if) #ip nat inside

BZ {config-if) fexit

RZ {config)faccess-list 1 permit 152_.168.30.0 0.0.0.255

RZ{config)faccess-1list 1 permit 152_.168.40.0 0.0.0.255

RZ {config)faccess-list 1 permit 152_168.4.0 0.0.3.255

RZ (config)§ip nat pool INTERNET Z05.165.Z00.2Z5 Z05.165.200.2Z8 netmask Z55.255.255.248
RZ{config)fip nat inside scurce list 1 pool INTERNET ‘
RZ (config) §

22 (config) # =

Cirl+F6 to exit CLI focus copy || paste |
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Cisco Packet Tracer
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9. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir tréfico desde R1 o R3 hacia R2.

-

¥ R2 == X

| Physical Config | CLI | Attributes

105 Command Line Interface

prohibido el acceso no autorizado
User Aeccess Verification

Password:
Password:
Password:

BEZrenable

Password:

RZfconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
BZ (configl#ip access-list standard MANTENIMIENTO

RZ (config-std-nacl) fpermit host 172.31.21.1

RZ (config-std-nacl) #permit host 172.31.23.Z

RZ (config-std-nacl) gexit

RZ (config) #line wty 0 4

B2 {config-line) faccess—-class MANTENIMIENTC in b
RZ (config-line) fexit
RZ (config)§

m

1|

Rz (config) g

Cirl+F6 to exit CLI focus Copy || Pase |
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10. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

“
B R2 = B -
| Physical Config | CLI | Attributes
105 Command Line Interface
"

prohibido el accesc no autorizado

User Recess Verification

Password:

RZrenable

Password: I
RZfconfigure terminal

Enter configuration commands, one per line. End with CNTLSZ.

RZ (config) faccess-list 101 permit tcp any host Z03.165.200.Z29% eq www

RZ {config) faccess-list 101 permit icmp any any echo-reply

RZ (config) §interface gl0/0

B2 lconfig-if) #ip access—group 101 in

RZ (config- ginterface gl/l

BZ (config-if) #ip aeccess—-group 101 ocut

RZ (config- finterface s0/0/0

RZ {config- fip access—group 101 cut

RZ (config-if) §interface s0/0/1

B2 lconfig-if) #ip access—group 101 out b

RBZ (config-if) fexit £

BZ (config) & —

22 (config) g -
CHrl4F6 to exit CLI focus copy || Paste |
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11. Verificar procesos de comunicacion y re direccionamiento de trafico en los

routers mediante el uso de Ping y Traceroute.
(® pca e x|

Physical Config Desktop Programming Attributes

mmand Prompt
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loss),

time=1lms TTL=127
time<lms TTL~
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Minizum = Oms,

Top
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Conclusiones

Se logra comprender y utilizar los diferentes protocolos de routing
disponibles dependiendo de las necesidades de la red.

Se conocié y desarrollo la implementacion y configuracion basica de OSPF
de &rea Unica.

Se analizaron y ejecutaron las instrucciones necesarias para utilizar las
ACL estandar y extendida en un router Cisco.

Se identificé cada una de las funciones, la configuracion y la aplicacién de
DHCPv4.

Se estudié la implementacion de NAT combinada sobre la red configurada
con direcciones IPv4.
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