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INTRODUCCION

Para dar inicio a la presentacion de la prueba de habilidad practica  del diplomado de
profundizacién cisco (disefio e implementacion de soluciones integradas lan / wan) (opci) la
cual busca identificar el grado de desarrollo de competencias y habilidades que fueron
adquiridas a lo largo del curso y a través de la cual se pondrd a prueba los niveles de
comprension 'y solucion de problemas relacionados con diversos aspectos de
Networking.Donde daremos como evidencia el desarrollo y solucién a una empresa de
Tecnologia que posee tres sucursales distribuidas en las ciudades de Bogota, Medellin y
Bucaramanga, en donde desempefiaremos el rol sera el administrador de la red, el cual debera
configurar e interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de

enrutamiento y demas aspectos que forman parte de la topologia de red.



Descripcion del escenario propuesto para la prueba de habilidades

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Bogota, Medellin y Bucaramanga, en donde el estudiante seré el administrador de la red, el cual
deberd configurar e interconectar entre si cada uno de los dispositivos que forman parte del
escenario, acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

.-

192.168.30.0/24 inistraci
| 192.168.40.0/2a | Mercadeo |
| 192.168.200.0/23 | imi

Lo4 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

192.168.99.2

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los
dispositivos que forman parte del escenario.

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 2.2.2.2
Router ID R3 3.3.3.3
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 128 Kb/s
Ajustar el costo en la métrica de S0/0 a 7500




Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada
interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing Networks,
and passive interfaces configuradasencada router.

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN
Routing y Seguridad en los Switches acorde a la topologia de red establecida.

4. En el Switch 3 deshabilitar DNS lookup

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

7. Implement DHCP and NAT for IPv4

8. Configurar R1 como servidor DHCP para las VLANSs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones estaticas.

Configurar DHCP pool para VLAN Name: ADMINISTRACION
30 DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.
Configurar DHCP pool para VLAN Name: MERCADEO
40 DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

11. Configurar al menos dos listas de acceso de tipo estdndar a su criterio en para restringir o
permitir trafico desde R1 o R3 hacia R2.

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

13. Verificar procesos de comunicacién y redireccionamiento de trafico en los
routersmediante el uso de Ping y Traceroute.






SOLUCION:

VISUALIZAR TABLAS DE ENRUTAMIENTO Y ROUTERS CONECTADOS POR OSPFV2

MEDELLIN

BOGOTA

BUCARAMANGA

MEDELLIN#ship route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

BOGOTA#ship route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

BUCARAMANGA#ship route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

O N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
= E1 - OSPF externaltype 1, E2 - OSPF externaltype 2, E - EGP E1 - OSPF externaltype 1, E2 - OSPF externaltype 2, E - EGP E1 - OSPF externaltype 1, E2 - OSPF externaltype 2, E - EGP
P4 i-IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area i-1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area i-1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
I.I_.I * - candidate default, U - per-user static route, o - ODR * - candidate default, U - per-user static route, o - ODR * - candidate default, U - per-user static route, o - ODR
E P - periodic downloaded static route P - periodic downloaded static route P - periodic downloaded static route
E Gateway of last resort is not set Gateway of last resort is not set Gateway of last resort is not set
e 172.31.0.0/30 is subnetted, 2 subnets 10.0.0.0/32 is subnetted, 1 subnets 172.31.0.0/30 is subnetted, 2 subnets
E C  172.31.21.0is directly connected, Serial0/0/0 C  10.10.10.10 is directly connected, Loopback0 o 172.31.21.0 [110/128] via 172.31.23.1, 00:01:23, Serial0/1/0
O 172.31.23.0[110/15000] via 172.31.21.2, 00:00:25, Serial0/0/0 172.31.0.0/30 is subnetted, 2 subnets C  172.31.23.0is directly connected, Serial0/1/0
g C 192.168.30.0/24 is directly connected, FastEthernet0/0.30 C  172.31.21.0is directly connected, Serial0/1/0 C 192.168.4.0/24 is directly connected, Loopback4
C 192.168.40.0/24 is directly connected, FastEthernet0/0.40 C  172.31.23.0is directly connected, Serial0/0/0 C 192.168.5.0/24 is directly connected, Loopback5
2 C 192.168.99.0/24 is directly connected, FastEthernet0/0.99 O 192.168.30.0/24 [110/65] via 172.31.21.1, 00:00:10, Serial0/1/0 C 192.168.6.0/24 is directly connected, Loopbacké
= C 192.168.200.0/24 is directly connected, FastEthernet0/0.200 0O 192.168.40.0/24 [110/65] via 172.31.21.1, 00:00:10, Serial0/1/0 0O 192.168.30.0/24 [110/129] via 172.31.23.1, 00:01:23, Serial0/1/0
4] 209.165.200.0/29 is subnetted, 1 subnets 209.165.200.0/29 is subnetted, 1 subnets O 192.168.40.0/24 [110/129] via 172.31.23.1, 00:01:23, Serial0/1/0
< O 209.165.200.224 [110/7501] via 172.31.21.2, 00:00:25, Serial0/0/0 C  209.165.200.224 is directly connected, FastEthernet0/0 209.165.200.0/29 is subnetted, 1 subnets
- BOGOTA# o 209.165.200.224 [110/65] via 172.31.23.1, 00:01:23, Serial0/1/0
BUCARAMANGA#
MEDELLIN#shipospf neighbor BOGOTA#shipospf neighbor BUCARAMANGA#shipospf neighbor
8 Neighbor ID  Pri State Dead Time Address Interface Neighbor ID  Pri State Dead Time Address Interface Neighbor ID  Pri State Dead Time Address Interface
x QO 2222 0 FULL/ - 00:00:35 172.31.21.2 Serial0/0/0 3333 0 FULL/ - 00:00:32 172.31.23.2 Serial0/0/0 2222 0 FULL/ - 00:00:36 172.31.23.1 Serial0/1/0
E < MEDELLIN# 1111 0 FULL/ - 00:00:37 172.31.21.1 Serial0/1/0 BUCARAMANGA#
3 &
e 2
o
o

e VisualizarlistaresumidadeinterfacesporOSPFendondeseilustreelcostodecadainterface




BUCARAMANGA##shipospf interface BOGOTA#shipospf interface BUCARAMANGAfshipospf interface

Serial0/1/0 is up, line protocol is up FastEthernet0/0 is up, line protocol is up Serial0/1/0 is up, line protocol is up

Internet address is 172.31.23.2/30, Area 0 Internet address is 209.165.200.225/29, Area 0 Internet address is 172.31.23.2/30, Area 0

Process ID 1, Router ID 3.3.3.3, Network Type POINT-TO-POINT, Cost: 64 Process ID 1, Router ID 2.2.2.2, Network Type BROADCAST, Cost: 1 Process ID 1, Router ID 3.3.3.3, Network Type POINT-TO-POINT, Cost: 64

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O Transmit Delay is 1 sec, State DR, Priority 1 Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network Designated Router (ID) 2.2.2.2, Interface address 209.165.200.225 No designated router on this network

No backup designated router on this network No backup designated router on this network No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5 Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5 Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:09 Hello due in 00:00:02 Hello due in 00:00:03

Index 1/1, flood queue length 0 Index 1/1, flood queue length 0 Index 1/1, flood queue length 0

Next 0x0(0)/0x0(0) Next 0x0(0)/0x0(0) Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1 Last flood scan length is 1, maximum is 1 Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec Last flood scan time is 0 msec, maximum is 0 msec Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1, Adjacent neighbor count is 1 Neighbor Count is 0, Adjacent neighbor count is 0 Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 2.2.2.2 Suppress hello for 0 neighbor(s) Adjacent with neighbor 2.2.2.2

Suppress hello for 0 neighbor(s) Serial0/0/0 is up, line protocol is up Suppress hello for 0 neighbor(s)

Internet address is 172.31.23.1/30, Area 0

Process ID 1, Router ID 2.2.2.2, Network Type POINT-TO-POINT, Cost: 7500

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:02

Index 2/2, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 3.3.3.3

Suppress hello for 0 neighbor(s)

Serial0/1/0 is up, line protocol is up

Internet address is 172.31.21.2/30, Area 0

Process ID 1, Router ID 2.2.2.2, Network Type POINT-TO-POINT, Cost: 64

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:08

Index 3/3, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 1.1.1.1

Suppress hello for 0 neighbor(s)

BOGOTA#

costodecadainterface

Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing Networks, and passive interfaces configuradasencada
router

OSPFv2 es la version del protocolo OSPF que actualmente utilizamos en redes I1Pv4.

En este caso, el formato del router ID coincide con el formato de las direcciones IP utilizadas en las interfaces por lo que es posible utilizar la direccién IP de una interfaz como router ID, de manera tal que no es obligatorio configurar un router-id y el sistema operativo puede tomar la
direccion IP de una interfaz para ser utilizada en esta funcion.

Por este motivo, al momento de levantar el proceso de OSPF la definicion del router ID sigue esta secuencia:

Si hay router-id configurado, se utiliza ese router ID.

Si no hay router-id configurado se utiliza la direccion IP mas alta de las interfaces de loopback configuradas.

Si no hay interfaces de loopback configuradas, se toma la IP mds alta de las interfaces fisicas que se encuentren operativas (up) al momento de levantar el proceso.

Si no hay interfaces fisicas operativas, el proceso de OSPF no se inicia.




MEDELLIN#shipospf database
OSPF Router with ID (1.1.1.1) (Process 1D 1)

Router Link States (Area 0)

Link ID ADV Router  Age Seq#  Checksum Link count
1111 1111 1543 0x80000005 0x008ada 4
2222 2222 1543 0x80000006 0x00d828 5
3333 3333 1543 0x80000002 0x00a23e 2

OSPF Process ID,
Router ID

BOGOTA#shipospf database
OSPF Router with ID (2.2.2.2) (Process ID 1)

Router Link States (Area 0)

Link ID ADV Router  Age Seg#  Checksum Link count
3333 3333 1484 0x80000002 0x00a23e 2
1111 1111 1484 0x80000005 0x008ada 4

2222 2222 1484 0x80000006 0x00d828 5

BUCARAMANGA(config)#do shipospf data
OSPF Router with ID (3.3.3.3) (Process ID 1)

Router Link States (Area 0)

Link ID ADV Router  Age Seq#  Checksum Link count
3333 3333 1581 0x80000002 0x00a23e 2
1111 1111 1581 0x80000005 0x008ada 4
2222 2222 1581 0x80000006 0x00d828 5

MEDELLIN#ship route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF externaltype 1, E2 - OSPF externaltype 2, E - EGP

i-1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.31.0.0/30 is subnetted, 2 subnets

172.31.21.0 is directly connected, Serial0/0/0

172.31.23.0 [110/15000] via 172.31.21.2, 00:29:23, Serial0/0/0
192.168.30.0/24 is directly connected, FastEthernet0/0.30
192.168.40.0/24 is directly connected, FastEthernet0/0.40
192.168.99.0/24 is directly connected, FastEthernet0/0.99
192.168.200.0/24 is directly connected, FastEthernet0/0.200
209.165.200.0/29 is subnetted, 1 subnets
o 209.165.200.224 [110/7501] via 172.31.21.2, 00:29:23, Serial0/0/0

MEDELLIN#ship route ospf

172.31.0.0/30 is subnetted, 2 subnets

o 172.31.23.0 [110/15000] via 172.31.21.2, 00:29:52, Serial0/0/0
209.165.200.0/29 is subnetted, 1 subnets

(o] 209.165.200.224 [110/7501] via 172.31.21.2, 00:29:52, Serial0/0/0
MEDELLIN#

Address summarizations, Routing
Networks
sNeNsNsReoXs)

BOGOTA#ship route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF externaltype 1, E2 - OSPF externaltype 2, E - EGP
i-1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/32 is subnetted, 1 subnets
C  10.10.10.10 is directly connected, Loopback0
172.31.0.0/30 is subnetted, 2 subnets
C  172.31.21.0is directly connected, Serial0/1/0
C  172.31.23.0is directly connected, Serial0/0/0
O 192.168.30.0/24 [110/65] via 172.31.21.1, 00:30:23, Serial0/1/0
O 192.168.40.0/24 [110/65] via 172.31.21.1, 00:30:23, Serial0/1/0
209.165.200.0/29 is subnetted, 1 subnets
C 209.165.200.224 is directly connected, FastEthernet0/0

BOGOTA#shiprouteospf
O 192.168.30.0 [110/65] via 172.31.21.1, 00:30:18, Serial0/1/0
O 192.168.40.0 [110/65] via 172.31.21.1, 00:30:18, Serial0/1/0

BUCARAMANGAfship route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1- OSPF externaltype 1, E2 - OSPF externaltype 2, E - EGP
i-1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

172.31.0.0/30 is subnetted, 2 subnets
172.31.21.0 [110/128] via 172.31.23.1, 00:30:55, Serial0/1/0
172.31.23.0 is directly connected, Serial0/1/0
192.168.4.0/24 is directly connected, Loopback4
192.168.5.0/24 is directly connected, Loopback5
192.168.6.0/24 is directly connected, Loopbacké
192.168.30.0/24 [110/129] via 172.31.23.1, 00:30:55, Serial0/1/0
192.168.40.0/24 [110/129] via 172.31.23.1, 00:30:55, Serial0/1/0
209.165.200.0/29 is subnetted, 1 subnets
(0] 209.165.200.224 [110/65] via 172.31.23.1, 00:30:55, Serial0/1/0

[eNeNaNaNaNaNe)

BUCARAMANGAf#shiprouteospf

172.31.0.0/30 is subnetted, 2 subnets

o 172.31.21.0 [110/128] via 172.31.23.1, 00:31:07, Serial0/1/0

O 192.168.30.0 [110/129] via 172.31.23.1, 00:31:07, Serial0/1/0

O 192.168.40.0 [110/129] via 172.31.23.1, 00:31:07, Serial0/1/0
209.165.200.0/29 is subnetted, 1 subnets

[0] 209.165.200.224 [110/65] via 172.31.23.1, 00:31:07, Serial0/1/0

router ospf 1

router-id 1.1.1.1
log-adjacency-changes
passive-interface FastEthernet0/0
network 172.31.21.0 0.0.0.3 area 0
network 192.168.30.0 0.0.0.255 area 0
network 192.168.40.0 0.0.0.255 area 0

terfaces

configuradas

MEDELLIN#ship route ospf
172.31.0.0/30 is subnetted, 2 subnets

O 172.31.23.0[110/15000] via 172.31.21.2, 00:35:47, Serial0/0/0
209.165.200.0/29 is subnetted, 1 subnets

O 209.165.200.224 [110/7501] via 172.31.21.2, 00:35:47, Serial0/0/0

passive in

1

router ospf 1

router-id 2.2.2.2

log-adjacency-changes

network 172.31.21.0 0.0.0.3 area 0

network 172.31.23.0 0.0.0.3 area 0

network 209.165.200.224 0.0.0.7 area 0

1

BOGOTA#shiprouteospf

O 192.168.30.0 [110/65] via 172.31.21.1, 00:03:09, Serial0/1/0
O 192.168.40.0 [110/65] via 172.31.21.1, 00:03:09, Serial0/1/0

1

router ospf 1

router-id 3.3.3.3
log-adjacency-changes

network 172.31.23.00.0.0.3 area 0

BUCARAMANGAfship route ospf
172.31.0.0/30 is subnetted, 2 subnets
O 172.31.21.0[110/128] via 172.31.23.1, 00:04:03, Serial0/1/0
O 192.168.30.0 [110/129] via 172.31.23.1, 00:03:53, Serial0/1/0
O 192.168.40.0 [110/129] via 172.31.23.1, 00:03:53, Serial0/1/0
209.165.200.0/29 is subnetted, 1 subnets
O 209.165.200.224 [110/65] via 172.31.23.1, 00:04:03, Serial0/1/0

Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red

establecida.

Se configurar como subinterfaces a nivel de capa




VLANs

MEDELLIN#ship interface brief

Interface IP-Address  OK? Method Status Protocol
FastEthernet0/0 unassigned  YES unset up up
FastEthernet0/0.30 192.168.30.1 YES manual up up
FastEthernet0/0.40 192.168.40.1 YES manual up up
FastEthernet0/0.99 192.168.99.1 YES manual up up
FastEthernet0/0.200 192.168.200.1 YES manual up up

FastEthernet0/1
Serial0/0/0
Serial0/1/0
Vlanl

Sl#sh vlan brief

VLAN Name

unassigned

YES unset administratively

YES unset administratively down down
172.31.21.1  YES manual up
unassigned

unassigned

up
down down

YES unset administratively down down

Status Ports

1 default

active Fa0/4, Fa0/5, Fa0/6, Fa0/7

Fa0/8, Fa0/9, Fa0/10, Fa0/11

30 ADMINISTRACION
40 MERCADEO

99 GESTION

200 MANTENIMIENTO
1002 fddi-default

1003 token-ring-default
1004 fddinet-default
1005 trnet-default

S1#

S3#sh vlan brief

VLAN Name

Fa0/12, Fa0/13, Fa0/14, Fa0/15
Fa0/16, Fa0/17, Fa0/18, Fa0/19
Fa0/20, Fa0/21, Fa0/22, Fa0/23
active Fa0/1, Fa0/2
active
active
active
active
active
active
active

Status Ports

1 default

active Fa0/4, Fa0/5, Fa0/6, Fa0/7

Fa0/8, Fa0/9, Fa0/10, Fa0/11

40 MERCADEO

99 GESTION

1002 fddi-default

1003 token-ring-default
1004 fddinet-default
1005 trnet-default

Fa0/12, Fa0/13, Fa0/14, Fa0/15
Fa0/16, Fa0/17, Fa0/18, Fa0/19
Fa0/20, Fa0/21, Fa0/22, Fa0/23
Fa0/24

active Fa0/1, Fa0/2
active

active

active
active
active




puertos de acceso

S1#sh running-config
Building configuration...

Current configuration : 1189 bytes

!

version 12.1

no service timestamps log datetimemsec
no service timestamps debug datetimemsec
no service password-encryption

1

hostname S1

1

enable password cisco

1

!

spanning-tree mode pvst

!

interface FastEthernet0/1

switchport access vlan 30

switchport mode access

!

interface FastEthernet0/2

switchport access vlan 30

S3#sh running-config
Building configuration...

Current configuration : 1103 bytes

!

version 12.1

no service timestamps log datetimemsec
no service til ps debug dateti

no service password-encryption

!

hostname S3

!

!

spanning-tree mode pvst
!

interface FastEthernet0/1
switchport access vlan 40
switchport mode access

!

interface FastEthernet0/2
switchport access vlan 40

Inter-VLAN

Routing

MEDELLIN#ship interface brief

Interface IP-Address  OK? Method Status Protocol
FastEthernet0/0 unassigned  YES unset up up
FastEthernet0/0.30 192.168.30.1 YES manual up up
FastEthernet0/0.40 192.168.40.1 YES manual up up
FastEthernet0/0.99 192.168.99.1 YES manual up up
FastEthernet0/0.200 192.168.200.1 YES manual up up
FastEthernet0/1 unassigned  YES unset administratively down down
Serial0/0/0 172.31.21.1  YES manual up up
Serial0/1/0 unassigned  YES unset administratively down down
Vlanl unassigned  YES unset administratively down down




Seguridad en
los Switches

enable password cisco
enable password cisco !

1 1

! linevty 0 4

linevty0 4 password cisco
password cisco login

login

enable password cisco
1

!

linevty 0 4

password cisco

login

-

En el Switch 3 deshabilitar DNSlookup

no ipdomain-lookup

AsignardireccionesIPalosSwitchesacordealoslineamientos.

Swl #

interface Vlan99

ip address 192.168.99.2 255.255.255.0
1

!
Sw3#

interface VIan99
ip address 192.168.99.3 255.255.255.0
!

Desactivartodaslasinterfacesquenoseanutilizadasenelesquemadered.




S1(config)#interface range fastEthernet 0/4-23
S1(config-if-range)#no shutdown

S1(config-if-range)#do shipintbri

Interface IP-Address
FastEthernet0/1 unassigned
FastEthernet0/2 unassigned
FastEthernet0/3 unassigned
FastEthernet0/4 unassigned
FastEthernet0/5 unassigned
FastEthernet0/6 unassigned
FastEthernet0/7 unassigned
FastEthernet0/8 unassigned
FastEthernet0/9 unassigned
FastEthernet0/10 unassigned
FastEthernet0/11 unassigned
FastEthernet0/12 unassigned
FastEthernet0/13 unassigned
FastEthernet0/14 unassigned
FastEthernet0/15 unassigned
FastEthernet0/16 unassigned
FastEthernet0/17 unassigned
FastEthernet0/18 unassigned
FastEthernet0/19 unassigned
FastEthernet0/20 unassigned
FastEthernet0/21 unassigned
FastEthernet0/22 unassigned
FastEthernet0/23 unassigned
FastEthernet0/24 unassigned
Vianl unassigned
Vian99

S3#sh ipint brie
Interface

FastEthernet0/1
FastEthernet0/2
FastEthernet0/3
FastEthernet0/4
FastEthernet0/5
FastEthernet0/6
FastEthernet0/7

FastEthernet0/8

OK? Method Status

YES manual up

YES manual up

YES manual up

YES manual down
YES manual down
YES manual down
YES manual down
YES manual down
YES manual down
YES manual down
YES manual down
YES manual down
YES manual down
YES manual down
YES manual down
YES manual down
YES manual down
YES manual down
YES manual down
YES manual down
YES manual down
YES manual down
YES manual down

YES manual up

192.168.99.2 YES manual up

IP-Address
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

unassigned

OK? Method Status

YES manual up
YES manual up
YES manual up
YES manual down
YES manual down
YES manual down
YES manual down

YES manual down

Protocol

up

up

up

down

down

down

down

down

down

down

down

down

down

down

down

down

down

down

down

down

down

down

down

up

YES manual administratively down down

up

Protocol

up

up

up

down

down

down

down

down




1. Implement DHCP and NAT forIPv4

1. ConfigurarRicomoservidorDHCPparalasVLANs30y40.

1
ipdhcp pool ADMINISTRACION
network 192.168.30.0 255.255.255.0
default-router 192.168.30.1
dns-server 10.10.10.11

ipdhcp pool MERCADEO

network 192.168.40.0 255.255.255.0
default-router 192.168.40.1
dns-server 10.10.10.11

1. Reservarlasprimeras3odireccionesIPdelasVLAN30y40paraconfiguracionesestaticas.

ipdhcp excluded-address 192.168.30.1 192.168.30.30
ipdhcp excluded-address 192.168.40.1 192.168.40.30

1. ConfigurarNATenR2parapermitirqueloshostpuedansalirainternet

2. Configuraralmenosdoslistasdeaccesodetipoestandarasucriterioenpararestringiropermitir trafico desde R1 o R3 haciaR2.

3. Configuraralmenosdoslistasdeaccesodetipoextendidoonombradasasucriterioenpara
restringiropermitirtraficodesdeR1oR3haciaR2.

4. Verificarprocesosdecomunicacionyredireccionamientodetraficoenlosroutersmediant

eeluso de Ping yTraceroute.




30 hasta router de Bucaramanga.
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Ping desde equipo de la vlan 40 hasta router de Bucaramanga.

& 40 dhep
Physical

o 172312120 |

"
1941
/ B0GOT.

172312100

17231230

172312300

1723021130

129168993
125.168.98.2

Config | Desktop

Software/Services

C>PING

Pinging

Ping szatisties for
ts: Se 1,

round trip
141ms, M;

Approximat

Minimm

et oot
40 dhep 30-static 40 dhcp
‘ " L
Time: 00:05:35 | Power Cycle Devices Fast Forward Time Realtime
5 2 1 I I “,’ = = = (5 5 = i) Scenario 0 - Fire Last Status Source Destination Type Color Time (sec) Periodic Nur
b h -i 40 dhcp  BUCARAMANGA [CMP . 0.000
18 | 220 lzszom | 2811 | Generi| Igeneric [ New [ pelete |
- (e | Dt

N 0



Telnet denegado desde las vlan 30 y 40 hacia el router de Bucaramanga.

Logical

[Root]

o w23tz ze

15arm, V00 17231340

BOGOTA
17231310%

SEE o 1723121100
Ly
er
VEORLIN
1
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Ping y tracer hacia el router de Bogota que permite la conectividad hacia él.
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Ping desde un equipo de la vlan 30 que no es el 192.168.30.37 y esta denegando los paquetes
ICMP debido a una lista de control de acceso chai Bucaramanga.

[W=0= =Nl E S oAl o0 s |

= 3 7
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Tabla de enrutamiento OSPF del router de Medellin
1 = — . ~

b= 22w E s 0060 0 i)

Logical [Root] Viewport
e e  veoeLy Eeliees) ————
.| et N -

~ Physical | Config | CLI
~
~
\[ =) 10S Command Line Interface
Lo 1231220 - i
o A T2ILBID ; T T =
060 ! L
. [=
12312300 1 —
17231.21.0'0 1
line con 0 »°
line voy 0 4
passvora cisce
S0J00 17230211130 login
,
end
i 2916893
129.168.9.2 ‘ ———————— MEDELLIN§SH ID RO
= MEDELLINESH TP ROute OS L
1 MEDELLINSH TP ROuce OSpE
172.31.0.0/30 15 subnetsed, Z subnevs
o 3.0 [110/15000] wia 172.31.31.2, 00:14:02, Serial0/0/0 oy
(0425 13 supnected, 1 subness E
1 ° 205.165.200.224 [110/7501] via 172.31.71.2, 00:14:02, Seriald/0/0
| MEDELLING| ~
et Caul — copy || Paste |
30-dhep Il MEDELLIN ] — ﬂ
0 i \
Time: 00:14:29 | Power Cycle Devices Fast Forward Time




Tabla de enrutamiento completa de Medellin.

& MEDELLIN
| Physical | Config | CLI |

I0S Command Line Interface

MEDETLLTINE

MEDELLINE

MEDELLINE£SH IF ROU

MEDELLINESH IP ROUte

Codes: C - connected, 5 - static, I — IGRP, R - RIPF, M — mokile, B - BGEP
O — EIGRP, EX - EIGRP externzl, O — O5SBEF, IZ - OSEF inter area
M1l - QS5PF NS5AR external type 1, HZ - OS5PF HNS55A external type 2
El - O5PF externzl type 1, EZ - OSPF external type 2, E — EGF
i - Is-I5, L1 - IS-IS5 level-l, LZ - I5-I5 level-Z, iz - IS-IS inter area
* — candidate default, U — per—-user static route, o — CODR
P - periodic downloaded static route

Fateway of last resort is not set

172.31.0.0/30 is subnetted, 2 subnets

172.31.21.0 is directly connected, Seriald/s0/0

172.31.23.0 [110/15000]1 wia 172.31_.21_2, 00:16:20, Serialds0s0
192 . 168_.30.0/24 is directly connected, FastEthermnetls0.30
192 .168.40.0/24 is directly connected, FastEthernet0/0.40
152 _1658.93_.0/24 is directly connected, FastEthernetd/0.35
192 .1€8.200.0/24 is directly connected, FastEthernet0/0.200
20%_16€5_200.0/2% is subnetted, 1 subnets
o] Z03_165_.Z00_.224 [110/7501] wi=s 172.31.21 .2, 00:1&:Z0, Serial0ys0/0
MEDELLIN#

0000 on

Copy || Ppaste |

Tabla de enrutamiento de Bogota.

@ BOGOTA
| Physical | Config | CLI

105 Command Line Interface

TOSCIET
BOGOTRE
BOGOTLEsh ip rou
BOGOTRAEsh ip route
Codes: C — connected, 5 - static, I — IGRP, R — RIP, M — mobile, B — BEP
D — EIGRP, EX - EIGEFP external, O - 0O5EF, IR — OSPF inter area
Ml - OS5PF M55SR external type 1, HZ - OS5PF M55SR external type 2
El1 - OSPF external type 1, EZ - O5PF externzl type Z, E - EGP
i - Is-Is, L1 — I5-I5 level-l, LZ - IS-I5 lewvel-Z, ia — I5-I5 inter zrea
* — pandidate default, U - per—user static route, o — CDR
P — periodic downloaded static route

Fateway of last resocrt is not set

10.0.0.0/22 is subnetted, 1 subnets

c 10.103.10.10 is directly connected, Loopback0
172.31.0.0/30 is subnetted, Z subnets

C 172.31.21.0 is directly connected, Serial0/1/0

c 172.31.253.0 is directly connected, Seri=l0/s0/0

o 13Z.168.20.0/24 [110/65] wia 172.31.21.1, 00:17:16, Seriald/s1l/s0

o 132.168.40.0/24 [110/65] wia 172.231.21.1, 00:17:16, Serialds1l/s0
2059_165_200.0/29 is subnetted, 1 subnets

c 209_165_Z00.224 is directly connected, FastEthermnetd/0

BOGOTRE




Tabla de enrutamiento de Bucaramanga.

O BUCARAMAMNGA

| Physical Config | CLI |
I1I0S Command Line Interface

ToTTEOIOC
BUCARAMANGAEsh ip ro i
BUCARREMANGCEEsh ip route
Codes: T - connected, 5 - statie, I - IGEPF, B — RIF, M — mokile, B - BGEP

D — EIGRP, EX - EIZRFP external, O — O5FF, IR — OSPF inter ares

H1l — OSPF NS5SS5A external type 1, HZ — OSPF NS5SS5A external type Z

El - OSPF external type 1, EZ — O5PF external type 2, E — EEP

i - I5-I5, L1 - IS-I5 lewvel-l1l, LZ — I5-I5 lewvel-Z, ia — IS5-IS5 inter area

* — candidate default, U - per—user sStatic route, o — ODR

P - periodic downloaded static route
EFateway of last resort is not set

172.31.0.0/30 is subnetted, Z subnets
o 172.21.21.0 [110/128] wvwia 172.231.23.1, 00:17:41, Seriald/ 1,0
c 172.31.23.0 is directly connected, Serizl0s150
c 132.1e8.4.0/24 is directly connected, Loopbackd
c 182 _.168.5.0/24 is directly connected, Loopbacks
[ 182 _168.6.0/24 is directly connected, Loopbacké
L=l 132.168.230.0/24 [1l1l0/12%] wia 172.31.23.1, 00:17:41, Seriald/s/1l/0
o 132 .1e28.40.0/24 [110/12%] wi=s 172.31_.2Z23.1, 00:17:41, Serial0/s1/0
Z09.16e5.200_.0/29 is subnetted, 1 subnets
o Z20%.16e5.200.224 [110/€5] wia 172.31.23.1, 00:17:41, Seriald/ 1,0 |
BUCRRREMANGCEE &7
Copy ] [ Paste

Interfaces del router de Medellin.

& MEDELLIN
| Physical | Config | CLI |
10S Command Line Interface
TETECTTNESIT I LI
.
MEDELLIN$sh ip interface br
MEDELLINgsh ip interface brief
Interface IP-Rddress OE? Method Status Protocol
FastEthernetl/0 unassigned YES unset up up
FastEthernet0/0.30 152.1e8.30.1 YES manuzl up up
FastEthernet0/0.40 152.1e8.40.1 YES manuzl up up
FastEthernet0/0.33 192 _168.93.1 YES manusl up up
FastEthernet0/0_200 192 _168_200.1 YES manusl up up
FastEthernet0/1 unassigned YES unset administratively down down
Serial0/0/0 172.31.21.1 YES manual up up{
Seriall/1/0 unassigned YES unset administratively down down mil
Vlanl unassigned YES unset administratively down down |;
MEDELLIN$ &7
Copy ] [ Paste ]




Interfaces del router de Bogota.

@& BOGOTA
| Physical | Config | CLI |

10S Command Line Interface

TUCUIET

BOGOTLE

BOGOTLE

BOGOTRE

BOGOTLE

BOGOTLE

BOGOTLE

BOGOTLE

BOGOTRESH IP INT BRIES

Interface IP-Rddress CE? Method Status Protocol

FastEthernet0,0 205.165.200.225 YES manual up up

FastEthernetd/1 unzssigned YES unset administratiwvely down down

Seri=sl0/0/0 172.31.23.1 ¥ES manual up up

Seri=al0/1/0 172.31.21.2 ¥ES manual up up

Loopbackd 10.10.10.10 YES manual up up

Vlanl unassigned YES unset administratively down down
BOGOTRE e

Copy ][ Paste

Interfaces del router de Bucaramanga.

% BUCARAMANGA
| Physical | Config | CLI |

I0S Command Line Interface
puper
BUCARRMANGRE T
BUCARRMRNCLE
BUCRRRMENGLESH IP INT BRI
BUCARRMANGLESH IP INT BRIef
Interface IP-Address OE? Method Status Protocol
FastEthernetl/ 0 unassigned ¥YES unset administratively down down
FastEthernet0/s1 unassigned YES unset administratively down down
Serial0d/0/0 unassigned YES unset administratiwvely down down
Serialds1/0 172.31.23.2 YES manual up up
Loopback4 152._1le8.4.1 YES manual up up
Loopbacks 152_1le8.5.1 YES manual up up
Loopbacké 152_leg.6.1 YES manual up up
Vlanl unassigned YES unset administratively down down
BUCARRMRNGCLE -

Copy ] [ Paste




Vecinos del router Bucaramanga.

& BUCARAMAMNGA
| Physical | Config | CLI |

=N | ER~>c

105 Command Line Interface

p=ampr o e
BUCARAMENGCRE
BUCARRAMRENGRE
BUCARRAMRMNGCRE
BUCARAMENGCRE
BUCARRAMRENGRE
BUCARRAMRNGCRE
BUCARAMENGCRE
BUCARRMRNGRE
BUCARRAMRNGCRE
BUCARAMENGCRE
BUCARAMENGCRE
BUCRRAMRNGRE
BUCARAMRNCRE
BUCARAMENGCRE
BUCRRAMRNGRE
BUCARRAMRMNGCRE
BUCARAMENGCRE
BUCARRAMRENGRE
BUCARRAMRNGCRESH IP OSpf NEighbor

Neighbor ID Pri State Dead Time Rddress
Z.Z2.Z2.2 a FULLS, ~- 00:00:320 172.31.23.1
BUCARRMENGCEE

Interface
Serial0s1/s0

-

Copy ][ Paste ]

Vecinos del router de Bogota.

@& poGOTA
| Physical Config | CLI |

b= s

I0S Command Line Interface

TOSCIST
BOGOTRE

BOGOTRE

BOGOTRE

BOGOTRE

BOGOTRE

BOGOTRE

BOGOTRE

BOGOTRE

BOGOTRE

BOGOTRESH IP OS5

BOGOTRESH IP OSpf NE
BOGOTRESH IF OSpf NEighbor

Neighbor ID Pri State Dead Time Rddress
2.3.3.3 a FULLS - 00:-00:37 17z.31.23.2
1.1.1.1 0 FULL/S - 00:00:39 172.31.21.1
BOGOTREE

BOGOTRE

BOGOTRE

BOGOTRE

BOGOTRE

BOGOTRE

BOGOTRE

Interface
Serial0/s0s0
Seriald/s1/0

4

Copy ” Paste ]




Vecinos del router de Medellin.

& MEDELLIN
| Physical Config | CLI |

I0S Command Line Interface

TETETTTINE
MEDELLINE

MEDELLINE

MEDELLINE

MEDELLINE

MEDELLINE

MEDELLINE

MEDELLINESH P OS5

MEDELLINESH IP OS
MEDELLIN§SH IP OSpf NE
MEDELLIN§SH IP OSpf NEighbor

Heighbor ID Pri State Dead Time RAddress Interface
z.z.z.2 o FULL/ - 00:00:38 17z.31.21.2 Serizlos0/0
MEDELLINE

MEDELLINE

MEDELLINE

MEDELLINE

MEDELLIN§

MEDELLINE

MEDELLIN§

MEDELLINE

MEDELLIN§

MEDELLINg| -

m

Costo del router de Medellin.

87 MEDELLIN
‘ Physical I Config | CLI |

I0S Command Line Interface

MEDELLIN#SH IP OSpf INTerface
FastEthernet0/0_30 is up, line protocel is up
Internet address is 182.168.30.1/24, Area 0
Process ID 1, Rouser ID 1.1.1.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, PFriozrity 1
Designated Router (ID) 1.1.1.1, Interface address 152 188 _30.1
Ho desi on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Wo Helles (Passive interface)
Index 1/1, flood gueue length O
Next 0x0{0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scen time is 0 msec, meximum is 0 msec
Weighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for O neighbozxis)
FastEthernes0/0_ 40 is up, line protocel is up
Internet address is 1S2.168.40.1/24, Area 0
Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated RBouter (ID) 1.1.1.1, Interface address 152.168.40.1
a on this neswork

Ho desi
Timer intervals configured, Hellc 10, Dead 40, Wait 40, Retransmit S
Wo Hellos (Passive interface)
Index 22, flood gueue length O
Wext 0x0{0)/0x0(0)
TLast flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Weighbor Count is 0, Adjacent neighbor count is 0O
Suppress hello for O neighboris)
Serial0s0/0 is up, line protocol is up 5.
Internet address is 172_31_.21_1/30, RArea O
Process ID 1, Router ID 1.1.1.1, Network Type POINT-TO-POINT, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-BOINT, Prieoricy O
Mo designated router on this network
Wo backup designated router on this network
Timer intervals configured, Helle 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:02 -




Ping Y Tracert desde el router de Medellin hacia Bucaramanga.

& MEDELLIN
| Physical | Config | CLI |

I0S Command Line Interface

TIEDELLINE
MEDELLIN§
MEDELLINE
MEDELLINE
MEDELLINE
MEDELLINE
MEDELLINE
MEDELLINEPING 172.31.23.2

Type escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.23.2, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 6Z/6Z/63 ms

MEDELLIN§tracercute 172.31.23.2
Type escape seguence to abort.
Tracing the route to 172.31_.23_2

1 172.31.21.

z 172_.31_23.
MEDELLINE
MEDELLIN§
MEDELLINE
MEDELLINE|

3 321 msec 1& msec 31 maec
Z &3 msec &2 msec 45 maec

m

Ping y Tracert desde el router de Bogoté hacia Bucaramanga.

@ BOGOTA
| Physical Config | CLI |

=N WO | >

105 Command Line Interface

=TTTTET
BOEOTRAE
BOZOTR$DING 172.31.33.32

Type escape sSeguence to abort.
Sending 5, 100-byte ICMF Echos to 17Z2.31.23.2, timeocut is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 31/31/32 ms

BOZOTRETRACE 17Z.31.23.
BOCOTRETIRACE 17Z2.31.23.
Type escape sSeguence to abort.

Tracing the route to 17Z2.31.23.Z

z
3

1 17z2.31.23.2 17 msec 31 msec 31 msec
BOGOTRE
BOZOTLE
BOEOTRAE
BOEOTRLE
BOEOTRE
BOGOTRE
BOEOTRE
BOGOTRE
BOZOTLE

alm |




Ping y Tracer desde el router de Bucaramanga hacia Medellin.

| Physical Config | CL[|

& BUCARAMANGA ===

105 Command Line Interface

TS T

BUOCRAREMENGREPING 172 .31.21.1

Type escape sSeguence to sbort.
Sending 5, 100-byte ICHMP Echos to 172.31.Z1.1, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = &82/62/63 ms

BUCARRMANGRETRRCE 172.31.21.1
Type escape Sequence to abort.
Tracing the route to 172.31.21.1

1 172.21.23.1 21 maec 1€ maec 1& maec
Zz 172.31.21.1 €2 msec €3 msec &2 msec

BUCRRRMRNELE

BUCRRAMANCLE

BUCRRAMRNERE

BUCRRAMBMELE

BUCRREMENGRE

BUCRRAMRNELE

BUCAREMANCAE

BUCRRRMRNELE

BUCRRAMBMELE

BUCRREMENGERE

Copy ][ Past

Ping y Tracer desde el router de Bucaramanga hacia Medellin.

¥ BUCARAMANGA e ]

Physical Config CLI

10S Command Line Interface

pa=ps T
BUCARRMRENGRE
BUCRRAMRNGRE
BUCARRMRENGRE
BUCRRAMRNGRE
BUCARRMRENGRE
BUCARAMRNGREPING 172_31.23.1

Type escape sSeguence to sbort.
Sending 5, 100-byte ICMP Echos to 172Z.21.Z22.1, timeocut is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/favg/max = 1&/28/31 ms

BUCRRAMANGRETRACE 172 31 23 1
Type escape seguence to abort.
Tracing the route to 172_.31_.23.1

1 172.31.23.1 31 msec 31 msec 31 msec
BUCARRMRENGRE
BUCRRRMRNGL§
BUCARRMRENGRE
BUCRRRMRNGL§
BUCARRMRANGCLE
BUCRRRMRNGL§

m. |

1

Copy ][ Paste ]




Sistema auténomo de Medellin OSPF 1.

10S Command Line Interface

T SCCET IO IOOp IO IIT
ip access—-group 101 out
I

interface Vlanl

no ip address

shutdown

!

I router ospf 1

router-id Z_.2.Z.2
log-adjacency—-changes

network 172.31.21.0 0.0.0.3 area 0
network 172.21.22.0 0.0.0.2 are= 0
network 2Z03.165.200.224 0.0.0.7 area 0O

13

router rip

I

ip classless

T

13

access-list 101 deny tcp any eg telnet any

access—list 101 permit ip any any

1

no cdp run

1

E

-

Copy ][ Paste ]

Proccess id del router de Medellin.

Physical | Config | CLI |

I05 Command Line Interface

MEDELLIN>
MEDELLIN>EN
MEDELLIN>ENzkle
Password:
MEDELLINEsh ip ro
MEDELLINEsh ip os
MEDELLINEsh ip ospf da
MEDELLINg§sh ip ospf database
OSPF Router with ID (1.1.1.1) (Process ID 1)

Router Link States (Area 0)

Link ID W Router Age Seqgf

1.1.1.1 1.1.1.1 L) 0x80000006 Ox00feff
3.3.3.3 3.3.3.3 587 0xB0000003 Ox00feff
Z_E.2.Z 2.2 2.2 =1=14 0x80000007 Ox00feff

Checksum Link count

R

4
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Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones estaticas.

& MEDELLIN o= =S

| Physical Config | CLI |

105 Command Line Interface

TS IS I T ST LI
1

1

!

enable password cisco

1

I

ip dhcp excluded-address 132 _1€8_30_.1 1%Z_1&8_30_30
ip dhcp excluded-address 132 _168_40_.1 152 _1&8_40_30
1

ip dhcp pool ADMINISTRACION

network 13Z_1&8_.30.0 Z55_Z55_2Z55.0

default-router 132 _168.30.1

dns—-serwver 10.10.10.11

ip dhcp pool MERCADED

network 19Z2_168_.40.0 Z55_Z55_2Z55.0

default-router 132 _1&8.40.1

dns—-serwver 10.10.10.11

[

Copy ” Paste ]

Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir o
permitir trafico desde R1 o R3 hacia R2.

| “# MEDELLIN =

| Physical Config | CLI |

I10S Command Line Interface

MEDELLINE

MEDELLINE

MEDELLINE

MEDELLINE

MEDELLINE

MEDELLINE

MEDELLINE

MEDELLINESH ACL

MEDELLIN§SH AC

MEDELLINESH ACcess—lists

Standard IP access list 1
permit host 132_.16383.30.37 (18 matchies))
deny 13Z.1&8.30.0 0.0.0.255 (8 matchies))
permit any (18 matchies))

MEDELLINE

MEDELLINE

MEDELLINE

MEDELLINE

MEDELLINE

MEDELLINE

MEDELLINE|

« [l

Copy ” Paste ]

Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio
en para restringir o permitir trafico desde R1 o R3 hacia R2.



& BUCARAMANGA =N =R

| Physical | Config | CLI |

I0S Command Line Interface

paleprr oy e
BUCARRMANGAE
BUCARRMANGAE
BUCRRREMRNGRE
BUCRRREMRNGRE
BUCARMMRANGRESH RCC
BUCRRAMRANGRESH ACCess—-lists
Extended IPF access list 101
deny tcp any egqg telnet any
permit ip any any (727 matchies))
BUCRRREMRNGRE
BUCRRREMRNGRE
BUCREREMANCLE
BUCREREMANCLE
BUCREREMANCLE
BUCREREMANCLE
BUCREREMANCLE
BUCREREMANCLE
BUCREREMANCLE
BUCREREMANCLE
BUCRERAMANCLE
BUCRERAMRANCLE
BUCRERAMRANCLE
BUCRERAMANCLE -

m

ConfigurarR1comoservidor

4 MEDELLIN E==En

| Physical | Config | CLI |

I0S Command Line Interface

pd T

1
hostname MEDELLIN
1
1
!
enable password cisco
1
I
ip dhcp excluded-address 132.1€58.30.1 132.1658.30.30
ip dhcp excluded-address 1%92.168.40.1 132_168.40_30
1
ip dhep pool ADMINISTRACION
network 132 _168.30.0 255_.Z55.255.0
default-router 192 _1&2.30.1
dns-server 10.10.10.11
ip dhcp pool MERCRADED
network 132_168.40.0 Z55_Z55_2Z55.0
default-router 152 _168.40.1
dns-gerver 10.10.10.11
1

m

! -

DHCPparalasVLANs30y40



Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

8 MEDELLIN
| Physical Config | CLI |
I10S Command Line Interface
MEDELLINESH IPF INT BRIE i
MEDELLINE£SH IPF INT BRIEL
Interface IP-Address OK? Method Status Protocol
FastEthernet0s0 unassigned YES unset up up
FastEthernet0,/0.30 182.1€8.230.1 ¥ES manual up up
FastEthernetcl/0.40 132.168.40.1 ¥ES manual up up
FastEthernectl,/0.33 132.168.595.1 ¥ES manual up up
FastEthernet0/s0.200 132 .168.200.1 YES manual up up
FastEthernetd/1 unassigned YES unset administratively down down
Seriald/s0/0 172.31.21 .1 YES manual up up
Seriald/ 1,50 unassigned YES unset administratively down down
Vlanl unassigned YES unset administratively down down
MEDELLINE|
[ Copy ] [ Paste

2 sl
[ Physical | config | cLT |
I0S Command Line Interface

S51#sh ip int brie o
S1#sh ip int brief
Interface IP-Address OK? Method Status Protocol
FastEthernetO/1 d YES 1 up up
FastEthernet0/2 unassigned ¥ES manual up up
FastEthernet0/3 unassigned ¥ES manual up up
FastEthernetd/4 unassigned YES manual down down
FastEthernet0/5 d YES 1 down down
FastEthernet0/& unassigned ¥ES manusl down down
FastEthernetd/7 unassigned ¥YES manual down down
FastEthernetd/8 unassigned YES manual down down
FastEthernet0/3 d ¥YES 1 down down
FastEthernet0/10 d YES 1 down down
FastEthernet0/11 unassigned ¥ES manusl down down
FastEthernetd/12 unassigned ¥YES manual down down
FastEthernetd/13 i v YES 1 down down
FastEthernet0/14 d YES 1 down down i
FastEthernet0/15 unassigned ¥ES manusl down down
FastEthernet0/1& unassigned ¥YES manual down down




)
Physical | Config | CLI |
IO0S Command Line Interface

FastEthernetO/3 o YES 1l down down
FastEthernec0s10 unassigned YES manual down down
FastEthernecO/s11 unassigned YES manual down down
FastEthernec0/12 unassigned YES manual down down
FastEthernet0/13 unassigned ¥ES manual down down
FastEthernet0/14 unassigned ¥ES manual down down
FastEthernet0/15 ol YES 1l down down
FastEthernet0/1& ol YES 1l down down
FastEthernetO/17 o YES 1l down down
FastEthernecds18 unassigned YES manual down down
FastEthernecds13 unassigned YES manual down down
FastEthernec0/20 unassigned YES manual down down
FastEthernecO/21 unassigned YES manual down down
FastEthernetO/2z unassigned ¥ES manual down down
FastEthernetO/2Z3 ol YES 1l down down
FastEthernet0/24 ol YES 1 up up
Vlanl d YES 1 ad tratively down down
Vl1ian3Ss 192 _168.583_2 YES manual up up
S1E| -

Asignar direcciones IP a los Switches acorde a los lineamientos.

Physical I Config | CLI |

105 Command Line Interface

interface WVlanl
no ip address
shutdown

1

interface VlanSs
ip address 152.1€8.5%3_.2 Z55_.255_255.0
!

line con O

1

line vty 0O 4
password cisco
login

line vty 5 15
login

!

!

and

S1§ -

[ copy |[ paste |




Physical | Config | CLI |

I0Ss Command Line Interface

interface FastEthernet0/24

13
interface Vlanl

no ip address

shutdown

i3

interface Vlan3s

ip address 192 _168_9%_ 3 255_255_2Z55_0

line con O
v

line wvey 0O 4
password cisco
login

line wty 5 15
login

S3 {config-line)$ v

[ Copy ] [ Paste ]

vlan del switch 3

Physical | Config | CLI |

10S Command Line Interface

51§ SH VL

51# SH Vian A

51§ SH Vian BR
51§ SH Vian BRief

VLEN Name Status Dorts

1 default active Fa0/s4, Fa0/5, Fal/&, Fal/7
Fa0/8, Fa0/3, Fa0/10, Fa0d/11
Fal/1Z, Fa0/13, Fa0/14, Fal/ 15
Fal/f1&, Fa0/17, Fal/18, Fal0/19
Fa0/20, Fa0s21, Fa0/22, Fad/23

30 ACMINISTRACION active Fals/1, Fals2

40 MERCEDEQ active

33 GESTION active

200 MANTENIMIENTO active

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active EI
51¢ -
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physical | config | cL1

105 Command Line Interface

S3 o
53§
S3§5H VL
53§5SH VLan BR
53§5H VLan BRief
VLAN Name Status Ports
1 defauls active Fa0s4, Fa0/5, Fadss, FaO/7
Fa0/8, Fa0/9, Fa0/10, Fa0/11
Fa0s12, Fa0/12, Fa0s14, Fa0/1%5
Fa0s16, Fa0s17, Fa0s18, Fa0/19
Fa0/20, Fa0/21, FaOsZZ, Fa0/Z3
Fa0/24
40 MERCADED active Fal/1l, Fa0/2
EE] EESTION active
1002 £ddi-defauls active
1003 token—ring—default active
1004 fddinet-—defauls active
1005 trnet—default active EI
S3% -
[ Copy ][ Paste ]

En el Switch 3 deshabilitar DNS lookup

105 Command Line Interface

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

1!

hostname 53

1

enable password cisco

!

no ip domain-lookup

1

spanning-tree mode pvst

1

interface FastEthernet0/1
switchport access vlan 40
switchport mode access

1

interface FastEthernet0/Z
switchport access wlan 40
!

interface FastEthernet(/3
switchport mode trunk

Copy




Seguridad en los switch

IS = =
| Physical | Config | CLI |

105 Command Line Interface

interface Vlianl

no ip address

ahutdown

1

interface Vlian33

ip address 19Z.168.5%9%_.2 Z55_Z55.255.0

line wty 0 4
password cisco

login

line wty 5 15

login

I

I
end

E

S1# -

|physica||(:mﬁg|cu|

10S Command Line Interface

interface Vlanl

no ip address

shutdown

I

interface Vlian33

ip address 132.1&628.33.3 Z55.255.255.0

line wty O 4
password cisco
login

line vty 5 15
login

53§




Inter-vlanrouting

Physical | Config | CLI |

I0S Command Line Interface

interface FastEthernetd/ 0
no ip address
duplex auto
speed auto
'
interface FastEthernet0/0.30
description ADMINISTRACION
encapsulation dotl 20
ip address 182 _168_30.1 255_255_255.0
ip nat inside
'
interface FastEthernet0/0.40
description MERCADEO
encapsulation dotl{ 40
ip address 192 _168_40.1 255_255_255.0
ip nat inside
'
interface FastEchernetd/0.33
description GESTION
encapsulation dotl{ 99
ip address 182 _168_955_1 255_255_255.0
1
interface FastEthernet0/0.200
description MANTENIMIENTO
encapsulaticon dotlf 200
ip address 182 _168_200.1 255_255_255_0
'
interface FastEthernmetd/1
no ip address
duplex auto
speed auto
shutdown

[ Copy ][ Paste

Puertos de acceso

Physical | Config | CLI |

105 Command Line Interface

spanning-tree mode pvst
1
interface FastEthernetlds1
switchport access wlan 30
switchport mode access
'
interface FastEthernetldys2
switchport access wvlan 30
'
interface FastEthernet0/3
switchport mode trun
1
interface FastEthernetl/s4
'

interface
1

interface
1

interface

FastEthernet0/s5

FastEthernetl/s &

FastEthernet0/s7

Copy
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Passive interfaces configurada

B MEDELLIM
| Phyﬂcall Config CLI|

I0S Command Line Interface

==
shutdown

'

router ospf 1

router—id 1.1.1.1

log-adjacency-changes

passive—interface FastEthernetds0

passive—interface FastEthernet0s0.30

passive—interface FastEthernet0s0.40

network 172.31.21.0 0.0.0.3 area O

network 152_.162.30.0 0.0.0.255 area O

network 152.162.40.0 0.0.0.255 area O

1

ip nat inside scurce list 130 interface Seriald 0,0 cverload
ip nat inside scurce list 140 interface Seriald 0,0 cverload
ip classless

1

1
sccess—list 1 permit host 192 _1&3.30.37
sccess—list 1 deny 152_168_30.0 0.0_0_255
access—list 1 permit any

'

'

——More——

[
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Ancho de banda para interfaces seriales a 128 kb Medellin

& BOGOTA
| Physical | Config | CLI|

=1

I0S Command Line Interface

ECTTTET ST IIITEICSCE T U T
Serisl0/1/0 is up, line protocel is up (connected)
Hardware is HDS4570
Internet address is 172_31_21_2+30
MTU 1500 bytes, BW 128 Kbit, DLY 20000 usec,
reliebility 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input mever, output never, output hang never
Last clearing cof "show interface™ counters never
Input gueue: 0/75/0 (size/max/drops); Total cutput drops: 0
Queueing strategy: weighted fair
Cutput gueue: 0/1000/64/0 (sizesmax total/threshold/drops)
Conversations 0707256 (active/max activesmax total)
Reserwved Conversations 0/0 (allocated/max allocated)
Available Bandwidth %€ kilobits/sec
5 minute input rate &0 kitsssec, 0 packets/sec
S minute cutput rate &l kits/sec, 0 packets/sec
1207 packets input, 53444 bytes, 0 no buffer
Beceived 4 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
1181 packets output, 82856 bytes, 0 underruns
0 ocutput errors, 0 collisions, 0 interface resets
0 cutput buffer failures, 0 cutput buffers swapped cut
——More——

Copy ][ Paste ]




Ancho de banda para interfaces seriales a 128 kb Bogota

@& poGoTA
Physical | Config CLI

I10S Command Line Interface

ETTUTITST =TT
Serial0s1/0 is up, line protocol is up (comnnected)
Hardware is HD&4570
Internet address is 17Z.31.321.2/30
MIT 1500 bytes, BW 128 Ebit, DLY 20000 usec,
relisbility 2557255, txload 17255, rxleoad 1/255
Encapsulation HDLC, leoopback not set, keepalive set (10 sec)
Last input never, output never, output hang never
Last clearing of "show interface"™ counters never
Input queue: 0/75/0 (size/max/drops); Total output drops: 0
Queueing strategy: weighted fair
Cutput queue: 0/1000/64/0 (size/max total/threshold/drops)
Conversations 0/0/256 (active/max active/max total)
Reserved Conversations 070 (allocated/max allocated)
Available Bandwidth %€ kilcobits/sec
5 minute input rate 54 bits/sec, 0 packets/sec
5 minute ocutput rate 54 bits/sec, 0 packets/sec
1213 packets input, 53852 bytes, 0 no buffer
Received 4 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 sbort
1187 packets cutput, 83264 bytes, 0 underruns
0 ocutput errors, O collisions, 0 interface resets
a buffer failures, 0 buffers d out
——More--—

m |

1

@ poGOTA

Physical | Config CLI
10S Command Line Interface

TUSUIAF ST INCELI=SCES SU7 07 0

Seri=l0/0/0 is up, line protocel is up (connected)
Hardware is HD&4570
Internet address is 172.31.23.1/30
MTU 1500 bytes, BW 128 Ebit, DLY 20000 usec,
relisbility 255/255, txload 17255, rxload 1/255
Encapsulation HDLC, lcoopback not set, keepalive set (10 sec)
Last input never, output never, output hang never
Last clearing of "show interface™ counters never
Input gqueue: 0/75/0 (size/maxsdrops); Total cutput drops: 0
Queueing strategy: weighted fair
Cutput gqueue: 0710007640 (size/max total/sthreshold/drops)
Conversations 0/0/256 (active/max active/max total)
Reserved Conversations 0/0 {(allocated/max allocated)
Awvailable Bandwidth 3¢ kilcockits/sec
5 minute input rate 54 bits/ssec, 0 packets/sec
5 minute output rate 5Z bits/sec, 0 packets/sec
1215 packets input, 84200 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
1214 packets output, 85132 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 output buffer failures, 0 output buffers swapped out
—-—-More—--— =

m |
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O BUCARAMANGA
| Physical Config | CLI|

105 Command Line Interface

=T TSI TITETTErET ST IO

Seri=l0/1/0 is up, line protocol is up (connected)
Hardware is HD&4570
Internet address is 172.31.2Z3.2/730
MTU 1500 bytes, BW 128 Ebit, DLY 20000 usec,
reliakility 255/255, txleoad 14255, rxload 17255
Encapsulation HDLC, loopback not set, keepaliwve set (10 see)
Last input never, output never, output hang never
Last clearing of "show interface”™ counters never
Input gqueue: 0/75/0 (size/max/drops); Total cutput drops: 0
Queueing strategy: weighted fair
Cutput gueue: 0,/1000/64/0 (size/max total/threshold/drops)
Conversations 0/0/25& (activesmax active/max total)
Reserved Conversaticns 0/0 {(allocated/max allocated)
Awailable Bandwidth 3& kilobits/sec
5 minute input rate 5% bits/sec, 0 packets/sec
5 minute output rate 57 bits/ssec, 0 packets/sec
1263 packets input, 89%03¢ bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
1222 packets output, 84568 bytes, 0 underruns
0 cutput errors, 0 collisions, 0 interface resets
0 cutput buffer failures, 0 ocutput buffers swapped out

——More——
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Ajustar el costo en la métrica de S0/0 a

8 MEDELLIN

Physical | Config | CLI

ENTEPSUIS IO OOC Iy 200
ip address 132.168.200.1 Z55.255.255.0
1

10S Command Line Interface

interface FastEthernet0/1
no ip address

duplex auto

speed auto

shutdown

r

interface Serial0/0/0

ip address 172.31.21.1 255.255.255.252
ip ospf cost 7500

ip access-group 1 out
clock rate 56000

!

interface Serial0/1/0

no ip address

clock rate 2000000
shutdown

!

interface Vlanl

no ip address

shutdown

o ]

--More--




& BOGOTA
|Phymcal| Config CLI|

105 Command Line Interface

speed auteo
shutdown

1
interface Serial0s 00

ip address 172.31.23.1 255.255.255.252
ip ospf cost 7500

clock rate 56000

1
interface Serial0s 10

ip address 172.31.21.2 255.255.255.252
ip access—group 100 in

ip access—group 101 ocut

1

interface Vlanl

no ip address

shutdown

1

router ospf 1

router—id 2.2 .2 .32
log-adjacency—changes

network 172.31.21.0 0.0.0.3 area O
network 172.31.23.0 0.0.0.3 area O
More
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CONCLUSIONES

Podemos realizar conclusiones después de lograr analizar, disefiar, elaborar y desarrollar cada
uno de los itens propuesto en la actividad de la prueba de habilidad practica del diplomado de
profundizacién cisco (disefio e implementacion de soluciones integradas lan / wan) (opci)
donde se logra establecer una empresa de Tecnologia la cual posee tres sucursales distribuidas
en las siguientes ciudades de Bogota, Medellin y Bucaramanga, Logrando Configurar el
direccionamiento IP acorde con la topologia de red para cada uno de los dispositivos que
forman parte del escenario antes mencionado , ademé&s de proporcionar el protocolo de
enrutamiento OSPFv2 teniendo en cuenta ciertos criterios.

Se realizaron tablas de enrutamiento y routers conectados por OSPFv2, interfaces por OSPF en
donde se ilustra el costo de cada interface.

Se configuroVLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN
Routing y Seguridad en los Switches acorde a la topologia de red, Asignando direcciones IP a
los Switches acorde a los lineamientos.

Es de gran importancia resaltar el maravilloso mundo explorado atreves de las redes y destacar
lo aprendido, lo cual nos orienta hacia una vida profesional con un énfasis especifico

impulsandonos a formar parte de la tecnologia establecida a nuestro alrededor.
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