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RESUMEN

En el presente documento se tienen las herramientas necesarias para desarrollar e
implementar las redes LAN / WAN, utilizando para ello el software Packet Tracer, los
conocimientos adquiridos a través de este Diplomado, veremos todo lo referente al
Routing IPv4 e IPV6, Ping, Switches, Vlans, ademas de los protocolos OSPF, y el
disefio de las redes de acuerdo a las situaciones particulares solicitadas.

ABSTRACT

In this document we have the necessary tools to develop and implement LAN / WAN
networks, using the Packet Tracer software, the knowledge acquired through this
Diploma, we will see everything related to IPv4 Routing and IPV6, Ping, Switches,
Vlans, in addition to the OSPF protocols, and the design of the networks according to
the particular situations requested.




INTRODUCCION

El presente trabajo expone lo aprendido durante el Semestre del Diplomado CISCO,
se trata de afianzar los conocimientos en la configuracion de Switches y Routers,
donde se aplicaran los conocimientos adquiridos en las diferentes etapas del curso.

Para ello se utilizara el Packet Tracer como software, donde se elaborara el laboratorio
practico final.




OBJETIVOS

Objetivo General:

Implementar una red LAN/WAN, que permita realizar el enrutamiento mediante el uso
l6gico y adecuado de las estrategias propias con los comandos del 10S, permitiendo
el trafico en todas las Interfaces y Vlans.

Objetivos Especificos:

R/
A X4

Verificar la conectividad entre los dispositivos.

Utilizar las ACL para garantizar el acceso remoto a los enrutadores.
Armar la red y configurar los pardmetros basicos de los dispositivos.
Configurar y verificar el Routing OSPF.

Configurar y verificar la NAT estatica.

Configurar y verificar la NAT dindmica.

Disefar, configurar y administrar la red segun lo solicitado.
Implementar la configuracién de los distintos protocolos y comandos.

X/
o

X/
o

X/
o

X/
o

X/
o

X/
o

X3

S




DESCRIPCION DE LOS ESCENARIOS PROPUESTOS PARA
LA PRUEBA DE HABILIDADES

Escenario 1

v
1841
ISP
fh_}f
. "
/1341
R1
1841
R2 R3
e - oy -B‘E:‘F;f'
PC-PT Laptop-PT Laptop-PT - ' PC31 Server-PT
PC1 Laptop0 Laptopl t:';ttgg-;? t:gigg;;r Server0
Tabla de direccionamiento
El . . Mascara Gateway
administrador | 'nterfaces Direccion IP de predetermin

subred ado
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 | N/D
Se0/1/1 10.0.0.5 255.255.255.252 | N/D
Fa0/0,100 192.168.20.1 255.255.255.0 N/D
R Fa0/0,200 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 | N/D
Se0/0/1 10.0.0.9 255.255.255.252 | N/D
| 192.168.30.1 255.255.255.0 N/D
R3 Fa0/0 2001:db8:130::9C0:80F:301| /64 N/D
Se0/0/0 10.0.0.6 255.255.255.252 | N/D
Se0/0/1 10.0.0.10 255.255.255.252 | N/D




e&, -
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SW2 VLAN 100 N/D N/D N/D
VLAN 200 N/D N/D N/D
SW3 VLAN1 N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP
Tabla de asignacion de VLAN y de puertos
Dispositivo | VLAN Nombre Interfaz
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces

Tabla de enlaces troncales

Dispositivo local Interfaz local Dispositivo remoto
SW2 Fa0/2-3 100
Situacién

En esta actividad, demostrara y reforzara su capacidad para implementar NAT,

servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la configuracion de
direcciones IP, las VLAN, los enlaces troncales y las subinterfaces. Todas las
pruebas de alcance deben realizarse a través de ping unicamente.



Descripcion de las actividades

CONFIGURANDO LA RED

Config  CLI  Attributes

I0S Command Line Interface

R3>en
R3gconf ©

Enter configuration commands, one per line.
R3(config)#int s0/0/1

R3(config-if)#ip add 10.0.0.10 255.255.255.252
R3(config-if)#clock rate 128000

This command applies only toc DCE interfaces
R3({config-if)#no shut

End with CNTL/Z.

R3(config-if) g
SLINK-S-CHANGED: Interface Serial0/0/1, changed state to up

R3(config-if) g
SLINEPROTO-S-UPDOWN: Line protocol on Interface Seriald/o/1,
changed state to up

Ctrl+F6 to exit CLI focus

[ Top

llustracion 1: Configuracion de Red
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llustracion 3: Configuracion de Red

¥ Rr2 — [m] x
Physical Config cu Attributes.
I0S Command Line Interface

SLINK-S—-CHANGED: I: Fa 0/1/0, h. d state to up .
SLINEPROTO-S5-UPDOWN: Line protocol on Interface

F /1/0, state to up

SLINK-5— s & £ Fas 0/1/1, ‘h d state to up
SLINK-5-C s B £ FastE 0/1/2, h d state to up
RLINK-5—C : I Fa. 0/1/3, ch d state to up
Router>en

Routergconf ©

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #hostname R2

R2 (config) #int s0/0/1

R2 (config-if) ¢descript connection to R3

R2 (config-if)$ip add 10.0.0.2 2555.255.255.252

% Invalid input detected at '~' marker.

R2(config-if)gip add 10.0.0 255.255.255.252

R2 (config-if) gclock rate 128000

R2 (config—-if) gno shut

SLINK-S—-CHANGED: Interface Seriald/0/1, changed state to down

R2 (config-if)$ ot
Ctrl+F6 to exit CLI focus Copy | Paste

1 Top
llustracion 2: Configuracion de Red
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llustracion 4: Configuracion de Red




Ctrl+F6 to exit CLI focus i Copiyi
[17Top
llustracion 9: Configuracion de Red
— 1

Paste |

Router3 — [m] > ‘B Router2 — O x
Physical Config  CLI  Attributes Physical =~ Config =~ CLI  Atiributes
I0S Command Line Interface 10S Command Line Interface
memozy - =
ALINK-5-CE ED- T £ FastE: 0/1/2, ch d state to up Processor board ID FTH1S2400KS
2 Gigabit Ethernet interfaces
S LINK-S—CE = T £, F. = 0/1/3, ch d state to up 2 Low-speed serial{sync/async) network interface(s)
DREM configuration is €4 bits wide with parity disabled.
255K bytes of nom-veolatile configuration memozry.
Router>hostname R3 249956€K bytes of ATA System CompactFlash O (Read/Write)
% Invalid input detected at '~' marker.
--- System Configuration Dialog ——-—
Router>en
Routergcons t Would you like to enter the initial configuration dialog? [ves/
Enter configuration commands, one per line. End with CNTL/Z. nel: ns
Router (config) ghostname R3
R3(config) #int s0/0/0
R3(config-if) #¢descrip Connection to R2 Press RETURN to get started!
R3(config-if)#ip add 10.0.0.6 255.255.255.252
R3(config-if)#clock rate 128000
This command applies only to DCE interfaces
R3(config-if)$#no shut Router-hotname 22
R3(config-if)# % Invalid input detected at '~' marker.
SLINK-S-CHANGED: Interface Serial0/0/0, changed state to up
Router=en
R3(config-if) 2 Iouveriont ¢ - N fna " .
3LINEPROTO-S-UPDOWN: Line protocol on Interface Serial0/0/0, nEex configuzation commands, omne pes lins. nd with CNIL/Z.
changed state to up Routericonfig)fhostname RZ
v RZ (config) § hd
Ctrl+F6 to exit CLI focus copy || Paste Cirl+F6 to exit CLT focus
O Top Do
llustracién 5: Configuracién de Red llustracion 6: Configuracion de Red
= R1 — [} x ¥ R2 — m} X
Physical Config CLI Attributes Physical Config CLI Attributes
10S Command Line Interface 10S Command Line Interface
~ » ~
ALINK-S-CHANGED: Interface Serial0/1/1, changed state to up Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #int £0/0.100
RLINK-S-CHANGED: Interface Serial0/1/0, changed state to up R2 (config-subif) $encapsulation dotlQ 100
R2 (config-subif) #ip address 152.1€8.20.1 255.255.255.0
2LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, R2tconfig-subif) $int: £0/0:200
changed state to up R2 (config-subif)$
SLINK-5-CHANGED: Interface FastE £t0/0.200, ch d state to
$LINEPROTO-S-UPDOWN: Line protocol on Interface Seriald/1/1, )
changed state to up
SRLINEPROTO-S-UPDOWN: Line protocol on Interface
3LINEPROTO-S-UPDOWN: Line protocol on Interface Seriald/1/0, FastEthernet0/0.200, changed state to up
changed state to up
R2 (config-subif) 2encapsulation dotlQ.200
Rizen % Invalid input detected at '~' marker.
Rlgconf © ) ) .
Enter configuration commands, one per line. d with CNTL/Z. R2 (config-subif) gencapsulation dotlQ 200
R1(config)gint s0/0/0 R2(config-subif)$ip address 152.1€8.21.1 255.255.255.0
Rl (config-if)#ip address 200.123.211.2 255.255.255.0 R2 (config-subif) gint Z0/0
R1({config-if)#no shut R2 (config-if)#no shut
Rl(config-if)#int s0/1/0 R2(config-if)$
Rl({config-if)$ip address 10.0.0.1 255.255.255.252 R2 (config-if) #int s0/0/0
R1(config—if)#no shut R2(config-if)#ip addres 10.0.0.2 255.255.255.252
Rl{config-if)#int s0/1/1 R2 (config-if)#no shut
Rl(config-if)$ip address 10.0.0.5 255.255.255.252 R2 (config-if) #int s0/0/1
Rl(config-if)#no shut R2(config-if)#ip address 10.0.0.5 255.255.255.252
R1(config-if)$ v R2 (config-if)$no shut v
Ctrl+F6 to exit CLI focus Copy Paste Ctrl+F6 to exit CLI focus Paste
[ 7op 1 7op
llustracion 7: Configuracion de Red llustracion 8: Configuracion de Red
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Physical  Config cu Attributes
10S Command Line Interface
T Toes Temr .. .d Server (255.255.255.25%) o~ Logical Back [Roof]
% Unk or name, or unable to find computer
address
&
Ri>en =3
Rlgconf t©
Enter configuration commands, one per line. ZEnd with CNTL/Z.
Rl (config) g¢router rip
Rl (config-router) gversion 2
Rl (config-router)$ip route 0.0.0.0 0.0.0.0 s0/0/0
R1l(config)#router rip J
Rl ({config-router)#
SLINEPROTO-S-UPDOWN: Line p: 1l on I 10/0/0,
changed state to down
SLINEPROTO-S-UPDOWN: Line protocol on Interface SerialO/1/1,
changed state to down
SLINEPROTO-S-UPDOWN: Line protocol on Interface SerialO/1/1,
h. d tat T
changed state to up Bt
SLINEPROTO-S-UPDOWN: Line protocol on Interface Seriald/0/0,
changed state to up
Rl (config-router) gnetwork 10.0.0.4
Rl (config-router) gnetwork 10.0.0.0
Rl (config-router) #default-information originate L 3 Server0
Rl (config-router) # e Laptop2 aptop:

Laptopd

llustracion 10: Configuracion de Red



SW1VLAN Yy las asignaciones de puertos de VLAN deben cumplir con la tabla 1.

Asigno las Vlans 100 y 200 para los laptops y los desktops

Switch>en
switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#hostname SW2
SW2(config)#vlan 100
SW2(config-vlan)#name LAPTOPS
SW2(config-vlan)#vlan 200
SW2(config-vlan)#name DESKTOPS

SW2(config-vlan)#exit

SW2(config)#int range fa0/2-3
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vian 100
SW2(config-if-range)#int range fa0/4-5
SW2(config-if-range)#switchport access vian 200
SW2(config-if-range)#int fa0/1
SW2(config-ify#switchport mode trunk
SW2(config-if)#int range fa0/6-24

SW2(config-if-range)#no shut
SW2(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed

state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed

state to up

Los puertos de red que no se utilizan se deben deshabilitar.

SW2(config-if)#int range fa0/6-24
SW2(config-if-range)#no shutdown



A

La informacion de direcciéon IP R1, R2 y R3 debe cumplir con la tabla 1.

Configuracién Router 2 R2

R2>en

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#int f0/0.100

R2(config-subif)#encapsulation dot1Q 100

R2(config-subif)#ip address 192.168.20.1 255.255.255.0
R2(config-subif)#int f0/0.200

R2(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.200, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.200, changed
state to up

R2(config-subif)#encapsulation dot1Q 200
R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#int fO/0

R2(config-if)#no shut

R2(config-if)#

R2(config-if)#int sO/0/0

R2(config-if)#ip addres 10.0.0.2 255.255.255.252
R2(config-if)#no shut

R2(config-if)#int s0/0/1

R2(config-if)#ip address 10.0.0.9 255.255.255.252
R2(config-if)#no shut

Configuracién Router 1 R1

R1>en

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int s0/0/0

R1(config-if)#ip address 200.123.211.2 255.255.255.0
R1(config-if)#no shut

R1(config-if)#int s0/1/0

R1(config-if)#ip address 10.0.0.1 255.255.255.252



y =

R1(config-if)#no shut
R1(config-if)#int s0/1/1
R1(config-if)#ip address 10.0.0.5 255.255.255.252

R1(config-if)#no shut

Configuracion Router 3 R3

R3>en

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#ipv6 unicast-routing

R3(config)#int f0/0

R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64
R3(config-if)#ipv6 dhcp server vian_1

R3(config-if)#ipv6 nd other-config-flag

R3(config-if)#no shut

R3(config-if)#int s0/0/0

R3(config-if)#ip address 10.0.0.6 255.255.255.252
R3(config-if)#no shut

R3(config-if)#int sO/0/1

R3(config-if)#ip address 10.0.0.10 255.255.255.252
R3(config-if)#no shut




A -
>/ &

Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31l, PC30 y PC31 deben
obtener informacién IPv4 del servidor DHCP.

DIRECCIONAMIENTO DHCP

¥ R2 o [m] X
Physical Config CLI Attributes
10S Command Line Interface
En R2 Press RETURN to get started. A
R2>en
R2#conf t
Enter configuration commands,
one per line. End with CNTL/Z.
R2(config)#ip dhcp pool vlan_100 e
. Enter configuration commands, one per line. End with CNTL/Z.
R2(dhcp-conf|g)#network R2 (config) #ip dhcp pool vlan 100
RZ(dhcp-conf:_l.g)tne:uozk_lﬁz;:lean’.o.l 251,255.255.0

192.168.20.1 255.255.255.0 R2 (dhcp-contia) $ip dhep pool vian 400

hep-confi fault- o corit ) Vintrti o AR SBAE
R2(dhcp-config)#default-router N Srom el
192168201 5;§S-S-CONFIG_I: Configured from console by console
R2(dhcp-config)# ip dhcp pool = - —

| 2 OO Ctrl+F6 to exit CLI focus Copy Paste

vian
R2(config-dhcpve)# network | Omwe

192.168.21.1 255.255.255.0

llustracion 11: Direccionamiento DHCP EN R2



En R3

R3>en
R3#conft

Enter configuration commands,
one per line. End with CNTL/Z.

R3(config)#ip dhcp pool vian_1

R3(dhcp-config)#network
192.168.30.1 255.255.255.0

R3(dhcp-config)#default-router
192.168.30.1

R3(dhcp-config)#ipv6 dhcp pool
vlan_1

R3(config-dhcpv6)#dns-server
2001:db8:130::

R3(config-dhcpv6)#exit

R1 debe realizar una NAT con

-

¥ Rr3 - [} X

Physical Config CLI Attributes

10S Command Line Interface

Press RETURN to get started. o

R3>en

R3gconf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config) $ip dhcp pool vlan_1

R3 (dhcp-config) gnetwork 192.1€8.30.1 255.255.255.0

R3 (dhcp-config) g§default-router 192.1€8.30.1

R3 (dhcp-config) #ipvé dhcp pool vlan_1

R3 (config-dhcpve) §¢dna-server 2001:db8:130::

% Invalid input detected at '“~' marker.
R3 (config-dhcpve) §dns-server 2001:db28:130::

R3 (config-dhcpve) gexit
R3(config) § v

Ctrl+F6 to exit CLI focus Copy Paste

[ 7op

llustracion 12: Direccionamiento DHCP EN R3

sobrecarga sobre una direccion IPv4 publica. Asegurese de que todos los

terminales pueden comunicarse

con Internet publica (haga ping a la direccién

ISP) y la lista de acceso estandar se llama INSIDE-DEVS.

R1>en
Ri1#conft

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#int sO/1/1
R1(config-if)#ip nat inside
R1(config-if)#exit




A P
>/ &
R1(config)#int sO/1/0 ® Ri = g
R1(config-if)#ip nat inside sl . e
R1(config-if)#exit S8 i e i
Rl(Conflg)#lnt s0/0/0 el _ . s el T

R1(config-if)#ip nat outside
R1(config-if)#exit

R1(config)#ip nat pool INSIDE-
DEVS 200.123.211.2
200.123.211.128 netmask
255.255.255.0
R1(config)#access-list 1 permit
192.168.0.0 0.0.255.255
R1(config)#access-list 1 permit

10.0.0.0 0.255.255.255
R1(config)#ip nat inside source list
1 interface s0/0/0 overload
R1(config)#ip nat inside source

static tcp  192.168.30.6 80

Rl(config)gint s0/1/1

Rl({config-if)$#ip nat inside

Rl {config-if) gexit

Rl (config)g#int s0/1/0

Rl({config-if)#ip nat inside

Rl (config-if) gexit

Rl(config)g#int s0/0/0

Rl (config-if) #ip nat outside

Rl (config-if) gexit

Rl (config)$ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128
netmask 255.255.255.0

Rl (config)gaccess list permit 192.1€8.0.0 0.0.255.255

% Invalid input detected at '“~' marker.

Rl (config)#access-list permit 192.1€8.0.0 0.0.255.255%5

% Invalid input detected at '“~' marker.

Rl (config) gaccess- list 1 permit 192.1€8.0.0 0.0.255.255
Rl(config)g#access-1list 1 permit 10.0.0.0 0.255.255.255
Rl(config)#ip nat inside source list 1 interface s0/0/0 overload
Rl(config)$#ip nat inside source static tcp 152.1€2.30.€ 20
200.123.211.1 80

Rl (config) #router rip

Rl (config-router)gversion

% Incomplete command.

Rl (config-router) $network 10.0.0.0

200.123.211.1 80
R1(config)#router rip
R1(config-router)#version 2

Ctrl+F6 to exit CLI focus

Copy Paste

O 7op

R1(config-router)#network 10.0.0.0
R1(config-router)#exit
R1(config)#end

R1#

llustracion 13: NAT en R1

%SYS-5-CONFIG_I: Configured from console by console

R1 debe tener una ruta estéatica predeterminada al ISP que se configurd y que

incluye esa ruta en el dominio RIPv2.
R2>en

R2#conf t

Enter configuration commands, one per

line. End with CNTL/Z.

R2(config)#ip dhcp excluded-address 10.0.0.2 10.0.0.9

R2(config)#ip dhcp pool INSIDE-DEVS

R2(dhcp-config)#network 192.168.20.1 255.255.255.0
R2(dhcp-config)#network 192.168.21.1 255.255.255.0

R2(dhcp-config)#default-router 192.168.

R2(dhcp-config)#dns-server 0.0.0.0

11




4

R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0.

R2>en

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip dhcp excluded-address 10.0.0.2 10.0.0.9
R2(config)#ip dhcp pool INSIDE-DEVS
R2(dhcp-config)#network 192.168.20.1 255.255.255.0
R2(dhcp-config)#network 192.168.21.1 255.255.255.0
R2(dhcp-config)#default-router 192.168.1.1
R2(dhcp-config)#dns-server 0.0.0.0

R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las VLAN
100y 200.

R2#en

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#int vlan 100

R2(config-if)#ip address 192.168.20.1 255.255.255.0

% 192.168.20.0 overlaps with FastEthernet0/0.100
R2(config-if)#exit

R2(config)#int vlan 200

R2(config-if)#ip address 192.168.21.1 255.255.255.0

% 192.168.21.0 overlaps with FastEthernet0/0.200

El ServidorO es sélo un servidor IPv6 y solo debe ser accesibles para los
dispositivos en R3 (ping).

at
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llustracion 14; Servidor Ipv6




Logical ack [Root]
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llustracion 15: Servidor Ipv6 - Acceso

La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de Laptop31, de PC30
y obligacion de configurados PC31 simultaneas (dual-stack). Las direcciones

se deben configurar mediante DHCP y DHCPV6.

¥ Laptop30 o X ¥ Laptop3t
Physicl  Config  Desktop  Programming Attrbutes Physicll Config Desktop  Programming  Attributes
P Configuration
TP Configuration
(® DHeP ® DHeP.
IP Address IP Address
Subnet Mask Subnet Mask
Default Gateway Default Gateway
DN Server 0.0.0.0 DNS Server 0
TPv6 Configuration TPv6 Configuration
(®) DHeP O Auto Config O static ® DHeP. O Auto Config O static
IPv6 Address 2AFF:FEEA:ABSS IPv6 Address 2001:DB8: 130:0:240:BFF:FE61:4289
Link Local Address Link Local Address e
IPY6 Gateway TPV6 Gateway
IPv6 DNS Server IPv6 DNS Server
Ot O7op

llustracion 16: NIC Instalado

La interfaz FastEthernet 0/0 del R3 también debe tener direcciones IPv4

llustracion 17: NIC Instalado

e IPv6 configuradas (dual- stack).

R3>en
R3#conft




Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#ipv6 unicast-routing
R3(config)#int f0/0
R3(config-if)#ipv6 enable
R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#ipv6 address 2001:db8:130:9C0:80F:301/64

R3(config-if)#no shut
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¥ Cisco Packet Tracer - C:\Users\Guarin Amelines\Desktop\Ejercicio 1 claudia final cisco\ejercicio 1 Diciembre 7 5 30 pm.pkt

Eew Cluster| [Move Object] Set Tiled Background Viewport

Environment: 00:38:00

1 anbnnt

A

® o X [m|;

N

&
Port Link VLAN IP Address 1Pv6 Address MAC Address
FastEthernet0/0 Up = 192.168.30.1/24  2001:DB8::9C0:80F:301/64 0001.6321.C001

2001:DB8:130: : 9C0:80F:301/64

FastEthernet0/1 Down -- <not set> <not set> 0001.6321.C002
Serial0/0/0 Up i 10.0.0.6/30 <not set> <not set>
Serial0/0/1 Up = 10.0.0.10/30 <not set> <not set>
Vlanl Up 1 <not set> <not set>
Hostname: R3

Physical Location: Intercity, Home City, Corporate Office, Main Wiring Closet

0003.E47B. 6D67 L

Time: 00:01: 14 I power cyce Device] st Forvard Tine]

<

DImsme sansnnnanmnnmEEm

‘ ‘ 1941 | (2901 | | 2911 | 110X BIMGW | 829 | | 1240 | | 4321 Generic Generic | 1841 262004 262004/ | 2811

ad 1-1L

(Select a Device to Drag and Drop to the Workspace)

llustracion 18: Interfaz FastEthernet 0/0
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Physical  Config  Desktop  Programming Attributes Physical  Config  Desktop  Programming  Attributes
1
kP Configuration
P Configuration TP Configuration
@® DHeP O static @® pHep O static
1P Address 192.168.30.4 TP Address 192.168.30.6
Subnet Mask 255.255.255.0 Subnet Mask 255,255.255.0
Default Gateway 192, Default Gateway 192.168.30.1
DNS Server 0.0.0.0 DNS Server 0.0.00
1Pv6 Configuration 1Pv6 Configuration
©® oHee O Auto Config O static @® oHep O Auto Config O static
IPv6 Address 2001:DBS: 130:0:201:COFF:FE4A:BACE | {64 1Pv6 Address 2001:088: 130:0: 201:CFFF:FEID:9445 /64
Link Local Address |Fesouz01:copFFEanaAcE Link Local Address [FesoannicreremDionss
IPv6 Gateway FEBO: FiFE21:C001 IPv6 Gateway L63FFFE21:C001
IPV6 DS Server 2001:088:130:: IPV6 DNS Server 2001:088:130::
T
OTop Hre

Ilustracion 19: Interfaz FastEthernet 0/0

Ilustracidn 20: Interfaz FastEthernet 0/0
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R1, R2 y R3 intercambian informacion de routing mediante RIP version 2.

Configuraciéon ROUTER RIPv2

— ',fﬁ —
1sP i
— 553

=
/ i E Q
® R2 — (=] >=<
Physical Config clr Attributes
10S Command Line Interface =~
~ =
=
=
P > [ & |

commands, one per line. End with CNTL/Z. Realtime

= =i 1=

te connecteda
>

LSYS-S-CONFIG_I: Configured from console by console

Ctrl+F6 to exit CLI focus

[ Top
En R2 llustracion 21: Configuracion ROUTER RIPv2
R2>en
R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router rip

R2(config-router)#version 2

R2(config-router)#network 10.0.0.0

R2(config-router)#network 10.0.0.8

En R1

R1(config)#router rip

R1(config-router)#version 2
R1(config-router)#ip route 0.0.0.0 0.0.0.0 s0/0/0
R1(config)#router rip

R1(config-router)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to
down




%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/1, changed state to

down

%LINEPROTO-5-UPDOWN:
protocol on Interface
changed state to up

Line
Serial0/1/1,

%LINEPROTO-5-UPDOWN:
protocol on Interface
changed state to up

R1(config-router)#network 10.0.0.4
R1(config-router)#network 10.0.0.0

R1(config-router)#default-information
originate

Line
Serial0/0/0,

4

En R3

R3>en
R3#conft

Enter configuration commands, one per
line. End with CNTL/Z.

R3(config)#router rip
R3(config-router)#version 2
R3(config-router)#network 192.168.0.0
R3(config-router)#network 10.0.0.8
R3(config-router)#network 10.0.0.4
R3(config-router)#exit

L - m]
Physical Config CLI Attributes
10S Command Line Interface
~
Dress RETURN to get started.
Rlzen
Rlgconf t©
Enter configuration commands, one per line. End with CNTL/Z.
R1(config) $router rip
Rl (config-router)gversion 2
Rl (config-router) gnetwork 10.0.0.0
R1(config-router) gnetwork 10.0.0.4
R1({config-router)# v
Ctrl+F6 to exit CLI focus Copy Paste
O 1op
llustracion 22: Configuracion ROUTER RIPv2 en R1
¥ R3 — [m}
Physical Config CLI Attributes
10S Command Line Interface
~
R3>rn
Translating "rn".._ domain server (255.255.255.25S)
% Unknown command or computer name, or unable to find computer
address
R3zen
R3gconf t©
Enter configuration commands, one per line. ZEnd with CNTL/Z.
R3(config) #router rip
R3(config-router)$version 2
R3(config-router) #network 10.0.0.0
R3(config-router) #network 10.0.0.8
R3(config-router) fen:
R3g
%SYS-5-CONFIG_I: Configured from console by console
R3gshow ip route connected
C  10.0.0.4/30 is directly connected, Serial0/0/0
C 10.0.0.8/30 is directly connected, Seriald/0/1
C  152.168.30.0/24 is directly connected, FastEthernet0/0
R3g v

Ctrl+F6 to exit CLI focus Copy Paste

[ Top

llustracion 23: Configuracion ROUTER RIPv2 en R3




R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta predeterminada

desde R1.

¥ R3 - =]
Physical Config cLr Attributes
GLOBAL RIP Routing (v2)
Cada uno de los routers conoce sus Semings et
Algorithm Settings Add
~ ROUTING
rutas por que lo aprende del protocolo Rl A
RIP 10.0.0.0
1A _SWITCHING
RIP version 2, y este protocolo ya ha ViAN Datmbee | | [1e000
. . __INTERFACE 200.123.211.0
sido activado en cada router Esteherneso/y
" FastEthernet0/1
Serialo/0/0
Serial0/0/1 ~ Remove
gulvalent 10S Commands
C  10.0.0.4/30 1is direccly conmected, Serial/0/G
C©  10.0.0.8/30 is directly commected, Serialo/0/1
C  153.168.30.0/24 is directly commected, FastEchernet0/0
Rss
R3zconfiguze terminal
Znter comfiguration commands, one per line. End with CNTL/Z.
R3 (config) grouter rip
R3 (config-router) snetwork 200.123.211.0
23 (config-zouten) s
CJTep
llustracion 24: Ruta predeterminada en R3
® R = x ® R2 - O
Physical Config cLI Attributes Physical Config CLI Attributes
GLOBAL RIP Routing (v2) GLOBAL RIP Routing (v2)
Settings Network Settings 8 Network
Algorithm Settings [ add Algorithm Settings p Add
ROUTING ROUTING 7
S Network Address T Network Address
RIP 10.0.0.0 S 192.168.20.0
SWITCHING SWITCHING
200.123.211.0 =
VLAN Database VLAN Database 192.168.21.0
INTERFACE INTERFACE | T
= = 192.168.30.!
FastEthernet0/0 FastEthernet0/0
FastEthernet0/1 FastEthernet0/1 200.123.211.0 £
Serial0/0/0 Serial0/0/0
Serialo/0/1 Serialo/o/1 REMOVE
Serial0/1/0
Serialo/1/1 senoes
St quivalent I0S Commands
Equivalent I0S Commands
Rl (config-router) gend ~
Rlgconfigure terminal R2>enable
Enter configuration commands, one per line. End with CNTL/Z. R2s
Rl (config) #¢router rip R2gconfigure terminal
Rl (config-router)$ Enter configuration commands, one per line. End with CNTL/Z.
$SYS-5-CONFIG_I: Configured from console by console R2 (config) $router rip
network 200.123.211.0 R2 (config-router) #network 200.123.211.0
Rl (config-router)# M R2 (config-router)$
O 7op O ep

llustracion 25: Ruta predeterminada en R1

llustracion 26: Ruta predeterminada en R2




Verifique la conectividad.

-

Todos los terminales deben poder hacer ping entre si

y ala direccién IP del ISP. Los terminales bajo el R3 deberian poder hacer IPv6-
ping entre ellos y el servidor.
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llustracion 27: Conectividad Laptop 1
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llustracion 28: Conectividad Laptop 31
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llustracion 29: Conectividad Laptop 30
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llustracion 30: Conectividad PC1
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llustracion 31: Conectividad PC30
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Escenario 2

Topologia de red

Internet|

_pc Internet
-l

30 192.168.30.0/24 Administracién
a0 | 192.168.40.0/2a | Mercadeo
200 | 192.168.200.0/24 |

Lod 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la red,
el cual debera configurar e interconectar entre si cada uno de los dispositivos que
forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman parte
de la topologia de red.

1. Configurar el direccionamiento IP acorde con la topologia de red para
cada uno de los dispositivos que forman parte del escenario

= [ =
A >
Tine:00:2500 | Power € DevieeFost Forvard i Realtime

SIME@e |47 E EREALL

El] . rre—

llustracion 37: Direccionamiento IP
Configuracién PC Internet

IP Address: 209.165.200.230
Subnet Mask: 255.255.255.248
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Defaulf Gateway: 209.165.200.225

Physical  Cor

¥ pCINTERMET

nfig Desktop Programming Attributes

O DHep

IPv6 Address

IPv6 Gateway

TP Configurati

TPv6 Configurar

Link Local Addr

IPV6 DNS Serve

ion

Q) DHeP @ Static

IP Address [209.165.200.230
Subnet Mask ‘255.255.255 248
Default Gateway [208.165.200.2251
DNS Server [0.0.00

tion

O AuteConfig @ Static

ess [Fes0: 120 1:977F:FEDB: 3852

llustracion 38: PC INTERNET

Configuracién PC-A

IP Address: 192.168.30.31
Subnet Mask: 255.255.255.0
Defaulf Gateway: 192.168.30.1

DNS Server: 10.10.10.1
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a]
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O ® static

# Adiress [192.188.30.31 ]

Sumet ek [2s5.258.255.0 ]

Defauit Gateway [192.188.30.1 ]

O Server [10.0.10.1 ]

6 Confiquration

O Ommcmio @ st

6 Address [ ]
[Fesox ]

146 Gateway [ ]

P ons server [ J

llustracion 39: PC-A

Config

IP Address: 192.168.40.31
Subnet Mask: 255.255.255.0
Defaulf Gateway: 192.168.40.1
DNS Server: 10.10.10.1

uracién PC-C
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O e @® statc

1P Address 152,168.40.31

Subnet Mask 255.255.255.0
Defauit Gateway 192,158.40.1
DS Server 10.10,10.1

1P Comfguraton
O v O wmconfs @ Statc
1 Ao

Lk Local Address FEBD: ZD0:0FFFEBZEDS
1PV Gateway

1PV DN Server

llustracion 40: PC-C

Configuracion Server Web
IP Address: 10.10.10.10
Subnet Mask: 255.255.255.0
Defaulf Gateway: 10.10.10.1

¥ Server Web - o x

TP Configuration

O oHer ® static

1P Address [10.10.10.20

Subnet Mask 255.255.255.0
o

[10.10.10.1

DNS Server [0000

1Pv6 Configuration
O oHer O Auto Config @ Static
1Py Address [ /]

1Py Gateway [

J
Link Local Address [Feso::200:saFFirens: sD7A ]
J
J

1PY6 DNS Server [

llustracion 41: SERVER WEB
Router R1 (Bogotd)

Se le asigno una clave para ingresar al Router (claudia), y se le asign6 una clave para
ingresar al Telnet (class), se le configuro un banner para cuando no digite
correctamente la clave salga el siguiente mensaje (acceso no autorizado).

Se le configuro el puerto SO/0 con la direccion IP: 172.31.21.1 y la submascara:
255.255.255.252, por ser 172.31.21.0/30, esto lo hago con el comando ip add.

Para dar el ancho de banda de 128000 se utiliza el comando clock rate 128000.
Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname R1

R1(config)#enable secret class

R1(config)#line con O
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R1(config-line)#pass claudia
R1(config-line)#login

R1(config-line)#lin vty 0 4

R1(config-line)#pass claudia
R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption
R1(config)#banner motd $Acceso no autorizado$
R1(config)#int S0/0/1

R1(config-if)#description connection to R2
R1(config-if)#ip add 172.31.21.1 255.255.255.252
R1(config-if)#

R1(config-if)#clock rate 128000

R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R1(config-if)#exit

R1(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0

R — O X

Physical Config CLI Attributes

105 Command Line Interface

Would wvou like to enter the initial configuration dialog? [ves/S
nol: no

Press BETURN to get started!

Router>en

Routergfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #no ip domain-lookup

Router (config) #hostname R1

Rl(config) ¢enable secret class

Rl {config)#line con 0O

Bl (config-line) #pass claudia

Rl {config-line) #login

Rliconfig-line) #lin vty 0 4

Bl (config-line) #pass claudia

Rl {config-line) #login

Rl (config-line) fexit

Rl {config)#service password-encryption

Rl {config)#banner motd fRcceso no autorizados

Rl {config)gint 50/0/0 w

Ctrl+F6 to exit CLI focus Copy Paste

llustracion 42: Configuracion R1

Router R2 (Miami)

Se le asigno una clave para ingresar al Router (claudia), y se le asigné una clave para
ingresar al Telnet (class), se le configuro un banner para cuando no digite
correctamente la clave salga el siguiente mensaje (acceso no autorizado).

Se le configuro el puerto serial S0/0 para lograr la comunicacién con el router R3

Se le configuro el puerto S0/0 con la direccion IP: 172.31.23.1 255.255.255.252 por
ser 172.31.23.0/30, esto se hace con el comando ip add.



y oo

S &

Se le configuro el puerto serial SO/1 para lograr la comunicacion con el router R1

Se le configuro el puerto SO/1 con la direccion IP: 172.31.21.2 255.255.255.252 por
ser 172.31.21.0/30, esto se hace con el comando ip add.

--- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/no]: no
Press RETURN to get started!

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname R2

R2(config)#enable secret class

R2(config)#line con 0

R2(config-line)#pass claudia

R2(config-line)#login

R2(config-line)#line vty 0 4

R2(config-line)#pass claudia

R2(config-line)#login

R2(config-line)#exit

R2(config)#service password-encryption

R2(config)#banner motd $Acceso no autorizado$
R2(config)#interface s0/0/1

R2(config-if)#descript connection to R3

R2(config-if)#ip add 172.31.23.1 255.255.255.252
R2(config-if)#clock rate 128000

R2(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R2(config-if)#int s0/0/1

R2(config-if)#descript connection to R1

R2(config-if)#ip add 172.31.21.2 255.255.255.252
R2(config-if)#no shut

R2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
R2(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to
up
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Physical  Config  CLI  Attributes

105 Command Line Interface
=== SYTEN COMTIgUTETION DIEIOT ———

Would you like to enter the initial configuration dialog? [yes/
nol: no

Press RETURN to get started!

Router: nt t©
figuration commands, one per line. Znd with CNTL/Z.

)#line con O
22 (config-line) #pass claudia
ne) #login

ne)#line vty 0 4

R2 (config) $service password-encryption
2 (config) #banner motd $Acceso no autorizade$ v

Cirl+F6 to exit CLI focus Copy Paste

llustracion 43: Configuracion R2

Router R3 (Buenos Aires)

Se configuro el serial 0/0 con la direccion IP suministrada en el ejercicio utilizando para
ello el comando ip add, luego se configuraron los 3 loopback (4,5 y 6), se utilizaron los
comandos int lo4 (o5 — l06) y el comando ip add para agregar las direcciones ip.

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#host R3

R3(config)#enable secret class

R3(config)#lin con 0

R3(config-line)#pass claudia

R3(config-line)#login

R3(config-line)#line vty 0 4

R3(config-line)#pass claudia
R3(config-line)#login

R3(config-line)#exit

R3(config)#service password-encryption
R3(config)#banner motd $Acceso no autorizado$
R3(config)#int sO/0/1

R3(config-if)#descript connection to R2
R3(config-if)#ip add 172.31.23.2 255.255.255.252
R3(config-if)#no shut

R3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
R3(config-if)#



%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to
up

R3(config-if)#int lo4

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback4, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state to
up

R3(config-if)#ip add 192.168.4.1 255.25.255.0

Bad mask OxFF19FFOO for address 192.168.4.1

R3(config-if)#ip add 192.168.4.1 255.255.255.0

R3(config-if)#no shut

R3(config-if)#int 105

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback5, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state to
up

R3(config-if)#ip add 192.168.5.1 255.255.255.0

R3(config-if)#int lo6

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback6, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state to
up

R3(config-if)#ip add 192.168.6.1 255.255.255.0

R3(config-if)#exit

R3(config)#ip route 0.0.0.0 0.0.0.0 s0/0/1

%Default route without gateway, if not a point-to-point interface, may impact
performance

R3(config)#

¥ Rr3 - m] X

Physical  Config  CLI  Attributes

105 Command Line Interface

R2xen

Password:

R2genable

Ragen

R2gconf ©

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #no ip domain-lookup

R2 (config) #hostname B3

R3(config) genable secret class

23 (config) #lin con 0

23 (o ine

EERE ine)#login
23 (config-line) #line wt yod4
EERE
23 (o #login

23 (config-line) fexit

23 (config) #service password-encryption

3 (config) #hanner motd $Acceso no ausorizadod o

Cirl+F6 to exit CLT focus Copy

llustracion 44: Configuracion R3




2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios

OSPFv2 area 0

Tabla 1: Protocolo de enrutamiento OSPFv2

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2

5555
Router ID R3

8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces
seriales en 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500

Verificar la informacion de OSPF

Configuracién de OSPF en R1

Se le asigno el id 1.1.1.1 esto se hace con el comando router-id 1.1.1.1

Se crea cada una de las Network, empezando por la direccion IP de conexion entre
los Routers R1y R2 en el area 0. Para ello se utiliza el comando Network 172.31.21.0
0.0.0.3 area 0.

En cada una de las Vlans se ejecuta el mismo comando pero cambiando la direccion
de la Vlans. De la siguiente manera:

Network 192.168.30.0 0.0.0.255 area 0
Network 192.168.40.0 0.0.0.255 area 0
Network 192.168.99.0 0.0.0.255 area 0

Para lograr cambiar el ancho de banda en el serial 0/0, se utiliz6 el comando
bandwidth 256. Se asume por defecto que estos 256 son Kb/seg.

Para ingresar las interfaces LAN como pasivas se hace ejecutando los siguientes
comandos:

passive-interface g0/1.30
passive-interface g0/1.40
passive-interface g0/1.99

Para asignarle el costo a la métrica a 9500 ejecuto el comando:

Ip ospf cost 9500




R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 172.31.21.0 0.0.0.3 area 0
R1(config-router)#network 172.30.21.0 0.0.0.3 area 0
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#network 192.168.99.0 0.0.0.255 area 0
R1(config-router)#passive-interface g0/0.30
R1(config-router)#passive-interface g0/0.40
R1(config-router)#passive-interface g0/0.99
R1(config-router)#exit

R1(config)#int sO/0/0

R1(config-if)#bandwidth 256

R1(config-if)#ip ospf cost 9500

R1(config-if)#

Configuracién de OSPF en R2

Ingreso al R2, le configuro el id 2.2.2.2, esto se hace con el comando router-id 2.2.2.2

Se crea cada una de las Network, primero por la direccién IP de conexién entre los
Routers R1y R2 en el area 0. Se utilizé el comando Network 172.31.21.0 0.0.0.3 area
0.

Se crea cada una de las Network, primero por la direccién IP de conexién entre los
Routers R2 y R3 en el area 0.

Se utiliza el comando Network 172.31.23.0 0.0.0.3 area 0. Luego en cada una de las
Vlans se ejecuta el mismo comando, lo Unico es que se cambia la direccién de la
Vlans:

Network 192.168.30.0 0.0.0.255 area 0

Network 192.168.40.0 0.0.0.255 area 0

Network 192.168.99.0 0.0.0.255 area 0

Para lograr cambiar el ancho de banda al serial 0/0, se utiliz6 el comando bandwidth
256. Se asume por defecto que estos 256 son Kb/seg.

Para colocar las interfaces LAN como pasivas, se ejecuta el comando passive-
interface gO0/1.

Universidad Nacional
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RZeceso no autorizade

User Recess Verification

m_|

Password:
Password:
Password:

Riren

Password:

Rzgconf ©

Enter configuration commands, one per line. End with CNTL/Z.
B2 (config) #router ospf 1

RZ (config-router) $router-id 5.5.5.5 -
[ 1op

llustracion 45: Configuracion de OSPF en R2

Para asignarle el costo a la métrica a 9500, se ejecuta el siguiente comando:
Ip ospf cost 9500

Password:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#router-id 2.2.2.2
R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.0 0.0.0.255 area 0
R2(config-router)#passive-interface g0/1
R2(config-if)#int s0/0/1

R2(config-if)#ip ospf cost 9500
R2(config-if)#bandwidth 256

I T o B e ey
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2%
ration commands, one per line. End with CNTL/Z.
« 0.
«
{
¢
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a
4
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o
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2 T
B2 (configlt

Ctrl+F5 to exit CLI focus Copy

llustracion 46: Asignacion Métrica




Configuracién de OSPF en R3
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Press RETURN to get started!
Acceso no autorizado

User Access Verificatien
Password:

R3ven

Password:
R3gconf ¢t

3 (config) #router ospf 1
R3 (config-router) §router-id 8.8.3.8

Enter configuration commands, one per line. End with CNTL/Z.

[

Ctrl+F6 to exit CLI focus Copy

[CI7op

llustracion 47: Configuracion de OSPF en R3
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Acceso no autorizade
User Access Verification
Password:

R3>en
Password:
R3gcont t

R3(config) #int s0/0/0
R3(config-if) ¢bandwidth 256
R3(config-if) #ip ospf cost 9500
R3(config-if)$

Enter configuration commands, one per line. End with CNIL/Z.

« [Cm

Ctrl+F6 to exit CLI focus

Copy

llustracion 48: Continuacion Configuracion de OSPF en R3

Tabla 2: Configuracion de OSPF en R3
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Visualizar tablas de enrutamiento y Routers conectados por OSPFv2

L - m} o
Physical Config CLI Attributes
105 Command Line Interface
~
SLINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/1.%9, changed state to up
&LINE-5-CHANCED: Interface Serialld/0/0, changed state to up
LLINEPROTO-5-UPDOWN: Line protocol on Interface Serialds0/0,
changed state to up
00:00:10: %0SPF-5-ADJCHG: Process 1, WNbr 5.5.5.5 on Serial0/0/0
from LORDING to FULL, Loading Done
Acceso no autorizado
User Rccess Verification
Password:
Rlrshow ip ospf neighbo
Neighbor ID Pri  State Dead Time  Address
Interface
5.5.5.5 0  FULLS - 00:00:32 172.31.21.2
Seriald/o/0
1 v
Ctrl+F6 to exit CLI focus Copy Paste

llustracion 49: Visualizacion tablas de enrutamiento
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llustracion 50: Visualizacion de enrutamiento

¥ R3 — [m]
Physical Config CLI Attributes
105 Command Line Interface
-~

Press RETURN to get started!

%LINKE-S5-CHANGED: Interface Serial0d/0/1, changed state to up

% LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1,
changed state to up

00:00:10: %OSPF-5-RADJCHE: Process 1, Nbr 5.5.5.5 on Serialdso/s1
from LOADING to FULL, Loading Done

Acceso no autoriszado

User Access Verification

Password:

R3rshow ip ospf neighbo

Neighbor ID Pri State Dead Time  Address

Interface

5.5.5.5 1} FULLS - 0o:o00:32 172.31.23.1
Serialo/o/l

23> W
Ctrl+F6 to exit CLI focus copy || Paste

llustracion 51: Visualizacion enrutamiento
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Con el comando show ip ospf neighbo puedo ver los routers conectados en ospfv2.
En el R2 podemos evidenciar las direcciones presentes.

Password:
R2>show ip ospf neighbo

Neighbor ID  Pri State Dead Time Address Interface
8.8.8.8 0 FULL/ - 00:00:35 172.31.23.2 Serial0/0/1
1111 0 FULL/ - 00:00:38 172.31.21.1  Serial0/0/0

Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface

Password:
R1>show ip ospf interface

GigabitEthernet0/1.30 is up, line protocol is up
Internet address is 192.168.30.1/24, Area 0
Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 1.1.1.1, Interface address 192.168.30.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)
Index 1/1, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
GigabitEthernet0/1.40 is up, line protocol is up
Internet address is 192.168.40.1/24, Area 0
Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 1.1.1.1, Interface address 192.168.40.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
--More—

Password:

R2>show ip ospf interface
GigabitEthernet0/1 is up, line protocol is up
Internet address is 10.10.10.1/24, Area O

Process ID 1, Router ID 5.5.5.5, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1

>+«




Designated Router (ID) 5.5.5.5, Interface address 10.10.10.1

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)

Index 1/1, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is O msec

Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

Serial0/0/1 is up, line protocol is up

Internet address is 172.31.23.1/30, Area 0

Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-POINT, Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
--More--

Password:
R3>show ip ospf interface

Loopback4 is up, line protocol is up

Internet address is 192.168.4.1/24, Area 0

Process ID 1, Router ID 8.8.8.8, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host

Loopback5 is up, line protocol is up

Internet address is 192.168.5.1/24, Area O

Process ID 1, Router ID 8.8.8.8, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host

Loopback®é is up, line protocol is up

Internet address is 192.168.6.1/24, Area O

Process ID 1, Router ID 8.8.8.8, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host

Serial0/0/1 is up, line protocol is up

Internet address is 172.31.23.2/30, Area O

Process ID 1, Router ID 8.8.8.8, Network Type POINT-TO-POINT, Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:03

Index 4/4, flood queue length O

>+ <
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Password:

R3rshow ip ospf interface

Loopback4 is up, line protocol is up
Internet address is 152.1€8.4.1/24, Area 0
Process ID 1, Rouser ID &.8.8.8, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host
LoopbackS is up, line protocol is up
Internet address is 192.168.5.1/24, Area 0
Process ID 1, Router ID 8.8.8.8, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host
Loopbacké is up, line protocol is up
Internet address is 152.1€8.€.1/24, Area 0
Process ID 1, Router ID &.8.8.8, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host
Serial0/0/1 is up, line protocol is up
Internet address is 172.31.23.2/30, Area 0
Process ID 1, Router ID 8.8.8.8, Network Type DPCINT-TO-DOINT,
Cost: 7500
Transmit Delay is 1 sec, State POINT-TC-POINT, Priorisy O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit §
Hello due in 00:00:03
Index 4/4, flood queue length 0

R3> o

Ctrl+F6 to exit CLI focus Copy Paste

llustracion 52: Interfaces por OSPF

Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

Para realizar esta accion se utiliza el comando: show ip protocols
Password:
R1>show ip protocols

Routing Protocol is "ospf 1"

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1

Number of areas in this router is 1. 1 normal O stub O nssa
Maximum path: 4

Routing for Networks:

172.31.21.00.0.0.3 area 0

192.168.30.0 0.0.0.255 area 0

192.168.40.0 0.0.0.255 area 0

192.168.99.0 0.0.0.255 area O

Passive Interface(s):

GigabitEthernet0/1.30

GigabitEthernet0/1.40

GigabitEthernet0/1.99

Routing Information Sources:

Gateway Distance Last Update

1.1.1.1 110 00:19:15

5.5.5.5110 00:19:15

8.8.8.8 110 00:19:15




Distance: (default is 110)

R1 -
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Dassword:

Rl:show ip protocols

Routing Protocol is "ospf 1"
Outgoing update filter list for all insterfaces is mot set
Incoming update filter list for all interfaces is mot set
Router ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:

172.31.21.0 0.0.0.3 area 0

192
13z
13z

-1le2.230.0 0.0.0.
-1€2.40.0 0.0.0.
.l€2.55.0 0.0.0.

255 area 0
255 area 0
255 area O

Dassive Interface(s):
GigabitEthernet0/1.30
GigabitEthernet0/1.40
GigabitEthernet0/1.99

Routing Information Sources:

Cateway Distance Last Update
1.1.1.1 110 00:15:15
5.5.5.5 110 00:15:15
3.8.8.8 110 00:15:15

Distance: (default is 110}

Rl=

Cirl+F6 to exit CLI focus Copy

Paste

llustracion 53: Show Ip Protocols en R1
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Dassword:

Rz>show ip protocols

Routing Protocol is "ospf 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 5.5.5.5
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:

172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0
Passive Interface(s):
GigabitEthernet0/l
Routing Information Sources:
Cateway Distance Last Update
1.1.1.1 110 00:26:28
5.5.5.5 110 00:26:28
8.8.8.8 110 00:26:28
Distance: (default is 110}

Rz

Ctrl+F6 to exit CLI focus Copy

Paste

llustracion 54: Show Ip Protocols en R2
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rks:
172.31.23.0 0.0.0.3 area
152.1€2.4.0 0.0.0.255 area 0
152.1€8.4.0 0.0.3_25
Passive Interface(s):

Loopbacké
Loopbacks
Loopbacké
Routing Information Sources
Gatewa: v Distance Last Update
l1.1.1.1 110 00:28:5€
5.5.5.5 110 00:28:56
8.8.8.8 110 00:28:5€
Distance: (default is 110}
R3] v
Ctrl+F6 to exit CLI focus Copy Paste

llustracion 55: Show Ip Protocols en R3

Visualizar las Routing Networks

Con el comando: show ip route ospf, se pueden visualizar las rutas de las networks

R1>show ip route ospf

10.0.0.0/24 is subnetted, 1 subnets

0 10.10.10.0 [110/9501] via 172.31.21.2, 00:33:40, Serial0/0/0
172.31.0.0/16 is variably subnetted, 3 subnets, 2 masks

0 172.31.23.0 [110/19000] via 172.31.21.2, 00:33:40, Serial0/0/0
192.168.4.0/32 is subnetted, 1 subnets

0 192.168.4.1 [110/19001] via 172.31.21.2, 00:33:40, Serial0/0/0
192.168.5.0/32 is subnetted, 1 subnets

0 192.168.5.1 [110/19001] via 172.31.21.2, 00:33:40, Serial0/0/0
192.168.6.0/32 is subnetted, 1 subnets

0 192.168.6.1 [110/19001] via 172.31.21.2, 00:33:40, Serial0/0/0
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Routing Information Sources: s

Gateway Distance Last Update

1.1.1.1 110 00:2€:28

5.5.5.5 110 00:2€:28

8.8.5.8 110 00:2&:28

Distance: (default is 110}

R2:show ip route ospf

132.1€8.4.0/32 is subnetted, 1 subnets
o 1%2.1€58.4.1 [110/5501] wia 172.31.23.2, 00:35:28,
Seriall/0/1

132.1€8.5.0/32 is subnetted, 1 subnets
o 1%2.1€8.5.1 [110/5501] wia 172.31.23.2, 00:35:28,
Seriald/0/1

132.1€8.€.0/32 is subnetted, 1 subnets
o 1%2.1€8.€.1 [110/5501] wia 172.31.23.2, 00:35:28,
Seriald/o/1
o 192.1€8.30.0 [110/7501] wia 172.31.21.1, 00:35:28,
Serialdsos0
o 192.1€8.40.0 [110/7501] wia 172.31.21.1, 00:35:28,
Seriald/o/0
=] 152.1€8.%5.0 [110/7501] wia 172.31.21.1, 00:35:28,
Seriald/o/0
r2 v
Ctrl+F6 to exit CLI focus Copy Paste

llustracion 56: Visualizacion de las Routing Networks

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

Se agregan las Vlans S1

Con los comandos: conf t, luego se ingresa la vlan 30 y el nUmero de la misma, luego
se le asigna el nombre con name administracion. Esto se hace para cada una de ellas.

Luego se desactivan todos los puertos que no se requieren, para ello se utiliza el
comando int range y se escriben los rangos de los puertos que no se requieren
separados por coma.

B 51 - m}
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-
SLINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernetd/5,

changed state to up
ngreso sin autorizacion esta prohibido

User Reocess Verification

Password:

Slwconf t

% Invalid input detected at '"' marker.

Slren

Password:

Slgconf t

Enter configuration commands, one per line. End with CNTL/Z.
S1i{config) #vlan 20

S1{config-vlan)gname Administracion

51i{config-vlan)#vlan 40

S1{config-wlan) gname Mercadeo

S1{config-vlan)#vlan 55

S1{config-vlan) #name mantenimiento

S1{config-vlan) fexit

51{config) #vlan 35 v

Ctrl+F8 to exit CLI focus Copy Paste

llustracion 57: Vlans S1
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S1>en

Password:

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.

S1(config)#vlan 30

S1(config-vlan)#name Administracion

S1(config-vlan)#vlan 40

S1(config-vlan)#name Mercadeo

S1(config)#vlan 99

S1(config-vlan)#name mantenimiento

S1(config-vlan)#exit

S1(config)#int vlan 99

S1(config-if)#ip add 192.168.99.2 255.255.255.0

S1(config-if)#no shutdown

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1

S1(config)#int f0/3

S1(config-if)#switchport mode trunk

S1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan99, changed state to up
S1(config-if)#switchport trunk native vlan 1

S1(config-if)#int f0/24

S1(config-if)y#switchport mode trunk

S1(config-if)#switchport trunk native vlan 1

S1(config-if)#int range fa0/1-2

S1(config-if-range)#exit

S1(config)#int range fa0/1-2, fa0/4-23

S1(config-if-range)#exit

S1(config)#int range fa0/1-2, fa0/4-23

S1(config-if-range)#switchport mode access

S1(config-if-range)#int fa0/6

S1(config-if)#switchport access vlan 30

S1(config-if)#int range fa0/1-2, fa0/4-5, fa0/7-23

S1(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernetO/7, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/8, changed state to administratively
down



%LINK-5-CHANGED
down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down 34 34

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down
S1(config-if-range)#

y -
=5 J

. Interface FastEthernet0/9, changed state to

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

FastEthernet0/10,
FastEthernet0/11,
FastEthernet0/12,
FastEthernet0/13,
FastEthernet0/14,
FastEthernet0/15,
FastEthernet0/16,
FastEthernet0/17,
FastEthernet0/18,
FastEthernet0/19,
FastEthernet0/20,
FastEthernet0/21,
FastEthernet0/22,

FastEthernet0/23,

changed state to
changed state to
changed state to
changed state to
changed state to
changed state to
changed state to
changed state to
changed state to
changed state to
changed state to
changed state to
changed state to

changed state to

administratively

administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively

administratively

%LINK-5-CHANGED: Interface FastEthernetO/1, changed state to administratively

down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed

state to down
S1(config-if-range)#

Se hace prueba de conexién con R1 desde la direccion de la vian 99

Vlans S3

Con los comandos: conf t, luego se ingresa la vlan 30 y el nUmero de la misma, luego
se le asigna el nombre con name administracién. Esto se hace para cada una de ellas.

Luego se desactivan todos los puertos que no se requieren, para ello se utiliza el
comando int range y se escriben los rangos de los puertos que no se requieren
separados por coma.



S3>en

Password:
S3#conft

Enter configuration commands, one per line. End with CNTL/Z.

S3(config)#vlan 30

S3(config-vlan)#name Administracion
S3(config-vlan)#vlan 40
S3(config-vlan)#name Mercadeo
S3(config-vlan)#vlan 99
S3(config-vlan)#name Mantenimiento

S3(config-vlan)#exit
S3(config)#int vian 99
S3(config-if)#

%LINK-5-CHANGED: Interface VIan99, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan99, changed state to up
S3(config-if)#ip add 192.168.99.3 255.255.255.0

S3(config-if)#no shut

S3(config-if)#ip default-gateway 192.168.99.1

S3(config)#int fa0/3

S3(config-if)#switchport mode trunk
S3(config-if)#int range f0/1-2, fa0/4-24
S3(config-if-range)#switchport mode access
S3(config-if-range)#int fO/1
S3(config-if)#switchport mode access
S3(config-if)#switchport access vian 40
S3(config-if)#int range f0/2, fa0/4-24
S3(config-if-range)#shutdown

%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down

Interface FastEthernet0/2, changed state to
Interface FastEthernet0/4, changed state to
Interface FastEthernet0/5, changed state to
Interface FastEthernet0/6, changed state to
Interface FastEthernet0/7, changed state to
Interface FastEthernet0/8, changed state to
Interface FastEthernet0/9, changed state to
Interface FastEthernet0/10, changed state to
Interface FastEthernet0/11, changed state to

Interface FastEthernet0/12, changed state to

administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively

administratively



%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down
S3(config-if-range)#

y -
L sl

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

/4

FastEthernet0/13,
FastEthernet0/14,
FastEthernet0/15,
FastEthernet0/16,
FastEthernet0/17,
FastEthernet0/18,
FastEthernet0/19,
FastEthernet0/20,
FastEthernet0/21,
FastEthernet0/22,
FastEthernet0/23,

FastEthernet0/24,
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to up
ingresc no autorizado esta

User Reocess Verificatiom

Password:

S3ven
Password:

S3fconf t

Enter configuration commands, one
53 (config)$vlan 30

53 (config-vlan) #name Administracion
53 (config-vlan) $vlan 40

53 (config-vlan) #name Mercadeo

53 (config-vlan) $vlan 5%

53 (config-vlan) #name Mantenimiento
53 (config-vlan) fexit

S3(configl$nt vlan 95

3% (config)#int vlan 55
53 (config-if) 4]

3LINEPRCTC-5-UPDOWN: Line protocol on Interface

prohibido

% Invalid input detected at '~' marker.

ine. End with CNTL/Z.

Vlanss, changed .

Ctrl+F6 to exit CLI focus

llustracion 58: Vlans S3

Configurar S1

changed state to
changed state to
changed state to
changed state to
changed state to
changed state to
changed state to
changed state to
changed state to
changed state to
changed state to

changed state to

administratively

administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively

administratively

Se deshabilita el DNS Lookup, con el comando no ip domain-lookup; después creo la
clave de acceso al Switch y para el telnet (claudia y class), se habilitan y encriptan. Se
crea un banner con un mensaje de alerta. (Acceso no autorizado)
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Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch(config)#host S1

S1(config)#enable secret class

S1(config)#line con 0

S1(config-line)#pass claudia
S1(config-line)#login

S1(config-line)#line vty 0 4

S1(config-line)#pass class

S1(config-line)#login

S1(config-line)#service password-encryption
S1(config)#banner motd $Acceso no autorizado$
S1(config)#

Ll - O X
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SLINE-5-CHANGED: Interface FastithernetD/3, changed state to up

SLINEPROTO-S-UPDOWN: Line protocol on Interface FastZthernet0/3,
changed state to up

Enter iguration cor s, one per line. End with CNIL/Z.

51 e

S1(cor
S1icor
S1icor ne 4
Sl{config-line)¢service password-encription

% Invalid input detecte:
Sl{cenfig-line)#sexrvice passwe:

Sl{config)#banner motd fAcceso
51(configh# >

Ctrl+F6 to exit CLI focus Capy Paste

llustracion 59: Configuracion S1

Configurar S3

Se deshabilita el DNS Lookup, con el comando no ip domain-lookup; después creo la
clave de acceso al Switch y para el telnet (claudia y class), se habilitan y encriptan. Se
crea un banner con un mensaje de alerta. (Acceso no autorizado)

S2>en

Password:

S2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

S2(config)#no ip domain-lookup

S2(config)#host S3

S3(config)#enable secret class

S3(config)#line con 0

S3(config-line)#pass claudia

S3(config-line)#login

S3(config-line)#line vty 0 4

S3(config-line)#pass class

> =<
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S3(config-line)#login
S3(config-line)#service password-encryption
S3(config)#banner motd $Acceso no autorizado

Enter TEXT message. End with the character '$'.
banner motd $Acceso no autorizado$

S3(config)#

L - o x
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3LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/3
changed state to up

3LINK-5-CHANGED: Interface FastZthernetO/l, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernes0/1
changed state to up

Switch>en

Switchiconf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch[config)$no ip domain-lookup

Switch (config) ghost S2

52 (config)genable secret class

Sz (config)#line com 0

52 (config-line)#pass claudia

52 (config-line) #login

52 (config-line)#line vty 0 4

S22 (config-line)gpass class

52 (config-line) #login

S2(config-line)#service password-encryption

52 (config) banner motd sAcceso no autorizade$

52 (configl g v

Ctrl+F6 to exit CLI focus Copy Paste

llustracion 60: Configuracion S2
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Password:

S2ren
Password:

S2gconf ©

Enter configuration commands, one per line. End with CNTL/Z.
S2{config) $no ip domain-lookup

52 {config) #host 53

S3{config) fenable secret class

S3{config) #line con 0

S3(config-line)fpass claudia

S3{config-line)#login

S3({config-line)#line woy 0 4

53 (config-line)gpass class

53 {config-line)#login

53 {config-line) #service password-encryption

S3{config) $banner motd Rcceso no autorizado

Enter TEXT message. End with the character '5'.

banner motd $Accesoc no autorizado$

S3(config) &
538
$5¥S-5-CONFIG I: Configured from comsole by console]

Cirl+F6 to exit CLI focus Copy Paste

llustracion 61: Configuracion S3

4. En el Switch 3 deshabilitar DNS lookup

Para lograr esto se debe utilizar el siguiente comando: no ip domain-lookup.
Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Switch(config)#




A

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

Password:

S1>en
Password:
S1#conft

Enter configuration commands, one per line. End with CNTL/Z.

S1(config)#int vlan 99

S1(config-if)#ip address 192.168.99.2 255.255.255.0

S1(config-if)y#no shutdown
S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1
S1(config)#int f0/3

S1(config-if)y#switchport mode trunk

S1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on
state to down

%LINEPROTO-5-UPDOWN: Line protocol on
state to up

S1(config-if)#switchport trunk native vlan 1
S1(config-if)#int fO/1
S1(config-if)#switchport mode trunk

S1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on
state to down

%LINEPROTO-5-UPDOWN: Line protocol on
state to up

S1(config-if)#switchport trunk native vlan 1
S1(config-if)#int f0/24
S1(config-if)y#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if-range)#shutdown

Interface

Interface

Interface

Interface

FastEthernet0/3,

FastEthernet0/3,

FastEthernet0/1,

FastEthernet0/1,

changed

changed

changed

changed
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Acceso no autorizado
User Beocess Verification
Password:

Slzen

Password:

Sliconf ©

Enter configuration commands, one per line. End with CNTL/Z.
Sliconfig)#int vlan %5

S1l{config-if)#ip address 192.168.99.2 255.255.255.0
51 {config-if)#no shutdown

Sliconfig-if)fexit

Sli{config) #ip default-gateway 132.1€3.55.1
Sl{config)gint £0/3

51 {config-if)#switchport mode trunk

Sliconfig-if}#
SLINEPROTO-5-UPDOWN: Line protoccl on Interface FastEthernetd/3,
changed state to down

%LINZIPROTO-5-UPDOWN: Line protocol on Interface FastEtherneti/3,
changed state to up v

Cirl+F6 to exit CLI focus Copy Paste

llustracion 62: Asignacion direcciones IP S1

S3>en
Password:
S3#conft

Enter configuration commands, one per line. End with CNTL/Z.

S3(config)#interface vlan99

S3(config-if)#ip address 192.168.99.3 255.255.255.0

S3(config-if)#no shutdown

S3(config-if)#

%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.99.1

B sz — ]
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+LINEFROTO-5-UFDOWN: Line b 1 con I Vlianl, ch d
state to up

$LINK-S-CHANGED: Interface FastEthernet(/l, changed state t©o up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1,
changed state to up

Acceso no autorizado

banner motd

User Rocess Verification
Password:

S3ren

Password:

S3gconf t

Enter configuration commands, one per line. End with CNTL/Z.
53 {config) gint vlan 59

S3({config-if)#ip address 152_1€8.55.3 255.255.255.0

52 {config-if)#no shutdown

53 {config-if) fexit

S3({config)#ip default-gateway 1S2.1€3.55.1

Ctrl+F5 to exit CLI focus Copy Paste

llustracion 63: Asignacion direcciones IP S3




y =

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

Se desactivan todos los puertos que no son utilizados, para ello se utiliza el comando
int range. Se escriben los rangos de los puertos sin usar separados por coma.

S1(config-if)#int range fa0/1-2, fa0/1-2, fa0/4-5, fa0/7-23
S1(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernetO/4, changed state to administratively
down
%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernetO/7, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/8, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/9, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/10, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/11, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/12, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/13, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernetO/14, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/15, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/16, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/17, changed state to administratively
down



%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down
S1(config-if-range)#
%LINK-5-CHANGED
down

Interface FastEthernet0/18, changed state to

Interface FastEthernet0/19, changed state to

Interface FastEthernet0/20, changed state to

Interface FastEthernet0/21, changed state to

Interface FastEthernet0/22, changed state to

Interface FastEthernet0/23, changed state to

. Interface FastEthernetO/1, changed state to

administratively

administratively

administratively

administratively

administratively

administratively

administratively

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed

state to down

S1(config-if-range)#

7. Implement DHCP

and NAT for IPv4

Se utiliza el comando ip dhcp pool ADMINISTRACION y ip dhcp pool MERCADEO,

para darle el nombre

al dhcp.

Para asignar la direccion al servidor DNS se utiliza el comando: dns-server

XX XX XX XX

Dns-server 10.10.10.11 para ADMINISTRACION
Dns-server 10.10.10.11 para MERCADEO

Para asignarle el router por defecto que debe de seguir, se utiliza el comando default-
router con la direccién de la Vlan correspondiente.

Default-router 192.168.30.1 Para ADMINISTRACION
Default-router 192.168.40.1 Para MERCADEO

Se define que las network estaran para cada uno. Se utiliza el comando network
direccion ip y submascara de red.

Network 192.168.30.1 255.255.255.0
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Network 192.168.40.1 255.255.255.0

R1>en

Password:

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp pool ADMINISTRACION
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#ip dhcp pool MERCADEO
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#

Em — m|
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DRAM configuration is €4 bits wide with parity disabled. A
255K bytes of non-volatile configuration memory.
24535¢K bytes of ATA System Compact¥lash 0 (Read/Write)

Dress RETURN to get started!
Roceso no autorizade

User Access Verification
Password:

Rlen

Password:

Rl#cont t

Enter configuration commands, one per line. End with CNTL/Z.
Rl{config)#ip dhcp pool ADMINISTRACION

Rl (dhep-config) #dns-server 10.10.10.11

RL{dhcp-config) ¢default-router 192.168.30.1

RL(dhep-config) gnetwork 132.168.30.0 255.255.285.0

Rl (dhcp-config) #ip dhep pool MERCADEC

R1 (dhcp-config) #dns-server 10.10.10.11

RL(dhcp-config) édefault-router 192.168.40.1

RL{dhep-config) gnetwork 192.168.40.0 255.255.286.0

21 (dhep-cenzig) g hd

Ctrl+F6 to exit CLI focus Copy Paste

llustracion 64: Implement DHCP and NAT for IPv4

8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.
R1>en

Password:
R1#conft

Enter configuration commands, one per line. End with CNTL/Z.




R1(config)#ip dhcp pool ADMINISTRACION
R1(dhcp-config)#dns-server 10.10.10.11

R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#ip dhcp pool MERCADEO
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0

R1(dhcp-config)#

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para

configuraciones estaticas.

Tabla 3: Direcciones IP

Configurar DHCP pool para VLAN
30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establisher default gateway.

Configurar DHCP pool para VLAN
40

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establisher default gateway.

Se utiliza el comando ip dhcp excluded-address, entre la direccion inicial y la

direccion final

Lt —

Physical  Config  CLI  Attributes

105 Command Line Interface

ssssssssssssssssssssss




Password:

R1>en

Password:

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#ip dhcp pool Acct

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

Int g0/0

Ip nat outside
Int g0/1

Ip nat inside

Se le asigna un nombre al pool de salida y un rango de direcciones con la submascara
gue tienen salida a internet, esto se hace con el comando: ip nat pool

Password:

R2>en

Password:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip nat inside source static 10.10.10.10 209.165.200.230
R2(config)#int g0/0

R2(config-if)#ip nat outside

R2(config-if)#int g0/1

R2(config-if)#ip nat inside

R2(config-if)#
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Password:

R2ren

Password:

R2jconf t

Enter configuration commands, ome per line. End with CNTL/Z.
22 (config) #ip nat inside source static 10.10.10.10
209.165.200.230

B2 {config) fint g0/0

22 (config-if] #ip nat outside

22 (config-if] #int g0/l

22 (config-if) #ip nat inside

B2 (config-if)# v

Cirl+F6 to exit CLI focus Copy Paste

llustracion 66: Configuracion NAT en R2

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en

para restringir o permitir trafico desde R1 o R3 hacia R2.

Password:

R2>en

Password:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#user usuario privilege 15 secret claudial23
R2(config)#ip nat inside source static 10.10.10.10 209.165.200.230
R2(config)#user usuariol privilege 15 secret claudial23
R2(config)#ip nat inside source static 10.10.10.10 209.165.200.224
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255
R2(config)#access-list 2 permit 192.168.40.0 0.0.0.255
R2(config)#access-list 2 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 2 permit 192.168.4.0 0.0.3.255

R2(config)#ip nat pool NAVEGAR 209.165.200.230 209.165.200.224 netmask

255.255.255.248
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R2(config)#ip nat inside source list 1 pool NAVEGAR

R2(config)#ip nat pool NAVEGAR 209.165.200.230 209.165.200.224 netmask
255.255.255.248

R2(config)#ip nat inside source list 2 pool NAVEGAR1
R2(config)#

¥ r2 m]
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Password:
RIven
Password:
R2gconf ¢
Enter configuration commands, one per line End with CNTL/Z.
R2 (config) fuser usuario privilege 15 secret claudialld
R2 (config) #ip nat inside source static 10.10.10.10 205%.1€5.200.230
R2 (config) fuser usuariol privilege 15 secret claudial23
R2 (config) #ip nat inside source static 10.10.10.10 209%.1€5.200.224
R2 (config) faccess-list 1 permit 152.1€28.40.0.0.0.0.255
% Invalid input detected at '"' marker.
R2 (config) #access-listl permit 192 168.40.0.0.0.0.255
% Invalid input detected at '*' marker.
R2 (config) faccess-listl permit 1%2.1€3.40 0.0.0.0.255
% Invalid input detected at '"' marker.
R2 (config) faccess-list 1 permit 152.1€2.40 0.0.0.0.255
% Invalid input detected at '"' marker.
R2 (config) faccess-list 1 permit 192.1€8.40.0 0.0.0.255
R2 (config) faccess-list 1 permit 152.1€2.30.0 0.0.0.255
R2 (config) #access-list 1 permit 192 168.4.0 0.0.3.255 v

llustracion 67: Listas de acceso de tipo estandar

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a
Su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

Se utilizan las Access list 102 y 103, se configura el acceso a internet desde el servidor
web. Se ingresan las direcciones estaticas nat 209.165.200.230 y 209.165.200.224,
anteriormente configuradas.

Password:

R2>en

Password:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#access-list 102 permit tcp any host 209.165.200.230 eq www
R2(config)#access-list 103 permit tcp any host 209.165.200.224 eq www
R2(config)#access-list 102 permit icmp any any echo-reply
R2(config)#access-list 103 permit icmp any any echo-reply

R2(config)#int g0/0

> =<




R2(config-if)#ip access-group 101 in
R2(config-if)#int s0/0/0
R2(config-if)#ip access-group 101 out
R2(config-if)#int s0/0/1
R2(config-if)#ip access-group 101 out
R2(config-if)#int g0/1

R2(config-if)#ip access-group 101 out
R2(config-if)#int g0/0

R2(config-if)#ip access-group 102 in
R2(config-if)#int sO/0/0
R2(config-if)#ip access-group 102 out
R2(config-if)#int s0/0/1
R2(config-if)#ip access-group 102 out
R2(config-if)#int g0/1

R2(config-if)#ip access-group 102 out
R2(config-if)#int g0/0

R2(config-if)#ip access-group 103 in
R2(config-if)#int sO/0/0
R2(config-if)#ip access-group 103 out
R2(config-if)#int s0/0/1
R2(config-if)#ip access-group 103 out
R2(config-if)#int g0/1

R2(config-if)#ip access-group 103 out
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Password:

Rizen
Password:
Rigeconf t©

RZ (config)faccess-list 102 permit icmp

22 (config) faccess-list 102 permit icmp
RZ (config)faccess-list 103 permit icmp
B2 {config)gint s00

RZ{config)gint gl/0
B2 (config-if) gexit
RZ (config)g#int s0/L/70
R2 (config-if) #no shut

RZ (config-if) §

Enter configuration commands, one per line.
RZ {config)g#access-list l02 permit tcp any host 205.165.200.230 eg www
RZ{config)faccess—list 103 permit tcp any host 209.185.200.224 eg wWWW

% Invalid input detected at '*' marker.

% Invalid input detected at '"' marker.

End with CNTL/Z.

any echo-reply

any any echo-reply
any any echo-reply

Ctrl+F6 to exit CLI focus

Copy Paste

Ilustracion 68: Listas de acceso de tipo extendido

13. Verificar procesos de comunicacion y redireccionamiento de trafico en los

routers mediante el uso

Del computador PC-A al

de Ping y Traceroute.

Computador PC-C

E=a

INew Cluster| |Move Chjeci| Set Tied Background Viewport

<

-

¥ pca -

Physical  Config  Desktop | Programming  Attributes

Dinging 152.1€5.40.31 with 32 bytes of data

Request timed out
Server VIEB Reply from 152163 40.31: bytes=32 ctime<lms TTL=137
Reply from 152.169.40.3L: bytes=32 time<lms TTL=127
Reply from 152 168 40.31: bytes=32 timeslms TTL=127

Ping svavisvies fer 152.163.40.31:
Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Appromimate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = ms

C:\sping 192.162.40.31
Pinging 152.165.40.31 with 32 bytes of data

Reply frem 132.169.40.31: byses=32 vime=lms TTL=127
Reply from 152 168 40.31: bytes=32 timeslms TTL=127
Reply from 192.169.40.31: bytes=32 time<lms TTL=127
Reply from 152 168 40.31: byses=32 sime=lms TTL=127

Ding statistics for 152.1€2.40.31
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approwimate round trip times in milli-seconds

inimin < bue, Havioum = e, Average  ons
e >
Realtime

= = = = = = - = = = - = Oro

G I G G G ) —

) o o o o e o] Lot o st s s s

< >

2501

llustracion 69: Verificacién procesos de comunicacion

Del computador PC-C al

Computador PC-A
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®pc-C - O x

Fhysical Config Desktop Programming Attributes

Packet Tracer PC Command Line 1.0
C:hw>ping 192.1€8.30.31

Pinging 15%2.1€8.30.31 with 32 bytes of data:

Reply from 1%2.1€2.30.31: bytes=32 time=lms TIL=127
Beply from 1%2.1€2.30.31: bytes=32 time<lms TIL=127
Beply from 1%2.1€2.30.31: bytes=32 time<lms TIL=127
Beply from 1%2.1€2.30.31: bytes=32 time<lms TIL=127

Ping statistics for 19%2.1€8.30.31:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Lpproximate round trip times in milli-seconds:

Minimum = Oms, Maximum = lms, Average = 0ms

Cinz

llustracion 70: Comunicacion PC-A'y PC-C

Desde R1 hasta el PC de Internet

® R - o X

Physical  Config  CLI  Attributes

105 Command Line Interface

SLINZPROTO-S-UPDOWN: Line protocel on Interface Serial0/0/0, changed state to up

00:00:10: LOSPF-5-ADICHG: Prosess 1, Nbr 5.5.5.5 on Seriald/0/0 from LORDING to FULL, Leading
Done
Acceso no autorizade

User Access Verificasion
Passwoxd:

Alsen
Basswoxd:
Rlgping 209 165 200250

Type escape sequence 5o abors
Sending §, 10D-byce ICME Zchos to 205.165.200.230, timecut is 2 seconds:

Success rate is 80 percent (4/3), round-trip min/avg/max = 1/20/80 ms
Rlgping 203.1€5.200.230

Type escape sequence to sbort
Sending 5, 100-byse IGME Echos to 209.165.200.230, timeout is 2 seconds:
Success zave is 100 percent (5/5), Tound-vrip min/avg/mex = 1/2/7 ms

Rigping 209.165.200.230

Type escape sequence to abort
Sending §, 100-byte ICME Zchos to 205.1€5.200.230, timecut is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

R1g| v

Ctrl 46 to exit CLI focus Copy Paste

llustracion 71: Comunicacion R1 hasta el PC de Internet
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Se verifica la salida a Internet desde el PC-Internet

B pC INTERNET - O >

Physical ~ Config ~ Desktop  Programming  Attributes

< > | URL |http://209.165.200.230 Go Stop

Server Reset Connection

llustracion 72: Salida a Internet desde el PC-Internet

Se verifica la salida a Internet desde el PC-A hasta el PC-Internet

#®pca - ]

Physical Config Desktop Programming Attributes

C:\*ping l92.1€5.200.230 ~

Pinging 152.1€5.200.230 with 32 bytes of data:

Request timed cut.
Request timed out.
Request timed cut.
Request timed out.

Ping statistics for 192.1€5.200.230:
Packets: Semt = 4, Received = 0, Lost = 4 (100% loss),

C:\>ping 203.165.200.230

Pinging 203.165.200.230 with 32 byses of data:

Reply from 205.1€5.200.230: bytes=32 time=lms TTL=12€
Reply from 205.1€5.200.230: bytes=32 TTL=12€

Reply from 205.1€5.200.230: bytes=32 TTL=12¢
Reply from 209.1€5.200.230: bytes=32 time=lms TTL=12¢

Ping statistics for 205.1€5.200.230:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Epproximate round trip times in milli-seconds:

Minimum = lms, Maximum = lms, Average = lms

c:\> w

llustracion 73: Salida a Internet desde el PC-A hasta el PC-Internet

Se verifica que haya conexion entre el PC-Internet hasta PC-A

% PCINTERNET - O X
Physicd  Confiq Deskwo  Progamming  Atwibutes

Eacket Tracer EC Commend Line 1.0
C:\oping 152 L

llustracion 74: Conexidn entre el PC-Internet hasta PC-A
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Se evidencia que el host PC-A es inalcanzable

Ping desde S1 ala Vlan 99

L2 - m}
Physical  Config Ol Attributes
10S Command Line Interface
~

User Access Verification

Password:

Slven

Password:

Sl#ping 152.168.55.1

Type escape segquence to abort.

Sending 5, 100-byte ICMP Echos to 192.1€9.93.1, timeout is 2

seconds:

Strnn

Success rase is 80 percent (4/5), round-trip min/avg/max = 0/0/0 ms
Sl#ping 152.168.55.1

Type escape segquence to abort.

Sending 5, 100-byte ICMP Echos to 192.1€9.93.1, timeout is 2

seconds:

treen

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1

ms

sig v
Ctrl+F6 to exit CLI focus Copy Paste

llustracion 75: Ping desde S1 a la Vlan 99
¥ 53 - m}
Physical Config CLI Attributes
105 Command Line Interface
~

Password:

S53=en

Password:

S3gping 152.168.595.1

Type escape sequence to abort.

Sending 5, 100-byte ICMF Echos to 192.1€5.5%.1, timeout is 2
seconds:

EEN

Success rate is 80 percent (4/5), round-trip minfavg/max = 0/0/0
ms

S3g

S3gping 152.168.595.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.1€2.59.1, timeout is 2
seconds:

rreee

Success zate is 100 percent (5/5), round-trip min/avg/max = 0/0/1
ms

S3g L
Cirl+F6 to exit CLI focus Copy Paste

llustracion 76: Ping desde S3 a la Vlan 99
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CONCLUSIONES

Fueron puestos en practica los conocimientos adquiridos durante el diplomado
con respecto a la configuracion de los Routers y los Switches.

Se utilizaron los protocolos avanzados para lograr la conectividad exigida en
cada uno de los ejercicios, lo cual permiti6 comprender la seguridad y la
confiabilidad en las transacciones que se realizan en la red.

Se logr6 afianzar en la préactica los conocimientos adquiridos para la
configuracion de los distintos dispositivos involucrados en la red.

Se observé cuan importante es el uso de las ACL (Listas de Control de Acceso),
ya que al aplicarlas nos permiten controlar eficientemente el trafico de la
informacion.

Se pudo aplicar gran parte de los comandos CLI, los cuales nos permiten
administrar dispositivos tales como los Switches y los Routers.

Se concluye que los Routers, tienen un tratamiento similar al de un computador
pequefio, esto debido a que tienen su propio procesador, sus propias
memorias, su propio Sistema Operativo con el cual se puede administrar el
hardware.

Universidad Nacional
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