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INTRODUCCIÓN 

 

Cada día vemos como cada empresa implementa redes para comunicar sus 

sucursales, sus empleados y cada una de las oficinas que la conforman, pero esto 

ha cambiado, últimamente notamos la necesidad de tener una red en casa para 

conectar los diferentes pc o servicios que tenemos aparte.  

El presente trabajo colaborativo tiene como fin recopilar una serie de habilidades en 

la administración, seguridad y escalabilidad en redes conmutadas de switch, a 

través del desarrollo 3 prácticas de escenarios correspondientes a la actividad 

practica de habilidades del diplomado de profundización CCNP. 

Los temas que se abordan para el desarrollo de los laboratorios son: Los 

protocolos de redundancia de primer salto, las tecnologías de conmutación, la alta 

disponibilidad, la implementación de administración de seguridad en switch, al final 

se espera adquirir las habilidades y competencias necesarias para la 

implementación de una red tipo campus.  
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DESARROLLO DE LA ACTIVIDAD 

 

ESCENARIO 1  

 

 
1. Aplique las configuraciones iniciales y los protocolos de enrutamiento para los 

routers R1, R2, R3, R4 y R5 según el diagrama. No asigne passwords en los 

routers. Configurar las interfaces con las direcciones que se muestran en la 

topología de red.  

 

1.1. Configuración en R1: 
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Router>enable  

Router#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

Router(config)#no ip domain-lookup 

Router(config)#hostname R1 

R1(config)#line con 0  

R1 (config-line)#logging synchronous  

R1 (config-line)#exec-timeout 0 0  

R1(config-line)#exit  

R1(config)#interface loopback 1  

R1(config-if)#  

%LINK-5-CHANGED: Interface Loopback1, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback1, changed state 

to up  

R1(config-if)#interface serial 0/0/1  

R1(config-if)#ip address 10.103.12.2 255.255.255.0  

R1(config-if)#clock rate 128000  

R1(config-if)#no shutdown 

R1(config-if)#  

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up  

R1(config-if)#exit  

R1(config)#exit  

R1#  

%SYS-5-CONFIG_I: Configured from console by console  

R1#  

R1(config)#router ospf 1  

R1(config-router)#router-id 1.1.1.1 Router(config-router)#network 10.1.0.0 

0.0.3.255 area 0  
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R1(config-router)#network 10.103.12.0 0.0.0.255 area 0  

R1#  

%SYS-5-CONFIG_I: Configured from console by console  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state 

to up  

R1#Router#copy ru st  

Destination filename [startup-config]?  

Building configuration...  

[OK]  

R1# 

 

1.2. Configuración en R2: 

 

Router>enable  

Router#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

Router(config)#no ip domain-lookup  

Router(config)#hostname R2 

R2(config)#line con 0  

R2(config-line)#logging synchronous  

R2(config-line)#exec-timeout 0 0  

R2(config-line)#exit  

R2(config)#interface loopback 2 

R2(config-if)#  

%LINK-5-CHANGED: Interface Loopback2, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback2, changed state 

to up  

R2(config-if)#interface serial 0/0/0  
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R2(config-if)#ip address 10.103.12.1 255.255.255.0  

R2(config-if)#no shut  

R2(config-if)#  

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up  

R2(config-if)#interface serial 0/0/1  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state 

to up  

R2(config-if)#interface serial 0/0/1  

R2(config-if)#ip address 10.103.23.2 255.255.255.0  

R2(config-if)#no shut Router(config-if)#  

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up  

R2(config-if)#exit  

R2(config)#exit  

R2#  

R2(config)#router ospf 1  

R2(config-router)#router-id 2.2.2.2  

R2(config-router)#network 10.103.12.0 0.0.0.255 area 0  

R2(config-router)#network 10.103.23.0 0.0.0.255 area 0  

R2#  

%SYS-5-CONFIG_I: Configured from console by console  

R2#copy  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state 

to up  

R2#copy ru st  

Destination filename [startup-config]?  

Building configuration...  

[OK]  

R2# 
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1.3. Configuración en R3: 

 

Router>enable  

Router#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

Router(config)#no ip domain-lookup 

Router(config)#hostname R3 

R3(config)#line con 0  

R3(config-line)#logging synchronous Router(config-line)#exec-timeout 0 0  

R3(config-line)#exit  

R3(config)#interface lookback 3  

^  

% Invalid input detected at ' '̂ marker.  

R3(config)#interface loopback 3  

R3(config-if)#  

%LINK-5-CHANGED: Interface Loopback3, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback3, changed state 

to up Router(config-if)#interface serial 0/0/0  

R3(config-if)#ip address 10.103.23.1 255.255.255.0  

R3(config-if)#clock rate 128000  

R3(config-if)#no shutdown  

R3(config-if)#  

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up  

R3(config-if)#exit  

R3(config)#int  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state 

to up  
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R3(config)#interface loopback 3 Router(config-if)#interface serial 0/0/1  

R3(config-if)#ip address 172.29.34.2 255.255.255.0  

R3(config-if)#no shutdown  

R3(config-if)#  

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up  

R3(config-if)#exit  

R3(config)#exit  

R3#  

R3#  

R3(config)#router ospf 1  

R3(config-router)#router-id 3.3.3.3  

R3(config-router)#network 10.103.23.0 0.0.0.255 area 0  

R3#  

%SYS-5-CONFIG_I: Configured from console by console  

R3#copy ru %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, 

changed state to up  

R3#copy ru st  

Destination filename [startup-config]?  

Building configuration...  

[OK] 

R3# 

 

1.4. Configuración en R4: 

 

Router>enable  

Router#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  
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Router(config)#no ip domain-lookup  

Router(config)#hostname R4 

R4(config)#line con 0  

R4(config-line)#logging synchronous  

R4(config-line)#exec-timeout 0 0  

R4(config-line)#exit  

R4(config)#interface loopback 4  

R4(config-if)#  

%LINK-5-CHANGED: Interface Loopback4, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state 

to up  

R4(config-if)#interface serial 0/0/0  

R4(config-if)#ip address 172.29.34.1 255.255.255.0  

R4(config-if)#no shut  

R4(config-if)#  

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up 

R4(config-if)#interface serial 0/0/  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state 

to up  

1  

R4(config-if)#interface serial 0/0/1  

R4(config-if)#ip address 172.29.45.2 255.255.255.0  

R4(config-if)#no shut  

R4(config-if)#  

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up  

R4(config-if)#exit  

R4(config)#exit  

R4#  
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%SYS-5-CONFIG_I: Configured from console by console  

Router#copy ru st  

Destination filename [startup-config]?  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state 

to up  

Destination filename [startup-config]?  

Building configuration...  

[OK]  

R4# 

 

1.5. Configuración en R5: 

 

Router>enable  

Router#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

Router(config)#no ip domain-lookup  

Router(config)#hostname R5 

R5(config)#line con 0  

R5(config-line)#logging synchronous  

R5(config-line)#exec-timeout 0 0  

R5(config-line)#exit  

R5(config)#interface loopback 5  

R5(config-if)#  

%LINK-5-CHANGED: Interface Loopback5, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state 

to up  

R5(config-if)#interface serial 0/0/0  

R5(config-if)#ip address 172.29.45.1 255.255.255.0  
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R5(config-if)#clock rate 128000  

R5(config-if)#no shut  

R5(config-if)#  

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up Router(config-

if)#exit  

R5(config)#exit  

R5#  

%SYS-5-CONFIG_I: Configured from console by console  

Router#copy ru st  

Destination filename [startup-config]?  

Building configuration...  

[OK]  

R5#  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state 

to up  

R5#  

 
2. Cree cuatro nuevas interfaces de Loopback en R1 utilizando la asignación de 

direcciones 10.1.0.0/22 y configure esas interfaces para participar en el área 0 

de OSPF.  

 

Cuatro Interfaces Loopback en R1 
Loopback11 10.1.0.1/22 
Loopback12 10.1.4.1/22 
Loopback13 10.1.8.1/22 
Loopback14 10.1.12.1/22 

 

2.1. Configuración en R1 

 

R1>enable  

R1#configure terminal  
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Enter configuration commands, one per line. End with CNTL/Z.  

R1(config)#interface loopback11  

R1(config-if)#  

%LINK-5-CHANGED: Interface Loopback11, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback11, changed state 

to up  

R1(config-if)#ip address 10.1.0.1 255.255.252.0  

R1(config-if)#exit  

R1(config)#interface loopback12  

R1(config-if)#  

%LINK-5-CHANGED: Interface Loopback12, changed state to up 

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback12, changed state 

to up  

R1(config-if)#ip address 10.1.4.1 255.255.252.0  

R1(config-if)#exit  

R1(config)#interface loopback13  

R1(config-if)#  

%LINK-5-CHANGED: Interface Loopback13, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback13, changed state 

to up  

R1(config-if)#ip address 10.1.8.1 255.255.252.0  

R1(config-if)#exit  

R1(config)#interface loopback14  

R1(config-if)#  

%LINK-5-CHANGED: Interface Loopback14, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback14, changed state 

to up  

R1(config-if)#ip address 10.1.12.1 255.255.252.0  
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R1(config-if)#exit  

R1(config)#R1 ospf 1  

R1(config-R1)#R1-id 1.1.1.1 

R1(config-R1)#network 10.1.0.0 0.0.3.255 area 0  

R1(config-R1)#network 10.103.12.0  

R1#  

%SYS-5-CONFIG_I: Configured from console by console  

R1#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

R1(config)#R1 ospf 1  

R1(config-R1)#network 10.103.12.0 0.0.0.255 area 0  

R1(config-R1)#exit  

R1(config)#exit  

R1#  

%SYS-5-CONFIG_I: Configured from console by console  

R1#copy ru st  

Destination filename [startup-config]?  

Building configuration...  

[OK]  

R1#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

R1(config)#interface loopback11  

R1(config-if)#ip ospf network point-to-point  

R1(config-if)#exit  

R1(config)#interface loopback12  

R1(config-if)#ip ospf network point-to-point  

R1(config-if)#exit  
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R1(config)#interface loopback13  

R1(config-if)#ip ospf network point-to-point  

R1(config-if)#exit  

R1(config)#interface loopback14  

R1(config-if)#ip ospf network point-to-point  

R1(config-if)#exit  

R1(config)#exit  

R1#  

%SYS-5-CONFIG_I: Configured from console by console  

R1#copy ru st  

Destination filename [startup-config]?  

Building configuration...  

[OK]  

R1# 

 
3. Cree cuatro nuevas interfaces de Loopback en R5 utilizando la asignación de 

direcciones 172.5.0.0/22 y configure esas interfaces para participar en el 

Sistema Autónomo EIGRP 10.  

 

Cuatro Interfaces Loopback en R5 
Loopback51 172.5.0.1 
Loopback52 172.5.4.1 
Loopback53 172.5.8.1 
Loopback54 172.5.12.1 

 

3.1. Configuración en R5 

 

R5>enable  

R5#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

R5(config)#interface loopback51  
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R5(config-if)#  

%LINK-5-CHANGED: Interface Loopback51, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback51, changed state to 

up  

R5(config-if)#ip address 172.5.0.1 255.255.252.0  

R5(config-if)#exit  

R5(config)#interface loopback52  

R5(config-if)#  

%LINK-5-CHANGED: Interface Loopback52, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback52, changed state to 

up  

R5(config-if)#ip address 172.5.4.1 255.255.252.0  

R5(config-if)#exit  

R5(config)#interface loopback53  

R5(config-if)#  

%LINK-5-CHANGED: Interface Loopback53, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback53, changed state to 

up  

R5(config-if)#ip address 172.5.8.1 255.255.252.0  

R5(config-if)#exit  

R5(config)#interface loopback54  

R5(config-if)#  

%LINK-5-CHANGED: Interface Loopback54, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback54, changed state to 

up  

R5(config-if)#ip address 172.5.12.1 255.255.252.0  

R5(config-if)#exit 

R5(config)#  

R5(config)#route eigrp 10  
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R5(config-R5)#auto-summary  

R5(config-R5)#network 172.5.0.0 0.0.3.255  

R5(config-R5)#network 172.29.45.0 0.0.0.255  

R5# 

 

4. Analice la tabla de enrutamiento de R3 y verifique que R3 está aprendiendo las 

nuevas interfaces de Loopback mediante el comando show ip route.  
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5. Configure R3 para redistribuir las rutas EIGRP en OSPF usando el costo de 50000 

y luego redistribuya las rutas OSPF en EIGRP usando un ancho de banda T1 y 

20,000 microsegundos de retardo.  

 

R3>enable  

R3#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

R3(config)#R3 ospf 10  

R3(config-R3)#redistribute eigrp 10 subnets  

R3(config-R3)#exit  

R3(config)#R3 ospf 1  

R3(config-R3)#redistribute eigrp 10  

% Only classful networks will be redistributed  

R3(config-R3)#redistribute eigrp 10 subnets  

R3(config-R3)#exit  

R3(config)#R3 eigrp 10  

R3(config-R3)#redistribute ospf 1 metric 1544 100 255 1 1500  

R3(config-R3)#exit  

R3(config)#exit  

R3#  

%SYS-5-CONFIG_I: Configured from console by console  

R3#show ip route 

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP  

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area  

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2  

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP  

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area  
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* - candidate default, U - per-user static route, o - ODR  

P - periodic downloaded static route 

 

Gateway of last resort is not set  

10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks  

O 10.1.0.0/22 [110/129] via 10.103.23.2, 00:08:56, Serial0/0/0  

O 10.103.12.0/24 [110/128] via 10.103.23.2, 00:08:56, Serial0/0/0  

C 10.103.23.0/24 is directly connected, Serial0/0/0  

172.29.0.0/24 is subnetted, 1 subnets  

C 172.29.34.0 is directly connected, Serial0/0/1 

R3#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

R3(config)#R3 ospf 1  

R3(config-R3)#network 172.29.34.0 0.0.0.255 area 0  

R3(config-R3)#exit  

R3(config)#exit  

R3#  

%SYS-5-CONFIG_I: Configured from console by console 

R3#show ip route  

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP  

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area  

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2  

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP  

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area  

* - candidate default, U - per-user static route, o – ODR 

P - periodic downloaded static route  

Gateway of last resort is not set 
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10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks  

O 10.1.0.0/22 [110/129] via 10.103.23.2, 00:10:57, Serial0/0/0  

O 10.103.12.0/24 [110/128] via 10.103.23.2, 00:10:57, Serial0/0/0  

C 10.103.23.0/24 is directly connected, Serial0/0/0  

172.29.0.0/24 is subnetted, 1 subnets  

C 172.29.34.0 is directly connected, Serial0/0/1  

 

R3#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

R3(config)#R3 ospf 1  

R3(config-R3)#redistribute eigrp 10 subnets  

R3(config-R3)#log-adjacency-changes  

R3(config-R3)#redistribute eigrp 7 subnets  

R3(config-R3)#network 172.29.45.0 0.0.0.255 area 0  

R3(config-R3)#exit  

R3(config)#R3 eigrp 10  

R3(config-R3)#redistribute ospf 1 metric 50000 200 255 1 1500  

R3(config-R3)#auto-summary 

R3(config-router)#exit  

R3(config)# 

 
6. Verifique en R1 y R5 que las rutas del sistema autónomo opuesto existen en su 

tabla de enrutamiento mediante el comando show ip route. 
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22 
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ESCENARIO 2 

 

 

Información para configuración de los dispositivos: 

 

 

 

Dispositivo Interfaz Dirección IP Máscara

Loopback 0 1.1.1.1 255.0.0.0

Loopback 1 11.1.0.1 255.255.0.0

S 0/0 192.1.12.1
255.255.25

5.0

Dispositivo Interfaz Dirección IP Máscara

Loopback 0 2.2.2.2 255.0.0.0

Loopback 1 12.1.0.1 255.255.0.0

S 0/0 192.1.12.2
255.255.255.

0

E 0/0 192.1.23.2
255.255.255.

0

Dispositivo Interfaz Dirección IP Máscara

Loopback 0 3.3.3.3 255.0.0.0

Loopback 1 13.1.0.1 255.255.0.0

E 0/0 192.1.23.3
255.255.255.

0

S 0/0 192.1.34.3
255.255.255.

0

Dispositivo Interfaz Dirección IP Máscara

Loopback 0 4.4.4.4 255.0.0.0

Loopback 1 14.1.0.1 255.255.0.0

S 0/0 192.1.34.4
255.255.255.

0

R1

R2

R3

R4
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1. Configure una relación de vecino BGP entre R1 y R2. R1 debe estar en AS1 y R2 

debe estar en AS2. Anuncie las direcciones de Loopback en BGP. Codifique los ID 

para los routers BGP como 11.11.11.11 para R1 y como 22.22.22.22 para R2. 

Presente el paso a con los comandos utilizados y la salida del comando show ip 

route.  

 

AS1#enable  

AS1#configure term  

Enter configuration commands, one per line. End with CNTL/Z.  

AS1(config)#router bgp 1  

AS1(config-router)#exit 

AS1(config)#no router bgp 1  

AS1(config)#router bgp 1  

AS1(config-router)#bgp router-id 11.11.11.11  

AS1(config-router)#neighbor 192.1.12.2 remote-as 2  

AS1(config-router)#network 1.1.1.1 mask 255.0.0.0  

AS1(config-router)#network 11.1.0.1 mask 255.255.0.0  

AS1(config-router)#exit  

AS1(config)#exit  

AS1# 
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AS2>enable  

AS2#config term  

Enter configuration commands, one per line. End with CNTL/Z.  

AS2(config)#router bgp 2  
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AS2(config-router)#bgp router-id 22.22.22.22  

AS2(config-router)#neighbor 192.1.12.1 remote-as 1  

AS2(config-router)#neighbor 192.1.34.3 remote-as 3  

AS2(config-router)#neighbor 192.1.23.3 remote-as 3  

AS2(config-router)#%BGP-5-ADJCHANGE: neighbor 192.1.12.1 Up  

AS2(config-router)#network 1.1.1.0  

AS2(config-router)#network 11.1.0.0  

AS2(config-router)#exit  

AS2(config)#exit  

AS2#  

%SYS-5-CONFIG_I: Configured from console by console 
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2. Configure una relación de vecino BGP entre R2 y R3. R2 ya debería estar 

configurado en AS2 y R3 debería estar en AS3. Anuncie las direcciones de 

Loopback de R3 en BGP. Codifique el ID del router R3 como 33.33.33.33. 

Presente el paso a con los comandos utilizados y la salida del comando show ip 

route.  
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AS3>enable  

AS3#config term  

Enter configuration commands, one per line. End with CNTL/Z.  

AS3(config)#router bgp 3  

AS3(config-router)#neighbor 192.1.12.2 remote-as 2  

AS3(config-router)#neighbor 192.1.23.2 remote-as 2  

AS3#%BGP-5-ADJCHANGE: neighbor 192.1.23.2 Up  

AS3(config-router)#neighbor 192.1.34.4 remote-as 4  

AS3(config-router)#network 4.4.4.4 mask 255.0.0.0  

AS3(config-router)#network 14.1.0.1 mask 255.255.0.0  

AS3(config-router)#network 2.2.2.2 mask 255.0.0.0  

AS3(config-router)#network 12.1.0.1 mask 255.255.0.0  

AS3(config-router)#network 3.3.3.3 mask 255.0.0.0  

AS3(config-router)#network 13.1.0.1 mask 255.255.0.0  

AS3(config-router)#exit 
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3. Configure una relación de vecino BGP entre R3 y R4. R3 ya debería estar 

configurado en AS3 y R4 debería estar en AS4. Anuncie las direcciones de 

Loopback de R4 en BGP. Codifique el ID del router R4 como 44.44.44.44. 

Establezca las relaciones de vecino con base en las direcciones de Loopback 0. 

Cree rutas estáticas para alcanzar la Loopback 0 del otro router. No anuncie la 

Loopback 0 en BGP. Anuncie la red Loopback de R4 en BGP. Presente el paso 

a con los comandos utilizados y la salida del comando show ip route. 

 

AS4>enable  

AS4#config term  

Enter configuration commands, one per line. End with CNTL/Z.  

AS4(config)#router bgp 4  

AS4(config-router)#neighbor 192.1.34.3 remote-as 3  

AS4(config-router)#%BGP-5-ADJCHANGE: neighbor 192.1.34.3 Up  

AS4(config-router)#neighbor 192.1.23.3 remote-as 3  

AS4(config-router)#%BGP-5-ADJCHANGE: neighbor 192.1.23.3 Up  

AS4(config-router)#neighbor 192.1.23.2 remote-as 2  

AS4(config-router)#neighbor 192.1.12.2 remote-as 2  

AS4(config-router)#neighbor 192.1.12.1 remote-as 1  

AS4(config-router)#%BGP-5-ADJCHANGE: neighbor 192.1.34.3 Up  

AS4(config-router)#network 3.3.3.3 mask 255.0.0.0  

AS4(config-router)#network 13.1.0.1 mask 255.255.0.0  

AS4(config-router)#network 12.1.0.1 mask 255.255.0.0  

AS4(config-router)#network 2.2.2.2 mask 255.0.0.0  

AS4(config-router)#network 11.1.0.1 mask 255.255.0.0  

AS4(config-router)#network 4.4.4.4 mask 255.0.0.0 

AS4(config-router)#network 14.1.0.1 mask 255.255.0.0  

AS4(config-router)#exit  

AS4(config)#exit  
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AS4#  

%SYS-5-CONFIG_I: Configured from console by console 
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ESCENARIO 3 

 

 

1. Configurar VTP 

 
1.1. Todos los switches se configurarán para usar VTP para las actualizaciones de 

VLAN. El switch SWT2 se configurará como el servidor. Los switches SWT1 y 

SWT3 se configurarán como clientes. Los switches estarán en el dominio VPT 

llamado CCNP y usando la contraseña cisco.  

 

Switch>enable  

Switch#config terminal  

Enter configuration commands, one per line. End with CNTL/Z.  
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Switch(config)#hostname SWT1 

SWT1(config)#vtp domain CCNP  

Changing VTP domain name from NULL to CCNP  

SWT1(config)#vtp version 2  

SWT1(config)#vtp mode client  

Setting device to VTP CLIENT mode.  

SWT1(config)#vtp password cisco  

Setting device VLAN database password to cisco  

SWT1(config)# 

Switch>enable  

Switch#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

Switch(config)#hostname SWT3  

SWT3(config)#vtp domain CCNP  

Changing VTP domain name from NULL to CCNP  

SWT3(config)#vtp version 2  

SWT3(config)#vtp mode client  

Setting device to VTP CLIENT mode.  

SWT3(config)#vtp password cisco  

Setting device VLAN database password to cisco  

SWT3(config)#  

Switch>enable  

Switch#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z. 

Switch(config)#hostname SWT2  

SWT2(config)#vtp domain CCNP  

Changing VTP domain name from NULL to CCNP  

SWT2(config)#vtp version 2  
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SWT2(config)#vtp mode server  

Device mode already VTP SERVER.  

SWT2(config)#vtp password cisco  

Setting device VLAN database password to cisco  

SWT2(config)# 

 
1.2. Verificar las configuraciones mediante el comando show vtp status.  

 

 

. 
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2. Configurar DTP (Dynamic Trunking Protocol) 

 
2.1. Configure un enlace troncal ("trunk") dinámico entre SWT1 y SWT2. Debido a 

que el modo por defecto es dynamic auto, solo un lado del enlace debe 

configurarse como dynamic desirable.  

 

SWT1>enable  

SWT1#conf term  

Enter configuration commands, one per line. End with CNTL/Z.  
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SWT1(config)#interface fa  

SWT1(config)#interface fastEthernet 0/1  

SWT1(config-if)#switchport mode dynamic desirable  

SWT1(config-if)#  

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed 

state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed 

state to down  

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed 

state to up 

 
2.2. Verifique el enlace "trunk" entre SWT1 y SWT2 usando el comando show 

interfaces trunk.  
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2.3. Entre SWT1 y SWT3 configure un enlace "trunk" estático utilizando el comando 

switchport mode trunk en la interfaz F0/3 de SWT1 

 

SWT1>enable  

SWT1#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  
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SWT1(config)#interface fa  

SWT1(config)#interface fastEthernet 0/3  

SWT1(config-if)#switchport mode trunk  

SWT1(config-if)#  

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed 

state to down   

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to 

up 

 
2.4. Verifique el enlace "trunk" el comando show interfaces trunk en SWT1.  
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2.5. Configure un enlace "trunk" permanente entre SWT2 y SWT3.  

 

SWT2>enable  

SWT2#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

SWT2(config)#interface fa  

SWT2(config)#interface fastEthernet 0/3  

SWT2(config-if)#switchport mode trunk 

SWT2(config-if)#  

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed 

state to down  

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed 

state to up  

SWT2(config-if)#exit  

SWT2(config)#  

SWT3>enable  

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed 

state to down  

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed 

state to up  

SWT3#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

SWT3(config)#interface fa  

SWT3(config)#interface fastEthernet 0/1  

SWT3(config-if)#switchport mode trunk  

SWT3(config-if)#exit  

SWT3(config)#end  

SWT3# 
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3. Agregar VLANs y asignar puertos. 

 

3.1. En STW1 agregue la VLAN 10. En STW2 agregue las VLANS Compras (10), 

Mercadeo (20), Planta (30) y Admon (99).  

 

STW1: 

SWT1>enable  

SWT1#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

SWT1(config)#vlan 10  

VTP VLAN configuration not allowed when device is in CLIENT mode.  

SWT1(config)# 

 

STW2: 

SWT2>enable  

SWT2#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

SWT2(config)#vlan 10  

SWT2(config-vlan)#name Compras  

SWT2(config-vlan)#vlan 20  

SWT2(config-vlan)#name Mercadeo  

SWT2(config-vlan)#vlan 30  

SWT2(config-vlan)#name Planta  

SWT2(config-vlan)#vlan 99  

SWT2(config-vlan)#name Admon  

SWT2(config-vlan)#exit  

SWT2(config)# 
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4. Verifique que las VLANs han sido agregadas correctamente.  

En SWT1: No se pude crear la vlan 10 ya que en el switch 1 tiene un vtp en modo 

cliente, lo que no permite crear la Vlan. 

SWT2: 
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5. Asocie los puertos a las VLAN y configure las direcciones IP de acuerdo con la 

siguiente tabla.  

 

Interfaz VLAN Direcciones 
IP de los PCs 

F0/10 VLAN 10 190.108.10.X 
/ 24 

F0/15 VLAN 20 190.108.20.X 
/24 

F0/20 VLAN 30 190.108.30.X 
/24 

X = número de cada PC particular 

 

SWT1: 

  

SWT1>enable  

SWT1#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

SWT1(config)#interface vlan 10  

SWT1(config-if)#  

%LINK-5-CHANGED: Interface Vlan10, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan10, changed state to up  

SWT1(config-if)#ip address 190.108.10.1 255.255.255.0  

SWT1(config-if)#exit  

SWT1(config)#interface vlan 20  

SWT1(config-if)#  

%LINK-5-CHANGED: Interface Vlan20, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan20, changed state to up 

SWT1(config-if)#ip address 190.108.20.1 255.255.255.0  

SWT1(config-if)#exit  

SWT1(config)#interface vlan 30  
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SWT1(config-if)#  

%LINK-5-CHANGED: Interface Vlan30, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan30, changed state to up  

SWT1(config-if)#ip address 190.108.30.1 255.255.255.0  

SWT1(config-if)#exit 

 

SWT2: 

SWT2>enable  

SWT2#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

SWT2(config)#interface vlan 10  

SWT2(config-if)#ip address 190.108.10.2 255.255.255.0  

SWT2(config-if)#exit  

SWT2(config)#interface vlan 20  

SWT2(config-if)#ip address 190.108.20.2 255.255.255.0  

SWT2(config-if)#exit  

SWT2(config)#interface vlan 30  

SWT2(config-if)#ip address 190.108.30.2 255.255.255.0 

SWT2(config-if)#exit 

 

SWT3: 

SWT3>enable  

SWT3#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

SWT3(config)#interface vlan 10  

SWT3(config-if)#  

%LINK-5-CHANGED: Interface Vlan10, changed state to up  
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan10, changed state to up  

SWT3(config-if)#ip address 190.108.10.3 255.255.255.0  

SWT3(config-if)#exit  

SWT3(config)#interface vlan 20  

SWT3(config-if)#  

%LINK-5-CHANGED: Interface Vlan20, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan20, changed state to up  

SWT3(config-if)#ip address 190.108.20.3 255.255.255.0  

SWT3(config-if)#exit  

SWT3(config)#interface vlan 30  

SWT3(config-if)#  

%LINK-5-CHANGED: Interface Vlan30, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan30, changed state to up  

SWT3(config-if)#ip address 190.108.30.3 255.255.255.0 

SWT3(config-if)#exit 

 
6. Configure el puerto F0/10 en modo de acceso para SWT1, SWT2 y SWT3 y asígnelo a la 

VLAN 10.  

 

SWT1: 

SWT1>enable  

SWT1#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

SWT1(config)#interface fa  

SWT1(config)#interface fastEthernet 0/10  

SWT1(config-if)#switchport mode access  

SWT1(config-if)#switchport access vlan 10  

SWT1(config-if)#exit  
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SWT1(config)#exit  

SWT1#  

%SYS-5-CONFIG_I: Configured from console by console 

 

SWT2:  

SWT2(config)#interface fa  

SWT2(config)#interface fastEthernet 0/10  

SWT2(config-if)#switchport mode access  

SWT2(config-if)#switchport access vlan 10  

SWT2(config-if)#exit  

SWT2(config)#  

SWT2# 

 

SWT3: 

SWT3>enable  

SWT3#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z..  

SWT3(config)#interface fa  

SWT3(config)#interface fastEthernet 0/10  

SWT3(config-if)#switchport mode access  

SWT3(config-if)#switchport access vlan 10  

SWT3(config-if)#exit  

SWT3(config)#exit  

SWT3#  

%SYS-5-CONFIG_I: Configured from console by console  

SWT3# 
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7. Repita el procedimiento para los puertos F0/15 y F0/20 en SWT1, SWT2 y 

SWT3. Asigne las VLANs y las direcciones IP de los PCs de acuerdo con la tabla 

de arriba.  

 

SWT1:  

SWT1>enable  

SWT1#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

SWT1(config)#interface fa  

SWT1(config)#interface fastEthernet 0/15  

SWT1(config-if)#switchport mode access  

SWT1(config-if)#switchport access vlan 20  

SWT1(config-if)#exit  

SWT1(config)#interface fa  

SWT1(config)#interface fastEthernet 0/20  

SWT1(config-if)#switchport mode access  

SWT1(config-if)#switchport access vlan 30  

SWT1(config-if)#exit  

SWT1(config)#exit  

SWT1#  

%SYS-5-CONFIG_I: Configured from console by console 

 

SWT2:  

SWT2>enable  

SWT2#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

SWT2(config)#interface fa  

SWT2(config)#interface fastEthernet 0/15  
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SWT2(config-if)#switchport mode access  

SWT2(config-if)#switchport access vlan 20  

SWT2(config-if)#no shut  

SWT2(config-if)#exit  

SWT2(config)#interface fa  

SWT2(config)#interface fastEthernet 0/20  

SWT2(config-if)#switchport mode access  

SWT2(config-if)#switchport access vlan 30 

SWT2(config-if)#end  

SWT2#  

%SYS-5-CONFIG_I: Configured from console by console  

 

SWT3:  

SWT3>enable  

SWT3#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

SWT3(config)#interface fa  

SWT3(config)#interface fastEthernet 0/15  

SWT3(config-if)#switchport mode access  

SWT3(config-if)#switchport access vlan 20  

SWT3(config-if)#exit  

SWT3(config)#interface fa  

SWT3(config)#interface fastEthernet 0/20  

SWT3(config-if)#switchport mode access  

SWT3(config-if)#switchport access vlan 30  

SWT3(config-if)#exit 

SWT3(config)#exit  
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SWT3#  

%SYS-5-CONFIG_I: Configured from console by console 

 

 

8. Configurar las direcciones IP en los Switches. 

 

En cada uno de los Switches asigne una dirección IP al SVI (Switch Virtual Interface) 

para VLAN 99 de acuerdo con la siguiente tabla de direccionamiento y active la 

interfaz.  

Equipo Interfaz Dirección IP Máscara 

SWT1 VLAN 99 190.108.99.1 255.255.255.0 

SWT2 VLAN 99 190.108.99.2 255.255.255.0 

SWT3 VLAN 99 190.108.99.3 255.255.255.0 

 

SWT1:  

SWT1>enable  

SWT1#config terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

SWT1(config)#interface vlan99  

SWT1(config-if)#  

%LINK-5-CHANGED: Interface Vlan99, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan99, changed state to up  

SWT1(config-if)#ip address 190.108.99.1 255.255.255.0  

SWT1(config-if)#exit  

SWT1(config)# 

 

SWT2:  

SWT2>enable  

SWT2#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

SWT2(config)#interface vlan 99  



 

51 
 

SWT2(config-if)#  

%LINK-5-CHANGED: Interface Vlan99, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan99, changed state to up  

SWT2(config-if)#ip address 190.108.99.2 255.255.255.0  

SWT2(config-if)#exit  

 

SWT3:  

SWT3>enable  

SWT3#configure terminal  

Enter configuration commands, one per line. End with CNTL/Z.  

SWT3(config)#interface vlan 99  

SWT3(config-if)#  

%LINK-5-CHANGED: Interface Vlan99, changed state to up  

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan99, changed state to up 

SWT3(config-if)#ip address 190.108.99.3 255.255.255.0  

SWT3(config-if)#exit  

SWT3(config)#end  

SWT3#  

%SYS-5-CONFIG_I: Configured from console by console  

SWT3# 

 

9. Verificar la conectividad Extremo a Extremo  

 

Ejecute un Ping desde cada PC a los demás. Explique por qué el ping tuvo o no tuvo 

éxito.  

El ping es exitoso entre equipos de la misma vlan, los ping de equipos que no hacen 

parte de la misma vlan fallan, además porque existe una ip en la vlan 99 y esta se 

encarga de comunicar los switches. 
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CONCLUSIONES 

 

El protocolo HSRP puede lograr evitar fallas en la red por medio de la redundancia 

y la verificación de estados.  

El protocolo GLBP complementa a los protocolos de redundancia a través del 

balanceo de carga en la red, esto implica la asignación de prioridades.  

Es posible sincronizar los relojes de los dispositivos de red mediante el protocolo 

NTP, cual requiere de un servidor central.  

Es posible administrar una red mediante protocolos que supervisen busque y 

resuelvan conflictos, por ejemplo, el protocolo SNMP permite el intercambio de 

información y la administración de dispositivos.  

La implementación de características de seguridad en switch permite mitigar las 

instrucciones a los dispositivos activos de la red.  
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