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RESUMEN

Dentro de la evolucion asociada a los ultimos tiempos, la influencia en el campo de
las telecomunicaciones para con la adquisicion de la era digital, ha sido de gran
importancia y de gran utilidad en todos los ambitos a los que el ser humano enfrenta
y se asocia en su diario vivir, bien sea para su modelamiento informatico,
comunicativo, laboral, etc., es por eso que el desarrollo del presente trabajo,
pretende ser una muestra de todos estos preceptos y alcances propuestos dentro
del desarrollo del diplomado CISCO.

Gracias a la gran oportunidad que nos ofrece nuestra universidad, podemos
apreciar y vivir con mucho animo y entusiasmo, las diversas etapas y fundamentos
educativos para con el diplomado dentro de la academia CISCO, emprendidos
dentro de las dos (2) fases relacionadas como Introduccién a las Redes y principios
basicos de Routing y Switching, y que dentro de la linea de formacion académica,
tanto a nivel tedrico como practico, nos ayudan a comprender la importancia de
evolucionar hacia la era de la revolucién digital, y asi ser directamente inmiscuidos
hacia eventos futuros en nuestro ambito profesional y laboral.
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ABSTRACT

Within the evolution associated with recent times, the influence in the field of
telecommunications for the acquisition of the digital age, has been of great
importance and of great utility in all areas to which the human being faces and
associates In his daily life, be it for his computer, communicative, labor modeling,
etc., that is why the development of this work, intends to be a sample of all these
precepts and scope proposed within the development of the CISCO diploma.

Thanks to the great opportunity offered by our university, we can appreciate and live
with much encouragement and enthusiasm, the various stages and educational
foundations for the diploma within the CISCO academy, undertaken within the two
(2) phases related to Introduction to Networks and basic principles of Routing and
Switching, and that within the line of academic training, both theoretical and practical,
help us understand the importance of evolving towards the era of the digital
revolution, and thus be directly involved in events future in our professional and work
environment.
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INTRODUCCION

En la realizacion de la presente evaluacibn denominada como “Prueba de
Habilidades practicas”, se proponen dos (2) escenarios como solucion a las diversas
pruebas y habilidades adquiridas a lo largo del curso de Diplomado de
profundizacion CCNA CISCO, en torno a todo lo que tiene que ver con el
modelamiento de fundamentos de Networking, modelo OSI y direccionamiento IP,
configuracion de sistemas de red soportados en VLANsS y enrutamiento en
soluciones de red.

Abarcando los temas indicados, previstos con anterioridad, bajo la sustentacién de
practicas de laboratorio (SmartLab) asociados en eventos virtuales y en entornos
de simulacién en la mayoria a la herramienta relacionada como Packet Tracer,
apoyadas en la creacion, disefio y configuracion de topologias adscritas a
dispositivos de comunicacion, con el fin de orientar hacia el buen sentido de
apropiacion de conocimientos practicos para asi poder influenciarlos dentro del
campo y entorno tanto personal como profesional, en lo que referencia al
modelamiento de redes de telecomunicaciones.
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DESCRIPCION DE ESCENARIOS PROPUESTOS PARA LA PRUEBA DE
HABILIDADES

ESCENARIO 1

e e, TI——
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Tabla de Direccionamiento

adminisEtIrador I ees bilieEElen [ Mé}sslj:t?rr:d ae predcgf\etrermﬁgdo
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
Fa0/0,100 192.168.20.1 255.255.255.0 N/D
R2 Fa0/0,200 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 N/D
Se0/0/1 10.0.0.9 255.255.255.252 N/D
£20/0 192.168.30.1 255.255.255.0 N/D
R3 2001:db8:130::9C0:80F:301 /64 N/D
Se0/0/0 10.0.0.6 255.255.255.252 N/D
Se0/0/1 10.0.0.10 255.255.255.252 N/D
SW2 VLAN 100 N/D N/D N/D
VLAN 200 N/D N/D N/D
sSw3 VLAN1 N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP
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Tabla de asignacién de VLAN y de puertos

Dispositivo VLAN Nombre Interfaz
Sw2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 Todas las interfaces

Tabla de enlaces troncales

Dispositivo local

Interfaz local

Dispositivo remoto

Sw2

Fa0/2-3

100

Situacion

En esta actividad, demostrara y reforzara su capacidad para implementar
NAT, servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la
configuracion de direcciones IP, las VLAN, los enlaces troncales y las
subinterfaces. Todas las pruebas de alcance deben realizarse a través de ping

Unicamente.

Descripcion de las actividades

Mind Wide Open”

+ SW2 VLAN y las asignaciones de puertos de VLAN deben cumplir con

la tabla 1.

Apoyados en la tabla de direccionamiento, asignacion de VLAN y puertos y de
enlaces troncales, procederemos a realizar la respectiva configuracién en el
dispositivo SW2, con las interfaces VLAN 100 y 200 y sus respectivos nombres,
dentro de las interfaces indicadas, asi:

Switch>enable
Switch#configure terminal

10
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Enter configuration commands, one per line.

Switch (config) #hostname SW2

SW2
SW2 (config) #vlan

SW2 (config-vlan) #name

100

SW2 (config-vlan) #exit

SW2 (config) #vlan

SW2 (config-vlan) #name

200

SW2 (config-vlan) #fexit

SW2 (config) #

LAPTOPS

DESTOPS

range fa0/2-3

SW2 (config-if-range) #switchport mode access
SW2 (config-if-range) #switchport access wvlan
SW2 (config-if-range) #exit
SW2 (config) #interface range fal0/4-5

SW2 (config-if-range) #switchport mode access
SW2 (config-if-range) #switchport access vlan
SW2 (config-if-range) #exit

SW2 (config) #

Luego, se efectla la respectiva configuracion para el enlace troncal en SW2:

SW2 (config) #interface fal0/1

(
(
(
(
(
(
(
SW2 (config) #interface
(
(
(
(
(
(
(

(
SW2 (config-if) #switchport mode trunk
SW2 (config-if) #exit
(

SW2 (config) #

+ Los puertos de red que no se utilizan se deben deshabilitar.

End with CNTL/Z.

100

200

Mind Wide Open”

Para esta situacion, se utiliza el comando shutdown, dentro del SW2, para los

puertos del 6 al 24 (restantes):

SW2 (config) #interface range fal0/6-24
SW2 (config-if-range) #shutdown
SW2 (config) #interface range fal0/6-24
SW2 (config-if-range) #shutdown

$LINK-5-CHANGED:
administratively
$LINK-5-CHANGED:
administratively
$LINK-5-CHANGED:
administratively
$LINK-5-CHANGED:
administratively
$LINK-5-CHANGED:
administratively

Interface
down
Interface
down
Interface
down
Interface
down
Interface
down

FastEthernet0/6,
FastEthernet0/7,
FastEthernet0/8,
FastEthernet0/9,

FastEthernet0/10,

11

changed state to
changed state to
changed state to
changed state to

changed state to
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$LINK-5-CHANGED:
administratively
$LINK-5-CHANGED:
administratively
$LINK-5-CHANGED:
administratively
$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively
$LINK-5-CHANGED:
administratively
$LINK-5-CHANGED:
administratively
$LINK-5-CHANGED:
administratively
$LINK-5-CHANGED:
administratively
$LINK-5-CHANGED:
administratively
$LINK-5-CHANGED:
administratively
$LINK-5-CHANGED:
administratively
$LINK-5-CHANGED:
administratively
$LINK-5-CHANGED:
administratively

Interface
down
Interface
down
Interface
down
Interface
down

Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down
Interface
down

SW2 (config-if-range) #exit

SW2 (config) #
SW2#

FastEthernet0/11,
FastEthernet0/12,
FastEthernet0/13,

FastEthernet0/14,

FastEthernet0/15,
FastEthernet0/16,
FastEthernet0/17,
FastEthernet0/18,
FastEthernet0/19,
FastEthernet0/20,
FastEthernet0/21,
FastEthernet0/22,
FastEthernet0/23,

FastEthernet0/24,

changed
changed
changed

changed

changed
changed
changed
changed
changed
changed
changed
changed
changed

changed

state to

state to

state to

state to

state to

state to

state to

state to

state to

state to

state to

state to

state to

state to

Mind Wide Open”

Por ultimo, para los procesos relacionados, se guarda la respectiva configuracion:

SW2#wr

Building configuration...

[OK]
SW2#

#+ Lainformacién de direccién IP R1, R2 y R3 debe cumplir con latabla 1.

Configuraciéon en R1

Interfaz s0/0/0

Rl (config) #interface s0/0/0

Rl (config-if) #ip address 200.123.211.2 255.255.255.0

12
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Rl (config-if) #no shutdown

$LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Rl (config-if) #exit

Interfaz sO/1/0

Rl (config) #interface s0/1/0
Rl (config-if)#ip address 10.0.0.1 255.255.255.252
Rl (config-if) #no shutdown

$LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Rl (config-if) #exit

Interfaz s0/1/1

Rl (config) #interface s0/1/1
Rl (config-if)#ip address 10.0.0.5 255.255.255.252
Rl (config-if) #no shutdown

$LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Rl (config-if) #exit

Guardamos la respectiva configuracion:

Rl#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R1#

Por altimo, validamos los cambios aplicables a la configuracion por medio del
comando show running-config:

Rl#show running-config
Building configuration...

Current configuration : 874 bytes

|

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

|

hostname R1

13
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|
|
|
|
|
|

no ip cef
no ipvé cef

panning-tree mode pvst

S
|
|
|
|
|
|

interface FastEthernet0/0

no ip address

duplex auto

speed auto

shutdown

i

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

i

interface Serial0/0/0

ip address 200.123.211.2 255.255.255.0
clock rate 2000000

]

interface Serial0/0/1

no ip address

clock rate 2000000

shutdown

i

interface Serial0/1/0

ip address 10.0.0.1 255.255.255.252
clock rate 2000000

]

interface Serial0O/1/1

ip address 10.0.0.5 255.255.255.252

14
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clock rate 2000000
|

interface Vlanl

no ip address
shutdown

|

ip classless

|

ip flow-export version 9
|

|

|

no cdp run
|

i
i
i
!
line con O

|

line aux 0
|

line vty 0 4
login

|

|

|

end

R1#

Configuracién en R2

NOTA: Para la asignacion de las subinterfaces Fa0/0,100 y Fa0/0,200
(direccionamiento), se hace necesario habilitar el modelamiento de encapsulacion
de trafico IEEE 802.1Q, por medio del comando encapsulation dotlq, asociados
de la siguiente forma:

Sublnterfaz Fa0/0,100

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname R2

R2 (config) #fexit

R2#

%SYS-5-CONFIG _I: Configured from console by console

R2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

15
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R2 (config) #interface £0/0.100

R2 (config-subif) #encapsulation d

% Incomplete command.

R2 (config-subif) #encapsulation dotlQ 100

R2 (config-subif) #ip address 192.168.20.1 255.255.255.0
R2 (config-subif) #

Sublnterfaz Fa0/0,200

R2 (config-subif) #interface £0/0.200
R2 (config-subif) #encapsulation dotlQ 200
R2 (config-subif) #192.168.21.1 255.255.255.0

Q

% Invalid input detected at '"' marker.

R2 (config-subif) #ip address 192.168.21.1 255.255.255.0
R2 (config-subif) #interface £0/0

R2 (config-if) #no shutdown

R2 (config-if) #
$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

$LINK-5-CHANGED: Interface FastEthernet0/0.100, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.100,
changed state to up

$LINK-5-CHANGED: Interface FastEthernet0/0.200, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.200,
changed state to up

R2#

$SYS-5-CONFIG I: Configured from console by console

Interfaz s0/0/0

R2#
%SYS-5-CONFIG I: Configured from console by console

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #interface s0/0/0

R2 (config-if) #ip address 10.0.0.2 255.255.255.252

R2 (config-if) #no shutdown

R2 (config-if) #
$LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

16
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R2 (config-if) #

Interfaz s0/0/1

R2>enable

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #interface s0/0/1

R2 (config-if) #ip address 10.0.0.9 255.255.255.252

R2 (config-if) #no shutdown

$LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
R2 (config-if) #exit

R2 (config) #fexit

R2#

%SYS-5-CONFIG I: Configured from console by console

R2#

Guardamos la respectiva configuracion:

R2#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R2#

Por ultimo, validamos los cambios aplicables a la configuracion por medio del
comando show running-config:

R2#show running-config
Building configuration...

Current configuration : 1008 bytes

|

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec

no service password-encryption
|

hostname R2

|
|
|
|
|
|

17
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no ip cef

no ipvé cef
|

|
|
|
|
|
|
|
|
|
|
|

panning-tree mode pvst

S
|
|
|
|
|
|

interface FastEthernet0/0

no ip address

duplex auto

speed auto

|

interface FastEthernet0/0.100
encapsulation dotlQ 100

ip address 192.168.20.1 255.255.255.0
!

interface FastEthernet0/0.200
encapsulation dotlQ 200

ip address 192.168.21.1 255.255.255.0
!

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/0/0

ip address 10.0.0.2 255.255.255.252
clock rate 2000000

!

interface Serial0/0/1

ip address 10.0.0.9 255.255.255.252
!

interface Serial0/1/0

no ip address

clock rate 2000000

shutdown

|

interface Serial0/1/1

no ip address

18
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clock rate 2000000
shutdown

i

interface Vlanl

no ip address
shutdown

i

ip classless

i

ip flow-export version 9
|

|
|
|
|
|
|

line con O

i

line aux O

i

line vty 0 4
login

i

i

i

end

R2#

Configuracién en R3 (Configuracion de direccionamiento en IPv4 e IPv6)

Interfaz Fa0/0 (En esta interfaz se habilita el protocolo de configuracion dinamica de
hosts para IPv6 y las advertencias o anuncios en el router indicado para IPv6 - ipv6
nd other-config-flag-):

R3>enable

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) #ipv6 unicast-routing

R3 (config) #interface £f0/0

R3(config-if)#ip address 192.168.30.1 255.255.255.0

R3 (config-if) #ipv6 address 2001:db8:130::9C0:80F:301/64

R3 (config-if) #ipv6 dhcp server vlan 1

R3(config-if) #ipv6 nd other-config-flag

R3 (config-if) #no shutdown

R3 (config-if) #
$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

19
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$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

Interfaz s0/0/0

R3>enable

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) #ipv6 unicast-routing

R3 (config) #interface £0/0

R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if) #ipv6 address 2001:db8:130::9C0:80F:301/64

R3 (config-if) #ipv6 dhcp server vlan 1

R3 (config-if) #ipv6 nd other-config-flag

R3 (config-if) #no shutdown

R3 (config-if) #
$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

Interfaz s0/0/1

R3 (config-if) #interface s0/0/1
R3 (config-if) #ip address 10.0.0.10 255.255.255.252
R3 (config-if) #no shutdown

R3 (config-if) #
$LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

R3 (config-if) #
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed
state to up

R3 (config-if) #

Guardamos la respectiva configuracion:

R3>enable

R3#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R3#

20
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Por ultimo, validamos los cambios aplicables a la configuracion por medio del
comando show running-config:

R3#show running-config
Building configuration...

Current configuration : 972 bytes

|

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

|

hostname R3
i
i
i
i
i
i

no ip cef
ipv6é unicast-routing
|

no ipvé cef

panning-tree mode pvst

S
|
|
|
|
|
|

interface FastEthernet0/0

ip address 192.168.30.1 255.255.255.0
duplex auto

speed auto

ipv6é address 2001:DB8:130::9C0:80F:301/64
ipv6é nd other-config-flag

ipvé dhcp server vlan 1

|

interface FastEthernet0/1

21
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no ip address

duplex auto

speed auto

shutdown

|

interface Serial0/0/0

ip address 10.0.0.6 255.255.255.252
|

interface Serial0/0/1
ip address 10.0.0.10 255.255.255.252
clock rate 2000000

i

interface Serial0/1/0
no ip address

clock rate 2000000
shutdown

i

interface Serial0/1/1
no ip address

clock rate 2000000
shutdown

i

interface Vlanl

no ip address
shutdown

i

ip classless
|

ip flow-export version 9
|
|
|

no cdp run
|

i
i
i
!
line con O

|

line aux O
|

line vty 0 4
login

|

!

!

end

R3#

22
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Adicional, se realiza la respectiva configuracion en ISP:

Interfaz s0/0/0

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname ISP

ISP (config) #interface s0/0/0

ISP (config-if) #ip address 200.123.211.1 255.255.255.0

ISP (config-if) #no shutdown

ISP (config-if) #
$LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

ISP (config-if) #
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed
state to up

ISP (config-if) #exit

ISP (config) #exit

ISP#

$SYS-5-CONFIG I: Configured from console by console

ISP#

Guardamos la respectiva configuracion:

ISP#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

ISP#

Por altimo, validamos los cambios aplicables a la configuracion por medio del
comando show running-config:

ISP#show running-config
Building configuration...

Current configuration : 851 bytes
|

version 12.4
no service timestamps log datetime msec

23
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no service timestamps debug datetime msec
no service password-encryption
|

hostname ISP
i
i
i
i
i
i

no ip cef
no ipvé cef

|
|
|
|
|
|
|
|
|
|
|
|

panning-tree mode pvst

S
|
|
|
|
|
|

interface FastEthernet0/0
no ip address

duplex auto

speed auto

shutdown

i

interface FastEthernet0/1
no ip address

duplex auto

speed auto

shutdown

i

interface Serial0/0/0

ip address 200.123.211.1 255.255.255.0
clock rate 2000000

|

interface Serial0/0/1

no ip address

clock rate 2000000
shutdown

|

interface Serial0/1/0

no ip address
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clock rate 2000000

shutdown
i

interface Serial0/1/1
no ip address
clock rate 2000000

shutdown

i

interface Vlanl
no ip address

shutdown
i

ip classless
|

ip flow-export version 9
|
|
|

no cdp run
|

|
|
|
|

line con O
i

line aux 0
|

line vty 0 4
login

|

|

|

end

ISP#

+ Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30y PC31
deben obtener informacion IPv4 del servidor DHCP.

Dentro del direccionamiento indicado, las configuraciones aplicarian tanto en
R2 (Laptop20, Laptop21, PC20, PC21), como en R3(Laptop30, Laptop31, PC30
y PC31) a través del comando IP DHCP Pool (Direccionamiento de hosts DHCP
mencionados anteriormente):
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R2 (Laptop20, Laptop21, PC20, PC21):

R2>enable

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #ip dhcp pool vlan 100

R2 (dhcp-config) #network 192.168.20.1 255.255.255.0
R2 (dhcp-config) #default-router 192.168.20.1

R2 (dhcp-config) #ip dhcp pool vlan 200

R2 (dhcp-config) #network 192.168.21.1 255.255.255.0
R2 (dhcp-config) #default-router 192.168.21.1

R2 (dhcp-config) #

R3 (Laptop30, Laptop31, PC30y PC31) — IPv4 e IPV6:

R3>enable

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) #ip dhcp pool vlan 1

R3 (dhcp-config) #network 192.168.30.1 255.255.255.0

R3 (dhcp-config) #default-router 192.168.30.1

R3 (dhcp-config) #fexit

R3 (config) #ip dhcp pool vlan 1

R3 (dhcp-config) #ipv6 dhcp pool vlan 1

R3 (config-dhcp) #dns-server 2001:db8:130::

R3 (config-dhcp) #exit

R3(

config) #

Luego, se valida la respectiva asignacion de direccionamiento DHCP IPv4, en
dichas estaciones, asi:
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PC 31:
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IP Configuration
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QO pHeP O Auto Config @ Static
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Imagen 8 - DHCPv4 en PC31
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+ R1 debe realizar una NAT con sobrecarga sobre una direccién IPv4

publica. AseglUrese de que todos

los

terminales pueden

comunicarse con Internet publica (haga ping a la direccion ISP) y

la lista de acceso estandar se llama INSIDE-DEVS.

Rl>enable
Rl#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

Rl (config) #ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128 netmask

255.255.255.0 (listade acceso estandar - Nombre)

Rl (config) #faccess-1list 1 permit 192.168.0.0 0.0.255.255 (Rango de

direccionamiento con méascara wildcard)

Rl (config) #faccess-1list 1 permit 10.0.0.0 0.0.0.255 (Rango de direccionamiento

con méascara wildcard)

Rl (config) #ip nat inside source list 1 interface s0/0/0 overload (NAT con

sobrecarga - Overload)
Rl (config) #interface s0/1/0

Rl (config-if) #ip nat inside (Interfaz de Entrada)

Rl (config-if) #interface s0/1/1

Rl (config-if) #ip nat inside (Interfaz de Entrada)

Rl (config-if) #interface s0/0/0

Rl (config-if) #ip nat outside (Interfaz de Salida)
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Rl (config-if)#

Rl (config-if) #exit

Rl (config) #exit

R1#

$SYS-5-CONFIG I: Configured from console by console

R1#

Validacion de conectividad a IP Publica (ISP):
Ping de R1 a ISP:

des practicas CCNA.pkt ¢
® - a
Physical Config CU

Logical [Root] e St bicioiton 10S Command Line Interface

5 Press RETURN to get started.
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R1gping 200.123.211.1
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PC21  Laptop2o  Laptop21 Laptop31  Laptop3o Sending §, 100-byte ICMP Echos to 200.123.211.1, timecut iz 2 seconds:
i

Success rate iz 100 peccent (8/8), round-trip min/avg/max = 1/2/6 ==

a1 —
Copy Pas
< S Rl B~ 4
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P - — = —_— 1 | Fire Last Status Source Destination Type Color Time(sec) Periodic Num
rrryrryrrrrgrYT™M e
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Imagen 9 — Ping de R1 a ISP
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Imagen 10 — Ping de R2 a ISP

Ping de R3 a ISP:
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PC2L Laptop2o  Leptop2l Laptop31  Laptop30 Sending 5, 100-byte ICMP Echos to 200.123.211.1, timeout is 2 seconds
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Imagen 11 — Ping de R3 a ISP
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Imagen 13 — Ping de Laptop21 a ISP
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Ping de PC20 a ISP:
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Imagen 14 — Ping de PC20 a ISP

Ping de PC21 a ISP:
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+ R1 debe tener una ruta estatica predeterminada al ISP que se
configurd yque incluye esa ruta en el dominio RIPv2.

Rl>enable

Rl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Rl (config) #router rip

Rl (config-router) #version 2 (RIP versidén 2)

Rl (config-router) #ip route 0.0.0.0 0.0.0.0 s0/0/0 (Interfaz accesible hacia
Internet dentro de la solicitud establecida)

Rl (config) #router rip

Rl (config-router) #network 10.0.0.4

Rl (config-router) #network 10.0.0.0

Rl (config-router) #default-information originate (Informacién para R1
determinada para establecer que puertos desconocidos pueden tener acceso alaweb)
Rl (config-router) #exit

Rl (config) #ip nat inside source static tcp 192.168.30.6 80 200.123.211.1
80

Rl (config) #fexit

R1#

%SYS-5-CONFIG I: Configured from console by console

R1#

Guardamos la respectiva configuracion:

Rl#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R1#

Verificamos la configuracién de translacion y ruta estatica predeterminada al ISP
mencionado, por medio de los comandos show ip nat translations y show ip nat
statistics:
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@ Cisco Packet Traces Student - C:\Users\HAROLD REGINO\Desktop)\Prueba de Habilid

® R - o

Logical [Root] New Cluster Move Object | Physical Config CUI

d;l J 10S Command Line Interface

Rig#show ip nat statistics
na: 0 (0 static, O dynamic, O extandad)
s: Serial0/0/0

Total tranal
Outside Inte:
Inside Inter:
Hits: 0 Mis 0
Zxpired translationa: O
- Dimamic mappings:
Rlgconfigure terminal

4 Enter configuration comsands, one per line. End with CNTL/Z

AN 1 (config) $xe 1)
R1 (config-rou ersion 2

1 (config-router) fexit
Rl(config)#ip nat inside source static tcp 192.168.30.6 80 200.123.211.1 80
R1(config) fexit
Rig
ASYS-5-CONFIC_I: Conmfigured from console by comsole

Serial0/1/0 , Serialo/1/1

Rigshow ip nat tranalations
Pro Inside glob Inside local Outside local Outside global
L3 top 200.123.211.2:80  192.168.30.6:80  —— -—

- Rigshow ip mat statistics
peat Serverd ||| 7oa1 transl 1 (1 stavic, 0 dynamic, 1 exvended)

PC21  aptop2o  Leptop21 Laptop31  Laptop30

SeLIEIU)

Serial0/1/0 , Serial0/1/1

Expired translations: 0
Dynamic mappings:

R1g
Copy P
<
Time: 03:19:55 | Power Cycle Devices Fast Forward Time 9|
= prp— > > Scanaric 0 P | Fire Last Status Source Destination Type Color Time(sec) Periodic Num
Semlld=> 57 B S S S S S 75 7S @ [semico V] @  Faled  Laptop. 1sP e | 0.000 N 0
184 1941 | Lsaoxy eao | 2813 e} 11 lGeneric! (Ganerkc New ‘ Delete L ] Failed PC21 s cme - 0.000 N 1
Failed PC20 s 1cMP 0.000 N 2
dAJeFe Toaole PO List Windaw | | ® L
Router-PT < >

Imagen 16 - Validacion de comandos show IP

#+ R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0.

R2>enable

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #ip dhcp excluded-address 10.0.0.2 10.0.0.9 (direcciones excluidas)
R2 (config) #ip dhcp pool INSIDE-DEVS

R2 (dhcp-config) #network 192.168.20.1 255.255.255.0

R2 (dhcp-config) #network 192.168.21.1 255.255.255.0

R2 (dhcp-config) #default-router 192.168.1.1

R2 (dhcp-config) #dns-server 0.0.0.0

R2 (dhcp-config) #fexit

R2 (config) #

R2#

AAAAAA
—_— o ~— ~—
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+ R2debe, ademas de enrutamiento a otras partes de lared, ruta entre las
VLAN 100 y 200.

Ruta VLAN 100 (Enrutamiento)

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #interface vlan 100

R2 (config-if) #ip address 192.168.20.1 255.255.255.0

% 192.168.20.0 overlaps with FastEthernet0/0.100

R2 (config-if) #exit

Ruta VLAN 200 (Enrutamiento)

R2 (config) #interface vlan 200
R2 (config-if) #ip address 192.168.21.1 255.255.255.0
% 192.168.21.0 overlaps with FastEthernet0/0.200

°

R2 (config-if) #exit
R2 (config) #

+ EIl Servidor0 es s6lo un servidor IPv6 y solo debe ser accesibles para
los dispositivos en R3 (ping).

Se establece la configuracion del ServidorO en autoconfig a través de la opcion ip
configuracion en la interfaz, en donde se indica que efectivamente la maquina o
Servidor0 solo cuenta con el direccionamiento IPV6:
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Imagen 17 — Direccionamiento IPv6 en Server0
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Para confirmar la accesibilidad para los dispositivos en R3, hacemos uso del
comando ping dentro de dicho entorno (Laptop30, Laptop31, PC30y PC31):
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Imagen 19 — Ping desde Laptop31

Ping desde PC30
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Ping desde PC31
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Imagen 21 — Ping desde PC31

+ La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de
Laptop31l, de PC30 y obligacion de configurados PC31
simultaneas (dual-stack). Las direcciones se deben configurar
mediante DHCP y DHCPV6.

Se valida la respectiva configuracion simultanea (Dual-Stack) tanto para
IPv4 como para IPv6 en las terminales mencionadas (Laptop30, Laptop 31,
PC30y PC31) — DHCP y DHCPV6:
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Imagen 22 — Configuracion Dual-Stack Laptop30

Configuracién Dual-Stack Laptop31
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Imagen 23 — Configuracion Dual-Stack Laptop31
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Configuracion Dual-Stack PC31
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+ La interfaz FastEthernet 0/0 del R3 también deben tener
direcciones IPv4 e IPv6 configuradas (dual- stack).

Se realiza la respectiva configuracion simultdnea (Dual-Stack) tanto para
IPv4 como para IPv6 en el dispositivo R3, para la interfaz FastEthernet 0/0:

R3>enable

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) #ipv6 unicast-routing

R3 (config) #interface £0/0

R3 (config-if) #ipv6 enable

R3 (config-if) #ip address 192.168.30.1 255.255.255.0 (IPv4)

R3 (config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64 (IPv6)
R3 (config-if) #no shutdown

R3 (config-if) #

+ R1, R2 y R3intercambian informacién de routing mediante RIP version
2.

Configuracién RIPv2 en R1
Dentro de la configuracion RIPv2, para R1, R2 y R3, validamos las interfaces

conectadas directamente para establecer el intercambio de informacién de routing,
a través del comando do show ip route connected:

R1=10.0.0.0y 10.0.0.4
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Imagen 26 — Resultados comando do show ip route connected

R1l>enable
Rl#configure terminal

Enter configuration commands,

Rl (config) #router rip

Rl (config-router) #version
Rl (config-router) #do show
C 10.0.0.0/30 is directly
C 10.0.0.4/30 is directly

one per line.

2

ip route connected
connected, Serial0/1/0
connected, Seriall0/1/1

C 200.123.211.0/24 is directly connected, Serial0/0/0

Rl (config-router) #network
Rl (config-router) #network
Rl (config-router) #exit

Rl (config) #exit

R1#

10.0.0.0
10.0.0.4

%SYS-5-CONFIG I: Configured from console by console

R14#

Guardamos la respectiva configuracion:

Rl#copy running-config startup-config

Destination filename
Building configuration...
[OK]

R1#

[startup-config]?
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Configuracién RIPv2 en R2
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Iméagen 27 — Configuracion RIPv2 en R2

R2>enable

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #router rip

R2 (config-router) #version 2

R2 (config-router) #do show ip route connected

C 10.0.0.0/30 is directly connected, Serial0/0/0

C 10.0.0.8/30 is directly connected, Serial0/0/1

C 192.168.20.0/24 is directly connected, FastEthernet0/0.100
C 192.168.21.0/24 is directly connected, FastEthernet0/0.200
R2 (config-router) #network 10.0.0.0

R2 (config-router) #network 10.0.0.8

R2 (config-router) #exit

R2 (config) #fexit

R2#

%SYS-5-CONFIG I: Configured from console by console

R2#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R2#
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Configuracién RIPv2 en R3

R3=10.0.0.0y 10.0.0.8

R3>enable

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) #exit

R3#

$SYS-5-CONFIG I: Configured from console by console

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) #router rip

R3 (config-router) #version 2

R3 (config-router) #network 10.0.0.0

R3 (config-router) #network 10.0.0.8

R3 (config-router) #exit

R3 (config) #exit

R3#

$SYS-5-CONFIG I: Configured from console by console

—~ o~~~

R3#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R3#

+ R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta
predeterminada desde R1.

Debido a que la ruta predeterminada en R1 se encuentra configurada previamente
(proceso realizado en el paso 6 de la presente actividad) y las rutas de cada uno
también a través del proceso de routing Protocolo RIPv2 — Protocolos activados -
(Proceso realizado en el item anterior), se procede a validar la configuracién para la
comunicacioén hacia ISP:

R1:

Rl>enable

Rl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #router rip

47



l'l'lll'l
CI1sco. Cisco Networking Academy’ Mind Wide Open’
|

Rl (config-router) #network 200.123.211.0
Rl (config-router) #

R2:

R2>enable

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #router rip

R2 (config-router) #network 200.123.211.0

R2 (config-router) #

R3:

R3>enable

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) #router rip

R3 (config-router) #network 200.123.211.0

R3 (config-router) #

+ Verifique la conectividad. Todos los terminales deben poder hacer
ping entre si y a la direccion IP del ISP. Los terminales bajo el R3
deberian poder hacer IPv6-ping entre ellos y el servidor.

Router R1
Ping de R1 a ISP:
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Ping de R1 a R3:
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ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman
parte de la topologia de red.

VLAN Direccionamiento Nombre

I nte rnet | 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
209.165.200.230 200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

S0/0

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

F0/0 Buenos Aires

— 192.168.99.3

192.168.99.2
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1. Configurar el direccionamiento IP acorde con la topologia de red para
cada uno de los dispositivos que forman parte del escenario.

TOPOLOGIA
NOTA: Se incluye el dispositivo final (Servidor Web), ya que el simulador Packet

Tracer, ya que el elemento relacionado como R2 no soporta las condiciones de
dicho dispositivo como tal (Look Back):

jm=

Internet\

Web Server

7
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Tabla de Direccionamiento

Red 4
Enlace e e Direccién IP Mascara de Rango de hosts Gateway
subred
Internet PC Fa0/0 209.165.200.224/29 | 209.165.200.230 255.255.255.248 209.165.200.225 | 209.165.200.225
209.165.200.230
VLAN 30, 192.168.99.2 255.255.255.0
S1 VLAN 30, 40, 200 40,200
VLAN 30, 192.168.99.3 255.255.255.0
S3 VLAN 30, 40, 200 40,200
S0/1/0 172.31.21.0/30 255.255.255.252 172.31.21.1 -
172.31.21.2
R1-R2
R2 - R3 S0/1/0 172.31.23.0/30 255.255.255.252 172.31.23.1 —
172.31.23.2
Web Server — LoO LoO 10.10.10.10/32 255.255.255.255 10.10.10.1 -
10.10.10.10
Lo4 Lo4 192.168.4.0/24 255.255.255.000 192.168.4.1 |
192.168.4.254
Lo5 Lo5 192.168.5.0/24 255.255.255.000 192.168.5.1 -
192.168.5.254
Lo6 Lo6 192.168.6.0/24 255.255.255.000 192.168.6.1 -
192.168.6.254
S1-S3 FO/3 192.168.99.0/24 255.255.255.000 192.168.99.1 -
192.168.99.254
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Configuracién establecida en la topologia para los dispositivos relacionados
Internet PC:
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PC-C - DHCP
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Configuracién béasica en R1:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname R1

Rl (config) #enable secret class

Rl (config)#line con 0

Rl (config-line) #pass cisco

Rl (config-line) #login

Rl (config-line)#line vty 0 4

Rl (config-line) #pass cisco

Rl (config-line) #login

Rl (config-line) #exit

Rl (config) #exit

R1#

$SYS-5-CONFIG I: Configured from console by console
Rl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #no ip domain-lookup

Rl (config) #service password-encryption

)
Rl (config) #banner motd $Unauthorized Access is Prohibited! $
)

Rl (config) #fexit
R1#
$SYS-5-CONFIG I: Configured from console by console

R1#

Direccionamiento en R1

Rl>enable

Password:

Rl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #interface s0/1/0

Rl (config-if)#ip address 172.31.21.1 255.255.255.252

Rl (config-if) #no shutdown

$LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Rl (config-if) #exit

Rl (config) #fexit

R1#

%SYS-5-CONFIG I: Configured from console by console

R1#
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Configuracién basica en R2:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname R2

R2 (config) #enable secret class

R2 (config) #line con 0

R2 (config-1line) #pass cisco

R2 (config-line) #login

R2 (config-line) #line vty 0 4

R2 (config-line) #pass cisco

R2 (config-line) #login

R2 (config-line) ffexit

R2 (config) #exit

R2#

$SYS-5-CONFIG I: Configured from console by console

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #no ip domain-lookup

R2 (config) #service password-encryption

R2 (config) #banner motd $Unauthorized Access is Prohibited! $
R2 (config) #fexit

R2#

$SYS-5-CONFIG I: Configured from console by console

R2#

Direccionamiento en R2

R2>enable

Password:

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #interface serial s/1/0

% Invalid input detected at '"' marker.
R2 (config) #interface serial s0/1/0

% Invalid input detected at '~' marker.

R2 (config) #interface serial s0/1/0

% Invalid input detected at '"' marker.

R2 (config) #interface s0/1/0

R2 (config-if) #ip address 172.31.23.1 255.255.255.252
R2 (config-if) #no shutdown

$LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
R2 (config-if) #exit

82



l'I'l'I'l
CIsco. Cisco Networking Academy’ Mind Wide Oper"
|

R2 (config) #exit
R2#
$SYS-5-CONFIG _I: Configured from console by console

R2#

Configuracién béasica en R3:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname R3

R3 (config) #enable secret class

R3(config)#line con 0

R3 (config-1line) #pass cisco

R3 (config-line) #login

R3(config-line)#line vty 0 4

R3 (config-line) #pass cisco

R3 (config-line) #login

R3 (config-line) #exit

R3 (config) #exit

R3#

$SYS-5-CONFIG I: Configured from console by console

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config) #no ip domain-lookup

R3 (config) #service password-encryption

R3 (config) #banner motd S$Unauthorized Access is Prohibited! $
R3 (config) #exit

R3#

%SYS-5-CONFIG I: Configured from console by console

R3#

Direccionamiento IP en Lo4:

R3>enable

Password:

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) #interface Lo4

R3 (config-if) #
$LINK-5-CHANGED: Interface Loopback4, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state
to up
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R3(config-if) #ip address 192.168.4.1 255.255.255.0
R3 (config-if) #no shutdown

R3 (config-if) #exit

R3 (config) #exit

R3#

$SYS-5-CONFIG I: Configured from console by console

R3#

Direccionamiento IP en Lo5:

R3>enable

Password:

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) #interface Lo5

R3 (config-if) #
$LINK-5-CHANGED: Interface Loopbackb5, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state
to up

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3 (config-if) #no shutdown
R3 (config-if) #exit

Direccionamiento IP en L06:

R3 (config) #interface Lo6

R3 (config-if)#
$LINK-5-CHANGED: Interface Loopback6, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state
to up

R3(config-if)#ip address 192.168.6.1 255.255.255.0
R3 (config-if) #no shutdown

R3 (config-if) #exit

R3 (config) #exit

R3#

$SYS-5-CONFIG I: Configured from console by console

R3#
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2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes

criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2 5.55.5
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Verificar informaciéon de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo

de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing

Networks, and passive interfaces configuradas en cada router.

Router ID R1

Rl>enable

Password:

Rl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #router ospfl

% Invalid input detected at '"' marker.

Rl (config) #router ospf 1

Rl (config-router) frouter-id 1.1.1.1

Rl (config-router) #exit

Rl (config) #router ospf 1

Rl (config-router) #network 172.31.21.0 0.0.0.3 area O
Rl (config-router) #passive-interface f0/0

Rl (config-router) #exit

Rl (config) #interface s0/1/0

Rl (config-if) #bandwidth 256

Rl (config-if)#ip ospf cost 9500

Rl (config-if) #exit

Rl (config) #exit

R1#

$SYS-5-CONFIG _I: Configured from console by console
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R1#

Luego, se valida la respectiva configuracion establecida por medio de los

siguientes comandos:

show ip route

- s i dcticas CC es practicas CCNA.pk
e E & R) - Bogots = o
gl = A2 - Physical Config CLI
Logical fRoct] 10S Command Line Interface
AN |
Internet’

Web Server Unauthorized Access is Prohibited!

User Access Verification
Password
{Rienable

Password:
Rigshow ip route

Ri- *9\1& R3 - Buenos Aires
D - EIGRP, EX - EIGRP external,

E1 - OSPF external type 1, 52 - OSPF external type 2,
i = IS-1S, L1 - IS-IS level-1, L2 - IS-IS level-2,

P - periodic downloaded static route

Gateway of last resort is not set

Codes: C - connected, § - static, I - IGRP, R - RIP, ¥ - mobile,
© - OSPF, IA - OSPF inter
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E - EGP
ia - IS-1S inter area
+ - candidate default, U - per-user static route, o — ODR

B - BGP
area
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show ip ospf
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Minimmm LSA interval § secs. Minimum LSA arrival 1 secs b 4
Nusber of external LSA 0. Checksum Sum 0x000000
Weli Secver. Number of opaque AS LSA 0. Checksum Sum 0x000000
Nusbar of DCbitless external and opague AS 1SA 0
Number of DoNotAge external and opaque AS LSA O
et Nusber of areas in this router is 1. 1 normal O stub O nasa i
’ External flood list length O
Area BACKBONE (0) (Tnactive)
1 - gpoots %3 - Buenos Aires S i Ly SN ‘
Area has no suthentication %
SPF algorithm executed O times -
Ares ranges are
Wumber of LSA 0. Checksum Sum 0x000000 L]
Nusber of opaque 1ink LSA 0. Checksum Sum 0x000000
Number of DCbitless LSA O -
Nusber of indication LSA 0 &
Number of DoNotAge LSA 0
Flood 1ist lengeh 0
A R1s
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<
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show ip ospf interface serial 0/1/0

New Cluster

# g1 - Bogots - o
Move o Physical | Config  CUI

Web Server

Ri- : R3 - Buenos Aires

<

10S Command Line Interface

v TavTTewOT

Rigshow ip ospe
Routing Process "ospf 1® with ID 1.1.1.1
Supports only single TOS(TOSO) routes
Supports opaque LSA
SPT schedule delay 5 secs, Hold time between two SPTa 10 secs
Minimum LSA interval § secs. Minimum LSA arrival 1 secs
Nusber of external LSA 0. Checksum Sum 0x000000
Number of opaque AS LSA 0. Checksum Sum 0x000000
Nuzber of DCbitless external and opaque AS 1SA 0
Number of DoNotAge external and opaque AS LSA 0
Nusber of areas in this router ie 1. 1 normal O stub O nasa
External flood list length 0
Area BACKBONE (0) (Inactive)
Nuzber of interfaces in this area is 0
Area has no authentication
SPF algorithm executed 0 times
Area ranges are
Number of LSA 0. Checksum Sum 0x000000
Nusber of cpaque 1ink LSA 0. Checksum Sum 0x000000
Nuzber of DCbitless LSR 0
Wumber of indication LSA 0
Nusber of DoNotAge LSA O
Flood 1ist lengeh O

£y

Rlgshow ip ospf inverface 30/1/0
SOSPF: OSPF not enabled on Seriald/1/0
g

Time: 03:16:33 I Power Cycle Devices Fast Forward Time

el 2l s G N MG G G G
Eletgh -ttt ot gl o il

dAfJeFe

Source Destination Type Color Time(sec) Periodic Num

® [scenaion ] [fire tastStus
New | Delete

Toggle PDU List Window

Imagen 87 — show ip ospf interface serial 0/1/0

show ip protocols

W,
0,

+
0

New Cluster

& R1 - Bogots - o
Move obid Physical | Config — CLI

Web Server

10S Command Line Interface

SPF algorithm executed 0 times
Azea ranges are

Nuzber of LEA 0. Checksum Sum 0x000000

Fusber of opaque 1ink LSA O. Checksum Sum Ox000000
Nuzber of DCbitlesz LSA 0

Wusber of indication LSA 0

Nusber of DolotAge LSA 0

Tlood 1ist lengeh O

R

Ri#show ip ospf interface 30/1/0
30SPE: OSPE not snabled on Sexiaid/i/Q
Rigshow ip protocols

Routing Protocol is “ospf 1
Outgoing update filter 1ist for all interfaces is not met
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: &
Routing for Networks:
172.31.21.0 0.0.0.3 azea 0
Passive Interface(s):

FastEthernet0/0
Routing Information Sources:
Gatevay Distance Last Update
Distance: (default is 110)
PC-A pC-C |52l
Copy || Paste
<
Time: 03:17:34 | Power Cycle Devices Fast Forward Time Realtime )
n - m‘; ( - = o @ [scenario 0 +| |Fire Last Status Source Destination Type Color Time(sec) Periodic Num
- S S 5 S 55 et -
1ar | Laea w01 ) a1 | lgemerc) lganenc! vew || Deiets
AfjeFe Toggle PDU List Window

Imagen 88 — show ip protocols serial 0/1/0
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Router ID R2

R2>enable

Password:

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #router ospf 1

R2 (config-router) #router-id 5.5.5.5

R2 (config-router) #network 172.31.23.0 0.0.0.3 area O
R2 (config-router) ffpassive-interface f0/0

R2 (config-router) #fexit

R2 (config) #interface s0/1/0

R2 (config-if) #bandwidth 256

R2 (config-if) #ip ospf cost 9500

R2 (config-if) #exit

R2 (config) #exit

R2#

$SYS-5-CONFIG I: Configured from console by console

R2#

Luego, se valida la respectiva configuracion establecida por medio de los
siguientes comandos:

show ip route

) 10S Command Line Interface

© = @ R2 - Miami = o X
Logical [Root] New Clus{ Physical Config CU =

Web Server

User Access Verification

Unauthorized Access is Prohibited! R

R3 - Buenos Aires o
R2ensble

Passuord. | N
R2gshow ip route T
Codes: C - comnmected, § - static, I - IGRP, R - RIP, M - mobile, B - BGP 5=
D - RIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area -
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA extvernal type 2
E1 - OSPT external type 1, 52 — OSPF external type 2, ¥ - 5GP &g
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user sTatic route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

R2¢ v

=
< > )
Time: 03:19:13 | Power Cycle Devices Fast Forward Time Realtime

4 pr— e = P — ] |Fire  Last Status Source Destination Type Color Time(sec) Periodic Num
SoED GSHEEHEHEHmms | O '
184 1941 | saooy 6oy | 3m 01 311 Generic| Generic! New ‘ Delete

dAfjeFe — Toggle POU List Window | | .

Imagen 89 — comando show ip route en R2
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show ip ospf

= l= + = & R2 - Miami - o X

Logical [Root] NewClus{ Physical Config CU

) 10S Command Line Interface 2

T Lo
P - periodic downloaded static route

Internet Gateway of last resort is not set

A Y R2¢show 1p
L Routing Proce "ospf 1" with ID 5.5.5.5
g Supporta only single TOS(T0S0) routes
y_ M'*' Supports cpague LSA

Web Server SPF schedule delay § secs, Hold time between two SPFs 10 secs

Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of external LSA 0. Checksum Sum 0x000000
Number of opaque AS LSA 0. Checksum Sum 0x000000

Nuzber of DCbitless external and cpaque AS LSA 0

Nusber of DoNotAge external and opaque AS LSA 0

R3 - Buenos Aires Number of areas in this router is 1. 1 normal 0 stub 0 nsza

Zxternal ficod 1ist length O
Area BACKBONE(0) (Inactive)

Nusber of interfaces in thim azea is 0
Area has no suthentication
SPF algorithm executed 0 timas
Area ranges are
Nusber of LSA 0. Checksum Sum 0x000000
Nuzber of opaque link LEA 0. Checksum Sum 0x000000
Nusber of DCbitless LSA O
Nusber of indication LEA O
Nusber of DolotAge LSA 0
Flood list length O

R1-

PC-A pcC
[EEE] v
Copy | Paste

< >

Time: 03:20:21 | Power Cycle Devices Fast Forward Time Realtime

p = _— - Fire Last Status Source Destination Color Time(sec) Periodi Num

L g 1 s B G- | @ [scenaioo | [™ u i Type v Time(sec) e Nu
W, - el Wi Wt ey New | Delete

g'@,ﬁ' Toggle POU List Window .
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Imagen 90 — comando show ip ospf en R2

show ip ospf interface serial 0/1/0

@ R2 - Miami - [u} X
Physical Config CLI

10S Command Line Interface

-
Gatewsy of last resort is mot set ‘ [

R2#show ip ospf
Routing Process “ospf 1 with ID 5.6.5.5
Supports only single TOS(TOSO) routes
\ Supports opaque LSA
SPF schedule delay § secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Nusber of external LSA 0. Checksum Sum 0x000000
;44 iR Nusber of opaque AS LSA 0. Checksum Sum 0x000000
Wab Sacver Nusber of DCbitless external and opaque AS LSA 0
Musber of DoNotAge external and opaqua AS LSA O
Nusber of aress in this router is 1. 1 normal 0 stub 0 nssa 4
External flood list length O
Area BACKBONE(0) (Inactive) g
Mumber of interfaces in this area is 0
Area has no suthentication
SPF algorithm executed 0 times
Ares ranges are
lumber of LSA 0. Checksum Sum 0x000000
Number of opaque link LSA 0. Checksum Sum 0x000000
Number of itless LSA O
Number of indication LSA 0
Number of DoNotAge LSA O
Flood list length 0

Ri- ; R3 - Buenos Aires

-

R2¢show ip ospf interface 30/1/0
$0SPF: OSPF not enabled on Serial0/1/0

R2% 4
PC-A pC-C =
| Copy Paste
< S — i =
Time: 03:21:36 | Power Cycle Devices Fast Forward Time Realtime

Cd 1 b ) ﬁ :ﬁ @‘ > ﬁ ‘a h! @ [Scenario 0 J]|Fire  LastStatus  Source Destinaton  Type Color Time(sec) Periodic Num
w0y L2813 | (201 | 2913 | lgeseric! iGanerc!

1841 1941 Lsaoy (262 New ‘ Delete

Toggle POU List Window

Imagen 91 — comando show ip ospf interface serial 0/10
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show ip protocols

de habilidades practicas CCNApkt
@ R2 - Miami - o ¢
Physical Config CUI

10S Command Line Interface

Area has no suthentication

SPF algorithm executed O times

Ares ranges are

Muzmber of LSA 0. Checksum Sum 0x000000

Number of opaque link LSA 0. Checksum Sum 0x000000
Number of DCbitless LSA O

Number of indication LSA 0

Humber of DoNotAge LSA O

Flood list length 0

T

7
AF e Web Server

R2#show ip ospf interface s0/1/0
$0SRT- OSEE. nor. enahled. on. Serialnilin
| R2¢show ip protocols

Routing Protocol is “ospf 1"

Outgoing update filter list for all interfaces is mot set
R3 - Buenos Aires Incoming update filter list for all interfaces is not set
Router ID 5.5.5.5

R1-

Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4

Routing for Networks

3.0 0.0.0.3 azrea 0

-

FastEthernat0/0
Routing Information Sources

Catavay Sistance Last Update
Distance: (defsult is 110)
R2¢8 v
PC-A PC-C L I
| Copy Paste

< S — i = 4
Time: 03:22:30 | Power Cycle Devices Fast Forward Time Realtime
Last Status Source Destination Type Color Time(sec) Periodic Num

noum: SEEEmEEmmEm o= "
aeu) G Qe Qurey L) Com) Umy) uet G New || Delete
dAfjeTFe 2| [Toasle POU st Window| |

Imagen 92 — comando show ip protocols en R2

Router ID R3

R3>enable

Password:

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) #router ospf 1

R3 (config-router) #router-id 8.8.8.8

R3 (config-router) #network 172.31.23.0 0.0.0.3 area 0
R3 (config-router) #passive-interface f0/0

R3 (config-router) #fexit

R3 (config) #interface s0/1/1

R3 (config-if) #bandwidth 256

R3(config-if)#ip osfp cost 9500

% Invalid input detected at '"' marker.

R3 (config-if) #ip ospf cost 9500

R3 (config-if) #exit

R3 (config) #exit

R3#

$SYS-5-CONFIG I: Configured from console by console

R3#
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Luego, se valida la respectiva configuracion establecida por medio de los

siguientes comandos:
show ip route

A\E: 0 2 - Prueba de habilidades pra

@ R3 - Buenos Aires - o

Physical Config CUI

10S Command Line Interface

Internet!

Web Server

K
3

O R3 - Buenos Aires

R3 (config-router) $network 172.31.23.0 0.0.0.3 area 0
R3 (config-router) $passive-interface £0/0

R3 (config-router) fexit

R3 (config) $interface 50/1/1

R3 (config-1f) $handwidth 256

R3 (config-if) $ip osfp cost 9500

% Invalid input detected st marker
R3(config=if) $ip ospf cost 9500

R3 (config-12) faxit

R3 (config) dexit

R3¢

$5YS-5-CONFIG_I: Configured from console by conscle

R3gshow ip route
Codes: C - connected, § - atatic, I - IGRP, R - RID, M - mobila, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF externsal type 1, E2 - OSPT external type 2, E - EGP

1 - 15-15, 11 - 15-15 level-1, 12 - 1S-I5 level-2, ia - 1S-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - pericdic downloaded static route

Gateway of last resort is mot set
192.168.4.0/24 is directly connected, Loopbackd

c
C  192.168.5.0/24 is directly connected, Loopbacks
C  192.168.6.0/24 ia diractly comnected, Loopbacké

PC-A pC-C
Copy Paste
3 A >

Time: 03:07:54 | Power Cycle Devices Fast Forward Time Realtime

o = o S fire  LastStatus  Source Destinaon  Type Color Time(sec) Periodic Num
T I T =
ssar | 1o lasao Gernoy [ 3s13 | 301 | 911 | lGeeeric! fGaneric! New | Delete
Toggle POU List Window

Imagen 93 — comando show ip route en R3

show ip ospf

e o . sosaos He @ R3 - Buenos Aires - o x
== O c
— Physical Config CLI
Logical [Root] . Viewport
10S Command Line Interface
~
€ 192.168.4.0/24 ia directly connected, Loopbacks
c 192.168.5.0/24 is directly connected, Loopback$
£ A32,368.6,0/28 48 dizectly connscied, Looobacks
R3gshow ip ospf
Routing Process =ospf 17 with ID 8.8.3.8
Supports only single TOS(TOS0) routes
Supports cpaque LSA
Web S SPF schedule delay § secs, Hold time between two SPFs 10 secs
i e Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs
Number of externmal LSA 0. Checksum Sum 0x000000
\ Number of opaque AS LSA 0. Checksum Sum 0x000000
- Number of DCbitless external and cpaque AS LSA O
4 Nusber of DoNotAge external and opaque AS LSA 0
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
R1- R3 - Buenos Aires Externsl flood list length O
Area BACKBONE(0) (Inactive)
Number of interfaces in this area is 0
Area has no authentication
SPF algorithm executed 0 times
Area ranges are
Number of LSA 0. Checksum Sum 0x000000
Number of opaque link LSA 0. Checksum Sum 0x000000
Nusber of DCbitless LSA O
Number of indication LSA 0
Number of DoNotAge LSA 0
Flood list length 0
PC-A PC-C
Copy Paste
< 3 >
Time: 03:09:32 I Power Cycle Devices Fast Forward Time Realtime
P o I 1 | Fire Last Status Source Destination Type Color Time(sec) Periodic Num
S N> | G @ [scenario 0 v
For e (canar] New | Delete
dAjeFe Toggle POU List Window
>

Imagen 94 — comando show ip ospf en R3
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show ip ospf interface serial 0/1/1

A\Esces

& R3 - Buenos Aires
Physical Config CUI

10S Command Line Interface

J Area has no suthentication

SPF algorithm executed 0 times

Area ranges are

Yumber of LSA 0. Checksum Sum 0x000000

Number of opaque link LSA 0. Checksum Sum 0x000000
Number of DCbitless LSA O

Number of indication LSA 0

Number of DoNothge LSA O

Flood list length 0

Internet!

Web Server R3tshow ip ospf interface 0/1/1
AOSPF: OSPF not enabled on Serialo/1/i

\ Ri¥show ip protocols

g Routing Protocol is "ospf 1"
Outgoing update filtar list for all interfaces is not set

Incoming update filter list for all interfaces is not set

Router ID 8.8.8.8

Nusber of areas in this router is 1

Maximum path: ¢

Routing for NWetworks
172.31.23.0 0.0.0.3 area 0

Passive Interface(s)
fastEthernaet0/0

Routing Information Sources
Gateway Distance

Distance: (default is 110)

Ri- R3 - Buenos Aires

1 normal 0 stub 0 nssa

Last Update

R3$

PC-A

< E

Time: 03:12:03 I Power Cycle Devices Fast Forward Time

Realtime

Last Status

@ [scenario 0 ] |Fire
| Delete

Toggle POU List Window

el e e e Mo e e e Nl
) o) (oo sy () o) (o) Qe e
dfeFe

Source Destination Type Color Time(sec) Periodic Num

Imagen 95 — comando show ip ospf interface serial 0/1/1

show ip protocols

@ R3 - Buenos Aires

i,

Physical Config CUI

10S Command Line Interface

Area has no suthentication
SPF algorithm axecuted 0 times

Area ranges are

Number of LSA 0. Checksum Sum 0x000000

Checksum Sum 0x000000

Internet

Number of opaque link LSA 0
Number of DCbitlesa LSA O
Number of indication LSA 0
Number of DoMothge LSA O
Flood list length 0

R3tshow ip ospf interface 0/1/1
A0SPY: OSPF not enabled on Serial0/1/1
R3gshow ip protocols

Web Server

<

] Routing Protocol is "ospf 1"
Outgoing update filter 1ist for all interfaces is not set

Incoming update filter list for sll interfaces is not set

Router ID £.8.8.8

Nusber of areas in this router is 1

Maximum path: 4

Routing for Networks
172.31.23.0 0.0.0.3 area 0

Passive Interface(s)
fastEtharnet0/0

Routing Information Sources
Gateway Distance

Distance: (defsult is 110)

e 4 R3 - Buenos Aires

1 normal 0 stub 0 nssa

Last Update

R3¢

< T ——————————————

Time: 03:11:29 | Power Cycle Devices Fast Forward Time

Last Status.

@ [scenario 0 fus

| Delete

L d 1 b=

soEesppeeeEe

Toggle POU List Window

dfeFe

Source Destination Type Color Time(sec) Periodic

Imagen 96 — show ip protocols
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3. Configurar VLANs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches
acorde a latopologia de red establecida.

Parametros y configuracion en S1:

Sl>enable
Password:
Sl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
S1 (config) #vlan 30
1 (config-vlan) #name Administracion
1 (config-vlan) fexit
1 (config) #interface f0/1
1 (config-if) #switchport mode access
1 (config-if) #switchport access vlan 30
1 (config-if) #exit
1 (config) #interface vlan 30
1(config-if) #
$LINK-5-CHANGED: Interface V1an30, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Vl1an30, changed state to
up

S1
S1
S1
Sl
Sl
Sl
S1
S1

config-if) #exit

config) #vlan 40

config-vlan) #name Mercadeo
config-vlan) #vlan 200
config-vlan) #name Mantenimiento
config-vlan) fexit

config) #interface f0/3
config-if) #switchport mode trunk

o~ o~

Sl (config-if)#
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to down

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to up

S1 (config-if) #switchport mode trunk native vlan 1

A

AT

marker.

% Invalid input detected at '
Sl (config-if)#switchport trunk native vlan 1
Sl (config-if)#interface range falO/1-2, fa0/4-24, g0/1-2
Sl (config-if-range) #switchport mode access

l(conflg if-range) fexit

1 (config)#interface vlan 30

1(c

onfig-if) #exit
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Sl (config)#interface vlan 200
Sl (config-if)#
$LINK-5-CHANGED: Interface V1an200, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface V1an200,
up

S1 (config-if)#ip address 192.168.99.2 255.255.255.0
S1 (config-if) #no shutdown
S1(config-if) #fexit

S1 (config) #ip default-gateway 192.168.99.1

S1 (config) #

Pardmetros y configuracion en S3:

User Access Verification
Password:

S3>enable
Password:
Password:
S3#configure twerminal

A

Q

% Invalid input detected at '"' marker.
S3#configure terminal

changed state to

Enter configuration commands, one per line. End with CNTL/Z.

S3 (config) #vlan 30

S3 (config-vlan) #name Administracion
S3 (config-vlan)#vlan 40

S3 (config-vlan) #name Mercadeo

S3 (config-vlan) #vlan 200

S3 (config-vlan) #name Mantenimiento
S3 (config-vlan) ffexit

S3(config) #

—~ o~~~

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(0/3, changed

state to down

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(0/3, changed

state to up

config)#interface £0/3

config-if) #switchport mode trunk
config-if) #switchport trunk native vlan 1
config-if) #switchport mode access
config-if) #switchport access vlan 40

config) #interface range fa0/1-2, fa0/4-24, g0/1-2
config-if-range) #switchport mode access

config-if-range) #interface range faO/2, fa0/4-24, g0/1-2

S3(
S3(
S3(
S3(
S3(
S3 (config-if) #exit
S3(
S3(
S3(
S3(
S3(

)
config-if-range) #switchport mode access
config-if-range) #exit
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S3 (config) #interface vlan 200
S3(config-if) #
$LINK-5-CHANGED: Interface V1an200, changed state to up

S3
S3
S3
S3

config-if)#ip address 192.168.99.3 255.255.255.0
config-if) #no shutdown

config-if) #fexit

config) #ip default-gateway 192.168.99.1

— e~~~

S3 (config) #

Encapsulamiento en R1

Rl>enable

Password:

Rl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Rl (config) #interface £0/0.30

Rl (config-subif) #

$LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30,
changed state to up

Rl (config-subif) #encapsulation dotlQ 30

Rl (config-subif) #ip address 192.168.30.1 255.255.255.0
Rl (config-subif) #encapsulation dotlQ 40

Rl (config-subif) #ip address 192.168.40.1 255.255.255.0
Rl (config-subif) #encapsulation dotlQ 200

Rl (config-subif) #ip address 192.168.200.1 255.255.255.0
Rl (config-subif) #exit

Rl (config)#

R1#

%SYS-5-CONFIG I: Configured from console by console

R1#

4. En el Switch 3 deshabilitar DNS lookup

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3 (config) #no ip domain-lookup

S3 (config) #fexit

S3+#

%SYS-5-CONFIG I: Configured from console by console

S3#
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5. Asignar direcciones IP a los Switches acorde a los lineamientos.

Direccionamiento IP S1:

Sl (config)#interface vlan 200
Sl (config-1if)#
$LINK-5-CHANGED: Interface V1an200, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface V1an200, changed state to
up

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if) #no shutdown
S1 (config-if) #fexit

S1 (config) #ip default-gateway 192.168.99.1

S1 (config)#

Direccionamiento IP S3:

S3 (config) #interface vlan 200
S3(config-if) #
$LINK-5-CHANGED: Interface V1an200, changed state to up

S3
S3
S3
S3

config-if)#ip address 192.168.99.3 255.255.255.0
config-if) #no shutdown

config-if) #exit

config) #ip default-gateway 192.168.99.1

—~ e~~~

S3 (config) #

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

Dispositivo S1:

Sl>enable

Password:

Sl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1 (config) #interface range f0/2, f0/4-23, g0/1-2

S1 (config-if-range) #shutdown

$LINK-5-CHANGED: Interface FastEthernet0/2, changed state to
administratively down
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$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

%$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

FastEthernet0/4,

FastEthernet0/5,

FastEthernet0/6,

FastEthernet0/7,

FastEthernet0/8,

FastEthernet0/9,

FastEthernet0/10,

FastEthernet0/11,

FastEthernet0/12,

FastEthernet0/13,

FastEthernet0/14,

FastEthernet0/15,

FastEthernet0/16,

FastEthernet0/17,

FastEthernet0/18,

FastEthernet0/19,

FastEthernet0/20,

FastEthernet0/21,
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$LINK-5-CHANGED: Interface FastEthernet0/22, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/23, changed state to
administratively down

$LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to
administratively down

$LINK-5-CHANGED: Interface GigabitEthernet0/2, changed state to
administratively down

S1 (config-if-range) #

Dispositivo S3:

S3>enable
Password:

S3#configure terminal

Enter configuration commands,

S3 (config) #

one per line. End with CNTL/Z.

S3(config) #interface range £0/2, £0/4-24, g0/1-2

S3 (config-if-range) #shutdown

$LINK-5-CHANGED: Interface FastEthernet(0/2, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/4, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/5, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/6, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/7, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/8, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/9, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/10, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/11, changed state to
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/12, changed state to
administratively down
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$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

%$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

$LINK-5-CHANGED:
administratively

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

S3 (config-if-range) #

FastEthernet0/13,

FastEthernet0/14,

FastEthernet0/15,

FastEthernet0/16,

FastEthernet0/17,

FastEthernet0/18,

FastEthernet0/19,

FastEthernet0/20,

FastEthernet0/21,

FastEthernet0/22,

FastEthernet0/23,

FastEthernet0/24,

GigabitEthernet0/1,

GigabitEthernet0/2,

7. Implement DHCP and NAT for IPv4

Rl>enable
Password:

Rl#configure terminal

Enter configuration commands,
Rl (config) #ip dhcp excluded-address 192.168.30.1 192.168.30.30

one per line.

Rl (config) #ip dhcp pool ADMINISTRACION
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R1 (dhcp-config) #network 192.168.30.0 255.255.255.0

R1 (dhcp-config) #default-router 192.168.30.1

R1 (dhcp-config) #dns-server 10.10.10.11

Rl (dhcp-config) #exit

Rl (config) #

Rl (config) #ip dhcp excluded-address 192.168.40.1 192.168.40.30
Rl (config) #ip dhcp pool MERCADEO

R1 (dhcp-config) #network 192.168.40.0 255.255.255.0

R1 (dhcp-config) #default-router 192.168.40.1

R1 (dhcp-config) #dns-server 10.10.10.11

R1 (dhcp-config) #exit

Rl (config) #

Rl (config) #ip dhcp excluded-address 192.168.30.1 192.168.30.30
Rl (config) #ip dhcp excluded-address 192.168.40.1 192.168.40.30
Rl (dhcp-config) #exit

Rl (config)#

8. Configurar R1 como servidor DHCP para las VLANs 30y 40.

DHCP pool para VLAN 30

Rl>enable

Password:

Rl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #ip dhcp excluded-address 192.168.30.1 192.168.30.30
Rl (config) #ip dhcp pool ADMINISTRACION

R1 (dhcp-config) #network 192.168.30.0 255.255.255.0

R1 (dhcp-config) #default-router 192.168.30.1

R1 (dhcp-config) #dns-server 10.10.10.11

R1 (dhcp-config) #exit

Rl (config) #

DHCP pool para VLAN 40

Rl (config) #ip dhcp excluded-address 192.168.40.1 192.168.40.30
Rl (config) #ip dhcp pool MERCADEO

R1 (dhcp-config) #network 192.168.40.0 255.255.255.0

Rl (dhcp-config) #default-router 192.168.40.1

R1 (dhcp-config) #dns-server 10.10.10.11

Rl (dhcp-config) #exit

Rl (config) #
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9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para

Configurar DHCP pool para VLAN 30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

VLAN 30

R1l>enable
Password:
Rl#configure terminal

Enter configuration commands,

VLAN 40
Rl (config) #ip dhcp excluded-address 192.168.40.1 192.168.40.30

R1 (dhcp-config) #exit
Rl (config) #

one per line. End with CNTL/Z.
Rl (config) #ip dhcp excluded-address 192.168.30.1 192.168.30.30

10.Configurar NAT en R2 para permitir que los host puedan salir a internet

config) #ip nat inside source static 10.10.10.10 209.165.200.229

R2 (

R2 (config) #interface £0/0

R2 (config-if) #ip nat inside
R2 (config-if) #interface f0/1
R2 (config-if) #ip nat outside
R2 (config-if) #interface f0/1
R2 (config-if) #ip nat inside
R2 (config-if) #interface £0/0
R2 (config-if) #ip nat outside
R2 (config-if) #exit

R2 (
R2 (
R2 (

—_— — — — — —

config) #access-1list 1 permit
config) #faccess-1list 1 permit
config) #faccess-1list 1 permit
INTERNET

R2 (config) #ip nat pool

255.255.255.248
R2 (config) #ip nat inside source
R2 (config) #exit

192.168.30.0 0.0.0.255
192.168.40.0 0.0.0.255
192.168.4.0 0.0.3.255

209.165.200.225 209.165.200.228 netmask

list 1 pool INTERNET
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R2#
$SYS-5-CONFIG I: Configured from console by console

R2#

11.Configurar al menos dos listas de acceso de tipo estandar a su criterio
en para restringir o permitir trafico desde R1 o R3 hacia R2.

R2>enable

Password:

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #faccess-1list 1 permit 192.168.40.0 0.0.0.255

R2 (config) #faccess-1list 1 permit 192.168.30.0 0.0.0.255

R2 (config) #faccess-1list 1 permit 192.168.4.0 0.0.3.255

R2 (config) #ip nat pool INTERNET 209.165.200.225 209.165.200.228 netmask
255.255.255.248

R2 (config) #ip nat inside source list 1 pool INTERNET

R2 (config) #

12.Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde R1 o
R3 hacia R2.

R2 (config) #faccess-1list 100 permit tcp any host 209.165.200.229 eq www
R2 (config) #access-1list 100 permit icmp any any echo-reply

R2 (config) #interface f0/1

R2 (config-if) #ip access-group 100 in

R2 (config-if) #

13.Verificar procesos de comunicacion y redireccionamiento de trafico en
los routers mediante el uso de Ping y Traceroute.
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ANEXOS

Se anexa link compartido a través del medio One Drive que contiene los respectivos
archivos PKA como evidencia de los escenarios dentro de la prueba de habilidades
practicas:

https://drive.qgoogle.com/drive/folders/1sy2QSxtSvmyis98wYIghvbYIlYsctaov?usp=
sharing
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CONCLUSIONES

+ En la realizacion y respectiva solucién de la actividad propuesta, se
ejecutaron a cabalidad los 2 escenarios propuestos como prueba
hacia todos los temas abarcados durante el presente diplomado de
profundizacion CCNA CISCO, y a la vez, se escatimaron refuerzos
sobre lo aprendido dentro de las diversas fases correspondientes,
tales como configuracién de RIPv2, NAT, configuraciones basicas en
dispositivos dentro de una topologia LAN, configuracion de VLANS,
entorno DHCP, direccionamiento dinamico y estatico, pruebas de
conectividad, entre otros.

+ Se procedié a sustentar todos y cada uno de los pasos y procesos
requeridos para la realizacion de la actividad, tales como validaciéon de
comandos y capturas de pantalla.

+ Se comprende exitosamente el proceso de optimizacion de una red
LAN, dentro de las configuraciones y terminologias establecidas en
cumplimiento a la funcionalidad de los equipos de telecomunicaciones
que en dicha red se presenta.

+ Se refuerza con éxito el proceso de canalizacién de conocimiento de
redes de telecomunicaciones aplicables al diplomado CISCO CCNA,
dentro del entorno practico y como proceso de entendimiento en
procesos Yy trabajos aplicables como tal.

+ La prueba de habilidades practicas desarrollada se manifiesta como
una gran oportunidad para definir futuros procesos de apropiacion y
configuracion de dispositivos dentro de una topologia LAN, en un
ambiente real hacia optimizaciones de tipo profesional.
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