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RESUMEN

Este documento contiene el planteamiento y desarrollo de dos escenarios
correspondientes a redes las cuales en su topologia utilizan dispositivos Cisco. Para
cada uno de los escenarios, se configuraron e interconectaron cada uno de los
dispositivos que compone la red, segun los parametros que se encuentran en las
tablas de direccionamiento, ademas de configurar protocolos como DHCP, OSPFv2
y demas aspectos que hacen parte de la configuracién de una Red.

El primer paso consiste en el desarrollo del escenario 1 para lo cual se construye la
red de acuerdo con la topologia planteada, luego de esto el siguiente paso es
establecer la configuracion de direccionamiento IP. El segundo paso consiste en la
configuracion de DHCP para la asignacion de direcciones IP de manera dinamica
para los dispositivos que lo necesiten. El tercer paso consiste en configurar RIPv2
en los Router R1, R2 y R3. El cuarto paso consiste en configurar NAT en R1 lo cual
permite la comunicacion con la red externa. Por ultimo se verifica la conectividad
entre los dispositivos, garantizando que se cumpla con lo planteado en este
escenario.

El segundo paso consiste en el desarrollo del escenario 2 para lo cual se construye
la red de acuerdo con la topologia planteada, la cual varia sustancialmente en
relacion con el escenario 1. Asi como en el primer escenario el primer paso consiste
en configurar el direccionamiento IP. En el segundo paso se configura OSPFv2 en
los Routers R1, R2 y R3 configurando como pasivas todas las interfaces LAN, se
verifica que la configuracion de OSPF cumpla con lo planteado. Después se
configuran las VLANs 30 que corresponde a Administracion, 40 a Mercadeo y 200
a Mantenimiento, se verifica que las VLAN estén configuradas de acuerdo con los
lineamientos establecidos. Lo siguiente es configurar DHCP y NAT y a continuacion
verificar que la comunicacion entre los dispositivos sea correcta y exitosa.



INTRODUCCION

La aparicion de las redes de comunicacion y el Internet facilitd la vida para todas las
personas, empresas, organizaciones y demas actores de la humanidad que utilizan
las redes para comunicarse e interactuar.

El siguiente informe contiene el desarrollo de la prueba de habilidades practicas del
curso Diplomado de Profundizacion CISCO en el cual se abordan tematicas como
la configuracion de los diferentes dispositivos de la marca CISCO que comprenden
Routers, Switchs, entre otros.

En materia de configuracion lo que se puede encontrar en este informe corresponde
a teméticas como IPv4, IPv6 también conocido como dual-stack, configuracién de
DHCP, VLAN, enlaces troncales, subinterfaces, entre otros.

La tecnologia de Cisco se puede utilizar en diferentes entornos como en el hogar,
oficinas, centros comerciales, aeropuertos, entre otros. Es muy probable que
cuando accedemos a una red inalambrica o WIFI, lo estemos haciendo a través de
un Router de Cisco, por la gran potencia y seguridad que ofrecen los dispositivos
de esta compafiia son sin duda la marca lider a nivel mundial en este sector.



1. ESCENARIO 1
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Figura 1. Topologia escenario 1 propuesto
Tabla 1. Escenario 1: Tabla de direccionamiento
El Interf Di i6n IP Mascara de Gateway
administrador |~ 'Nt€rtaces jireccion subred predeterminado
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
Fa0/0,100 192.168.20.1 255.255.255.0 N/D
R2 Fa0/0,200 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 N/D
Se0/0/1 10.0.0.9 255.255.255.252 N/D
192.168.30.1 255.255.255.0 N/D
Fa0/0
R3 2001:db8:130::9 | /64 N/D
C0:80F:301
Se0/0/0 10.0.0.6 255.255.255.252 N/D
Se0/0/1 10.0.0.10 255.255.255.252 N/D
SW2 VLAN 100 N/D N/D N/D
VLAN 200 N/D N/D N/D
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SW3 VLANL1 N/D N/D N/D

PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP

Tabla 2. Escenario 1: Tabla de asignacion de VLAN y de puertos

Dispositivo| VLAN Nombre Interfaz
SwW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces

Tabla 3. Escenario 1: Tabla de enlaces troncales

Dispositivo local Interfaz Dispositivo remoto
local
SW2 Fa0/2-3 100
Situacion

En esta actividad, demostrara y reforzara su capacidad para implementar NAT,
servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la configuracion de
direcciones IP, las VLAN, los enlaces troncales y las subinterfaces. Todas las
pruebas de alcance deben realizarse a través de ping Unicamente.
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Descripcién de las actividades

SW1 VLAN vy las asignaciones de puertos de VLAN deben cumplir con la
tabla 1.
Los puertos de red que no se utilizan se deben deshabilitar.

La informacion de direccion IP R1, R2 y R3 debe cumplir con la tabla 1.

Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop3l, PC30 y PC31
deben obtener informacion IPv4 del servidor DHCP.

R1 debe realizar una NAT con sobrecarga sobre una direccién IPv4 puablica.
Asegurese de que todos los terminales pueden comunicarse con Internet
publica (haga ping a la direccion ISP) y la lista de acceso estandar se llama
INSIDE-DEVS.

R1 debe tener una ruta estatica predeterminada al ISP que se configuré y
gue incluye esa ruta en el dominio RIPv2.

R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0.

R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las
VLAN 100 y 200.

El ServidorO es sélo un servidor IPv6 y solo debe ser accesibles para los
dispositivos en R3 (ping).

La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de Laptop3l, de
PC30 y obligaciéon de configurados PC31 simultdneas (dual-stack). Las
direcciones se deben configurar mediante DHCP y DHCPV6.

La interfaz FastEthernet 0/0 del R3 también deben tener direcciones IPv4 e
IPv6 configuradas (dual- stack).

R1, R2 y R3 intercambian informacion de routing mediante RIP version 2.

R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta
predeterminada desde R1.

Verifique la conectividad. Todos los terminales deben poder hacer ping entre
siy ala direccion IP del ISP. Los terminales bajo el R3 deberian poder hacer
IPv6-ping entre ellos y el servidor.

12
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Figura 2. Topologia escenario 1 desarrollado

1.1.1. Configuracion de direccionamiento

El primer paso que se realiza para resolver los escenarios propuestos consiste en
configurar el direccionamiento IP de todos los dispositivos que componen la Red.
Entre los elementos que se configuran en cada dispositivo se encuentra el hostname
o nombre virtual con el cual se identificara el dispositivo, interface a utilizar y
direccién IP junto a mascara de subred.

Configuracién de ISP

Router>en

Router# conf t

Router(config)#hostname ISP

ISP(config)# interface s0/0/0

ISP(config-if)# ip address 200.123.211.1 255.255.255.0
ISP(config-if)#no shutdown

Configuracion de R1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1

R1(config)#interface s0/0/0

R1(config-if)#ip address 200.123.211.2 255.255.255.0

13



R1(config-if)#no shutdown

R1(config-if)#exit

R1(config)#interface s0/1/0

R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-if)#no shutdown

R1(config-if)#exit

R1(config)#interface s0/1/1

R1(config-if)#ip address 10.0.0.5 255.255.255.252
R1(config-if)#no shutdown

R1(config-if)#exit

Configuracién de R2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R2

R2(config)#interface f0/0.100

R2(config-subif)#encapsulation dot1Q 100

R2(config-subif)#ip address 192.168.20.1 255.255.255.0.

R2(config-subif)#exit

R2(config)#interface f0/0.200
R2(config-subif)#encapsulation dot1Q 200
R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#no shutdown

R2(config-subif)#exit

R2(config)#interface s0/0/0

R2(config-if)#ip address 10.0.0.2 255.255.255.252
R2(config-subif)#no shutdown

R2(config-if)#exit

R2(config)#interface s0/0/1

R2(config-if)#ip address 10.0.0.9 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#exit

Configuraciéon de R3

R3>en

R3#conf t

R3(config)#ipv6 unicast-routing

R3(config)#interface f0/0

R3(config-if)#ip address 192.168.30.1 255.255.255.0

14



R3(config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64
R3(config-if)#ipv6 dhcp server vlan_1
R3(config-if)#ipv6 nd other-config-flag
R3(config-if)#¥no shutdown

R3(config-if)#exit

R3(config)#interface s0/0/0

R3(config-if)#ip address 10.0.0.6 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#exit

R3(config)#interface s0/0/1

R3(config-if)#ip address 10.0.0.10 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#exit

Configuracién de SW2

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW2
SW2(config)#vlan 100

SW2(config-vlan)#name LAPTOPS
SW2(config-vlan)#vlan 200
SW2(config-vlan)#name DESTOPS
SW2(config-vlan)#exit

SW2(config)#int range fa0/2-3
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 100
SW2(config-if-range)#int range fa0/4-5
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlian 200
SW2(config-if-range)#int fa0/1
SW2(config-if)#switchport mode trunk
SW2(config-if)#int range fa0/6-24
SW2(config-if-range)#shutdown

Configuracion de SW3
SW3>en
SWa3#conf t

SW3(config)#int range fa0/7-24
SW3(config-if-range)#shutdown

15



1.1.2. Configuracién DHCP

En este punto de la actividad se configura DHCP en los routers R2 y R3 lo cual
permite asignar direcciones IP dinamicamente a los dispositivos que lo requieren.

Configuraciéon de R2

R2(config)#ip dhcp pool vian_100
R2(dhcp-config)#network 192.168.20.1 255.255.255.0
R2(dhcp-config)#default-router 192.168.20.1
R2(dhcp-config)# ip dhcp pool vian_200
R2(dhcp-config)#network 192.168.21.1 255.255.255.0
R2(dhcp-config)#default-router 192.168.21.1

Configuracién de R3

R3(config)#ip dhcp pool vian_1
R3(dhcp-config)#network 192.168.30.1 255.255.255.0
R3(dhcp-config)#default-router 192.168.30.1
R3(dhcp-config)# ipv6 dhcp pool vian_1
R3(config-dhcpv6)#dns-server 2001:db8:130::
R3(config-dhcpv6)#exit

1.1.3. Configuracion RIPv2

Se configura el enrutamiento interno mediante el protocolo RIPv2, que se gestiona
a través de los routers R1, R2 y R3

Configuraciéon de R1

R1>en

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#ip route 0.0.0.0 0.0.0.0 s0/0/0
R1(config)#router rip

R1(config-router)#network 10.0.0.4

R1(config-router)#network 10.0.0.0
R1(config-router)#default-information originate
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Configuraciéon de R2

R2(config)#router rip
R2(config-router)#version 2
R2(config-router)#network 192.168.30.0
R2(config-router)#network 192.168.20.0
R2(config-router)#network 192.168.21.0
R2(config-router)#network 10.0.0.0
R2(config-router)#network 10.0.0.8

Configuracion de R3

R3(config)#router rip
R3(config-router)#version 2
R3(config-router)#network 192.168.0.0
R3(config-router)#network 10.0.0.8
R3(config-router)#network 10.0.0.4
R3(config-router)#exit

1.1.4. Configuraciéon NAT con sobrecarga

Se configura NAT en R1 para entablar la comunicacién con la red externa y tener
acceso a Internet desde cualquiera de los dispositivos que componen la Red.

Configuraciéon de R1

R1>en
Ri1#conft

R1(config)#ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128 netmask

255.255.255.0

R1(config)#access-list 1 permit 192.168.
R1(config)#access-list 1 permit 10.0.0.0 0.0.0.255
R1(config)#ip nat inside source list 1 int sO/0/0 overload

R1(config)#int s0/1/0
R1(config-if)#ip nat inside
R1(config-if)#int sO/1/1
R1(config-if)#ip nat inside
R1(config-if)#int sO/0/0
R1(config-if)#ip nat outside

0.0 0.0.255.255

17



1.1.5. Pruebas de conectividad
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Figura 7. Ping de PC1 a R1
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Figura 8. Ping de Laptop 30 a R2
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2. ESCENARIO 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogotd y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

VLAN Direccionamiento Nombre

lnternet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

F0/0 Buenos Aires

192.168.99.3
192.168.99.2

Figura 10. Topologia escenario 2 propuesto
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Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario
Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

Tabla 4. Escenario 2: OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2
5.5.5.5
Router ID R3
8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales en | 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500

Verificar informaciéon de OSPF

Visualizar tablas de enrutamiento y routers conectados por OSPFv2
Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface

Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

En el Switch 3 deshabilitar DNS lookup
Asignar direcciones IP a los Switches acorde a los lineamientos.

Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

Implement DHCP and NAT for IPv4

Configurar R1 como servidor DHCP para las VLANs 30 y 40.

Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.
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Tabla 5. Escenario 2: VLAN 30y 40

Configurar DHCP pool para
VLAN 30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para
VLAN 40

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

e Configurar NAT en R2 para permitir que los hosts puedan salir a internet

e Configurar al menos dos listas de acceso de tipo estandar a su criterio en

para restringir o permitir trafico desde R1 o R3 hacia R2.

e Configurar al menos dos listas de acceso de tipo extendido o nombradas a

su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

e Verificar procesos de comunicacion y redireccionamiento de trafico en los

routers mediante el uso de Ping y Traceroute.

27




2.1. DESARROLLO ESCENARIO 2
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Figura 11. Topologia escenario 2 desarrollado sin direccionamiento IP

2.1.1. Configuracion de direccionamiento

El primer paso que se realiza para resolver los escenarios propuestos consiste en
configurar el direccionamiento IP de todos los dispositivos que componen la Red.
Entre los elementos que se configuran en cada dispositivo se encuentra el hostname
o nombre virtual con el cual se identificara el dispositivo, interface a utilizar y
direccién IP junto a mascara de subred.
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Configuraciéon de R1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1

R1(config)#interface s0/0/0

R1(config-if)#ip address 172.31.21.1 255.255.255.252
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R1(config-if)#ip route 0.0.0.0 0.0.0.0 s0/0/0
R1(config)#

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface f0/0

R1(config-if)#ip address 192.168.99.1 255.255.255.0
R1(config-if)#no shutdown

R1(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0O, changed
state to up

Configuraciéon de R2

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R2

R2(config)#interface s0/0/1

R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

R2(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

R2(config-if)#exit

R2(config)#interface s0/0/0
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R2(config-if)#ip address 172.31.23.1 255.255.255.252
R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R2(config-if)#exit

R2(config)#interface FO/0

R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)#¥no shutdown

R2(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to up

R2(config-if)#exit

R2(config)#interface FO/1

R2(config-if)#ip address 10.10.10.1 255.255.255.0

R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed
state to up

R2(config-if)#exit
R2(config)#ip route 0.0.0.0 0.0.0.0 f0/0

Configuracién de R3

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R3

R3(config)#interface s0/0/1

R3(config-if)#ip address 172.31.23.2 255.255.255.252
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

R3(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

R3(config-if)#exit

R3(config)#interface loopback 4
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R3(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state
to up

R3(config-if)#ip address 192.168.4.1 255.255.255.0
R3(config-if)#exit

R3(config)#interface loopback 5

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state
to up

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#exit
R3(config)#interface loopback 6

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback6, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state
to up

R3(config-if)#ip address 192.168.6.1 255.255.255.0

R3(config-if)#exit
R3(config)#ip route 0.0.0.0 0.0.0.0 s0/0/1
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Figura 12. Topologia escenario 2 desarrollado con direccionamiento IP

Luego de configurar el direccionamiento IP en los router R1, R2 y R3, se observa la
conectividad, esto se identifica por los triangulos verdes que se ven sobre las lineas
de conexion, a diferencia de la figura 11 en la cual los triangulos son rojos, debido
a que no hay comunicacioén por la falta de direccionamiento IP.

2.1.2. Configuracion OSPFv2 bajo criterios de la tabla 4

Se configura el protocolo OSPFv2 en los Routers R1, R2 y R3 configurando como
pasivas todas las interfaces LAN, se establece el ancho de banda en 256 kb/s para
los enlaces seriales y se ajusta el costo en la métrica de S0/0 en 9500.

Configuracién de OSPF en R1

R1#conft

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router ospf 10
R1(config-router)#router-id 1.1.1.1
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R1(config-router)#network 172.31.21.0 0.0.0.3 area 0
R1(config-router)#network 192.168.99.0 0.0.0.255 area 0
R1(config-router)#passive-interface f0/0
R1(config-router)#interface s0/0/1
R1(config-if)#bandwidth 256

R1(config-if)#interface s0/0/0

R1(config-if)#bandwidth 256

R1(config-if)#ip ospf cost 9500

Configuracién de OSPF en R2

R2>en

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 10

R2(config-router)#router-id 5.5.5.5
R2(config-router)#network 172.31.21.0 0.0.0.3 area O
R2(config-router)#network 172
R2(config-router)#network 172.31.23.0 0.0.0.3 area O
R2(config-router)#network 10.10.10.0 0.0.0.255 area 0
R2(config-router)#passive-interface f0/0
R2(config-router)#passive-interface f0/1
R2(config-router)#interface s0/0/1
R2(config-if)#bandwidth 256

R2(config-if)#ip ospf cost 9500

Configuracién de OSPF en R3

R3>en

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 10

R3(config-router)#router-id 8.8.8.8
R3(config-router)#network 172.31.23.0 0.0.0.3 area 0
R3(config-router)#network 192.168.4.0 0.0.0.255 area 0
R3(config-router)#network 192.168.5.0 0.0.0.255 area 0
R3(config-router)#network 192.168.6.0 0.0.0.255 area 0
R3(config-router)#passive-interface lo4
R3(config-router)#passive-interface 105
R3(config-router)#passive-interface |06
R3(config-router)#interface s0/0/1
R3(config-if)#bandwidth 256
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2.1.3. Verificaciéon Informacion de OSPF

La verificacion de la configuracidn consiste en constatar en cada uno de los Routers
(R1, R2, R3) que los comandos y parametros introducidos se estén ejecutando
correctamente, para ellos se emplean comandos como show ip protocols, show ip
route, show ip ospf interface serial 0/0/0, show ip ospf neighbor, entre otros.

Verificacion de R1

®r e R

Phy=ical Config CLI Attributes
]

105 Command Line Interface

Rl»en
Rl§show ip protocols

Bouting Protocol is "ospf 10™
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces i3 not set
Bouter ID 1.1.1.1
Humber of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximm path: 4
Bouting for Networks:
172.31.21.0 0.0.0.3 area 0
132.168.99.0 0.0.0.255 area 0
Pasziwve Interface(s):

FastEthernetd/s0
Fouting Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:04:55
5.5.5.5 110 00:28:17
B.8.8.8 110 00:23:55 ||
Distance: (default is 110} |=
Rl <
Cirl+FE to exit CLI focus Copy || Paste |
[ Top

Figura 13. Verificando OSPF en R1 — show ip protocols
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Phy=ical Config CLI Attributes
|

105 Command Line Interface

Rlfshow ip route
Codes: C - connected, 5 - static, I - IERP, R - RIF, M - mokile, B - BEF
D - EIZRF, EX - EIGRP externzal, O - O5PF, I& - O5PF inter area
N1 - OS5PF M55SR externasl type 1, WZ - 0O5PF WNS55R external type 2
E1 - O5PF external type 1, EZ - O5PF external type Z, E - EEP
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-I5 lewvel-Z, ia - IS-IS
inter area
* — cpandidate default, U - per-user static route, o — ODR
P - periodic downloaded static route

Fateway of last resort is 0.0.0.0 to network 0.0.0.0

10.0.0.0/24 is subnetted, 1 subnets

] 10.10.10.0 [110/9501] wia 172_.31.Z21_.2, 01:05:04, S5eri=lds 0rs0
172.31.0.0/30 is subnetted, Z subnets

c 172.31.21.0 is directly connected, Seri=l0/ 0,0

] 172.31_.232.0 [110/9564] wvia 172_.31.Z1_.2, 01:05:32, Serialds0/0
152 .168.4.0/3Z is subnetted, 1 subnets

] 1532 1e8.4.1 [110/9565] wvia 172_31.Z1_.2, 00:57:10, Seriald/s0/0
152 .188.5.0/3Z is subnetted, 1 subnets

] 1532 _1&8.5.1 [110/9565] wvia 172_31.Z1_.2, 00:56:41, Seriald/ 0/0
152 .1e8.&8.0/3Z is subnetted, 1 subnets

] 1532 _ 1e8.6.1 [110/9565] wvia 172_.31.Z1_.2, 00:56:132, Seriald/s0/0

c 152 .168.583.0/24 i3 directly connected, FastEthernetld,0

g* 0.0.0.0/0 is directly connected, Seriald/ 070

nig

m

Cirl+F& to exit CLI focus Copy || Paste

[C] Top

Figura 14. Verificando OSPF en R1 — show ip route
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Physical Config CLI Attributes
I

105 Command Line Interface

1532 .168.4.0/32 is subnetted, 1 subnets

] 1%2.168.4.1 [110/9565] wia 172.31.21.2, 00:57:10, Seri=l0/ 0,70
132 .168.5.0/32 is subnetted, 1 subnets

] 1%2.1e8.5.1 [110/595@e5] wia 17Z2.31.21.2, 00:5&:41, Seri=l0/ 0,0
132 .1e8.&8.0/32 i3 subnetted, 1 subnets

] 1%z2.1e8.8.1 [110/595@€5] wia 17Z2.31.21.2, 00:5&:13, Seri=l0/ 0,0

c 132.168.583.0/24 is directly connected, FastEthernet0/s0

g« 0.0.0.0/0 is directly connected, Seri=l0ys0/0
Blgshow ip ospf interface serizl 05070

Serizl0/0/0 is up, line protocol is up
Internet address jis 172.31.21.1/30, Rrea 0
Process ID 1"_'I,| Bouter ID 1.1.1.1|, Network Type PBOINT-TO-BOINT,
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:08
Index 171, flood gqueue length 0
Hext 0x0{0)/0x0{0)
Last flood scan length is 1, maximam is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighkor Count is 1 , Zdjacent neighbkor count is 1
2djacent with neighkor 5.5.5.5
Suppress hello for 0 neighbori{s)
=RE

m

1

Cirl+F5 to exit CLI focus Copy || Paste

O e

Figura 15. Verificando OSPF en R1 — show ip ospf interface serial 0/0/0
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Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
Mo designated router on this network
No backup designated router on this network

Hello due in 00:00:06

Index 171, flood gueue length 0

Hext Ox0{0)/0x0{0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbkor 5.5.5.5

Suppress hello for 0 neighboris)

BlgShow ip ospf neighbor

Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

P R1 = | B |
Physical Config CLI Aftributes
—
105 Command Line Interface

HI1fsShow 1p OSpf l1NLertace serial 07070 0
Seriall/s0/0 is up, line protocol is up

Internet address is 172.31.21.1/30, Area O

Process ID 10, Router ID 1.1.1.1, NWetwork Type POINT-TO-POINT, Cost: 5500

Neighkor ID Pri State Dead Time Rddress Interface
5.5.5.5 a FULLS - 00:-00:359 172 _.31.21.2 =
Serisldys0/0 m
Rlg -
Cirl+F6 to exit CLI focus Copy || Paste

[ Top

Figura 16. Verificando OSPF en R1 — show ip ospf neighbor
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Physical Config CLI
I

Attributes

105 Command Line Interface

shutdown
1

interface Serisl0/0/0
bandwidth 256

ip ospf cost 5500

ip address 172.31.21.1 Z55.Z55.Z55.252

T

interface Serizl0/ 071
bandwidth Z5&

no ip address

clock rate 2000000
shutdown

!

interface Vlianl

no ip address

shutdown
1

router ospf 10
router—-id 1.1.1.1
log-adjacency-changes

passive—interface FastEthernetl/s0
network 172.31.Z1.0 0.0.0.3 area 0
network 132_.1€8.5%53.0 0.0.0_255 area 0

m

Ctri+F5 to exit CLI focus

[C] Top

Copy

J

Paste

Figura 17. Verificando OSPF en R1 — show ip ospf neighbor
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Verificacion de R2

= P

Physical Config CLI Attributes
|

05 Command Line Interface

RZ»en
RZgshow ip protocols

Routing Protocol is "ospf 10™
Cutgoing update filter list for all interfaces is not 3et
Incoming update filter list for all interfaces is not set
Bouter ID 5.5.5.5
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 garea O
172.31.23.0 0.0.0.3 area O
10.10.10.0 0.0.0.255 area 0
Passive Interface(s):
FastEthernet0/s0
FastEthernet0/1
Fouting Information Sources:

Fateway Distance Last Update
1.1.1.1 110 00:17:25
5.5.5.5 110 00:08:44
B.85.8.8 110 00:06:24 L
Distance: (default is 110} 5
noal i
Cirl+F& to exit CLI focus Copy || Paste

[] Top

Figura 18 Verificando OSPF en R2 — show ip protocols
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Phy=ical Config CLI Attributes
|

105 Command Line Interface

RZgshow ip route

Codes: C - connected, 5 - static, I - IGRP, R - RIF, M - mokile, B - BGP
I - EIGRP, EX - EIZRP external, O - O5PF, IA - O5PFF inter area
M1l - OS5PF MS55R external type 1, WZ - O5FF WS55R external type 2
El1 — O5PF external type 1, EZ - 0O5PF external type Z, E — EGP

i - I5-I5, L1 - I5-IS level-1l, LZ - I5-I5 lewel-Z, ia - IS-IS
inter area
* — pandidate default, U - per-user static route, o — QDR

P - peripdic downloaded static route
Fateway of last resocrt is 0.0.0.0 to network 0.0.0.0

10.0.0.0/24 is subnetted, 1 subnets

c 10.10.10.0 is directly connected, FastEthernet0/1
172.31.0.0/30 is subnetted, Z subnets

c 172.31.21.0 is directly connected, Seriald/0/1

c 172.31.23.0 is directly connected, Seriald/ 0,0
152 _.168.4.0/32 is subnetted, 1 subnets

] 192.168.4.1 [110/€5] wia 172.31.23.Z, 01:10:4Z, Seri=l0dys0/0
152 .1%8.5.0/32 is subnetted, 1 subnets

o 192.1e8.5.1 [110/65] wia 172.31.23.Z, 01:10:12, Seri=l0ys0/0
152 . 1e8.8.0/32 is subnetted, 1 subnets

] 13Z2.168.&.1 [110/€5] wia 172.31.23.Z, 01:09:45, Seri=l0dys0/0

] 1%2.1e8.5953.0/24 [110,/39501] wia 172.31.21.1, 01:15:45, SerizaldsS0/1
205.185.200.0,2% is subnetted, 1 subnets

c 205_.165.200.224 is directly connected, FastEthernetld/s0

= 0.0.0.0/0 is directly connected, FastEthernetl/0

RZE

m

CirlF6 to exit CLI focus Copy || Paste

(] Top

Figura 19. Verificando OSPF en R2 — show ip route
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105 Command Line Interface

BZg¢show ip ospf interface s0/0/0

Serizldy/0/0 is up, line protocol is up

Transmit Delay is 1 sec, State BPOINT-TO-BOINT, PBriocrity O
No designated router on this network
No backup designated router on this network

Hello due in 00:00:035

Index Z/Z, flood gueue length O

Next O0x0{0)/0x0{0)

Last flood scan length is 1, maximom is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Rdjacent neighbor count is 1
2djacent with neighbkor 8.8.8.8

Suppress hello for 0 neighbor(s)

BZg

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

Internet address is 172.31.23.1/30, Rrea 0
Process ID 10, Router |ID 5.5.5.5| Network Type POINT-TO-PBOINT,| Cost: 3500

m

Ctri+F& to exit CLI focus Copy

J |

Paste

[ op

Figura 20. Verificando OSPF en R2 — show ip ospf interface s0/0/0
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105 Command Line Interface

HefEshow 1p o3pl 1lnterface susdsu

Seri=l0/0/0 is up, line protocol is up
Internet address is 172.31.23.1/30, Area 0

Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0O

Ho designated router on this network

Ho backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, BRetransmit 5
Hello due in 00:00:09

Index 2/Z, flood gqueue length 0

Hext O0x0(0)/0x0{0)

Last flood scan length is 1, maximom is 1

Last flood scan time is 0 msec, maximum is 0 msec

Heighbor Count is 1 , Zdjacent neighbor count is 1
Zdjacent with neighbor E8.8.8.8

Suppress hello for 0 neighbori(s)

Process ID 10, Router ID 5.5.5.5, Wetwork Type POINT-TO-POINT, Cost: 5500

RZgshow ip ospf neighbor

Neighbor ID Pri State Dead Time Lddress Interface
B.B.B.B u} FULLS - 00:00:34 172.31.23.2 Serial0/0/0 | =
1.1.1.1 u} FULLS - 00:00:35 172.31.21.1 Seri=ldsos1 :_
RZE -
CirlFé to exit CLI focus Copy || Paste |

[C] Top

Figura 21. Verificando OSPF en R2 — show ip ospf neighbor
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interface Seri=l0/0/0

bandwidth 256

ip address 172.31.23.1 255_.255_255.252
ip ospf cost 3500

clock rate 2000000

1

interface Serizl0/ /071

bandwidth 25&

ip address 172.31.21.2 255_.255_255.252
ip ospf cost 3500

clock rate 2000000

1

interface Vlanl

no ip address

shutdown

1

router ospf 10

router—-id 5.5.5.5
log-adjacency-changes
passive-interface FastEthernet0/,0
passive-interface FastEthernetl/1
network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0
network 10.10.10.0 0.0.0.255 area 0

[am |

Ctri+F& to exit CLI focus

O Top

Copy l [ Paste

Figura 22. Verificando OSPF en R2 — show ip ospf neighbor
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Verificacion de R3

E e T
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|

05 Command Line Interface

E3ren
BE3gshow ip protocols

Routing Protocol is "ospf 10"
L] Cutgoing update £ilter list for all interfaces is not set
Incoming update f£filter list for &1l interfaces is not set
Bouter ID B.8.8.8
Humber of areas in this router is 1. 1 normal 0 stubk 0 nssa
i Maximm path: 4
Bouting for MNetworks:

172.31.23.0 0.0.0.3 area 0O

132 .168.4.0 0.0.0_255 area 0O

132 .168.5.0 0.0.0_255 area 0O

132 .168.€.0 0.0.0_255 area 0O
Fagsive Interface(s3):

Loopbackd
Loopbacks
Loopbacke
Fouting Information Sources:
Fateway Distance Last Update
1.1.1.1 110 00:10:07
5.5.5.5 110 00:15:3¢ B
B.8.8.8 110 00:25:07 |E

Distance: (default is 110) TR

1

Ctri+F6 to exit CLI focus Copy || Paste |

] Top

Figura 23. Verificando OSPF en R3 — show ip protocols
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Rigshow ip route
Codes: C - connected, 5 - statie, I - IERE, R - BRIP, M - mobkile, B - BEP
o — EIGRP, E¥ - EIGRP externzl, O - O5PF, IR - OEPF inter area
N1l - OQS5PF NS552& externzl type 1, W22 - O5PF NS5R external type Z
El - OSPF externzal type 1, EZ2 - OS5PF externzl type 2, E - EGP
i - I5-I5, L1 - I5-IS5 lewel-1, LZ - I5-I5 lewel-2, jia — IS5-IS5 inter
area
* — pandidate default, U - per—user statiec route, o — CODR

P - periodic downloaded static route
Fateway of last resort is 0.0.0.0 to metwork 0.0.0.0

10.0.0.0/24 is subnetted, 1 subnets

] 10.10.10.0 [110/391] wia 172.21_.23.1, 01:30:08, Seriald/0/1
172.31.0.0/30 is subnetted, 2 subnets

] 172.21.21.0 [110/5%8%0] wis 17Z2.31.23.1, 01:20:08, Serizl0ys0/1

C 172.31.23.0 is directly connected, Serizld/ /0,1

c 192 .1028.4.0/24 is directly connected, Loopbackd

c 1532 _.168.5.0/24 is directly connected, Loopbacks

c 1532 _.168.6.0/24 is directly connected, Loopbacke

] 132.1e8.99.0/724 [110/5851] wia 172.31.23.1, 01:30:08, Serisl0/0/1

g+ 0.0.0.0/0 is directly connected, Seri=zld/0/1

R3§

m

CirlFE to exit CLI focus Copy || Paste

O Top

Figura 24. Verificando OSPF en R3 — show ip route
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T T9Z  Ie8.&-0/Z% 15 directly connecced, LOOpDECKS
o 192 _.168_95%_0/24 [110/9891] wia 172_31_.23_.1, 01:30:08, Serial0s 0,1
5+ 0.0.0.0/0 i3 directly connected, Seri=l0/0/1

B3fshow ip ospf interface serial 0/0/0
%05PF: O5PF not enabled on Seri=l0/0/0
B3gshow ip ospf interface serial 0/0/1

Serizlds0/1 is up, line protocol is up
Internet address is 17Z.31.23_.2/30, Arez 0
Process ID 10, Router Metwork Type BOINT-TO-POINT, Cost: 330
Transmit Delzy is 1 sec, State BOINT-TO-POIMT, Pricrity O
No designated router on this network
No backup designated router on this network
Timer interwals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:08
Index 151, flood gueue length O
Hext 0x0{0) /0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbkor Count is 1 , Adjacent neighbor count is 1
2djacent with neighkor 5.5.5.5
Suppress hello for 0 neighboris)
R3]

4 [.m

Cirl+F# to exit CLI focus Copy || Paste

] wp

Figura 25. Verificando OSPF en R3 — show ip ospf interface serial 0/0/0
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BUSPEI UoPE not enabled on oceriald/sdsd
R3fshow ip ospf interface seriszl 0/0/1

Beri=l0d/0/1 is up, line protocol is up
Internet address is 172.31.23_.Z/30, Zrea 0
Process ID 10, Router ID B_B_8_.8, Network Type POINT-TO-BOINT, Cost: 3350
Transmit Delay is 1 sec, State POINT-TO-BPOINT, Pricrity O
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, BHetransmit 5
Hello due in 00:00:08
Index 151, flood queue length 0O
Hext 0x0{0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maxirmm is 0 msec
Neighbkor Count is 1 , 2Zdjacent neighkor count is 1
Adjacent with neighbor 5.5.5.5
Suppress hello for 0 neighboris)
BE3$5how ip ospf neighbor

Neighkor ID Bri State Dead Time Zddress Interface |=
5.5.5.5 o] FULLS, - 00:00:34 172.31.23.1 Seri=ld/0/1 B
R3E -
Ctrl<F6 to exit CLI focus Copy || Paste |

O Top

Figura 26. Verificando OSPF en R3 — show ip ospf neighbor
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!

interface Seriszld/0/0
no ip address

clock rate 2000000
shutdown

!

interface Serizlds0/1
bandwidth Z58&

ip address 172 _.31.23.Z Z55_255_255.252
!

interface Vlanl

no ip address

shutdown
|

router ospf 10

router—-id 8.8.8.8
log-adjacency-changes
passive-interface Loopback4
passive-interface Loopbacks
passive-interface Loopbackeo
network 172_.31.23.0 0.0.0.3 area 0

|.m

network 192 _1e8_.4.0 0.0_.0_255 area 0
network 182 _1€8.5.0 0.0.0.255 area 0
network 152 _1€8.&.0 0.0.0.255 area 0
Cirl+F6 to exit CLI focus Copy || Paste

[ Top

Figura 27. Verificando OSPF en R3 — show ip ospf neighbor
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2.1.4. Configuracion VLANs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches acorde a
la topologia de red establecida.

Configuracion de S1

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1

S1(config)#vlan 30

S1(config-vlan)#name Administracion
S1(config-vlan)#vlan 40

S1(config-vlan)#name Mercadeo
S1(config-vlan)#vlan 200

S1(config-vlan)#name Mantenimiento
S1(config-vlan)#exit

S1(config)#interface vlan 200

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shutdown

S1(config-if)#ip default-gateway 192.168.99.1
S1(config)#interface f0/1

S1(config-if)#switchport mode access
S1(config-if)#switchport access vlan 30
S1(config-if)#interface f0/3

S1(config-if)y#switchport mode trunk
S1(config-if)#switchport trunk native vlan 200
S1(config-if)#switchport trunk allowed vlan 30,40,200
S1(config-if)#interface f0/24

S1(config-if)y#switchport mode trunk
S1(config-if)#switchport trunk native vlan 200
S1(config-if)#switchport trunk allowed vlan 30,40,200
S1(config-if)#interface range f0/2, fO/
S1(config-if)#interface range f0/2, f0/4-f0/23
S1(config-if-range)#shutdown
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Configuracion de S3

Switch>en

Switch#conf t

Switch(config)#hostname S3

S3(config)#vlan 30

S3(config-vlan)#name Administracion
S3(config-vlan)#vlan 40
S3(config-vlan)#name Mercadeo
S3(config-vlan)#vlan 200
S3(config-vlan)#name Mantenimiento
S3(config-vlan)#exit

S3(config)#interface vlan 200

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#no shutdown

S3(config-if)#ip default-gateway 192.168.99.1
S3(config)#interface f0/1
S3(config-if)#switchport mode access
S3(config-if)#switchport access vian 40
S3(config-if)#interface f0/3
S3(config-if)#switchport mode trunk
S3(config-if)#switchport trunk native vlan 200
S3(config-if)#switchport trunk allowed vlan 30,40,200
S3(config-if)#interface range f0/2, f0/4-f0/24
S3(config-if-range)#shutdown

Configuracién de R1

R1>en

R1#conf t

R1(config)#interface f0/0.30
R1(config-subif)#encapsulation dotlg 30
R1(config-subif)#ip address 192.168.30.1 255.255.255.0
R1(config-subif)#interface f0/0.40
R1(config-subif)#encapsulation dotlq 40
R1(config-subif)#ip address 192.168.40.1 255.255.255.0
R1(config-subif)#interface f0/0.200
R1(config-subif)#encapsulation dotlg 200 native
R1(config-subif)#ip address 192.168.200.1 255.255.255.0
R1(config-subif)#interface f0/0

R1(config-if)#no shutdown
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2.1.5. Verificacion informacion VLANs y Trunk

Verificaciéon de S1

Ly

Physical Config CLI Attributes
I

105 Command Line Interface

FastEthernet0/3 (200),

Sl=en
Slgshow wlan brief

30 Ldministracion

40 Hercadeo

200 Mantenimiento

1002 fddi-default

1003 token-ring-default
1004 fddinet-default
1005 trnet-default

s1g

Status

actiwve

actiwve
actiwve
actiwve
actiwve
actiwve
actiwve
actiwve

1.

Ports

Fal/2,
Fal/7,
Fal/11,
Fai/s15,
Fal/1%,
Fal/23,
Fal/l

%CDP-4-NATIVE VLREN MISMRTCH: Natiwve VLAEN mismatch discovered on
with 53 FastEthernetl/3

Fal/f4, Fal/5, Fal/€
Fal/&, Fals%, Fad/lo

Fal/lzZ,
FaO/1€,
Fal/ 20,
Gigosl,

Falsfl3, Fal/l4
Fal/f17, Fal/l8
Falsf21, Fal/fzz
Gigosz

Ctri+F5 to exit CLI focus

(] Top

Copy Paste

Figura 28. Verificando VLAN en S1
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=0 EOminisSCracion active Taus L
40 Mercadeo actiwve
200 Mantenimiento actiwve
1002 fddi-default actiwve
1003 token-ring-default actiwve
1004 fddinet-default actiwve
1005 trnet—-default actiwve
Slgshow interface trunk
Bort Mode Encapsulation Status Hatiwve wlan
Fal/s3 on 202 .1g trunking 200
Fals24 on 202 .1g trunking 200
Bort Vlans allowed on trunk
Fal/3 30,40,200
Fal/24 30,40,200
Bort Vlans allowed and active in management domain
Fal/3 20,40,200
Fal/24 30,40,200
Bort Vlans in spanning tree forwarding state and not pruned
Fald/3 30,40,200
Fal/24 20,40,200
51#
Ctri+F& to exit CLI focus Copy Paste

L Top

Figura 29. Verificando Trunk en S1
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Verificacion de S3
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|

I0% Command Line Interface

S53=show wlan brief

VLAN Name Status Ports

1 default actiwve FaO,s2, FalO/s4, Fal/s5, Fal/Se
Fads7, Fal/sg8, Fad/%, Fal/s1l0
Fal0sf1l1l, Fad/12, Fad,/13, Fal/1l4
Fad0/f1l5, Fald/le, Fals1l7, Fal/l3
Fal0/f1l%, Fad/20, Fal/2Z1, Fal/s22
Fa0s23, Fal/24, GigO0/l, Giglds2

30 Zdministracion actiwve

40 Mercadeo active Fadsl

200 Mantenimiento active

1002 fddi-default active

10303 token-ring-default active

1004 fddinet-default actiwve

1305 trnet-default actiwve

53

Ctrl+F& to exit CLI focus Copy Paste

[ Top

Figura 30. Verificando VLAN en S3
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Fal,/15, Fal/fle, Fal/sl7, Fal/l%
FalO,/1%, Fal/s20, Fal/fZl, Fal/22
FalO,s23, FalO/s24, Giglsl, =igOs2

30 Zdministracion active

40 Mercadeo active Fadsl

200 Mantenimiento active

1002 fddi-default actiwve

1003 token-ring-default active

1004 fddinet-default active

1305 trnet-default active

53rshow interface trunk

Bort Mode Encapsulation Status Natiwve wlan

Fals3 on 202.1g trunking 200

Port Vlans allowed on trunk

Fal/s3 30,40,200

Port Vlans allowed and active in management domain

Fal/s3 30,40,200

Port Vlans in spanning tree forwarding state and not pruned

Fal/s3 30,40,200

53>

Ctri+F§ to exit CLI focus Copy Paste

[ Top

Figura 31. Verificando Trunk en S3
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Verificacion de R1

L — O

Physical Config CLI Attributes
]

0% Command Line Interface

ENE]
%5¥S5-5-CONFIG_I: Configured from console by console

Blgshow ip route
Codes: C - connected, 5 - static, I - IGRF, B - RIP, H - mokile, B -
BEE
0 — EIGZRP, EX - EIGRFP external, © - O5PF, IX - OSPF inter area
N1l - O5PF WS55L external type 1, HZ2 — O5PF MS55R external type 2
El - O5PF external type 1, EZ - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-l, L2 - I5-IS5 lewvel-2, ia - I5-IS
inter area
¥ — randidate default, U - per-user static route, o — ODR
P - periodic downloaded static route

Fateway of last resort is 0.0.0.0 to network 0.0.0.0

10.0.0.0/24 is subnetted, 1 subnets

o 10.10.10.0 [110/9501] wia 172.31.21.2, 02:02:47, Serialdys0/0
172.31.0.0/30 is subnetted, 2 subnets
c 172.31.21.0 is directly connected, Serial0y/s0/0
] 172.31.23.0 [110/15000] wia 172.31.21.2, 02:02:47,
Serialdys0s0
152.1€8.4.0,/32 is subnetted, 1 subnets
) 192.1e2.4.1 [110/515001] wia 172.31.21.2, 02:02:47,
Serialdys0s 0
152.168.5.0/32 is subnetted, 1 subnets
o 1%32.1€2.5.1 [110/15001] wia 172.31.21.2, 02:02:47,
Serialdys0/s0
152168 _.€.0/32 is subnetted, 1 subnets
o 132.1le2.e€.1 [1l1l0/15001] wia 172.31.21.2, 02:02:47,
Seriald/s0/0
c 152 .162_.30.0/24 is directly connected, FastEthernetl/0.30
c 152163 .40.0/24 is directly connected, FastEthernetl/0.40
c 152.168.5%.0/24 is directly connected, FastEthernetl/s0
c 15%2.1€8.200.0,/24 is directly connected, FastEthernetl/0.200

g% 0.0.0.0/0 is directly connected, Seriald/0/0

Rlg

Ctrl+F5 to exit CLI focus Copy Paste

[ mp

Figura 32. Verificando VLAN en R1
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2.1.6. Configuracion de DHCP para IPv4
Configuracién de R1

R1>en

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1(config)#ip dhcp pool ADMINISTRACION
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#dns-server 10.10.10.11

R1(dhcp-config)#ip dhcp pool MERCADEO
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#dns-server 10.10.10.11

P pca

Physical Config Desktop Programming Adtributes.

@J DHCP O Static DHCP request successful.
IP Address 192.168.30.31

Subnet Mask 255.255.255.0

Default Gateway 192.168.30.1

DNS Server 10.10.10.11

IPv§ Configuration

() DHCP () Auto Config (®) Static

IPvE Address |

Link Local Address |FESD::2EIC:SE-FF:FE9E:41 76

IPvE Gateway |

IPv6 DNS Server |

8021

[ use 802.1X Security
Authentication MD5
Username

Password

[

Figura 33. Configuracién de DHCP en PC-A
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(® DHCP () Static DHCP request successful.
IP Address 192.168.40.31

Subnet Mask 255.255.255.0

Default Gateway 192.168.40.1

DNS Server 10.10.10.11

IPwE Configuration

() DHCP () Auto Config (® Static

IPVE Address | | ]

Link Local Address | FES0::210:11FF.FESS:2EDA

IPvE Gateway |

P& DNS Server |

B02.1X

[ use 802 1X Security
Authentication MD5
Username

Password

[

Figura 34. Configuracién de DHCP en PC-C

2.1.7. Configuracion de NAT

Configuracién de NAT en R2

R2>en

R2#conf t

R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229
R2(config)#interface f0/1

R2(config-if)#ip nat inside

R2(config-if)#interface f0/0

R2(config-if)#ip nat outside

Configuracion de listas de acceso

R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.0.255
R2(config)#ip access-list standard RED-ADMIN
R2(config-std-nacl)#permit 172.31.21.1
R2(config-std-nacl)#exit

R2(config)#line vty 0 15

R2(config-line)#access-class RED-ADMIN in
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2.1.8. Verificacién de Comunicacion

(] Top

L — O
Physical Config CLI Attributes
—
|05 Command Line Interface

REl=en

Rlgping 172.31.21.2

Type escape segquence to abort.

Sending 5, 100-kbyte ICHMP Echos to 172.31.21.2, timeout is 2 seconds:
reret

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/2 ms
Rlgping 172.31.23.2

Type escape seguence to abort.

Sending 5, 100-kbyte ICMP Echos to 172.31.23.2, timeout is 2 seconds:
reret

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/10/17
ms

Elg
Cirl+F& to exit CLI focus Copy Paste

Figura 35. Comunicacién entre interfaces seriales
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¥ pc-a

Phwsical Config Desktop Programming Attributes
|

time=1llms TIL=12Z7
TTI~1

mate round tr
Minimm = llms,

-ping 152 _1&68_40._1

Pinging 152

und trip
= Oms, Maximuam

Figura 36. Comunicacién desde VLAN 30 a través de PC-A
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B pc-C

LS

Phwsical Config Desktop Programming Attributes
]

from 152 _1&8.

Figura 37. Comunicacién desde VLAN 40 a través de PC-C
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2.1.9. Verificacion listas de acceso

L — O

Phy=sical Config CLI Attributes
|

0% Command Line Interface

state TO dowWwn

03:3g:06: %05PF-5-ADJCHE: Process 10, Nbr 5.5.5.5 on Seriald/0/1 from
FULL to DOWN, Neighbor Down: Interface down or detached

SLINEPROTO-5-UFDOWN: Line protocol on Interface Serially/0/1, changed
state to up

03:-36:16: %0S5PF-5-ADJCHE: Process 10, WNbr 5.5.5.5 on Seriald/0/1 from
LORDINGE to FULL, Loading Done

B3ren
B3fping 172_.31.23.1

Type escape seguence to abort.
Sending 5, 100-kbyte ICMP Echos to 172.31.23.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/7 ms

RE3gtelnet 172.31.23.1

Trying 172.31.23.1

% Connection refused by remote host
ket

Cirl+F& to exit CLI focus Copy Paste

[]mp

Figura 38. Verificando listas de acceso desde R3
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]

0% Command Line Interface

(LINEFROTO-5-UFDOWN: Line protocol on Inmterface Serially/0/0, changed
state to down

03:3€:06: %0SPF-5-ADJCHE: Process 10, Mbr 5.5.5.5 on Seriald/0,/0 from
FULL to DOWN, Neighbor Down: Interface down or detached

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serially/0/0, changed
state to up

03:36:1e: %05PF-5-ADJCH=: Process 10, Nbr 5.5.5.5 on Serialds/0/0 from
LORDING to FULL, Loading Done

Blren
Blgping 172.31.21.2

Type escape segquence to abort.
Sending 5, 100-kbyte ICHMP Echos to 172.31.21.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/1/2 ms
R1§
Cirl+F& to exit CLI focus Copy Paste

(] Top

Figura 39. Verificando listas de acceso desde R1
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CONCLUSIONES

- El desarrollo de la prueba de habilidades practicas, me permitio poner en practica
los conocimientos adquiridos a lo largo del curso en temas como Routing and
Switching, configurando redes Optimas.

- El uso de Redes VLAN para segmentar redes, proporciona mayor rendimiento,
seguridad y capacidad de administracion

- OSPF presenta ventajas considerables en comparacion con RIP, debido a que
ofrece una convergencia mas rapida y escala a implementaciones de red mucho
mas grandes.

- Las listas de control de acceso (ACL) es una forma de darle seguridad a una Red,
evitando el uso no autorizado de las mismas, para detener el trafico o para permitir
solamente trafico especifico en sus redes.

- Las direcciones IP son la herramienta que permiten identificar los dispositivos que
componen una Red, algunos requieren IP fijas para acceder facil a ellos, como el
caso de impresoras, routers, entre otros, para los dispositivos que no requieren una
IP fija se maneja DHCP que otorga direcciones IP dinamicas, esto es principalmente
para dispositivos que no se conectan todo el tiempo a la Red o que lo hacen desde
ubicaciones diferentes.

63



BIBLIOGRAFIA

- Switching a canales de la Red local

Recuperado de: https://static-course-
assets.s3.amazonaws.com/RSE503/es/index.html#5.0.1.2

- Configuracion del routing entre VLAN antiguo: Configuracién del Switch

Recuperado de: https://static-course-
assets.s3.amazonaws.com/RSE503/es/index.html#5.1.2.2

- Configuracién del routing entre VLAN antiguo: configuracion de la interfaz del
router

Recuperado de: https://static-course-
assets.s3.amazonaws.com/RSE503/es/index.html#5.1.2.3

- Modo de configuracion de OSPF del router

Recuperado de: https://static-course-
assets.s3.amazonaws.com/RSE503/es/index.html#8.2.1.2

- Funcionamiento de estado de enlace

Recuperado de: https://static-course-
assets.s3.amazonaws.com/RSE503/es/index.html#8.1.1.4

- OSPF de area unica y OSPF multiarea

Recuperado de: https://static-course-
assets.s3.amazonaws.com/RSE503/es/index.html#8.1.1.5

- Funcionamiento de DHCPv4

Recuperado de: https://static-course-
assets.s3.amazonaws.com/RSE503/es/index.htm|#10.1.1.2

64


https://static-course-assets.s3.amazonaws.com/RSE503/es/index.html#5.0.1.2
https://static-course-assets.s3.amazonaws.com/RSE503/es/index.html#5.0.1.2
https://static-course-assets.s3.amazonaws.com/RSE503/es/index.html#5.1.2.2
https://static-course-assets.s3.amazonaws.com/RSE503/es/index.html#5.1.2.2
https://static-course-assets.s3.amazonaws.com/RSE503/es/index.html#5.1.2.3
https://static-course-assets.s3.amazonaws.com/RSE503/es/index.html#5.1.2.3
https://static-course-assets.s3.amazonaws.com/RSE503/es/index.html#8.2.1.2
https://static-course-assets.s3.amazonaws.com/RSE503/es/index.html#8.2.1.2
https://static-course-assets.s3.amazonaws.com/RSE503/es/index.html#8.1.1.4
https://static-course-assets.s3.amazonaws.com/RSE503/es/index.html#8.1.1.4
https://static-course-assets.s3.amazonaws.com/RSE503/es/index.html#8.1.1.5
https://static-course-assets.s3.amazonaws.com/RSE503/es/index.html#8.1.1.5
https://static-course-assets.s3.amazonaws.com/RSE503/es/index.html#10.1.1.2
https://static-course-assets.s3.amazonaws.com/RSE503/es/index.html#10.1.1.2

