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RESUMEN

Este documento denominado prueba de habilidades practicas, hace parte del Diplomado de
Profundizacién CCNA, en actividad evaluativa se realizaron configuraciones a diferentes dispositivos
gue conforman una topologia de red como router , switchs , pc , vlans , puertos de acceso, puertos
troncales , NAT estéticas para Ipv4,enrutamiento OSPFv2 , Configuracién RIPv2 , establecer el ancho
de banda , implementacion de DHCP para los PC, con el fin de establecer comunicacién entre los
equipos, las vlans, permitiendo de esta forma la comunicacién entre las sucursales de la empresa de
Tecnologia como lo solicita la descripcién del escenario propuesto esta simulacion se realizé en el
software packet tracer ,ademas se busca demostrar el grado de desarrollo de competencias y
habilidades que fueron adquiridas a lo largo del diplomado y a través de la cual se coloca a prueba
los niveles de comprension y solucion de problemas relacionados con diversos temas de Networking.

ABSTRACT

This document called practical skills test, is part of the CCNA Deepening Diploma, in evaluative activity
configurations were made to different devices that make up a network topology such as router, switch,
pc, vlans, access ports, trunk ports, static NAT for Ipv4, routing OSPFv2, Configuration RIPv2,
establish the bandwidth, implementation of DHCP for the PCs, in order to establish communication
between the equipment, the vlans, allowing in this way the communication between the branches of
the Technology company as request the description of the proposed scenario this simulation was done
in the packet tracer software, in addition it seeks to demonstrate the degree of development of skills
and abilities that were acquired throughout the course and through which the levels of comprehension
and solution of problems related to various topics of Networking.
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INTRODUCCION

La evaluacion denominada “Prueba de habilidades practicas”, forma parte de las
actividades evaluativas del Diplomado de Profundizacion CCNA, y busca identificar el
grado de desarrollo de competencias y habilidades que fueron adquiridas a lo largo del
diplomado. Lo esencial es poner a prueba los niveles de comprension y solucion de
problemas relacionados con diversos aspectos de Networking.

El desarrollo de las practicas se desarrollado utilizando la herramienta de simulacion
Software Packet Tracer, donde se construye la topologia de la red de cada escenario y se
resuelven cada uno de ellos.
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OBJETIVOS

> Aplicar las diferentes habilidades teorico-practicas del diplomado CCNA para identificar y
aplicar una solucion a los escenarios propuestos.

» Realizar configuracion basica a dispositivos de comunicacion como Routers, Switch,
Servidores.

> Implementar seguridad en diferentes equipos como Switch,routers, elaboracién de Vlans y
Routing.

> Determinar la configuracién necesaria para la implementacion
» de OPSFv2, protocolo dinAmico de Routing.

» Implementar de DHCP y NAT en dispositivos de comunicacion.

» Configurar y verificar listas de control de acceso ACL
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DESARROLLO DE LOS ESCENARIOS
Escenario 1

oC1 Laptop-PT

Server-PT
Server0

Laptop-PT
Laptop0 Laptopl

Laptop-PT Laptop-PT
Laptop31 Laptop30

Tabla de direccionamiento

. E A Interfaces Direccion IP Mascara de Gatew:ily
administrador subred predeterminado
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D

Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
Fa0/0,100 192.168.20.1 255.255.255.0 N/D
R2 Fa0/0,200 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 N/D
Se0/0/1 10.0.0.9 255.255.255.252 N/D
Fa0/0 192.168.30.1 255.255.255.0 N/D
R3 2001:db8:130::9C0:80F:301 /64 N/D
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Se0/0/0 10.0.0.6 255.255.255.252 N/D
Se0/0/1 10.0.0.10 255.255.255.252 N/D
SW2 VLAN 100 N/D N/D N/D
VLAN 200 | N/D N/D N/D
SW3 VLAN1 N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP
Tabla de asignacion de VLAN y de puertos
Dispositivo| VLAN Nombre Interf
az
SwW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces
Tabla de enlaces troncales
Dispositivo Interfaz Dispositivo
local local remoto
SW2 Fa0/2-3 100

Situacion

En esta actividad, demostrara y reforzara su capacidad para implementar NAT, servidor de
DHCP, RIPV2 y el routing entre VLAN, incluida la configuracion de direcciones IP, las VLAN,

10
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los enlaces troncales y las subinterfaces. Todas las pruebas de alcance deben realizarse a
través de ping Unicamente.

Descripcion de las actividades

e SW1 VLAN y las asignaciones de puertos de VLAN deben cumplir con la tabla 1.

SW2>enable

SW2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#vlan 100

SW2(config-vlan)#name LAPTOPS

SW2(config-vlan)#exit

SW2(config)#vlan 200

SW2(config-vlan)#name DESTOPS

SW2(config-vlan)#exit

SW2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#interface range f0/2-3

SW2(config-if-range)#sw

SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 100
SW2(config-if-range)#interface range f0/4-5
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 200
SW2(config-if-range)#exit

SW3>enable

SW3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW3(config)#vlan 1

SW3(config-vlan)#exit

SW3(config)#interface range f0/1-24
SW3(config-if-range)#sw
SW3(config-if-range)#switchport mode access
SW3(config-if-range)#switchport access vlan 1
SW3(config-if-range)#exit

SW3(config)#end

SW3#

11
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e Los puertos de red que no se utilizan se deben deshabilitar.

SW3#

SW3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW3(config)#interface range f0/6-23
SW3(config-if-range)#shutdown

SW2#

SW2#enable

SW2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#interface range f0/6-24
SW2(config-if-range)#shutdown

e Configuracion de troncales en SW2 - SW3 segun la tabla.

SW2#

SW2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW2(config)#interface f0/1

SW2(config-if)#sw

SW2(config-if)#switchport mode trunk

SW2(config-if)#exit

SW2(config)#end

SW3#

SW3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SWa3(config)#interface f0/1

SW3(config-if)#sw

SW3(config-if)#switchport mode trunk

SW3(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to up
SW3(config-if)#exit

SW3(config)#end

12
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e Lainformacion de direccion IP R1, R2 y R3 debe cumplir con la tabla 1.

R1>

R1>enable

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int s0/0/0

R1(config-if)#ip address 200.123.211.2 255.255.255.0
R1(config-if)#exit

R1(config)#int s0/1/0

R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-if)#exit

R1(config)#int s0/1/1

R1(config-if)#ip address 10.0.0.5 255.255.255.252
R1(config-if)#exit

R1(config)#end

R1#

R2>enable

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#int f0/0

R2(config-if)#exit

R2(config)#int f0/0.100

R2(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.100, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.100, changed state to up
R2(config-subif)#enca

R2(config-subif)#encapsulation dotl

R2(config-subif)#encapsulation dot1Q 100

R2(config-subif)#ip address 192.168.20.1 255.255.255.0

R2(config-subif)#exit

R2(config)#int f0/0.200

R2(config-subif)#

%LINK-5-CHANGED: Interface FastEthernet0/0.200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.200, changed state to up
R2(config-subif)#encapsulation dot1Q 200

R2(config-subif)#ip address 192.168.21.1 255.255.255.0

R2(config-subif)#exit

R2(config)#int s0/0/0

R2(config-if)#ip address 10.0.0.2 255.255.255.252

R2(config-if)#exit

R2(config)#int s0/0/1

13
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R2(config-if)#%DHCPD-4-PING_CONFLICT: DHCP address conflict: server pinged 192.168.21.1.
R2(config-if)#

R2(config-if)#int s0/0/1

R2(config-if)#ip address 10.0.0.9 255.255.255.252

R2(config-if)#exit

R2(config)#end

R2#%SYS-5-CONFIG_I: Configured from console by console

R2#

R3>

R3>enable

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#int f0/0

R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#exit

R3(config)#ipv6 unicast-routing

R3(config)#int s0/0/0

R3(config-if)#ip address 10.0.0.6 255.255.255.252
R3(config-if)#exit

R3(config)#int s0/0/1

R3(config-if)#ip address 10.0.0.10 255.255.255.252
R3(config-if)#exit

R3(config)#

o Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30 y PC31 deben obtener
informacién IPv4 del servidor DHCP.

Se realiza configuracion en cada equipo , DHCP automatico.

e R1deberealizar una NAT con sobrecarga sobre una direccidn IPv4 publica. Asegurese de
que todos los terminales pueden comunicarse con Internet publica (haga ping a la
direccion ISP) y la lista de acceso estandar se llama INSIDE-DEVS.

R1>enable

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int sO/1/1

14
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R1(config-if)#ip nat inside

R1(config-if)#exit

R1(config)#int s0/1/0

R1(config-if)#ip nat inside

R1(config-if)#exit

R1(config)#int s0/0/0

R1(config-if)#ip nat outside

R1(config-if)#exit

R1(config)#ip nat pool INSIDE-DEVS

% Incomplete command.

R1(config)#ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128 netmask 255.255.255.0
R1(config)#access-list 1 permit 192.168.0.0 0.0.255.255
R1(config)#access-list 1 permit 10.0.0.0 0.255.255.255

R1(config)#ip nat inside source list 1 interface s0/0/0 overload
R1(config)#ip nat inside source static tcp 192.168.30.6 80 200.123.211.1 80
R1(config)#

15
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105 Corsmand Line Interface

Rl-wnanle

seconds:

244

Alsping 200.123.211.1
Iype escape sequence to abort
Sending &, 100-byte ICMP Eches o 300.123.211.1, zimecuts 1is 2

Success rate is 100 pezcent (8/8), Toum

Cri+6 %o et CL1 foous

7Te

Paste

Mind Wide Open’

e R1 debe tener una ruta estatica predeterminada al ISP que se configuré yque incluye

esa ruta en el dominio RIPv2

R1>enable
R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#router rip
R1(config-router)#version 2
R1(config-router)#network 10.0.0.0
R1(config-router)#exit
R1(config)#end

R1#
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LY — O

Physical Config CLI Attributes

105 Command Line Interface

[OK] ~
Rlgshow ip mat

% Incomplete command.

Rlishow ip nat tr

Rlfshow ip mat translatioms

Pro Inside global Inside local Cutside local

Cutside glokal

tocp 200.123.211.1:80 152 _.1€8_.30.€:80 - —-—

Rlgshow ip mat sta

Rlishow ip nat statistiecs

Total tramslations: 1 (1 static, 0 dynamic, 1 extended)
Outside Interfaces: Seriald/0/0

Inside Interfaces: Serial0/1l/0 , Seriall/Ll /1l
Hits: 0 Misses: 20

Expired translations: 0

Dynamic mappings:

R1§

R1§

R1§

R1§

R1§

R1§

=Y

e R2 esunservidor de DHCP para los dispositivos conectados al puerto FastEthernet0/0.

R2>

R2>enable

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip dhcp excluded

R2(config)#ip dhcp excluded-address 10.0.0.2 10.0.0.9
R2(config)#ip dhcp pool INSIDE-DEVS
R2(dhcp-config)#network 192.168.20.1 255.255.255.0
R2(dhcp-config)#network 192.168.21.1 255.255.255.0
R2(dhcp-config)#defa

R2(dhcp-config)#default-router 192.168.1.1
R2(dhcp-config)#dns

R2(dhcp-config)#dns-server 0.0.0.0
R2(dhcp-config)#exit

R2(config)#

17
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e R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las VLAN 100 y 200.

Verificamos que la configuracion aplicada anteriormente.

#® Rz — O x

hY

Physical Config CLI Attributes

105 Command Line Interface

B2 {config) @ h
B2 {config)#

B2 {config)#

B2 {config) #

R2 {config#

B2 {config)#int wlam 100

B2 (config-if) #ip address 15%Z.1€5.20.1 2Z55.255_255.0
% 152 _.1€8_.20.0 overlaps with FastEthernet0/0.100

B2 {config-if) fexit

B2 {config)#int wlan 200

B2 (config-if) #ip address 152.1€2.21.1 2Z55.255_.255.0
% 15%2.1€8_.21.0 overlaps with FastEthermnet0/0.200

B2 {config-if) f#end

a8

e El Servidor0 es s6lo un servidor IPv6 y solo debe ser accesibles para los dispositivos en R3

(ping).
Logical | Tt | [Reat] iew Clsser) pive Dject]|  SetTiedBaokground || Viespart | Envircoment:
l'}l[ ~ | Srrudsson Panel & x
\ . | EventList
+ 5e0/00 e [ |ve Tme(sec) LastDewce  AtDeace  Type Info ~
ELTH - 0.004 503 sevdrd  1oe [l
.-“y¢ii‘:;:———F” 0004 Servded 53 woe I
a3 0.004 5w pCI oe
0.004 - 5w e
0.005 sw3 sevdorn  10% [
fu 0.003 Serveder0 sw3 we A
0.008 sl twtowy 100 [l
Fad Fa0 - oo Servidard sw3 |
- 00 W3 woto3t  1ow o
Laotip31 ”éﬁ‘ ‘ = =
| Reset Senfation [ Comstant Delay Ry
v h s
< b ]
L2 — = Pay Cortrols
POU Ust Wndom a-x acx Auto Coture (Play Capture | Formard
Fre Last Status Source Destnation Type Codoe Time(sec) Perol '
3 Successhl PCN Serwdocl o . 0.000 |
@ Successful Laptop30 ServidorD o 0.000 Event List Flters - Vistie Events
® Succenstid Laotop31 P G | 0,000 ACL Fiter, ARP, BGP, Butitoath, CAPWAP, COP, DHCP, DHCPYE, DHS, DTP
s | ETGRP, EIGRPYS, FTP, H. 323, HSRP, HIROVS, HTTP, HTTPS, IOMP, ICMPVS,
@ N PE il | a0 | PSes, 158, 10T, LT TCP, LACP, LLDP, NOP, NEYFLOW, NTP, OS9F, OSPFve,

| PAGP, POPY, PTP, RADIUS, REP, RIP, RIPng, RTP, SCCP, SMTP, SNVP, S5, STP,
SYSLOG, TACACS, TCP, TFTP, Telnet, LDP, LSS, VTP

Edt Fiters Show AlfNone
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e La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de Laptop31, de PC30 y
obligacion de configurados PC31 simultaneas (dual-stack). Las direcciones se deben
configurar mediante DHCP y DHCPv6.

¥ | aptop21 — O x

Physical Config Desktop Programming Attributes

P Configuration

IP Configuration

(® DHCP () Static DHCP request successful,
IP Address 132,168,30.5

Subnet Mask 255.255.255.0

Default Gateway 192.168.30.1

DMS Server 0.0.0.0

IPv& Configuration

) DHCP (® Auto Config () Static Ipvé Autoconfig request successful.
IPv& Address 2001:DB8: 130:0: 230:F 2FF:FE2A:6396 /64

Link Local Address FEB0:: 230:F2FF:FE2A:63596

IPvi Gateway FERQ::1

IPvE DMNS Server

] Top

e La interfaz FastEthernet 0/0 del R3 también deben tener direcciones IPv4 e IPv6
configuradas (dual- stack).

R3>enable

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#ipv6 uni

R3(config)#ipv6 unicast-routing

R3(config)#int f0/0

R3(config-if)#ipv6 enable

R3(config-if)#ip address 192.168.30.1 255.255.255.0

19
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R3(config-if)#ipv6 address 2001:db8::9C0:80F:301/64
R3(config-if)#no shutdown
R3(config-if)#

e R1,R2yR3intercambian informacién de routing mediante RIP version 2.

R1#enable

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#do show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - 1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - I1S-1S inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/30 is subnetted, 3 subnets

C 10.0.0.0 is directly connected, Serial0/1/0

C 10.0.0.4 is directly connected, Serial0/1/1

R 10.0.0.8 [120/1] via 10.0.0.6, 00:00:13, Serial0/1/1

R 192.168.30.0/24 [120/1] via 10.0.0.6, 00:00:13, Serial0/1/1
C 200.123.211.0/24 is directly connected, Serial0/0/0

R1(config-router)#network 10.0.0.0
R1(config-router)#network 10.0.0.4
R1(config-router)#end

R1#

R2#conf

Configuring from terminal, memory, or network [terminal]? t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#

R2(config)#router rip

R2(config-router)#version 2

R2(config-router)#network 10.0.0.0

R2(config-router)#network 10.0.0.8

R2(config-router)#do show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP

20
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D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - 1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - I1S-1S inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/30 is subnetted, 3 subnets

C 10.0.0.0 is directly connected, Serial0/0/0

R 10.0.0.4 [120/1] via 10.0.0.1, 00:00:06, Serial0/0/0

C 10.0.0.8 is directly connected, Serial0/0/1

C 192.168.20.0/24 is directly connected, FastEthernet0/0.100

C 192.168.21.0/24 is directly connected, FastEthernet0/0.200

R 192.168.30.0/24 [120/2] via 10.0.0.1, 00:00:06, Serial0/0/0

R2(config-router)#

R3(config)#router rip

R3(config-router)#version 2

R3(config-router)#network 10.0.0.0

R3(config-router)#network 10.0.0.8

R3(config-router)#end

R3#%SYS-5-CONFIG_I: Configured from console by console
R3#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, 1A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - 1S-1S, L1 - IS-IS level-1, L2 - 1S-1S level-2, ia - I1S-1S inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/30 is subnetted, 3 subnets

R 10.0.0.0 [120/1] via 10.0.0.5, 00:00:16, Serial0/0/0

[120/1] via 10.0.0.9, 00:00:04, Serial0/0/1

C 10.0.0.4 is directly connected, Serial0/0/0

C 10.0.0.8 is directly connected, Serial0/0/1

C 192.168.30.0/24 is directly connected, FastEthernet0/0

R3#

e R1,R2yR3 deben saber sobre las rutas de cada uno y la ruta predeterminada desde R1.

El protocolo RIP version 2 ya se configuro en cada router.
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Se configura rip versiéon 2 con la ip del ISP, la cual estaba pendiente.

R1#

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router rip

R1(config-router)#network 200.123.211.0

R1(config-router)#

R1#

R2(config-router)#

R2(config-router)#end

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router rip

R2(config-router)#

%SYS-5-CONFIG_I: Configured from console by console
network 200.123.211.0

R2(config-router)#

R3#

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router rip

R3(config-router)#network 200.123.211.0

R3(config-router)#

R3(config-router)#end

o Verifique la conectividad. Todos los terminales deben poder hacer ping entre si y a la
direccion IP del ISP. Los terminales bajo el R3 deberian poder hacer IPv6-ping entre ellos
y el servidor.
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Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de Miami,
Bogota y Buenos Aires, en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario, acorde con los

lineamientos establecidos para el direccionamiento IP, protocolos de enrutamiento y demas aspectos que
forman parte de la topologia de red.

30 | 192.168,30.0/24 Admanistracian
40 | 192.163.40.0/24 Mercadeo
200 | 192.168.200.0/24 Mantenimionto

10.10.10.10/32

172.31.23.0/30

Lod 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Bueos Aires

192.168.99.3

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los dispositivos
que forman parte del escenario

R1>

R1>

R1>enable
R1#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#no ip domain-lookup

R1(config)#enable secret class

R1(config)#line con 0

R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#line vty 0 4

R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption

R1(config)#banner motd $Acceso No Autorizado esta Prohibido$
R1(config)#

R2>enable

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#no ip domain-lookup

R2(config)#enable secret class

R2(config)#line con 0

R2(config-line)#password cisco

R2(config-line)#login

R2(config-line)#exit

R2(config)#service password-encryp

R2(config)#service password-encryption

R2(config)#banner motd $Acceso No Autorizado esta Prohibido$
R2(config)#

26



ol l Il l I
CI1sco. Cisco Networking Academy Mind Wide Oper

R3#

R3#enable

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#no ip domain-lookup

R3(config)#enable secret class

R3(config)#line con 0

R3(config-line)#password cisco

R3(config-line)#login

R3(config-line)#line vty 0 4

R3(config-line)#password cisco

R3(config-line)#login

R3(config-line)#exit

R3(config)#service pass

R3(config)#service password-encryption

R3(config)#banner motd $Acceso No Autorizado esta Prohibido$
R3(config)#

S1>

S1>enable

Sl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#no ip domain-lookup

S1(config)#enable secret class

S1(config)#line O

S1(config-line)#password cisco
S1(config-line)#login

S1(config-line)#exit

S1(config)#service pass

S1(config)#service password-encryption
S1(config)#banner motd $Solo personal Autorizado$
S1(config)#

S1(config)#

S3>enable

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#hostname S

S(config)#hostname S3

S3(config)#no ip domain-lookup

S3(config)#enable secret class

S3(config)#line con 0

S3(config-line)#password cisco

S3(config-line)#login
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S3(config-line)#exit

S3(config)#service pass

S3(config)#service password-encryption
S3(config)#banner motd $ Solo Personal Autorizado!$
S3(config)#

S3(config)#

Sl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30

S1(config-vlan)#name Administracion

S1(config-vlan)#vlan 40

S1(config-vlan)#name Mercadeo

S1(config-vlan)#vlan 200

S1(config-vlan)#name Mantenimiento

S1(config-vlan)#

S1(config-vilan)#

S1(config-if)#

S1(config-if)#

S1(config-if)#interface f0/3

S1(config-if)#

S1(config-if)#exit

S1(config)#interface FastEthernet0/3

S1(config-if)#swi

S1(config-if)#switchport mode trunk

S1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to up
S1(config-if)#switchport trunk native vlan 1

S1(config-if)#no shutdown

S1(config-if)#

S1(config-if)#interface f0/24

S1(config-if)#switchport mode trunk

S1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/24, changed state to up
S1(config-if)#switchport trunk native vlan 1

S1(config-if)#no shutdown

S1(config-if)#
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2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0
Configuration Item or Task Specification
Router ID R1 1.1.11
Router ID R2 5.5.5.5
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 256 Kb/s
Ajustar el costo en la métrica de SO/0 a 9500

User Access Verification
Password:

R1>enable

Password:

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1

R1(config-router)#network 172.31.21.0 0.0.0.3 area 0
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#passive-interface g0/1.30
R1(config-router)#passive-interface g0/1.40
R1(config-router)#passive-interface g0/1.200
R1(config-router)#auto-cost reference-bandwidth 256

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R1(config-router)#

User Access Verification
Password:

R2>enable
Password:
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R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#router

R2(config-router)#router-id 5.5.5.5

R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#

03:55:31: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/0 from LOADING to FULL, Loading Done
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.0 0.0.0.255 area 0
R2(config-router)#pass

R2(config-router)#passive-interface g0/1
R2(config-router)#auto-

R2(config-router)#auto-cost refe

R2(config-router)#auto-cost reference-bandwidth 256

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R2(config-router)#interface s0/0/0

R2(config-if)#exit

R2(config)#int s0/0/0

R2(config-if)#ip ospf cost

R2(config-if)#ip ospf cost 9500

R2(config-if)#

User Access Verification

Password:

R3>enable

Password:

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router)#router-

R3(config-router)#router-id 8.8.8.8

R3(config-router)#network 172.31.21.0 0.0.0.3 area 0
R3(config-router)#network 192.168.4.0 0.0.3.255 area 0
R3(config-router)#passive-interface lo4
R3(config-router)#passive-interface 105
R3(config-router)#passive-interface 106
R3(config-router)#auto-cost reference-bandwidth 256

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.
R3(config-router)#exit

R3(config)#int s0/0/1
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R3(config-if)#ban
R3(config-if)#bandwidth 256
R3(config-if)#ip ospf cost
R3(config-if)#ip ospf cost 9500

R3(config-if)#

Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

Acceso No Autorizado esta Prohibido

User Access Verification

Password:

R2>enable

Password:

R2#show ip osp

R2#show ip ospf ne

R2#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
1.1.1.1 0 FULL/ - 00:00:30 172.31.21.1 Serial0/0/0
8.8.8.8 0 FULL/ - 00:00:30 172.31.22.1 Serial0/0/1
R2#

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada interface
® Miami - b X

Physical Config CLI Attributes

105 Command Line Interface
[RZTC0W 1D OSpr INter
A

RZg¢show ip ospf interface

Seriald/0/0 is up, line protocol is up

Internet address is 172.31.21.2/30, Area 0

Process ID 1, Router ID 5.5.5.5, Network Type POINT-TO-BOINT, Cost: 5500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router om this network

No backup designated router on this network

Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

Hello due in 00:00:03

Index 171, flood gueue length O

Hext O0x04{0)/0x:0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Rdjacent neighbor count is 1

Adjacent with neighbor 1.1.1.1
Suppress hello for 0 neighboris)
Seriald/s071 is up, line protocol is up

Internet address is 172.31.23.1/30, Area 0

Process ID 1, Router ID 5.5.5.5, Network Type POINI-TO-POINI, Cost: 1l€5
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O

No designated router om this network

No backup designated router on this network
——More—— W

Ctrl+F6 to exit CLI focus Copy Faste

[ Top
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e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing Networks, and passive
interfaces configuradas en cada router.

R2#show ip protocols

Routing Protocol is "ospf 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 5.5.5.5
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.21.00.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0
Passive Interface(s):
GigabitEthernet0/1
Routing Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:03:52
5.5.5.511000:28:41
8.8.8.8 110 00:22:21
Distance: (default is 110)
R2#
3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN Routing y
Seguridad en los Switches acorde a la topologia de red establecida.

B Miami — O *

Physical Config CLI Attributes

105 Command Line Interface

interface Seriald/0/1 s
description Conexion a R3

ip address 172.31.23.1 255.255.255.252

clock rate 128000

!

interface Vlanl

no ip address

shutdown

!

router ospf 1

log-adjacency-changes

passive-interface GigabitEthernetl/s/1

auto-cost reference-bandwidth 25¢€

network 172.31.21.0 0.0.0.3 area 0

network 172.31.23.0 0.0.0.3 area 0

network 10.10.10.0 0.0.0.255 area 0

!

ip classless

ip route 0.0.0.0 0.0.0.0 GigabitEthernetd/s0

1

ip flow-export wversion %

|
1 W

Cirl+F6 to exit CLI focus Copy Paste

[ 7op
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4. En el Switch 3 deshabilitar DNS lookup

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

53 (config) #no ip domain-loockup

53 (config) #int wlan 1

S53{config-if)#ip add 1592 1c2.55_3

% Incomplete command.

S53({config-if)#ip add 132 .1€3.3%.3 255.255.255.0

53 (config-if) g v

Ctrl+F6 to exit CLI focus Copy Paste

[ Top

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
7. Implement DHCP and NAT for IPv4
8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones estaticas.

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 30

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40

R1#enable

R1#conft

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp exc

R1(config)#ip dhcp excluded-address 192.168.31.1 192.168.31.20
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.20
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.20
R1(config)#ip dhcp pool Administracion
R1(dhcp-config)#dns-ser

R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#domain-na
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R1(dhcp-config)#

R1(dhcp-config)#ip domain-n

R1(dhcp-config)#ip domain-n

R1(dhcp-config)#do

R1(dhcp-config)#do

R1(dhcp-config)#dom

R1(dhcp-config)#dom

R1(dhcp-config)#default-
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#ip dhcp pool Mercadeo
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#

R1(dhcp-config)#domain-name ccna-unad.com /I No lo admite el simulador.
% Invalid input detected at ' marker.
R1(dhcp-config)#

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir o
permitir trafico desde R1 o R3 hacia R2.

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.

Acceso No Autorizado esta Prohibido

User Access Verification

Password:

R2>enable

Password:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)# access-li

R2(config)# access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)# access-list 1 permit 192.168.40.0 0.0.0.255
R2(config)# access-list 1 permit 192.168.4.0 0.0.3.255
R2(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.228 netmask 255.255.255.248
R2(config)#
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~

Aeoceso No Rutorizado esta Prohibido

User Rccess Verification

Dassword:

Rl=ping 2035 .1€5.200.2Z24

Iype escape segquence to abort.

Sending 5, 100-byte ICHMP Echos to 205.1€5.200.224, timeout is 2 seconds:

rrrn

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/7 ms

Rl= LY

Ctrl+F6 to exit CLI focus Copy Paste
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CONCLUSIONES
* Los escenarios planteados permiten llevar al futuro profesional a desafiar su
aprendizaje, a través de la puesta en practica.

* Se hace uso de las diferentes funciones de los equipos utilizados para aplicar la
conceptualizacion del Subneting, Routing en plataforma cisco.

* La implementacion de configuraciones de VLAN'’s, optimiza la gestion de las subredes

en una empresa, se puede hacer a un menor costo de implementacion, rendimiento en
la red.

* El software Cisco Packet Tracer, es una herramienta importante para realizar pruebas
previas a la implementacion en tiempo real de una infraestructura de red.
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